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Secure Sockets Layer (SSL) 7'v h V& A X —T 2T 5 TEDHEIL. CiscoNX-0OS T /31
AT LDAP — G EZ FE)TREL T,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua—N)L a7 4 FXal— g
T— F&EBREBELET

ATvT2

[no] Idap-server host {ipv4-address |
ipv6-address | host-name} [enable-sdl]
[referral-disable]

Example:

switch(config)# ldap-server host
10.10.2.2 enable-ssl

LDAP #—/ 3D IPv4 £ 771 IPv6 7 N L
A, BOHNIFA ML EIRELET,

enable-sd F—7U — KX, LDAP 7 7 A
TV MISSL Yy a s BN ESET
MOHNAA  RETIIMRBEOERZEET
HZEIZED, kI T — X OEE
P BRI A RFEL £ 7,

F—U— RN, RERBRY 7 %27 4
T —7 0z LE T, referral-disable

ATvT3

(Optional) show Idap-server

Example:

switch(config)# show ldap-server

LDAP $— DR EEFERLET,

RATvT4

(Optional) copy running-config
startup-config

Example:

switch(config)# copy running-config

startup-config

Frar 74 Xal—ark, AX—
Ny a7 4 Xalb—a0la
I:Ob‘l_/giyg‘*o

Related Topics
LDAP h—"DOFRETrEA (6 2—)
LDAP DA F—T Mb/7 4 &—7 0k (6 ~—7)
LDAP H— Z)L—T D% E (10 X—)
LDAP #—/3® rootDN D E (9 _—7)
LDAP H—/3 ZL—T D% E (10 —)
LDAP — O EMNE=% U > 7 OF%E

LDAP —DE=F 1 7
LDAP H— NiaHE®R O 7 V7
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VUE— LD LDAP V" — D IPv4 F721XIPv6 7 KL A FE - IIA A MEZ TS L £,

FIE

ARV RFERETOVa Y
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configureterminal

1

switch# configure terminal
switch (config) #

Juaua—)L a7 4 Xal—g v
F—-RFEMLES

ATvT2

[no] Idap-server host {ipv4-address|
ipv6-address | hostname} rootDN root-name
[passwor d password [port tcp-port [timeout
seconds] | timeout seconds]]

1

switch(config)# ldap-server host
10.10.1.1 rootDN

cn=manager, dc=acme, dc=com password
Ur2Gd2BH timeout 60

LDAP ¥—/3 F—F ~X— 2 D rootDN %
BEL. '~ DO/XRAT— RENL R
LE9,

fEET, —\Zi%% LDAP A vt —
IHERT A TCPAR— h&4RE L £,
AN #iPHIE 1 ~ 65535 T, 77 4/b
KOTCPAR— M7 a— IUETT (7
02— UERERE STV R WA T
389) , £7-. =X A LT MH
fRbiELET, HOFMEIL 1 ~ 60 7
T, 774NV MDXA LT T MEIZS
2—sUETY (7 m— U EDERIE &
NTWRWGEILS ) o

ATvT3

(&) show |dap-server
{5

switch (config)# show ldap-server

LDAP y— "OHRTEEFRLET,

ATvT4

(f£#&) copy running-config
startup-config
1 -

switch (config)# copy running-config
startup-config

FFar 74 Xal—arvk, AX—
Ny a7 ¥alb—vgilz
I:O*‘[/ji—g«o

EELEY D

LDAP #— ROFE T 2t 2
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=R TN—TEHEHL T, 1 BERITEEED Y T— b AAA P — 2K D2 — 5L 42 fs
ETHIENTEET, FN—TDALNETTXTC, LDAPEFEHT L L O ICERET HHLEN

Ea==4

b EF, WiE

INHDOH =N TN —TENDOTHRETE ET,
AAA —ERIZHETT D2HERH Y 77,

Before you begin

LDAP # BNz LE T,

Procedure

L2 > CTH— "7 &N E T,

RE LTI N—T GBI,

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—n\) a4 FXal—g
ET— REHBLET

ATvT2

[no] aaa group server Idap group-name

Example:

switch (config) # aaa group server ldap
LDAPServerl
switch (config-1ldap) #

LDAP #— R 7 —T7%ER L, =D
TN—"7"0 LDAP %—/ J)L—7" 2
V74X a2l —y g E— REBIAL
e

ATvT3

[no] server {ipv4-address | ipv6-address |
host-name}

Example:
switch (config-ldap) # server 10.10.2.2

LDAP #—/ 3% LDAP H— 71—
TOANE L TRELET,

FEE L7z LDAP H— "3 oMb 7

Mo T-340%. |dap-server host =~ >
REFEHALTH—"EZREL, 202
~U REL O - EEITLET,

ATvT4

(Optional) [no] authentication {bind-first
[append-with-baseDN DNstring] |
compar e[passwor d-attribute password]}

Example:

switch (config-1ldap)# authentication
compare password-attribute TyuL8r

N v RERE IS X a#H L
CTLDAPFBiEZFATLET, 77 4/L
k@ LDAP #8iE S R0T, R LT
WAV RTH4 2 FHEXTT,

ATy TH

. LDAP D& E

(Optional) [no] enable user-server-group

Example:
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Command or Action

Purpose

switch (config-1ldap)# enable
user-server-group

Y= RNTRESNTZZDTN—T DA
VRELTRENTWAEEITTET,
WX —FRFEE L Cr A o TEFE
TO

ATvT6

(Optional) [no] enable Cert-DN-match

Example:

switch (config-1ldap)# enable
Cert-DN-match

2—HF 7Ty A T—YIEHED
P77 DN S A CAERE LR
SNTWAEEICE T 2—Rn A
YTCELLOITLET,

ATy T1

(Optional) no [use-vrf vrf-name]

Example:

switch (config-1ldap)# use-vrf vrfl

TN T —TNOH—3 & O
3% VRF #48E L£7.

ATvT8

exit
Example:

switch (config-1ldap)# exit
switch (config) #

LDAP V' — R )—F a7 ¥
L—yay B—REKTLET,

ATvT9

(Optional) show Idap-server groups

Example:

switch (config)# show ldap-server
groups

LDAP — X J )L —TFDREEF L
iﬁ‘o

ATy 710

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

ETar 74 Xal—T g%, R
H— T o ary74F¥al—a»
&:j [:O%L/gzj—o

Related Topics

LDAP 4 —RO@RE7Tut A (6 2—)
LDAP #-— X R A FORE (7 32—3)
LDAP O A 32— WMb/T 4 B—T 4k (6 _—)

LDAP H—/ N 7R 2 F D E

(7 =2—%)

4 O—/\JLE LDAP 2 A4 L7 7 FREIFRDEERE

CiscoNX-0S 7 /34 AN _XTOLDAP 4 — 305 DINE 5 ORM 2 IREdT 2 7/ n— 3L X
ALTY MNABEFRECEET, INEZREDHEXA LT U N T80 FET,

1R BHHIIZ
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AT w 71 | configureterminal JTa— )L a7 4 Xz l—3a
Bl T REMBLET

switch# configure terminal
switch (config) #

R T 72| [no] Idap-server timeout seconds LDAPH— D& A 57 7 Ml A6 E
%l - LET, 774NV DX A LT 7 Nk
switch (config) # ldap-server timeout 10 S—:S iyfj—" ﬁyjﬁi%ﬁ&i 1~60 %}"’C

ATy T3] ({E&E) show ldap-server LDAP —"DORELF R LET,

f
switch(config)# show ldap-server

ATy 74| (f£E&) copy running-config FTar 74 ¥Xal—vark, AX—
startup-config Ny ar74Falb—vavila
15'] . I:Ob‘ L/gij«o

switch (config)# copy running-config
startup-config

BENEY Y
LDAP O A 3 —7 /T 4 =74k (6 2—2)
LDAP = 3D % A L7 7 FMEBEORE (12 ~—)
LDAP = 3D & A L7 7 FMEBEOHRE (12 ~—)

LDAP 5 —/\D 2 A L7 ) FERDEE

Cisco NX-OS 7 /34 A LDAP ¥ — "\ 0 DISE & GO ERET DX A LT U Milkg i
ETEET, ThEBELEXA LT R T =280 F3,

1R BHHEIIZ
LDAP # A 32— MZ LET,

FE
ARV RERIFTIaY B#
A w 71 | configureterminal JTa— )L a7 4 ¥z l—3a
Bl - E— N&ERBLES
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AU RFERETOVa Y

B8

switch# configure terminal
switch (config) #

ATvT2

[no] Idap-server host {ipv4-address|
ipv6-address | hosthame} timeout seconds
fi

switch (config)# ldap-server host
serverl timeout 10

BEDY—_"OX A LT 7 NEEEFEE
LET, 74 MIZTa— LT
K

(6=3))

FFED LDAP H— NIZHEE L2 & A A
7 U MMEkEiL, 7XTo LDAP #—
THEHIND T a— Vg A LT T
FMHREE FEELET,

ATvT3

(f£&) show Idap-server
fi

switch (config)# show ldap-server

LDAP r— DR EEFRLET,

ATvT4

(f£&) copy running-config
startup-config
1 -

switch (config) # copy running-config
startup-config

Ef1ar 7 4 Xal—rarkr, AX—
Ny ary74¥al—gila
to"—'[/ij—o

BMELEYY
7 a— L7 LDAP # A 57 7 MERORE (11 ~X—)
LDAP DA 2 —7 /T 4 =T Ak (6 2—2)
7a—N)L72 LDAP ¥ A A7 U FERORE (11 ~X—)

TCP /R— FDERE

BOT 7V r— g ER— bESVNHE L TWAEAEIEL. LDAP - — SHIZHIO TCP AR — »
ERETEET, T 74/ FTIiL, CiscoNX-0S T34 R 1T T _T D LDAP BRITK LAR— K
389 AfEHLET,

1R BHHIIZ

LDAP %A x—7 MIZ LFET,

FIE

ARV RFERETOVa Y

B8

&

configureterminal

1

Ja—)L a7 4 F¥Falb—g v
F—RFERMLES

LDAP D ERFE .



B wrrsncyJomE

AP oEE |

ARV RFERETIVa Y

B8

switch# configure terminal
switch (config) #

ATvT2

[no] Idap-server host {ipv4-address|
ipv6-address | hosthame} port tcp-port
[timeout seconds]

1 -

switch (config)# ldap-server host
10.10.1.1 port 200 timeout 5

P — 2D LDAP A vt — VI
THTCPAR— hEHEELET, 774
JL @ TCP 7R— M X 389 TF, HLZh7p
FPHIL 1 ~ 65535 T,

EETH— DA LT v NEREEE
L9, EO#FHMIZ 1 ~60 T, T
TANNDEA LT T MEIZZ B—rL
ETT (Fr—VUEDNRE ST
WAIES®)

GE)

FEED LDAP — NIZHEE L= 2 A A
7 v NERRIX, 77X TO LDAP $—
THEHAINA T a— LR A NT T
FMHlRE EEXLET,

ATvT3

(f£&) show ldap-server
1

switch (config)# show ldap-server

LDAP y— OFRTEFRLET,

ATv74

(f£&) copy running-config
startup-config
f

switch (config)# copy running-config
startup-config

FETar 74 X¥al—vark, AX—
Ny arrv4Xalb—rala
[:O‘_I_/i‘j—o

EENEYD
LDAP y— "D ET LA (6 —)
LDAP O A F—T W/ T 4 B—T b (6 _—)

LDAP #RE < v TDERTE

57 = ) —% LDAP ¥ — NITRET D L S ICLDAPMR~ v V2R ETE £9, — 3%
DF —F_R=2T, B~ v T THRE SN EEZ M T T — 4 B LET,

1R BRI

LDAP %A 32— MZ LET,

. LDAP D& E
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FIE

ar gx< v 70%z [

AR NFERERTOVa Y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ja—nR) a7 4 F¥al— gy
T FEBIBLET,

ATy T2

Idap sear ch-map map-name
fi

switch (config)# ldap search-map mapl
switch (config-ldap-search-map) #

LDAP R~ v TR ELET,

ATvT3

({£E) [userprofile|trustedCert |
CRLLookup | user-certdn-match |
user-pubkey-match | user-switch-bind]
attribute-nameattribute-name sear ch-filter
filter base-DN base-DN-name

1 -

switch (config-ldap-search-map) #
userprofile attribute-name att-name
search-filter

(& (objectClass=inetOrgPerson) (cn=Suserid))
base-DN dc=acme, dc=com

a—H Fa 7y A, [FETE DI
#_ CRL, FFFHEDN £, ARF——
. F 7213 user-switchgroup V> 7 T
TRRBHEDORMESL . BT 42 B
FOR—=ZADNEZFRELET, ZNHD
X, M%7 =Y —% LDAP % —/C
EETLEDIERENET,

Attribute-name 3 4% 1% Nexus & — /L€
Z T LDAP — NEMEO4 T,

ATvT4

EE) exit
1 -

switch (config-ldap-search-map)# exit
switch (config) #

LDAPHMBR~ vy a7 4 Fal— 3
VE—FREKRTLET,

ATvTh

(&) show ldap-search-map
f

switch (config)# show ldap-search-map

RIE I 7 LDAP MR~ v T HE R L
9,

ATvT6

(f£&) copy running-config
startup-config
1 -

switch (config)# copy running-config
startup-config

FlTar T 4 Fal—ra Lk, AX—
Ny a7 X¥al—rgila
[:O— Lij—o

EELEY Y
LDAP V— RO ET ot R (6 3—)
LDAP O A 3 —T W7 4 =Tk (6 ~—)

LDAP D ERFE .



LDAP OHE |
B orvy—rormmE=59s08%

LDAP H—/ADEHME=2 ) VT DETE

LDAP #— O HMEEZE=F 1 7 TEET, RE/NT A =X, — Nt L TERAT
Ha—HWLHERAT— R =2 FLTREZHERT 5729 rootDN, B OT A
KV A A ~—nH0ET, T4 KV XA ~—I2iX, LDAP 4 — " TMOER EZ(E S
RO AZHRE L £, ZNZIME D & Cisco NX-OS 734 ATT A b X7y F&iRfE L
T, ZOF TV a v ERELTCEMMICYH—"E2T A NLEY, 1EIETFTANEFEITLE
D CTEET,

N

CE) Xy hU—20txalT 4%2E#T 572D, LDAPT — A X—ADWFEO2—H4 LE L
HLOZRHEH LW & Z2HERE L £,

1R BHIIZ
LDAP A 2 —7 MIZ LET,

FlgE
ARV REEET7IVa Y By
Z 5w 71 | configureterminal Jua—nN\)aryZ 4 Xal— g
i - T— F&EEBELET

switch# configure terminal
switch (config) #

AT 72| ¥%8: [no] Idap-server host {ipv4-address | — N E=% V> THDO/NT A —H2 %
| ipv6-address | hostname} test rootDN SELET, T4 hO—FL T
root-name [idle-time minutes | password | (o5t 57 4 L k<2 U — R Cisco
password [idle-timeminutes] | username | <4~ > ¢ 1L & 4~ —DF 7 4L |

name password password IAISUMe iy 60 430, AL 1 ~ 1,440
BT,

1 -
itch(config)# 1d host GE)
SW1tC conrti ap—-server oS S >
g P LDAP H— N\ F— X% _X— Z DRFAF D —

10.10.1.1 test rootDN rootl username

userl password Ur2Gd2BH idle-time 3 ‘H‘“Cf;l/\:L*—‘H‘%{fj?EfEﬁ—é Z ¢ %*’E’{j@

LET,

R T 7 3|[no] ldap-server deadtime minutes LARNZISE D> 72 LDAP H— 3%
i - CiscoNX-OS 7 /3 ANF = v 7 Zhirh
switch (config)# ldap-server deadtime 6if@§j\§&%?gﬁbij}*%7jjvl\
5 EIX145Td, 2L T, ARVR&MHIZ0

~ 60 57CT,

LDAP D&% 5E
16| I
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oap 7y 1 24 rEmoEE [

AU RFERETOVa Y

B8

ATvT4

(f£&) show |dap-server
1 -

switch(config)# show ldap-server

LDAP 4 — "OFHTEEFRLET,

ATvTh

(f£&) copy running-config
star tup-config
1 -

switch (config)# copy running-config
startup-config

FEifrar 74Xl —rarr, AX—
Ny a7 4 ¥alb—vgila
I:O— Liﬂ_o

EENEYD
LDAP — _"OFETa kA (6 X—)
LDAP O A % —T7NWAb/T 4 B—T 4k (6 2—)

LDAP #— N 7R A F DFRE

(7_—=2)

LDAP 7 K 2 14 LfEIRDERTE

FT_RTOLDAP —DF v K XA AHIfREZRETEET, T v K X1 L[ TiE. Cisco
NX-08S T34 AN LDAP 4 — %5 v RTHDEES Lk, TOV—1NT T A 722>
T2INE I MEMHERTDHT-DICT AN Xy haBETH2E TCoORMERELET,

\}

GE)

Fo K24 LRI04 %

RIET DL, LDAPV— N3, B EZ RS 2WHETH, Ty RE

LCv—27 &NFEHA, Ty 8 ¥ A LHRBIEIINV—THETHRETEET,

1R HHEIIZ

LDAP %A F—7 /W2 LET,

FIE

ARV RFERERTI VA Y

=)

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

Ja—)L a7 4 FXal—rg
E— &G LES

ATy T2

[no] Idap-server deadtime minutes

1 -

switch(config)# ldap-server deadtime
5

Ta—rNVIRT B 2 A LR ZSROE
LES, 774/ MEIZ05 T, HilH
1% 1~ 6055 T9

LDAP D ERFE .



LDAP DEEE |
B wrrs—icomasaomE

AU RFERET7TIV3 Y B#

RATvF3| ({EE) show ldap-server LDAP y— OB EE KR LET,
{1 -
switch(config)# show ldap-server

AT 4| ({£&E) copy running-config Ffrar74Xal—vark, A¥—
startup-config Ny a7 44Xl — g 020
i : E—LET

switch (config)# copy running-config
startup-config

EENEYD
LDAP DA x— 7 Ufb/T 4 &B—T Wk (6 ~<—)

LDAP 4 —/\T® AAA A DL TE
LDAP — XDF 7 /)L D AAA FA[ R AR TETEE T,

1R B
LDAP # BNz LET,

FlE
ARV REEEFET7IVa Y B
R w71 |configureterminal Ta— ) ar 7 4 ¥al—g
Bl T— NEMBLET

switch# configure terminal
switch (config) #

R 5 2 |aaaauthorization {ssh-certificate| N U
ssh-publickey} default {group group-list| | %287 L £,
local}
1 ssh-certificate % — U — R ERG

Zff ] L7 LDAP #Frl £ 723w — AL
witch (config) # thorization = == ; 77—
zsh—zer:jfithe zaeliailit ;rou; ° quﬂ%'ﬂ/l: L/\ SSh-pUb“Ckey T =
LDAPServerl LDAPServer?2 RI% SSH /Agﬁﬂ?_;&'{iﬁﬁ L 7= LDAP EiF
AlE IR — IV RIERELET, 7
7V NOFFANE, 2 —PIZED YT
m—/WZk L TR S Nlca~ > Fo Y
ARNTHLR—TNFFRITT,
group-list 51#%121%, LDAP #—/3 7 /L—

TH AR ATEY 72U A h&2FRE
LET, ZO7NV—T7IZ@T 25—

. LDAP D& E
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wars—rsne=4u>5 [

avyREEEF7OV3 Y BRI

LT, AAAFFR[ DT DT 7 & AR
1ThET, local FiTe—HL 57—
HR—=Z i L CHER 2TV ET,

AT F3| (I£&E) showaaaauthorization[all] |AAAFFAIREAZFRLET, al F—
U—REHETLHE, T 74V MERE

f5l _
, , L |mEnET,
switch (config) # show aaa authorization
ATw 74| ((£E) copy running-config FTar74¥Xal—vark, AX—
startup-config Ny a7 X¥al—vgila
1 - E-LET

switch (config)# copy running-config
startup-config

EENEYD
LDAP O A % —T7 WAb/F 4 B—7 4 (6 =2—)

LDAP H—/\DE=2 1) T

CiscoNX-0S T34 ZABMEEF L CWB LDAP V" — DT 77 4 E T 4 I A HERE =
2V T TEET,

1R BHHEIIZ
Cisco NX-OS 7 /31 A|Z LDAP — &R E L ET,

FIE

ATV RFEEIEITII Y B8

R w 71 | show Idap-server statistics {hostname | LDAP H— O ER A FE TR L E T,
ipv4-address | ipv6-address}
1 -

switch# show ldap-server statistics
10.10.1.1

BEErEYY
LDAP #— N KA R ORE (7 X—)
LDAP H— 3G H®mD 7 V7 (20 R—2)
LDAP H— NEEHERDO 7 VT (20 =X—2)

LDAP D& 5E
|



B wars—sitismns U7

LDAP H-—/\#RETIEEHRD Y U T

AP oEE |

Cisco NX-OS T34 ZAWMEH; L TUVWA LDAP v — D7 75 4 ©5F 4 ICBT A% 5894 £R
L/i—a—o

IR BHHIIZ
Cisco NX-OS 534 Z|Z LDAP y—ZHZELET,

FIE

ARV RFFERERTIVa Y E:9)

ATYvF1| ({EE) show |dap-server statistics LDAP #— " DftitE A& L ET,
{hostname | ipv4-address | ipv6-address}
i) :
switch# show ldap-server statistics
10.10.1.1

clear Idap-server statistics {hostname| LDAPH— 3 EBE 7 V7 LET,

ipv4-address | ipv6-address}
i) :

switch# clear ldap-server statistics
10.10.1.1

ATy T2

MELEYY
LDAP ¥ —_"DE=HX 1 7
LDAP H—/3N 7R A ks DF%IE
LDAP — "DE=H Y 7

(19 ~<—2)
(7 =2—%)
(19 =—2)

&% E DHERD

LDAP iR EEME FXrT 2121, WOEEOWTNNEITWVET,

LDAP

av Uk B

show running-config Idap [all] ETa 7 4 X2l —2a L DLDAPBREEERL
iﬁ—o

show startup-config Idap AR =TT ar7 X2l —3 3 DOLDAP &
ExRrmLET,

show |dap-server LDAP X EMHE R~ L ET,

show Idap-server groups LDAP H— R L — 7 OHEHREE R LET,

. LDAP D& E
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war oxEs |

avw vk B

show Idap-server statistics {hostname| |LDAP #itHEHR A TR L £ 7,
ipv4-address | ipv6-address}

show Idap-search-map BE STV D LDAP @ik~ v 7T 2 & &
ALET,

LDAP 0% 7E I

RDIEXE

KIZ, LDAP =N R A MBI OV =N T N—T 52 ETHHZRLET,

feature ldap

ldap-server host 10.10.2.2 enable-ssl
aaa group server ldap LdapServer
server 10.10.2.2

exit

show ldap-server

show ldap-server groups

WIZ. LDAP B~ v 72 RET HH 2R LE T,

ldap search-map sO

userprofile attribute-name att-name search-filter "

(& (objectClass=Person) (sAMAccountName=$userid))" base-DN dc=acme,dc=com
exit

show ldap-search-map

KIZ, LDAP Y — NI HREA ERBREZ ] L T AAA PRI 23 ET D0l 2R L £
aaa authorization ssh-certificate default group LDAPServerl LDAPServer?2

exit
show aaa authorization

ROBNT, BREZHRFET D TEEZ R L TOVET,
failing

test aaa group LdapServer user <user-password>
user has failed authentication

! working
test aaa group LdapServer user <user-password>
user has been authenticated

INT, =R TN —7H 50T AAA B T RARETEX L L 912720 9,

LDAP D ERFE .
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