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INT A=A TIAIE

¥—Frz—r T 74N RETEF—F=—2FdH Y FHA,
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FHA,

ZTFANT A T HA A HIZADTT,

EETAT7HA L WIZADTT,
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Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua—r Ui E— REBR L F7,

ATy T2

key chain name

Example:

switch (config)# key chain bgp-keys
switch (config-keychain) #

F—Fz—EERL, F—F=z—V
ary7 4 Xalb—ar E— NEHh
L/i—g—o

F—Fr—UEBEDETE .
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Command or Action Purpose

Z 7w 73 | (Optional) show key chain name X—Fx— L ORELEETLET,
Example:
switch (config-keychain)# show key chain

bgp-keys

R w 7 4 | (Optional) copy running-config EfTar 7 4 FXal—arhr, AX—
startup-config hFyFarr Fal—vavica
Example: E—LEd,

switch (config-keychain) # copy
running-config startup-config

F—F z— U DHI
THAAADF—F == HHIFRTE £,

\}

Note —F - — 0 ZHRTHL, F—Fx—rNOF—ITENBHEIRINET,

Before you begin
XF—F = — U EBHIRTIHEAIE. TOXF—F = — U ZHH L T ABERENRRN T L 2R LT

KTZEW, HIFRT 2% —F == T2 L 9 ICRESN TV DOKIEDR H D256, T DG
(IO T A 2 L OBFITRIES 2 WTREME & < 72 0 £

Procedure
Command or Action Purpose
R w 71 | configureterminal Ta— kRS E— FEBG L E T,
Example:

switch# configure terminal
switch (config) #

R 7w 72| nokey chain name F—F = BIREOXF—F =— 1T
Example: BENTVALTRTOF—ZHIRL E
switch (config)# no key chain bgp-keys 7f°

X 7 3 |(Optional) show key chain name FOX—F 2 —rNETFaLr 7 X
Example: L—y g VIR &R L £,
switch (config-keychain)# show key chain
bgp-keys

B =7 8B08E
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T34 X—DF

T & UAES ix7— FEssisoant [

Command or Action

Purpose

ATvT4

(Optional) copy running-config
startup-config
Example:

switch (config-keychain) # copy
running-config startup-config

FlTar 7 4 Fal—rarhk, AX—
NPy a7 Xal—rgila
[:0_ Li‘ﬂ—o

T7534%) F—DEREH LUV AES /AR T —
ST EEALRDT T4~ U =M L, FERELIE (AES) /<2 17— FHE{Uhhe
BANCT BT S TEET,

Procedure

\gikv4

S EEEED AL

Command or Action

Purpose

ATy T

[no] key config-key ascii[ <new_key> old
<old master key>]

Example:

switch# key config-key ascii
New Master Key:
Retype Master Key:

TT7A <Y ¥— (w2x— %—) %, AES
AT — R SAbBERE CTEEHI T 5 L 91
HELET, 774 ~Y F—1F, 16 ~
R LFOEBFEFEHTEES, 20
avr ROnBERAEZFEHTHE, VWO
THL7 74~ F—%HIRTEET,

TIA =Y F—ZRET HHINT AES /X
AU — R kiR aohc+s L, 7
TA=I F—RREINTWVRVERDY
INRAT — REF AR FEITEI NN L&
NI AvE—UNREREINET, FTA
~ U F—RITTICHEIN TV IS
X, LW T4~ F—2ANTDH
ANCHIED T T4~ $—%2 AT 5
Irickwonxd,

Note

Cisco NX-OS U U — 2 10.3(2)F LAk,
DME XA B— FBXOIES X T2
T4 7 EF—REHEHLT, 7714~
F—EMKTEET,

ATy T2

configureterminal

Example:

switch# configure terminal
switch (config) #

T — VR EE— RE2BBLET,

ATvT3

[no] feature password encryption aes

Example:

AES /S AU — R ALKRE 2 A 2L &
T3 L £

F—Fr—UEBEDETE .



B =o7sxrozx

F—Fr—UEEORE |

Command or Action Purpose

switch (config)# feature password
encryption aes

A7 7 4 | encryption re-encrypt obfuscated BEAF O B CHass e 5L XA T — K&
Example: & /l) 70 6 Hfﬂ[%'ﬂj/\ox ]7 — F‘i:%@ L/i
switch (config)# encryption re-encrypt Kl

obfuscated

X 75 | (Optional) show encryption servicestat | AES /X2 U — RIERALIKEE L 7T 1 ~

Example: VX —DHREAT—H A TR LET,
switch(config) # show encryption service
stat
Z T w 76 | copy running-config startup-config FTar 74 Xal—vark, AL—
Example: ]\7‘\/7‘):“/743’\23 I/—T\/a :/&::l
switch(config)# copy running-config t:b—L’gETro
startup-config Note

Zhawy Rt Efrar 74X lb—
VarvbARF— Ty T arT ¥
L—yardD 774~ F—%RHT
5= I E T,

Related Topics
AES XA U — RiFBALB LT T4 <~ U5 F—(Z2OW\ T
AES NA U — R SALB LT 74 <~ U5 X —I221 T
F—DT XA MORE (63—)
X—DZTFTANTA TEALBIOEETA TH4A LOFRE =)

=1 =

kDERTE

F—DTXFANEHRECTCETET, THFAMIELFEWETT, XA RAFTIDTHFA e
TR CRGFLET,

TNV ITEH RITANTA 7 XA LBLIOEET A 7 XA NMIERIZRD, T—ILHICH
T, F—ICTFRAIERELTND, FOXF—DZIFTANTA TEALELEETATHA
LEBRELET,

Before you begin

FOXF—DTFANERDET, TFAMI BELINTWRNTFZA ML LTANTEE
7, F7z. showkey chain =~ > R FIFIZ Cisco NX-OS 23 F— 7 F X hORRITHEH T D15
FEATANTHZELTEET, KR, BIOT /N1 2025 show key chain =~ > K% %47
L., TOHHCERENDIF— LRI UF—TF A bERERT DEHEI1CE, B kB ToOAN
DMEF T,

B =7 8B08E
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Procedure

+—o7xz tozz [

Command or Action

Purpose

R w 71 |configureterminal Ja— N E— REBG L ET,
Example:
switch# configure terminal
switch (config) #

A7y 72 |key chain name BELEF—Fz—rDF—Fz—r
Example: a7 4 X2l —ay E— K&k
switch (config)# key chain bgp-keys L/EET?O
switch (config-keychain) #

R T 73| key key-ID EELEF—DF— a0 T 4 FaL—
Example: varyE—RERIKELET, key-ID 5l
switch (config-keychain)# key 13 L. 0~ 65535 DEETHET HHLE
switch (config-keychain-key) # ﬁ§§>0 jiTro

AT 7 4 | key-string [encryption-type] text-string FDOX—DTFAL AN T EHE

Example:

switch (config-keychain-key) # key-string
0 AS3cureStrlng

L%, key-ID 51¥UE, RICF LN
FTEXHMLT, T THRELET, &
BRXF BT £,

Encryption-type 51512, IROWFT D
EEEELET,

«0: AJJ L7z text-string 51 5ki%, mF
BlbEN TV R WNWTH 2 N CFEHT
T, NN T 7+ T,

7+ ANJ1 LTz text-string 5180%, BE
TSN TWET, v A aEfF DR
FHATHFLEnET, 2047
g 0%, BIO Cisco NX-0S T /3
A A | TEE4T L7z showkey chain =
~ v RO NS NWT, 7
XA NN E AT D856
HLET,

key-string ==~ > NIZiZ, text-string T
R OFFRCF- ORI BT D IR 8 0
\ij—()

FAXF

—inh

=&
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Command or Action Purpose

BIAXF S
> Hiil
\ 2N\ D,

( FEH
' 7k
! 5%
? Sl

T~ R CORERSUF- O FH T TEDFER
WIZOWTIE, Tavwr R0 2—
T2 A AZONWT] BV a v EERL
TN,

ATy Th

(Optional) show key chain name [mode
decrypt]
Example:

switch (config-keychain-key) # show key
chain bgp-keys

F—TXFAMORELEO T, F—

F 2=V DOREERRLET, T3 A
EHLE T2 DMER T 5 mode decrypt 4
TarEERTHE F—1F2 VT T
FARTRRSINET,

ATvT6

(Optional) copy running-config
startup-config

Example:

switch (config-keychain-key) # copy
running-config startup-config

a7 4 Xal—yark, AX—
Ny a7 4F¥al—vgrila
I:O%L/i—é—o

Related Topics
TIA =Y T —DOFER LV AES AU — NI SLEE DA 9k

F—DRIFANTATEZALELVEETA TZ A LOEKRTE

F—DZITANTA TEALBIONEETA 7FA LEZRETCEET, T 74V MTiE, 27
ANTA THEALBLOEETA 7 H A DTERRIZRY . F—ITFICAZTT,
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Note x—F - —NOF—DTATXALNEETDHEIICHRETHZEEHELES, 20X
T B8, TI2T 4 TRF=0RNR0WTEDIL, =10k 7 BEOUNEZERITHZ ENT

% iﬁ—o
Procedure
Command or Action Purpose
Z w71 |configureterminal Ja— T — REBE L ET,
Example:

switch# configure terminal
switch (config) #

ATy 72| key chain name FELEF—Fz—rDF—Fxz—V
Example: a7 4 FXal—yg L ET— Rl
LET,

switch(config)# key chain bgp-keys
switch (config-keychain) #

2T v 7 3| key key-ID EELEF—0O%— 307 (Fal—
Example: var E—RERBLET,

switch (config-keychain)# key 13
switch (config-keychain-key) #

R Fw 7 4 | accept-lifetime[local] start-time[duration | — DS F AT A T XA LEHRELE

duration-value | infinite | end-time] +. F7 4 T, FAL R
Example: start-time 35 & O end-time 5% % UTC &
switch (config-keychain-key) # L/«C;j:&l/ \\i‘g_o local ¥ —U— }‘f&?gﬁ

accept-lifetime 00:00:00 Jun 13 2013 |42 L F 310 X215 ORFE] 2 B
23:59:59 Sep 12 2013 E%_:F,Eﬁk L/T;J’&I/\i'a—o

start-time 510%, F—0T7 27T 47T
A BHIETT,

FGA T EA DO TEIIRDOWDT DD
AT a s TRRETEET,

« duration duration-value : 71 7 % A
LADOES () . mKMEIE
2147483646 # (KJ 68 ) T,

s infinite : F—OZFANT A 7 XA
LT HARREI IS D AL

« end-time : The end-time 3 1%xi% 3 —8
TIT 4 T TR IDHHTT,

F—Fr—UEBEDETE .
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Command or Action

Purpose

ATvT5

send-lifetime [local] start-time [duration
duration-value | infinite | end-time]

Example:

switch (config-keychain-key) #
send-lifetime 00:00:00 Jun 13 2013
23:59:59 Aug 12 2013

F—DEETA T7HA LERELET,
77 4V T, T34 A sart-time
B LV end-time 51 %% UTC & L THW
F9, local ¥—V—RKZHEETD &,
FORA AT TS DO 2 B & L
THRNET,

start-time S10%. F—0T7 7T 47T
05 HEET,
HEETA T EZA LOKTRITROWTH
NOF TS a s THETEXET,
e duration duration-value : 51 7 % A
LADEX () . ®KEIX
2147483646 ¥ (£ 68 4F) T,
sinfinite : F—DOEETA 7 XA AT
HIFREIUIZ 72 0 FH A,
« end-time : The end-time 3 [#1Z % —
TIT 47 TR IRDHHEETT,

ATvT6

(Optional) show key chain name [mode
decrypt]
Example:

switch (config-keychain-key) # show key
chain bgp-keys

F—TXAMORELEO T, F¥—
F o=V DOREERRLET, 73 R
EHLE 721 DME A T % 5 mode decrypt A
TrarvEERTLE =132 VT T
FARNTRRSINET,

ATy T17

(Optional) copy running-config
startup-config
Example:

switch (config-keychain-key) # copy
running-config startup-config

T T4 ¥l —T gk, AX—
Ny a7 4 F¥Falb—grila
I:o*‘[/i—é—o

Related Topics
TIA = F—OFER L AES /N2 U — R B{LEREDO AL

TIOT47G5F—D54 754 LOWHER

XF—FT 2= HAOF—DIL, ZIFANTA T EALETNTEGETA TEALBT 7T 4778
F—AMERET DI, ROKDa~v FEEHLET,

avyU kR

S

show key chain

THA ATHRESNEF—TF =— 2R RLET,
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VEEDEREDHESE

F—F = —VEHROREFRERTT 2I121E, ROEEZITVET,

avw vk =]

show key chain name| /3 f 2 |ZRESNTNHF—F = — LV ZFRKRLET,

v EEDORES

lospf-keys| EWOARDOF—F = — 2R T 2042~ LET, HF—TFA M AN~

TIEBB AL ENTWET, F—IE, BT AT Y XLE LT MDS 2T 5 k5 IRk X
NET, EX—OZTANTA T7EA LFTERFETA T7EALLDBEVWEZD, F—DOXTHT
EEMBELET, ZOBITIE, F—1¢3F—2, BLOF—2 X —3DMICA—N—TF v
TIMBRESNNTWET, ZIUTED, T2 7 4 7RF—0Nr R ERE S, BiEEes 7
v kL OEEOF W Z R T E F9,

key chain ospf-keys

key 1
key-string 7 070c285£4d0658544541
accept-lifetime local 00:00:00 May 13 2024 12:00:00 Sep 14 2024
send-lifetime local 00:00:00 May 13 2024 00:00:00 Sep 14 2024
cryptographic-algorithm MD5

key 2
key-string 7 070c285£4d0658574446
accept-lifetime local 00:00:00 Sep 13 2024 12:00:00 Jan 15 2025
send-lifetime local 10:00:00 Sep 13 2024 12:00:00 Jan 15 2025
cryptographic-algorithm MD5

key 3
key-string 7 070c285fad0622474941
accept-lifetime local 00:00:00 Jan 15 2025 12:00:00 Jun 15 2025
send-lifetime local 10:00:00 Jan 15 2025 12:00:00 Jun 15 2025
cryptographic-algorithm MD5

F—F 2 — U EBFEHTHNL—T ¢ ZREREIC OV TIE.  [CiscoNexus9000 SeriesNX-OSUnicast
Routing Configuration Guide] &ML T 7230,
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