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DAl DERE .
NS A—4H TI7AILE
VLAN BEfyou ¥ 7 HEERITIEEINTZTXTOARP N v MRS SNVET,

DAl DE%TE

VLAN T® DAl ®Exh1E & EE

VLAN (2% LT DAL Z AN E-I13BNNcT 22 &N TExET, T 740 FTiE, DALIZT R
T® VLAN TEEL) T,

bR H BRI

DHCP HREN AN ENTNDH Z L R L 7,

DAI #8295 VLAN 2R E SN TN 5D,

DAI (arp-ether) O ACLTCAM UV —V 3> VA ANRESNTWD Z L 2R LET,

FIE
AR NFERERTOVa Y B8y
R Fw 71 | configureterminal JTa— )L a7 4 ¥z l—3a
Bl T REMALET,

switch# configure terminal
switch (config) #

AT 72 |[no]ip arp inspection vlan vian-list VLAN O¥FED Y 2 MZ%t LT DAL &
i - AT LET, noA 7 v a v & EHT
% & FHE LT VLAN @ DAI 23 ST

switch(config)# ip arp inspection vlan|

13 0 ET,
ATw 73| (f£E) showip arp inspection vlan HE D VLAN O DAl RE&# # L%
vian-id 4,
1 -
switch(config)# show ip arp inspection
vlan 13
ATv 74| (f£E) copy running-config FITar 7 4 FXal—ark, AL—
startup-config Ny arrgs¥al—varica
15“ . [:o“_‘ Li—a‘o

switch (config)# copy running-config
startup-config
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LANY2A4 23— x4 RDDAIEERENDERTE

Procedure

E, TR_RTOA U H =T = AIEETEEEA,

TNA A, BHEHTEDLAY2A 0 F—T oA A LTRZ(ELIZARP X7y FEHRE L ET
. BREIFITWEE A,

B TERNA U H—T = A ETIE, 73 ATTXTO ARP 2RI LN ARP JEE 2 RIT
ZELET, A RL, =NV Fry v aaT v 7T—MLC, RITZELEY Y b
WY 7256 Je\HRE T D RIS, D7y RDOIP-MACT RURANSAL T 0 TR E D )
ERHFELET, TNy hONRL T 4 U TRBEHTHD W5 &0 T34 A TFDR
Ty heRkary L, aXr TOREIH->Tr ZICHEELET,

Before you begin

DAI BT 5354515, DHCPHEREDR BN THA Z L =R L ET,

Command or Action Purpose
AT w 71 | configureterminal Jra—r\L Ay 7 4 ¥ al—g
Example: T—RFEBBLET

switch# configure terminal
switch (config) #

AT 7 2 |interface type port/slot AV H—T o2 ARTEET— REBBLE
Example: KR

switch (config)# interface ethernet 2/1
switch (config-if) #

R 73 |[no]ip arp inspection trust AR —T 2 A A% [ZWETX 5 ARP
Example: A H—T A AL LTRHELET, no
switch(config-if)# ip arp inspection FTvarEiTLE. TDOA T —
trust 7 x A ANIEETE R ARP A U F —
TxA AL LTHRESNET,

AT 7 4 | (Optional) show ip arp inspection interface | # & DA % — 7 = ZADIZEREER K
type port/slot WARP 4 v h L— N EFE R LET,
Example:

switch (config-if)# show ip arp
inspection interface ethernet 2/1

R 75 | (Optional) copy running-config FTar74FXal—vark, AL—
startup-config NPy a7 4 Xal—rgila
Example: =L £,

switch (config-if)# copy running-configd]
startup-config
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emgEoantE-amnt [

ENMREDEREF = TENIE

Procedure

ARP /37y b DBIREEZ AR E TN TEET, 7740 FTIE ARP 7w OB
IRGEXAZNC 720 £/ A, BIMGEDNRE STV WS, 5550 MAC 7 RL-A | ARP
Ny ROIPMAC NA V Ry b EMETHEETLIP T RLADTF = v 71X, ARP {5
TEMACT RL AL ARPEEHIP 7 KL AR L CEITESNET,

DALIX, IP 7 RL A& MAC 7 RL R E DRI NA T 4 7 %FFD ARP 3T v & RAT
ZAE, Tofk, BROBEELET, SEEMACT FL A, BEILBIUSEIPT FL A, ®HET
MAC 7 R L RIZHF L, BIRGEA AN T D 2 LN TEET,

IBIIRGE 2 34 5121, iparpinspectionvalidate 2~ R CROF—U— R&HHL £,
dst-mac

ARP JEEDA —HV % v b ~u X —HND5E5E MAC 7 L A%, ARP KA X —47 >
MACT RL AL L THRAELET, AT oL, BARDHMACT RLALZFFO/NNT
MIEERY Ry B E LTS, BESNET,

ARP AR A F = v 7 LT, HGHRIP T RLASLTHILRWIP T RLUARZR W Z il L
F9, 7 RLRTIX0.0.0.0, 255.255.255.255, BLPTRXRTOIP~vLFFXF¥ AT Rl

AMEGENET, FETLIPT KL A LT XTODARP ERE L UARP IGE N THRAE S,
5645 IP 7 R L AT ARP ISENTZ I ThES N E T,

Src-mac
ARP R L InE DA —H Ry b~y X —NDOEETTMAC 7 KL 2%, ARP AIKDEE
HFMACT RLAR LG L TIHRELES, AT HE, Bed MAC 7 KL A ZFFHO/N
o MIES Ny BELTHOBEIN, BIEINET,

BIRGEEZ BT 2HA1E, RORITERE LTI LI,
e L 1 DOXF—U—RERETHLERDHV ET, HETHF—TU—FiZ, 1 T
H, 22OTH, 3DOTRTTHLMNFENERA,

« % ip arp inspection validate =~ > NIZ XV, ZNETIIEE LT a~ >y FORENEE
iz 5 E T, ip arpinspection validate =~ > F{Z & T src -mac 35 & O dst-mac #R7E%
AT L. 22D iparpinspection validate =< > K TIP BFEZ AN L7-HA1E. 2o
WD a~ K& AN LTRES T sre-mac & dst-mac ORGEN NI /2 0 F 97,

Command or Action Purpose
R Fw 71 |configureterminal Jua—rLar7 4 Xal—gy
Example: T—FZBBLES

switch# configure terminal
switch (config) #
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Command or Action

Purpose

ATvT2

[no] ip arp inspection validate {[src-mac]
[dst-mac] [ip]}
Example:

switch(config)# ip arp inspection
validate src-mac dst-mac ip

BIO DAIFEE BN LET, ZD
o< RO noERXEHEHIT 5 &, DAL
D T TR RRRE DN NS 70 ) F 7,

ATvT3

(Optional) show running-config dhcp

Example:

switch (config)# show running-config
dhcp

DAI D EH &S T, DHCP A X —E >
TREEFRLET,

ATvT4

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

FETar 74 Fal—rarhk, AX—
Ny a7 40Xl — g0l a
vE—LEd,

DAlOOS /Ny D7 A4 XDHKRTE

DAIDR T Ny Ty A RERETEET, 774NV bDRAy T 7 S A L3R A vE—T

<3

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—n)L a7 4 F¥al— g
T—FEWBLET

ATy T2

[no] ip arp inspection log-buffer entries
number
Example:

switch (config)# ip arp inspection
log-buffer entries 64

DAIDOB Y Ny 77 YA XaRELE
T, noA T varEHEATLE T
WEDNRy Ty A X 32 A vE—
V) WRVET, RETEDHNNy T 7
P RE, 1 ~1024 A v E—TVTT,

ATvT3

(Optional) show running-config dhcp

Example:

switch(config)# show running-config
dhcp

DAIDFREHE DT, DHCP A X —t
TREEFRLET,
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Command or Action

Purpose

ATvT4

(Optional) copy running-config
startup-config
Example:

switch (config) # copy running-config
startup-config

FlTar 7 4 Fal—rarhk, AX—
NPy a7 Xal—rgila
[:0_ Li‘ﬂ—o

DAlODOY J4)LE) 25D

DAL N7y K%

=JL ==

ax &

RLEKT DINE D T A AT S Tk ERETEET, T 74NV ET

X, TAAL AL Fry 7ENS DALYy au JICEE L £,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— g
E— FEBBLET

ATv T2

[no] ip arp ingpection vlan vian-list logging
dhcp-bindings {all | none| permit}
Example:

switch(config)# ip arp inspection vlan
100 dhcp-bindings permit

WDEHIZLT, DAInY 7 4%
VI EBRELET, ZOa<r KO no
X EEHT 5L, DAIR Y 7 4 V¥
VY TREIBRSNET,

cal : DHCP A VU F 4 v 7 e —F
5T _RCONRry heEurX U7 LE
7,

s none : DHCP XA VT ¢ 71T —3
THNry MaeEk L ERE AL

« permit : DHCP /3o > 7 4 > 7T

Lo TR END /T v b &wlEk L
i‘g‘o

ATvT3

(Optional) show running-config dhcp

Example:

switch (config)# show running-config
dhcp

DAIDHRE LG T, DHCP A X —t'
TEREERRNLET,

ATvT4

(Optional) copy running-config
startup-config
Example:

switch (config) # copy running-config
startup-config

FlTar 7 4 Fal—rarh, AX—
NPy a7 Xal—rgila
[:0_ Lij—o
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DAl D&% 7 D 52

DAI D% EFEHREFRRT DL, WOWTNNHOIEEEITNET,

avw R B#Y

show ip arp inspection DAl D AT —X A% Frm LET,

show ip arp inspection interfaces[ethernet |4 EdD A v ¥ —T 24 AFE TR — F F ¥ R0

slot/port | port-channel number] EHEREBLIOARP X7y N L—  EFERLE
R

show ip arp inspection log DAl D VR EEX R LET,

show ip arp inspection vlan vian-id ¥¥E D VLAN O DAl REZFR L E T,

show running-config dhep [all] DAl DERTEZF R L FET,

DAl DFEHFHRDE=R YT EHD YT

DAI DFEFHEMDE=F L7137 VT 24T 5121, RORITRTa~r R LET,

avwUk B

show ip arp inspection statistics [vlan vian-id] DAI O¥iEHER A £ R LE
R

clear ip arp inspection statistics vian vian-id DAl % EWE 7V 7 LE
ﬁ‘o

clear ip arp inspection log DAl 7% 27 VT LET,

DAI D E% 7€ 51

DAl ZHR—FF52DDT/N(R

2 ODT A AN DAL VR — b T D850 DAL OF%E FIAZRIR L ET,
Figure 3: DAl % R— b3 2% 2DD T/ R

WO, ZOFOFRy N =T EZRLET, FA N EIT AL RAAIIL, A R2ITTA
A ABICENTNEHEFRINTWET, TS R T FE L, AR MBAEREIN TS VLAN |

TDAIZ T L CWET, DHCP Y — NET A ZAITER SN TWET, mHDOFREAR T
[[—® DHCP — " IP 7 RLAZRELET, A ZAFARA RN I BIOARA 2 0)

. HA4F+ZIYIARPA VAR 3 UDRE



| 5147399 ARP A URRY S 3V OHRE

7ri12a0%E |

NRAUT 40T %FEL, TRAABIIRA R 2O, T 4 0 7 2FbHET, T4 ZXAAD
A=Y Ry A FZ =T AR2BIE, TAAABDA —HF Ry b A F—T =4 A V4|THE
ot SATUVWET,

DHCP server

Hasl 1 Host 2

DAI Tl&., %12 ARPESRB L OARPISEHNDIP T RLAE MACT RLALEDAAL UF 4
%, DHCPAX—E L TN T 4 o T T —H_X=ANDOT YIS THRIEL ET,
IP7 RLUAZEMICEID YL THN ARP N7 NEFFA[T 521X, DHCP AX—¥E 7 %A
F—=TNWNCT DHERH Y F7,

o ZOHERIZ, DHCP B — 33T 34 2 A B BIOGATICEE SN 5 LHERE L 8 A,

s TORRIZ L - TEex 2V T 4B EAALNAVESIZT IR, T ZAADA —P Ry
A E—=T 2 A R23, BIOTARAABDOA—Y Xy " A EZ—T =2 A A4 %, 15
HETEALA LB —T oA AL LTHRELET,

FINA X ADERTE

Procedure

&

TNAAATDAIZA X =T ML, A=V Ry b A F =T A R2BEFFTEDHA
A —T 2 A AL UTHET DL, IROEEEZITNET,

FRAZAWZO T AL LT, TAZA LT AL ZBOMOHEGZHERLET,

switchA# show cdp neighbors

Capability Codes: R - Router, T - Trans-Bridge, B - Source-Route-Bridge
S - Switch, H - Host, I - IGMP, r - Repeater,
V - VoIP-Phone, D - Remotely-Managed-Device,
s - Supports-STP-Dispute

Device ID Local Intrfce Hldtme Capability Platform Port ID
switchB Ethernet2/3 177 RSI WS-C2960-24TC Ethernetl/4
switchA#

ATw T2 VLAN1 TDALZA X —T7 ML, BREZHERLET,

switchA# configure terminal

switchA (config)# ip arp inspection vlan 1
switchA (config)# show ip arp inspection vlan 1
Source Mac Validation : Disabled
Destination Mac Validation : Disabled
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B = zxromz

IP Address Validation : Disabled
Vlan : 1
Configuration : Enabled

Operation State : Active
switchA (confiqg) #

ATYT3 A=V Ry h AU F—T A A23 %, GEHTEDHA X —Tx2A AL LTRELET,

switchA (config)# interface ethernet 2/3

switchA (config-if)# ip arp inspection trust

switchA (config-if) # exit

switchA (config) # exit

switchA# show ip arp inspection interface ethernet 2/3
Interface Trust State Rate (pps) Burst Interval

Ethernet2/3 Trusted 15 5

ATV TE AT 4 TR LET,

switchA# show ip dhcp snooping binding

MacAddress IpAddress LeaseSec Type VLAN Interface
00:60:0b:00:12:89 10.0.0.1 0 dhcp-snooping 1 Ethernet2/3
switchA#

ATw 75 DAI /87w R EUERT SR, BELO® & OKFHEREFTAE T,

switchA# show ip arp inspection statistics vlan 1
Vlian : 1

ARP Reg Forwarded
ARP Res Forwarded
ARP Reg Dropped =
ARP Res Dropped
DHCP Drops =
DHCP Permits =
SMAC Fails-ARP Reqg
SMAC Fails-ARP Res
DMAC Fails-ARP Res
IP Fails-ARP Req
IP Fails-ARP Res
switchA#

O O O OO OO oo oo

RA R TAIPT R 10.0.0.1 5LV MAC 7 R L2 0002.0002.0002 % 5> 2 >0 ARP %K
EXETLLE. MAOERBFFAISNES, ZHd, ROFMEHEHR CTHE TS £,

switchA# show ip arp inspection statistics vlan 1
Vlian : 1

ARP Reqg Forwarded =
ARP Res Forwarded =
ARP Reg Dropped =
ARP Res Dropped =
DHCP Drops =
DHCP Permits =
SMAC Fails-ARP Req =
SMAC Fails-ARP Res =
DMAC Fails-ARP Res =
IP Fails-ARP Req =

O O OO NODOOON
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Procedure

K
it

IP Fails-ARP Res

7risz2eniz i

ARARLIA, IPT7 FL210.0.03 ZF D ARPEREZEXEFELL > 45, 2oy MMEF
gy N, =T — Avb—UnRa SliEEInEdT,

00:12:08: %SW_DAI-4-DHCP SNOOPING DENY: 2 Invalid ARPs (Req) on Ethernet2/3, vlan
1.([0002.0002.0002/10.0.0.3/0000.0000.0000/0.0.0.0/02:42:35 UTC Fri Jan 23 2015])

ZOHEITFIR SN LMEHERIIRDO X 512720 £7,

switchA# show ip arp inspection statistics vlan 1

switchA#

Vlian : 1

ARP Reqg Forwarded
ARP Res Forwarded
ARP Reqg Dropped
ARP Res Dropped
DHCP Drops

DHCP Permits

SMAC Fails-ARP Reqg
SMAC Fails-ARP Res
DMAC Fails-ARP Res
IP Fails-ARP Req
IP Fails-ARP Res
switchA#

TINAABDHETE

OO oo oOoONMNNMDONODN

TNRAABTDAI ZA F—TMIL, 41—V Ry b A F—T =2 X V4EZEFTEDA
R—T oA AL LTHRETHITIL, ROEELZITVET,

ATYT1 TRAABIZu A LT, T AB LTS ZXADHEOEGZHERLET,

switchB# show cdp neighbors
R - Router, T - Trans-Bridge, B - Source-Route-Bridge

Capability Codes:

Device ID
switchA
switchB#

S

- Switch, H - Host, I - IGMP, r - Repeater,

V - VoIP-Phone, D - Remotely-Managed-Device,

S

- Supports-STP-Dispute
Local Intrfce Hldtme Capability Platform Port ID
Ethernetl/4 120 RSI WS-C2960-24TC Ethernet2/3

ATv T2 VLAN1 TDAl A X—7 /WL, RELZHERLET,

switchB# configure terminal
switchB(config)# ip arp inspection vlan 1
switchB(config)# show ip arp inspection vlan 1

Source Mac Validation : Disabled
Destination Mac Validation : Disabled
IP Address Validation : Disabled
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B = zsomz

Configuration : Enabled
Operation State : Active
switchB (confiqg) #

ATYT3 A=V Ry h AV F—T A A4 %, GEHTEDHA L H—Tx2A AL LTRELET,

switchB(config)# interface ethernet 1/4
switchB(config-if)# ip arp inspection trust
switchB(config-if)# exit

switchB(config) # exit

switchB# show ip arp inspection interface ethernet 1/4

Interface Trust State Rate (pps) Burst Interval
Ethernetl/4 Trusted 15 5
switchB#

ATw T4 DHCP AX—VEL 7 NAUF 47DV A MR LET,

switchB# show ip dhcp snooping binding

MacAddress IpAddress LeaseSec Type VLAN Interface
00:01:00:01:00:01 10.0.0.2 4995 dhcp-snooping 1 Ethernetl/4
switchB#

ATw 75 DAI /87w R EUERT SR, BELO® & OKFHEREFTAE T,

switchB# show ip arp inspection statistics vlan 1
Vlian : 1

ARP Reg Forwarded
ARP Res Forwarded
ARP Reg Dropped =
ARP Res Dropped
DHCP Drops =
DHCP Permits =
SMAC Fails-ARP Reqg
SMAC Fails-ARP Res
DMAC Fails-ARP Res
IP Fails-ARP Req
IP Fails-ARP Res
switchB#

O O O OO OO oo oo

ARAR2MB, IPT FLX10.0.02 8 L MAC 7 K1 A 0001.0001.0001 %> ARP 23R % %13
THE, ZONRT Y MIERE S, MEHEmAS TR SN E T,

switchB# show ip arp inspection statistics vlan 1
Vlian : 1

ARP Reqg Forwarded =
ARP Res Forwarded =
ARP Reg Dropped =
ARP Res Dropped =
DHCP Drops =
DHCP Permits =
SMAC Fails-ARP Req =
SMAC Fails-ARP Res =
DMAC Fails-ARP Res =
IP Fails-ARP Req =

OO O0OoOoOkHHrH OoOoo o
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IP Fails-ARP Res =0
switchB#

RARN2HBIPT RLZ2100.01 ZFF>ARPERZXEFELLHI ETH L, Z0FERII ke YT
S, VAT A A=Y SICEEINET,

00:18:08: %SW_DAI-4-DHCP SNOOPING DENY: 1 Invalid ARPs (Req) on Ethernetl/4, vlan
1.([0001.0001.0001/10.0.0.1/0000.0000.0000/0.0.0.0/01:53:21 UTC Fri Jan 23 2015])

ZOHEITFIR SN LMEHERIIRDO L 512720 £7,

switchB# show ip arp inspection statistics vlan 1
Vlian : 1

ARP Reqg Forwarded
ARP Res Forwarded
ARP Reqg Dropped
ARP Res Dropped
DHCP Drops

DHCP Permits

SMAC Fails-ARP Reqg
SMAC Fails-ARP Res
DMAC Fails-ARP Res
IP Fails-ARP Req
IP Fails-ARP Res
switchB#

L e
OO0 oo oOoORr PR OROR

DAI I3 % BIN1H#HR
A

BEEIE YZaTFILEA LI
ACLTCAM V — 3 >

DHCP and DHCP snooping/]

piS
*71:'

T 24 ML

RFC-826 | 4 —# v b 7 RU A7 1 2L (https:/datatracker.ietf.org/doc/html/rfc826)
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