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+ match exception ipv6 icmp unreachable
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BATDNT T 47 THR—FINET,

AL T 47 CoPPACLIL, ¥ 7 A MY U ZIZLoTHAENET, b T A NY 7
DOWFINNEFFD ACLIX, A¥ T 4 v 7 CoPPACL & LTHMENET,

*MAC X—ADAHZT 47 CoPPACLY T A MY 7 :
¢ acl-mac-cdp-udld-vtp
* acl-mac-cfsoe
* acl-mac-dotlx
* acl-mac-12-tunnel
* acl-mac-13-isis
* acl-mac-lacp
¢ acl-mac-lldp
* acl-mac-sdp-srp
* acl-mac-stp

« acl-mac-undesirable

« 78 P ANNR=ADALT v CoPPACLY 7 A LU 7
* acl-dhcp
* acl-dhcp-relay-response
* acl-dhcp6
* acl-dhcp6-relay-response

* acl-ptp
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e Strict : ZORY —iF1Lb—h, 2T —T7,

*Moderate : ZDOKRY —lF 1 L—F, 27 —TF, EHEHY T AD/N—A b YA XL strict
ARV —kyRK&< | lenient KUY L —X /&L £,
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eLenient : ZDRY > —X1b— b, 247 —TF, BBV 7 AD/3—R ;P XX moderate
A —E Y RKREL, dense RV o — LV /&L 720 F9,

*Dense : ZDORY v —iL1 b—h, 2H7—TF, KAYH—0D CIR fEIE, strict KY > —X
DHIRS 72 £,

«Skip: = br—L FL—r R v—F#EHInEEL, Ry bUV—r0arba—
b TN D20, Skip AT Y a VOERIFHER S EEA)
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Related Topics
T 74/ h® CoPP R Y v —DERE/2ITHEN (29 ~—)

TIHNLEISRATYT
copp-system-class-critical 7 7 A DX EITRD L0 TH,

class-map type control-plane match-any copp-system-p-class-critical
match access—-group name copp-system-p-acl-bgp
match access-group name copp-system-p-acl-rip
match access-group name copp-system-p-acl-vpc
match access-group name copp-system-p-acl-bgpb
match access—-group name copp-system-p-acl-ospf
match access-group name copp-system-p-acl-rip6
match access-group name copp-system-p-acl-eigrp
match access-group name copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-eigrp6
match access—-group name copp-system-p-acl-auto-rp
match access-group name copp-system-p-acl-mac-13-isis

copp-system-class-exception 27 7 A DX EILIRD &1 T,
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class-map type control-plane match-any copp-system-p-class-exception
match exception ip option
match exception ip icmp unreachable
match exception ipvé option
match exception ipv6 icmp unreachable

copp-system-class-exception-diag 77 7 A D EIFRD &Y TT,

class-map type control-plane match-any copp-system-p-class-exception-diag
match exception ttl-failure
match exception mtu-failure

copp-system-class-important 7 7 A DFHEITRD LY T,

class-map type control-plane match-any copp-system-p-class-important
match access—-group name copp-system-p-acl-hsrp
match access-group name copp-system-p-acl-vrrp
match access-group name copp-system-p-acl-hsrp6
match access-group name copp-system-p-acl-vrrpé
match access—-group name copp-system-p-acl-mac-1lldp

copp-system-class-12-default 7 7 A DX EITIRD &Y T,

class-map type control-plane match-any copp-system-p-class-12-default
match access—-group name copp-system-p-acl-mac-undesirable

copp-system-class-12-unpoliced 7 7 A DX EITRD LIV TH,

class-map type control-plane match-any copp-system-p-class-12-unpoliced
match access-group name copp-system-p-acl-mac-stp
match access-group name copp-system-p-acl-mac-lacp
match access-group name copp-system-p-acl-mac-cfsoe
match access-group name copp-system-p-acl-mac-sdp-srp
match access-group name copp-system-p-acl-mac-12-tunnel
match access-group name copp-system-p-acl-mac-cdp-udld-vtp

copp-system-class-13me-data 77 7 ZA D& EIFIRO L Y TT,

class-map type control-plane match-any copp-system-p-class-13mc-data
match exception multicast rpf-failure
match exception multicast dest-miss

copp-system-class-13uc-data 7 7 A DFREITIRD L Y T,

class-map type control-plane match-any copp-system-p-class-13uc-data
match exception glean

copp-system-class-management 77 7 A DFEIFIRD & Y T,

class-map type control-plane match-any copp-system-p-class-management

match access-group name copp-system-p-acl-ftp

match access-group name copp-system-p-acl-ntp

match access-group name copp-system-p-acl-ssh

match access-group name copp-system-p-acl-http
match access-group name copp-system-p-acl-ntp6
match access-group name copp-system-p-acl-sftp
match access-group name copp-system-p-acl-snmp
match access-group name copp-system-p-acl-ssh6
match access-group name copp-system-p-acl-tftp
match access-group name copp-system-p-acl-https
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match
match
match
match
match
match
match
match

access-group
access-group
access-group
access-group
access-group
access-group
access-group
access-group

name
name
name
name
name
name
name
name

avra—LFL—rRyYysoioEE |

copp-system-p-acl-snmp6
copp-system-p-acl-tftp6
copp-system-p-acl-radius
copp-system-p-acl-tacacs
copp-system-p-acl-telnet
copp-system-p-acl-radiusé
copp-system-p-acl-tacacsé6
copp-system-p-acl-telneté6

copp-system-class-monitoring 7 7 A DR EITIKD LB Y TT,

class-map type control-plane match-any copp-system-p-class-monitoring
match access-group name copp-system-p-acl-icmp
match access-group name copp-system-p-acl-icmp6
match access—-group name copp-system-p-acl-traceroute

copp-system-class-multicast-host 27 7 A DFXEILIRD &Y TH,

class-map type control-plane match-any copp-system-p-class-multicast-host
match access-group name copp-system-p-acl-mld

copp-system-class-multicast-router 7 7 A DR EITIKD &0 TT,

class-map type control-plane match-any copp-system-p-class-multicast-router

match
match
match
match
match
match

access-group
access-group
access-group
access-group
access-group
access-group

name
name
name
name
name
name

copp-system-p-acl-pim
copp-system-p-acl-msdp
copp-system-p-acl-pim6
copp-system-p-acl-pim-reg
copp-system-p-acl-pim6-reg
copp-system-p-acl-pim-mdt-join

copp-system-class-nat-flow 27 7 A DX EITIRD LY TH,

class—-map type control-plane match-any copp-system-p-class-nat-flow

match exception nat-flow

copp-system-class-ndp 7 7 A D

Ean
AX

EFRD &Y T,

class—-map type control-plane match-any copp-system-p-class-ndp
match access-group name copp-system-p-acl-ndp

copp-system-class-normal 77 7 2 D& EIFIRD & Y TT,

class-map type control-plane match-any copp-system-p-class-normal
match access-group name copp-system-p-acl-mac-dotlx

match protocol arp

copp-system-class-normal-dhep 7 7 A DFREITIRD & 30 T,

class-map type control-plane match-any copp-system-p-class-normal-dhcp
match access-group name copp-system-p-acl-dhcp
match access-group name copp-system-p-acl-dhcp6

copp-system-class-normal-dhcp-relay-response 7 7 A DR EIZIRD L I TT,

class—-map type control-plane match-any copp-system-p-class-normal-dhcp-relay-response
match access-group name copp-system-p-acl-dhcp-relay-response
match access-group name copp-system-p-acl-dhcp6-relay-response
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copp-system-class-normal-igmp 7 7 A D EIFRD &Y T,

class-map type control-plane match-any copp-system-p-class-normal-igmp
match access-group name copp-system-p-acl-igmp

copp-system-class-redirect 27 7 A DFEKEILIRD & T,

class-map type control-plane match-any copp-system-p-class-redirect
match access-group name copp-system-p-acl-ptp

copp-system-class-undesirable 27 7 A DX EILIRD & 10 T,
class-map type control-plane match-any copp-system-p-class-undesirable

match access-group name copp-system-p-acl-undesirable
match exception multicast sg-rpf-failure

copp-system-class-fcoe 7 7 A DFXEILIRD &V TT,

class—-map type control-plane match-any copp-system-p-class-fcoe
match access-group name copp-system-p-acl-mac-fcoe

\}

(GE)  copp-system-class-fcoe 7 7 A& Cisco Nexus 9200 > U — X AA v FTiEHHAR— I THEH
}Vo

strict T 74 JL k CoPPR!) o —
Cisco Nexus 9200 'V — X A A v F D4, strict CoPP R U U — DR EIXRD LY TY,

policy-map type control-plane copp-system-p-policy-strict

class copp-system-p-class-13uc-data

set cos 1

police cir 800 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 36000 kbps bc 1280000 bytes conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 2500 kbps bc 1280000 bytes conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 2600 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 10000 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 1000 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 2400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-normal

set cos 1

police cir 1400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp
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set cos 1

police cir 1300 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 1500 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 3000 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 280 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 150 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 150 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 150 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 50 mbps bc 8192000 bytes conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 800 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 400 kbps bc 32000 bytes conform transmit violate drop
class class—-default

set cos 0

police cir 400 kbps bc 32000 bytes conform transmit violate drop

Cisco Nexus 9300 & 9500 >V — XI5 LN, 3164Q, 31128PQ. 3232C., HBLTUN3264Q A A v F
DA, strict CoPP R U 2 — DR EITRDO E BV TT,

policy-map type control-plane copp-system-p-policy-strict

class copp-system-p-class-13uc-data

set cos 1

police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 19000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 3000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 3000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 2000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal

set cos 1
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moderate 7 7 # JL k CoPP K1) & — .

police cir 1500 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1500 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 300 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 400 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 6000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 300 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-fcoe

set cos 6

police cir 1500 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 100 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 50 pps bc 32 packets conform transmit violate drop
class class—-default

set cos 0

police cir 50 pps bc 32 packets conform transmit violate drop

moderate 7 27+ JL & CoPP 7R!) o —
CiscoNexus 9200 'V — X A A v F DA . moderate CoPP AR U o — DR EIZRD & B Y TY,

policy-map type control-plane copp-system-p-policy-moderate

class copp-system-p-class-13uc-data

set cos 1

police cir 800 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 36000 kbps bc 1920000 bytes conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 2500 kbps bc 1920000 bytes conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 2600 kbps bc 192000 bytes conform transmit violate drop
class copp-system-p-class-management

set cos 2
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police cir 10000 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 1000 kbps bc 192000 bytes conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 2400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 1400 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1400 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 1300 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 1500 kbps bc 96000 bytes conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 3000 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 280 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 150 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 150 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 150 kbps bc 192000 bytes conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 50 mbps bc 8192000 bytes conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 200 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 800 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 400 kbps bc 48000 bytes conform transmit violate drop
class class—-default

set cos 0

police cir 400 kbps bc 48000 bytes conform transmit violate drop

Cisco Nexus 9300 & 9500 U —XF LN, 3164Q. 31128PQ. 3232C., B LU3264Q A A v F
DA . moderate CoPP AR Y o — DR TEITRD B TI,

policy-map type control-plane copp-system-p-policy-moderate

class copp-system-p-class-13uc-data

set cos 1

police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 19000 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 3000 pps bc 192 packets conform transmit violate drop
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class copp-system-p-class-multicast-router

set cos 6

police cir 3000 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 3000 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 2000 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 1500 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1500 pps bc 48 packets conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 300 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 400 pps bc 96 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 6000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 50 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 300 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 48 packets conform transmit violate drop
class copp-system-p-class—-fcoe

set cos 6

police cir 1500 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 100 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 50 pps bc 48 packets conform transmit violate drop
class class—-default

set cos 0

police cir 50 pps bc 48 packets conform transmit violate drop

lenient 7 74 JL k CoPP 7R') & —
Cisco Nexus 9200 >V — X 2 A v F D4 . lenient CoPP R U > —DEEITRDO LB Y T,
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policy-map type control-plane copp-system-p-policy-lenient

class copp-system-p-class-13uc-data

set cos 1

police cir 800 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 36000 kbps bc 2560000 bytes conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 2500 kbps bc 2560000 bytes conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 2600 kbps bc 256000 bytes conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 10000 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 1000 kbps bc 256000 bytes conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 2400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 1400 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1400 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 1300 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 1500 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 3000 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 280 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 150 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 150 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 150 kbps bc 256000 bytes conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 50 mbps bc 8192000 bytes conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 200 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 800 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 400 kbps bc 64000 bytes conform transmit violate drop
class class—-default

set cos 0
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police cir 400 kbps bc 64000 bytes conform transmit violate drop

Cisco Nexus 9300 & 9500 2 U — X LN, 3164Q, 31128PQ. 3232C, L UN3264Q AA v F
DA, lenient CoPP Y & — D EITRD LY T,

policy-map type control-plane copp-system-p-policy-lenient

class copp-system-p-class-13uc-data

set cos 1

police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 19000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 3000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 3000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 3000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 2000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 1500 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1500 pps bc 64 packets conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 300 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 400 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 6000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 50 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 300 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 64 packets conform transmit violate drop
class copp-system-p-class—-fcoe

set cos 6

police cir 1500 pps bc 256 packets conform transmit violate drop
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class copp-system-p-class-nat-flow

set cos 7

police cir 100 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 50 pps bc 64 packets conform transmit violate drop
class class—-default

set cos 0

police cir 50 pps bc 64 packets conform transmit violate drop

TURTIAILECPPRY &—
Cisco Nexus 9200 >V — X A A v F DG, dense CoPP R U v —DREIFKRD LY TI,

policy-map type control-plane copp-system-p-policy-dense

class copp-system-p-class-13uc-data

set cos 1

police cir 800 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 4500 kbps bc 1280000 bytes conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 2500 kbps bc 1280000 bytes conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 370 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 2500 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 2

police cir 300 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 600 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-normal

set cos 1

police cir 1400 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class—-ndp

set cos 1

police cir 350 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp

set cos 1

police cir 750 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 750 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 1400 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 150 kbps bc 128000 bytes conform transmit violate drop
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class copp-system-p-class-12-unpoliced

set cos 7

police cir 50 mbps bc 8192000 bytes conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 100 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class class—-default

set cos 0

police cir 200 kbps bc 32000 bytes conform transmit violate drop

Cisco Nexus 9300 & 9500 U —XE LT, 3164Q. 31128PQ. 3232C., B LU3264Q A A v F
D5, dense CoPP 7N U ¥ —DFEIFRD &Y TT,

policy-map type control-plane copp-system-p-policy-dense

class copp-system-p-class-13uc-data

set cos 1

police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 2500 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 1200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 1200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 1200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 2

police cir 1000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 1200 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 750 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-ndp

set cos 1

police cir 750 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 150 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 2500 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-monitoring
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set cos 1

police cir 50 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-fcoe

set cos 6

police cir 750 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 25 pps bc 32 packets conform transmit violate drop
class class—-default

set cos 0

police cir 25 pps bc 32 packets conform transmit violate drop

1RESBEYDNNTY FDI LTy MR

BEORY =0 1 BEHZ0 D7y b (PPS) DA (KU —0D4% 7 Z AH455 D PPS O
HEh O EBRIE, PPSOZ LYy MR (PCL) @ EFRIZZ2 0 £3°, FFEDZ 7 AD PPS H3HY
MUTPCLE®ET 5L, RENESGINET, AO PPS 27 121X, PCL 22 5 PPS
Doy EMD T T ANLDPIFLILERNHY ET,

EDa250SAVYKRTFAARZA—T AR

Procedure

&

ATy T2

ATvT3

CoPP %, EV =27 QoS A~ RIAf v A v ¥ —T =4 A (MQC) ZHEHALET, MQC i
CLI Dt x> TWET, MQC 2T 2L, NI 7 407 VTRADEHR. VT 7497
R — (R v—~=v7) Ok, BIOA X —T 2 ZA~DKITT 47 KY—0D
BHNAREICR Y ET, NI 74w 7 AU —ZiF, bTF7 74 v 7 7T AT % CoPP
BRExZ o ET,

classmap =2~ > RZMFEHLT, NT 7407 VTR EERELET, NTFT7 497 7T A,
7T 4y 7 DPEIER L ET,
RIZ, copp-sample-class & FEEN DT LW\~ » T EHAERT 202 R L ET,

class—-map type control-plane copp-sample-class

policy-map =~ > R&EHLC, I 74 v 7 RV v—%EHRLET, bT7 7147 K
V= (R == ) ZE. VT T4 ITRE, NI T 4w 7T AZEATS 1O
FIIFHEED CoPP HREZ B ET, FTF 7 4 v 7 KU —HND CoPP OHERET, ST
N7 7 4y 7 OWMBLFENRRED £7,

control-plane =~ > K B X WM service-policy =2~> F&2FEHL T, v 774 v 27 KA — (KR
Vo—~v7) Zario—L 7L — @A LET,

Wiz, arire—L L= IR v— vy T EHEAT LI ERLET,
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control-plane
service-policy input copp-system-policy
Note

copp-system-policy (3 H (Z5%E &4, WHSNE T, Zoa~vr REBRICHE T 5 08T H
DEHA,

CoPP Lt EEA A —T (4R

Cisco NX-OS 7 /34 A, HEA v X —T7 = A A (mgmt0) ZH¥HR—hLRWWN—RT =T

NR—=ZAD CoPP 12\ Y AR—FLET, 77U FF 730 Rmgmt0 1 ¥ —7 = A AL CPU T
BT 5720, CoOPPREEINTWNDHA NV R T 747 =R 7 @B L E
A,

mgmt) 1 > ¥ —7 A AT, ACLEZREL T, EXATDNT T 4 v T ~DT 7 EAEFF
AR T H 2 EMTEET,
Related Topics

IP ACL D% IE

MAC ACL D& JE

CoPP MJEESEIA & HFIEIR

CoPP (23 2 EEHIH L HFFHHITRDO LBV T,

o W strict T 7 4V FCoPPARY —%fERA L, T, —F B Z—BIOT 7V 7r—
T a VOB SNTCoPP R —2EBETHZ E2HRLET,

« %5 1 D CiscoNexus 9000 2V — R A1 v F (FEEX/FX/FX2) (%, (5553 —AD CoPP
PHR—PFLTWERA, ZOHIRIZ. 7T 7 K A7 —1® ASIC ~— A D Cisco Nexus
AL y FITIIGFELER A,

« match-all 47> 3 (X CoPP 7 7 A~ v 7/ ClI¥AR— hEINd, ¥IZmatch-any 47 =
NET T AV NS0 7,

¢ COPPD N A X <A RIiTHki7e 7 0 ATY, CoOPPERTET D & 2L, BEDERET
FERASND 70 b a LR RED 7 59, T — NERERIC NI g R — X — 3 FHERE A &8
THLERHDET, 2607 e ha/LoMEREREINZL, CoPP 2 EFH T 545
NHY FET,

s COPP Z Mkt NCE= X THZ L2 HELET, Ny 7B RAELLEAIL, CoPPR N
T4 I EEST Ray T LD, itiﬁ@ﬁ%&£umébfbu/7bt®ﬁ%
HELTLLEZW, WTFnoHES, KRWESHT L, CoPPRY 2 —% BT 5 ML A7
fli UFE 4,
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MDD TA 2y T THRELRN NI 74 v 7IETRT, JEDIV TR (TT7HNVE T T
R) CEHEEBEINET, 2O T7ANO Ry 72E=X L, 20O Ra vy 7RLEDR
WhT 7 4w 7IZHASNTNDON, FIRIEREE STV RN DITBINN LB 22 FERED
TERTHLINEIDERELET,

Tr7®Aaritu—L VAL (ACL) ZBLTNAV—% FYukyHicV XA VvT T 54
BWDHH/r b (& 21X, ARPB I O'DHCP) ZHET 572012, §XTH7r— R
XY AN BMIT T4 TNCPPRY Yy 7 H2BLTEEINET, VA L7 FTHEHLED
RNTE—REY AN FTF7 497X CoPPRY Y ZIZX LTHRE S, HILL7- /3y
MEERX LAy FOBEHNRAN—R T2 T7NTH T FENFETHR, CPUIITEE SN
FHA, CPUIZEGE LTI 6207 a—Re¥xy AN v 770w 27 L CPUIZEE
THOLEDRNTB— KXYy AN NTT7 4 v I B RI2D 0 T RGBT HDHLERDY F
7T

CoPPZRELT-%., YW TRy IORFEHONV—T 47 Fu hanrl, FHS
NTWRWNE DT T XTHIBRL T 7ZE0,

CoPPRU > —IZ Lo T, =T 47 7a bapEDT VT L AN NT T 4T,
FRETAAANDA L HE T I T 4 TIRT IRANT 4 V2 Y T ENRNE I ITEEL
TLEEW, ZTONTFT T4 w5 T A NE Y TT 5L, CiscoNX-OS T /34 A~D Y

F— kT BANIEES N, v Y —BEENNLEICRDEAENH Y £7,

CiscoNX-0S V7 b7 =7 1%, tH/1CoPP &Y A L2 E— FEHYR—FLEHA, CoPP
X, ANTORYR—bENET (arba—nL T L—r A X =Tz RH LT
service-policy output copp =~ > RIXfEH T EHA) .

N=Ry=zTDOT7 A artr—/L x> ) (ACE) v b U #ZiE, ACLGmELS
JTHEMTEET, CPUD FT 7 ¢ v 7 ZdHlid 5121%, Y7 FU=7DACEt v b 7
7 L & L show access-lists 3 J: Uf show policy-map type control-plane =< > K Z2{# ] L £
_aAO

CiscoNX-OS T/ AD/N— R =T, 74TV —T 4 F =2 HALT CoPP % FAT
LEd, CoPP AR Y v —Z2HYR—FLTWEFA, LER-T, L—F2RIRT S
Bald, BN T 7 4 v 7 TRA—INR—= AP BV o — ) VITEAEIR AR Z T D E DN
EIZLTL &,

BEOT7n—REL7 7 A~y BT SnD5E. x0T n—OmiHEsIZEH T
FHEA,

CoPP #REA ¥ /R— F 95 CiscoNX-0OS U U — 25, HLWnWwZa habozofhos Z
A &G e CoPP HEFEZ AR — b5 CiscoNX-0S U U — R 2T v F 7 L— R 58413,
CoPP D L7 7 AEMEAAREICT 572012ty N T v 7 2—7 4 VT (% setup a2~
v RTEFTT 57 copp profile 2~ > REFEITTEHMENRH Y 4,

avbhr—N FL—r KUY/ (CoPP) HEEZ PR — K L TW % CiscoNX-0S U U —
A M B CoPP #§REZ VAR — b L TWRWLELATOD CiscoNX-0S U J —A~DHF 7 7 L— K
%179 HHEIC, show incompatibility nxos bootflash:filename =~ > K& {# ] L T Ak
R L TR MEND D £3, AW VFET DHEIE, Y7 N2 TE2X T
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JL—RT DN, ¥ U7 L— A A= L BRI OERREZ T Tl L T2
él/\O

¢ CoPP IFERNC TEEHA, THEEMCLILI T DL, by ME50 37y M,

¢ AX v S CoPP RV v — AT avid, Xy NU—7Darv ba—)L FL— |l
52 2 A[RetE 3 5 7=, Cisco NX-OS ¥R E=2—T 4 U T 4 73>f‘o‘¢i'Jﬁ§Eéﬁ“Li L7,

» Cisco Nexus 9200 U — XA A » FIX, 10 kbpsD {535 TDIHCoPPAR U H—L— h & YR —
FLET, 10kbpsOfFE TN L — EBRREIN TV DA, TOL— MITIVHETHR
F9, L& ZIE, S55Kbps DL — hERELTH, AA v F 1L 50kbps ZfEH L E9,
(show policy-map typecontrol-plane =2~ > R TE/RIND DIF2—HFRED L — KT,
FEMEZ DWW, TCoPP MR EDHERE (30 X—) | 2L T L&)

Cisco Nexus 9200 > U — & A A » FTiX, ipicmp redirect, IPv6 icmp redirect, ip ICMP
unreachable, ipv6 icmp unreachable, ¥ & O mtu-failure (%[ U TCAM = b U ZfFEH L,
INOENTRTHFEND Y TAS v T TRA Y —HITRAOBIIBFEL £7, CoPP
W7 0 7 7 A T, 77xmma717/7_ VHEINWET, %®C&Pﬁ)/%“
X, POBINNERIR D 7 T A~ w7 (72L& 21X, class-exception-diag) (Z& DA, 7%V
DRISMIFE L7 T A~y FITHHINET,

* copp-system-class-fcoe 27 7 A% Cisco Nexus 9200 > — X A A w FTIIHAR— F STV
FH A,

« AH T 47 TCoPPACLITIZ, IROHA R4 LHIBFELAEH SN E T,
« Cisco Nexus 9200 > U — R A A v FDIHINAZT 4 2 CoPP ACL 2 L £,
« A% 5 4 v 7 CoPPACL X, B®D CoPP 7/ 7 AIZH~ vy B/ TxF1,

« AR5 47 CoOPPACLOT 7 t®A arhue—L YU (ACE) 132 E F - 13H|
FRCEFEH A,

* COPPACLIZCAZT 4 v 7 ACLOY T AN L INRHDHGE, ZOXATDRNTT 4>
JIZH L TCv vy B 7 ENET, =& 21, ACLIZ acl-mac-stp 7 A U 735
FNTWAEE, STP hF 7 4 v Z7IZZDACL DY T A~y FIZHBEISNET,

« AHX T 47 CoPP ACL I%, CoPP RV v —HNTONE, REINDIEF, BIO
show policy-map type control-plane =~ > RO TOERRIZEFRRLS . XA F I v
27 CoPP ACL L0 bR SN E T,

e COPPRY > —|ZAZF (w7 CoPPACL BRMETY, ZhEaiThiRne ., CoPPRY
I ET ENET,

avrao—LFL—rvRysoioEE |}
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CoPP DT 7 A+ )L FEXTE

CoPP D%

a2 A—)L

Procedure

==
&

WRDFEIZ, CoOPP RTF A —ZDF 7 4 )V "NREEZ R LET,

Table 1: CoPP /X5 A — B DT 7 4L FRTE

NS A—4H TI7AILE

F7 4L kB Y L — |strict

FIFNEFRY—|9RY— MY

Note

BT 57 7R vy 7 THR—-FENDERY —DiHKEIT 128 T
ﬁ‘o

R Ar—) 7 7 7 A | 1.00

Z ClE. CoPP OFBEEFHIEIZHOWTHA L FT,

TL—295RATYTDETE
ayira—nLFL—r R —Dary ka— LT —r VTR T ERTETALERH D
F7,

T T4y 7 BSET AT, BED ACLIZESWT Ay FEBALET, ACL ¥—7U—
R ® permit 33 X N deny 13, FRARFICIZER SN E T,

IPX—Y a4 (IPvd) BEXOIP A=Y 36 (IPve) Oy ML TR Y —%2RET
XFET,
Before you begin

JIA<wyTHNTACEE Yy b WU H AT 25E61E, IPACLARELTHDZ Lo
ntu\LiTo

Command or Action Purpose
ATFwT1 configureterminal ra— ) ar7Z 4 ¥al—gy
Example: FT— FEBLET,

switch# configure terminal
switch (config) #

- B - ro—LTL—r RS IORE
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avkA—LTL—2 IS5RATY TDRE .

Command or Action

Purpose

ATvT2

class-map type control-plane [match-all
| match-any] class-map-name

Example:

switch (config)# class-map type
control-plane ClassMapA
switch (config-cmap) #

ayvha—L L —r VT ATYS
EHEL, /7 I7A~y T ary7 4Xa
L—yay E—REfBLET, 7
7 4V F D7 T A—EE match-any T
T ARNTIRK 64 T T, RILFE /N
SCFIFRAIE I ET,

Note

class-default, match-all, F7-1%
match-any % 27 7 A < v T4 T
XFEH A,

ATvT3

(Optional) match access-group name
access-list-name
Example:

switch (config-cmap) # match
access—-group name MyAccessList

IPACL DO~ v F U 7 HIBELET,

Note

ACL ¥ — U — K permit 3 X O deny
IZ. CoPP = v F o JHHZIZEM SN
£

ATv74

(Optional) match exception {ip | ipv6}
icmp redirect
Example:

switch (config-cmap) # match exception
ip icmp redirect

IPv4 £721Z TPV6 ICMP U % A L 7 )
HNolry b~y F U T ERELE
7,

ATy Th

(Optional) match exception {ip | ipv6}
icmp unreachable
Example:

switch (config-cmap)# match exception
ip icmp unreachable

IPv4 % 721% IPv6 ICMP F5EARREFSR <
ro b~y FUTERELET,

ATvT6

(Optional) match exception {ip | ipv6}
option
Example:

switch (config-cmap) # match exception
ip option

IPv4 F 7213 IPv6 ICMP A4 73 = sk
NRroy by F o TEHBELET,

ATy T17

match protocol arp

Example:

switch (config-cmap) # match protocol
arp

IP7 RLAfR-7 12 k=L (ARP) B
KOWT FUAfRHET v k=L
(RARP) 7> DO~y F 7 %fg
ELET,

ATvT8

exit
Example:

switch (config-cmap) # exit
switch (config) #

JPIGAR T a7 4 F¥al—rg v
E—RERTLET,

avrao—LFL—rvRysoioEE |}
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Command or Action

Purpose

ATvT9

(Optional) show class-map type
control-plane [class-map-name]
Example:

switch (config)# show class-map type
control-plane

ayvira—)L FL—r TR <y S
DREEFARLET,

ATy 710

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

EfFar 74 X¥al—Tark, A
R— T v Slary7 4 Falb— a3y
IZar— L%,

avkA— )L JL—2FRYO—TwTD

CoPPORY v—~<v 7%

A

axX B
RETHLERHDET, N —<oAUIRY T RT A —

ZHaHOET, 7 T7ADORY Y —2RELRN-THE. ROT 74V FRREINET,

«50 /3% NEY (pps) . 32737 RdD/N—Z bk (Cisco Nexus 9300 33 J 189500 + U — X
3164Q, 31128PQ. 3232C, FB XV 3264Q AA v T DFH)

Before you begin

Ay b= F—=r VTR TIRRELTHDLZ L2l LET,

Procedure

Command or Action

Purpose

ATy T

configure terminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— g
E— FERBLET,

ATy T2

policy-map type control-plane
policy-map-name
Example:

switch (config) # policy-map type
control-plane ClassMapA
switch (config-pmap) #

ayviae—) FL—rRY)— =y
TEEEL, R)v—~y T arry
Xl —grE'— REBBLET,
RNY ¥— vy T4ITEK 64 LFT,
KRILF-E/N LTI E I ET,

ATvT3

class {class-map-name [insert-before
class-map-name2] | class-default}
Example:

switch (config-pmap)# class ClassMapA
switch (config-pmap-c) #

= B ooro— L IJL—rRYLUIDHE

ayvhka—) FL—r I TRy
LETFI TAT 7 HIV NEREL,
ay k=)= TR T 4
Fal—varyr®T—RFefBLET,



| avro—nJL—rRyLoTnHEE

avra—LIL—v Ky —vvIonE |

Command or Action

Purpose

class-default 7 7 A < v 71X, T KV
V=N T DI TATYy T UARD
KEIHLE LET,

ATv74

KOWTNILDOa<r REANLE
K

* police[cir] {cir-rate [rate-type]}
* police[cir] {cir-rate [rate-type]} [bc]
burst-size [burst-size-type]
* police [cir] {cir-rate [rate-type]]}
conform transmit [violate drop]
Example:

switch (config-pmap-c)# police cir
52000 bc 1000 packets

HEHBHRL— b (CIR) ZHEELET,
L— M ZRIZR L ET,

« — 268435456 pps (Cisco Nexus 9300
FBLV9500 U —R| 3164Q,
31128PQ. 3232C. B LU 3264Q
A v FOHE)

committed burst (BC) #iPHIIR D X 9 1T
mY0ES,

* 1 —1073741/3% > b (Cisco Nexus
9300 33 L TrN9500 VU — X,
3164Q, 31128PQ, 3232C, BLW
3264Q AA v F DA

WEREET 7V a i, Ny Faik
fELET,

Note

[ U CIR IZ BC & —% (conform) 7
JvarEBETEET,

ATy TH

(Optional) logging drop threshold
[drop-count [level syslog-level]]
Example:

switch (config-pmap-c)# logging drop
threshold 100

Fay &N 7y hoLEVWEE
REL, Fry7HBRRELZLEWD
ExEZ 7254, Syslog #4EmK L E
7, drop-count 51EDO&EIPHIE 1 ~
8000000000 /34 kT, sydog-level 3|
Bo#wHiz1~7ThHo, T 74k
Lot 4 T,

ATvT6

(Optional) set cos cos-value

Example:

switch (config-pmap-c)# set cos 1

802.1Q CoS fEZ+57E L £9, #iHIL 0
~7TY, TN MEZT 0 TY,

ATy T1

exit
Example:

switch (config-pmap-c)# exit
switch (config-pmap) #

RV —<w Tl VTR0 T7 4F=
L—y gy B—REKRTLET,

ATvT8

exit

Example:

RV —~y T a7 Xal—g
YE-REKRTLET,

avrao—LFL—rvRysoioEE |}
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Command or Action Purpose

switch (config-pmap) # exit
switch (config) #

ATvT9

(Optional) show policy-map type arybrao—L FL—r R — vy
control-plane [expand] [name FOREERETLET,

class-map-name]

Example:

switch (config)# show policy-map type
control-plane

ATy 710

(Optional) copy running-config FHiTary7 4 Fal—varry, A
startup-config H— R T o Far7 4 ¥al—ay
Example: e —LEd,

switch (config) # copy running-config
startup-config

Related Topics

ayvha—)L FL—r 772wy TOHRE 22 —)

arvka—)L JL—2

H—EX R O—DERE

CoPP#—E R RY L —IZK LTI DFEFRITERORY L — vy FE2RETXET,

)

Note CoPP RYUT—%2LHEL CoPPDOHAZLRY I —2HEHALES & LSS, "—FRU=TH
TIHET FI v 7 ELTRHESN, ROA v E—UNEREINET,

This operation can cause disruption of control traffic.

2013 Nov 13 23:16:46 switch $ACLQOS-SLOT24-5-ACLQOS NON_ ATOMIC:
update done for CoPP
2013 Nov 13 23:16:46 switch $ACLQOS-SLOT23-5-ACLQOS NON_ ATOMIC:
update done for CoPP
2013 Nov 13 23:16:46 switch $ACLQOS-SLOT21-5-ACLQOS NON_ ATOMIC:
update done for CoPP
2013 Nov 13 23:16:46 switch $ACLQOS-SLOT25-5-ACLQOS NON_ ATOMIC:
update done for CoPP
2013 Nov 13 23:16:46 switch $ACLQOS-SLOT26-5-ACLQOS NON_ ATOMIC:
update done for CoPP
2013 Nov 13 23:16:46 switch $ACLQOS-SLOT22-5-ACLQOS NON_ ATOMIC:
update done for CoPP
2013 Nov 13 23:16:46 switch %ACLQOS-SLOT4-5-ACLQOS NON ATOMIC:
update done for CoPP

Proceed

Non

Non

Non

Non

Non

Non

Non

(y/n)? [no] y

atomic ACL/QoS

atomic ACL/QoS

atomic ACL/QoS

atomic ACL/QoS

atomic ACL/QoS

atomic ACL/QoS

atomic ACL/QoS

policy
policy
policy
policy
policy
policy

policy

Before you begin

arviho—L L= R o=y T NRELTHDLZ 2R LET,

= B ooro— L IJL—rRYLUIDHE
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Procedure
Command or Action Purpose
R w 71 |configureterminal Fa—n)L ary 7 4 X¥al—g
Example: T—FzfnLET

switch# configure terminal
switch (config) #

R 72 |control-plane ayvhr—L Fl—r a7 X
Example: L—ya v E— Rzl LET,

switch (config)# control-plane
switch (config-cp) #

A7 73 |[no] service-policy input policy-map-name| A k77 ¢ v 7 DR Y v— ~ v 7% i
Example: ELES, R =~y TWEEDH D
BEld., TORT v T ai )ik LET,

switch (config-cp)# service-policy input

FoLieyMaph CoPPIEF 4 —F T Cx £t A, =
Da<wr ROnEXEATITHE, N
Fo ME 50 Xy NED,
AT v 74 |exit ayvhr—L FL—r ar7 ¥
Example: b—vary ®—RaERTLET,

switch (config-cp)# exit
switch (config) #

X 7w 75 | (Optional) show running-configcopp [all]| CoPP S E%#E R L F T,

Example:
switch (config)# show running-config
copp

Z T 76 |(Optional) copy running-config FITarv7 4 Xal—valrk, AL—
startup-config FT YT Ay 4 ¥al—vaica
Example: E—L %7,

switch (config) # copy running-config
startup-config

Related Topics
avia— FL—rRY =~y TORE (24 2—)

SAUH—KZEDCPPDRY—IL TJ7 0 3DEETE
TFA L H—RIZTLEDCoPP DAY —)L 77 VAR ETETET,

A=)V T 7 7 ZDOEENL, FFEDT A > — RIZ#A I 472 CoPP DAY —0DHR Y H—
L— DA =V U ERESNET, ZIFAVEIZ0.10 ~2.00 T, HEDTA L — K

avrao—LFL—rvRysoioEE |}
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W2t L CHBIED CoPP AR Y o — A2 FEFIC, RY P — L— b EBMERTEEcxEd, &
T ICHERE D=0, CoPPARY U —2HEATLILETIHY 5 A,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 Falb—g
E—RFZBBLET

ATvT2

control-plane

Example:

switch (config)# control-plane
switch (config-cp) #

avhkp—) L —r a7 4Xa
L—vay E—RefttLET,

ATvT3

scale-factor value module
multiple-modul e-range
Example:

switch (config-cp)# scale-factor 1.10
module 1-2

FA H—RZEIZRIY— L— L%
HELET, FAISNIEAT—L 77
7 ZE1% 0.10 ~ 2.00 T9, A7 —)L
77 7 FEPRRE SN TWDGE, R
UTEIIZEY 2 — Ot b A
=) 77 ZENFER I, FEED
TV a0 Ta I ENET,

T 7 XV NDR I —)v 7 7 7 ZAHE 1.00
WZERTIZIE, noscale-factor valuemodule
multiple-module-range =~ > K& {9
57>, scale-factor 1 module
multiple-module-range ==~ > K& H L
THRBICT 74V FD AR —)L 7 7
7 X THDHM1.00 IRELET,

ATvT4

(Optional) show policy-map interface
control-plane
Example:

switch (config-cp)# show policy-map
interface control-plane

CoPP R U v —n3iEfH SN B 5A 12 A
SNDHDART—I)V T 7 ZEERRLE
K

ATy TH

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

FFar 74 Xal—arvk, AX—
Ty a7 44Xl —g0la
I:O*‘[/ji—g«o

= B ooro— L IJL—rRYLUIDHE
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740 0 CoPP Ky v—nzEE-aEER

TI7AILEDCPPAR) —DEREF-IIBER

BT 74k CoPP AR —IZEF LY, [WILT 74/ b CoPPARY > —2FEH LY

THIEBTEET
Procedure
Command or Action Purpose
A7 71 |[I{l]]]nocopp CoPPRA N 7T 77 4 ARY v—%ii
profilestrictmoder atelenient dense ALET,
Example:

CoPPIEZT 4 E—7 M T&E ¥ A, 2
switch (config)# copp profile moderate D=2 FiZ no 72}‘*.&%]\7’]‘?‘5%
By ATy MI LS 50 37 b
iz — MRS E .

A7y 72 |(Optional) show copp status Wk DOREINEL L OEDRAT —H A7
Example: L. CoPP DAT—H A%BFRLET,
switch (config)# show copp status ZOawy REFETTHE, CoPP XA

NFIrF AR B o—Ray hr—
VT —LTE T ENTNA I &

EHERTLHZEHTEET,
R+ 7 3 |(Optional) show running-config copp FITa T 4 F 2 b— 3 ND CoPP
Example: REEZFRRLET,
switch (config)# show running-config
copp

Related Topics

Ty RT o a—T 4 VT 4IZX DT 74/ N CoPP AR —DEFE £/~ 1IHEA (35
)

COPPRR M TS0 T4 RARYL—DaE—

CoPPRA LT Z 7T 4 AR —FHA RV EHTT, TOREE2EFETHHAIT. Fhvze
A —FTHMNERHD ET,

Procedure
Command or Action Purpose
R T 71| copp copy profile {strict | moderate | COPPRA N FF 75 4 ZARY T —D=a
lenient | dense} {prefix | suffix} string P2 ER L E T,
Example: CoPP %, HEE LT LT 4 vy ZET
switch# copp copy profile strict prefix 5?]:'&7/( Y X@ﬁ‘f\f@ﬁ SRy
abc

avrao—LFL—rvRysoioEE |}
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Command or Action Purpose
TEIORY v— =y TO4HEEE
LET,
AT 72| (Optional) show copp status REOBREMEBLOZORAT—4 272
Example: E. CoPP DAT —H A% FRLET,
switch# show copp status Al ]\%gﬁ%ﬁtﬁ—é t v E— éh

R —nar fue—)L FL—z
THEYFENTWRNWI & EHERTDHZ

EHTEET,
X 73 | (Optional) show running-config copp ar—INTRY —WEE ST, FAT
Examp|e: a7 4F a2l — 3 U NOCoPPRRIE

switch# show running-config copp EFRRLET,

CoPP MEXE MDHEEE

CoPP DEENF M AZFRT DITIE, ROWTNPOIEEZITNET,

avy kR B&Y

show policy-map type control-plane [expand] [ hame ay hba—)L 7L —r R

policy-map-name] ey LT L7 T A
~v 7, BLOCIR &£ BCO
fEERRLET,

= B ooro— L IJL—rRYLUIDHE



| avro—nJL—rRyLoTnHEE

corp 0EOHE |

avy kR

S

show policy-map interface control-plane

RY T —OfEE BT %7 Z
A< BLORY) —T
LERR I TA T TED
Fa v 7BRERSNET, F
72, CoPPRY v —m@EH &
TWAEEIE, A—n 77
JHEbFRRINET, A
r—)v 77 7 BEINT T v
~ (1.00) OEEITFERINE
A,

Note

A —)v 777 &%, CIR &
BC DA &EY 2 —/LTH
HENZER LETH, T4 A
TUAIZRRINDDIE, &
E XN 7= CIR & BC OfED #
TY, Y 2 —/LIHEERITHE
HENDEX A7—n 77
7 BT EE A BT T2ET

7

show class-map type control-plane [class-map-name]

DY TGA <y TIIAA 2R
SNTWHACLEED, a3
fag—L L —r 7T RA<y
TOREERRFLET,

avrao—LFL—rvRysoioEE |}
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avok B8

show copp diff profile {strict | moder ate | lenient | dense} 229D CoPPRA KT T 75 4
[prior-ver] profile {strict | moderate | lenient | dense} show copp | z # 1 o — &N A FE 5 L E
diff profile 4+

prior-ver 47 3 U EAFRE L
RWEE, Zoawy Rk,
BIEEH ST D 2 507
7 %V b @D CoPP DA | 7
F7T 4 AR — (BAEE
AEnTODERRY) > —
EHBITEEH STV D R
DRY =72 &) DFERER
~LET,

prior-ver 7' a U EFRE L
A, Zoawr R, B
HEHEASNTHWET 740 b
D CoPP XA N 7T 75 4 A
AU —EURNZ@EH L7z7
7 4/ D CoPP XA~ 75
T 4 AR —DENE R
ALET BEEAITY
DREEE TR Y o— L LR
L7z WA Y =7 L)

show copp prafile {strict | moderate | lenient | dense} IJIABLORI S —fEE &
HiZ, CoPPXA N ST 7 4
A2 R —OFfl e £R L E
R

show running-config acimgr [all] Eitar 7 4 F¥al—v g
Da—PHREICLDT 7 A
= hfue—1 U XK~ (ACL)
ARALET, Al 7=~
T L, Elrar T4
Xal—varOF 74/ E
(CoPPE%IE) & —HERIC
&% ACL O 7 i3ER S ivE
R

show running-config copp [all] a4 Xalr—rvar
WD CoPP X E & FR L £,

= B ooro— L IJL—rRYLUIDHE
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copp BE2 7T —2 20% "

avy kR

S

show startup-config aclmgr [all]

AP = T oS a7 Xz
L—yaryDa—PREICL
HT kA ary bha—)LJ R
F (ACL) &/~ LET, all
FTvarEERTLE A
A= T T a7 4¥a
L—yarDOF 74/ bk
(CoPPRRE) L a2—HERHIC
XD ACLOW SRR RS IE
7

CoPP SR ERT—F ADEXR

Procedure

Command or Action

Purpose

&M

switch# show copp status

CoPP HREDRTEAT — X A Fom L E
KR

Example

&IZ, CoPP

ESa==3

ixX [E

switch# show copp status

CoPPDE=%H) Y

Procedure

AT =R AR T DR LET,

Command or Action

Purpose

ATy T

switch# show policy-map interface
control-plane

WHENTZCPPRY > —D—FThH D
TRTOIZ FZRIZELT, "y b b
~VOREFHERER TS LET,

HEHEHRIZ, OutPackets (=2 hm—/b
T L= LT SN T v )
& DropPackets (L — FHIIRIZCE > TR
By ZINe Ty ) ICELTHEEL
£

avrao—LFL—rvRysoioEE |}
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Example

WIZ, CoPP =41 202 RLET,

switch# show policy-map interface control-plane
Control Plane

Service-policy input: copp-system-p-policy-strict

class-map copp-system-p-class-critical (match-any)
set cos 7
police cir 19000 pps , bc 128 packets
module 4 :
transmitted 373977 packets;
dropped 0 packets;

CoPP ifEETIFERD Y ) 7

Procedure

Command or Action Purpose
R 7 71 |(Optional) switch# show policy-map BUEMHA S TW5 CoPP AR Y v —H &
interface control-plane U 7 A2 L OFGEHEREFRLET,
R T 72| switch# clear copp statistics CoPP ftatiE a7 U 7 LE T,

Example

WIT, A v H—T A ABREET, CoPP ¥ieHEREZ 27 UV 7T 50H %2R LET,

switch# show policy-map interface control-plane
switch# clear copp statistics

CoPP % 7E I

Z ZTlt. CoPP OFEFZRLET,

CoPP M &% 7E 5l

KIZ, IPACL & MAC ACL 2fEH9 % CoPP R ET HHl2 L ET,

configure terminal
ip access-list copp-system-p-acl-igmp
permit igmp any 10.0.0.0/24

= B ooro— L IJL—rRYLUIDHE
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£y Py T 1—FAUFAI2EBFIAL b CoPPRY L—nzEE-EER [

ip access-list copp-system-p-acl-msdp
permit tcp any any eq 639

mac access-list copp-system-p-acl-arp
permit any any 0x0806

ip access-list copp-system-p-acl-tacas
permit udp any any eqg 49

ip access-list copp-system-p-acl-ntp
permit udp any 10.0.1.1/23 eq 123

ip access-list copp-system-p-acl-icmp
permit icmp any any

class-map type control-plane match-any copp-system-p-class-critical
match access-group name copp-system-p-acl-igmp
match access—-group name copp-system-p-acl-msdp

class—-map type control-plane match-any copp-system-p-class-normal
match access-group name copp-system-p-acl-icmp

match exception ip icmp redirect

match exception ip icmp unreachable

match exception ip option

policy-map type control-plane copp-system-p-policy

class copp-system-p-class-critical
police cir 19000 pps bc 128 packets conform transmit violate drop

class copp-system-p-class-important
police cir 500 pps bc 128 packets conform transmit violate drop

class copp-system-p-class—-normal
police cir 300 pps bc 32 packets conform transmit violate drop

class class—-default
police cir 50 pps bc 32 packets conform transmit violate drop

control-plane
service-policy input copp-system-p-policy

CoPP 7 7 A% A{ER L. ACL ZBHHEATT 21213, kO X H 2L ET,

class—-map type control-plane copp-arp-class
match access-group name copp-arp-acl

CoPP /R Y ¥ —|27 T A& BMTHITiE, kDX H>ICLET,

policy-map type control-plane copp-system-policy
class copp-arp-class
police pps 500

Yy b7 TA—TFT 4T 4I2&BTIHILFCPPRY) O—DEE
1= IXEEH

Tty N Ty a—F 4 UTF 4 B LT CoPP OF 7 4Lk RY > —& AT A0 2RI
RLUET,

avrao—LFL—rvRysoioEE |}



avra—LFL—rRyYysoioEE |
Bt 70725102 £BF T4 FCoPPKY S—OEEE - ZEER

switch# setup
--—- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of

the system. Setup configures only enough connectivity for management
of the system.

*Note: setup is mainly used for configuring the system initially,
when no configuration is present. So setup always assumes system
defaults and not the current system configuration values.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.
Would you like to enter the basic configuration dialog (yes/no): yes
Do you want to enforce secure password standard (yes/no) [y]: <CR>
Create another login account (yes/no) [n]: n
Configure read-only SNMP community string (yes/no) [n]: n
Configure read-write SNMP community string (yes/no) [n]: n
Enter the switch name : <CR>
Enable license grace period? (yes/no) [n]: n
Continue with Out-of-band (mgmt0) management configuration? (yes/no) [yl: n
Configure the default gateway? (yes/no) [yl: n

Configure advanced IP options? (yes/no) [n]: <CR>

Enable the telnet service? (yes/no) [n]: y
Enable the ssh service? (yes/no) [y]l: <CR>
Type of ssh key you would like to generate (dsa/rsa) : <CR>

Configure the ntp server? (yes/no) [n]: n

Configure default interface layer (L3/L2) [L3]: <CR>

Configure default switchport interface state (shut/noshut) [shut]: <CR>

Configure best practices CoPP profile (strict/moderate/lenient/dense/skip) [strict]:

strict

The following configuration will be applied:
password strength-check
no license grace-period
no telnet server enable
no system default switchport
system default switchport shutdown
policy-map type control-plane copp-system-p-policy

Would you like to edit the configuration? (yes/no) [n]: <CR>

Use this configuration and save it? (yes/no) [yl: y
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