AAA D% TE

ZDOFETIL, CiscoNX-OS T A ATRAE, #FAl, THhHUT 427 (AAA) ZRET D FIE
WCOWTHBLE T,

ZOFEZ, WOBETHERINTWET,

* AAA IZ-2VC, on page 1

« AAA DHITESME, on page 6

« AAA DIEFEEIH L KI5 A, on page 7

« AAA OF 7 )b h%IE, on page 7

« AAA DFRIE, on page 8

R —TIIVAAAT AT T 4T e DE=F Y7 L7 VT, onpage 29
« AAA X IE DR, on page 30

« AAA DR E, on page 31

e A RTA=HDEEH (31 L—Y)

¢ NRAT— K 77 MERORER (32 2—)
o AAA (2B 2B NE #, on page 32

AAA [ZTDINVT

Z ZTlt. CiscoNX-0S T34 2D AAA IZ DWW T L £97,

AAAtFxa1Y) T4 H—EX

AAA BEREZAEH T2 & Cisco NX-OS 73 AR 52 —F D ID #fER L, 2 —HIC7
Y AEFANL, 2—FOETTHT 7 a L ZBIFTE 9, Cisco NX-0S 7 /314 A1
Remote Access Dial-In User Service (RADIUS) "1 k 2L & 7= (% Terminal Access Controller Access
Control System Plus (TACACS+) 7'm haL&zHR—hrLET,

CiscoNX-OS IZA N ENT-2—HFIDB L UOVIRA Y — RO LS DbEHICESNT, B—H L F—
HAR—=2C KB ua— I VBGEETZIEFF. HEWXIOFERITEHDO AA AT — NI LB ) £—
RERFEE 2 IEFF A #3217 L EJ, Cisco NX-OS T34 A & AAA — O/ OEE L. Faidk

AAA DEETE
|



AmAnEE |

B rmzpmyass

AMBEX—IC Lo THRESNE T, T 3TD AAA — NH I3 ED AAA Y — REAIC
%&&% ERECTEFET,
AAA X =2 VT 4%, ROV —EREFZTLET,
EIL‘.\EE
QA LERRT—RKOEA TS, FY Lo Pl LARVA, Avt—U 07 HR—
M, BIXOBIRLZ®X=2 VT4 70 b /WL Ui b7 E 2R L Ca—F 255
L/\iﬁqo

PRREIE. TARA AT 7B AT AN ETIZT A ADID 2R T 570k A TT,
D ID OFEFRIL. CiscoNX-0S T/, AT VB A THZ T 4T 4 75“5?;351?@57}%5:1*—
FID & /XA T — ROMAGDOHICIESNTITOILET, CiscoNX-08S 7 /34 AT, v—
HNGEAE (B—= NIV 7T v T T —=E =A% MH) 7203 ) T— FRFE B EIX
#i%r D RADIUS $—/ 3 F 721X TACACS+ — &M H) ZFITTExET,

|
TrRvAaryha—LERHELET, AAAFFAIE, 22— 2 EITT5HEE2 525
NENERET—HOBMYEHALTSH 7 2 A TE, CiscoNX-0S V7 F7 =7 TiE.
AAA =\ b X 7 om— RSN D BIEZEHE U CHERM 523 ThivE 7, mmms%
'mamyﬁ&®)% MeXxa U7 g $— NF, @Y7 — T4 T HHER & E

BIEAE (AV) O_XT7E2T7Vom— 5Lk o T, a—Hy %m@%@%ﬁ@b

i#o

FhHOIVTa4VYT
HHRENET D, HREe—hron ZIZidkT 5, Hilzd AAA Y —N2EE LGRS
e, UAR— MERZ: 85247 ) HikERIt L £,
THI T 4 THERETIX. CiscoNX-08S T /3 A~DT 7B AR ENDTXTOE
Bty g 2BHL, 710 L TCERLEY, ZOFEREEHLT, FT 70y a—
T A ITREREDIZCODVR— NEARTEET, THU T 47 mlid, v—hnic
BT TENIE, VE—DFAAA P —RNICEETEHZ b TaET,

Note CiscoNX-0S ¥ 7 b v =7 Cli, ik, #Fl, BLOTHTLTF 4 7 &MINCH H— b L
VET, e YT vV ERE IS, RIEFTEARE LY TXET,

AAA ZERT HF =R

AAA T, RO KD 72 RS RHE L 9,
o T U 2 AFRE DM il o m B

o JLARME
 FEAE(L S 7ZFRAE L (RADIUS, TACACS+ 72 &)

cHHE DR I T T T RA R

AAA DERTE
2| I



| AR dEE

yE—rARAS—Ex [

J)E—FAAAP—EX

RADIUS a2 F /LB LN TACACS+ 712 h L a A L CIREEEN AU E— F AAA —E X
12, m—H/L AAA —E R L H_TRO L S 2RAandH 0 £,

e 777U w7 NDE CiscoNX-0S T34 ZAD2—H RAT— K U R NOBEBENRFESI 2
D E7,

s AAA P — T TIZRENITIFEIAS BAINTED, BHICAAA YV —E R A TEF
‘é‘o

« 777U ITHNDTXTD CiscoNX-O8S TS ZADT AV T 47 v d ki
TEET,

e 777U v 7 NDF Cisco NX-0OS T 3A ZNZONWTCa—YEEZ2EH 9 5 778, Cisco
NX-OS T/XA AP —Hh )V T —=H_XR—=2&HHT 25 L0 HHETT,

AAA H— NS JL—TF

AAA H—E X3

SREE. A, THT T 4T DD Y T—h AAA V=T, V=R T —TEHEH LT
HBETEET, =T —7L1F, BIUAAA 70 FaLZEE L2 —#ED U T— k AAA
=TT, =N TNV —=TDOHIL, VE—FAAA T —NINETE Lol L &IT
Tz A== = RERMT DT, IA—THNORYIIO Y E— F =PI L
o TeGmE . WITPOT— A "PIEEZXET HE T, 7»—7%@&@)%~%%~A?
AT TONET, =N TN —THNOTRTD AAA F—PISE Lo 2856, £0
PN I N—TF X g R E #%ELTV%%@&%@éhiﬁobguﬁbf\fﬁ
DY =N T N—THIFETEET, CiscoNX-0ST /31 AL, WD T N—THNOP—1 05
TT—%Z oA, ROY—R T —FHNOY—_"TRITLET,

= O~ ~
SEA T3y
Cisco NX-0S T /51 A D AAA FHEIL. —E R R—Z2CF, KOV —ERTLIcHip-T-
AAA BEZEERTEET,

« User Telnet F 72 1% Secure Shell (SSH) © 7' i85

. j//*‘/I/ 1:’7/])/%.:

ca—WEHREya L T T 4T
WOFRIZ, AAAVT—EAREA T arTEIZCL (a<w RIA4 A F—T = R) O
o~y RErRLET,

Table : AMAY—EX 2274 FXalL—3>av ok

AAAH—ERXR a4 ¥Xal—YavATIoay |BEEav R

Telnet F7-1% SSH 17 7' 1 aaa authentication login default

AAA DERFE .



AMA DEE |
B rmav—cexgerioay

AAAY—ER VI Xal—avAToay |BEaATUFR

avy—)pnarsAr aaa authentication login console

a—W vy arThurTr 4T aaa accounting default

AAA —ERZIE, ROBFESTRNEFEETE £,
FTRTOH RADIUS H—/\
RADIUS H— D7 1 — )L 7F— L& HH L CRAEE I TV 97,
EEH—NTIL—T
FRIE L 72 FFE O RADIUS, TACACS+, F721X LDAP —/ 3 Zb—7 % H L CRRREZAT
wiﬁo
o—AlL
2—HNDL—TFLENINAT — R T =2 _X—2 % H L CGGRREEZ I TV E T,
L
AAA BREDMER S VWK S ITHEE L £,

N

Note  [f5@EH— 27 L—7) FATHRL, T _XTHORADIUS — 3] S a$EE L7HA, Cisco
NX-0S T34 AL, BE &2 RADIUS V— "D 7 0 —o3 )L 7 — )Ly B & E DJIEIZ RADIUS
P—RERRLET, D7 a—rL F— b OH— 3L, Cisco NX-0S T34 A Lo
RADIUS $— 7 —TFNTEIRPIZRETE 5 —/TT,

WDOFRIZ, AAA T —ERZHIE L THETE D AAARGESF 2R LE T,

Table 2: AAA 9 —E XD AAA BEEA R

AAAH—E X AAA D=

ayY—)va A ERGE =T N—7 v—h), L
a—W v s a R YR T N—T m—HN, 2L
I—WEHYE g T AT T 4T | =N T =T m—F

\}

Note

aryYy—nualA Rk, 22— a s A VEERE, BXOa—VEHEy a7 AT o
/7LO%T QWMWOSTA4Xi%ﬁ7/a/%%ﬁéﬂt@rfﬁﬁbifo%@m

REFHA T a DRI LTSS, a—AINV AT a v RNF 740 FFRTE, oy —
/l/?;Et S I = /0)1:1“—7]/1/2]‘7°°/5 v MEIZ9 521X, no aaa authentication
login {console| default} fallback error local =~ > R&ZMHH L £,

. AAA DERTE



| AR dEE
a—y oy opiEssvrTsoex i

A—HF 074 VOEAESLVHFATTAER
Figure 1: 11— O A4 D ORIAEH L UHFRI7A—

RO, 22— 07 A OBEBLOCHFA T o A0 7o —F vy — R LET,

Local

kmm

Mo more

First or
next server
lookup

ls fallback
to local
enabled?

Found a
RADIUS server

RADIUS ¥
Failure

197005

WIT, 207t R ZHONWTIEFRICHBA LT,

* Cisco NX-0OS T /314 ZA~Dnu 7 A UHIZ, Telnet, SSH, ¥/-lZar v —ra s A 0%
TrarEFEHTEET,

o =R ITN—TIE T AZHEHA L TAAA =R T —TEZFHE L TV BEE1E. Cisco
NX-0S FNRA ARKD L HIT, TA—THNOEID AAA Y — NICFEFER A2 EE L E
T,
s FFED AAA T —RDBISE Lo 125813, EDIRD AAA —/3 I HIZZ DR
~L L BV —REICETENFE T, ZORBL, U T— b P SRR ERITIGE
THETHITONET,
e =R T N—TDFTXTD AAA T —WBIEE LR o288 TORDY—N 7
=T DY —_"PRITENFE T,
eV —)a s A Ta—HI~DT F =R I RT =TI TRNNED | &
EINTOVDRIEF AN TR TR LGS, a— DT —Z X=X L TRER
NFEITEINET,

AAA DERTE
I



A DEE |
B fesixo—rmEksLUTSA v URES—

* Cisco NX-0OS T /34 ANV F— ks AAA B — 1 SRRE CIEFICRGEE FEIT LTS A1E. RO
AR DD 9,

« AAA H—/X 712 k2178 RADIUS D34 cisco-av-pair B THE I TV D2 —
P o —ARREENEE bty — RanEd,

« AAA H—" 72 k2L TACACS+ D e, o /b DB AZ LAgfke L THRES I
TWba—F m— L ZRET 572012, &9 1 DOERME U — NIZEEINLE
TO

o P L RAY — R — L CTIEFISRRES N2 8513, Cisco NX-OS 7731 A
JATE, B—=A) T —=ZN— AN TR Eéﬂ“(b\élﬂ~/l/75>$lJDé|“C%ﬂiT

\}

Note (70 DV — R ZL—TF2 L] LiF. TRTOY = T =T DNFROH— 005 b
NN ENWI Z LT, RO —_RL] ik, BEOY =T A—THNOWTOY—
NS BISERRNE NS Z & T,

AES N\XJ— FIEBIEE IV TSA T EBEET—

SRJIC, KERFIREZR 128 B N ORI ERE S LHIE (AES) SR U— REf{k (¥ A 7 6 K51k

ck Hvo) %ﬁ?ﬁllﬁ“élc‘:ﬁi‘f‘% F9, XA 7 6 B LD AZBIAT 512X, AES /XA
— NS biRE 2 AN L, AT — RiF S bB L OE S LICE SN 774~ UG5

% ERETDHMLENRHY 7,

AES AT — R bEA R—T ML TTIA~) F—45RETHE, AT 6327 —
KEL 2N LR WRY | P R— &N TWDHT 7Y r—v 3 (BfEIL RADIUS &

TACACS+) DOEEFB X OWHIER I NTZ27 VT TF A h RAU— KRR T, XA 76l

fboEXTHRAFESNET, £, BHFEOFHWT R TOEB(L/ AT — R&2 7 A 765/ A

U — RIZEH#4 5 K 912 CiscoNX-OS 2% ETHZ L b TE £,

AAA DRIREH

UE— h AAA — 1, ROFHESERH Y £,

« W72 &t 1 HO RADIUS $—/3 TACACS+ H—/3 F 721X LDAP $— 328 IP % {
LCEERRETH D Z L 2R L ET,

¢ CiscoNX-0S T34 AN, AAAY— DI 54T FELTHRESNTWAH I &,

o X —723, Cisco NX-OS T/34 ZB LY T— h AAA P—RITHRESNTWVWH I L %
HBLET,

¢ UE— b B— 308 Cisco NX-OS T /34 ZA035 D AAA BRIZISE T HZ & 2R LET,

AAA DERTE
6| I



| AR dEE
amanxesEssnEE ]

AAA DFEFEIE L HIF9E1E

AAA IZBET A EEFHLEHINERIIRO LB TY,

s 2 —71)L® Cisco NX-OS 7 /34 A LI E SN TWDH 22— T2 M, AAA —
FoVE—F 2= THU N ERLARTIOEE, CiscoNX-0S V7 b7 =71, AAA
P— R ECREEINTWEa2—Y o—1TlER, o=V a—Y 7 h v hOx—W
v— & YE— bk 2—WFIZ@EHLET,

« Cisco Nexus 9000 2 J — XA A1 » F X, TACACS + T4 aaa authentication login
ascii-authentication =~ > F& ¥4 — ~ L £7 (RADIUS TiFHAR—KFLEHA) .

T 7N boua s A R E (locd ¥— T — REHEAETI0) BETLHE, 20—
N g A CBIEFRDPREICL > T EEEINET, 20 Y —VGRREF N Z P RIS E
95 I1Zi%, aaaauthentication login console {group group-list [none] | local | none} =~ > K
2L £,

« system login quiet-mode access-classQUIET_LIST =~ &M 28415, fiE Lz b
T4 DHETay I TAHIEINCT VA VA MBELL ERZINTWASZ L AR
TOMERHYET, L& xE, BEHTERVWARA M b= a s/ rOhi7ay
TTDHMENSDLGE. T78A UARMNMI, TNHDKRA MNSDSSH, Telnet, 38 LW
Hﬂ?m—x®?7ﬁx XTI DR — h22, 23, 80, BLV443 ZIFET HLENH Y
3

AAA DT 7+ )L FERTE

IKDOFEIZ, AAARTA—F DT 73V NREZ R LET,

Table 3: ABRA /X5 A — B3 DT 7+ )L FERE

INT A—A T4
a2 — VRBRE T o—J L

T 7 4V FRRBGRES A n—7 L
a7 A URRERA v —Y Fol—T
CHAP #3 T 4T
MSCHAP 787 Fa4—T7n
TIANST AT T 47 HA o—# L
THOT 4T alOFRRY AR 250 KB

AAA DEETE
|



B rmaoxs

AAA DERTE

AMA DEE |

Z ZTCl. Cisco NX-0S /34 AT AAA BERER R ET A FIEIZOWTHBA L £9,

)

Note

A\

Cisco IOS @ CLI [ZIBIVTW A GE . Z OEEEIZX I35 Cisco NX-0S =~ > Ridim s H 3
% CiscolOS a~ REBRAEENHADTHEE L T IZE,

Note

Cisco Nexus 9K 'V — X 2 A v F 1%, TACAAS+ |2kt L TDFH CLI =< > K aaa authentication
login ascii-authentication Z % 7" — k L £33, RADIUS |2k} L CiZ¥r AR —FLERHA, T 74
JL RRBAET o 5 PAP AN 72 % X 512, aaaauthentication login ascii-authentication A A F73
Mo TND MR LET, £H L7k syslog =7 —NERINET,

AAA DEZFETOER

AAAFTRGEB IO T AU T 4 v 7 RRET DI, ROEEEZITWET,

1.

FBEEIZ Y & — h RADIUS. TACACS+, F72IXLDAP — % {HH+ 55A1%. CiscoNX-0S
TA%XLTTXk% RELET,

:1//*—/VU7/(/uAquj7JC7E’ Hﬂi—’]\/iﬁ—
2= a7 A DD T 7N Or T A U REHELET,

FIFILVNAAA T H T T 4 T DT 74V N FRERELET,

VY=L 04 VEEEARDETE
T, 2yl o ORBIEFRERET D HEEBALET,
Far T AUTiE, OB ONRH Y T4,

* RADIUS ¥— "D/ 1 — )L F—)L

« RADIUS. TACACS+., F 721X LDAP V—DIEEV 7 v b
e Cisco NX-0S /31 ZADua—H )b FT—H_N—2R

o« 2—HL4 D (none)

T 74N bOFRITe =BV TTR, BN T LT arBH £7,

. AAA DERTE



| AR dEE

Procedure

\)

avv—rnsqogiastonz [

Note 533 authentication =~ > K group radius 3 & U* groupserver- namefFfi X, DEfcER S
RADIUS — 1Dt v hESRLET, FA N S—NERETHIZ
~ U REFERALET, =4I E 7 V—T%2/ET %121%, aaagroup server radius =

<~ FEFEHALET,

\}

Note 1 & — LERGEESA £ —
DFELTH T

TAT A R] 2R TSN,

TN TND L XN AT— REE Y FEITT5 &
Cayvy—irnua A rpa—VBHEN A R—
WRAT— REMH LT, 22V —/L R— MEH T Cisco NX-0S 7/3 RZr 7 o T&FE
T, BT A %I, Bl ERiE v — D VGREEE T 500,
HENRZAY—=FRFD Yy MRIZY E— MREEL A 11—
[BI1E 7w 2 2B D FEMIEHRIZ OV T,

FIT AAA =" TREINTE

Before you begin

VBRI UC RADIUS., TACACS+, 721X LDAP H— R F L —7 %R ELET,

Command or Action

Purpose

AT 71 |configureterminal ay 7 4 F¥al— gy EF—RIIAD
Example: £7.
switch# configure terminal
switch (config) #

R w 7 2 |aaaauthentication login console {group | = vV —mnr 7 A LRI R AT

group-list [none] | local | none}

Example:

switch(config)# aaa authentication
login console group radius

£,

group-list 51¥ZIE, Z—T 4 A A—
ATCTRYI -7V A MERELEY, 7
=TT, WOX IR ELET,
radius
RADIUS %— 3D 7 2 — /)L 7' — )L
L CRRAEEZ TV E T,
named-group
RADIUS. TACACS+. F72I3ZLDAP
P—ROFEY 7ty EEH LT
FREAE TV E T,

IocaJ jif I, B—H T H R
o ﬁﬁﬁﬂL&i?f n0n9j74t7:

AAA DERFE .

. radius-server host =

RAT— RE)fE
TRV ET, FDOTH, HL

TVCT B ENTEET, NAT—F
[CiscoNexus9000 s U — ANX-OS T 7 /L3 = —



B 7o+ ronsqomastons

AmAnEE |

Command or Action

Purpose

AAA ZRAEAEF SR AW E S ICHEE L
E

FTI7FN D= a s A
I local T¥, Zauik, FRMTHERE
INTWRWEGE, EIERESNZR
FES KT R TUZ OV TUSERE D72
WHEIZ, avyYy—ra A% LT
0 —H)L~D T F—)b Xy 7 N T
ZRWNRY | S E T,

ATvT3

exit
Example:

switch (config) # exit
switch#

a7 4 FXal—vary T—REKT
L/\i—g’_qo

ATvT4

(Optional) show aaa authentication

Example:

switch# show aaa authentication

oy —)b alA VBT RORE L
FRLET,

ATy Th

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FETar 74 Fal—arh, AX—
Ty a7 40Xl —3 300
v—LEd,

TI2AILbDOOTA VEEEEARDEETE
PRREFRICIE, RO ORH Y FT,
« RADIUS r— D a— )L 7 — )L

« RADIUS. TACACS+., F 721X LDAP V—DOIEEV 7k v k

e Cisco NX-OS /31 ZADua—H )b FT—H_N—2R

LI PRI

T 74N bOFRITe =BV TTR, BN T LT arBH D £7,

Before you begin

SBEZ)S U C RADIUS, TACACS+, F72I1XLDAP — R J N —T%2FELET,

. AAA DERTE
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Procedure

FornronsqomiEszont [

Command or Action

Purpose

R w 71 |configureterminal a7 4Fal—T gy FT— KRIZAY
Example: S
switch# configure terminal
switch (config) #

X 7 2 |aaaauthentication login default {group |7 4/ NEIEHFREZBELFT,

group-list [none] | local | none}

Example:

switch (config)# aaa authentication
login default group radius

group-list 51 #1CiE, 7 — T H A—
ATEY 7=V A RERELET, 7
V=T, ROLSITHELET,

 radiusRADIUS %—/ 3D 7 1 — 31
TNV EEH L CRREEITWE T,

« named-group : #¥FEIC RADIUS,
TACACS+ £ 721Z LDAP ¥ — 3D 4,
A&7y FEEALET,

IocaJ jifi 0—H) T A=A
FREICEEA L E 9, none HATix

AAA FRERMEH S 720 K 91 ?
%9, TN oa s A o SiRIT loca
T9, ZiuL, FEBMITHERE S TH
RS, ETIERRE SRR T
RTIZOWNTIRENRE LI WIGEIT,
oY= a g A Ak LT —h
ANDT F— )V RNy I BT 4 —T LT
RWRY . EHSET,

RONTNPERETEET,
° AAA it uIE7 JL—"7

Flb HJtEfcﬁ L/O) AAA Y EE7 /l/—

u— 7 Vili

* niEfcﬁ L

Note
Iocal F—U— Rid, AAAFRGEZ v—7
ERETDELEEFIR—-FINETA
WAETIEHY FHA) » ZHUE, =—
FVEEGE, UE— F b=\ FEAR
BROBEDT 74/ b THHT-HTT,
72 & %1%, aaaauthentication login

AAA DERFE .



B o rrzsm~orr—nvsommit

AAA D%

Command or Action

Purpose

default group gl Z 5% & L7235, AAA
7\/1/‘_‘70g1 AL TR uLT:%fTT )T &
N T 72T i Ezh‘j7/unnEﬁ)ﬁ£TT
SINET, ZHCx L, aaa
authentication login default group g1
none Zi%E L7556, AAA 7 V—7
gl %ﬁﬁﬁ LT REEATO Z e TE R

FAUX, BREEITFATSNETE A,
RT w73 exit a7 4F¥al—rar T—RERT
Example: LETS
switch (config)# exit
switch#
Z 7w 7 4 | (Optional) show aaa authentication F7 4 hDu T A LRASRORE %
Example: FRLET,
switch# show aaa authentication
AT w 75 | (Optional) copy running-config FHTar74F¥al—varik, AX—

startup-config

Example:

switch# copy running-config
startup-config

NPy a7 40Xl — g0l a
vE—L$9,

O—AIFEEEAND T A+ —IL/Ny I DEIE

?71»%Ti\nyy—wm74yiti?7¢wkm74y®9%~%m£# XTE S
TWAEE, EO AAA V—NICHBIERRER E X GRRE= 7 —I2e £9) . =—¥N
CiscoNX-OS T34 Apbua v 7T 0 hENRWE I, a—DNLNEFEC T +—1 Ny 7 &
F9, 2L, BEX a2V T4 2R ESEL0I, B— D AFRGES~D T d— LNy 7 BB

TEET,
AN
Caution

0 —HVBRESD 7 4 — NNy 7 BRI T D L CiscoNX-OS 7 /351 A8\ v 7 ., /3A
U—RBEEEZETLRWVWET 7V ERATERIRDZERHVET, T M ANbRY 7T U R
ENRNE T DHDIT, a—BIFEIE~D T 4 — N3y 7 BT DXL, T 7 4V
fkarAfrbary— a4 oW TR, WERNEITICT A2 EEHERLET,

Before you begin

avy—prulArERIT a4 0] T—  NRHEERTELET,

AAA DERTE
12| I
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MAZTEDOF 74 Lk a—F a—io1x—T it [l

Procedure
Command or Action Purpose
A5 71 |configureterminal ar 7 4 X¥al— gy EF—RIAD
Example: S

switch# configure terminal
switch (config) #

2w 7 2 | no aaa authentication login {console | aryy—nal A rERET 7 AL
default} fallback error local 07 A ATHONT., U E— FERIERHE
Example: ENTVAHEAITED AAA — T

. - g =
switch(config)# no aaa authentication BIERGER & ZITFEITSND B — T LR
login console fallback error local |ZF~DT 4 —/L 3Ny 7 ZMhZ L F T,

02— VRBRESND 7 4 — VN 7 e TR
2958, RDOA v E—UNRERINE
j‘o

"WARNING!!! Disabling fallback can
lock your switch."

AT v 73| (Optional) exit a7 4 X2l —vary ET—REKT
Example: LET,
switch (config) # exit
switch#

R 7 4 |(Optional) show aaa authentication ayV— a4 rBLr0F 740k
Example: 77 A R RO EE R LET,
switch# show aaa authentication

Z 5 7 5 | (Optional) copy running-config FIFar T4 Fal—ta vk, AA—
star tup-config Ny ar74Xal—varica
Example: E—LET,

switch# copy running-config
startup-config

AAASESEDT AL A— O—ILDA4 x—TJLit

a—Yue—LERlRNWY E— 22—, TT73N FO—F v—LEFH L T, RADIUS
F 721X TACACS+ U E— FFEFEIZ L D Cisco NX-OS T3 A~Du /A v EfFa T&EE7,
AAA DT 7V b D2 —H 0 — AT 1 E—T MIT D&, 2—F m— L a0 Y
F— bk 2—PETFRS R A o TERLIRY £,

AAA DELFE
|



AADEE |
B oy omasmsvr—sornt

Procedure
Command or Action Purpose
AT 71 |configureterminal ar 7 4 X¥al— gy EF—RIAD
Example: S

switch# configure terminal
switch (config) #

X 72 |aaauser default-role AAA REEDT- O DT T 4L b —HF
Example: 2L EA RX—T I LET, T 74V

kCliEA F—T N> TWNET,

T 74~ —Y a— LR T 4
=TT AT, Zoav L Ko
no &AL ET,

switch(config)# aaa user default-role

27y 73| et WEE— REfT LET,
Example:

switch (config)# exit
switch#

R 7 4 |(Optional) show aaa user default-role AAAT 7NV ha—HF ao— ) LORER
Example: FRLETS

switch# show aaa user default-role

R 7§ | (Optional) copy running-config FTa T4 Falb—vark, AF—
startup-config Ty a7 44Xl —gla
Example: E—LET,

switch# copy running-config
startup-config

A4 DFEBA v E—SDERIE

B7A URHZY E— FAAA Y —ARIRELRWGE, £0on s A F, n—Ana—§ 75—
FR=RZa =A== L TREENET, ZOLIRERIC, v REA v =R
BN TNDHE, RDA v —INa—FOMRICEREINET,

Remote AAA servers unreachable; local authentication done.

Remote AAA servers unreachable; local authentication failed.

Procedure
Command or Action Purpose
R w 71 | configureterminal a7 4 Fal—Tgr F—RIZAD
Example: £7.

. AAA DERTE
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pmLtng g oimresgLinscomti

Command or Action

Purpose

switch# configure terminal
switch (config) #

ATv T2

aaa authentication login error-enable

Example:

switch (config)# aaa authentication
login error-enable

07 A URGERIRA v =T EHNZL
9, TN FTIET 4 B—T NI
Tp o TWET,

ATvT3

exit
Example:

switch (config)# exit
switch#

a7 4 Fal—ar E— REKT
L\ijﬂo

ATvT4

(Optional) show aaa authentication

Example:

switch# show aaa authentication

n7A RA =V OREEFR L
£

ATy Th

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

ETar 74 Xal—ark, AE—
Ty a7 44Xl — 30l
v—LEd,

MY LI=A 51 VT ERB L0 Y A VR

B Liem 7 VAT E I LT | 7 4 VAT =T,

AL v FERETETET,

FIE

FXE S L Tzsyslogh— N ICRLERT D

ARV RFERFTIaY

=)

ATy T1

configureterminal

1

switch# configure terminal

Jua— VR EET— R L £,

ATvT2

W28 [no] login on-failurelog

1

switch(config)# login on-failure log

X7 LAULIR 6 ICRESILTND

B DI, R LUTZRREZET 53T
DA =V EREWF D syslog P —

NZFERLET, ZORETIE, v 7o
VIRBIRIZIR Dsyslog A v & — ViR FRoR
SINET,

AUTHPRIV-3-SYSTEM_MSG : pam aaa :
Authentication failed for user admin from
172.22.00.00

AAA DERFE .
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B svLrns ogmessmi-nssoites

AU RFERET7TIV3 Y B#

GE)
a7 LU authpriv 28 6 D4
BAND Linux 71— VRBGEA »tE—
BUFIO A vE—U L & HIZFREN
F7. INLHOBMDRA v E—V &K
T2 0ENH D56 authprivEZ 3
ICRET DM ENH Y 7,

AT 73| ¥ZE: [no] login on-success log = ﬂ?/& LAULR 6 ICRES LTV D
15 B D, FH UTZFRGECEE T 59T
switch (config)# login on-success log OD)Z VRS ﬁiﬂ{ﬁﬁ@ syslog N
switch(config)# logging level authpriv N “”Efil/jziro ZOBETIE, voA
6 NI S & /)*(@syslog)‘ =N
Zw1tch(conf1g)# logging level daemon ééﬁ%égfbji7fo

AUTHPRIV-6-SYSTEM_MSG : pam_aaa :
Authentication success for user admin from
172.22.00.00

GE)

0 X7 LUl authpriv 73 6 DA
BINO Linux B — R NVEEGEA v E—
DBLUBIO A vE—T L EHIERIT
T, INDLOBIMDORA vE—T % M
T 2 MENH D854, authpriv fE% 3
ICRET DM ENH Y 7,

ATv 74| ({EE) show login on-failurelog KL UTR8GE A v 2 — Y syslog i — /3
o - IR D L DAL v FRBESIT
; | _ o |waneapaRRLET,
switch (config)# show login on-failure
log

ATy 75| ({E&) showlogin on-successful log | ) L7238FE A v & — Zsyslog¥— /3
i - (ZREEKT D KO IZAA v FRRESNT

) , _ WHEMNE I IMEFIRLET,
switch(config)# show login

on-successful log

ATw 76| ({£&E) copy running-config FITar 74 Fal—ark, AX—
startup-config Ty a7 X2l —gla
f E—LET

switch (config) # copy running-config
startup-config

. AAA DERTE
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cuap o ast [

CHAP FEEEDE 1L

CiscoNX-O8S V7 b =7ld, Fx L oI Ny Rvz—2FiE7' e b2/ (CHAP) % %A —
FLTWET, 207 v haud, ERIEAHED Message Digest (MD5) /v v = FREFH L
TISBEE T D, Fr LoV VARCVARGESRO 7 1 2y, UE— FGEF—A

(RADIUS #7213 TACACS+) #%i# U T, Cisco NX-0S AA v F~Da2—H 1A | CHAP
A TE £7,

7 7 # )V CTlE, Cisco NX-0S 7 /34 A%, CiscoNX-OS T /34 A &L U E— h $— DT
AT — RRFE7 1 b2/ (PAP) k2 L E£9, CHAP WARIDOLAIL. CHAP XU ¥ —

B4 B (VSA) ZRikd 5 X 912 RADIUS — R F 721X TACACS+ YV — & 3R &9 5 BN
HFEI,

\)

Note

Cisco Nexus 9K U — X 2 A v F L, TACAAS+ IZxf L CTDH CLI 2~ > K aaa authentication
login ascii-authentication Z %748 — ~ L 723, RADIUS [Zxt L CTIEHAR— M LEHA, 774
JV RRBRET & 5 PAP AN 72 % X 51T, aaaauthentication login ascii-authentication A A » F73
M Io TND I EEMR L ET, £H L7k, syslog =T —NFREINET, KRITHZ
RLET,

2017 Jun 14 16:14:15 N9K-1 $RADIUS-2-RADIUS NO AUTHEN INFO: ASCIT authentication not
supported

2017 Jun 14 16:14:16 NO9K-1 SAUTHPRIV-3-SYSTEM MSG: pam_aaa:Authentication failed from
192.168.12.34 - dcos_sshd[16804]

W DFIZ, CHAP IZ /%72 RADIUS 3 L U TACACS+ VSA Z/R L ¥,

Table 4: CHAP RADIUS #5 & U* TACACS+ VSA

RUZ—ID |Ro5—%4 4 |VSA B
&= T&5
311 11 CHAP-Challenge | AAA H— 3225 CHAP =—HFIZHEE XN D

Frl o PaRFELET, i
Access-Request /37~ [ & Access-Challenge /¥
7y NOWGTHERTE 7,

211

11 CHAP-Response | F 4 L 2k T A% & LC CHAP = —
AT UT-EAPRFF L £ 97, Access-Request /¥
Ty MEFTHERLET,

Before you begin

a7 A D AAA ASCII #RGF & BN L £,

AAA DERFE .
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Procedure

MSCHAP 3= 7=1& MSCHAP V2

~A7aY 7 hFrlL Ny R e—7FE7 1 hast (MSCHAP)
k> CHAP T, CiscoNX-OS ¥ 7 k7 =7 1%, MSCHAP Version2 (MSCHAP V2)
LTCWET, UVE— FZRFEY—/Y (RADIUS £ 721X TACACS+) % i U T, CiscoNX-OS AA >
F~D2—H% 1 7 A T MSCHAP Zfli i & £7, MSCHAPV2 Tli,

II AAA D

AAA DERTE

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

a7 4FXalb—rary ET—RIIAD
S5

ATy T2

no aaa authentication login
ascii-authentication
Example:

switch(config)# no aaa authentication
login ascii-authentication

ASCII FBFEZ ANz LET,

ATvT3

aaa authentication login chap enable

Example:

switch (config)# aaa authentication
login chap enable

CHAP#GEE AN LET, T 74/ b
i?ﬁ%?j] \—fd:/)‘/cl/\gzj‘o

Note

Cisco NX-OS 7731 AT, CHAP &
MSCHAP (ZF721% MSCHAP V2) Difi
FEBEMNITHZLIITEEREA,

ATvT4

(Optional) exit

Example:

switch (config) # exit
switch#

a7 4 FXal—varyET—REKT
L/\i'g«o

ATy Th

(Optional) show aaa authentication login
chap
Example:

switch# show aaa authentication login
chap

CHAP DR EEFRLET,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

EfFar 7 4 X2l —ark, AX—
T w7 a7 44Xl — 302
[:O‘_ L/jzj—o

LD AL

g, A7y 7k

[Nl SN

U & — hEBAERADIUS

P — %I L7z CiscoNX-OS T34 ZA~Da—W 1 74 V2RI R—FENnFEJ, MSCHAP

Bl

axX &
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MSCHAP = 7-(3 MscHAP V2 ZiEn a5t [}

V2 DBAEICTACACS VNV —T R RETHE, T 74/ FDAAA T 7 A VFEETIE. RICHE
EENTWAFRMEFAESNET, MO — R TN —FRNEEINTOARWNESIT, v—hL
FRIBMEA SN E T,

\}

Note  CiscoNX-OS V7 F =T 1%, KD A v b=V EERTIHHENRDY £7,
['Warning: MSCHAP V2 is supported only with Radius. |

ZDEE X v — VIR AERA v —TTHY . RADIUS TD MSCHAP V2 O EIEIC TR

BLEEA.

77 # )b hTli&, Cisco NX-0S 7 /3A A%, CiscoNX-0S T/3A A & U E— h — D[] T/8
AU — RBFEZ 1 k2L (PAP) #FEZMiH L E£ 9, MSCHAP % 721X MSCHAP V2 =G\

T 58413, MSCHAP 3 X O'MSCHAP V2 X Z—[E A @M (VSA) %383 2 X 9 ICRADIUS
P —RERETLHILERH Y 7,

ROFIZ, MSCHAP |2 E 72 RADIUS VSA /R LET,

Table 5: MSCHAP & & U* MSCHAP V2 RADIUS VSA

RuSF—ID |[Ryu%— %4 |VSA Bz
&= 1 7&S
311 11 MSCHAP-Challenge | AAA H— /375 MSCHAP % 721X MSCHAP V2

A—PICHEINDTF v LV ERFFLET,
Z UL, Access-Request /37 v K &
Access-Challenge /37 > DOl THEHTE £
j‘o

211 11 MSCHAP-Response | 5+ L > 23 5 5% & L C MSCHAP % 7=
I MSCHAP V2 = —H 73 A LT AB & fRFF L
F 9, Access-Request /37 v b TLMEH &1
FH A,

Before you begin

o 74 D AAA ASCI RBAF AN LET,

Procedure
Command or Action Purpose
2 5w 71 | configureterminal AT 4Falb—varE—FIAY
Example: 3

switch# configure terminal
switch (config) #

AAA DEETE
|
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Command or Action Purpose

AT 72 |noaaaauthentication login ASCII GBAEZ EZhIC L E T,
ascii-authentication
Example:

switch (config)# no aaa authentication
login ascii-authentication

R T 7 3|aaaauthentication login {mschap | MSCHAP % 721X MSCHAP V2 i8il % A
mschapv2} enable M LET, F7 40 hTIRENIC 2
Example: TWET,
switch(config)# aaa authentication Note

login mschap enable

Cisco NX-OS 7 /34 AT, MSCHAP &
MSCHAP V2 O 52 HZ$+ 252 &

IETTEEEA
2T 74 | exit ay 7 4 FXal—Tary B— REKT
Example: LET,
switch (config)# exit
switch#

AT 75 | (Optional) show aaa authentication login | MSCHAP % 7= 1% MSCHAP V2 DR E %

{mschap | mschapv2} FRLET,
Example:
switch# show aaa authentication login
mschap
R 7 6 | (Optional) copy running-config FTarT74F¥al—vark, AL—
startup-config "Ny arr74Xal—3 g la
Example: E—L £,

switch# copy running-config
startup-config

LDAP H—/\T® AAA S50 DERTE
LDAP — "DF 7 )L~ D AAA A FREAHETXFE T,

Before you begin

LDAP # BNz L ET,

Procedure
Command or Action Purpose
X 71 |configureterminal SFa—L AT 4R e l— g
Example: E— NEBBLES

. AAA DERTE
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Command or Action Purpose

switch# configure terminal
switch (config) #

R 7 2 |aaaauthorization ssh-certificatedefault { | LDAP — "DF 7 4L s D AAA ZFA[
group group-list [none] | local | none} FHRABELET,

Example: ssh-certificate ¥ — 7 — Fi%, ZEPIER
cisreniconsio)s ses swmorisatien |G L LDAP FEAT S it
ldap2 WIFAIZ B E LE T, 7 7 4/ b OFFA]
L, —FIZED BTl — okt LT
A SNca~vr ROV A N THDHuE—
B IVERFRI T,

group-list 51#%121%, LDAP H—/3 7 /L—
TR AR—ATRY)o72 U A MEHEE
LET, ZOTN—TIZET 59— N2
LT, AAAFFR[ DT DT 7 & A1
fThiEd, local A TiE, v—H
TR R A E R L E T, none
FATIEL, AAA FRREREH S 72 &
INTHELET,

25w 73| exit Ja—\) a4 Xal—vagr
Example: F—FER&TLET,
switch (config)# exit
switch#

X 7 4 |(Optional) show aaa authorization [all] | AAA FFA[EEEAFERLET, all F—

Example: U—REWRET D L. T 74/ MEDRE
switch# show aaa authorization % éﬂﬂi’g‘}

A 75 |(Optional) copy running-config FEifar 74 Xal—ark, AX—
startup-config NPy ar 7 4 ¥al—aica
Example: v—LFE7,

switch# copy running-config
startup-config

Related Topics
TACACS+ DA 3 —7 WAk,

TIAILEDAAATHOT 40T ARDERTE

CiscoNX-0S V7 v =7, 7 H 7T 4 v 72 TACACS+ /& RADIUS R A ¥R — k
LEd, CiscoNX-OST /A AL, 2—HF—DT7 7T 4T 4%, THUL T 47 La—F
DIEFTTACACS+ F/2IZRADIUS X = U T 4 $—N—ZVR— b LFET, ET IV T 4

AAA DEETE
|


cisco-nexus-9000-series-nx-os-security-configuration-guide-release-105x_chapter6.pdf#nameddest=unique_68

B 7o+ romarnyvssosstons

7 La— KT,

IR S LET

AAAT BT 4V T BT 7T 471275 &, CiscoNX-0OS 7 /314 A%,

AmAnEE |

THOT 4 T BMEHME (AV) OXTRA-TEY ., FH AAA —

hoDgtEaeT7H

YT 4L La—RELTHELET, ZOTH YT 407 La— Rk, E¥a T g
=R EDOTH T T 47 a S ITRNENET,

FEDT T 4 T HREERT DT 740 P HFRY A MEERTEET, kKOFREE
WHZENTEET,

RADIUSH—/X ' )L—TF
RADIUS — D7 a— v F—)VEMFH L CT T T 4 VT EITOET,
EEEINF=H—N T IL—TF
FBE &N 72 RADIUS £ 721X TACACS+ V=N I N—T%EH LT I T 4 T HRAT

l/\iﬁqo

O—AJL

0= NDL—YFZEZFNRNRT = R T —HIR—RAEH L CT I T 4 T E2ITVE

j«o

A\

Note

PN TN—=TPRRESHLTNWT, LDV = TI—TRIRE LIRWGE

0= T R ANPGRS E T,

Before you begin

VB2 U T RADIUS %7212 TACACS+ H— R L —F 52 E L £,

Procedure

Command or Action

Purpose

&M

configureterminal

Example:

switch# configure terminal
switch (config) #

a7 4 Fal—TgrEF—RIZAD
S

ATvT2

. AAA DERTE

aaa accounting default {group group-list
| local}

Example:

switch (config) # aaa accounting default]
group radius

TN DT AT T 4 7 TTAER
E ]\/i—é—O

group-list 51¥ZIE, Z—T 4 A A—
ATKYG -7V A MERRELET, 7
N—THIE, WOXIITHRELET,

s radiusRADIUS —/ 3D 7 7 — 3L
T—NEFEH LT AT T
PITWE T,

« named-group : TACACS+ $—/3F
721% RADIUS H— SO A il & 4

57 v kT
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Cisco NX-0S 734 (=& % AMA H— i vsA R ]

Command or Action

Purpose

Ty NRT U T 4TI
SINFET,

local F=drn—h /L 5F—% _— A & fif
HALTCT AU T 4 v T E2ITVET,

TI7ANNDT AT T 4T IR,
local T9, ZAULY—/N Z—THMi]
LERESNTWRWES, FREFRES
NI _RCOVP—R T —T N BIRE
DL TGRS ET,

ATy 73| exit AT 4 Falb—var BT REKT
Example: LETS
switch (config)# exit
switch#

R T 7 4 |(Optional) show aaa accounting FIHNNDAAAT AT T 4 70
Example: KOBREZERLET,
switch# show aaa accounting

R w 75 | (Optional) copy running-config FTar T4 Xl — gk, AX—

startup-config

Example:

Ny a7 4 Falb—grila
I:o*‘[/i—é—o

switch# copy running-config
startup-config

Cisco NX-0S 7/\1 R[Z & B AAA H—/ D VSA D {EFH

VSA O E

R —[EH M (VSA) Z#H LT, AAA —/3 ETO Cisco NX-08 t—H% 1 —/LB L
SNMPvV3 /XT A — X ZfRETE £7,

A a2 —xy MNEARRIIEZES (IETF) 2, *» NU—2 77+ Z #—,3L RADIUS

= NORTO VSA OBED =D DGR EHET HIEMEEER L CWET, IETF IXEM: 26
ZEMLET, XU =T VSA ZEM LT, —xp7e &I & 2l B oYLk E M2
R—FTExE4, > ZATDRADIUS EHEL, ZOHBETHR SN AR ZHHL T, 15D
YE—EEA T arEYR— L TWET, YA F—IDIE9, YAR— DA
TarORUHE— B ATE 1 (LRI E cisco-av-pair) T9, EIFROFERXDOA NY 7T
7T

protocol : attribute separator value *

protocol |%, FFEDFFAIZ A TR XA aD@M T, separator (L. MHBMEDOYEI1T= (%
) AT arOREOBEIT (TAX Y RT) TY,

AAA DERFE .
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VSA Dz

AmAnEE |

Cisco NX-0S 7 /34 A TOFEFEIZ RADIUS v — R ZE AT 2 HE51%. FFatEHRR 02—V E
M2 TR R & & B IR T XK 912, RADIUS U — N IZRADIUS 7’12 b a v CH/RLET, 2D
FEAMHERIZ. VSA THESTET,

WD VSA 7a ha)L A7 g3 M, CiscoNX-OS V7 =7 THAR— KIS TWET,

Shell
a—W 77 7 A NWERERBET D access-accept /N7 v FTHEHEINS 7 m k2,

Accounting
accounting-request /3% v N CHEH I D 71 b2, HICAN—=2ANRNEGEENTVDHHE
L, SESIHFFTHA T IZE W,

ROEPEN, CiscoNX-08S Y7 F 7 =7 THR— FSHTNET,

roles
a—FIZEY B THENTRTOR—LO—E T, [E7 1 —/V RiE, FAV—T4%7%2A
TRY 572V A NDASTA RN 7 TF, 72& 21E, = —% 7 network-operator 35 J2 N
network-admin ® 2 —/L{ZJE L CWA S, {7 « —/b RX network-operator network-admin
R0 FET, ZOVTEMEIT Access-Accept 7 L— A D VSA EB43IAEH S 41, RADIUS
=B FEEINET, ZOBEMIEshell 70 haUEE ZUHFHTEET, WIZ, B—
Vg A D62 R L ET,
shell:roles=network-operator network-admin

shell:roles*network-operator network-admin

KIZ, FreeRADIUS THHR— hZh b ua—V@EHoflz 5~ L £,

Cisco-AVPair = shell:roles=\network-operator network-admin\

Cisco-AVPair = shell:roles*\network-operator network-admin\

\)

Note VSA % shell:roles*"network-operator network-admin" = 7213 "shell:roles*\"network-operator
network-admin\"" & L CHEE L7ZHE. ZOVSAZA T avEihe LTT7 77/ ES
. o2 FARAL AFZOREMEEZEAE L 9,

accountinginfo
FEARED RADIUS 7 AU T 47 Fa haViZgEns@t s bicr vy s a7
HMEHRMNLET, ZOBREBEEINDLDIE, AA v F EORADIUS Y 74 7 2 b D
® Account-Request 7 L' — A D VSAH/yNTZIT T, ZORMEE. 7horT 4207 7a
k= LESE® PDU CTLAMEM TE 8 A,

AAA H—/\ET® Cisco NX-0S D1 —H O—)LE LU SNMPv3 /35 A —2 DIEFE

AAA H—/3T VSA cisco-av-pair ZfE ] L T, IRDEA T, CiscoNX-OS 7 /3A AD 2 —H 1 —
Ny BT ERETEET,

. AAA DERTE
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shell:roles="roleA roleB .."

cisco-av-pair BIEIC 7 — /L AT 3 VEIRE LR TG E DT 7 40 hO =Y w— /L,
network-operator CT9°,

SNMPV3 BT, > = VBMEDRTEZIZBOWTRICE L O FET, RO L 912 SNMPv3 323
ETTGANY— T ha VR ERETAZIELTEET,

snmpv3:auth="SHA” priv="AES-128" shell:roles="network-admin" shell:priv-1vl=15

shell:roles="network-admin" shell:priv-1vl=15 snmpv3:auth="SHA” priv="AES-128"

SNMPV3 3L u h 2 WIZIEETX B4 72 a3 %, SHA & MD5 T9, I "> — 71 k
IVITHRECTE 547> 3 %, AES-128 & DES T3, cisco-av-pair BIEICZ I HDA T T 3
VERE LR STEEEDT 7 4L FOFEET 1 kavid, MD5 & DES T,

tXa7 074 UHEEEDERTE

A4 2 NS A—2DEKTE

ATRERED % — E AL (DoS) WA SN BAIT, ZhEEO B 7 A L3174 HE)
BT 1 7 L IR OB GERAAT O SIS R S S R 28 I 5 = & T 1
Uy VBRERLES L DI, BIA RT A H ERETE £

A\

GE) ZOBREIX. VAT L AL v F A== E LA, 72T AAA 7o ANFELE LI
A\ ZHERE L ET,
FE
AT RFEEETIV 3 Y Br
AT w 71 | configureterminal Ju—\)LarJ 4 Xal—gy
il - ET— RZHBLET

switch# configure terminal

X 72 |[no] login block-for secondsattemptstries| 2t — NI ZRELE T, +3TD
within seconds BIEOHPAIL 1 ~ 65535 T,

B 60 FPLAPNIC 2 [l 27 o Bk e L
switch(config) # login block-for 100 | /- 4847 100 FbDRFHETE — RICAS K 9
attempts 2 within 60 AL v FERET BT LET,

Zoavy REANTHE, TehetE 7=
IISSHZ I L7z _XTonr 7 A #dT
X, FEIRRICES ShET, T2k
Ay hba—/)LJAKNACLH, a2
Y RBADTENET,

I AAA DERFE .
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AmAnEE |

ARV RFERETIVa Y

B8

GE)

ow 74 a<y RefiAT 580,
ZDa~vry ReANTHVENRHD F
T,

ATvT3

(f£&) [no] login quiet-mode
access-class acl-name
1 -

switch(config)# login quiet-mode
access-class myacl

HE— MOV DL LEIT, A1y
FIZHEA SN D ACLZfREL 4, A
A v FHRFHEE— Rz > TV A1,
TRTOB T A CERDBES S, R
TE LRI Y — ILRA DD I
W20 E9,

ATV

(f£&) show login [failures]

1

switch(config)# show login

aJA Ly RTA—ZEFRRLET,
failures 47> a %, KgL7zua /A
VRATICEE T A RO AR RN LE
ﬁ—o

ATvTh

(f£&) copy running-config
startup-config
i) :

switch(config)# copy running-config
startup-config

FiTar74Xal—vark, AX—
FF T ary7 4 ¥al—ygla
E—LEd,

A—J 0540ty a3 nHIR

=TI AHTZVDOHZVDORIa Ay a  ORKEEFIBRTLZENTEET, 2
Nk, 22— EEORE R v a 2RO L &BfIE L, A2h72SSHE 7= (F Telnet =z
AT VAT HRIEL—YOEEN X2V 7 ¢ MEE R LET,

FIE

AU RFEEETIa Y

=)

&M

configureterminal

1 -

switch# configure terminal

Ja—)L a7 4 F¥Falb—g
E—RFZBBLET

ATv T2

. AAA DERTE

[no] user max-logins max-logins

1

switch(config)# user max-logins 1

a—W 1 A=Y OKFET 7 A K
Ty a U EEHIRLET, HEETED
HHIZ1~T7 T, |Rr 7 A AAHlRZ
LIZRET DL, 2—F 1 AbT=v D
Telnet £7-1X SSH & v 3 28 112
[RsiLET,

GE)
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nzo—rogsosR [

AU RFERETOVa Y

B8

RESNIm 7 A CHlRIE, T To
2—PICHEASNE S, HeDx—¥
(CRIRDHIREZREST 22 LIFTEX
HFh,

ATvT3

(f£5) show running-config all | i
max-login
fl

switch(config)# show running-config
all | i max-login

22— ABHZY OEKERE Yy 3
¥AaFRLET,

ATvT4

(f£#&) copy running-config
startup-config
1 -

switch (config) # copy running-config
startup-config

FFar 74 Xal—arvk, AX—
T w7 a7 44Xl — gl
I:O*‘[/ji—g«o

INRAT— DR DHFIR

A=W RAT — RFOR/NEERREZHIRCEEd, ZOMEEZEHTL L, 22—k
RAT— ROANZHRETAHZ LT, VATLDOEXF 2T 0 2L TXFET,

4R8O HHEIIZ

FIE

IRAT — ROSEE OMERRZ AT 5121k, password strength-check =~ > K& 3 2% B
DoV FET, NAT—ROEIZHIR LR, NAT— RBEF < v 7 Z2HHET, 2—3F
DHIR SN2 R SOFPANIZIRWSAT — REATTLH L, =7 —RERINETH, =2—H
THY IBERENET, NATV—FROESEZEAL, 2—F T7H U2 FAMER I X
INTT DI, NAV—REF = v 7 EARPL, NAT—RFOEIZHIRTH2LERH D
£,

AV RFEEIEITFZII Y B8
AT 71 |configureterminal ya—r\ L ar7 4 Xal—a v
) - T— RERBLET

switch# configure terminal

Z 7w 72 | [no] userpassphrase {min-length 2—H RRAT— ROF/MNEF T ITRK
min-length | max-length max-length} EZFIBRLET, AU — ROK/NEIT
i - 4~12TLFITTH 2 epnTEES, A
switch (config) # userpassphrase AV — F@%jﬁ%(i 80 ~ 127 jC?T
min-length 8 max-length 80 Tfo

AAA DERFE .



B 220 z7—rFooTror2—T0t

AmAnEE |

ARV RFERETIVa Y

B8

ATvT3

(f£3&) show userpassphrase {length |
max-length | min-length}
f5l

switch(config) # show userpassphrase
length

a—H N2AT— RO/ ERKES
FRLET,

ATvT4

(f£&) copy running-config
startup-config
1 -

switch (config) # copy running-config
startup-config

EfFar 7 4 X2l —ark, AX—

Ny a7 ¥alb—vgila
[:O‘_ Li@—o

A—HZDNNAD)— K a7 A4 xr—T )Lt
2—PIC L D2 —TFLANRIRAT—=RFANZERTL L1, A v FERETEET,

FIE

A RFEREFIT7IIY

B8

&

configureterminal

1 -

switch# configure terminal

Ja—)L a7 4 FXalb—g
T— F&ERHEBLET,

ATvT2

password prompt username

fil

switch(config) # password prompt

username

Password prompt username is enabled.

After providing the required options
in the username command, press enter.

User will be prompted for the username
password and password will be hidden.

Note: Choosing password key in the same|
line while configuring user account,
password will not be hidden.

password 473 3 > AT
username =¥ K% 72 {3 snmp-server
user =Ivr RR AN &ic, = —
P L TRAT— FASERD T =2
T RERTTDHEOAAL v TFERELE
T =R AT LI "RAT— Ri3IER
RICSNET, ZOMELZT 1 E—T L
2521k, Zoa<wy Rono Bz
FEHLES,

ATvT3

(f£&) copy running-config
star tup-config
1 -

switch (config)# copy running-config
startup-config

FETar T 4 Fal—rah, AX—
Ny a7 X¥al—vgila
[:O— Lij—o

. AAA DERTE



| AAR Dz
RADIUS ¥ 7= (% TACACS+ D RE 0%z ]

RADIUS % 7=(% TACACS+ DHEME DX TE

AA v F ERADIUS & 721 ZTACACS +— D U F— FEIEB L OT B o o7 ¢ v 7RI
ETHILEMEIT, BEBERTHLEZOIEFRRICTILENDHY £, oD bEnTz
IHTE DOERKIZIE, radius-server [host] key £ L U tacacs-server [host] key 2~ > K& 2%
AVER LET, SHA256 v v = AL, B b SN GEEZRAT H1-OICEH S E

R
FIE
AR NFERERTOIVa Y BeY
AT w 71 | configureterminal JTa— ) a7 4 X2 lb—3a
switch# configure terminal
AT 72 |generatetype7_encrypted_secret ¥— X477 TRADIUS £721%
il - TACACS+ DA R Z i L £ §. I
. . AMEED NI % 2 [FSEXTRO HvE
switch (config) # generate N -
type7_encrypted_secret T WEIX, AT D EIEFRRITRY F
Type-7 (Vigenere) Encryption, —g—o Yj—d:\ Hg%’ftéﬂfl/\*‘f/ el ‘/@%}Z‘
Use this encrypted secret to configure| ., ,._.
radius and tacacs shared secret with %ﬁ:%méjﬂ,i‘ﬂ‘o
key type 7. .
Copy complete secret with double GE)
quotes. 701/‘_‘\/ T XA FOD%%‘T%%&@H%%{K
. N=2a rzjligEmR L TkE, £0D
Enter plain text secret: e o N,
Confirm plain text secret: e B L SN G ME LR ET D
Type 7 Encrypted secret is : "fewhg" a &75)-(% 33"9}} %@B%‘%c:§i\
radius-server [host] key ¥ L O
tacacs-server [host|key Z{f L £ =
YU REFITLET,
ATv 73| (f£E&) copy running-config FITar 74 F¥al—ark, AL—
startup-config NPy a7 s XaL— gz
15“ . to”_‘ Lij_o
switch(config)# copy running-config
startup-config

O—AJILAAA7 Ao T4 50F=ZARY 58D
)7

CiscoNX-OS T/, AlX, AAAT H O T 4T T IO T 4T 4 Ou—hL vl aERE LT
WET, ZoaliZET=FX V)L YT LEY TEET,

AAA DELFE
|



B raazzows

Procedure

AmAnEE |

Command or Action

Purpose

&

show accounting log [size| last-index |
start-segnum number | start-time year
month day hh: mm:ss]

Example:

switch# show accounting log

ThHOT 4T aleFzRLET,

Zoa~y REZIE, 740 T
K 250,000 A DT AT 4T 0
IRFRENET, a~r RO EH
R B85E1E, szesl el ET,

FBIE T D#PHIL 0 ~ 250000 /XA kT
T E£lo. v 7N OBRGY—r o A
BRI AR E CE 9, Pk
AT w7 ZAOHPAIX, 1~ 1000000 T
T, T T a7 al 77 A2
BLEGEDA T v I AF T O A For
T 5121%. last-index % — U — R &
LET,

ATy T2

(Optional) clear accounting log [logflash]

Example:

switch# clear aaa accounting log

T T 4T alONKEEZ I VT
L% 7, logflash F— U — KiZn 7 7
TV alREEINTWDT AT T«
vrouarsE7VT7TLET,

AAA % TE DERD

AAA DFETE]

HMAERTRT DT, KOWTNDOOIEEEITVET,

avy kR

S

show aaa accounting

AAAT BT T 4 T DRIE
EFRRLET,

show aaa authentication [login {ascii-authentication | chap |
error-enable | mschap | mschapv2}]

AAAFRRER 7 A » BETE &
FRLET,

show aaa groups

AAA Y — R T IL—T DRE S
FoRrLET,

show running-config aaa [all]

FEfrar 74Xl —y a3
D AAABREEFR R LET,

show star tup-config aaa

AF— T v a7 4F¥=
L— 3 VD AAARTE X FHR
=

. AAA DERTE




| AR dEE
IV ErL N |

AAA ) E%E 51
WIZ, AAA ZRTETHH 2R LET,

aaa authentication login default group radius
aaa authentication login console group radius
aaa accounting default group radius

> . — — =JL =
A4 2 18NS *A—ZDHFEH
WIZ, 0B LAPIZ 3 a7 A VBRI EL L2352 100 D OFFEE — RICAD L H I AL v
FHERETHHERLET, ZOHE, v /A4 0 ORMERLETA,

switch# configure terminal
switch (config)# login block-for 100 attempts 3 within 60
switch (config)# show login

No Quiet-Mode access list has been configured, default ACL will be applied.

Switch is enabled to watch for login Attacks.
If more than 3 login failures occur in 60 seconds or less,
logins will be disabled for 100 seconds.

Switch presently in Normal-Mode.
Current Watch Window remaining time 45 seconds.
Present login failure count 0.

switch(config)# show login failures
*** No logged failed login attempts with the device.***

LUFIZ, f%E— FACL OREFI 2R LE T, FiEREFHEIT . myacl © ACL 72> 6 DR A R EASR,
TRTOu T A VERPEGESNAET, ZO6E, v A ORBERLET,

switch# configure terminal
switch(config)# login block-for 100 attempts 3 within 60
switch (config)# login quiet-mode access-class myacl

switch (config)# show login

Switch is enabled to watch for login Attacks.
If more than 3 login failures occur in 60 seconds or less,
logins will be disabled for 100 seconds.

Switch presently in Quiet-Mode.
Will remain in Quiet-Mode for 98 seconds.
Denying logins from all sources.

switch (config)# show login failures
Information about last 20 login failure's with the device.

Username Line SourceIPAddr Appname TimeStamp

asd /dev/pts/0 171.70.55.158 login Mon Aug 3 18:18:54 2015
qweq /dev/pts/0 171.70.55.158 login Mon Aug 3 18:19:02 2015
qwe /dev/pts/0 171.70.55.158 login Mon Aug 3 18:19:08 2015

AAA DEETE
|



A DEE |
B <x7—rJoo 7 rsonzes

INZAD— K 7oy 7 MEeD R EH

KOFITIL, username =< > RANBIZa2—YF RX2AT— RAHERO o P RE2FK KL,
IRAT— KN ANENR ST HBA/IIT T — A=V 2FERTDHL) AL v FEHRETD
FHiEERLET,

switch# configure terminal

switch (config) # password prompt username

Password prompt username is enabled.

After providing the required options in the username command, press enter.

User will be prompted for the username password and password will be hidden.

Note: Choosing password key in the same line while configuring user account, password
will not be hidden.

switch(config)# username userl

Enter password:

Confirm password:

warning: password for user:userl not set. S/he may not be able to login

WOFITIL, snmp-server user 2+ 2 RANJZRIC2—F AT — KA ERO T v o7 M &E
R, Z0%, 2—FIHRTHT 0 T NeFRRmTHLICAL v TFERET HHEEZRL
\iﬁqo

switch# configure terminal

switch (config) # password prompt username

Password prompt username is enabled.

After providing the required options in the username command, press enter.

User will be prompted for the username password and password will be hidden.

Note: Choosing password key in the same line while configuring user account, password
will not be hidden.

N9K-1 (config) # snmp-server user userl
Enter auth md5 password (Press Enter to Skip):
Enter auth sha password (Press Enter to Skip):

AAA (B89 %IE01ESR

Z 2 TIE. AAA OSFEEIZET A BIMEHRIC OV T L E7,

Ay

0

EEH
BEEIEH T=aTFILEAL ML

CiscoNX-OS D7 A & Z |CiscoNX-OST A &t X HTA K

. AAA DERTE



| AR dEE
ann -y semiEs I

R

E2 54k
v

COMRETH R — P ENDFHROEREE - IILE SN EETIH Y A, 2, | —
BEFEOEEDO YR — MIZFE SN TWEE A,

MIB MB®D') >y

AAAICEIET AMIB | AR — FENTWVWAD MIB #HEBELBIOF T m— FT51012, kD
URLIZT 72 AL TL &,

ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html

AAA DEETE
|


ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/Nexus9000MIBSupportList.html
ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/Nexus9000MIBSupportList.html

AR DEE |
B ey zEmEs
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



