ITD DAL

Z DETIL, Cisco NX-OS 7 /34 A T Intelligent Traffic Director (ITD) Z 4k 2 LIz D0
THBALET,
«ITDIZHOWNT (1 ~2—2)
«c TABVAE M (29 N—)
« ITD OFEHFH & HIFFH (29 X—)
«ITD 7 R— K <=V — (40 ~<—)
«ITD OF 7 4V F3%E (43 ~—7)
« ITD DAL (43 ~—2)
«ITD L A ¥ 3R OERE (73 ~—2)
« ITD Layer-2 DR (79 ~=—)
« ITD ORI (80 ~—)
o BEER (134 =—Y)

ITDIZDLVT

Intelligent Traffic Director (ITD) X, VA Y3 BLNRLA Y4 DT T v 708, v— KA
TGV BEOVIA VI NDIZODAT—=F TNIRT =X T 7 F X ZETELH, A~
TV "pN—= Ry 2T R=ADSLVFT Ty b VY a— 3T,

ITDDAY vk
cTA L L—hTOYLFTIEY N Y a—Tay
« TV RTFNRAL A~OBFBEEE AT — ML A T haroA Y v b

* Web Cache Communication Protocol (WCCP) R Y 2 —_X—Z2AD)N—F 4 7 7¢ EOREE
HREDT-DODBEMES LT —%T 7 F v DAr—1 7 DR,

TV g = INERIEEINEBEANRNES
L H—H—ERTFIALAT L RAFH LW DL FTXET
e Bl e — RS Y OBEEEEIR L E T,

ITD DHERK
|



ITD DR |
B moouc

o T /N4 A L Cisco NX-OS A1 v FHOFGE | B | RENARE,
« KiE 72 OPEX B DNE - fEpk O FE b, BAOES &
e —E XA ETV 2— LEIINEELL 2 — AT U IAETRTO Nexus A— 2o — K
NRZ oY e LT ATRE
ITD DHERE :

e AV AL — R TCON—KRT 2T R—2ADNVLFTITEy N[ BL3I/L4dr— KT
N

cERBIEDO R — FRT

e TA UL =N NI T AT BEBDOT AL RV EAL LT b, 72L& 21 webcache =Y
V. Web T 7T L—% 2V (WAE) . B A Xy via, )

T 7ATUF N BAVHIL ZT 5 (IPS) | £7EWeb 7 F U r—var 7747
7 #—/v (WAF) . Hadoop 7 7 AZ 72 E DT INA AD T T A X EANERT DIkEE

cIP AT f vy FRA

« B8] (B 10&H 5D ECMP 72 ) | —B Loy va

cMABIP X—ZAD L4 n— KT T

« /— R CINEAR /D # L Failaction 23R — I TWET

« BEDTNA A | PR~ DA

VAL LY RBEOE— RAT VLS L RO ACL

c WFHDT7 a0 ——E, ASBEBLOB>ANOLD T 7 4 v 7 XEL /) — RIZfT&E4
o B — /T T AT L A% Nexus AA v FICEBEFE RS H0LER L

«IPSLA XR—AD T =T %] LTcth— = | T T T AT L AD~VADEELR
*N+MILE N/ —=F& MABy b AZ A 5)

W —N— | TTTAT 2 AD HBFEFLLE

« VRF % 7K— K, vPC #H—

« T 7N NEFIIT 7 4V LSO VRE TOANA V2 —T 2 AL HIA L H—T =
A ADWEFFOYHR— b,

A\

(GE)  ITD NAT VRF #rkiZ 2>\ TiE, [Cisco Nexus9000 1) —X
NX-OStFa T AA4 K] © [[IPACL DHERL) £ 2=
VEBBLTLTEE N,

. ITD DR



| o DR
emz—r [

* NAT GX A7 —/UiL, 2K NAT Z#iz YR — h 9572122048 = b ZH R — K~ LTV
\i‘g—o

e IPv4 L IPV6 Dl T E Y HR— T (TRTCDOTT v F 74+ —AFIPv6 VAR —FLTWEHR
)

« ITD #REIZ £ B A —/ 38— 31 ¥ CPU ~DAF OB L
« SEHIIROD 7 v —$ % JLEE,
o BEAZ LT ) — OB E 72 ZHIBR
c[FERY A Lo b AR
s FCAA v FHNOELD ITD —E A TO L — MM
R :
T T AT U A —NDY T AR ~DETTTH
e NX-OS F /34 Z~Da—RKA_F 7280, IPS, IDS. BLUWAF #4EE L 9,

LKA MDD VM 2T F RXR=ADNFVIZO— KT 7452812k, NFV Y
Va—a rEPELET,

*WAAS /| WAE VY U a—Ya & A7 —1U 7 LE7, Wide Area Application Services
(WAAS) F721% Web Accelerator Engine (WAE) YV ax—Ya DT 747 UHEA
VI N A=A

*VDS-TC (ET A4 Fvrvia) YVa—TarORr—J 7

c NI T 4w I ELILBIZOWMT A EIZED, LAY Tue—FRRF Y —%Rr—) 7
LET,

*ECMP F7213AR—FF v XNV EEIBRZ T, oy vazbltLES, ITDIIELCINS
0. J— RKOEM [ HIER  RIEEFICHE Ny Y 225 E B2 LEFA

* DSR (Direct Server Return) &— K TOY — R—E 4558

e NX-0S F_A Z~Dra— KT 71250 . NG EABGES 25 A (IPS) & Web 7
TV r—vary 774 T Ur—)v (WAF) A r—L7 v 7 LET,

L AT SDHELAYTDuE— RNRT U ~DOATR I

RHEE—F

D7 —LEREE—F

Uo7 —LEMTE—RF T —NR—%2 A, v FIHEHTEET, 2O PRI T, ——%
IIAT N 8T 74 v 7 EIT == N T T 4 7 OEESNRTFE LR WD, BEAF
DIRETPRRy NT—I BEFTHZ LR, ==Xy NI =7 I TExET,

I ITD DK .



ITD DR |
B rccovr—rEmE—-

1:9 07 —LERFAE—F

sre-ip loadbalance ‘

e _-H"—-..
"
fi Clients
l"'.
\\‘_-_-\.___ e
a
192.168.1.10 192.168.1.20 192.168.1.30 192.168.1.40

VPC TOT o7 —LEFAE—F

ITD L, AR — F F v/ (VPC) R INT=T T IA T LV AT =LY R—1rLET,
ITD — Y RIE{ AL v F TCETENET, ITDIX, 7u—n /) — FRz@a@a+s—-EHLZrT
TAvITEHELENDLICE A, v TFE2 Tl T AL LET,

\ )

6=

VPC > U A4 (ITDNAT ZfEH L72\N) |2 failaction /347 v MEEAT 2 L C. VPC £ hTH
FERRETR ) — ROBERFIZCE T B L-8EzftR a2 L2880 LET,

. ITD DAL




| 1D DR

yorsvreE—+ I

2:vPCTHI T —LERE—F

91962

192.168.1.10 192.168.1.20 192.168.1.30 192.168.1.40

YU My FREAE—F

Yo R, v TFRET—FRTIE, 260AAL v FE2HEH LTI 74 v 7 2 RT— h 7 VAL
LET,

ZDFE—ROEREMHIZT, 70 —DEEE N T T 4w 7 L UNR—=RA NT T 4w 7 O GNRFELT
TIAT U AEBEB LT UE R bW LT, YU R v TFREAOHE LTI, 7747
VRV —RNEDONT T 4 VBRI T S ITAT U AEEBRTOILENSL T 7 AT T AL
BIOe—RNAR_XTHORBPH Y 7,

EREBEIIRD LB Y T,

Ry hT—Z BT AL RITEDOITDY—E R Wdry hU—2HIC1 SO ITD —b
ABLONERy hT—Z7HIZH 9 1 DD ITD #—ER) |

e ASIF ORI T DA X —T 2 A A LETITD $—EAREHETH Y —XIPT K
LA a—RNNFG U Ax—A,

s AT DY == 0 d D1 v X —T =2 ATITD Y —E ANEET D565 P 7 K
LADBE— R RS AF— A,

e a—YP—FXDOT /A URAL (ACL #ETr) 2MMB*R > U —2 O ITD $— b A Tl
JAENTWAEE, WD ACELV—L a2 o7 782 A MEERL, NERy hU—72
DITD —E 2D —HP— ACL & LTHEHATHIVLERH Y 9,

ITD DAL
I



ITD DR |

B v o—rrs s rRmE—F

YUy FREAE—F

fhitsids 210.10.10.11 Inekis

l sm-p
| lcadbalance

Po«ﬁf = Ll\\
. = |
\, / mm—
L b MN3k-1 nits 210.10.10.12
SV - &

) S — =
— " Po-7 Po7 /o
/o ) 2 Y ,r‘?/jm h
\ service | = A /| servica ]

L = PN

L0795

210.10.10.14
Applianca pool - two N3k(s)

H—N—O— KNS UG REE—F

ITD #— b AL, ZAA v F TRIEIP (VIP) ZAHFAMTH LI TXE4, VIP 255t L
THAH—Fy N NT T4y OAMIK, BEOT 7T 4 77— RIS hvEd, ITD
Y —E A IAT— 7 B8 — RT3 TEHY A,

Y

GE) KA A v FTRKOFIET, ITD h—EREZFEHCHRETLLERH D £,

. ITD DAL



| 1 o

sase NAT I}

4:VIPZER LT- ITD &R 8

o\ e
Bl | service |
;o) \\___ o ;
: Po-1 _Pos
4 = =

Po-3

- i ,' Clients ' Loadbalancing
_*:/(__'j VIP;
at | 172.16.1.1 Po-8

192.168.2.14

55t NAT

Py hT—27 T RLUAEH (NAT) 1. e — KT 207 T7ATUr—1, B —
VAT TT7A4T AT RENTEAINTWADERETT, Bt NAT IX, n— KT v
T TCHAENDENAT DX A FD1-2>TT,

BEHmENATD A Y v +
ITD BRI TNAT 2T 5 AU » MIkDEEYH TT,

« DSR (DirectServerReturn) £— RKOREBD L H12, r—_—TF—LNOTXTOY—/—
MMEABIP 7 FL A Z KR A NTAMLETHY FHA,

e = N— P T AMERRNTFSA T MI, BWICN TG 7 4 v 72 KIBIP T FLA
WCIEELE T,

e 0 — RRZ U IV —N—DEEEZHRHL, 77947 MR T T4~ P —N—D AT —
HAEBH LR TYH, b T 74 w7 B@URYy—R_"—2 VXA L7 N LET,

eNATIZ. ZF3A TV "L EF—NR—DIPEET L TeFa VT o 2R LET,
*NATIZ LD, BBV —NR—TF— LB TEY— =% B84 SERO RN ELET,

SESEREATDONAT OHF T, HEFENATIZ, RORAY v FRHLHT-6, AR T
BB SN E T,

ITD DAL
I



B & r7rozzm pan

ITD R |

CEELEIZI IA TV INOEBEIP T RLA~ND T 7 4 v 7 3FEEWMZ O, T —

N=ZVZA VL7 FERET,

CEEBEEIIITAT U LB EELIFT—N—~D N T T 4 v 7 (ks SR) 1T, K’
DEIITHEBINET, BELERITITAT UV IENBIEBEIP T RLAND N T 7 4 v
1T, V=AML EREERII YR~ N T T 4o 7 E LTEBRBLILRY A A LT b

SNET,

cBEHGEN DR ETTEL I TAT U b~D T T 47 (U= RR) 1L, AP T

RUREEETIP T RLRAE LTHESBRINET,

WL, AP 7 KL AZHH L7 NAT Z/r L CTWET,

R 5:xEIP7 KL RIZKk% NAT

‘WWH:WLHO‘

(] ]

Loadbalancing
VIP:20.1.1.10

Src-mac

1 Nexus MAC Router MAC
AN Server MAC  Nexus MAC

Nexus MAC  Server MAC
8N Router MAC  Nexus MAC

10.1.1.10
10.1.1.10
30.1.1.10
20.1.1.10

20.1.1.10
30.1.1.10
10.1.1.10
10.1.1.10

R— bk 7 KLRXZH (PAT)

PAT Tl, EBEDOT FLABLOEELER— IR 120~ v B Y 7 RLAB L OEA DR~
MIEBEND ZLIZE->T, BROEBEDT RLAR 1 DO~y BV 7P T KL AICEHR
EhnFET, FHTELIHE, EBORE LR — NEER~ v BV R—MNEHESRET, =
L. EEOR—IRXEHTEARAWVEAIZ, T 74/ T, v v B R— MIFEEOR—
HeH LR UA— R (0~511, 512~1023, 35X 0V1024 ~65535) LIRS FuET, PAT
TIHHE DO~y B 7T FLAEFEHT 5720, v—T 4 V7 AEERT KL ADOMH %)

BT ENTEET,

FE&E S NAT & & U PAT

cITDIZLAF¥3/ b AY4Du— R NAF LU 72U £

. ITD DR

307367



| 1D DR

vxian £ o I

eNATIZLDATA v L—h B—RRATFUI U IRYPR—FENTHET,
* NAT & PAT Ol 3R — b EnTWET,

e BY—NR—PEIITAT L BT ZEICLY, —R—1P Ly NTU—7 2L
e

* NAT & PAT (%, Nexus 9000 77 > N 7+ — A THER— I TWET,

6:RBIPT7 FLREHA LT NATE KU PAT

@ 2,

Client-1 S o
10.11.10 ITD 30.1.1.10/8080

Clients

Loadbalancing VIP: _

o 20.1.1.10/80 e

Siep? | ServerMAC | NewssWAG | 101110 [30.1.1.10:0080
m-m
“Stopd | Routor MAC | NewusWAC | 20111080 | 101110 _

VXLAN £ ITD

H—DAA v F YV a—varTho7zITDIE, VXLAN 7 7 7 U v 7 Du— RANZ oHh—b
LTHBEST 2 L 5 ICm £ L7

T s AR T T ) v 7 TR, = — vy (VM) . BERO T — (B
i@#~fxmﬂﬁ)%77nyaéw_Aﬁéﬁ SEZER TR /21T V —T AL v
FIZEHE CX £9, ITDOver VXLANKEREIC KV, 77 7V v 7 2RI sz — N —
@m—Fﬂ?yvyﬁﬁﬂ%K&Diﬁo

ITDOver VXLANIZ XV, 77 7V w7 3K e o — RAT o — L UCRE L, REIE
FLARNY LW ABMITX AL 510720 £, ITDOver VXLAN 22— N5 4 & LTl
HA+2E, 7770 v 7NODEEDOETCHEVAYAT T IAT LV AEVATYTITTI7A47T
VAMEERCTEET, UL, B (777 v 2 BROe— RARNT U T IDOREST
£,

ITD DHERL .



B vuntom

ITD R |

7: 72770y ok —RKNS YUY

Each entry point acts as
a load-balancer and
telemetry engine

Switching
Fabric

i i i Client Servers  §

L4-L7 Appliances &

— A RX—=2 Y= R— TV — gt —_— WebW—— Ty AT T F—/b,
WAAS, IPS, IDS, BEXOPET A F v v oGO0 s 747~ (a—INABLOKR—
=) =T %2 TC) BOILGENRSHVET, VT 74 v 7 OEIKICHETLEREET, 77
TV o INDETNAANSET 7 A4 T 74—/, WAAS. IPS. IDS. B LY —— i
L8774y 7T HERITERICEETT,

ITD Over VXLAN /X, 7747 et —N_"—F 723 A TY4BILR LA ¥ 7 —E XD
Fzdbv, "I T7 4 7 ERERHELET, ZOEFEREFEH LT, EERNT T 4 v I oM
ETUA N ERMELFET,

n— RARZ v ZTHEE TR, RARTIP (VIP) 23, DC 7 7 7 U v 7 2RI E S iz Y —
N=T 7 =ML o TRESNLI T —ERAEZME L LET, SFSERIZTAT N (m—7
NInE T 77V v~ FFVE—buar—varnb) MEEDOT—EADOERERET
He, TNHDOERIZFEICINSLDY— =D VIP IZEE SN ET,

ToR 72013V —7 A A »FTiE, ITDIFEETIP 7T RLADE Yy b~ A7, 5 IPT L
2 (RFBIP7 RLR) . BEOBEETHLA Y3 ERIFLATY4 74— L FERELT,
N DERE Y ——M AR LT,

ITDOver VXLAN L, T /34 A T NN—THNDOY—_— () —R) OV T AR ERERT D200
AVTITANI I TFxaEELEST, Ny b (BEy b ~vRA7) ITESWTZIA4T b B
5747 DYy —EATHRENTZT T FSVIZNEELES, /—F (—n—) &
N7y NDEBFRIFERY T ARIZIESNT, ITD X, 7 IAT MNP VT 7 4 v 7 &7y b
717 W= EE DV — 2 BEICER L, —H LN T 7 4 v 7 EREDOY—— ) —F
WV HZA v PLET,

P R—=NEE LR I o e G A ERBRIC R 5 125 A . ITDIZY AT N v T 7 4 v 7
ZIENE ) — RIS —FIIERE DAL N, ) — RO T —TIZHBRICY Y 2 %
T, 74y 7DEVL TR, Tu—52 A F N, ) — RICHBIWILEF T 52 L10k-T
EHINET,

ITD Over VXLAN [ZFRAE. DirectServer Return (DSR) OHE& L MEREZ M L TWA 7=, P—
N=DIEENT TAT > MIESERFEEINET, ZHE 7770 v 7 IEGF L AN, BiE
VXLANEVPN 7 7 7 U v 7 CTHAR—FENTEY, VXLANH O PBR % ¥ 7R — k3 5 Cisco
Nexus 9000 2V — R AA v F CTHAEVFR— SN THET,

. ITD DR



| o DR

vxian £ o I

ITD Over VXLAN %, 94 v L — FOWETERINET,

8: Direct Server Return

= =R

Client Leaft Spinei Leaf2 Serverd

Client and Server1 are in different subnet
Leaf1 is the Router/SVI

Leafd is doing the load-balancing to servers
Servers and PLB leafs share a subnet

501487

VXLAN tRA %L1 ITD DFBREDHE

ToR AA »FTHD VXLAN #&H O ITD 3% E DM EIZR D L0 TT,
cAROBI—N—EREL, T A TA—TEERLET,
e JN—TDITD $—t A A LV AZ U AZER L, LFEET LET,

« H1E9 5 ITDOver VXLAN F T 7 ¢ v ZIZRAEIP 7 KL (VIP) ZEEEEAT T £,
VIP i, T34 2 T V—THNOP—_"—%2FKLET,

s DA R E BN L E T,

e —VERET I T A TITEUENDIA X —T oA A%, P—EADANTIA
H—=T A AL L THKLET, TDYV—ERE2A X—T NI LET,

e h—X— (ITD / — F) BEEFHINTWHDETRTDOY —T7 AL v FIZE—DITDHRTE
FHEALET, INOHDOV—TAL T T, ZTOY—EADODANA L H—T xR
LTL3IVNIAZRELET, ITD Y —ERE2AX—T NI LET,

ITD DK .



ITD DR |

B vntcomoryy

ﬁﬁ TEIX
£

VIP: 6.6.6.1

VXLAN ETOITDDO A1) v
« 777V v T NOEBEDOGANI S EINT-— 3~ | VM | 2T FTOARZK
e N— R = TIEFE L7

BB SN ) — FOTF—F L —ND ) — RO~V AE=Z Y 7 e Fu—T7 03
o

LT LA RUIE, == (DFV, VM/ 2T FTD4ARR) BIXOTFIA4T7 A
(T AT 4w I T—EFB L F—) OFEZWD [ EOX HITHRT DT HONTOZEM
R L 9,

CTITIART 4w TR EELET,

* VXLAN % v k7 —Z7 5B+ (VNI) A % —7 = A A OAR I,
777V v I NOEED AL v FRITORrR— KT v 7 OE,
« FEEE RO B @FEH,

< HELEL AT L

c HRER T RTDOF—F B Z— MR —%2{ 27~ VXLAN-EVPN 7 7 7 U v 7 TEI{E L
*7,

. ITD DAL



| o DR

Levao—knsyeugizont |

LA4v20— KNS TI12D00WT

LA¥2 (ITD-L2) 2— KT > 7%, CiscoNexus AA v F TOLAY2NT T 4 v T4
B, a—KRZov 7 BIRVEA LY bOEDDN— KT =27 R—=ZADSLFTTE
NYVVYa—32T9,

)

GE)  ITD-L2 ##El%. Cisco 9500 EX/FX 7 A 1 — R CIEV AR — SN TWHEREA,

ITD-L2 IE, BH— OB > 7 Z{E T 28O Y 7 OEAIR T, EERomEY) v

ER— b IZI—=TIN RV LT, e (B oWEL) » 7 ORAER) LILRMEE R ESE
B ERTEET,

LAY2HRD 1 DOR— MIEERFELETDLE, FT T4 v 7L A Y2050 OFR— M)
DD £,

ITD-L2 #EfT2 &, BRE—RTTIAT UV ADY T AX HERTE £,
LA4v20—K NS 1R
ITD-L2 OEREIFR D L B0 TT,
e TJA L L= TOYNALFTIEY NV Ya— g
bV = U I REEIL S NVEANRK S
« TV RFARAL ZA~OFBEEE AT~ LA Tr haLld Al v b

s @Az 2 — RART U OB EHIBR L 7,

IMDLAv20—KN\S2O2UTDA) Y k
ITD LA Y20 —KRT7 v 7DR) Yy MIRO LB TT,
ARV XA VY FBXIOr— MR Z s
«IP AT ¢ v X MBI OE L)
e AR—FD~NVAET=ZY T
« Bz — RANT o OB EZHIBR L £,
Ny VU 7R BB — OB SHTITKTFELERA
« A v FOTRTOR— ME, AMGBE N T 74 v 7DV F A L7 MERH S ET

A R

ITD-L2 #pE D EREHOFlITR D BV TT,
« 77 AT U F—ILDT — L ~DAMDHE,

ITD DK .



ITD DR |

B mueorkosons

e VDS-TC (EFF v via) YY)a—arw2Ar—Y o7 LET,

e NTUART LU N EBE—ROTNRA, A B2 —U T LET,

ITD-.2 D bR B DDA
Lok T va Al ROPINFRESNET,
< ITD-L2 DHAR hARm v
« ITD-L2 K o> fifi FH 51
cBHEII DB DNy 2 DIIRT 7 a v

ITD-L2 #pexfEAH L C. Bl Rry NV THERHEIND T T IA TV A~DNT T 4 v I %
BRI TEET, ROMIE, IPSRIDS TNRA AR ED N T T 4 v 7 BARSET DHLEN
AT TITAT VAN T 7 4 v I NIEEINDIERN R U RLTWET,
H9:LA4v20—FK NSOV TDEE ROD

| & _200.165.201.0

(=]
¢ -
. BIRININ TS
y .
— 2 a =i
Q
g
Q (]
- - Hardware based
— s algorithm
[ splits the traffic =
209.165.201.10 No MAC or IP
rewrite done by Q
ITD-L2 FS:

WOBNZ, v 7 4 v 7 PAFRE N GERREIC KSRy FU—2 TOITD-L2 O—fx#y72
FRFIZ 7L CWWET, =D TiX. Cisco Nexus Data Broker ZfEfHL T, R v o7 7 4 v 7
Davr—EEEL, BHxy NU—2 &2 25— 7 L T0ET,

. ITD DAL



| 1D DR

m-z2o rRasof |

10:LA4¥20—F NS T FERA

| Flow sets:
S1, 82,
S3, 84

__ 4 209.165.201.0

- . | Flow sets:
i S5, S6,
Eth 11 S7, S8

OG- G- (-

a Flow sets:

ol S9, S10,

IS o .. 811, S12
S (]

Flow sets:
513, 514,
S15, S16

TCAM based algorithm
splits the traffic
(there is no actual hashing)

209.165.201.10

WOFNZ, ITD-L2 #Ep DR T 7 > a AR L TWET,
11: ITD-L2 ¥&RE D Fail-Action

| Flow sets:

Flow sets:
| S5, S6,
57, S8,
51, 82,

__ @ _200.165.201.0

aaaa FEth1NM1

- - 83, sS4
G Flow sets:
Q¥ S9, $10,
< .. S11, 812
e (J
Flow sets:
TCAM based algorithm S13, S14,
—_ splits the traffic §15, 516
209.165.201.10 (there is no actual hashing)

WOFNL, IO H BNy Y 2 i L7 ITD-L2 #Es DR T 7> a v 2R L TWET,

ITD DHERL .

;

:



ITD DR |
B . r2n-—rnsooovomzes

2:EEHDHB/NY 1 %#ER LI ITD-RLEBRDOKET I a>

A
209.165.201.10.x

- th 112
| Q ITD-L2 e

LTD-L2 port-group external
interface Eth1/12
interface Eth1/13

- @ Q. LTD-L2 svc
— o port-group external
=< Sre-vlan 10
- —rrad load-balance method dst ip
i Q 2 no shutdown
a .
. ‘ Nexus
C Data P LTD-L2 sve2
; \ Broker Eth 113 port-group external
dest vlan 20
load-balace method src ip
A TCAM is programmed LT
209.165.201.20.x at vlan level to
B redirect the packet

LA¥20— KRNSO VT DEHREH
LAY 20— RNZ v 7I0E, ROFHESRMERH Y £,
* +4372 TCAM %A X3 VACL IZHID ¥ THNTWD Z & AT 2 MENH D £77,
TCAM ¥ A R ZH R+ %121E. sh hardware access-list tcam region =~ > K& L %

9, Y72 TCAM A X03E ) 4T HR TV WAL, hardwareaccess-list tcam region
VACL <256 DFFED Y A X> =z~ Fafifl LT, #de TCAM ¥+ X&EI0 24 TE T,

—

T84 R F)L—F (Device Groups)

J— R, NI 74 vl BAMSHTE ZYEY— R — Yy — R~ FFY—E AT
FTAT VAT B ENTEET, 2RO/ —REITNA R TNA—TDFIZITNA—TE
N, ZOFTNAL AT N—T %P —E R~y TEET,

ITDIET A A T N—T %Y R—=bLET, TR TN—TEHERTDH LT, RERE
T&EET,

CTNARATN—T D) —R

CTNARATN—T DT a—7
Ta—7E, TAA AT N—T Lo EE ) — R LUV TR CE £, /— K Lo
Tua—TE{TOBAE. TNEND ) — RIZHEEO T 0 —T TR ATEER -, /— RZLics

BDICHAFA RTHLENTEET, /— R L7 —7 1%, BEEREICONWTE ) —
RER LIRS HAVNERH LTV A TRILHET,

. ITD DAL

307731



| o DR
MYS5RE2Y2Y .

ITD VS RZY2Y

ITDIX, FILT AL AT N—TIZEEND ) —RDI FAX) T Y R—FLET, ITDY
FAEY 7T, /= NIZEERRETLE, BT — T NADB T 7 4 v 7 BRLY T A
WOBEREL TWD ) —RIZU XA VLY F D10, T 7 4 97 ~DEBRERESNET, 7
FGAEZN TR, VT T 4w T BT RA AT N—TDFTRTD /) — R CARDHECT D LELN
HDEN, J— ROV Ty NOLPHEIZKREZRHAL TY T AXEZEETIHILERND H50
IS B E T,

ITDV ZAX VT RERTDHE, TNXAATN—TND ) —R& 7 TARII BT TE
FT, 7T AZITEHOHBA AT YT, BHHEZBENTEES, FITAXERICEY, ITD
IERONCFEICZ 9 AZNOMD ) — R~D T = — LA —N_"—%RITLET, 7 TAXANDOTR
TOH /) — FIZEENBAE LSOOI, ITDIERFEI T A, R TIV—TNO T T AZHND ) —
R~D T ==V == A FET,

TNAATN—=TINNDOLUEDT 7T 4 T2y —E R Lo THEHEINTWDAEHA, Eyia
VENLTCI TAAICET D) — FEHIBRTE £,

\}

CGE) «ITD X, /— R LV DRAZ N, J— REFIFHR Y N AZ A ) — REFFOT A
AITN—TWXBITFTALY o TEYR—FLTWERA,

« ITD IX. fail-action bucket-distribute THO I T A X ) T WP R— ks LET,

ITD Y —EXADEHDTNA R TIL—T

Cisco NX-0S U U —2 7.03)I3(1) LA, ITD —E A THEED T /34 A T —T RN KR—
ENTVWET (TREZZBRLTLSEEW) , ITDYV—ERIT, SFESERTAAM AT N—T%
B3 ESEhy—F Ao~ — b~y 7 E2AKRLET,

KT NARATN—T1F, BpHY—CREZLEL LETH, RCANA ¥ —T oA RTEE
TORRDLIATONT T4 v IR LET, A F—T A A LD NI T 4 v 7%, (RAAIP
7 RV RIZHEASW TG e 7 A AT N—FZV XA V7 FERET, RIS F—T A A
TITD 4 —EAZLIZEBDOT A A I N—T% Y R— 45 L, ITD #LETE £9°,

ITD DHERK
|



ITD DR |

B vrosr—+

13:TD Y —ERRDOERDTINA R T I—TF

—

4 /:-t' t'h -W}“‘
1 estunaton ]
N P

SR wnsmers

Clients

500106

Device-group 1 Device-group 2

ITD % —E A THEEDT NA A T N—T%FET D HIEERTERBINZ OV TIL, ITD OfER
Bl (80 RX—) EZHZMLTLIEIN,

P R— R INDT A R TI—TDEIZOW T,  [Cisco Nexus 9000 Series NX-OS Verified
Scalability Guide] Z#ZH L T 723V,

VRF O HHKR— k

ITD $—bE &L, T 74/ F VRFE THT 7 4 /L SO VRE THRERTE £,

ANA v HE—=T 2 A ZE, ITD VP —EAFICHRESNTZ VRFIZEL TWAMERH Y 77,
P —E A2 VRE PR SN T RWEAE, A v H—T =4 AXT 74/ h VREIZE L T
WAVENRH D £77,

Cisco NX-OS U U —2 10.2(1) LABETIL, ITD 734 A Z)L—71Z%F LT VRF ML T £
T, TRTOTFANA AT N—T ) —F A= L, ITD T3A A I —T RIS
VRF CEZEARETHLIMERH Y £7, T /34 A Z)L—T|Z VRE BHERL S VTV RNEA
P —ERADTRXRTOANA LV H—T oA ALEEfHT ONIZT ANA AT N—T D) —F A
PN=3, P —E R SAL72 VRF CTRIERRECTH D Z L 2B T HOMNERHY £3, T/
A A T N—T LY —E A VRF RSN TWARWES, 3 —E2ADOTXTOANA & —
TxA AL, BEMTONTZT AN, ATN—T D) — K A _—F, T 74 /v VRF CTHIE
ARETHLINEND Y £,

ITD DAL
1 I


http://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-installation-and-configuration-guides-list.html

| o DR

JL—% ACL

ACL (i +1A

r—sact |}

ZA wFiE, ITD &R L7-V—% T2 a2 ha—n J R~ (RACL) 29 FR—hrLE
bgAO

RIUCANA L H—T7 2 ATITD & RACL 24 C& £7, TCAMIZX 71— RSN 5K
FAE O RACL 1L, ITDIZ L » CTAR & 172 ACL & = —FHERL RACL & &b 7= il ¢,
RACL CHEAL S 1172 permit A7 — h A2 b & deny A7 — bk A2 ME, ITD 2L » CTIERR S 1
TACLFFABX N XA L7 b = RY EEESNET, ZOMEICKY, ®RLE T
T4 I DT ANEY L TBILCREMSHET) ZENTEET,

\)

GE) «ITD AJjA % —7 = A4 ATRACL Z##ik35 &, ITD HeHIfeE L £ A,

T T 4 7IRITD Y —EA%ZKRA KN LTS ITD AN A ¥ —T = A ATL—4 ACL %
BT OMERHLH5E. EHOOEREBICH L TOMEMEREADNITHZ LITTEEYE
boo ZOHIROFEAZ OV T, [CiscoNexus9000 1) —X NX-OS1=F ¥ R k JL—
TAVIEEAAR] © TRV —_R—=2 V—F 7] OEHD R ——2
N—T 4 T OEEFHEMIRFE] OHAZRL TIZIVY,

Ad & BR4t

1429 I)L— K ACL

A2 — RACL#SREZfEHTAH L, ITD V—E 227 7 A#HHY 2+ (ACL) &%V X4
THZENTEET, ACEIZ—ET DT 74 v 7 OHN — RiZlan-> CTAMZE S, fill
DRI T4 TET 7+ NDOIV—T 4 T J—)LIZHENE T,

CiscoNX-0S U U —Z933) LI, 1 DD ITD $—E A THRAK8ODT 7 A U A Mai% ET
TET, KT 7R VANERADOT NA R 70— (w/VF ACL) | %@Hﬁé EMNT

XFET, BEDT /A A T—THRN 1 DOa—WF— ACL IS I ST\ 53 %@7
IR A TN—T BB EN, ?7%»%@?N4X7w~7ﬁiigéhiﬁo_®%
SV, ITDIZESFEEFERACLIC—ETA NI 74 v 0 28 FEIERTNNA AT N—T &m~
AV A /A S-3=3

kR4t ACL

AN ACLZREL T, ITDAITD B — KT UMM LRAT 5 T 7 4 v 7 i ETE £,
B4 ACL 28I D N7 7 4 v ZIZRIBAV—T 4 7 &3, ITD 234 XA L E9, B4+

ACLIX, EEILT7 4 — NV RS T 4 — NV FOBFIZE ST T4V Z ) 7 TEET, R
S ACL1X, AR IP 7 KL ADRNZH Y £,

A9 NL—FEEURS ACL IZ&D/ — FOESEIEDEBME - ITHIR

CiscoNX-0S U U — xmunuh ~NF ACL £ ACL 2 LT, —ER(2k»
THEHINDGT A AT N—TI12 ) — Rahli§ 2 2 &R BIMEITAIBRTEET, /—F
ZBMETIZHIBRT 27 31 A 7/1/—7% LEICTANA A T N—T4TITD By a r%1E
RTEET,

ITD DK .



ITD R |
B rerrrizoonaysy

BRDBTFNRA AT N—TZHEH L TCWBE~/ILF ACL DA, 1 OO ITD B —E 2D Fich b
1 DDTNSA AT N—TI1Z ) — REBMELIFHBRTEET, ZOEEL, ZOTNA AT
N—TZfEH L TRV ACL D87y FOFEIY B THTITHEE L 5 A,

ITD V—E 2D ACL ZRET S L., ITDIZ/ — RETA Yy haAHE D YT LET, ITD
P—ERADEIN ACLEREDEA., /— RE2BMEZITHIBRLTYH, BAACLIC—ET D T
T4 oI BLETA, TDORNT T4 IFIN—T 4 7 ENT-FEFETT,

)

GE) <~/ F ACL LBINACL O HFIZONWT, RE N, J—ReAdRy b A2 LA, ) — NEH
DTN, A TN =R U CEEIET ) — FE2BMERITHIBRT 22 8IETEEEA,

Fow 7 ACL

Cisco NX-OS U U —2& 10.3(1)F LAFE, Fw w7 ACL (X ITD NAT —E A TCTHHR— I E
j—o

e w7 ACL B ITDNAT —E R IZOAHEMA s bd5EE. Fey 7 ACLIZ—#%T5 b
TavZidFeyraiEd, ITDNAT #fiH L7z Fr v 7" ACL I VRF %5 ToH Y, VRF
] NAT # R CfEH C& £97,

REIP7ZFLADIZA4ILRY DG

AP 7 RVAZFEHL T, ITDO NI 74 v 7 274 NEZ YT TEEST, N T T 497
TANZ IV THOEMBIP T RLAEY TRy v R 7 OfAEDEIL, 57—/ KT
DOHYHR—FENET,

— rBEER—ZRXQDT4NLE2) T

R—EBHFTEEHLC MDD NI 7 4 v 72T 4 NE ) T TEET, LA Y4HR—h
(72 2T, A—180) ICEASWT R TI T4 v I BT 4 NEZ I T T HEDIT, IROFIENRT
A= hFZINTWET,

« —HT H5ER— B

FEACAR— RS 80 DAEE DB E I EITFEHIP T KL AR LET, W KMBIP T
1 1% 0.0.0.00.0.0.0tcp 80 & L THERR SN TWET, )

« —HT HEETLAR—

80 LIS DA — MIITD /34 /XA L, A—bF80IXV XA L7 hanEd, Wl : kot
ACL (X, permittcpanyneq80any & L TRRESNET, )

I DR — " EF D
ITD CTix, R—br T &I 12T >, HEOEMEIP 7 FLA{TERETEET,

. ITD DR I



| o DR
AU A |

Ry FXAR NA

Ry BAX UNABEREIZ, AA v T E MR LT, BERRERAR Yy NAZ N J— KRB
L. HNAERAIREZ2 AR >y hAZ N ) — REBRINLC, ENEELL / — RE@E X
F9, ITDIE, EENBELL ) — 2495k LTWe 774y BT A b, Ry
NARZ UL J—RIZVEA VI FTBLIICAAL v TFEHHFELET, 2O —E X%,

Ry NAZ N, J—RETIT 47 J—REDEE~Y Yy B 7 E2RE L EHA,

PEENEAE L ) — FRBOEERICRD L, 77747 /—FeLTExasnEd, 8ifF
MDRY NAZNA J—=FIpbD T 7 4 v 7i3udD /) — N2 FA L7 hEh, By bA
BN )= RIFAZ A )= FDT—=)VIZRD £,

HED ) — RCTEENRBAELEZSGES, TNLT_RTO /) —REHELEETHN T 70 v 71E, &
VN RIRE/R Ry R AKX VA J—RIZUVEA LT hERET,

Ry RAZ UL ) —RiE, J—F LV TOBERTEEST, /—F L-ULT, BT
SNTT 7T 47 )= RBRRMUIESEAICOBKR Yy hAZ NS, ) =R T 7 4 v 7 &%
L7,
ITDIZIN+MTEMHEZYR—FLTBY, M/ —FKIEINT 2T 47 J—KDEy hAZ N
A4 J—FELTHfETEET,

BEDOADAE3—T (4R

HEDOANIA v HZ—T 2 A LT T 747 VEAL L7 DR —%2@#HATBHLIIC
ITDHV—ERAZERTEET, ZOKETIE, BH—DITD—ERAEZMHL T, SEIFEkA
VE—T 2 A AHNETDH N T T4 v D) — NI EA L7 FTEET,

CiscoNX-0S U U—2R 7.03)17(3) LAkE, RICAJIA v H2—T = A A% 2DODITD —ERIZH
HBEZLENTE, 1 DDOIPVAITD —E & & 1 DD IPV6ITD — E AN A[REIZ 2 0 £,

IPv4 & IPv6 DT DITD —ERIZFA CANA v F—T A A EH5H & IPvd & IPv6 D]
FDORNT T 4 VPRRICANA U H—T 2 AZEIEFETHZENTEET, IPVARNT T 47
BEUVXA VY N T DD IPVAITD R Y —2NH S, IPv6 N T 7 4 v 7 &2V XA L7 K
THDIZIPVOITD A Y v —EH S hvE T,

)

CE) RUAIA v E—T oA ADMEED IPv4 ITD —E R £ 72138EE D IPv6 ITD —E R THHR
ENTVARNWZ EEZHERLTLEE N, VAT AIZNE HBIICEAES, VP R—F&hT
WER A

GE)  ITDIPv4 —E A, IPV4PBR AR U =0T TICEA SN TWAANA v F—T = A A TiX
HINZTEER A, ITDIPv6 —E R, IPV6PBR R U > —R T TICEH SN TWABATIA
VH—T 2 ATIIAMMZTE EH A,

I ITD DK .



ITD R |
B o x72~nzz=8y2y

DATFLANILAREZARYLY

T, EHEEZREL, EET VA 2L L ET,

ICMP, TCP. UDP, DNS. BLXOHTTP 72— NV R — N TWET,

J—FRIZEHRESINAVE—T A ADEEHE

Cisco NX-0S U U — 2 7.03)13(1) LAFE. ITDITD X IP #—E A L~UL 77U —A > | (P
SLA) #REAFIALC, &/ — REZEMWICT e —7 LET, LEioV Y —2 Tk, ITD %
Internet Control Message Protocol (ICMP) #fiH LT, 4/ — F&EWMIZ T e—7 L %7, 7
=737 74 TIOROBETEESHL, IBETRETEET, ZTnbiFF~To/ —
RIZFERHCEESNE T, T ZA—THRO—fE L TF e —7 2 cE 7,

Ta—71E, TN N CIEFEBRIT LERICEERBELIZEESINET, ZOREET,
J— ROIRMEIT THEREAR 4] . A7 —# AlX TPROBE FAILED| (2720 97,

/ — FEZEDNE

= FRF T REBE L TY—2r 3D &, ITDIXNT 7 4 v 7 OHli & F/NRICEIA T, &
774 v 7 &Y OEM AR ) — NICHEA T 57O ABIMICRO X 27 24TV E T,

PEENRAEL ) — FEGIEMIS K OITAZ NS ) — FBBRIS TN D0 E D nE
BLES,

« AZ UL ) — RWNEHARERBE. VT 74 v 7 B D ) — RO & LTED
J— R&E#EILET,

EMARERAL A )= REMEATELHE, NI 74 v 72 BT 5T 0T 47 ) —
FELTEDRAZ A J—REBERLET,

PEENFEEL ) — RO T 7T 4 TNCENTAZ AN, J— RN T T4 v T %
HEV Y TTLEIICHBNIC e T A LET,

JO0—JDa1—Y—F&xr,5YTID

2= IMHD T v 7 EERL, TNDHEE/— NEEfT 2 enTcEEzd, /—F
W= —FEDO T v 7 NE DB TENTWDEIEAE, T 5 ipdatéakiz, 7 v 7 2
ET D2 —Y =Ko THERENDIVERHY £3, ITDIX, /—RZH LW LT 7 Lip
dalD #E 0 4 CTEHA, 2=V —ERXDO LT v II1E, 7TV, AXZNA BIXOFEY
NAZNAL J—=RIZHOVETHZENTEET, =2—P—L, ITDEY a2k osTE
mEn=H L —Rea—F—ERDO N7 v 7 2HV B THI LN TEET, ITDICL-T
EREne T v 713, 2a—PF—EBRO T v 7 L LTHEHATEERA,

2= WF—EEO T v 7 EHEALTH L — REBNT 246

itd device-group dgl
node ip 1.1.1.2
probe track 30
node ip 1.1.1.3
probe track 40

. ITD DR



| o DR
erms |

node ip 1.1.1.4
mode hot-standby
probe track 50

itd device-group dg2
node ip 1.1.1.6
probe track 70
standby ip 1.1.1.5
probe track 60

)= RIZa—PF—ERDO N7 v 7B RWGEE, P—EAXARFEC/Ro7o L T, ITDF—E X
i track id B X WipdalD 2%|9 ¥ TE,

E 7 F#HA
V7RI, VU RA v F E—RT20DITDET —E AT/ — KD~V A AT —
F2AEREMLET, WTFTROADOITD BT —EZXDOY o I NE T LEBEAED N T 4 v 7
BEAHSOIIHESLHET,
L ITD $—bE XL, 7 $—b2RE2EHMITe—7 LT, BELZKRELET, ping (3H
ITD £ 7 $—ERGEEEINE T, IGEDPZE SN WEAE. 3EERITSINET, HEL
HRITEEIIE R TE 8 A,

\}

GE) v —EAMETIE, P—E XM T/ — RO 7 = — LA — —ZA[ERIZT H7-DIT,
fail-action fix/N 37w M E 1IN v b DL D fail-action / — REBRTHIMLENHY £9,
HIZ, WTFNIDI—ERARR Yy b AZ N, )= RERT ) — K LV DRAZ N A Zffi
ALTWAEA, A7 x—d— =3V R— b INnFHEA,

- - e N
Failaction BZ|Y T
ITD @ Failaction {2 L V. FEEREAE L) — F~D T T7 4 v 7 %1 LEOT 7T 47 ) —
RICHE VYT CaEd, BEXRELEL )  —FRFORT 2T 4 71005 s, BEFEOUIENEF
BaEnEd, 7XCTO/—FBZ U LizGE, N7y MIBEICLY—T 0 7 EnET,
4T O Failaction A W =X A%, IPv4 P —E R EPv6 VI —E RO THER—FENET,

\)

(GE)  Failaction BBE%S A4 X — 7 I T ARNC, ITD F3AL X T A—F 20— 7 23R ET A LEN
&) @ ij‘o

Failaction / — FOOBZE|Y X T
D RREY LT D) — R T BN N T T v 7 ANy ML RER ST
H—#D ) — R CHRINCHREENEZT 7747 7 —RIZEEID Y CENET, HLSFEH Y
TENE /) — R THEENRAETLIE, VT 74 v 73 RIERRERT 7T 47/ — FIZH
BB CTCINFET,

ITD DK
|



ITD R |
. Failaction / — FD&/]M/34 v & (Failaction Node Least-Bucket)

J— RNEE L, 2L EDOREE A X2 RRRWGAIL, BEENRAET DRI — FITRAIZ
DY THNTWERNT T4 w7 Ny "BRFD ) — RIZFE DY TCENET,

Failaction / — FD & /M4 v & (Failaction Node Least-Bucket)

=R HL 20— RIBEEMTONTZ T T 4 v 7 N7y NI BUER/NED
o274 Ny b T T4 7 BRELTWDT 7747 /J— RICEREID Y TS
FT, BD/ — FEEZLIZ, NI 7497 ATy RRRLDRWT 7T 47 ) — R
RHR S, EENBELL ) — N2 bNeTXTONRT Yy RRZO/ —RIZVZ A L7 b
SNDHD, BRIV Y TSNy Vel OT 7747 /= RIZOoBTEET,

J—FBEHE L. ThL EDOREEA N2 bR WEEIE, BEPEET DRI — FITRIN
FVETOENTWIE NI T 47 Nry ERZED/ — RIZHEED B TERET,

Failaction /N4 +4% &2 (Failaction Bucket Distribute)

P —EANREN LA, ITDIFNEHT LI ALEFHL T, 774~ /J—ROSESF xR
=l VAR TIA=Y )= RT LR DEBEEM E R ORBE NNy 7T v R E LT
FANCBINLET, / — KR F T T58, 20O —R~D T 74 v 7%, BEEREKLS
WERWIDT 77 4 7 Ny 7T w7 J—KRIZVZA L7 hEj, ZOHROREEIZONTHAEE
WCUEA VLT &, TRICE > Tar "= = AOBIER /BRI Z b E T,
J—RPREETLE, BRI T T4~ LTI/ —RZEVEToNTWE T T 4w 7
Ny WIRED ) — RICHEEI DY CaEnET, 774~V J— RBREEEERETHY, HL
KEHE L7z ) — B BERIENOENT 77 4 T Ry 0T T LTMETS VT 7 0 v 7
Nrohb, ZONT 7 47 Ny MIFEIDVYTINET,

CiscoNX-0S U UV —293Q) LI TIE, T RXCDOT A AT N—TDDOT T4~ J—F, F
TET NNARATN—TDERRID2DTFTA4<Y J—F (OhThhvbignd) 23, J—RIEi
B 70 HEFENEN CHEANEBIR SN E T,

\}

GE)  Zo7na U XANE, HREHER N T 7 4 v 7 pBE RS LTOETR, — REENS
B LB DRERGBERIET 2D TIEH D £H A,

Failaction Node-Per-Bucket

KED ) — RIZEENRRET D E. Ny hOERKR LD — RREI S, X7y b
L. Ny OB R LD — RGRB LT, T 7T 47— RIS nEd,
ITD X, BER D72V b ) —FR&EEDRLFEN L, TXTORT y hRAFHEID B TE
NHBET, 2O/ —KIZ1 OOy "EEID YU TES, LEN-T, TXTONTF v M,
BODTRTOT 7T 47 ) — R THWEIIHBENET,

. ITD DR I



| o DR

\)

J — R ITD Fail-Action Ko v 7 ]

6=

\)

CiscoNexusNX-0OS U U — 2% 93(5) LA, ITDITD (X, / — FOEAIZHESNWT, 7 =—/LF—
N5 ) —RE#BHILET, /= RIZEAPHEINLTW WSS, 774/ NOBEZLHR
RS ET,

G¥)

failaction node-per-bucket & TR L TS /) — KD/ — FOERIVFR— SN THWEY

/\/o

/ — FFEZ T ITD Fail-Action ® ko v 7

Failaction &1t

/ — REEHERED ITD Fail-Action Drop (X, /X7 > h&L—TF 4 73T 5RDVICRr v 7 TX
% X 912T % failaction &7 3 T, RS, ROSUEDT T EN5BE. 75
AU J—=FNIZED Y Tonry MIRey 7sivEd,

« FIA=Y J—RNWBFU L LTWET,

« 7T A4=) J—FNIHERENTWDEARZ R, ) —REREFHRYy b AX 4 J— K
BETLTWNET,

s HEID Y TCIHEHTZDMOT 77 47 7 —RiZb o ¥ A,
Cisco NX-0S U U — 2 10.1(1) A&, Z DA 7> a v &R D failaction A Y v K& —FIMH T
& %7, drop-on-fail

* Failaction / — FOHE| Y 24T (Failaction Node Reassign)

s Failaction / — R ®D#x/N3% ~ k (Failaction Node Least-Bucket)

* Failaction /3% > R 43fil (Failaction Bucket Distribute)

« Ny N & D/ — RO Failaction FF#] 0 24T (Failaction Reassign Node-Per-Bucket)
N7y FDRT ARy TRFRT 7T 4 W25, ITIDNBRT 7T 47 /) —REBRELT

N—b =y T2l T0TITLTHET, Ay MIRRy TSR E IR 4, 2O,
Ny MEFRY A AL FERET,

Cisco NX-OS U U —2Z 10.2Q2)F LIfE, ITD 7 /3 A ZV—7DO—f & LT, /—KIPT KL
ADTFIZ) =R Lr-ULD AL A [P 7R ETE F9, Failaction Bucket Distribute T A Z /3
AIPERETETET,

CiscoNX-08S U U—2922) KLVAHITIX, /—FRB¥ v o35L, 20/ — RZBEEMNT R
7223w R, fail-action 7V AU RADREINESTT VT 47 /J— RIZHED Y TEINE
T, 7L, HLS R Y TENTE ) — FICHRIBICEENRE L-SA., BET 7y a v
DOFEEFHIAT LIk, KOEE ) — RO NI T 4w Ny NeROT 77 47 7 — R

ITD DK .



ITD R |
B rcony o rEBEER L TDNAT

HEV Y TTAIMERDY 9, BEENKELE ) — RNy 2T 75 47 ) — RIZHEHE|
DU TTLHEOBEBIEIL, vy NT—27 RT3 —< U AT L ET,

fail-action DL TlX., /— FBRF T35 L, FATRERTXTO /) — ROAT—F AN
BRUNCERNICESESINE T, BEELE L TREEINZTXTO /) — ROFEIY 4L, KR7T 7
DAV AN RALNIIESWTEITEND =0, HEIV Y TOMRY K LUICKDEEN RS E
j‘O

Cisco NX-0S U U —% 93(3) LIk, Z ofifbid, 7 REAHESN TWDIHAZERE, +
RTOYP—BERZK L TT 74V N TEDC 2> TWET,

VPC D /N7y FEEFZ R L 7= ITD NAT

Cisco NX-OS U U —2Z 10.2(2)F LAF%E, vPC / — R ® Fail-Action /3%~ KA C ITD NAT % fiff
HAT&Ed, 2o fail-action 7> a3 kb, ANy MIFRIERS N7y &2/ — R
~ v BV IR TEET,

)= RBVPCRTRIKTHE I THE, Ny MMple vy 7zl gEnYcaniz/—
R vPC ZETRICIZZA2 5 X 912 LE 3, VPC @ ITD NAT T fail-action /X4 >~ BiAfi 2
THZEEBEID LET,

Failaction BE| Y B TZFEA LG LES

Failaction (2 X % /) — FOHEF D Y CTEZRELLWEAIL. kO2 20 F I ANEZLNE
@—O

TO0—J %% L T Failaction BE|Y ZT% LAY

ITD 71 —7 TliL, /— ROBEESY —ERABEAEEOMAEZRE T Ed, /— NICEE
MNIAE LA, failaction R ES N TWRWED, N T 7 4 v 7130 —T 47 &h., FE
DU CINFEFHA, /—FNREETAEAE, TORIELEZ ) —FKN T 7 v 7 QAP ZEME L
ij_o

JO0—JMO#EK7 L T Failaction BEE|Y KT LAWY

Tu—T7 BRI TWRNWE, ITDIZ/ — ROEEZEAMHTEEHA, /—FRBF 7 LT
H DT VT 47 J—R~D 77 4w 7 OFEOUTERITV LA LY FEITOVEY
/L/O

ITD/ —FDAVTFHFURXRE—F

ITD Y — VY ADEEHE ) — R, AT F U AERIIT v 77 L— RFEOZDIZEHR Ly
LOCTDHDVERDLLERHY T, ZOM, ZhbHD/ — Ridxy NU—27 N TEIERRE
TIN, FT77 497 OZERCUBIZIIFEHEINET A,

NR=2 g3 101Q) LIk, BHET DT AL XA T V—TFHNOZD X H7R21TD /) — FEEH EY v v
N LT ALY, J—REALVTFF U RAE— RIIBITTEXET, /— By v b

. ITD DR



| o DR

wEsom s —kia—L sy ]

Tt hHE, = RIIBIERET AL AT N—THROEN T FARA v F e LTRSS E
TN, ITDYV—ERZZED /) —F~D T 7 47 7u—0DkEEEIEL, thoERET 2
T4 TR =R Fx E9,

)= FOEHY vy FEUVIREEZERTAHZET, /J—RDOA T F U AT— REMERTE
¥4, ZHICEY, ITDY—ERT ) —R~Dua— R RS20 N7 40y 7 Ju—4iE
BCTE £,

TIA=V, Ry b RAZ AL B —F LSV DRL N, ) —=RiE, ArTF R
F—RIZTDIENTEET, TNARATNV—TNT I T 4 TP —ER Lo THHINT
WRWEATH, /= RET A AT N—TNTEBRE Yy MY U FEREFFE Yy FE D
SNIRDGEDRH D £7,

BFEEROITD / — K HR—ILFEEY Y

J— RIRBEEENGEE Lz, ITDIX. /— b7y h~DE ) BTl T, EH L
TIT 4TI — R oEE L/ — NI T7 vy TJu— XA L7 NLET, ITD
J — FIETCIRBOEIINENZ 2> T RWGESE, 7277 471D/ — KM Tr7 74 v 7
TJa—nNYnEba-0Ne, a—Y—EENY By FENSEEEMERH Y £, F7-. BlEE
REMEHBICAETTD ) — R ~D T 7 47DV EA L7 baHTHZ EIXZEELLL 20
BENRHY FT,

N—=U=3 2 101Q) BT, /— FOEEZ TH>TH, DN T 7 v 7a—%U X
AVI NT50ESTZDIC, FFEOBMOBEENEAE LK, — REBENICELRSE S 2
ENRTEET, ZiUE, /=K (FI9A~VERERY B AZ NS FZF ) —F L A
BNRA) FTRTANA AT N—TDHR—IVRF T LEVMERED Y N e XA ~v—%ER
FTAHZLICE - TCERSRET,

e IR—I)L RE T UREED LEVMESI U R LI ESHTWAEA, ITD 1L, | [HOEE
O, J—FOBRERIZN T 74 v I B IVEA LT FENDZ L EFTLET A,

e AR—IVRE T UEED LEWVED T PR T LD REL DL IITHRESN TV DEEA,
ITDIX, RESNTCA—NV X T LEWVES A ~—IZHETLIATAT 4T T 4 R
TEREALET, ZUx. S — FROKR— IV KX T UORII, FBESNTZA—I RET D
LD I T ML= E D 0B L ET,

To%, /=Rt TRA R ITN—=THND ) — K TEHEO shut 3 X M no-shut /- LT, A
YTFUA T 4y RURICEERRE THIUX, BIELT 77 4 TR RIBICET Z N TEET
(ITD / — RDA T F A E—F (26—V) 2L TIEE)

Foid, BET LT A AT N—T A LTI R TOF— 22 EH BT L,/ —
FAZENERRE THIUT, TOBRY—ERZFNI LRI — FEEATE 2801220 %
R

MDY JEhokFavnN—Ux0R

ITDZ. IP-SLA 72— 2N LT RRA LV FOAILVAE=Z ) U 7234 L BENSR
LI RRA L IS T VT A TR RRA VNN T T4 v 7B XA VT NI 5B

ITD DK .



ITD R |
B moysoeroravni-—vrox

B LORKT 7 v ay A=A L& LET, TDIT N T 74 vy TJu—%TF7(2 L—
FCRMABEB IR XA LY 572D, TXTOITD A Y v NG0B THIOT 77 4
THRIVRRA L MIVEALY hFTAZEICED, =m0 REA LV MNEERO N7 4 v 7
LE R/ NRICIZ 5 Z ENRARAIR T, ZOar "=V AR, e —7 %A ~—, B
BT 2 A ~—. BLON—FU = 7RO BRI DRI K-> TR £,
CiscoNX-OS U U —2 10.1(1) AETIL, ROFRE, hArY 7Ty T 4+—4h BLUOA
=)V OHESEFRIHAHEH LT, ITD / — REEA X O 1B RMOa L N"—T = v A%
TEET,

« A4 v FTPBR FHEa L =V x AR EZ AN L ET, FEMIC OV T, [Cisco

Nexus 9000 Series NX-OS Unicast Routing Configuration Guide., U U —% 10.1x)J @ ARV

R ADN—T 4 T O] OFEZZLTIEE N,

Ny NEARDRIRT 7 v a sy A= AL EFEHLTITD —E R EHELET,

s ETE BET /v ay ARERADOBRNY—E A& AT ) — F LoULETdER v b
AR N, ) — RTITD FNRA A T A—T 5L ET,

N

CE) T IT747 J—FREZIIIHELTDAZ A J— RIZEEN
FAELT-5A . failaction NERE I IV TWRWSEA, T 740w 7
DOEINPBIEINET,

N=RNU=T T RIvI Ty T T= IPAENRS>TND I L 2R LE T,
« TV RAA Y PEFIITD / — PR E#EEGE S TEY . YT 20 L TEETETH D 2
LR L TIZEN,

LAY IPEA S =T AR

c LA¥IR—F Frxn

YT H =T xR

cH O A L —T 2 AETITHE DL A Y2HR— T ¥ RALDRA L N— T
% Ff> SVI,

« VPC BT T ITD M E STV H5E D SVI #£H O—E D VPC (Cisco Nexus
C9316D-GX. C93600CD-GX., C9364C-GX TOHLYHR—1K) o FT T 4 w7 T X—
P AxM ESEBHITIE, MFDVPCET T, VPCDOA LU NR—THDHTXTDA
VHE—T 2 A ATHT 7 ANNT U — N LET,

* Cisco NX-0S U U —2 10.1(1) LAF&, ITD 7> K 222 /3— = A% Cisco Nexus
C93180YC-FX, C93108TC-FX, C9336C-FX2, C93240YC-FX2, C93360YC-FX2,
C93216TC-FX2, C9336C-FX2-E, C9316D-GX. C93600CD-GX, C9364C-GX TD AWK —

I TWET,

C93180YC2-FX, C93180YC-FX-24, C93108TC2-FX, C93108TC-FX-24,

. ITD DR



| o DR

A

GE)

AL v TFDETNHEEIL. AA v FOEAET ID (PID) &F#

LFET, AL v FIZHESS BN RV ERERL A £ 3955 PID 13

FREINEEAL, —KIZ,

INGOPERPID bR — b ENFET,

AL v FRFHE— FENTOBHE,

sswo284 |

ITDY 7 A Rarv =Yz Ad, ROEE T 7 7 A NVERIIRZEOHOTYHR— R X

ﬂfb \iﬁqo
ITDH—ERXBH=|ITDH—ERTE |[ITDY—ERHBE= | ITDHY—ERHT- |BEEIZLYEES
UDINTy L (DA IL—FK YD VIP DO#E YD ACE D |ZITH5H—EXD
ACL D% #
64 8 N/A 512 (64 x8) 2 (ITPv4. 11Pv6
PF—r )
04 BALAS 8 512 (64 x 8) 2 (I11Pv4. 11IPv6
P—ER)
256 IPv4 D 35D ML 1024 (256 x3 + |2 (I1IPv4. 11IPv6
ACL. IPv6 D 1 256) H— )
20 ACL
256 ML 3 IPv4 @ VIP, 1024 (256 x3 + |2 (I1Pv4, 11IPv6
IPv6 O VIP 256) H—E R)
256 (VPC L [1>OF ¥ vF |47 1L 256 1 IPv4 —E &
ITD DFE) #+—/L ACL
256 (VPC o> &4 L 1 ¥y v FA4—/1|256 1 IPv4 —E R
ITD DA VIP

T4t REH

CiscoNX-0S A4 B A FROMHEFEOZEME . A4 B 2AOBEB I OEHO FIEIZHS>WT
IZ. TCiscoNX-0ST7 A & 2 A K] BLO [CiscoNX-OST A o A A7 a v A K]
EEHRLTLIZE0,

ITD O’F

FIA L HIMEIA

ITD (2B 2 EEFHE L HRFHIIRDO LB Y TT,
*ITD X, KDT T b 74— A THR—F SR THET,

ITD DK .


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/licensing-options/cisco-nexus-licensing-options-guide.html

ITD DR |
B mosrssacnnss

ITDVA DY HR—+

* Cisco Nexus NX-OS U U — 2 10.1(1) LAF%, Cisco Nexus X96136YC-R, X9636Q-R.
X9636C-R. L UX9636C-RX 7 A I — KB HPR— M THET,

* Cisco Nexus NX-OS U U —2% 9.3(1) LAK&, Cisco Nexus X9788TC-FX, X97160YC-EX,
X9732C-EX, # LW X9736C-FX 7 A » 71— R %{jif 2 7= Cisco Nexus 9500 ' J — X X
AT,

« Cisco Nexus NX-OS U U — 2 9.2 (1) LK%, Cisco Nexus C9364C, C9336C-FX2.
C93240YC-FX2 AA v F RV R— FZINTWHET,

* Cisco Nexus 93180YC-EX, 93108TC-EX, C93180YC-FX. & XL TNCI3108TC-FX A A
FRIR—F SN THET,

«CiscoNX-0S U U —Z 104DF L&, ITD X, FTF 74w o7 Dua— RS20k
UK A LT arDl-Hic, Cisco Nexus 9300-FX2/FX3/GX/IGX2 7T v b7 4 — L A
AvFLEOY—EADANA v H—T 24 AL LT, GREBLWIP-IP b /LA >
H—TxAf AP R—FLET,

N

GE)  NAT 5B RENFG /2> TV 5 ITD —E A%, IP-IP B L
GRE Fo NV A B —T 2 A A ANINA L EZ—T A AL LT
PR—FLEFA,

ITDV6 DY HR— b+

« Cisco Nexus 93180YC-EX, 93108TC-EX, C93180YC-FX, &L TNCI3108TC-FX A A
FRYPR—F S TVET,

* CiscoNX-0S U U —29.2(1) LAK%, CiscoNexus C9364C, C9336C-FX2, C93240YC-FX2
AA v F PP R—FENTHET,

* Cisco NX-OS U U — % 9.3 (5) LAF%, Cisco Nexus X9732C-FX, X9736C-FX, B LW
X97160YC-EX 7 A > 71— K & Sup B+ % 2. 7= Cisco Nexus 9500 >V — X XA v F
MY R— I THET,

* Cisco NX-OS U U —2 9.3 (5) LAF%, Cisco Nexus C9316D-GX, C93600CD-GX,
C9364C-GX. B LN CI3180YC-FX3S A A v F NP R — I TWET,

* CiscoNX-OS U U —Z 10.1(1) LAFE, CiscoNexus X96136YC-R, X9636Q-R. X9636C-R.,
BELUX9636C-RX 7 A » 1— KB AR—FZHTWET,

« Cisco Nexus X96136YC-R, X9636Q-R., X9636C-R, £ L X9636C-RX 71 > H— K
X, IPv6 —E 20— R X507 LAY 4R— a4+ 7> g &2 R— b
LCWEHA,

+ CiscoNX-OS U U—Z 104()F LI, ITDIX b T 7 4 v 7 Dua—RRZ 7L
A VLT arD=HIT, Cisco Nexus 9300-FX2/FX3/GX/IGX2 7T B 7 — A5 A

. ITD DR



| o DR

m ozesEssnsE

A F EDOPV6 I —EADANA v H—T 2 AL LT, GRE h>R/L A L H—
T xA A&V HR—FLET,

* Cisco NX-08 U U —Z 10.1(2) LAF%, 1Pv4 8 L OV IPv6 % fi 1 L 7= PBR I
N9K-C93108TC-FX3P AA v F THHR— N ET,

«ITDIF. X7 ARy T IPT RLA~DATTEZIFHINC FEX R— 2T Z & %
Y AR—FLTWERA,

HERO T — NNy 7 B I OROERIT, ¥ —7 v MERE Y — AR O )5 TITD ¥—
EANT ¥ v b= ROBHEIZORYTR—FENET,

¢ 5ESE NAT 1Z. IPv4 TOHLYR— K ENFET,
e V— LV ARAAL v F A ——F, L3ITD — A THR— N TWET,
« SNMP /L ITD TIZ¥R—FENTWER A,

« RTEEBEELZFH L CITDEEE T A, ITD YV —ERX &2 vy M T T HH0EN
»H Y E4 (shutdown) .

sVPCET ZfEAHL TWTH, ITD 85z 35 & (shutdown 2~ K) | h I 74 v 7
DTS E T,

* CiscoNX-0S U U —293Q) LIRE, IPv6 X/ — R L XD T a—T LT, R T —7
L7 —7 %Y R— bk LET,

« /— R LUL®D IPv6 TCP, ICMP 'B—7 3 H AR —F I TWET,

* Cisco NX-O8 U U —2 9.3(5) LARE, ITD |LEAf+ Z o fail-action node-per-bucket % 78—
FLET,

o AT g iE, IPvA B EXONIPv6 TEATX £9, bucket distribution

A\

GE) Ry b AZ AL )= FEERT LY —EATE, 7241 T
7 ay ANy MR SR T AL

* CiscoNX-OS U U —210.1Q2) LAk, LA ¥ 3IR— F ¥ XNV AN TA 2 —T oA X%
FERLERY o —_—2 )L—F 1 7%, CiscoNexus 9300-X. FX2. FX3. GXTOR ¥ &
FX, GXEOR A A v FTHR—FEZNET,

* CiscoNX-OS U U — 2 10.1(1) BABE, ITD %, 9T failaction A ¥ v RTHEHTE 5/ —
FEEEA 7 g & LTdrop-onfail 7> a &Y R—rLTWET, ZOF T g
IXITDIPv4 55 KX NPV —E A& 4R — k LE 923, ITDL2 % —E A, ITDL3NAT H—
VR, FRET —ERAEHFEHLZITDL3 by —E A IR —FLEHA,

Cisco Nexus X96136YC-R, X9636Q-R, X9636C-R, I L N X9636C-RX 71 > 11— NiZ,
drop-on-fail 7"~ a v &ZH AR —KFLTWEHA,

AITD O SRB Y UOHEEIZIX, ROHTA KSA DV EFHIRBE ERINET,

ITD DK .



B mosrssacnnss

. ITD DR

ITD R |

* CiscoNX-0S U U —210.1(1) LA&, ITD 27 7 A % U > 7’1 % Cisco Nexus C93240YC-FX2,
C93108TC-FX, C9316D-GX, C9364C-GX THHR—hr SN TWVET,

«ITD X, /=R LV DRAZ NS )= REEIARy b A2 N, ) — REfFoOT
NARTN—TRND ) — KD FZAEZY TR —ELTHERA,

«ITD 7 7 A& U 7%, fail-action bucket distributefail-action 47 > 3 > TO AV R —
FENnFET,

s BT RN EINI I > TNWDY—E AT, ITDY 7 AFX Y 73V AR—FrEInTwn
FH A

o )= KRBT NRA AT N—TDELTHERENTWBEA, ITD 7 7 A XV 713
N N (U=

ATDHTEAU R A= DRBEEICIE, ROAA RS54 U EHIBRFENERSN
F9,

« CiscoNX-0S U U —Z 10.1(1) AR, ITD 7 H > F 2o _"—2 = ARPR— k
ENDDITRDAA »FTF, Cisco Nexus C93180YC-FX, C93108TC-FX,
C9336C-FX2. C93240YC-FX2. C93360YC-FX2. C93216TC-FX2. C9336C-FX2-E.
C9316D-GX. C93600CD-GX. C9364C-GX

cITDY7Eh o Kary X—T A%, ITDover VXLAN, LA ¥ 2ITD, B L UNAT
KD ITD U —E AT AR — XN TWERA,

cITDYV 7 h L Rar X—V A, B~V RiRA v bhOEEICOAEAINE
T, HEORKRET Y RRA v MEEIIZEA S NEEA,

PBREH L AN—T 2 U AT EIC, ITDT Y RARA v MIRERTRER Y o 7 fEE
LcHmHENEZA R FTYHR—FINLET,
*PBREH I N—V xR T, SVBMDOSLAZZIE N7 v 7 & —#ICEHA LT, ITD
DIVPOa L R—=V 2V ABFEBRTLHZLITTEERA,

s WOPFEEFHEL L ORI FHEZ R/ ACL #REICEH L ¥,
o B4 ACL VL, R 7 7 2 AHIHx= Y (ACE) & %V HR—+LFET, ACE EA
Y AR—FINTWEEA,
o [RAFACL DFF A ACE & —ET 25 T 7 4 v 71%, ITD XA XA LET,

* Cisco NX-0S U U —2 10.1(1) LARE, /7 — ROMELE L OBMNE L OHIBRIE, RS ACL
M L72 IPvd BEOVIPV6 —E XD THR— SR TWET,

c RDOWTFEHFHER X OHIKEEA > 7 /— K ACLBEICEA L,

+ ASIC O 1 #t TEA D 62 fHlD ACL DANHETEET, 5 ACLIE, 1 DDOT L%
FEbEd, MU ACL BEEDA v F—T =2 ATHRESNDHA, FLTULpdt
AENET, 2L, HFACLA—EDO= L h 2584, ACL O 7~ L 3dfa &
T, FOT7LO ERIT 62 T, —#KbH72D 62 Hd ACL Ofil[RfF& TAA v F



| o DR

3

.

3

m ozesEssnsE

H7-0 150 ITD H—E R &2 FHT 52X, AJIA v F—7 =4 A% ASIC DBEEALIZ
SSEEREBNEND Y F9, FEAIZOWTIL, IPACL Ok 22 R L T 7Z &0,

EEITENT A —F FE TG/ NT A—FZ DONTNNTT KL R T L—FFE7-1TR— h
ITN—TEL L THREENEZAT V2l N I NV—T %2 D>ACEIZV A— SN EH A,

IPv6 ACL (%, ITD V% —EAD T 7 4 v 7IBIROT=HDA I NV— KT 7R YA
FELTHRETEET,

AJJACL I, 2= —EFKACL D LA Y 4 R— MHZ P R— LT EEA,

permit A v KZ£D ACE D& ACL THAR— h &7, tho ik (deny £7=-
X remark 72 ¥) O ACE X I ET,

1 >® ACL T K 256 DFFF] ACE BNV HR— S ET,
Failaction IX / — R CHAR— N TWET,

ITD i, £ > 7 — K ACL#ERES 72134 IP 7 K L& (VIP) #REO W g
A—hrLETN, MHITEFE—FLEHA,

A7 NV—RACL ZfH L CITD &Mk L, HEEFEILIPX—ZADr— K X7
THEBEHLTCOD5E. ACEDREITIPVA Y7 Ry b ~AZ 1L /3212FHZ LiET
EFEHA, F00F. TARTA—THNDO1I DU ED ) — R T 7 v Ha—FK
NWNFGov T LT, 7740y 703y MUIZES) Y7 3%y b~ A7 BRI
TWBHA 7 )— K ACLIZZ DD ACE BdHSHA. BIETIPv6e 7 RLADH 7
S b AZX/1281CT B2 LITTE LA,

A7 NV—RACL ZMEH L TITD M L, 580 IP X—ADr— R T
ZHEHALTWDEE,. ACEDSELIPVA Y7 %y b v~ A7 13 /321252 L3 Ta %k
Yh, £, TXAATNV—THNOIDLUED ) —RIZhTFT 7 4 v Ea—RNRT
YT LT, N7 4y Oy MUIZES YT Ry b AT PR S LT
HA 7 — R ACLIZEDMD ACE 236 5356, 5656 1Pv6 7 RLADH TR b
TAZIEN2ITTH I EIFXTEERA,

B—RNRF v T Ay RICESSEEILT RVRERIFSAET RLADOY T Xy
bR 70X, RSNy N ERBIER D D, ETET A R T NV—THOD
J = R AW TRE R Ty M e BN & 2 LERH Y £37,

703, WU TRy N AT EHEHDOACELV—NVOBREERALTC NI 7 4 v I %
O— RNRZ v 7 TEDLD, 26D ACE 2 ITD Y —E ZADBIDA 7 — K
ACLNIZERELC, "I 74 v 0% /) —FRIZVEA LI v T52EHTEET,

Te& 21X, EEILT FUANB2E—ETHACE &, FELT RLAR 24 % & —#
T 54D ACE ZFf>A 7 /b— RACL X, N7y bA32 & U TR S L7255 o0 1P
T RLVAOB—RART U IRER SN TWD, £7212 /) — REROT A RS
N—FNa—=RKRT T NI 7 4w 7 PR ENTWA Y —E AN CTHEM L7
WEIIZL TSN,

* Cisco Nexus NX-OS U U —2 93(5) LIk, A > 7 L—RNACLEZMHLTrT7 7 1 v 7

BT A4NE) L TTEY—ERAZH LT AILENR YR —FENTWET,

ITD DK .


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/6-x/security/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_Security_Configuration_Guide/b_Cisco_Nexus_9000_Series_NX-OS_Security_Configuration_Guide_chapter_01010.html

ITD DR |
B mosrssacnnss

* Cisco Nexus NX-OS U U —2& 9.3(5) LARE, A > 27 /b— N ACLHRE CThe/hE Y b m—
KRGy IR R—hFEnTnEd,

* Cisco NX-OS U U —2Z 10.1(1) BAR&, w/vF A 27— R ACL 2/ L7 IPv4 B &
WVIPV6 Y —EADIEE ETO / — ROBMB X OHIBRA YA — F S TnET,

* CiscoNX-0S U U — R 10.4(1)F LARE TlL, include ACL /b— /LD L A ¥ 4 AR — N &
ZOMOF— FME (TFELL 2 . TEOREW) . TXO/hSW) Z2E) M
HEnEd, ITD Y —EARICAEREINZAAry N T 7R VARNNONT T 4>
IDTANEY L TIERSNET,

e T I HBAVARNTLAYA4R— AR —FEHHALANE, TCAM ACE Off =R
i b A%, 2 ORERL har dware access-list lou resour ce threshold Z 1 f 42 &
ERHY ET, Zoavwr ROFEMIHOWTIL, [Cisco Nexus 9000 3 U — & NX-OS
X2 VT AT A ] © TIPACL DR Ot7 g 2ZRLTIESN,

» Cisco NX-OS U U — & 10.4(1)F LAR%, ITD i, Cisco Nexus 9300-FX2/FX3/GX/GX2 7
T RNTF =L AL FDOGREBLOIPIIP ho )b A X —T A A% LTH|
EARER LAY ) — F~DU XA L7 arEiin— RT3 o 7Y R— b
[—/ i ‘j‘o

N

GE)  NAT 3EHERER B N2> TWA ITD —E R L, Fr gL A
VH—T 2 AN L CREARERLA Y3 ) —F~D Y XA L
JvarERFe—RRART U L T ESFFR— N LTV ERA,

e Tu—7 +F7T7 4w I ERDCOPP VT AIHET L L EBAIOLET, £ L
L, =T I T 4 IIET I HNVEITT I FH I RDCoPP Y T ALY, Ry &
NAHFRRERHY, Tu—7 T 7 4 v 7 DIPSLA N ANREAELET, HERBRIC
DWTIL, IPSLA 247 > F @ CoPP OfRk MWL T FE W,

cITD kv a i, KT AR—=FENTWETA,

e« J— R LD Fu—7,
A

() =2V —ERXDOINT v I EMEHATH/ — L~ 1rDFa—703Y
A—FENTHET,

Ry PRE AL ETNT ) — RV DRZ N ) — REFOT S AT N—F,
BT HEEPHEICR s TV DI —ERIZL o THEASNTWDT NS R T —T,
s LAY A4 —RNTUR T a BRI —E A,

CBRRDTNA AT N—THMHT 2EEOFERIP ZF oY —E X,

. ITD DR


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/ip_sla/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_IP_SLAs_Configuration_Guide_7x/b_Cisco_Nexus_9000_Series_NX-OS_IP_SLAs_Configuration_Guide_7x_chapter_0100.html#concept_F5023DAB0E52483BAC63E01469CF1EFA

| o DR

m ozesEssnsE

T NI Ty T— BT E, LVELDTCAM U Y —ZA% ITDARY v —T
HFHTEL2LICRVETH, RV —OEFERIZ T T 0 v 7 3HErT 2 EMERH D
FT, FEMICONTIEL, X2 U T AT A F101x) 2R LT 7E30,

¢ ITD-L2 B X NITD b A ¥ 312t fEBIOA ¥ —T = A ANRMETT,

ITDDF = v 7 RA v b EWERO T —/LRy JHERIL, —EANRNZ T LTWBHEHEIZ
DIHYR—FENET,

o BERRSE NAT BEEIC(Z. ROHFA RS54 U EHRBENMERINET,
+ Cisco NX-OS U U — 2 10.2(1)F LAKE, ITD [ NAT #tatz 4R —F LET,

+ CiscoNX-0S U U —R 102Q2Q)F LAF., ITD XL A ¥ 3/L A Y4 —R T 7L
FA Lb—ha—RK AT 7 +NAT 2 L E4,
c ITAT VU INLDEYS—NR—=IP oY —R_—IP Ly NI 2 R#ELFT,

eNAT (L, VIPBIWEHIZ7 2 ha/L/R— T R—FEnTWET, VIPARLT
Y R—FENFEEA,

cFUY—N_N—ty hE2EALTCa— KT V2175546, IKARIP (VIP) (ZIZ—EF
O L4 R — hEGPLETT,

o R— FEENEEOV —EATH UEA, NATIXRICT NA R T v—TL ) —R%&
HARACTE £HEA,

o 7 R vV EHINEN IR AT R 1024, T R v 7 EHINENR A1 672 O NAT
x> kU OHIIR,

« Cisco NX-OS U U —Z 10.3(1)F LLFE, NIK-C9364C-GX $ X U N9K-C93600CD-GX P

HIBRIX, 7 b2 v 7 BN 72> TOWDIEAEIT 1920NAT = b U . H&hil7z-
TWAEATT 1344 TF,

+ Cisco NX-0S U U —2 10.3(1)F LA, ITD NAT (277 4 /b b B L VT 7 44 hESL O
VRF TH—E R LT/ 2 T =T &K | LET,

N

GE) ANIA v E—T A RLEHET BT ANAL R T L—TF ) — RH,
T _TNAT 56D ANT > TWDEF—EZDF 7 4L LISk
D[R T VRF TEEFRETH L5 AL, ITD h—E A & ITD 73
A AT N—T Ol J5CVRF Z PRI T 2 0 ER H Y £,

(G¥)  ITD NAT VRF #a%i2 2\ Tix., [Cisco Nexus9000 ') —X
NX-OStFa )T #EEAA K] @ [[IPACL DR &7 v =
CESZRLTLIEIN,

e NAT IPV6 [ZV R — SN TWEHA, IPv4 OHABTR—FENTWET,

ITD DK .



ITD DR |
B mosrssacnnss

« least-bucket 35 X T8 node per bucket 35 & U8 bucket distribute fail 7 7 2 = > D &3 Y
R—hINTVWET,

A\

(GX)  ITD NAT | fail-action nodereassign CTHA— h SN TWEHA,

« ITD NAT /% Nexus 9300 TOHY R — FENTWET,
« ITD ¥ 7 [EH#IL ITD NAT TiZ¥AR— F &N TWEH A,
«ITD v v a VIZNAT AR —h L TWERHA,

e Ry NARUNA THRARTN—T BIO/ —F L-ULDRAZ /31 [ XITDNAT
T A= EHEA,

o« 7 RANH A Xu[EA T > a3 X, ITD NAT AJHE/R Y —E A TOFTRTD VIP IZ & -
TL[Z‘Z/E: wC“‘é"o

* NAT IZ VXLAN ED ITD TV AR—F SN TV EH A,
e NAT |Z. DSTX—ZAD 1 — KRT U I TEPR—= SN TWEREA,
« Cisco NX-0OS U U — % 10.3(1)F LAF&. ITD NAT /% Exclude ACL THHR— &£,

* CiscoNX-08 U U —Z 10.3(1)F LAME, ITDNAT |Z LA ¥ 4 (00— A D11 — R T
YT F T a B R—NLET,

T R v I T v TFTF— MWENI > TWAEA. TCAM=T > U O#1T TCAM 77—
TR0 TAVLENRHY £,

s ITD vy ard /) — FOEEIEDEMEZITHERIZTR—- SR THOEREA,
«ITDNAT TIEY—AL L A AL v FF—N"— IV R —FEINTWHEHA,

« CiscoNX-0S U U — % 10.2(1q)F BAK¢. ITDNAT iZ N9K-C9332D-GX2B 7 F v h 7  —
L AL »TFTHR—FENFET,

* Cisco Nexus X96136YC-R, X9636Q-R, X9636C-R, ¥ L TXX9636C-RX 71 > JI— K
IZITDNAT Z % AR —F L TWEHA,

N

GE)  CiscoNX-0S U U —293(1) 2>HELETD U U —ZA~D ISSD % F4T
T HHNS, P—E AN NAT R EZHIRL, v JL—
RafdT LEd,

« Cisco NX-OS U U — % 10.3(1)F L&, KR v 7 ACL |Z ITD NAT #—E 2 TOAH R — b
SNET,

s MOWIFEHFER L OHIFEIEA VXLAN EToO ITD ¥felc@EMm LE7,

. ITD DR
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m ozesEssnsE

WOMREIT R — h I THEHA,
cFall 772 a > AV vk,
« Fu—7,
«ITD &Y 3,
« TNRA AT —THNDIPV6 J — K,
« VPC
o B[R,
« )= RLrULD AR A,
e LA —ITD BLVITD over VXLAN — 2%, /— R EDEI LT /N4 R J)L—
TEIEATEEE A,
« Cisco Nexus X96136YC-R, X9636Q-R, X9636C-R, 3 LT} X9636C-RX 71 > B — K
I, VXLAN ECTOITD # %R — kL THEHA,
« LD U U — 2735 ISSU # M 21, featurePLB 27 7 7 4 7t T 2 MHE R &
D ET,
« VIP £ 75w F AKX L3 A1, ITD over VXLAN %4702 % 72O DMBDHERL T,

« iR OE A U715 (CLI £721X DME 2 /) 12, TARAA R ITNAV—TDIEFD J —
RKiZ+_CThHYV—7 /= KRTCRILTHHLERDH Y £,

* Cisco NX-OS U U —2 10.2(1q)F LA, VXLAN ETo ITD (3 N9K-C9332D-GX2B 7' 7
N7 —b AL v FTHR—FSNET,

* Cisco NX-0S U U —A 103(3)F LAETlL, HLWL3VNI A > X —T = A A XA 7% IPv4
P—E 2L Pv6 —EZADWMFTDOANA v Z—T x4 2L L TR TEET, BHIN
HERFHEFIRFHIZIKDO ERBY T,

e w/LF ACL L =/ILF VIP b —EZDOWFRYR— I, ARG ITD y—E 2 4
PR—rEINET,

o Z ORERBIZ NIK-X9716D-GX T A > H— KE L U CiscoNIK-C93180YC-FX3 77 » b
T4 —2h AA v FEEE L7 Cisco Nexus 9504 33 LTV 9508 A A v F THR—FEh
F9,

ITD PAT IZB9 5 FEFIE L HNFIEIRDESY TT,

o TRA A T N—TTHED VIP % PAT THHT28551X, VIP ZLIC—BOT A A T
N—T HBEEMT B UERH D T,

¢ PAT T 5841%. VIP & & IR — FNESBMEAETT,

» Cisco Nexus X96136YC-R, X9636Q-R, X9636C-R, ¥ L TX9636C-RX 7 A > 71— RIXITD
PAT # AR —F L TWEHA,

ITD DK .
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ITD-L2AO—F NS0 T7121E, ROBAICET 2IBFELFREANHYET,

* Cisco Nexus 93108TC-EX B L WV CiscoNexus 9516 A A v FlL., LA F¥22u—RK T2
7 H—t A&V R—F LET, CiscoNexusNX-0S U U —Z 9.3(5) LAKE, C93180YC-FX ¥
FTVC93240YC-FX2 YR — F SN TWET,

A\

GE) LAY 2u— RT3 7HEEIL, Cisco 9500 EX/FX/R 7 A v
H— FNTIEY AR —FINTWEEA,

LAY 2a—KR T2, vPC, R— bk Fy b, BIXRL3I A Z—T = A A%
PR—=FLTWEH A,

e NI UINDR—KN IN—T A F—T 2 ADHEBYR—FENET,
«ITD-L2 R— h N —T% 3 DL OV —E A THELARNWTLTEE N,
s TCAM B A AR, »r—E RO Ty hOEOAFHEE LW 2R LET,

«ITD Tid. 150 DY —E 22K T E4, 7277 L, ITD-L2 D4, 4 DU Lo —E =2
ERERRT A Z LIFTEER AL

« LIRTD U U — 225 ISSU Zffi 4 B Hijlz. featuresmart-channd Z3E7 7 5« 7{k4 5
PVERHNFET, LA F2ITD Y —E R T, A~v—F FrRZLOfbizL A ¥22—FK
NIV TRIICRET HDMERD Y 77,

L4 R— P R—Z2Du— RRF L IRPR— R ENTHET,
« Cisco Nexus X96136YC-R, X9636Q-R. X9636C-R. 35 LT} X9636C-RX 7 A > 71— R,
ITD-L2 B — R RT3 T a2 R—FLTWERA,
« OB ITD-L2 #EREICHEH S, AR— P STV EEA,

cFall 773> AV vk,

« u—7,

«ITD v a .

« TNRA AT N—THNDIPV6 J — K,

« VPC

o BT A,

« )= RLULD AL A,
« Cisco Nexus X96136YC-R, X9636Q-R. X9636C-R. 3 LT} X9636C-RX 7 A > 71— KT,
WOMREZ Y R— ML TOERA,

BT H—E R
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s B[R

e 7 —7DITD 2—H—EFKKr7 v 7 ID
CcHADOERET Yy v a AN LIZEAREZFED /) — OB
c ) —RKDIFAE~Dw LT

. Heat

N

GE) IID/—FKEDONTIT7 4w 7Ju—0ua— RIS U AKETSH
Wi, A v H—T oA ADFFHEREF R LET,

« Cisco Nexus X96136YC-R, X9636Q-R. X9636C-R. 3 LN X9636C-RX T A1 > H— Rit,
HI{E, ICMP, TCP, 3L UDP u—7 DLt R —r L TWET,

ROFEEFEELFIBEEEF. ITD/—F AVTFURE—FE/—FEBHEEICERAINE
—d—ﬂ

SRR I A ~—13, EHFOTe—7 (b7 v 7 BLOIPSLA) OHER LU
ALT U N ERBER S DMERH Y T, ZIUCSKY, BREEZRFENICREHTE £,

o J— FOFEFREMEICEET 2L, HlICLEWESI T ML MER SR TWSEE
2, /— K EELE L THREINNDADEZRET 572012, IO —EA0EEIF -1t v
TaryONRYANCE T THILERDH Y £7,

o J—FiE, RESN WD — FEEHEMICEE Oy y M UVBIOHEY Yy AT
V) TAHHNZ, BERRETH D LB INDILERHY F£9, /— FORERREMEIX. b
T w7 DIREBIETH Z LTI TE £,

o J—FRBREHE Yy MU UVENTWBEGA, FHIEITANA AT NA—TNEILT/—F
Wk U TR LEWEREDNMEA SN TWAILEE, —EXIETREEEZEH L2
ZERHY FET,

e T RTD /) — R, /— R UL _VFEEEFET RS AT =T L-yrpneninc, 7a
FavEiia—V—EXOT o —T BMLETT,

EFARRRIR A X N, — KR WEA. Y — B AT fail-action A h = X A THERR T 5 44
EWMRHY F9,

ca—HF—FEDO Ty I/ RITD 71 haj) Ta—7 AN=ALTIERLTNA A T L—
FTTHHENTWAEEHAE, ITD /— K AT F A F— RERIT /) — FMEAERE AT
TXAE912, V—FBEFERIET AL ATV —TRITCrN T v 7B 12 ILE LN %
BEIDLET,
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ITD 7 R— bk H<1)—

ITD VAR — K LoULD Y X MZOWTIE, ROEFEZSHBLTLZE N,

R 1:MTDYFR— b+ LR

ITD R |

HRE ITDv4 ITDv6 £ BH
FNRA AT N—TF * TCP * TCPv6 CiscoNX-OS V U — =&
~yL « [CMP « [CMPV3 7.03)17(3) THEA X
7= ITDv6
« HTTP
Cisco NX-0S U J — =&
* UDP 10.1(1) BAF. Cisco
« DNS Nexus X96136YC-R,
X9636Q-R.
X9636C-R, B LW
X9636C-RX 1.
ICMP. TCP, BL O
UDP 7 u—7 DA
A—rLET,
J—=RZEDTa—7 [IFTn ELA
L~
Hot-Standby A ESA CiscoNX-0S UV U —=R
7.03)17(3) THE A H
B A [=qA
75 AK A A CiscoNX-0S U U — =
10.1(1) TEAHE I~
FEFD L LER
ACLUV 7L via A A
FIA=Y J—F =4 EQA
BHAOHDL T T4~V [T EAA CiscoNX-0OS U U — =
J—RK 10.1(1) TE AR A
Ry b AZ A AAY-4 FEXH G
J—F
H—EX LA
A7 L— K ACL A A
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* node-per-bucket

* bucket distribute

HERE ITDv4 ITDv6 HER
Failaction A ¥ v K * reassign * reassign Cisco NX-0S U U — =%
- least-bucket « least-bucket 10.1(1) THRASNT

* node-per-bucket

* bucket distribute

drop-on-fail F 7" =
S FTRTo
failaction A ¥ v R Tff
MATEx7,

kR4 -ACL

=9

=9

S ACE 1V HR— |k
INTWER A,
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ITD R |

ITDv4

ITDv6

B

YAR—bENDLTT v
7 =24

EX/FX A4 1— R
%5k L 7= Cisco
Nexus 9500 A A~ F :
X9788TC-FX.
X97160YC-EX.
X9732C-EX, B LW
X9736C-FX,

Cisco Nexus 9236C,
92304QC A1 v F. B
J9300-EX vV — X
AL T

Cisco Nexus
C9336C-FX2-E B L X
C93180YC-FX3 XA v
F & Cisco Nexus
X96136YC-R,
X9636Q-R.,
X9636C-R, BL W
X9636C-RX 7 A
J1— R,

Cisco Nexus
93180YC-EX.
93108TC-EX,
C93180YC-FX,
C93180YC-FX3S,
C93108TC-FX3P,
93108TC-FX,
93240YC-FX2,
C9336C-FX2,
9300-GX,
C9364D-GX2A., B X
W C9332D-GX2B ~°
AN R N ()
Fo

EX/FX A4 1— R
%5k L 7= Cisco
Nexus 9500 A A~ F :
X9788TC-FX.
X97160YC-EX.
X9732C-EX, BL W
X9736C-FX,

Cisco Nexus 9236C,
92304QC A1 v F.
J9300-EX vV — X
AL T

Cisco Nexus
C9336C-FX2-E B L X
C93180YC-FX3 XA v
F & Cisco Nexus
X96136YC-R,
X9636Q-R.,
X9636C-R, BL W
X9636C-RX 7 A
J1— R,

Cisco Nexus
93180YC-EX.
93108TC-EX,
C93180YC-FX,
C93180YC-FX3S,
C93108TC-FX3P,
93108TC-FX,
93240YC-FX2,
C9336C-FX2,
9300-GX,
C9364D-GX2A., B X
W C9332D-GX2B 7
Ty NI A =LAy
Fo

. ITD DR



| o DR
ITD DT 7+ )L bERTE .

Hae ITDv4 ITDv6 HoL:)

565G NAT Cisco Nexus N
93180YC-EX.
93108TC-EX,
CI93180YC-FX,
C93180YC-FX3S,
C93108TC-FX3P,
93108TC-FX,
93240YC-FX2,
C9336C-FX2,
9300-GX,
C9364D-GX2A., B X
N C9332D-GX2B 7
T M T F—LAAL
FRPR— ST
£

ITD over VXLAN S FESF I

ITD DT 74 FEETE

WDOEIZ, ITD RT A —=H DT 7 )V bREZEZRLET,

R2:TIHILEDITDIRS A —4

NS A=4 FI4IL bk
7'a—7 O 10 %
Tu—TOFBITF T Tk 3

T =T OFBITT T AT 3
Ia—7 ZA LT T b 5%

ITD DR
ITD 1 +~—T )Lt

ITD ==~ RICT7 7 B AT AHRNC, ITD BEREZENCT ALERH Y £9°,
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B 7 zxor—Toum

1R BHHEIIZ

ITD R |

Iy NU— P —ERXATABUVABAL VA R—=LENTWNDEI LEZMHER LT IEEN,
RNY)—=_R—=2 L—F 7 (PBR) WA ->TWAZ & 2R LET,

FIEDHE
1. configureterminal
2. [no] featureitd
3. (f£&) copy running-config startup-config
FIEDEEHE
FIE
ATV RFEREFET7TIV3 Y B
AT w 71 | configureterminal Ja— LR EE— REBEBLET,
fi
switch# configure terminal
switch (config) #
R F2|[no]featureitd ITD ¥§hEZ A X —7 M LET, T 740 F T,
i - ITD (FHEHIT T2 2 TOET,
switch(config)# feature itd
ATwv 73| ({£E) copy running-config startup-config FiTar 74 F¥al—vark, A¥—h T v a

1

switch (config)# copy running-config startup-config

V74X al—varilar—LEd,

TINA R TIL—TDHERK
ITD 73 A T N—T %R L Tind, FA—T7D /) — R&Ta—T%FETEE7, Cisco
NX-0S U U —2& 7.03)I3(1) LABETIL, BHEDOT A A T N—TEZHRLTEET,

CiscoNX-0S UV U —A 10.1(1) LIETIZ, T4 A I NV—THND ) — K& 7 T AX|TBINTE
T, ZOEHE. TAAAITA—TZE /) — R LSV DARZ RS ) —RETITHR Yy b AH

VA ) — R | failaction 7Y g UBAERES N TCVVET,

1R BHHIIZ

fail-action bucket-distribute

ITD HEEN A X —T N ThDH T 2R LET,
T84 A8 CiscoNX-0S U U — & 7.003)13(1) AR & AT L TV D EAIX, RO 2~ > RBSGRIE

SNTWVWDZ xR LET,

. ITD DR
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71312 5—T0#H% |

FIEDHE
1. configure terminal
2. [no] itd device-group name
3. vrf vrf-name
4. [no] node{ip | ipv6} {ipv4-address | ipv6-address}
5. [no] probetrackid
6. [no] weight weight
7 [no] cluster 1D description description-string
8. [no] port port value
9. [no] mode hot-standby
10. [no] shutdown
1.  exit
12 /—FZEIZFIE3 ~5%#VIRLET,
13. [no] probe {icmp | http | tcp port port-number | udp port port-number | dns[frequency seconds]
[[retry-down-count | retry-up-count] number] [timeout seconds]
14. [no] hold-down threshold count <count> [time <time>]
15. (fE&) copy running-config startup-config

FIED %

FIE
AV RFERETI3 Y EL:Y

A7 w71 |configureterminal Ja—rL Ay T 4 Xab— gy - REHLh
1§| : szjﬂo
switch# configure terminal
switch (config) #

AT w72 |[no]itd device-group name ITD 73 A T N—T 2B L, T/A A T —
i - T arZ4Xal—varyE—FEBLET,
switch (config)# itd device-group dgl %j( 32 i%@ﬁ@’(%%]\j}f% ER
switch (config-device-group) #

RT7w 73 |vrfvrf-name TA AT N—TDVRF g LE7, FEMICo
i - WTiX, VREO#AR—F (18~—) OkZ g
switch (config-device-group) # vrf vrfl vEZRLTIES v
switch (config-device-group) #

A7 74 |[no] node{ip |ipv6} {ipv4-address | ipv6-address} ITD ®/ — R&EHEELET,

51

switch (config-device-group)# node ip 20.20.20.3
switch (config-dg-node) #

1 :
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ITD R |

ARV FFEREETIVa Yy

S

switch (config-device-group) # node ipvé
2001::198:1:1:11
switch (config-dg-node) #

RFwF5 |[no] probetrackid Tu—T7Da—F—ERZFT v 7 ID R L E
i EE
switch (config-device-group)# probe track 30
switch (config-device-group-node) #
A7 w76 |[no] weight weight ITD D/ — ROELERE L ET, AL
B - ~ 256 TY,
switch (config-dg-node) # weight 6
XFw 77 |[no]cluster ID description description-string BEINETFSAXIZ ) — REBINLET,
i :
switch(config) # itd device-group dgl
switch (config-device-group) # node ip 20.20.20.3
switch (config-dg-node) # cluster 2 description
Cl
1 -
switch(config)# itd device-group dgl
switch (config-device-group) # node ipvé6
2001::198:1:1:11
switch (config-dg-node) # cluster 3 description
C3
AT w78 |[no] port portvalue BEREAR— h 7 FLALEHD R — MESEIEELE
151 - T, EOFFHIZ 1 ~ 65535 CTT,
switch (config-dg-node) # node ip 10.10.10.10
port 1000
25w 79 |[no] mode hot-standby )= REFALZ I N—T DRy b AR LA
1 - J—RE LTl LET,
switch (config-device-group)# node ipv6 50::1
switch (config-device-group-node) # mode
hot-standby
A5y 710 |[no] shutdown )= REAVTF A T— NICBEIE 23K T L
i - £7,
switch (config-dg-node) # node ip 2.1.1.1
switch (config-dg-node) # shutdown
switch (config-dg-node) # no shutdown
switch (config-dg-node) #
ATy TN |exit FRARATN—F J)—KRarv 74 71— gy
i TN TLET,

II ITD DR
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switch (config-dg-node) # exit
switch (config-device-group) #

ATVT12 |V —RILIZFIA3 ~S5 20 IRLET,

R 7w 713 |[no] probe {icmp | http | tcp port port-number judp | 7 2 % 7 )L—7 D —t 2 T a—7 &k L%
port port-number | dns[frequency seconds] +.

[[retry-down-count | retry-up-count] number] [timeout
seconds] CiscoNX-0OS U U — % 7.03)I3(1) LAFE, ITD H—t
Bl - ADT =7 L LTROT B P AV EfEETEE
switch (config-device-group) # probe icmp frequency] 7ro
100 * [ICMP
* TCP
« UDP
« HTTP
* DNS
URIOY V—Z T, ITDY—E2AD7r—7L L
TICMP M S TWE LTz,
FT v a IRDEFY TT,
- frequency : 7' m— 7 OB Z RV HALTHEE L
F9, EOHPHIT 1 ~ 604800 T,
s retry-down-count : / — R2B3X 7 Lz & &2
TR —TIL Lo TIATEINDT/ U NOHE
fEELET, faET&H4MIT 1 ~5TY,
e retry-up-count : / — R2MEIR L= L &7 m—
TNRFEITTHHIU L FOBERELET, &
ETEDEPIL 1 ~5TT,
stimeout : ¥ A A7 7 N AR EA THE L
T3, EOHPHIL 1 ~ 604800 T,

X v 714 |[no] hold-down threshold count <count>[time<time>] | ) — R E 71357 /31 & FL— 7 OB L X\ V&
&l - EHULNELEVES A v —EEELET,
switch (config-itd)# itd device-group dg
switch (config-device-group) # hold-down threshold|

count 1

switch (config-device-group)# node ip 1.1.1.1
switch (config-dg-node)# hold-down threshold count
3 time 200

ATv 715 | ({£&) copy running-config startup-config FfFar 74 Xal—varvk, AEA—LT v/
5 - a7 4 F¥alb—vaiiar—LFET,
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ITD R |

AT RERETIVa Y S

switch (config-device-group)# copy running-config|
startup-config

ITD H—E X DR

1R BRI
ITD #$REN A X —T NV ThH D Z L MR L ET,
ITD — B RIZBMENDT AL A TIA—F PRS- & 2R L ET,

FIEDHE
1. configure terminal
2. [no] itd service-name
3. [no] device-group device-group-name
4. [no] ingressinterface interface
5. [no] load-balance {method {src {ip | ip-14port [tcp | udp] range x y} | dst {ip | ip-14port [tcp |
udp] range x y}} | buckets bucket-number | mask-position mask-position | least-bit}
6. [no] virtual [ip|ipv6] { ipv4-addressipvd-network-mask | ipve-address ipv6-network-mask }[
{ proto {port_num| port_any}}] [ {advertise} {enable|disable}] [device-group dgrp_name]
7 ROWTIPDa<wy REALT, /J—REERICN I 70y 7 2HFEI0 Y TT5)
EEZRELET,
* [no] failaction node reassign [drop-on-fail]
* [no] failaction node least-bucket [drop-on-fail]
* [no] failaction bucket distribute [drop-on-fail]
* [no] failaction node per-bucket [drop-on-fail]
8. [no] vrf vrf-name
9. [no] exclude access-list acl-name
10. [no] drop access-list acl-name
1. (%) [no] peer local service peer-service-name
12. noshutdown
13. (f£&) show itd [itd-name]
14. ({E&) copy running-config startup-config
FIED ¥
F&E
AU RFERETOIVa Y B#)
25w 1 |configureterminal Jau—N) a7 4 Xal—ay T— REHB
1 LET
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ARV FFEREETIVa Yy

E:)

switch# configure terminal
switch (config) #

RF w72 |[no]itd service-name ITD—E A& E L, ITDHRE— R&MBLE
15“ : ﬁ—o E‘ij( 32 X?@%é&?%ﬂj}f% i‘?—o
switch (config)# itd servicel
switch (config-itd) #

AT w73 |[no] device-group device-group-name ITD #—E R CBEED T NA A 7 —F % B L
i - %7, device-group-name (X, 7 /NA A ZL—T D
switch (config-itd)# device-group dgl %Eﬁ%?’éﬁ?biﬁ“o %j( 32 i$@£%{$%]\ﬁf

TET

GE)

Cisco NX-0S U U — = 7.003)I3(1) AR Tik., %
DT NA AT N—T%ITD —ER|ZBEBIMTX F
j—O

Z 5w 74 |[no]ingressinterfaceinterface ITD Y —ERZT DU LEDA o F—T = A X350
11 LET
switch(config-itd)# ingress interface ethernet | DA L X —T A A, Hho~% (I,]) %
0 HALTRGY EF, A ¥ —7 = AOFMIT
switch(config-itd)# ingress interface Vni500001 NA TV ( F-J ) %Eﬁﬁﬁﬁl/7:#§ﬁzL/§iTro

(B =T 2 f AP —CABEAT AT,
HIRVRFBLOA v H =T oA A= FEREL
\ij—o

R w75 |[no]load-balance {method {src {ip |ip-l4port[tcp| |ITD V—E RO —RK XS F AF 9%

udp] rangexys} | dst {ip | ip-14port [tcp | udp] range x
y}} | buckets bucket-number | mask-position
mask-position | least-bit}

51

switch (config-itd)# load-balance method src ip
buckets 16

HELET,
FF T a s FRO EBY TT,

* method %ﬁ%itiﬁﬁ%®ﬂﬁ?PVx
NR—=2DAMELIINT 7 1 v 7 EfeE
*7,

buckets : {fEpkT 237 v FOEETRE L £

T, 12U LDy R 1HO0D ) — RiZ+

TEINTWET, N7y ME2OREFETH
ETHMENHD 3, #PHIZ2~256 TT,
(6z3)

BRIET DNy MO ) — ROE LY L
BE. N7y MITR_RTo /=R v R
nbr X TEAINET,

ITD DK .
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ITD R |

ARV FFEREETIVa Yy

S

» mask-position : 7Z— K/NZ U AD~< A L

ZRRELET,

e least-bit : /By hOE— RKANRXT A A% —
LEAREICLET, ZOAF—AITLD, A
7y NMERKA B = X LSe35 0 7 F A
T RIP LT 47 A& LAY v MR
T&ELHEoICLET,

s include-acl ZfEH T 5V —ERADGE, &/
Ey b (RAZMEOFEII D GT) &
MLT, RACAT y MB8T5 1P
RAFERS LET,

GE)

<V AINLEPNNT v NI E ARG — RICHES
WA E Y b 2B D E. Ny DA
FRHIZINERIICT 7 /L B TOZ72 0 97,

ATvT6

[no] virtual [ip |ipv6] {ipv4-address

ipv4-networ k-mask | ipv6-address ipv6-networ k-mask }
{ proto {port_num| port_any}}] [ {advertise} {enable
| disable}] [device-group dgrp_name]

1 -

switch(config-itd)# virtual ip 100.100.100.100
255.255.255.255 udp 443 advertise enable active

&1

switch (config-itd)# virtual ipvé 100::100 128
udp 443

. ITD DR

ITD %— b ZADRAEIPv4 721X IPv6 7 KL A % 3%
/\’:._E‘l/i—dAO

proto 47> =z (TCP £721X UDP) %, {KAHIP
T RULAREBESNET e harhbD 7o —455
FANDZ EEEELET, N— MAEZ 0 ~
65535 T9,

[advertise {enable| disable}] 47"+ = > 1%, AR IP
J— N EBBERET XA AT RANZ ARG BH0E 9 )
ERRELET, VIPT RN A X FT a0 h
2o TOWDEGE, 12U EDT T4~ /) —F
FliFAy NAZ U NA — KBMEAETP E721%
P —EZADTFTDOF 7 4V FOFT A 2T —T 2B
AT ST N, AT N—TTT 7T 4 7o
TWAEA, ITD 13— &P 7 R L AILT
RARZAXLET ST DH5E) o VIPT KX
ARF TV arBHNCT DI, T _THT T
A~V ) —RERy N AR LA, J—RE, FA
AA T N—T LT — R LLTrua—7 %
LCEBCEA2LERLY £,

GE)

Cisco NX-OS U U — =2 9.3(2) LLF&, advertise
{enable| disable} [active] 47" = > 1X Warning (V£
B) &%1T L T [advertise {enable | disable}] 4~
arEEHLETS,



| o DR

ITD #—E R DA .

ARV FFEREETIVa Yy

E:)

GE)

CiscoNX-0OS U U —%9.3(3) L%, IPv6ITD Tl
advertiseenable ¥ XU advertise enable active 7
Tra R R—FERTWET,

AR IP DEEDA v AZ AT, RUIPT RL
A FFOV—EAD FCHRTEETN, Fv b
~AY (FRET VT4 v AR) | T bhaj,
FloEAR— IR RRYEF, 2=V —F. +T

T4y 7ue—RERLEZERBY AR TE
HEHT, AEIP, vRX7 Fr hanr, BLY
R—bhO—HER—ETHD I L EMRTDHHLEN
b FEF,

ATy T |[kOWFNIrDa~<w REAH LT, /— REE | —E A0MEHT 5 fail-action A = X L ZHERE L
BRIZNT 74 v 7 2BFEIDVYTTHHEEZREL | £7,
ESE GE)
« [no] failaction node reassign [drop-on-fail] ZOTNTY ALNE, REER N T T 4 v T
« [no] failaction node least-bucket [drop-on-fail] |438& B9 E L CWET A, BRI A RIET
* [no] failaction bucket distribute[drop-on-fail] |2t TiIH Y £HA,
* [no] failaction node per-bucket [drop-on-fail]
B - (GE)
: failaction bucket distribute =~ > Ri%, IPv4 &
switch(config-itd)# failaction node reassign IPV6 U)ﬁﬁjf7fffﬂf“‘ F é;fb7fb‘§E7T
&1
switch(config-itd) # failaction node least-bucket] GE)
drop-on-fail = 7°> = > %, IPv4 & IPv6 Dffj 5T
1 - FR—=FEINTWVET,
switch (config-itd)# failaction bucket distribute
1 -
switch (config-itd)# failaction node per-bucket
[drop-on-fail]
RF7w 78 |[no]vrfvrf-name ITD —E 2D VRF ZfE L £ 7,
&1
switch (config-itd)# vrf RED
AT w 79 |[no] exclude accesslist acl-name ITDNITD 2 — RS U NSBNTE T 7 4w
1;“ : 7 %*‘é‘ﬁ; Lij*o
switch (config-itd) # exclude access-list acll
AT 710 |[no] drop accesslist acl-name ACLIZ—HT2 774w 7% kry 7 LET,

1 -

ITD DK .
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ITD R |

ARV FFEREETIVa Yy

S

switch (config-itd)# drop access-list acld

ATvIN

CE=N)
1 :

switch(config-itd)# peer local service service-2

[no] peer local service peer-service-name

R (m—An) AL v TF LIZHBEY L RAvTF
FT—RD2ODITD BT —EAD 1 DEIREL
F4, BIOITD y—E 2 &ERK L, Zoa<wr ®
PHEHALT2HBDITD B¥'7 —E 2% ET5
VERBY T, MOV —EATZDa~vr N
FITTHE. ) —FRDONLRA RTF—H AN 2 OD
- A TR SN ET,

G¥)
2ODTINA AT N—TD ) — KL, FUIEFT
HOLVERH Y E, BARRITIL, EFA RS
NHEIC, MHEOT AR T N—TDRYID=
YERUVEFRICY Y RS v F E— FHTHDLLEN
HYET,

AT T12

no shutdown

1 -

switch(config-itd)# no shutdown

ITD 4 —ER%& A X—T7 W LET,

ATy 713

(=)
1 -

switch (config-itd)# show itd

show itd [itd-name]

BEEDITD A v AR 2V AD AT —H A L UOWRERR
EFRRLET,

ATy 714

(=&)
B -

switch (config-itd)# copy running-config
startup-config

copy running-config startup-config

Eifar7 4 X¥al—vark, AX—F T v
Oy 74 F¥al—varilar—L%x7,

FEfTSE NAT £ & U PAT DHERL

FIE

IR HEIIZ
FERE ITD & BEHE NAT 2 HZhC L7,

ARV RFERRTI Y

B8

&

configureterminal

51

switch# configure terminal

yau—r\ ) ary7 4 ¥al—ay B— N2
]\/\i—g—o

. ITD DR
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5 NAT 5 & U PAT ot [

ARV FFEREETIVa Yy

E:)

AT wF2 |ipnat{outside|inside} ZHUE. ITD NAT 2MERET 2 72 DIC M TT,
i AWM DTDIZ N T T 4w VSN THDHA
switch (config) # interface Ethernetl/9 H—T A AT Ip nat{outside} o D APEI R
ip address 9.9.9.1/24
ip nat outside P —R—NEERINTWNWAA X —T A AT ip
no. shutdown nat{inside} Zxk L £7,
interface Ethernetl/10
ip address 10.10.10.1/24
ip nat inside
no shutdown
ATwv 73 |itdservicename ITDH—ERAZFEL, DI 7 4 Fal— s
£l - v E—-RERMBLET,
switch (config) # itd natl
A7 74 |device-group device-group-name ITD % — B RICBEFED TS, A T A—T %58 L
i - F£9, device-group-name (%, 7 /3A X T L—TD
switch (config-itd)# device-group dgl %HIJ%?ETE‘Lij‘O %j( 32 i?@%;ﬁ?%]\j}f
TET,
RFw 75 |virtual ip ipvd-addressipv4-network-mask 80 advertise| ITD #—t 2 TCP :R— F TIRAEIPv4 7 KL X %
enable RELET,
i - GE)
virtual ip 6.6.6.1 255.255.255.255 tcp 80 T RXH A Xu[gEA T > a X, ITD NAT AJRE7Z:
advertise enable device-group dgl ff“kf;z7?0)7f”§7:0)<VIPﬂ:l& <>7f£§ﬂ§7?7f
GE)
W= b T RUREBPAN 2> T D 5E, VIP
TIEAR— FEEPLHATT,
AT w76 |natdestination Pefoe e NAT 23 E L £,
11
switch (config-itd)# nat destination
AT w1 |ingressinterfaceinterface ANTA B —T 2 A AETNIEHDOA 2 —T = A
Bl - Az ITDY—ERIZBINL, RETDANA o F—
switch (config-itd) # ingress interface Ethl/1 7141@:@:@@?@‘?3&(11\5/{ “O/?H7I/r7\40>
IP7 FLATHDLA I A ARy TIPT R A%
ELET,
AT w78 |[no]failaction failaction #* > > failaction A Vv R&HIY ¥ TE 9,

1 :

switch(config-itd)# failaction node per-bucket

ITD DK .
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ITD R |

ARV FFEREETIVa Yy

S

ATvT9

[no] load-balance {method {src {ip | ip-l4port [tcp |
udp] rangexys} | dst {ip | ip-14port [tcp | udp] range x
y}} | buckets bucket-number | mask-position
mask-position | least-bit}

51

switch (config-itd) # load-balance method src ip
buckets 64

ITDV—tvRAOua— KT T A7 a%
RELET,

FFa s FRO EBY TT,

* method %E%itiﬁﬁ%®ﬂﬁ7FVﬂ
NR—=2Z2DAMELIINT 7 4 v 7 EfeE
*7,

s buckets : {ERKT 537 > hOFETEE L E
T 12 LDy R TOD /) —FRiZw v
TINTWET, NFry MI2OREFE TR
ETOMNENHY 3, #HPHIL2~256 T,
GE)

BET DNy OB ) — RO LY ZW»
e, Ny MITR_To /) — R v R
oy A THEAINET,

mask-position : 7 — RXT A D~ AT [ iE

ZfRELET,

least-bit : F&x/NE Y hDODBE— KRRTF 2 AFH—
LZEFREIZLE T, ZOAF—AIZLD,
T NMERA T = X L0 508D 7 F A
TYRIP VT 47 AR U v MR
TELHL2ICLET,

G

Y AINLER R — RNT A E— T, Aﬁ/k
BIHESSHMFRER E Y MRz B2 256,
7/%%EW¢6W\W$®T7ﬁWET&60
FEXE§E§%L§Ej~

ATy 710

no shutdown

1 :

switch(config-itd)# no shutdown

ITD 4 —ER%& A X—T7 W LET,

VXLAN Z 4 L 7= ITD D#ERK

IR BRI
FERE pbr 35 K U RE

sla 25{23# CLI 1. VXLAN & TITD ZRipkd % 7- 8 ORHESAE T,

ITD #EENA X —T NV ThHDHZ L R L ET,

. ITD DR
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FIEDHE

F IR D 8

FIE

VXLAN %4t L1z ITD DR .

ITD VP —ERICEMENDZT AL A TA—T PR ENTZZ & 2R L £,

[no] virtual ip ipv4-address ipv4-network-mask [tcp | udp {port-number | any}] [device-group

1. configureterminal
2. itd device-group dg-name
3. nonodeip ip-address
4. [no] mode hot-standby ip
5.
dg-name]
6. [no] source-interface loopback loopback-id

7. [no] ingressinterfaceinterface

ARV RFERERTI VA Y

=)

AT w 71 | configureterminal Jua—\)ary 7 4 ¥alb—3g )y ET— KRG
15“ : Li‘a—
switch# configure terminal
switch (confiqg) #

AT 72 |itd device-group dg-name ITD 7 A AT N—T 2 LET, TTD /) —
fi K (—=R=) L, TA R T N—T HTE—F
switch (config)# itd device-group dg200 THR S ET,

witch (config-device-gr ) # . . N — e
zwitzh#thowgruiniiz—zoigfg itd services n(‘) itd dezllce-group CLIL I, 1%552‘75)% ITD 77734 A
TN—TEHIERLET,

25w 73 |nonodeip ip-address FRAR I N—T YT E— RTC ) — R (i
Bl - 7 TAL) EMELLET, T AT V=THITIE
switch (config)# itd device-group dg200 H%j( 320/ — l\%ﬂﬁﬁkfé& iﬂ—o
switch (config-device-group) # node ip 10.0.0.31 — s S s . s S
leaf3 (config-dg-node) # THARATN=TDFD }\i T3 — A
node ip 10.0.0.31 ZHIRT 5121%. CLI D no XA FEH L ET,

R 7w 7 4 |[no] mode hot-standby ip )= REFNRL ZITN—T DRy b AL LA ) —

1

switch (config-device-group)# node ipvé4 50::1
switch (config-device-group-node) # mode hot-standby]

F& L THRRLET,

FNRA AT N—TDFD ) — RET— " —Fk
ZHIBRd 5121%, CLI ® no XA L £,
nomodehot-standbyip CLIZfHLC, 777 17
J—=KRDOKy b AZ A ) — RIgREHIBRL £
R

ITD DK .
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ITD R |

ARV RFERETIVa Y

B8

ATy TH

[no] virtual ip ipv4-addressipv4-network-mask [tcp | udp
{port-number | any}] [device-group dg-name]
fil

switch (config-device-group) #
virtual ip 6.6.6.1 255.255.255.0 device-group sf

J—=FRDI FZAZDOY—E X TRBIPT R L X4
AL ET

LY —ERANORRDLT NSA R T V—TTRHLT
VIP 2T 52 L IETEFEHA,

K64 D VIP 2 —EANICHER T T,

FRA AT N—TZVIPIZEEMNTHZ b T E
T ZOFTvarEHERTLE EEOT AR
TN—T% 1 OO —EAD—ENZTDHIENTE
e
P—EATHR SN TNDTXTDVIP TT /31 X
TN—TREEINTWDLEA, T 74/ EOT N
AR TN—TRERIZVNEDH Y T/ A,

2 5 7 6 | [no] source-interface loopback |oopback-id H— ¥ A ® source-interface Z AL L E T,
1 - GE)
switch (config-device-group) # Y= RIZEY B TENDIN—T RNy T [ H—
source-interface loopback9 73:/]» Xﬂi\ ITD vrf (5:%\/ k VRF) & EJ U vif C
BONAERRT D HERNH Y | —ERADE(FILA v
B—T A AL LTZON—T Ny 7 2T 5H
2, 2N AT BFFOIPT RLAZED B CTHNE
NHYET,
Z 7 77 |[n0] ingressinterface interface P—=ERADASA 2 —T = A ZADHERK
i - ANA B —T 24 AL, R—F— UV —7d dotlq
switch (config-device-group) # T EFEH L= Y A N — kDA

source-interface loopback9

SVIE-IZ V7 A & —T A ATT,

AIAE—T A AF, —ERX LR CVRFIZH
DYUERHY F9,

i
RIZ,

itd device-group
node ip 10.200.1.
node ip 10.200.6.
node ip 10.200.7.
node ip 10.200.2.
mode hot-standby
node ip 10.200.3.
node ip 10.200.4.
node ip 10.200.5.
node ip 10.200.9.
mode hot-standby

£

DN ?

DN N

. ITD DR

VXLAN Z4 L7- ITD ORI 27~ L E 3,
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node ip 10.200.12.2
itd serl
source-interface loopback9

#i—r sn—Tous |

virtual ip 6.6.6.1 255.255.255.0 device-group sf

ingress interface V1anlO00
ingress interface Ethl/1

load-balance method src ip buckets 256

_"— k TIL—T DR

ITD-L2 X ET DX, A— K~ TV—T%ERK L, TOIN—TTT I 74T A F—T =

A AGERET DRENRDH Y £,

FlED#HE
1. configureterminal
2. [no] ITD port-group port-group-name
3. [no]interface ethernet slot/port
4. ({£&) copy running-config startup-config
FED 4
FE
AV RFEEETIVa Y B
X w 71 | configureterminal Jua—)L a7 4 Xal—ay T— REBG
1 LET
switch# configure terminal
switch (config) #
A7 7 2|[no] ITD port-group port-group-name W— N TN—THAERRE T ITHIBR L £ 7,
1
switch (config)# ITD port-group P1
switch (config-port-group) #
AT 73| #%Z8: [no] interface ethernet slot/port R—=hNIN—=T DT I T 4T AL F—T A A%
15“ : %&ﬁz Lij‘o
GE)
switch(config)# interface ethernet 3/1 7“1/,]’ 77 17 FAR—F giﬁiﬂq L/fcﬁl/\f‘< 77X (AR
switch (config-port-group) #
ATw 74| (f£E&) copy running-config startup-config FTar74¥al—vark, A= T v T3

1

switch (config-port-group) # copy running-config
startup-config

Y74 F¥al—varilav—LET,

ITD DK II
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B oo vev—crommn

ITD LAV 2H—EXDERK
ITD LA ¥ 24— RAZMKT D11E, ROFIAZFITT OLERHY £,
1 = xA xRk L ET,
2. A{E7C VLAN ZA§R L £,
3. HR— bk ZN—TF% ITD-L2 ¥ — & A ZBEAF T 5
=

4. BAfDHMAFT—LEEETD
FIEDHE
1. configureterminal
2. [no]itd service-name
3. [no] port-group port-group-name
4. (L&) [no]load-balance method { src|dst}ip | [buckets bucket-number ] |mask-position
mask-position
5. [no] sourcevlan vian-range
6. noshut
FIED ¥
FIE
ARV RFERIETY Va3 B#
R 71 |configureterminal yu—sL ar 7 4 ¥ab—iar E— REHk
1 - LET
switch# configure terminal
switch (config) #
AT 72| #%8: [no] itd service-name ITD-L2 % — B A Z AR E 7o I3\ LE T,
1 -
switch (config)# itd SER3
A7 7 3 |[no] port-group port-group-name A— b ZN—7%I1TD-L2 ¥ — & AT £ 97,

1

switch (config-itd)# port-group pg

ATw 74| ((£E) [no]load-balance method { src| dst}ip | B A Yy R LET,
[buckets bucket-number ] [mask-position mask-position

1 -

switch(config-itd) # load-balance method src ip

. ITD DR
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acLzmH—ezicgy 5z [

ARV RFERFTIVaY =)

Z v 75 |[no] source vlan vian-range ITD-L2 H—E 2D VLAN ® U & F &R L E 7,

1

switch (config-itd) # source vlan 10-20
switch (config-itd) #

FETTVLANIZ N T 7 4 v 7 5L £,

AT 76 |noshut
1

switch(config-itd)# no shut

ITD-IL2 y— Y RADT 7 F 4 71k

ACL z ITD H—

FIRDHE

EXICEIYHETS

AVIN—RT 78R arba— AL (ACL) #EEZEH L T, ITD—EXIZACL %
Bl UCTHZ N TEET, ZOMEIZ. ACLND permit £V v REH+T257 7% o
Yhre— = RY (ACE) ZT&IZ, RERNT T4 75T A4NZV T L, IPT7EA
UX%kWFF?yf%iﬁbf\ﬁTéﬂt]774/7@D~hﬂ7///7%ﬁ“i
To B—=FNRT 73, REILERITSEEIP T FLADOWTnZ R L THR—F &
nEd,

1a s BRI

ITD BERENSA X —T7 NV ThDH I L MR L ET,

ITD —ERICBIENDTRA A T NA—T RSN 2 & 2l LE T,
ITD $— B RIZEID Y THND ACL BRI Z & 2R L ET,

configure terminal

[no] itd itd-name

[no] device-group device-group-name

[no] ingressinterface interface

[no] load-balance {method {src {ip | ip-14port [tcp | udp] range xy} | dst {ip | ip-14port [tcp |
udp] rangexy}} | buckets bucket-number}

[no] failaction node-per-bucket

7. accesslist acl-name

apwbdD-=

o

« IPv4 DA access-list acl4-name
« IPv6 DA : access-list | Pv6 acl6-name

8. [no] shutdown
(f£%) copy running-config startup-config

©

ITD DK .
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F IR D

FIE

ITD R |

ARV RFERFTIaY

=)

X w 71 | configureterminal JTa— )L a7 4 X2 lb— gy e— REELG
51 - LET
switch# configure terminal
switch (config) #

ATy 72 |[no]itd itd-name ITD — B 2 Zi%E L., ITD T — Fa2 A L £
Bl T BK 32 CFORBFE AN TEET,
switch (config)# itd servicel
switch (config-itd) #

Z v = 3 |[no] device-group device-group-name ITD — B R ZBED T RA A T —TF &8N L £
Bl - 7, device-group-namelX, 7 /3A A ZL— T DLHI
switch (config-itd)# device-group dgl :;Z—?Efﬁﬂ LET. B2 XFORETFEANTEE

Z 5 7 4 | [no] ingressinterface interface ITD $—ERIZ 1 DULDA »F—T = A ZZIB/N
I LETS
switch(config-itd)# ingress interface ethernet | DA L X —T A AlX. Hr~% (1,] ) ##
/110 ALCTRED £, £ —7 = A AOFMAIE,

A7y (I-1) ZEHLTEELET,
R w 75 | [no] load-balance {method {src {ip | ip-14port [tcp | ITDY—ER2ADa— RSP g wik

udp] rangexy} | dst {ip | ip-14port [tcp | udp] range x
y}} | buckets bucket-number }
fi

switch(config-itd)# load-balance method src ip
buckets 16

ELET,
F T aFROEEY TY,

« method : EERF-ITEREDIP T R L A_—
ZDAMELIZN T 740 v 7 S EBEEELE
kR

buckets : 1T 237y hOEKERELE T,
1O EDATry R 125D —RiZvwy 7
NTWET, Ny ME2 ORI FEHRTHRET
DMENH Y ET, I 2 ~ 256 TT,

G¥)
RETHNT Y O ) — RO L Y 20
ATy MITRTHO//— Ry Ry
VIR TCHEASNET,

. ITD DR
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mEitcn/—roemsraan [

AU RFERETIVa Y

B8

AT 76 | [no] failaction node-per-bucket J— REENREETDLE, 2O/ —RIZEDHYTH
i - Ni=Ary MI BOOT 7T 47 ) — RIZGHE
switch(config-itd)# failaction node-per-bucket NIy, wAHDS - }\&:%IJ@ STHRTROHE,

AL — ROBELITHEDNTWET,
AT 71 |accesslist acl-name ITD %—E A2 ACL %9 4 CTE9,

« IPv4 DA ¢ access-list acl4-name G¥)

« IPv6 DA : access-list |Pv6 acl6-name CiscoNX-OS U U —293(3) LAfE, =—H—|L 1D
5l - DITD ¥ —EATHEKEDDT 7 A YA F&i

' ETE, TNENEZMEDOT A A T—T (=
IPv4 : JVF ACL) ICBEAHT 24T v a v aATEE
switch(config-itd)# access-list itd d 9, BB DT N 2 T )—TF N 1>D2—HF—ACL
) - WCEEAT BTV AR, DT /N, A T L—
IPv6 TIMESREI, T T AN DT INA R T N—T N
v bExSNET, JOBEICED, ITDIRSESE
switch(config-itd)# access-list ipvé itdl d 725 ACL @C*ﬁﬁ_é }\ ? T4 4 %L’ é i éi f£7:/§
151 AR ITN—=FIla— R NNF o TEET,
~/LF ACL :
switch(config-itd)# access-list testl
device-group-dgl
switch (config-itd) # access-1list test2
device-group-dg2

AT 7 8 |[no] shutdown ITD 4 —ER%ZA X —T M LET,

il -
switch (config-itd)# no shutdown

ATw 79| ({£E) copy running-config startup-config Firar74¥al—Yarvk, A¥— T v S
1 V74 Fal—valar—LET,

switch (config-itd)# copy running-config
startup-config

BELTO/— FOEMNFE-ILHIER

ITD YV —bE 22T %y NETUVETITT AL A TA—THND ) — REBMEZITHIBRTE S
Dty a rZRETEET, FRICE->T, ITDYV—ERADI ¥y NI TUIFIZ NS 7 4w

7 D& H/NRIZT D ENTEET,

Cisco NX-0S 10.1(1) A& TlZ, ~/F A 7 b— K ACL B L ORI ACL DY —E AN E ) —
RS L CBMEITAIBRCE E7, £/, ITDV—ERAZ vy v MY T, FWU
ITDtE vy ar%2BL T, T, AT N—FHNOBELEZES ) — REBN, 28, F7-135%
THIELTEET, BAMEZO/ —FZEBMELREFEELETLHE, /J— ROERIESNTE
HFRTREZ2 "y DNEEID Y CEET, BEHER AT Y RBA+07254 . ITDIFE AT v

ITD DK .
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B ==ico/ — rosmEEHg

FEFHER L TEVYCEZETLET, BEHOHD /) — FEHIRTS L, HiREn=/— Ko
Ny ME, BRIESWTT AL 2 FL—TFRNOMD 7 — RIZEY Y ToENET,

\}

GE) e TFNRARITN—=TRN1OULEOY—EATHHAINTWEEARIT. By a 2@l To
BTN AT N—TNOBFED ) — FOEHZEFRTEET,
e MEBEO— RRXT U T ONRry MEID Y TOANEEX, T8 2 T —THNOFTTO
J— RICBEERRETH D E WV IHREICEASNTEY . T 72 a v ORER. #liEFsh
DUNEVEDS@BLT D FTREMER H Y £,

«ITD X, failaction £~ v K23 node-per-bucket TH 2 HIC DI, EAEMH L/ — R
DOAZ L OB FE 72 ITHIBREZ AR — F L ET,

Cisco NX-0S U U —2 10.1(1) LAETIE, T3A A T N—TEERTHTXTOH—E R
fail-action bucket distributefailaction 47> o U BMER SN TWAEES., By a &2 LTT
WA AR TN—TND ) —KE7TAXIBIMTEET,

IR HEIIC

ITD BEENA X —T NV THDH Z L HfER L ET,

FRA AT N—TFLITD —ERAPHER SN2 L 2R LET,

itd session device-group device-group-name
[no] {nodeip | nodeipv6} {ipv4-address|ipv6-address}

(f£&) [no] cluster ID description description-string

(f£:#) show itd session device-group [name]
(f£&) copy running-config startup-config

FIEDOHE
1. configureterminal
2.
3.
4. ({EE) [nolweight weight
5.
6. ({LE) probetrackid
7. {commit | abort}
8.
9.
F gD F¥H
F&E

ARV KRFERERETY VY

=)

X w 71 | configureterminal

1

switch# configure terminal
switch (config) #

Ta—N)L ary 74X al—3ay T— Neh
L9

II ITD DR
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mEitcn/—roemsraan [

AU RFERETIVa Y

B8

AT 72 |itd session device-group device-group-name BESNET AL AT N—FDITD v 2 & 1E
15“ : Ekbijﬁo
switch(config)# itd session device-group dgl
switch (config-session-device-group) #
A7y 73 |[no] {nodeip | nodeipv6} {ipv4-address|ipv6-address} | {57 iz / — R&ZITD 7 /34 A 7 /L— TN L
i - F9, Zoa~vr Ro no ki, BESNZ —
. o o . RZITD 7354 A Z—T b HIBRLET,
switch (config-session-device-group)# node ip
222 SEINE AT 2 ) — FZ&io, ZOFIEE#RY
fi ELET,
switch (config-session-device-group)# node ipv6 N N N e -
101100 ~/LF ACL 3 KL UFRSH ACL 23 ITD H— B R IZHI D
BToHNTWDH5E, TOFIEAMEH LT, —Fx
BAINE7ZITHIBR L £,
G¥)
J—=Rd7=0 Oy b ORKHIIE32TH, ITD
tyarpiz, J— KB @BEDa~vy NEIX
DRV~ Rick->0) HIfRSh, &Y o7
2T A7 )= RO —=RHT2) DTy M 32
HBRADE, MOTT— Ay b—IVRRRINE
R
ERROR: Cannot delete node, exceeding maximum 32
buckets per Node. Shut service to make changes
ATv74| ({£E) [nojweight weight L BMENE ) — NICELEZEIY Y TEH0, BE
15“ . ﬁ@/h— F\O)E%L%EE Li‘j‘o
switch(config)# itd session device-group dgl GE)
switch (config-session-device-group) # node ip Ejﬁﬁ@/ — }‘O)Eﬁ%?72}‘ﬂ/ }%ﬁc: Ut ]\—9‘*%’)
2.2.2.1 S N S N
switch (config-session-device-group)# weight 3 L:bj:‘ tyarns— ]\ L“ng 1 %%IJ 9 é‘(i
switch (config-session-device-group)# node ip Tfo
2.2.2.2
switch (config-session-device-group)# weight 2
ATw 75| ((£&) [no]cluster ID description description-string | ¥5/& & 727 7 A X2/ — R&BIML £,

1

switch(config)# itd session device-group dg2
switch (config-session-device-group) #node ip
2.2.2.1

switch (config-session-dg-node)
description C1

1

switch (config)# itd session device-group dg2
switch (config-session-device-group) #node ipvé
10:1::1:2

# cluster 2

GE)

Ty arE N LTI IRAZND ) — REHIBT
9, By arE N LT, TR T A—TN
DY FAZIZH LN —REBNTAHAZEHLTEE
I, 2L, By arE N LTEGFED ) — KDy
FTAFEEETH LIETEERA,

ITD DK II
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ITD R |

ARV RFERETIVa Y

B8

switch (config-session-dg-node) # cluster 3

description C2

ATv 76| ({LE) probetrackid A—P—ERDO T v 7 TH LW — REBIMLE
il - EE
switch(config)# itd session device-group dg2
switch (config-session-device-group) #node ip
1.1.1.5
switch (config-session-device-group) #probe track
60

RTw 77| {commit |abort} commit =~ KX, HrLwv/— Kty hEFE
Bl - Hanie/ =Rty FTITD 73A A I —T %

. . o . BHL., Ny hEEEIVYTLT, ITDEYy e

switch (config-session-device-group)# commit ~ .,

switch (config) # VREHE IV —rT v LET,
abort =~ NIZITD v & a VREZ G L. 1TD
TNA A TN—THHEHLER A,
G¥)
U7 — N DN, FEOR0E v v = 20 commit
o~ K& AJILET, copy running-config
gartup-config=z~> RE AL TAAL v F %Y 7 —
N5 & ITD 73 A Z—T O EPRAF S
NETA, commit ITADITRY FHA,

ATv 78| ({E&E) show itd session device-group [name] R ENTZTXRTOIMD Yy v a v, FH3EES
5 - NIETNRA AT N—TDITD vy v a vy aFRLE
switch (config)# show itd session device-group dgl Tfo

ATv 79| ({EE) copy running-config startup-config Firar74Xal—rvark, AX—F T vSa

1

switch (config) # copy running-config startup-config

V74X alb—vala—LEd,

14 >%)L— K ACL TP ACE D EFEILDEMFE 1= 1FHIFR

ITDV—E 2% %y T HFIT, A 71— FRACLOT 7R aykag—)L xR
(ACE) ZBMEZIFHIBRTEET, 2RI T, ITDYV—E RO vy hF DT UERIC T
T4 v DR ER/NRICTDHZENTEET,

4O HREIIC

ITD BHENA X —T NV THDH Z L H#fER L ET,
FNA A TN—T L ITD —E AN SN2 & 2R L £,
ACL N ITD —ERICEV B THNTWAZ L 2R LET,

. ITD DR
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FIRDEE

F IR D8

FIE

1. configureterminal
2. itd session access-list acl-name refresh

3. (EE)

424 L— K ACLTO ACE Dt nemE 24k [

copy running-config startup-config

AT RFERIEFTZII Y

=)

AT w 71 | configureterminal Ja—xN) ar7 4 Xal—iay T— REBLG
15“ : ]\/i‘g_o
switch# configure terminal
switch (config) #

AT 72 |itd session access-list acl-name refresh A 7 v— R ACL ZNEBRJIZHEAIRY . TCAM %
i - w77 ALET, ITD &, & ACLACE & HL
switch(config)# itd session access-list testl vV ACL ACEL%?_I v 7 L, ITDIZ & OVCEB}ZéM
refresh 7L: ACL %E*ﬁ Li‘?“o

GE)
Zoa<wr RiE, 47— K ACLIZORBHNET
D
ATwv 73| ({£E) copy running-config startup-config Fifrar74Xal—vark, AFX—rT T

1

switch (config)# copy running-config startup-config

v 4Fal—Yaiiar’—LET,

14 > %2 )L— I ACL TP ACE D EZF L DENMFE = ILHIBR

ITDY—ERA%&Zv Yy T ETIZ, RIACLOT 7R avba—L bl

(ACE)

ZBMEFHBRTEET, L TINIE. EBICHRPEET,

1R BRI

ITD #EENA X —T NV THDHZ L ZfER L ET,
FORA A TN—TEITD P —EANERINT-Z & 2R LET,
ACLAITD —bE RIZED B THNTWDLZ LR LET,

ITD LA v 3HERDIER

ITD LA ¥ 3K EFRRTDICINE, ROFXATDIHEONTINEFEITLET,

ITD DK
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avy kR

S

show itd [itd-name] [brief | vrf [vrf-name]]

HEDIITDA VAR Y ADAT—F AR LN
W EFR R LET,

MFEDITD A VAKX LV ADAT —H AL
F O 2 £Rr 9 5121, itd-name 5%k
PREAHLET,

o AT —F 2B L OO BRI & FR
T 5L, brief F—U— RFZ2fiH L%
B

evif ¥F—U—REFHLT, fiESIT=
ITD £ v A% AD VRF #FrxLET,

show itd {all | itd-name} [dst ip-address| src
ip-address] statistics [brief]

TRTELIIEED ITD A o A F o ZADHEF
EFRRLET,

HFEDA AL ADREE R A F R
BHI2iX, itd-name 51 A L £ 9,

« BRI AZ R T 512IE, brief ¥—U—
RZ2fHLET,

GE)

Zoawr REFEHALCITDHEHEFR RIS
BilC, itd-name =~ > R&fEH L T ITD #tzt
EHEMTHEMLERH Y F9, itd statistics

s IHIZ, MEtER AT HITIL, —ER
DL L BAEMME, AL v TFDY r—
K. BEOAAS v TFOT v 7T L— Ktk
(2, ITD #at &= HEA T 2 LENH
nET,

show itd session device-group [name]

ST _XTOITD kv a rE-i3dE
EINTETAA AT NL—TDITDEY 3y
FRTFLET,

show running-config services

RSN ITD A A T —TF L —E X
EFRRLET,

show ip/ipv6 policy vrf <context>

NAT B CHEE DS A R — T T2 > TV RN
ITD L ¥ 3% — & 2 FIZER S 3172 IPv4/IPv6
N—h <o R —5FRKRLET,

. ITD DR
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avw vk =E):g]

show route-map dynamic <route-map name> | NAT ¥k e BE R H N 72 > TV 2 W ITD
show route-map dynamic A3 —EAFICAEREINT-, BEEDNT v
NTI2EBAVANDNI T 47 UEAL LY
Ta VHICERESNIER AN Ry T ERERR
LET,

show nat itd NAT B5 S BE DS ZNC 72 > TWA ITD L A
Y3V —EXFICER SN, FFEDAT v
NTI7BAVARANDRNTZ 747 UEA LY
varAICREESNTER T AN Ry T EFROR

Li‘d‘o
show ip access-list <access-list name>dynamic | 4w F 727X YR D ST 4 v 7 —Fk
HEUERFORLET,
show ip dla configuration dynamic T —TREINIE > TVBEAIT, TNA
show ip sla configuration (Entry-number) ATN—=TND ) — RIZX LTITDIZ LT
dynamic RS2 IP SLABREZ RN LET,
show track dynamic Fa—TWERREEE . TR T A—TH
show track dynamic brief D/ — RIZONTITD IZ k> TAER ST b

77 E®KRLET,

\}

GE)  102()F U U —RALIFE, ITD CARR SN 7-MkIL, A+ > 7 show CLI ZJ L TERILE
‘j‘o

LIFIZ, ITD MR AR89 2Bl 2~ L £,

switch# show itd

Name Probe LB Scheme Status Buckets
WEB ICMP src-ip ACTIVE 2
Device Group VRF-Name

Pool Interface Status Track_id
WES_itd pool Po-1 v -
Virtual IP Netmask/Prefix Protocol Port
10.10.10.100 / 255.255.255.255 10 0

Node IP Config-State Weight Status Track id

I ITD DK .
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B moLsrsmnown

oul
&

Y

1 10.10.10.11 Active 1 OK -

Bucket List

WEB_itd vip 1 bucket 1

Node IP Config-State Weight Status Track_id

2 10.10.10.12 Active 1 OK -

Bucket List

WEB_itd vip 1 bucket 2

ZOFNE, J—FROBEEIVYET) ) —ROERNNNTy N RNy NTEDRRT 7 a Al
S RALOFFHHE I ERLTHET,

switch (config)# show itd SER1 statistics
Service Device Group VIP/mask
#Packets

SER1 DG1
383629547 100%

Traffic Bucket Assigned to Mode Original
Node #Packets

SER1_itd bucket 1 10.200.28.2 Redirect 10.200.1
.2 2996838  (0.78%)

SER1_itd bucket 33 10.200.28.2 Redirect 10.200.1
.2 2996970 (0.78%)

SER1_itd bucket 65 10.200.28.2 Redirect 10.200.1
.2 2997104 (0.78%)

SER1_itd bucket 97 10.200.28.2 Redirect 10.200.1
.2 2997246  (0.78%)

Traffic Bucket Assigned to Mode Original
Node #Packets

SER1_itd bucket 2 10.200.16.2 Redirect 10.200.2
.2 2996848  (0.78%)

SER1_itd bucket 34 10.200.16.2 Redirect 10.200.2
.2 2996974  (0.78%)

SER1_itd bucket 66 10.200.16.2 Redirect 10.200.2
.2 2997110 (0.78%)

SER1_itd bucket 98 10.200.16.2 Redirect 10.200.2
.2 2997250 (0.78%)

Traffic Bucket Assigned to Mode Original
Node #Packets

SER1_itd bucket 3 10.200.17.2 Redirect 10.200.3
.2 2996852  (0.78%)

SER1_itd bucket 35 10.200.17.2 Redirect 10.200.3
.2 2996978  (0.78%)

SER1_itd bucket 67 10.200.17.2 Redirect 10.200.3
.2 2997114  (0.78%)

. ITD DR
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SER1_itd bucket 99
.2 2997254  (0.78%)

switch(config-itd)# show itd SERI1

Legend:

mo L+ v 3oz [

10.200.17.2 Redirect 10.200.3

ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

SER1 src-ip ACTIVE 128

DG1
Pool Interface
SER1_itdpool Ben1/3 o
Node IP Cfg-s WGT Probe Port
1 10.200.1.2 Active 1 IcMp
Bucket List
SER1_itd_bucket_1, 33, 65, 91
Node IP Cfg-s WGT Probe Port
> 10.200.2.2 Active 1 IcMP
Bucket List
SER1_itd_pucket_2, 34, 66, 98
Node IP Cfg-s WGT Probe Port
3 10.200.3.2 Active 1 Towp

Bucket List

SER1_itd bucket 3, 35, 67, 99

Z ORI, ITDNAT it 1527 L TW\WE1,

switch# sh itd test statistics

Probe Port

Probe-IP STS Trk# Sla_id

Service Device Group VIP/mask
#Packets
test dg 20.20.20.20 / 255.255.255.255 158147
(100.00%)
Traffic Bucket Assigned to Mode Original Node
#Packets
test itd vip 2 bucket 1 10.10.10.2 Redirect 10.10.10.2 22820

ITD DK II
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(14.43%)

test_itd vip_ 2 bucket 5

(14.48%)

Traffic Bucket
#Packets

test_itd vip 2 bucket 2

24992 (15.80%)

test_itd vip 2 bucket 6

25916 (16.39%)

Traffic Bucket
#Packets

test_itd vip_ 2 bucket 3

(11.09%)

test_itd vip_ 2 bucket 7

(11.41%)

Traffic Bucket
#Packets

test_itd vip_ 2 bucket 4

(13.11%)

test_itd vip 2 bucket 8

(3.30%)

Return Traffic from Node

10.10.10.2

Original Node
11.11.11.2

11.11.11.2

Original Node
12.12.12.2

12.12.12.2

Original Node
13.13.13.2

13.13.13.2

Total packets: 203219

switch#

(100.

10.10.10.2 Redirect
Assigned to Mode
11.11.11.2 Redirect
11.11.11.2 Redirect
Assigned to Mode
12.12.12.2 Redirect
12.12.12.2 Redirect
Assigned to Mode
13.13.13.2 Redirect
13.13.13.2 Redirect
#Packets
58639 (28.86%)
65695 (32.33%)
45710 (22.49%)
33175 (16.32%)
00%)

OB, 23 v NECAR failaction A W= A ADHETj#RLTWET,

switch(config)# show run ser

N9k-14 (config)# sh itd SER1 statistics
Service Device Group
#Packets

VIP/mask

Node

SER1_itd bucket 1
.2

SER1_itd bucket 33
.2

SER1_itd bucket 65
.2

SER1_itd bucket 97
.2

II ITD DR

DG1

5088763 100%

#Packets

39470 (0.78%)
39596 (0.78%)
39728 (0.78%)
39966 (0.79%)

Mode Original

10.200.1

10.200.1

10.200.1

10.200.1

ITD R |

22894

17537

18048

20727
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Traffic Bucket Assigned to Mode Original
Node #Packets

SER1_itd bucket 2 10.200.2
.2 39474 (0.78%)

SER1_itd bucket 34 10.200.2
.2 39600 (0.78%)

SER1_itd bucket 66 10.200.2
.2 39732 (0.78%)

SER1_itd bucket 98 10.200.2
.2 39970 (0.79%)

Traffic Bucket Assigned to Mode Original
Node #Packets

SER1_itd bucket 3 10.200.3
.2 39478 (0.78%)

SER1_itd bucket 35 10.200.3
.2 39604 (0.78%)

SER1_itd bucket 67 10.200.3
.2 39736 (0.78%)

SER1_itd bucket 99 10.200.3
.2 39974 (0.79%)

switch# show itd brief

Name Probe LB Scheme Interface Status Buckets

WEB ICMP src-ip Eth3/3 ACTIVE 2

Device Group VRF-Name

WEB-SERVERS
Virtual IP Netmask/Prefix Protocol Port

10.10.10.100 / 255.255.255.255 IP 0

Node 1IP Config-State Weight Status Track id

1 10.10.10.11 Active 1 OK -
2 10.10.10.12 Active 1 OK -

switch# show running-config services

version 7.0(3)I1(2)
feature itd

itd device-group WEB-SERVERS
node ip 10.10.10.11

node ip 10.10.10.12

probe icmp

itd WEB

device-group WEB-SERVERS

virtual ip 10.10.10.100 255.255.255.255
ingress interface ethernet 3/3

no shut

ITD DK .
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ITD Layer-2 ¥Rk D HEER

ITD-L2 fl 2 R T D%, IRDZ AT DI BLEONTFNNEEITLET,

5 3:1TD-L2 Show 1< > F

ITD R |

avyU R

Sl

show I TD [service-name] brief

ITD OBMERT—Z A% F£RLET,

show vlan access-map vlan access-map name

I[TD-L2 Y —EAD T 7 47 VXA LT b
DFRIT AN Ky TeRRLET,
NOK-X9464PX TlE. VACL 7 v # %, RLT
VLAN TEZELTCWAHEE., EEInN
o N 2ETHDIZ EERLET,

show vlan access-list vian access-map name

N7 4y O—EIMEEIEET D VLAN T
I A~y FITEEMIT Oy R
RLUFET,

show vlan-filter access-map vian access-map name

7B AVLAN ¥ v I ~D~ v B 758
VLAN #F R~ L E T,

show running-config services

ITD-L2 DFEfFTaL T 4 X2 — a3 U EFRR
LET,

LA 7 3ITD R D #EE2

ITD # k& MR T 2121, Roa~<wr REFEHLET,

avy kR

Sl

show ip/ipv6 policy vrf <context>

FBESNIEANA =T =4 AZHEHA SN
% LA ¥ 31TD FE NAT ¥ — & A Bk &1
72 IPV4/IPv6 o — b~ v 7 AR o —%FR L
7,

show route-map dynamic <route-map name>

LA ¥ 31TD FE NAT —E 2 Di#izE ~ 7

T4 7SN, BFEDONry N T
CTAVAND NI T4 7 VEA VI ay
IR S NT=R 7 A MRy T EFTRLET,

show ip/ipv6 access-list <access-list name>
dynamic

ITD EAESNANNTF Y F T 78R VR D
NTT7 4 —HREEFRLET,

. ITD DR
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mazs

avy kR

S

show ip da configuration dynamic

T —TRENC > TWABEEIT, T3
AT N—THND /) —RIZKLTITDIZE - T
AR ENTZIPSLARTEEZERLET,

show track dynamic

Ta—T NGNS A T A T —T N
D) —KRIZOWTITDIZ L » TAEMENT b
Ty I ERRLET,

show nat itd

LAV 3ITDNAT V—EADMEENT 7 4 v
JEIOEHIZERIND, FFED/ N v b
TIRAVANDNTI 747 UHA LY
a VIR ST R AN Ry T ERER
LET,

ESPERE]S

I=-aTF7ILEZA I

IP SLA

['Cisco Nexus 9000 Series NX-OSIP SLAs
Configuration Guidel

ITD L 1 v 3 ¥Rk DFEEE

ITD LA ¥ 3#ikE2FrT DT, WOXATZDIHEONTNNEFITLET,

avy kR

E[:0)

show itd [itd-name] [brief | vrf [vrf-name]]

HEDITD A LV AZ YV ADAT—H A LN
AR LET,

HEEDITD A VAR LV ADAT —H AL
T O 2 FoRT 521X, itd-name 213
PERALET,

« AT —F 2B L O D ERINE W e 2R
T 5I21E, brief F—U— RF2fEHLE
R

svif ¥F—U—RFEFEHLT, fFEINT-
ITD A > AZADVRF 7R~ LET,

ITD DK .
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show itd {all | itd-name} [dst ip-address| src
ip-address] statistics [brief]

TRTCEFITEHEDITD A v AX 2 ZADHE
EHRALET,

HEEDA AL ADREER A F R
BHI2iE, itd-name 51 A L £9,

« BRI A RN T 512IE, brif ¥ —U—
RZ2fH L ET,

GE)

ooy REHEHALCITDHHEFR TS
Bz, itd-name =~ > RZ&{#HH L T ITD #z
AT HMLENRH Y £9, itd statistics

s IHIZ, MEtER AT HITIL, —EA
DL L BAEMME, AL v TFDY r—
K. BEOAS v TFOT v 77— Ktk
(2, ITD #EH &= HEA T 2 0LENH
nET,

show itd session device-group [name]

SNt _XTOITD kv a v E-i3dE
EFINETANA AT A—FDIIDEv 3y
FFRRLET,

show running-config services

RSN ITD F A 2 T —TF P —E %
FERLET,

show ip/ipv6 policy vrf <context>

NAT BEGECHBREDS A R — T TR > TN
ITD L ¥ 3 % — & 2 AIZER S 172 IPv4/IPv6
N—h <o R —5RRLET,

show route-map dynamic <route-map name>

show route-map dynamic

NAT Bt SCHERE N AN 72 > TV ITD b
A3 —CAHIZAEREINTZ, BEEDNT v
NTI7EBAVARANDRNTZ 747 UEA LY
valrHICREESNTER T AN Ry T EFRR
LET,

show nat itd

NAT e e BE N AN 72 > T A ITD LA
Y3V —EXFICEREINTZ, FFEDOAT v
NTI7EBAVARANDNTZ 747 VXA LY
varHICREESNTER T AN Ry T EFRR
LET,

show ip access-list <access-list name> dynamic

Nry NTIZEAVRAMD T 7 4 v 7 —
HEEEFRRLET,

. ITD DR
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show ip da configuration dynamic T — T WA o TR, T
show ip sla configuration (Entry-number) AT N—=TND /) — RIZxFLTITDIZ L - T
dynamic ERENTZIPSLA REEF R LET,

show track dynamic I — T RNEHREES. T, A TIL—TN

D) — RIZOWTITD IZ X » TS b

show track dynamic brief
T eFRRLET,

\)

GE)  102()F U U —ALIPE, ITD TR SAVIMERIEL. #1473 v 27 show CLIZ#J L CERINE
@—0

LITIZ, ITD ik iesd 2 B2~ L £,

switch# show itd

Name Probe LB Scheme Status Buckets
WEB ICMP src-ip ACTIVE 2
Device Group VRF-Name

Pool Interface Status Track id
WEB_itd pool Po-1 e -
Virtual IP Netmask/Prefix Protocol Port
10.10.10.100 / 255.255.255.255 12 0
Node 1IP Config-State Weight Status Track id
1 10101001 Active 1 ok -

Bucket List

WEB _itd vip 1 bucket 1

Node 1IP Config-State Weight Status Track id

2 10.10.10.12 Active 1 OK -
Bucket List

WEB _itd vip 1 bucket 2

OB, /J—FROBFBEVYT /) ) —FOERNTry N X ry NTEDRRT 7 ar Ah
= A LOFHE I ERLTWET,
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switch (config)# show itd SER1 statistics
Service Device Group VIP/mask
#Packets

383629547 100%

Traffic Bucket Assigned to Mode Original
Node #Packets

SER1_itd bucket 1 10.200.28.2 Redirect 10.200.1
.2 2996838 (0.78%)

SER1_itd bucket 33 10.200.28.2 Redirect 10.200.1
.2 2996970 (0.78%)

SER1_itd bucket 65 10.200.28.2 Redirect 10.200.1
.2 2997104 (0.78%)

SER1_itd bucket 97 10.200.28.2 Redirect 10.200.1
.2 2997246  (0.78%)

Traffic Bucket Assigned to Mode Original
Node #Packets

SER1_itd bucket 2 10.200.16.2 Redirect 10.200.2
.2 2996848 (0.78%)

SER1_itd bucket 34 10.200.16.2 Redirect 10.200.2
.2 2996974 (0.78%)

SER1_itd bucket 66 10.200.16.2 Redirect 10.200.2
.2 2997110 (0.78%)

SER1_itd bucket 98 10.200.16.2 Redirect 10.200.2
.2 2997250 (0.78%)

Traffic Bucket Assigned to Mode Original
Node #Packets

SER1_itd bucket 3 10.200.17.2 Redirect 10.200.3
.2 2996852 (0.78%)

SER1_itd bucket 35 10.200.17.2 Redirect 10.200.3
.2 2996978 (0.78%)

SER1_itd bucket 67 10.200.17.2 Redirect 10.200.3
.2 2997114 (0.78%)

SER1_itd bucket 99 10.200.17.2 Redirect 10.200.3
.2 2997254  (0.78%)

switch(config-itd)# show itd SERI1

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

SER1 src-ip ACTIVE 128

Device Group Probe Port
DG1 ICMP
Pool Interface Status Track_id
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SER1_itd pool Ethl/3 UP 1
Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla id
1 10.200.1.2 Active 1 ICMP PF 2 10002
Bucket List
SER1_itd bucket 1, 33, 65, 97
Node IP Cfg-S WGT Probe Port Probe-IP STS Trk# Sla id
2 10.200.2.2 Active 1 ICMP PF 3 10003
Bucket List
SER1_itd bucket 2, 34, 66, 98
Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla id
3 10.200.3.2 Active 1 ICMP PF 4 10004
Bucket List
SER1_itd bucket 3, 35, 67, 99
ZOFliX, ITD NAT #tat O 2R LT ETS,
switch# sh itd test statistics
Service Device Group VIP/mask
#Packets
test dg 20.20.20.20 / 255.255.255.255 158147
(100.00%)
Traffic Bucket Assigned to Mode Original Node
#Packets
test itd vip 2 bucket 1 10.10.10.2 Redirect 10.10.10.2 22820
(14.43%)
test itd vip 2 bucket 5 10.10.10.2 Redirect 10.10.10.2 22894
(14.48%)
Traffic Bucket Assigned to Mode Original Node
#Packets
test itd vip 2 bucket 2 11.11.11.2 Redirect 11.11.11.2
24992 (15.80%)
test itd vip 2 bucket 6 11.11.11.2 Redirect 11.11.11.2
25916 (16.39%)
Traffic Bucket Assigned to Mode Original Node
#Packets
test itd vip 2 bucket 3 12.12.12.2 Redirect 12.12.12.2 17537
(11.09%)
test itd vip 2 bucket 7 12.12.12.2 Redirect 12.12.12.2 18048
(11.41%)
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Traffic Bucket
#Packets

Assigned to

test_itd vip_ 2 bucket 4 13.13.13.2
(13.11%)

test_itd vip_ 2 bucket 8 13.13.13.2
(3.30%)

Return Traffic from Node #Pa

10.10.10.2 58639

11.11.11.2 65695

12.12.12.2 45710

13.13.13.2 33175

Total packets: 203219 (100.00%)

switch#

Redirect

Redirect

ckets

13.13.13.2

13.13.13.2

OB, 237 v NEEAR failaction A W= A ADHEJj#RLTWET,

switch (config)# show run ser
N9k-14 (config)# sh itd SER1 statistics

Service Device Group VIP/mask
#Packets

SER1 DG1
5088763 100%

Traffic Bucket

Node #Packets

SER1_itd bucket 1

.2 39470 (0.78%)

SER1_itd bucket 33

.2 39596 (0.78%)

SER1_itd bucket 65

.2 39728 (0.78%)

SER1_itd bucket 97

.2 39966 (0.79%)

Traffic Bucket

Node #Packets

SER1_itd bucket 2

.2 39474 (0.78%)

SER1_itd bucket 34

.2 39600 (0.78%)

SER1_itd bucket 66

.2 39732 (0.78%)

SER1_itd bucket 98

.2 39970 (0.79%)

Traffic Bucket

Node #Packets

SER1_itd bucket 3

.2 39478 (0.78%)

SER1_itd bucket 35

II ITD DR
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10.200.1
10.200.1
10.200.1

10.200.1

Original
10.200.2
10.200.2
10.200.2

10.200.2

Original
10.200.3

10.200.3
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.2 39604 (0.78%)
SER1_itd bucket 67 10.200.3
.2 39736 (0.78%)
SER1_itd bucket 99 10.200.3
.2 39974 (0.79%)
switch# show itd brief
Name Probe LB Scheme Interface Status Buckets
WEB ICMP src-ip Eth3/3 ACTIVE 2
Device Group VRF-Name
WEB-SERVERS
Virtual IP Netmask/Prefix Protocol Port
10.10.10.100 / 255.255.255.255 IP 0
Node 1IP Config-State Weight Status Track id
1 10.10.10.11 Active 1 OK -
2 10.10.10.12 Active 1 OK -

switch# show running-config services

version 7.0(3)I1(2)
feature itd

itd device-group WEB-SERVERS
node ip 10.10.10.11

node ip 10.10.10.12

probe icmp

itd WEB

device-group WEB-SERVERS

virtual ip 10.10.10.100 255.255.255.255
ingress interface ethernet 3/3

no shut

ITD Layer-2 & Rk D #E 32

ITD-L2 # &2 FRT HI2E, ROX AT DI BEOWTNNEEITLET,

R 4:1TD-12Show A > K

avw vk EL:g]

show I TD [service-name] brief

ITD DEEAT — X A For LET,
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show vlan access-map vlan access-map name

[TD-L2 Y —EAD T 7 4 v 7 VXA LT b
DX AR Ry TERRLET,
N9K-X9464PX Ti%, VACL Z 7 %%, AL
VLAN TREZE L TWAES, EFESnEN
o NEN2ETHHZ EERLET,

show vlan access-list vian access-map name

NZ7 4y O—FHMELIEET D VLAN 7
I A~y FITEEMNIT Oy R
RLFET,

show vlan-filter access-map vian access-map name

7B AVLAN ¥ v ' ~D~ v 75t
VLAN #F R L E T,

show running-config services

ITD-L2 DFEfFTaL T 4 X2 — a3 U EFER
LET,

ITD O #& Rl 451

LTIz, ITD T3 A I N—F % ET A0 %~ LET,

switch (config)# feature itd
switch (config)# itd device-group dg

switch (config-device-group) # node ip 210.10.

switch (config-dg-node) # weight 6
switch (config-dg-node) # exit

switch (config-device-group) # node ip 210.10.

(
(
(
(
(
(
switch (config-dg-node) # weight 6
switch (config-dg-node) # exit
(
(
(
(
(
(
(

switch (config-device-group) # node ip 210.10.

switch (config-dg-node) # weight 2
switch (config-dg-node) # exit

switch (config-device-group) # node ip 210.10.

switch (config-dg-node) # weight 2
switch (config-dg-node) # exit
switch (config-device-group)# probe icmp

10.11

10.12

10.13

10.14

ZOFNX, BED ITD 73514 A 7 v—7" (http_servers 35 & U telnet_servers) ZH7 5 J7ik
ERLTWET, AR IP 7 RLRET NS R T N—TF T LIRS, ARS8 T > M

AP T RLAZLIZHY £,

switch (config)# itd device-group http_ servers

probe icmp
node ip 10.10.10.9
node ip 10.10.10.10

switch (config)# itd device-group telnet servers

probe icmp
node ip 1.1.1.1
node ip 1.1.1.2

switch(config)# itd test
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virtual ip 40.1.1.100 255.255.255.255 tcp 23 device-group telnet servers
virtual ip 30.1.1.100 255.255.255.255 tcp 80 device-group http servers
ingress interface Eth3/1
no shut

ZOWNE. ATIR—KF Fx2N FTA v =T 2 AL DBRY —_R—=2 L—F 4 T D
ITD R —FZRLTWVET,

switch(config)# itd HTTP

switch (config-itd)# ingress interface port-channel 1.1
switch (config-itd)# device-group DG

switch (config-itd)# virtual ip 172.16.1.1 255.255.255.255
switch (config-itd) # no shutdown

ZOBNE, IPVA DRy FAZ N, ) — RERET 2 5EZ R L TVWET,

switch (config)# feature itd

switch (config)# itd device-group dg4-101

switch (config-device—-group)# probe tcp port 8001 frequency 1 timeout 1
switch (config-device-group)# node ip 197.1.1.17

switch (config-dg-node) # node ip 197.1.1.18

switch (config-dg-node) # node ip 197.1.1.47

switch (config-dg-node) # mode hot-standby

switch (config-dg-node) # node ip 197.1.1.48

switch (config-dg-node) # mode hot-standby

ZDFNE, IPV6 DRy hAZ R, ) — REREKT D HEEZRLTOET,

switch (config)# feature itd

switch (config)# itd device-group dg6-101

switch (config-device-group)# probe tcp port 8001 frequency 1 timeout 1
switch (config-device-group)# node ipv6 2001::197:1:1:11

switch (config-dg-node) # node ipv6 2001::197:1:1:12

switch (config-dg-node) # node ipv6 2001::197:1:1:2f

switch (config-dg-node) # mode hot-standby

switch (config-dg-node) # node ipv6 2001::197:1:1:30

switch (config-dg-node) # mode hot-standby

ZolE, GAAL A TA—F LD Fa—7TiER) J— R L vD 7 u— 7 R
TAHHEERLTWEST, / — Lo ua—7%TH5848. FRFEho /) — Rizago 7
O — 7 TR ATRER =D, /— R LICEBICHAZ A RTHZ N TEFE T,

switch(config)# feature itd

switch (config)# itd device-group Servers

switch (config-device-group) # node ip 192.168.1.10

switch (config-dg-node) # probe icmp frequency 10 retry-down-count 5
switch (config-device-group) # node ip 192.168.1.20

switch (config-dg-node) # probe icmp frequency 5 retry-down-count 5
switch (config-device-group) # node ip 192.168.1.30

switch (config-dg-node) # probe icmp frequency 20 retry-down-count 3

ZOBNL, Bt NAT 244 5 ka2 R L TWET

Itd device-group <dgl>
probe icmp

node ip 1.1.1.1

node ip 2.2.2.2

Itd device-group <dg2>
probe icmp

node ip 3.3.3.3

node ip 4.4.4.4
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Itd testl

device-group <dgl>

virtual ip 10.10.10.10 255.255.255.255 tcp 80
nat destination

Itd test2

device-group <dg2>

virtual ip 30.30.30.30 255.255.255.255 tcp 80
nat destination

switch (config)# sh nat itd

ITD R |

ACL (Bucket List) Global IP(Node IP):Port Local IP(Virtual IP):Port

Protocol

serl_itd vip 1 bucket 1 8.8.1.2:0 6.6.1.1:101
TCP

serl_itd vip_ 1 bucket 21 8.8.1.2:0 6.6.1.1:101
TCP

serl_itd vip 1 bucket 2 8.8.1.3:0 6.6.1.1:101
TCP

serl_itd vip 1 bucket 22 8.8.1.3:0 6.6.1.1:101
TCP

ITD NAT 3 X O~ PAT DOHER%

feature itd

itd device-group dgl
probe icmp
node ip 10.10.10.10
port 1000
node ip 20.20.20.20
port 2000
node ip 30.30.30.30
port 3000
node ip 40.40.40.40
port 4000

itd device-group dg2
probe icmp
node ip 10.10.10.11
node ip 20.20.20.21
port 2000
node ip 30.30.30.31
port 3000
node ip 40.40.40.41
port 4000

itd serl

virtual ip 6.6.6.1 255.255.255.255 tcp 80 advertise enable device-group dgl
virtual ip 6.6.6.11 255.255.255.255 tcp 81 advertise enable device-group dg2

ingress interface Ethl/1

nat destination

failaction node per-bucket
load-balance method src ip buckets 64
no shut

LIRS, (A8 IPv4 7 R L R Rl 26 2R L £ 9,

switch (config) # feature itd
switch (config)# itd s4-101
switch (config-itd)# device-group dg_v4
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switch (config-device-group)# ingress interface V1an913
switch (config-device-group) # virtual ip 100.100.100.100 255.255.255.255 udp 443 advertise
enable active

PLFIZ, RAEIPVv6 7 R L AT 02 LET,

switch (config)# feature itd

switch(config)# itd s6-101

switch (config-itd) # device-group dg vé

switch (config-device-group)# ingress interface V1an913

switch (config-device-group) # virtual ipvé 100::100 128 tcp 443

ZOFNE, bT T 4 v 7 BRABIICOBT AL OIICNEr— RANT o TR B HEE
ARLTWET, ZOFITIE, /—F1E21F, /J—F3E4D3EONT 747 BITEDY
i‘j‘o

switch(config)# feature itd

switch (config)# itd device-group dg

switch (config-device-group) # probe icmp

switch (config-device-group) # node ip 210.10.10.11
switch (config-dg-node) # weight 3

switch (config-device-group) # node ip 210.10.10.12
switch (config-dg-node) # weight 3

switch (config-device-group) # node ip 210.10.10.13
switch (config-device-group) # node ip 210.10.10.14

ZOBNE, A ACL 2R LT, ITD B ITD 2 — RAT U HDGRATE T 7 4 v 7 &8
ETHHEEZTRLTWET, 2, 77 AT U=V AL ARXT g wlhBElE LRV
FEH VLAN BL T A b X K VLAN (L, ITD Z/ 31 XA T&EF 7,

switch(config)# feature itd

switch (config)# itd Service_Test

switch (config-itd)# device-group test-group

switch (config-itd) # ingress interface vlanlO
switch(config-itd) # exclude access-list ITDExclude
switch(config-itd)# no shutdown

switch (config)# ip access-list ITDExclude
switch (config-acl)# 10 permit ip 5.5.5.0/24 any
switch (config-acl)# 20 permit ip 192.168.100.0/24 192.168.200.0/24

Z OB, acll Z/EK L CTITD 9 —E R ZEID U TH HEEZ/RLTWET, show < R,
ERENFZIPT IR VAN L=~y T HBFERLET,

switch (config)# ip access-list acll
switch (config-acl)# 2460 permit tcp 100.1.1.0/24 any
switch (config-acl) # exit

switch (config)# itd test
switch (config-itd) # device-group dgl
switch (config-itd)# ingress interface Eth3/1
switch (config-itd) # load-balance method src ip
switch(config-itd)# access-list acll
switch (config-itd)# show itd test
Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets
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Probe

Port

test_itd pool

ACL Name/SegNo

acll/2460
Node 1IP
1 1.1.1.1

3 10.10.10.9

)5 1

Prefix

4
Probe-IP
Probe-IP
Probe-IP
Probe-IP

4 10.10.10.10

Bucket List

ACTIVE 4
Interface
Eth3/1
IP/Netmask/
100.1.1.0/2
Cfg-S WGT Probe Port
Active 1 ICMP
Cfg-S WGT Probe Port
Active 1 ICMP
Cfg-s WGT Probe Port
Active 1 ICMP
Cfg-s WGT Probe Port
Active 1 ICMP

TCP
STS Trk#
OK 2
STS Trk#
OK 3
STS Trk#
OK 4
STS Trk#
OK 5

test_itd ace_ 1 bucket 4

ITD R |

Cisco NX-08 U U — 2 7.03)17(3) LAKE, ITD (X IPv6 Z#HHR—F LET, ZOHlE. acl Z1ER
L. ITDv4 3B L NITDv6 H—E R ZE W Y THHEEZRLTWET, show 2~ R, ARk
ENFZIPT778A VAR NL— b~y TERFRLET,

switch
switch
switch
switch
switch
switch

config)# IPv6 access list acl6-101
config-acl)# 10 permit udp 2405:200:1412:2000
config-acl)# exit
config)# IP access list acl4-101

config)# 10 permit tcp 10.0.0.0/10 any
config-acl)# exit

switch(config-itd)# device-group dg6-101
switch(config-itd)# ingress interface Vl1an913

II ITD DR
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switch (config-itd)# failaction node reassign
switch (config-itd)# load-balance method src ip
switch (config-itd)# access-list ipv6 acl6-101
switch (config-itd) # no shut

switch (config-itd)# device-group dg4-101
switch (config-itd)# ingress interface V1an913
switch (config-itd)# failaction node reassign
switch (config-itd)# load-balance method src ip
switch (config-itd)# access-list acl4-101

( ) #

switch (config-itd no shut

ZOBITIE, /— REERIC, BENRELE ) —F ATy b e, ATy FOBEDR RPN
TIT 47 )= RICHIVETLHEOICITD v — B R &/ T 5 kxR~ LET,

switch (config-itd)# show run services

!Command: show running-config services
!Time: Thu Sep 22 22:22:01 2016

version 7.0(3)I5(1)
feature itd

itd session device-group dg

itd device-group dg
probe icmp
node ip 1.1.1.1
node ip 2.2.2.2
node ip 3.3.3.3
itd test
device-group dg
ingress interface Ethl/1

failaction node least-bucket
no shut

switch (config-itd) #
switch (config-itd)# show itd

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

Device Group Probe Port
dg ICMP
Pool Interface Status Track id
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test_itd pool Ethl/1
Node IP Cfg-s WGT Probe Port
1 1.1.1.1 Active 1 ICMP

Bucket List

ITD DR

2 2.2.2.2 Active 1

Bucket List

Probe Port

3 3.3.3.3 Active 1

Bucket List

Probe-IP STS Trk# Sla_id
OK 2 10002
Probe-IP STS Trk# Sla_id
OK 3 10003
Probe-IP STS Trk# Sla_id
OK 4 10004

test_itd bucket 3

switch (config-itd) #

# Brought down Node 3,

switch# show itd

and the failed node buckets are send to Node 2.

L d:
:gigtatus): ST-Standby, LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive
Name LB Scheme Status Buckets
test sre-ip  ACTIVE 4
Exclude ACL
Device Group Probe Port
o e
Pool Interface Status Track_id
test_itd pool Beni/1 o o1
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
1 1111 Active 171aw0 oK 2 10002
Bucket List
test_itd bucket 1, 4
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
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> 2.2.2.2 Active 17TOwP oK 3 10003
Bucket List
test_itdbucket2
Node IP Cfg-S WGT Probe Port Probe-IP STS Trk# Sla id
s 3.3.3.3 Aetive 1r1awe PP 4 10004

Bucket List

test_itd bucket 3

switch#

switch# conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# end

switch#

ZOHITIR, J— REERIZ 05T 7T 47 7 — FIEFIZTIEARL) HHAFRERTTo
J—RIZ T T 4 w7 BHEICHHT D L OICITD Y — A2/t 5 HiEE2 R L TWET,

switch# show run services

!Command: show running-config services
!Time: Thu Sep 22 22:30:21 2016

version 7.0(3)I5(1)
feature itd

itd session device-group dg

itd device-group dg
probe icmp
node ip 1.1.1.1
node ip 2.2.2.2
node ip 3.3.3.3

itd test
device-group dg
ingress interface Ethl/1
failaction bucket distribute
no shut

switch#
switch# show itd
Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive
Name LB Scheme Status Buckets

test src-ip ACTIVE 4

Exclude ACL
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Ethl/1

Node IP Cfg-S WGT Probe Port

1 1.1.1.1 Active 1 ICMP

Bucket List

2 2.2.2.2 Active 1 ICMP

Bucket List

3 3.3.3.3 Active 1 ICMP

Bucket List
test_itd bucket 3
switch#

OB, ITD v a3 &2/ER LT, dgl 7~
HErR L TOET,

switch (config)# feature itd

switch(config)# itd device-group dgl

switch (config-device-group) # probe icmp
switch (config-device-group) # node ip 1.1.1
switch (config-dg-node) # node ip 2.1.1.1
switch (config-dg-node) # node ip 3.1.1.1
switch (config-dg-node) #

switch (config-dg-node) # itd test

switch (config-itd) #
switch (config-itd) #
switch (config-itd) #
Note: C

device-group dgl
ingress interface Ethl
load-balance method ds

switch (config-itd) # access-list acll
switch (config-itd) # no shut
switch (config-itd)# show itd test

Legend:

ST (Status): ST-Standby,LF-Link Failed, PF-Pr
Name LB Scheme Status Buckets
test dst-ip ACTIVE 4

ITD DR
88

ITD R |

Probe Port

Probe-IP STS Trk# Sla id

S AT N—T ) — FEBELETBINT S

.1

/11
t ip

onfigure buckets equal or more than the total number of nodes.

obe Failed, PD-Peer Down, IA-Inactive
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Exclude ACL
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Trk# Sla id

Device Group Probe Port
@l e
Pool Interface Status Track_id
test_itdpool Beni/1 e >
ACL Name
actt
Node 1IP Cfg-S WGT Probe Port Probe-IP STS
1 1.1.1.1 Active 11w oK 3 10003
Bucket List
test_itd bucket 1, 4
Node 1IP Cfg-S WGT Probe Port Probe-IP STS
> 2.1.1.1 Active 1710Mp oK 4 10004
Bucket List
test_itd bucket_2
Node 1IP Cfg-S WGT Probe Port Probe-IP STS
s 3111 Active 171oMe oK 5 10005

Bucket List

test_itd bucket 3

switch(config-itd)# show run service
!Command: show running-config services
!Time: Tue Sep 20 20:36:04 2016
version 7.0(3)I5(1)

feature itd

itd device-group dgl
probe icmp
node ip 1.1.1.
node ip 2.1.1.
node ip 3.1.1.
itd test
device-group dgl
ingress interface Ethl/11
load-balance method dst ip
access-list acll
no shut

[

switch
switch
switch
switch

config-itd)# itd session device-group dgl
config-session-device-group) # node ip 4.1.1.1
config-session-dg-node) # commit

config)# show itd test
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Port

Probe

Probe-IP STS

Trk# Sla id

ITD R |

ST-Standby, LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Probe-IP

STS Trk# Sla_id

6 10006

Legend:
ST (Status) :
Name LB Scheme Status Buckets
test ast-ip  acTivE 4
Exclude ACL
bevice Growo
@t
Pool Interface
test_itapool Beni/11
ACL Name
crt
Node IP Cfg-S WGT Probe Port
1 1101 Active 11omp
Bucket List
test_itd bucket 1
Node IP Cfg-s WGT Probe Port
> 2.1.1.1 Active 1 Towe
Bucket List
test_itd bucket 2
Node IP Cfg-S WGT Probe Port
s 3.1.1.1 Active 1 Towe
Bucket List
test_itd bucket 3
Node IP Cfg-s WGT Probe Port
. £.1.1.1 Active 17Towe
Bucket List
test_itd bucket 4

switch(config)# show run service

!Command: show running-config services
!Time: Tue Sep 20 20:37:14 2016

version 7.0(3)I5(1)
feature itd

itd device-group dgl

. ITD DR
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probe icmp

node ip 1.1.1.1
node ip 2.1.1.1

node ip 3.1.1.1

node ip 4.1.1.1
itd test

device-group dgl

ingress interface Ethl/11
load-balance method dst ip
access-list acll

no shut

WOBNE, ITDE > v a U EER LT, dgl 731 2 Z—T12 ) — REEIECHIRRT 2 5
HEETRLTWET,

switch (config)# feature itd

switch (config) #

switch(config)# itd device-group dgl

switch (config-device-group) # probe icmp

switch (config-device-group) # node ip 1.1.1.1
switch (config-dg-node) # node ip 2.1.1.1

switch (config-dg-node) # node ip 3.1.1.1

switch (config-dg-node) # node ip 4.1.1.1

switch (config-dg-node) #

switch (config-dg-node) # itd test

switch (config-itd) # device-group dgl

switch (config-itd) # ingress interface Ethl/11
switch (config-itd) # load-balance method dst ip
Note: Configure buckets equal or more than the total number of nodes.
switch (config-itd) # access-list acll

switch (config-itd) # no shut

switch (config-itd)# show itd test

Legend:

ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive
Name LB Scheme Status Buckets
test dst-ip ACTIVE 4

Device Group Probe Port

@t e

Pool Interface Status Track id

test_itdpool Beni/1l up >

ACL Name

ot

Node IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla id
1 1101 Active 11ewe oK 3 10003

Bucket List

I ITD DK II
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ITD R |

Probe Port Probe-IP STS

4 10004

Node IP Cfg-s WGT
> 2.1.1.1 Active 1
Bucket List
test_itd bucket 2
Node IP Cfg-S WGT
s 3.1.1.1 Active 1
Bucket List
test_itd bucket 3
Node IP Cfg-s WGT
. 1111 Active 1

Bucket List

Probe Port Probe-IP STS

test_itd bucket 4

switch (con

!'Command:

fig-itd)# sh run service

show running-config services

!Time: Tue Sep 20 20:39:55 2016

version 7.0(3)I5(1)
feature itd

itd device-group dgl
probe icmp

node ip 1.1.1.1

node ip 2.1.1.1

node ip 3.1.1.1

node ip 4.1.1.1
itd test

device-group dgl

ingress interface Ethl/11
load-balance method dst ip
access-list acll

no shut

switch
switch

config-itd)# itd session device-group dgl
config-session-device-group) # no node ip 4.1.1.1

switch (config-session-device-group) # commit
switch(config)# show itd test
Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive
Name LB Scheme Status Buckets
test dst-ip ACTIVE 4

. ITD DR
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Device Group

dgl
Pool Interface
test_itapool Beni/11
ACL Name
et
Node IP Cfg-s WGT Probe Port
1 1101 Active 11omp
Bucket List
test_itd bucket1
Node IP Cfg-s WGT Probe Port
> 2.1.1.1 Active 1 Towe
Bucket List
test_itd bucket2
Node IP Cfg-s WGT Probe Port
s 3.0.1.1 Active 1 Towe

Bucket List

test_itd bucket 3, 4

switch(config)# show run service

!Command: show running-config services
!Time: Tue Sep 20 20:41:07 2016

version 7.0(3)I5(1)

feature itd

itd device-group dgl
probe icmp
node ip 1.1.1.
node ip 2.1.1.
node ip 3.1.1.

[

itd test
device-group dgl
ingress interface Ethl/11
load-balance method dst ip
access-list acll
no shut

o o ]

Probe-IP STS Trk# Sla_id

WOBENL, ITDE Y v a U Z21ERR LT, BEHERS /) — F&®|EIETEML, BEFEDO ) —FoD

BAEETL, dgl TNA R T—T D ) —

FEHIBRT % ik R L TOET,
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switch

Legend
ST (St

Source

Node
Sla_id

. ITD DR

ITD DR

(config)# sh itd test
atus): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive
LB Scheme Status Buckets
src-ip ACTIVE n/a
Interface
Group Probe Port
Interface Status Track_id
Ethl/3 UPp 1
me Buckets
8
ce Group
IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS
1.1.1.3 Active 1 ICMP OK
Bucket List
test_itd bucket 2, 1
IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS
1.1.1.4 Active 1 ICMP OK
Bucket List
test_itd bucket 3, 6
IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS
1.1.1.5 Active 1 ICMP OK
Bucket List
test_itd bucket 4, 5
IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS

Trk#
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Active 1

ICMP

o o ]

test_itd bucket 8,

ACL Name

Cluster-id Cfg-S WGT

Active 1

Cluster-id Cfg-S WGT

Active 1

Cluster-id Cfg-S WGT

Active 1

Cluster-id Cfg-S WGT

Active 1

test_itd acl 1 bucket 4, 5

switch(config)# show run services

!Command: show running-config services

'Running configuration last done at:

Sun Nov 15 12:

09:30 2020

ITD DK

"
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!'Time: Sun Nov 15 12:15:10 2020

version 9.4 (1) Bios:version N/A

feature itd

itd device-group dgl

probe icmp frequency 1 timeout 1

node ip 1.
node ip 1
node ip 1.
node ip 1

B e
e e

itd device-group dg2

N O W

probe icmp frequency 1 timeout 1

node ip 2.1.1.
node ip 2.1.
node ip 2.1.
node ip 2.1.

o e

itd test

ingress interface Ethl/3
failaction node least-bucket
load-balance method src ip

2
.3
4

1

access-list APPl device-group dgl
access-list APP2 device-group dg2

no shut

switch
switch
switch
switch
switch
switch
switch
switch
switch
switch

Legend:

)
)
)
)

#
#
#

config)# itd session device-group dgl
config-session-device-group) # node ip 1.1.1.5
config-session-dg-node) #
config-session-dg-node) #
config-session-dg-node
config-session-dg-node
config-session-dg-node
config-session-dg-node) #
config-session-device-group) # commit
config)# sh itd test

weight 2

node ip 1.1.1.4
weight 3

node ip 1.1.1.6
weight 2

no node ip 1.1.1.2

ITD R |

ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme

Status

Buckets

test src-ip

Source Interface

ACTIVE

Interface

Buckets

Status Track_id

Ethl/3 9)

. ITD DR
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Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla_id

1 1.1.1.3 Active 1 ICMP
10003

test_itd bucket 2
Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla_id
2 1.1.1.4 Active 3 ICMP
10004
Bucket List
test_itd bucket 3, 6, 7
Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla id
3 1.1.1.5 Active 2 ICMP
10005
Bucket List
test_itd bucket 4, 5
Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla_id
4 1.1.1.6 Active 2 ICMP
10011
Bucket List
test_itd bucket 8, 1
ACL Name Buckets
APP2 8

dg2

Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla id

1 2.1.1.1 Active 1 ICMP
10006

test_itd acl 1 bucket 1, 6

o o ]

Probe-IP STS Trk#

PF 10

ITD DK .
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Node 1IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id

2 2.1.1.2 Active 1 ICMP OK 7
10007

Node 1IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla id

3 2.1.1.3 Active 1 ICMP OK 8
10008

Node 1IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id

4 2.1.1.4 Active 1 ICMP OK 9
10009

test_itd acl 1 bucket 4, 5
switch(config)# sh run services

!Command: show running-config services
'Running configuration last done at: Sun Nov 15 12:17:19 2020
!Time: Sun Nov 15 12:18:16 2020

version 9.4 (1) Bios:version N/A
feature itd

itd device-group dgl
probe icmp frequency 1 timeout 1
node ip 1.1.1.3
weight 1
node ip 1.1.1.4
weight 3
node ip 1.1.1.5
weight 2
node ip 1.1.1.6
weight 2

itd device-group dg2
probe icmp frequency 1 timeout 1
node ip 2.1.1.1
node ip 2.1.1.2
node ip 2.1.1.3
node ip 2.1.1.4

itd test

ingress interface Ethl/3
failaction node least-bucket

. ITD DR
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load-balance method src ip
access-list APPl device-group dgl
access-list APP2 device-group dg2
no shut

O, IMDEYy a2 Hh L TwLF A7 )—RACLEZHEH LT/ — e —E R
M= CIBINT 5 HEEZRLTCWEYT, 20T, AR TL—FL<LF £ 7 )1—
K ACL N9 CIZHER SN TWET,

switch (config)# sh run services

!Command: show running-config services
'Running configuration last done at: Sun Nov 15 12:05:44 2020
!Time: Sun Nov 15 12:07:42 2020

version 9.4 (1) Bios:version N/A
feature itd

itd device-group dgl
probe icmp frequency 1 timeout 1
node ip 1.1.1.3
node ip 1.1.1.4
node ip 1.1.1.5

itd device-group dg2
probe icmp frequency 1 timeout 1

node ip 2.1.1.1

node ip 2.1.1.2

node ip 2.1.1.3

node ip 2.1.1.4
itd test

ingress interface Ethl/3
failaction node least-bucket
load-balance method src ip
access-list APP1l device-group dgl
access-list APP2 device-group dg2
no shut

switch (config)# sh itd test

Legend:
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed, PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

test src-ip ACTIVE n/a

Source Interface

Device Group Probe Port

Pool Interface Status Track id
Ethl/3 up 1

ACL Name Buckets

APP1 8

I ITD DK II
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dgl
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
1 1.1.1.3 Active 1 ICMP OK 3
10003
Bucket List
test_itd bucket 2, 1, 8
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
2 1.1.1.4 Active 1 ICMP OK 4
10004
Bucket List
test_itd bucket 3, 6, 7
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
3 1.1.1.5 Active 1 ICMP OK 5
10005
Bucket List
test_itd bucket 4, 5
ACL Name Buckets
APP2 8
Device Group
dg2
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
1 2.1.1.1 Active 1 ICMP OK 6
10006
Bucket List
test_itd acl 1 bucket 1, 6
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
2 2.1.1.2 Active 1 ICMP OK 7
10007

II ITD DR
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test_itd acl 1 bucket 2, 7

Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla_id

3 2.1.1.3 Active 1 ICMP
10008

Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla_id

4 2.1.1.4 Active 1 ICMP
10009

test_itd acl 1 bucket 4, 5

switch(config)# itd test

switch (config-itd)# itd session device-group dgl
switch (config-session-device-group)# node ip 1.1.1.2
switch(config-session-dg-node)# commit
switch(config)# sh itd test

Legend:

o o ]

ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive

Name LB Scheme Status Buckets

test src-ip ACTIVE n/a

Source Interface

Device Group Probe Port

Pool Interface Status Track_id
Ethl/3 Up 1

ACL Name Buckets

APP1 8

dgl

Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla_id

1 1.1.1.3 Active 1 ICMP
10003

Bucket List

Probe-IP STS Trk#

ITD DK .
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Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
2 1.1.1.4 Active 1 ICMP OK 4
10004
Bucket List
test_itd bucket 3, 6
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
3 1.1.1.5 Active 1 ICMP OK 5
10005
Bucket List
test_itd bucket 4, 5
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
4 1.1.1.2 Active 1 ICMP OK 2
10010
Bucket List
test_itd bucket 8, 7
ACL Name Buckets
APP2 8
Device Group
dg2
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
1 2.1.1.1 Active 1 ICMP OK 6
10006
Bucket List
test_itd acl 1 bucket 1, 6
Node IP Cluster-id Cfg-S WGT Probe Port Probe-IP STS Trk#
Sla_id
2 2.1.1.2 Active 1 ICMP OK 7
10007

II ITD DR
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test_itd acl 1 bucket 2, 7

Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla_id

3 2.1.1.3 Active 1 ICMP
10008

Node 1IP Cluster-id Cfg-S WGT Probe Port
Sla_id

4 2.1.1.4 Active 1 ICMP
10009

test_itd acl 1 bucket 4, 5
switch (config)# sh run services
!Command: show running-config services
'Running configuration last done at: Sun Nov 15 12:09:30 2020

!Time: Sun Nov 15 12:10:18 2020

version 9.4 (1) Bios:version N/A
feature itd

itd device-group dgl
probe icmp frequency 1 timeout 1

node ip 1.1.1.3
node ip 1.1.1.4
node ip 1.1.1.5
node ip 1.1.1.2

itd device-group dg2
probe icmp frequency 1 timeout 1

node ip 2.1.1.1

node ip 2.1.1.2

node ip 2.1.1.3

node ip 2.1.1.4
itd test

ingress interface Ethl/3
failaction node least-bucket
load-balance method src ip
access-list APPl device-group dgl
access-list APP2 device-group dg2
no shut

o o ]

Probe-IP STS Trk#

Probe-IP STS Trk#

WOBNL, ACE A > 7 /b— K ACL IZH W35 Z &< BIMT 2 HEEZRLTWET,

switch
switch
switch
switch

config) #

config-acl)# ip access-list acll

config-acl)# 1010 permit tcp any 10.220.0.0/16
config-acl)# 1020 permit tcp any 20.1.1.0/24

switch (config)# show ip access-lists acll

IP access list acll

ITD DK II
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1010 permit tcp any 10.220.
1020 permit tcp any 20.1.1.

0.0/16
0/24

switch (config)# itd device-group dgl
switch (config-device-group) # probe icmp

switch
switch

(
(
(
(
(
(

1.1
switch (config-dg-node) # node ip 3.1.1.1
switch (config-dg-node) # node ip 4.1.1.1

switch (config-dg-node) # itd test

switch (config-itd) # device-group dgl
switch (config-itd) # ingress interface Ethl/11

Note:

switch (config-itd) # access-1list acll

switch (config-itd) # no shut

switch (config)# show run service

!Command: show running-config services

!Time: Tue Sep 20 20:44:17 2016
version 7.0(3)I5(1)

feature itd

itd device-group dgl
probe icmp

node ip 1.1.1.1

node ip 2.1.1.1

node ip 3.1.1.1

node ip 4.1.1.1
itd test

device-group dgl

ingress interface Ethl/11
load-balance method dst ip
access-list acll
no shut

switch (config-itd)# ip access-list acll

switch

switch (config-acl) # exit

(
(
(
(

switch (config)# itd session access-list acll refresh

switch (config)# sh ip access-lists
IP access list test_itd bucket 1
1010 permit tcp any 10.220
1020 permit tcp any 20.1.1
1030 permit tcp any 30.1.1.
IP access list test_itd bucket 2
1010 permit tcp any 10.220.
1020 permit tcp any 20.1.1.
1030 permit tcp any 30.1.1.
IP access list test itd bucket 3
1010 permit tcp any 10.220.
1020 permit tcp any 20.1.1.
1030 permit tcp any 30.1.1.128/26
IP access list test_itd bucket 4
1010 permit tcp any 10.220.
1020 permit tcp any 20.1.1.
1030 permit tcp any 30.1.1.

. ITD DR

| grep n 4

0.0 0.0.
0 0.0.0.
0/26

64.0 0.0.6
64 0.0.0.6

64/26

128.0 0.0.
128 0.0.0.

192.0 0.0.
192 0.0.0.
192/26

config-device-group) # node ip 1.1.1.1
config-dg-node) # node ip 2.1.

(
(
(
switch (config-itd) # load-balance method dst ip
Configure buckets equal or more than the total number of nodes.

config-acl)# 1030 permit tcp any 30.1.1.0/24

itd

.255

3.255
3

63.255
63

63.255
63

ITD R |
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switch (config)# sh run rpm
interface Ethernetl/11
ip policy route-map test_itd pool

ZoOBITIE, T7'A URMPETNZAER I, TRIND p —BEERSDL Z L E2HERL
%9, CiscoNexus U U —2Z 9.3(3)F LI TiX, show ip accesslist dynamic =~ > K& L C
VAT LAHND ACL ZRETEET,

Nexus# show ip access-lists CiscoService itd vip 1 bucket 1 dynamic

IP access list CiscoService itd vip 1 bucket 1
10 permit ip 1.1.1.0 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 2 dynamic

IP access list CiscoService itd vip 1 bucket 2
10 permit ip 1.1.1.32 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 3 dynamic

IP access list CiscoService itd vip 1 bucket 3
10 permit ip 1.1.1.64 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 4 dynamic

IP access list CiscoService itd vip 1 bucket 4
10 permit ip 1.1.1.96 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 5 dynamic

IP access list CiscoService itd vip 1 bucket 5
10 permit ip 1.1.1.128 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 6 dynamic

IP access list CiscoService itd vip 1 bucket 6
10 permit ip 1.1.1.160 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 7 dynamic

IP access list CiscoService itd vip 1 bucket 7
10 permit ip 1.1.1.192 255.255.255.31 192.168.255.1/32
513E-A-15-C9336C-FX-2-1# show ip access-lists CiscoService itd vip 1 bucket 8 dynamic

IP access list CiscoService itd vip 1 bucket 8
10 permit ip 1.1.1.224 255.255.255.31 192.168.255.1/32

WwOBNL, A 27— ACL 26 ACE i < HIR4 % HiE2 R L TWET,

switch (config)# feature itd

switch
switch
switch
switch

config-acl
config-acl
config-acl
config-acl

ip access-list acll
1010 permit tcp any 10.220.0.0/16
1020 permit tcp any 20.1.1.0/24

) #
) #
) #
)# 1030 permit tcp any 30.1.1.0/24

switch (config)# itd device-group dgl
switch (config-device-group) # probe icmp
switch (config-device-group) # node ip 1.1.1.1
switch (config-dg-node) # node ip 2.1.1.1
switch (config-dg-node) # node ip 3.1.1.1
switch (config-dg-node) # node ip 4.1.1.1
switch (config-dg-node) #
(
(
(
(
C

switch (config-dg-node) # itd test

switch (config-itd) # device-group dgl

switch (config-itd) # ingress interface Ethl/11
switch (config-itd) # load-balance method dst ip
Note: Configure buckets equal or more than the total number of nodes.

switch (config-itd) # access-list acll

I ITD DK II
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switch(config-itd) # no shut

switch (config-acl)# sh itd test

3 10003

STS Trk# Sla_id

5 10005

ITD DR |

L d:
:gigtatus): ST-Standby, LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive
Name LB Scheme Status Buckets
test dst-ip  ACTIVE 4
Exclude ACL
bevice Growp Probe Port
@l e
Pool Interface Status Track_id
test_itd pool Bthi/11 UR >
ACL Name
actt
Node 1IP Cfg-S WGT Probe Port Probe-IP STS
1 1.1.1.1 Active 11w oK
Bucket List
test_itd pucket 1
Node 1IP Cfg-S WGT Probe Port Probe-IP
> 2.1.1.1 Active 1710Mp oK
Bucket List
test_itd pucket 2
Node 1IP Cfg-S WGT Probe Port Probe-IP STS
s 3111 Active 110w oK
Bucket List
test_itd bucket 3
Node 1IP Cfg-S WGT Probe Port Probe-IP STS
s 4111 Active 1710w oK
Bucket List
test_itd bucket_4

switch(config)# show itd test

Legend:
ST (Status) :

Name LB Scheme

. ITD DR

Buckets

ST-Standby, LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive
Status
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o o ]
test dst-ip ACTIVE 4
Exclude ACL
Device Group Probe Port
Qo  ae
Pool Interface Status Track_id
test_itapool B/l up >
ACL Name
aci
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
1 1111 Active 11ew0 oK 3 10003
Bucket List
test_itdbucket_1
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
> 2.1.1.1 Active 171OMP oK 4 10004
Bucket List
test_itdbucket2
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
s 3.0.1.1 Aetive 1rtawe ok 5 10005
Bucket List
test_itdbuckets
Node 1IP Cfg-s WGT Probe Port Probe-IP STS Trk# Sla_id
. £1.1.1 Active 17TOMP oK 6 10006

Bucket List

test_itd bucket 4

switch(config)# sh run rpm

W OHIL, ITD over VXLAN 24T 5 HiEZ R L CW\WET,

switch (config)# sh itd brief
Legend:
C-S(Config-State) :A-Active, S-Standby,F-Failed
ST (Status): ST-Standby,LF-Link Failed, PF-Probe Failed,PD-Peer Down, IA-Inactive
Name LB Scheme Status Buckets Interface

serl src-ip ACTIVE 256 VLAN100,Ethl/1

Source Interface

I ITD DK .
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VRF-Name

st

10.200.1.2
10.200.6.2

Netmask/Prefix

Active
Active

Probe Port
Protocol Port
0

ITD DR

WOHNL, vPC DAy MEEAT 2 LT ITD NAT 28T 5 HiEa R L TV ET,

itd device-group dg

probe icmp

node ip 10.
node ip 11.
node ip 12.
node ip 13.

itd test

10.
11.
12.
13.

10.
11.
12.
13.

device-group dg

virtual ip 20.20.20.20.255.255.255.255 tcp 80 advertise enable
ingress interface Ethl/9

nat destination

failaction bucket distribute
load-balance buckets 16

no shut

DN

W OHIL, vPC @ fail-action /N7 v "EEAADOH 1 EZ R L TWET,

switch# show itd brief

Legend:

C-S(Conftg-State) :

ST (Status) :
SH-Shut, HD-Hold-down
LB Scheme

Name

Status

A-Actlve.S-Standby.F-Failed
ST-Standby.lF-Llnk Failed.PF-Probe Failed,

Buckets Interface

test

dg

switch# show itd test statistics
Device Group

Node Ip
1 10
2 10
3 10
4 10
Service
test

Traffic Bucket

255.255.255.255

TCP

80

Cluster-id C-S WGT Probe Port Porbe-IP STS

Assigned to

VIP/mask

20.20.20.20 / 255.255.255.255

Mode Original Node #Packets

. ITD DR

PD-Peer Down,

5662755(100.00%)
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test_itd vip 2 bucket 1 10.10.10.2 Redirect 10.10.10.2 2015671 (35.60%)
Traffic Bucket Assigned to Mode Original Node #Packets
test itd vip 2 bucket 2 11.11.11.2 Redirect 11.11.11.2 1539347 (27.18%)
Traffic Bucket Assigned to Mode Original Node #Packets
test_itd vip_ 2 bucket 3 12.12.12.2 Redirect 12.12.12.2 1192501 (21.06%)
Traffic Bucket Assigned to Mode Original Node #Packets
test_itd vip_ 2 bucket 4 13.13.13.2 Redirect 13.13.13.2 915236 (16.16%)
Return Traffic from Node #Packets
10.10.10.2 2180262 (38.39%)
11.11.11.2 1560862 (27.49%)
12.12.12.2 1117360 (19.68%)
13.13.13.2 820226 (14.44%)

Total packets: 5678710 (100.00%)
switch#
ROBNT, N7y MEAMZEA L TITD / — R Lob RZ U, T 2 B2 R LT
iﬁqo

itd device-group dg

probe icmp

node ip 10.10.10.2

standby ip 13.13.13.2

node ip 11.11.11.2

standby ip 12.12.12.2

node ip 12.12.12.2

standby ip 11.11.11.2

node ip 13.13.13.2

standby ip 10.10.10.2

itd test

device-group dg

virtual ip 20.20.20.20.255.255.255.255 tcp 80 advertise enable
ingress interface Ethl/9
failaction bucket distribute
load-balance buckets 16

no shut

WX, N7y A ZFEHLZZITD / — R Lo ZAZ AL O ZE TR L TWET,

switch# show itd brief

Legend:

C-S(Conftg-State): A-Actlve.S-Standby.F-Failed

ST (Status): ST-Standby.lF-Llnk Failed.PF-Probe Failed, PD-Peer Down, IA-
SH-Shut, HD-Hold-down

Name LB Scheme Status Buckets Interface

Device Group Probe Port VRF

oo e
Virtual IP Netmask/Prefix Protocol Port
20.20.20.20 / 255.255.255.255 e 80
Node IP Cluster-id C-S WGT Probe Port Porbe-IP STS
1 10.10.101 a1 e oK

I ITD DK .
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13.
12.
11.

10.

B DU7—LRREAETE—F
LT ORI ORO kK a2 2 H LET,
4: 77— LEBRE—FK

AT w7

13.
.10.
12.
.10.
11.
.10.
10.

13.
10.
12.
10.

11.2

10.
10.

sre-ip loadbalance ‘

FRA AT N—TEERLET,

a=]

192.168.1.10

A 1 ICMP

A 1 ICMP

A 1 ICMP

192.168.1.20

switch (config)# itd device-group DG
node ip 210.10.10.11
node ip 210.10.10.12
node ip 210.10.10.13
node ip 210.10.10.14

(
switch (config-device-group) #
switch (config-device-group) #
switch (config-device-group) #
switch (config-device-group) #
switch (config-device-group) #

probe icmp

2T w72 ITD YV —E A& EHZLET,

switch(config)# itd HTTP

ST

OK
ST

OK
ST

OK
ST

192.168.1.30 192.168.1.40

(
switch (config-itd)# ingress interface port-channel 1
switch(config-itd)# device-group DG
switch(config-itd)# no shutdown

381961

II ITD DAL
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wril - wecovr7—seBE—F [l

wEpl - vPC TDI U7 —LERFAE—F

LT ORBITROKO FARa P& L £,
15:VPCTHJ o7 —LERAE—F

391962

192.168.1.10 192.168.1.20 192.168.1.30 192.168.1.40

TFTINA R 1

AT o1 TNRA A ITN—THTFERZLET,

switch(config)# itd device-group DG

switch (config-device-group) # node ip 210.10.10.11

switch (config-device-group) # node ip 210.10.10.12

switch (config-device-group)# node ip 210.10.10.13

switch (config-device-group) # node ip 210.10.10.14
(

switch (config-device-group)# probe icmp
AT w72 ITDH—EREERLET,

switch (config)# itd HTTP

switch(config-itd)# ingress interface port-channel 1
switch (config-itd)# device-group DG
switch(config-itd)# no shutdown

FINA R2

AT T TR AT N—TEERLET,

I ITD DK .
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B #sm 5o rqormmE—r

switch (config)# itd device-group DG

switch (config-device-group) # node ip 210.10.10.11
switch (config-device-group) # node ip 210.10.10.12
switch (config-device-group) # node ip 210.10.10.13
switch (config-device-group) # node ip 210.10.10.14
switch (config-device-group)# probe icmp

27 w72 ITD Y —E A& E#ZLET,

switch (config)# itd HTTP

switch(config-itd)# ingress interface port-channel 2
switch (config-itd)# device-group DG

switch (config-itd) # no shutdown

BRI o My FERETE—F
BUFOMARAKOED hK o R LET,
16: 92 K4y FERAE—F

fhitsids 210.10.10.11 Inekis

sm-p
lcadbalance

P
™ \ //

%\ |
) / b s
— A Mgk-1 210.10.10.12

f,__/ “W_“\i \Q§\“.E§E§§I/Poé

( Clients B N
A - -
- e 4 Po-1 3
= —
e N T
{ ITD V\\
| service |
\\n_!// .
-
2
210.10.10.14 9
Applianca pool - two N3k(s)
TFTINA R 1

AT T 1 TNRARATN—THEHZLET,

switch(config)# itd device-group DG

switch (config-device-group) # node ip 210.10.10.11
switch (config-device-group) # node ip 210.10.10.12
switch (config-device-group) # node ip 210.10.10.13

II ITD DAL
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switch (config-device-group) # node ip 210.10.10.14
switch (config-device-group) # probe icmp

25 w72 ITD YV —E2E2EHRLET,

switch(config)# itd HTTP

switch(config-itd)# ingress interface port-channel 1
switch (config-itd) # device-group DG
switch(config-itd) # load-balance method src ip
switch (config-itd) # no shutdown

FINA R2

X%\\/‘jol : v?“/i‘/]’x 7/1/“_‘70;%%_’%1/&—@‘0

switch(config)# itd device-group DG

switch (config-device-group) # node ip 220.10.10.11
switch (config-device-group) # node ip 220.10.10.12
switch (config-device-group) # node ip 220.10.10.13
switch (config-device-group) # node ip 220.10.10.14
switch (config-device-group)# probe icmp

2F w72 ITD ¥y —E A& E#HELET,

switch(config)# itd HTTP

switch (config-itd)# ingress interface port-channel 2
switch (config-itd) # device-group DG
switch(config-itd) # load-balance method dst ip
switch (config-itd) # no shutdown

WA —nN—O—FN\S O UTREE—F

LUT ORERUTIIR DO b AR P2 L ES,

I ITD DK .
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17:VIP Z{EA L 1= ITD AR ER

Clients

()
/o) Po'5
Bl | service | r
. .\h-_-/ / o
Po-1 —l/ _Po6
/ Po-2 E e
Po-3 . -
EE— “Po7
: Loadbalancing L
VIP:
172.16.1.1 Po-8

ITD R |

192.168.2.11

==
&

182.168.2.12

==

— g ol
o

=
£

192.168.2.13

A==
B

2AF LN TR A ITN—THERLET,

switch(config)# itd device-group DG

(
switch (config-device-group) #
switch (config-device-group) #
switch (config-device-group) #
switch (config-device-group) #
switch (config-device-group) #

AT w72 ITD P —E R ZE

switch (config)# itd HTTP

node ip 192.168.2.11
node ip 192.168.2.12
node ip 192.168.2.13
node ip 192.168.2.14
probe icmp

BLET,

192.168.2.14

switch (config-itd) #
switch (config-itd) #

switch (config-itd) #
Switch (config-itd) #

ingress interface port-channel 1
ingress interface port-channel 2
ingress interface port-channel 3
device-group DG

virtual ip 172.16.1.1 255.255.255.255

(
(
(
switch (config-itd) #
(
(
(

switch (config-itd) #

no shutdown

#ERBI - WCCP & L TITD ZHBEET S (Web TOXF L RRAE—F)

Tax ==L MOV — =D V—RERDD T TA T v NINDDERDHI &
LTHELET, Web 7 v h—_—F FRlZu—/L Xy hU—T LA F—F v M
Off s UCTHEE L £97, @7, Web 70— R_—TlX, Fv hT—7 T34 ZANA
VHE—Fy NMIMND Web b T 7 4 v 7 ERAZICV XA VLY T AHMERSD F9 (HEET
n—) , 7272l ®%kEO/T y MREETIX, Ry NT—7 T AN N & B RE

TOHRETTHAET,

II ITD DR
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A WOCP & LT ITD 2BEET 5 Web 7o+ EHE—F) [

ITD ZfEH L7z Web 7’ X VBB TIL, AA v FIEA 2 —Fy MIADN9 Web N7 7 1 v
JEBAEL, ax i —"—lni CAWMESBRLET, X — "~ ZEHEE—F
(WCCP WOMNELTCT VT 4 7-7 277 47) TEMEL, X h—"=2U XA L7 |
ENBD T 747 ERBELES, ITIDEZNLTCHEITENE/— R ~VA Ta—T7F, /) —
RORREZ B L, FTAMEICESWCHEYNC / — REZHIBREZIEMT 25 0 BHE R L
F9, AZ NS ==L, WEMOEDIZINV—T L VEIT ) — K UL TR

HZEHTEET,

ITDY ¥ A V7 >aid, @k, 7747 MIVLANDIES W TOHMLETT, D%, 7
7y MIIMDY XA Lo va gl iﬁﬂ%ﬁf; LCNA—T g7 EiFiEksngEgd, Zok)
72 Web 7' o % BB Z 32 ITD 12X, NES AR 47z 1 DO ITD — B A D AN
DAY G I el BN 35*1;7731/4’?4T%F WCHASWT I 74 w7 Z2®RLT, UN—R T
T4 VEA VLT v a BRETT, LB/NRNTZA—ZZWMIT LT, 7 —ORHES MR
DULBENHY FT,

Web 7' 12 % LRI ITD Tid, ITD 72 —7 2l L T Web 7' 1t % & — " — D A il &
FrxyZ LET, ZHUT, BEEPRELLTBXP—N—ITEESNL T 74 v 7D RD
NDOTIOEETT,

LIFORERIZR DD AR a a2 L ET,
18:Web 7O XL EBEIE— K

SVIVlan 10
ITD Upstream =
10.1.10.1-2
|’ 10.1.10.50

I — i
‘-V 4 \L-l
Client 1 % Internet J =
. y ]
“ L2 SW —~___ __—" Web
Server
J 10.1.10.250 SVI Vian 50 (Destination)
Web Proxy VLAN
CASE 10.1.50.1-2
101501
- = 5
&

Web Proxy Servers

ZOBEITIX, A v EZ %y F~DSEIEAR— - 80/443 (AJTVLAN10) 75 Web 7 &2 & 34— 3 —
10.1.50.1 BEL V101502 [Tl snE T, 7I7A4X—Fxy hU—72 (10.0.0.0/8,
192.168.0.0/16. 172.16.0.0/12) 56 CHVLANIO LD T 7 4 v 71, 7aXx I |IEESnER

E\,

o

AT S0 T 7 A A N O
ip access-1list ACL1

10 permit ip any any tcp 80
20 permit ip any any tcp 443

ITD DK .
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AT v 1:IIDT AR TN—TD Web 7 F T —R_R—%ZFREL, Y—"X—DIPT NI
AERELET,

itd device-group Web Proxy Servers
probe icmp
node ip 10.1.50.1
node ip 10.1.50.2

AT T2 TITANRX=KIPT RLASETDTXTD T 7 v 7 Z2&54T2 X525 ACL
FRER L FET,

ip access-list itd exclude ACL
10 permit ip any 10.0.0.0/8
20 permit ip any 192.168.0.0/16
30 permit ip any 172.16.0.0/12

AT v 73 B ACL A L1,

Itd Web_proxy SERVICE
device-group Web_ Proxy Servers
exclude access-list itd_exclude ACL
access-list ACL1
ingress interface Vlan 10
failaction node reassign
load-balance method src ip
no shutdown

RABNOEHATY X~ T 747DV EA LT NHMLEREAE, ROBINORE R TIE
75‘3%\%?#0

)

GE) LAY A4FEHETFEZEHLER—F 7002 U VOBNFRETT, £7-. RS ACL IEFF
Ay Y OB EYHR—=FLET,

AT 4B — 180 & 443 RS TRTERRIANTDH L H 1, U X — BRI ACL 24k L %
7,

ip access-list itd exclude return
10 permit tcp any range 0 79 any
20 permit tcp any range 81 442 any
30 permit tcp any range 444 65535 any

AT S5 VB = I T 497DV E—ITD Y —E XK L, B4 ACL ZHHA L E
7,

Itd Web_ proxy SERVICE

device-group Web Proxy Servers

exclude access-list itd exclude return

ingress interface Vlan 20 <- Internet-facing ingress interface on the Nexus switch

failaction node reassign

load-balance method dst ip <- Flow symmetry between forward/return flow achieved by
flipping the LB parameter

no shutdown

II ITD DR I
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weepl v rq o7 =—rarerEs 1

BEH o b v F E— FREITET R

ITDET =t R LDV FA v F TTIATUVANDY IR E T THE, —E XX
)—=R~DU IR FT LTINS R TimMmaEETICEELET, KIZ, BT —E R
V70 8, NI T 4w IREDO) s EwBB LRV LET,

TR LT, IDY—ERADT I T A APP#L IR SN TWB Y 7 BRD
Re P TH 7L, ITD B —E A BIZEHINZWEGEE, —E 2 BII5I & APP#1 (2 b
T4 v EFEL, VT T4y TE Ry ENET,

DTS TIZ, 2o MR FERLET,

®19: 9> F4 vy F E—FOE7RH

APP #1

ITD Service B

500035

TIN R 1
AT TN TNRARATN—T5TEFLET,

switch(config)# itd device-group dev-A
switch (config-device-group)# node ip 10.10.10.9 ---> Link to app #1
switch (config-device-group)# node ip 12.12.12.9 ---> Link to app #2
switch (config-device-group)# probe icmp

ATy 72 ETRMEANCLTIID Y —ERZERLET,

switch(config)# itd service-A

switch (config-itd)# device-group dev-A

switch (config-itd) # ingress interface ethernet 7/4
switch (config-itd) # peer local service service-B
switch (config-itd) # no shutdown

switch (config-itd) # show itd
Name Probe LB Scheme Status Buckets

Service-A ICMP src-ip ACTIVE 2

ITD DHERL II
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B #sm 5o rqoF =—rRIETAY

Device Group VRF-Name

bev-r

Route Map Interface Status Track_id

service-h_itd pool Ben/as up s
Node 1IP Config-State Weight Status Track id Sla id
1 1001000 Active 1 Peer Down 1 10001

IP Access List

Service-A itd bucket 0

Node 1IP Config-State Weight Status Track id Sla id

2 12.12.12.9 Active 1 OK 2 10002

IP Access List

Service-A itd bucket 1

TINA R2

AT o1 TFNAA AT N—TREHLET,

switch(config)# itd device-group dev-B
switch (config-device-group)# node ip 14.14.14.9 ---> Link to app #1
switch (config-device-group)# node ip 13.13.13.9 ---> Link to app #2
switch (config-device-group)# probe icmp

2T w72 ETRMEAENCLTIID VY —E A2 ERLET,

switch(config)# itd service-B

switch (config-itd)# device-group dev-B
switch(config-itd)# ingress interface ethernet 7/45
switch(config-itd) # peer local service service-A
switch (config-itd)# no shutdown

switch (config-itd)# show itd

Name Probe LB Scheme Status Buckets
Service-s ICMP src-ip  ACTIVE 2
Device Group VRF-Name
bev-B
Route Map Interface Status Track_id
service-s_itd pool geni/as ve s
Node IP Config-State Weight Status Track id Sla id

. ITD DR
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#wEs: 271 vo077147—91—1 ||

1 14.14.14.9 Active 1 Probe Failed 3 10003

IP Access List

Service-B_itd bucket 0

Node 1IP Config-State Weight Status Track id Sla id

2 13.13.13.9 Active 1 OK 4 10004

IP Access List

Service-B _itd bucket 1

BRI : RT 49 I9DT7AT7—04—IL

ITD —EX

ASA VLAN

ITD —E AT, T 7 4 v 70 —0OREDFHICKTDHITD N7 7 4 v 7 53 8%EE
FLET, 7r—0WFMEY XA VT T HRERNHHGEIL. 2 OO ITD —E A &% E
TAVLERHD ET, 1 DFEE N T 7 vy 7a—H, 51203V F—0 v T 7 427
7 —HTY, ASAIZITRRDINEA v Z—T oA ALHNEA L Z—T =24 ZADIPT KL A
WHDHIZD, 2DODRIRDTNAR TN—T"4 $HETLHNHBLOINTIP 7 LU A% fFT
IR T D HERH Y £7,

ITD#EEB LY #— 0 $—E A%, Nexus AA v FONE R L OBSEL VLAN SVIICHEE S
T, AT AN EDEX VT4 T V= a3 F T _RCD N T T 4 v T ERE
TOMENRNHDLZO, P—EATKII T4 v I T4 NZ ) TIIRERENET AL, TOREE,
SVIWZERET D NI 7 4 v 7133 _XTC, ST DHASAA L F—T A AV XA LT FER
3

ASA A B —T A ANAAL v F @O VLAN &AL VLAN THER I TWDIEA, 7747

T A=V AL TR VT 7 4 v 71k, AA v T DRI VLAN (Z ITD H— B 203 1F
ET DO, ASAIZUV XA LT haivET, LEeER-T, 7747 U4 —/b& Nexus A4 v
FEDNT 7 4 v 7 —T%B5IET BIT1E, HBD VLAN OXT N MNETT,

ITD DK .
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. 70—

7 0—DOx

20:1TD ASA D &

VLAN 10 VLAN 100 i, ‘JLAN 200 g VLAN 20
VAF Inside VRF Inslde sd VRF Outslde VRF Outside

ITD

ITD Return-Service

VLAN 10 VLAN 100 VLAN 200 VLAN 20
VRF Inslde VRF Inslde VRF Outslde VRF Outslde

ITD ITD

ITD Forward-Service ITD Return-Service

ZOMILZ, VLANIO B L U20 %, X v hT—27 EOFEETE L UL ~DONE B L O
AL A =T AL LTRLTWET, VLAN100 BER200 11X, —7DR\NKF T 4 v 7
R T A DI ASA IR L TER SN E T,

500562

T AT U —VIXEE, NG ERY FMOwEFO N T 7 4y Ta—FRELET, 1V
AR v aryDAT— NINURHEICLY, @, 77 AZ I TW W 7 AT U4 —)b
DO OBAERIC 7 0 — DO FEEZHERFF T2 MER SV T, 7 7R ENTZT7 7 AT U4 —
NOWGAETH, 774y 7 7a—0IERMPEICLY, 772G 7 %2R Liz7a—0
VEA V7 EBEMLUET, BT =082 08, 7747 U4 —/MIARE A — N —
~y RBEBMSh, N7+ =< ARKFLET,

7 a—DOREL. BEA O P kFetk s ITD 743U X AOWRERIEE 2 L CEBR T
FT, 77 AT VA —ILO— IR ITD fRK T, #5257 2 —I2 1 20 ITD ¥ — B A %
L, VE—=r 7—=Z1 201D 4 —ERAZMHLET, m— K ANTF 2 RXT 2 —=FDENR
OV —ERATRCIZRD LI ZINE2oDITDH—EAEZRETH L, 7 a2 —D% ik
DHEFRICHERF S ET,

. ITD DAL
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Link Failures ]

21:1TD ASA BB & 115 7 0 — D5t Frfk

ITD Return-Service ITD load-balance “Destination IP”

SRCIP  3RC Port
209.165.201.10 &0

Destination

SRCIP SRHC Port
182.168.1.10 49152

ITD load-balance “Source IP” ITD Forward-Service

ZORIE, BHM 7 e —0OEEILIP T RLVRAEWHH 72 —0%55 P 7 RLARED K HIZ

—ETHDHINERLTWVWET, ZFITD Y —ER(ZHY) /R /3T7 A—X Z8INT 25 L, ITDIP DK
FeElc L B 7 a— O FRE N RIES VE T,

500563

Link Failures

ASA ODWNENE TN A v X —T = A RTEERRET D E, VT 70 v 7 OMNA v Z—
Tz AARL T LTINS, Z0 ASA DKKNCEETH N7 7 4 v 7 B3 Kb b Alhg
PENRBH Y £9, ITD B 7 AA v F /7 — NIREFRIBIEREIZ. ASA © U E— MilZ ITD 7 6 HIER
L. A v TFHT/—FMREZFRMTLZ LX), ZofMEERLTEET,

ITD DHERL .
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| B

% 7E B

22:ASABEL T UL

ITD Return-Service

Forward traffic black-holing upon ITD
outside-interface failure (ASA1)

Return traffic black-holing upon
ITD inside-interface failure (ASA4)

ITD Forward-Service %
2

ITD ©7 AA vF /— RIRRERIIEREILX, T 27V A1 v FDIEVPC (/21T 70 &
A vF) MRV TORTR—FSNET, ASAZ TAX Y 71X, ZO XD REENEEL
TG A ICASANERITIELT D Z EE2RGET A0, ZORMBELRLET, 7747 V4 —
VA AT 4y 7 OFEE (7N ) s I VvPC) TR, ZOREICRLTE £ A,
Tt ASADONERA X —T oA AEHNA X —T = A ANFE U (F7203648) 1>
Z—T 2 A ABLTWNSTDTT,

AT 4 v I BEOT7 7 AT U4 —/LTiE, @5, vPCA— b F ¥ (FFEHE—FR—K) b
T EHEHLUTASAZ AL v FICHR LET, ZORETIE, WA 4 —7 =4 X L4}
WA A —T oA AT dotlq VT A X —T =4 A (VLAN 100 B L ¥200) THY., AA v
FIZIFANTB LN 2 7 F X MTENLEIN2 DO VLAN £721LSVINH Y . Zihv b DfH
TR — RO DEES TV ER A,
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R23: 74 v (WPCEFER) BEAD I 74704 —IL

ASA Outslde (VLAN 200) - Dotlq sub-Interface Po(11-14) .200
192.168.200.111 - 114724

ASA Inslde (VLAN 100) - Dotiq sub-Interface Po(11-14) .100
192.168.100.111 - 114724

ASAI M ASA2 ASAB ASA4
A1 ; 112_, 113__ 114 Rl
e __

VLAN/SVI 100'

VAF Inside

SVI VLAN 200
l‘JRF Outslde

VLAN/SVI 10 ﬁ:IF %Atmlﬁu
VRF Inslde I ﬁ -u side
' m VPC Peer Link
VLAN 10 (HSRP) - 192.168.10.1 VRF Inside
VLAN 20 (HSRP) - 192.168.20.1 VRF Outside E

AT 1 AA v F ORERL

\}

ZOHIE. AA v F Swl ORERRO—EBE R L TCWET, #ERIL. FARICT_TO ASA ([T

THUNIER T 24N H Y £9, MOWET, F TS TV D EMESET,

interface vlan 10

description Inside Vlan to Network
vrf member INSIDE
ip address 192.168.10.10/24
hsrp 10
ip address 192.168.10.1

interface vlan 20

description Outside Vlan to Network
vrf member OUTSIDE
ip address 192.168.20.10/24
hsrp 20
ip address 192.168.20.1

interface vlan 100

description Inside Vlan to ASA
vrf member INSIDE
ip address 192.168.100.10/24
hsrp 100

ip address 192.168.100.1

interface vlan 200
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description Outside Vlan to ASA
vrf member OUTSIDE
ip address 192.168.200.10/24
hsrp 200

ip address 192.168.200.1

interface port-channel 11
description VPC_TO ASAl
switchport mode trunk
switchport trunk allowed vlan 100,200
vpc 11
no shutdown

interface ethernet 4/25
description Link To ITD-ASA-1
switchport
switchport mode trunk
switchport trunk allowed vlan 100,200
channel-group 11 mode active
no shutdown

interface port-channel 41
description Downstream vPC to network
switchport mode trunk
switchport trunk allowed vlan 10,20
vpc 41
no shutdown

interface ethernet 5/1-4
description Downstream vPC member
switchport
switchport mode trunk
switchport trunk allowed vlan 10,20
channel-group 41
no shutdown

itd device-group FW_INSIDE
#Config Firewall Inside interfaces as nodes
node ip 192.168.100.111
node ip 192.168.100.112
node ip 192.168.100.113
node ip 192.168.100.114
probe icmp frequency 5 timeout 5 retry-count 1

itd device-group FW_OUTSIDE
#Config Firewall Outside interfaces as nodes
node ip 192.168.200.111
node ip 192.168.200.112
node ip 192.168.200.113
node ip 192.168.200.114
probe icmp frequency 5 timeout 5 retry-count 1

itd INSIDE

vrf INSIDE

#applies ITD service to VRF 'INSIDE'
device-group FW_INSIDE

#FW inside interfaces attached to service.
ingress interface vlan 10

#applies ITD route map to vlan 1101 interface
failaction node reassign

#To use the next available Active FW if an FW goes offline
load-balance method src ip buckets 16

#distributes traffic into 16 buckets
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#load balances traffic based on Source IP.
#0UTSIDE service uses Dest IP.
no shut

itd OUTSIDE

vrf OUTSIDE
#applies ITD service to VRF 'OUTSIDE'

device-group FW_OUTSIDE

ingress interface vlan 20

failaction node reassign

load-balance method dst ip buckets 16
#load balances traffic based on Dest IP.
#INSIDE service uses Src IP.

no shut

AT 72 ASA ORERK,

interface port-channel 11
nameif aggregate
security-level 100
no ip address

interface port-channel 11.100
description INSIDE
vlan 100
nameif inside
security-level 100
ip address 192.168.100.111 255.255.255.0

interface port-channel 11.200
description OUTSIDE
vlan 200
nameif outside
security-level 100
ip address 192.168.200.111 255.255.255.0

same-security-traffic permit inter-interface

interface TenGigabitEthernet 0/6
description CONNECTED_TO_SWITCH-A-VPC
channel-group 11 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/7
description CONNECTED_TO_SWITCH-B-VPC
channel-group 11 mode active

no nameif
no security-level
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ASA Inslde (VLAN 100) - Port-channel (11-14)
192.168.100.111 - 114724

ASA Outslde (VLAN 200) - Port-channel (21-24)
192.168.200.111 - 114724

Swi VPC Peer Link
o | swa |

—
SVI VLAN 100
VRF Qutslde
SVIVLAN 1100
VRF Outslde
SVI VLAN 11u1"
VRF Default
SVIVLAN 101 [
VRF Default
__'EE
Sw1 VPG Peer Link 2
ITD g

AT v 1 :2O0DAA v FERERK L ET,

switch #1:
interface vlan 10
description INSIDE_VLAN
ip address 192.168.10.10/24

interface vlan 100
description FW INSIDE VLAN
ip address 192.168.100.10/24

interface port-channel 11
description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
vpc 11

interface ethernet 4/1
description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
channel-group 11 mode active

switch #2:
interface vlan 20
description OUTSIDE_VLAN
ip address 192.168.20.10/24
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interface vlan 200
description FW_OUTSIDE VLAN
ip address 192.168.200.10/24

interface port-channel 21
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
vpc 11

interface ethernet 4/25
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
channel-group 21 mode active

AT 72 ASA ORERK.

interface port-channel 11
description INSIDE
vlan 100
nameif inside
security-level 100
ip address 192.168.100.111 255.255.255.0

interface port-channel 21
description OUTSIDE
vlan 100
nameif outside
security-level 100
ip address 192.168.200.111 255.255.255.0

same-security-traffic permit inter-interface

interface TenGigabitEthernet 0/6
description CONNECTED_TO_SWITCH-A-VPC
channel-group 11 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/7
description CONNECTED_TO_SWITCH-B-VPC
channel-group 11 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/8
description CONNECTED_TO_SWITCH-A-VPC
channel-group 21 mode active
no nameif
no security-level

interface TenGigabitEthernet 0/9
description CONNECTED_TO_SWITCH-B-VPC
channel-group 21 mode active
no nameif
no security-level
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ASA Inslde (VLAN 100) - Port-channel (11-14)
Inside Local Pool - 192.168.100.111 - 114/24

ASA Outslde (VLAN 200) - Port-channel (21-24)
Outslde Local Pool - 192.168.200.111 - 114724

A swi | VPC Pier Link | sw2 |

—
SVI VLAN 100

VRF Outside
SVI VLAN 1100
VRF Outslde
SVI VLAN 11n1‘|’
VRF Default
ST | Cluster Control Link |
clau =3
& . - i’ ﬂ
ITD m VPC Peer Link m D E

AT v 1 :2O0DAA v FERERK L ET,
A\

GE) 772XV 7HEBALTYH, ITDHRIIEFEINFEFA, ITD DREIL. FAReY0ZA T
ko TR E4, ZofITIX, BEIZVPC MR AR LT 27V AL vF K
A vFLELTT,

switch #1:
interface vlan 10
description INSIDE_ VLAN
ip address 192.168.10.10/24

interface vlan 100
description FW_INSIDE VLAN
ip address 192.168.100.10/24

interface port-channel 11
description To ASA-1 INSIDE
switchport mode access
switchport access vlan 100
vpc 11

interface ethernet 4/1
description To ASA-1 INSIDE
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switchport mode access
switchport access vlan 100
channel-group 11 mode active

switch #2:
interface vlan 20
description OUTSIDE_ VLAN
ip address 192.168.20.10/24

interface vlan 200
description FW_OUTSIDE VLAN
ip address 192.168.200.10/24

interface port-channel 21
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
vpc 11

interface ethernet 4/25
description To ASA-1 OUTSIDE
switchport mode access
switchport access vlan 200
channel-group 21 mode active

AT w72 ASA HRERR L £,

cluster group ASA-CLUSTER-L3
local-unit ASAl
cluster-interface port-channel 31
ip address 192.168.250.100 255.255.255.0
piority 1
health-check holdtime 1.5
clacp system-mac auto system-priority 1
enable

mac-address pool MAC-INSIDE aaaa.0101.0001 - aaaa.0101.0008
mac-address pool MAC-OUTSIDE aaaa.0100.0001 - aaaa.0100.0008
ip local pool IP-OUTSIDE 192.168.200.111-192.168.200.114
ip local pool IP-INSIDE 192.168.100.111-192.168.100.114

interface port-channel 11
description INSIDE
lacp max-bundle 8
mac-address cluster-pool MAC-INSIDE
nameif inside
security-level 100
ip address 192.168.100.11 255.255.255.0 cluster-pool IP-INSIDE

interface port-channel 21
description OUTSIDE
lacp max-bundle 8
mac-address cluster-pool MAC-OUTSIDE
nameif outside
security-level 100
ip address 192.168.200.11 255.255.255.0 cluster-pool IP-OUTSIDE

interface port-channel 31
description Clustering Interface

lacp max-bundle 8

interface TenGigabitEthernet 0/6
channel-group 11 mode active
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no nameif
no security-level
no ip address

interface TenGigabitEthernet 0/7
channel-group 11 mode active
no nameif
no security-level
no ip address

interface TenGigabitEthernet 0/8
channel-group 21 mode active
no nameif
no security-level
no ip address

interface TenGigabitEthernet 0/9
channel-group 21 mode active
no nameif
no security-level
no ip address

interface TenGigabitEthernet 1/0
channel-group 31 mode on
no nameif
no security-level
no ip address

interface TenGigabitEthernet 1/1
channel-group 31 mode on
no nameif
no security-level
no ip address

m L+ v2oimm [
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(config) feature itd

(config) itd Port-group 100
(config-port-group) int eth 1/11
(config-port-group) int eth 1/12
(config) itd SER3

(config-itd) port-group 100
(config-itd) source vlan 2010-2015
(config-itd) no shutdown

ITD-L2 % 2 e L £ 97,
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s!Command: show running-config services
'Running configuration last done at: Thu Dec 5 00:04:35 2019
!Time: Thu Dec 5 20:44:06 2019

version 9.3(3u)I9(lu) Bios:version 08.36
feature itd

itd port-group PG100
interface Ethl/11
interface Ethl/12
interface Ethl/13
interface Ethl/14
interface Ethl/15
interface Ethl/16
interface Ethl/17
interface Ethl/18
interface Ethl/19
interface Ethl1/20
interface Ethl/21
interface Ethl/22
interface Ethl/23

itd SERL
port-group PG100
source vlan 10-15
no shut

itd SER2
port-group PG100
source vlan 1010-1015

no shut
A > My
ESpER=R ]
BEEIEE TZ=aTFILEA I
IP SLA ['Cisco Nexus 9000 Series NX-OSIP SLAs
Configuration Guide]
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