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configureterminal

[no] epbr infra vlans[vlan range]
epbr service service-nametype |2
mode [full duplex | half duplex]

probe {ctp} [frequency seconds] [timeout seconds] [retry-down-count count] retry-up-count
count]

service-endpoint [inter face interface-name interface-number]

rever seinterface interface-name interface-number

exit

epbr policy policy-name

match { [ip addressipv4 acl-name] | [ipv6 addressipv6 acl-name] | [I12 address 12 acl-name]}
{drop | exclude | redirect | vlan{vlan | vlan range | all} }

[no] load-balance [ method { src-ip | dst-ip}] [ buckets count] [mask-position position-value]
sequence-number set service service-name [ fail-action { bypass| drop | forward}]

inter face interface-name interface-number

epbr {12} policy policy-name egress-interface interface-name [rever se|

exit
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switch (config)# epbr service firewall type 12
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[retry-down-count count] retry-up-count count] i
1 F 7 aFROELEY T,
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. . . ML T —T OREEEM THRELE T,
switch (config)# probe icmp
EDOFPHIX 1 ~ 604800 T7,
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2K FIE2 ~5 2V L T, B0 ePBR ¥ — b 2 &H
switch (config-epbr-svc)# service-end-point Eﬁjfg;jijAo
interface Ethernetl/3
RFwF1 |reverseinterfaceinterface-name interface-number NI T 4w RY =M S D reverse A
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switch (config-epbr-fwd-svc) # exit
switch (config-epbr-svc)# exit
switch (config) #
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switch (config) # match ip address WEB vlan 10 ThrT77 4 v % Rn 770#5%‘%:b§&)5%/ﬁ\&:{§
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switch (config)# load-balance method src-ip
mask-position 3
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T w712 |seguence-number set service service-name [ fail-action | fail-action A 7 = X A&k L F 9,
{ bypass| drop | forward}]
1 :
switch(config)# set service firewall fail-action
drop
Z 5w 713 |interfaceinterface-name interface-number A =T = A AT — REBE L ET,
&1
switch (config)# interface Ethernetl/1
R7 v 714 |epbr {12} policy policy-name egress-interface A B =T A AL, WO THRD 1-DDNEST D
interface-name [rever se] AU =L 1 OO HHORY > —IZBERMIT 5 Z
1) ENRTEET,
epbr 12 policy Tenant A Redirect egress-interface .mgjfﬁﬂg)lp\ulﬂflji/w_
Ethernetl/2 o
« WiJFIA D IPvA IR Y 2—
« IES5 I D IPv6 7R U 2—
o WiJFIAI D IPV6 7R U 2—
JJEHmD R AN —
WD 12 R Y v—
ATy T 15 |exit AU —RE—REKTL, Z7e— UL E—FK
{;IJ : &:E D i—g—o

switch (config-if)# end

ePBRtY >3 VEERALEY—EXDER

WOFIETIE, ePBREy v a v EHALTCH—ERAEZEFTHIHEEZHRALTOOVET,

FIRDEE

epbr session
epbr service service-name type |2

rever se [interface interface-name]
commit
abort

NOOAWN

[no] service-endpoint [interface interface-name]
service-endpoint [interface interface-name]

ePBR L2 DAL .



B erertyasERLEY—EROZE

ePBRL2 DR |

FE D
F&E
ARV RFERIETY Va3 B#Y
ATy 71| epbr session ePBR v =2 T— NIZAY £7,
1 -
switch (config)# epbr session
R T 72| epbr service service-name type 12 ePBR & v = v F— R TS % ePBR —E %
Bl ERELET.
switch (config-epbr-sess)# epbr service
TCP_OPTIMIZER
R T 7 3 |[no] service-endpoaint [interface interface-name] ePBR H— b 2 AT ICHER S - — B 2Ty R
Bl - A2 P EEHICLET
switch (config-epbr-sess-svc) # no service-end-point
interface ethernet 1/3
R T w 7 4 | service-endpoint [interface interface-name] P—bE R Y —E R RRA > FEBENLET,
f
switch (config-epbr-sess-svc) # service-end-point
interface ethernet 1/15
R T 75 | reverse [interface interface-name] N7 7427 RY—00H S5 reverse £ > 4 —
fi T A AEERLET,
switch (config-epbr-sess-fwd-svc)# reverse
interface ethernet 1/4
R T 76 | commit ePBRE v a & L7 ePBRY—EADET %
K ETLET
switch (config-epbr-sess) #fcommit GI)
ZDAT v T DETHIZePBRE v ¥ 3 v & FELH)
L\i‘a—o
R 77 |abort Tyvaridfikl, By a rOBRIEOHEKE V7
Bl - V7 EIV ey FLET, 2y M= —F

switch (config-epbr-sess) # abort

TR — b ERTOARVER A S -5 S
2. BUEDY v ¥ a U AEET 51213, Zo=
~ U REALET,

GE)
Z D%, EIE LMk 2R L TH L ePBR & »
varEmEiLET,
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| ePBRL2 D#5:

ePBREy s avaEALEKRY v—0ZE

ePBRty L a ALK O —DER

ROFINETIE,

ePBRE Y a ZERALTRY —2LET 5 HEICHOWNTEHHLET,

FIEDHE
1. epbr session
2. epbr policy policy-name
3. [no]match { [ip addressipv4 acl-name] | [ipv6 addressipv6 acl-name] | |2 addr ess mac acl-name]}
vlan {all | vlan-id | vlan-id-range
4. match {[ip addressipv4 acl-name] | [ipv6 addressipv6 acl-name] | |2 address mac acl-name]}
vlan {all | vlan-id | vlan-id-range]
5. seguence-number set service service-name [ fail-action { bypass| drop | forward}]
6. [no] load-balance[ method { src-ip | dst-ip}] [ buckets count] [mask-position position-value]
7. commit
8. end
FIEDEFH
FE
ARV FFERET7TIVa Y B#
R 71 |epbr session
R 72 |epbr policy policy-name ePBR > 3 F— RTHERKT 5 ePBR AR Y o —
1 - EHRELET,
switch (config-epbr-sess)# epbr policy
Tenant A-Redirect
R T 73| [no] match { [ip addressipv4 acl-name] | [ipv6 address | [p, [Pv6, F7-1% L2 ACL \Zx}9 % &Mz L
ipv6 acl-name] | 12 address mac acl-name]} vlian {all | F.
vlan-id | vlan-id-range
1
switch (config-epbr-sess-pol)# no match ip address
WEB
AT 7 4 |match { [ip addressipv4 acl-name] | [ipv6 addressipv6 | P, IPv6, F7-1F L2 ACL IZx}9 5 —HAEEH L %
acl-name] | 12 address mac acl-name]} vian {all | vlan-id | 5-_
| vian-id-range]
il -
switch (config-epbr-sess-pol) # match ip address HR
X 75 | sequence-number set service service-name|[ fail-action { | fail-action A 7 = X A% #ERK L E T,

bypass| drop | forward}]
{5
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. ePBR R > —IZ k BEH SN 5 Access-list DFEH

ePBRL2 DR |

ARV RFERETIVa Y

B8

switch (config-epbr-sess-pol-match)# set service
firewall fail-action drop

ATvT6

[no] load-balance [ method { src-ip | dst-ip}] [ buckets
count] [mask-position position-value]
fl

switch (config)# load-balance method src-ip
mask-position 3

—HDOT—RNRT U RARAY y RERTy MM L
Er

GE)
BEO—BOYy— b2 F 2 — L 2EETBHE X2,
tyrararT¥ A NCIORREAKT D L,
—E Do — RNRT 2N T 7+ MU'y b
ShEd,

Cisco NX-OS U U —Z 10.4(1)F LA TlE. IPv4 £7=
ILIPV6 ¥ v F TOZ—HF—EFKACL T — K /N7
YU ENAE y hEBRIRT S
mask-position 47> g VMBS TVWET, T
7 4V MEIZ0 T,

mask-position MERL SN TWDHIGHE, B — KT
A By MMIAERL & AU72 mask-position 2> HAAE W F
T MERNT Y FOBUITESWT, & bfIEy b
FTIERTAE Yy O EE LIRS N2
L. 0oy bBr—RKART v T N\ry
NEERT DI SN E T,

GE)
a—H—EFKD ACL WD ACE Tlx, u— K 7
YT Ny NOARIERSNDE Y Fi—
P—EEOY 73y FEEELTWDEE. ACE
DO~ AITMEIFNTIZ 0ty hShvET,

ATy T1

commit

1 -

switch (config-epbr-sess) #fcommit

ePBRE > g & L7ZePBRYV—E 2ADLEF %
T LET,

ATvT8

end
1 -

switch (config-epbr-sess) #end

ePBREY I g E—REKTLET,

ePBRR!) —([Z Kk BER SN 5 Access-list D EFH

WOFNETIL, ePBR AV o — T &35 access-list 2 FHFT 2 HIEITHOWTHHALEI,
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HEES T4 vonu Lo vave oy IoaER ]

FlaD#EE
1. epbr session access-list acl-namerefresh
2. end

=3[k 2t

FIE

ARV KRFERERETI Va3 Y

=)

T 71 |epbr session access-list acl-name refresh

R =X o TAERENTZ ACL Z g E/-13 Y

{yu . 71/“/:/:1 Li‘a—o
switch (config)# epbr session access-list WEB
refresh
25w 72 |end Ja—\)y a7 4 F¥Fal—arT—RaeKkT
15“ ]\/i‘g‘o

switch (config)# end

HE S T209voD) 54 L9 aréE ROy TJOER

Cisco NX-OS U U — 2 10.4(1)F LAREClE, ROKERRA 7> a & LT, ePBRL2AKY > —
ERNLCHIBEI N 74 v 20U A L7y aryBLORuy FTEEEZFIETE £,

altfA 7> a U, ACEICERbBEWT I X T AP ETHDLZ L ZRT 72D, ePBRD
2 —H—7EF D match access-list O ACE N CHEH I ET, Z ORERRKOFEMIZ SV TIL, Cisco
Nexus9000 >V — A NX-OSt % = U T 41 KD, SUPJIL—ILIZ®T B IPACL JL—IL
DEFLIBLLOBER F 72 13SUP JL—ILIZxd % MAC ACL JL—ILDEFSLIBEDERDE 7 v 3

vEZRLUTIIEEN,

al A7 a 245 L, ROBERBIZSNET,

s redirection £ 721X exclude 7 7 v a3 v & —FH L7E . ePBRIIRIET DV XA LT v a v
ACEZ#AER LT, FNENECTINTEY—E R TR REFITIHAA o F—T oA A~
O NT 7 4w 7 28T, —BTATXRTORN T T4 7DV AL LT a 2L

e

edrop 77 v a e —H LG E, ePBRIIIEG ACE #4E LT, I NT 7 4 v 7 &5

DT RXTO—ENT 74y 7 EZBHIC Ry LET, 2O 7T a B EREBYIC
B SN/ > 7284, @ IE Cisco NX-0S 9000 2V — R AA » F D A—/R—3f F|Za
E—FZ VXAV FENLHMEI NT 7 4 v 773, ePBR LA ¥ 2R Y U —iERIT—E
THHATH, Bl&fEa—ShaaEENRH Y £9,

al T 7> a2 0%, match 772 A U Z FePBR LA ¥ 3RY —NTHHINTWAESIT

PR B D A,

ePBR L2 DAL .
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B sorsocvs0usqLsvav e FRry ToEm

FIRDEE

FIRD

FIE

default-traffic-action redirect-all #f%4 7> a 1%, ePBR LA ¥ 2 KR U > —HNTHEHAIH. U
XAV b, BN T Rey 7L T 7oy (W NT 7400 &8
) . BMESINTHNA L H—T =24 RV FA VI FNTDBDRERSLDZ EERELET,
ZOFTYa PR ENTWRWEA, R —HNOT 7 AU A M—EET, @,
Cisco NX-08 9000 2 J — & ZA v FD A== A PIZabt —F /13U XA L7 SN
WMEZ7 0021k (WA X =724 AV FA L7 hSROTIEeL) 5Bl EH X AR
BInEd,

WDa~y REFEHLT, RY v— LUV TT 7 4/ hDcatch-all 7 7 ¢ v 7 E{EZ R T

TET,

1. configureterminal
2. epbr policy policy-name

3. default-traffic-action [redirect | redirect-all]

AU RFEEETIVa Y

=)

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

ra—r\Lar 74X al—3ay T— NG
L/i—g—o

ATy T2

epbr policy policy-name
1 -

switch (config)# epbr policy p3

ePBR RV o — %K LE9,

ATvT3

default-traffic-action [redirect | redirect-all]
1 -

switch (config-epbr-policy)# default-traffic-action
redirect-all

ePBR R Y 2 —DF 7 4 /L h® catch-all BIER TR E
Lij_o

sredirect : 74 NI 7 4 v 7 HBUAA LT ML
£, redirect |37 7 40 hOA T 2 0T,

sredirect-all : T _XCHO T 74 v 7BV HA L
7 b LET,

GE)
I DF TS aviE, LAV 3ePBRARY —WN
TIEVFR—FENFEA,

ZOF ST g TePBRE Y g VNTIIER
TE W, R — %M L CHAER
L. BEBEATISLERNLY $7,

. ePBR L2 DHERK



| ePBRL2 D#ER:
ePBRShow 27> ]

ePBR Show <7 > F

WD U A MZ, ePBRIZBIET 5 show 2~ RERLET,

FIEDHE
1. show epbr palicy policy-name [rever sg]
2. show epbr statistics policy-name [rever se]
3. show tech-support epbr
4. show running-config epbr
5. show startup-config epbr
F gD
FE
AU RFEEET7TIV 3 Y B
AT 71| show epbr policy policy-name [rever se] g5 1) & 7 1w G s A & 415 ePBR AR Y v —IC
15 - BT ofFmaRrLET,
switch# show epbr policy Tenant A-Redirect
AT 72 |show epbr statistics policy-name [rever se] ePBR AR U > —ifit A KRR LET,
{5
switch# show ePBR statistics policy pol2
R T 7 3| show tech-support epbr ePBR DT 7 =71 /L ¥R — MEREFRLET,
1 -
switch# show tech-support epbr
R T 7 4 | show running-config epbr ePBR D ETHEA A KR L E T,
1
switch# show running-config epbr
R T 75 | show startup-config epbr ePBR DA X — N7 v Ik AR R LET,
1

switch# show startup-config epbr

ePBR &R DHESE

ePBR # R & MR B 72121, ko a<r REFEHALET,

ePBR L2 D& R
|
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B ersrommn

avy kR

S

show ip access-list <access-list name> dynamic

Ny NTIZHAVANDRNT 7 4 w7 —3
KL FRRLET,

show ip sla configuration dynamic

T =T PEI IR0 TODGEIT, F=—
VNP —E R RARA B J(TLTePBR
\Z L o> TAERENTZIP SLA #k & Frw L E
7,

show track dynamic

Fa—TRNENR S THNABREIL, Fo—
VHNOY—E R RARA M2k L TePBR
WZhoTHhERENEZ NI v I 2RRLET,

show ip access-list summary

Ny NTIZHAVANDNT 7 4 w7 —3
KOV~ 2FRrLET,

show [ip | ipv6 | mac ] access-lists dynamic

—BREEOX A F Iy MY EFRRLE
o

ePBR D15 5!

{5 : ePBR NX-OS #&RX

®D FARa DT, ePBRNX-0S fpk AR~ L TWET,

1:ePBR NX-0S DR

(O Forward Flow
Firewall Firewall Web TCP
O Reverse Fiow 1 2 opﬁmizer
orffR) [rfER) [ e e
LG R E R 20114 201.1.24
A
[Vian 10| [Vian 11|/ vian 12| | Vian 13||Vian 16| [Vlan17| |Wian 20/ [ Vian 20|
L4 ¥ L4 B
Web-iraffic ra—
g Backup-traffic Eth1/8 Nexus 9000 Eth1/18 | <—» .g
<« I
Bl: 7OERR—bBLV T 2T R— bOY—ERER

WORERBNE, 77 BAR—LE F T 07 R— DOV —Y 2EREF(TT D HEEZRL T

i‘j—o

epbr infra vlans 100-200

epbr service app_ 1 type 12
service-end-point interface Ethernetl/3

. ePBR L2 D&
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ePBR DR ]

reverse 1interface Ethernetl/4

epbr service app_2 type 12
probe ctp frequency 2 retry-down-count 1 retry-up-count 1 timeout 1
service-end-point interface port-channell0
reverse interface port-channelll

epbr service app_3 type 12
probe ctp frequency 2 retry-down-count 1 retry-up-count 1 timeout 1
service-end-point interface Ethernetl/9
reverse interface Ethernetl/10

epbr service app_4 type 12
probe ctp frequency 2 retry-down-count 1 retry-up-count 1 timeout 1
service-end-point interface port-channell2
reverse 1interface port-channell3

Bl: 7oA R—FDERK
WOFITIX, TV EBAR—NEERT 2 HEERLET,

epbr policy pl

statistics

match ipvé address flow2 vlan 10
load-balance buckets 2
10 set service app 1
20 set service app_3
25 set service app 4
30 set service app 2

match 12 address flow3 vlan 10
20 set service app 2
25 set service app 4
50 set service app_3

match ip address flowl vlan 10
10 set service app 1
15 set service app 3
20 set service app_ 2

interface Ethernetl/1
switchport
switchport access vlan 10
no shutdown
epbr 12 policy pl egress-interface Ethernetl/2

interface Ethernetl/2
switchport
switchport access vlan 10
no shutdown
epbr 12 policy pl egress-interface Ethernetl/l reverse

Bl b3 R— DB
ROMEBNL, T2 K= FEMRT 55k " LET,

epbr policy p3

statistics

match ip address flowl vlan 10
load-balance buckets 2
10 set service app 1
20 set service app 2

match ipv6 address flow2 vlan 20
load-balance buckets 2
10 set service app 3
20 set service app 4

match 12 address flow3 vlan 30

ePBR L2 DAL .



ePBR D#&RL15I

10 set service app 1
20 set service app_2

interface Ethernetl/27
switchport
switchport mode trunk
no shutdown

epbr 12 policy p3 egress-interface Ethernetl/28

interface Ethernetl/28
switchport
switchport mode trunk
no shutdown

epbr 12 policy p3 egress-interface Ethernetl/27 reverse

Collecting statistics

HRTOULE

itd-san-2# show epbr statistics policy pl

Policy-map pl, match flow2
Bucket count: 2

traffic match : bucket 1

app_1 : 8986 (Redirect)
app_3 : 8679 (Redirect)
app_4 : 8710 (Redirect)
app_2 : 8725 (Redirect)

traffic match : bucket 2

app_1 : 8696 (Redirect)
app_3 : 8680 (Redirect)
app_4 : 8711 (Redirect)
app_2 : 8725 (Redirect)
Policy-map pl, match flow3
Bucket count: 1
traffic match bucket 1
app_2 : 17401 (Redirect)
app_4 : 17489 (Redirect)
app_3 : 17461 (Redirect)
Policy-map pl, match flowl
Bucket count: 1
traffic match bucket 1
app_1 : 17382 (Redirect)
app_3 : 17348 (Redirect)
app_2 : 17411 (Redirect)

5l : ePBR 7R —D KRR

WOHTIiL, ePBRABY o —2FR_TLHHELZTRLET,

show epbr policy p3

Policy-map : p3
Match clause:
ip address (access-1i

. ePBR L2 DHERK

sts): flowl
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action:Redirect

service app_1, sequence 10, fail-action No

Ethernetl/3 track 4 [UP]

service app_2, sequence 20, fail-action No

port-channell0 track 10 [UP]

Match clause:

ipvé address (access-lists): flow2
action:Redirect

service app_3, sequence 10, fail-action No

Ethernetl/9 track 13 [UP]

service app_4, sequence 20, fail-action No

port-channell2 track 3 [UP]

Match clause:

layer-2 address (access-lists): flow3
action:Redirect

service app_1, sequence 10, fail-action No

Ethernetl/3 track 4 [UP]

service app_2, sequence 20, fail-action No

port-channellO0 track 10 [UP]
Policy Interfaces:
egress-interface Ethl/28

{5l : mask-position DFEFFEDRT
RIZ, mask-position DfE %R LE T,

ip access-list acll
10 permit tcp 10.1.1.0/24 any
epbr service sl _12 type 12
service-end-point interface Ethernetl/2
reverse interface Ethernetl/3
epbr policy 12 pol
statistics
match ip address acll vlan all
load-balance buckets 4 mask-position 5
10 set service sl 12
interface Ethernetl/18

fail-action

fail-action

fail-action

fail-action

fail-action

fail-action

epbr 12 policy 12 pol egress-interface Ethernetl/19
switch (config-if)# show access-lists epbr Ethernetl 18 ip dyn

IP access list epbr Ethernetl 18 ip
statistics per-entry

ePBR DR ]

200001 permit tcp 10.1.1.0 0.0.0.159 any vlan 100 redirect Ethernetl/2 [

match=0]

200002 permit tcp 10.1.1.32 0.0.0.159 any vlan 100

[match=0]

200003 permit tcp 10.1.1.64 0.0.0.159 any vlan 100

[match=0]

200004 permit tcp 10.1.1.96 0.0.0.159 any vlan 100

[match=0]

4294967295 permit ip any any redirect Ethernetl/19

redirect Ethernetl/2
redirect Ethernetl/2
redirect Ethernetl/2

[match=0]

ePBR L2 DAL .
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
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