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vtonwsrv7—v 300 ePeRiER [

IAB8ET A T— 320 ePBRIERL

ePBR H— E X DHERK

1R BHHEIIZ
Z ZTlX. ePBR #—E 2 DORERICHOWTEA L £,

FIEDHE

1. configure terminal

2. epbr service service-name

3. vrf vrf-name

4. [no] security-group <fwdGrp> [rever se<revGrp>]

5. [no] probe{icmp | <l4-proto> <port-num> [control<status> ] | http get [ <url-name> [version
<ver> ]| dnshost <host-name> ctp} [frequency <freg-num> | timeout <timeout> |
retry-down-count <down-count> | retry-up-count <up-count> | sour ce-interface <src-intf> |
reverse <rev-src-intf> ]+

6. service-endpoint {ip ipv4-address | ipv6 ipv6-address}

7 probetrack track-1D

8. reverse{ip ipv4-address | ipv6 ipv6-address}

9. maode hot-standby

10. weight <weight>

1.  exit

FIED F¥H

FIE
AR RFEREEFT7TIVa Y B8

RFw 71 |configureterminal a7 4F¥alb—varyET—FNIADET,
151
switch# configure terminal
switch (config) #

RF w72 |epbr service service-name H LU ePBR — B AKEHEA VERR L £ 9,
i -
switch(config)# epbr service firewall

25w F3 |vrfvrf-name ePBR H— U AKEED VRF 245 E L £,
i
switch (config-epbr-svc)# vrf tenant A

£HIYTF 4 FA—TEEALEY—ER F— O
|
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ARV KEEEET7Ia Y B#)

AT w74 |[no] security-group <fwdGrp> [reverse<revGrp>] ESmB LW RO —ERX X2 T 4 71—

Bl - TETEERLET, VTN T — AT AD

. . . e, W—olahmtx=V7 4 JA—7%EE

switch (config-epbr-svc)# security-group 10 . . ..

reverse 20 THIVNENHDET, 72TV T —h TN AD

switch (config-epbr-svc)# security-group 30 i}%/a\\ JILE\jiFI'ﬂ’!Za?J B 7‘}1/%702:@)‘3'_,@_[25\;1
V7r g4 JN—T3—EThHILERDY 7,
2RI 512k, o< Ko no B4l
HALET,

XF w75 |[no] probe{icmp | <l4-proto> <port-num> _ P—v 2D T o — T AR LET, A URERR
[control<status> ] | http get [ <url-name> [version . —bE 2 = RBRA Y FOIESET — 2 &5
<ver> ]| dnshost <host-name> ctp} [frequency FHET — M b EATEEF. —Da<vr FOno
<freg-num> | timeout <timeout> | retry-down-count - e
<down-count> | retry-up-count <up-count> | FPAZBAT 5 & MARAHIER ST
source-interface <src-intf> | reverse <rev-src-intf> ]+ | VXLANBBE I S —E x> REAL > b

DYE ., —HEOREEITLIPZIPSLAE v v a Il
HATx5X5c, 7n—T70EEL—T Ny T
A E =T 2 A AERETDUERDH Y £7,

25w F6 |serviceendpoint {ip ipv-address| ipv6 ipv6-address} | ePBR #— 2D H— 2 =3 KA v k& Alk L
Bl - F9, AT v 7 6~10 %0 L T, 5D ePBR
switch (config-vrf)# service-endpoint ip P—EA ERAA b %T%EXT% ijﬁo
172.16.1.200

RTwF1 |probetrack track-1D P—E R RARA  NONEST I E I3 H T —
1 ADA—W—ER I T v I ERELET,
switch (config-epbr-fwd-svc)# probe track 30

25w 78 |reverse{ip ipv4-address|ipv6 ipv6-address} FaTNT —h P —ER T RRA L FOWSH
i - IP7 RLAZEHRLET, ZHiI, Vo7 —Lb =
switch (config-epbr-fwd-svc)# reverse ip < ]\73/]) < ]\ Kéi%\giﬁb\: & L:HE%L\ LT < = é
172.16.30.200 Uy,

AFw 79 | modehot-standby F—E ALY RRAV hadRy hAZ LA =
{1 RARA L FELTHERRLET,
switch (config-epbr-fwd-svc)# mode hot-standby

ATw 710 |weight <weight> TIT 4T EIFARY PAZ R, = RIRA v
5l - N OEHEMR L ET,
switch (config-epbr-fwd-svc) # weight 6 F7 4L MElX 1 T,

AFy 1 |exit ePBR ¥ — b ARERRLE— REK T LET,

1 -

switch (config-vrf) # exit
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ePBRH—EXF T — U DIERK

FIEDHE
1. configureterminal
2. [no] epbr service-chain <chain-name>
3. [no] mode multisite [failover-group <group-name>]
4. load-balance method <Ib-method> { src-ip | dst-ip | src-dst-ipprotocol}
5. seguence-number set service service-name] fail-action { bypass | drop | forward}]
6. action {route| redirect} [reverse-action {route| redirect}]
FIEDEEH
FIE
ARV KRFERRETI a3 Y B#J
Z 5w 71| configure terminal 2y 7 4 Xal—varE—RICAYET,
i) :

switch# configure terminal
switch (config) #

R w 72 |[no] epbr service-chain <chain-name> ePBR —E R F = — L ZHpk LUET, ZHELZYIE
Bl - THIE, Zoavy RO no BREMALET,

Switch (config-epbr-svc-chain)# epbr service-chain|
web

R 5w 7 3 |[no] mode multisite [failover-group <group-name>]  |NX-0S 10.52)F LA Clt, y—ERF = —L DE—
I R=LFHP A " BLRT =2— A —"— T )L—7F
ZRERRCE £,

o 7 —)VE—_— T —T1F, E— K </T
YA FRYP—ERF = — IR L THEIC -
TWDAEARICDORERTEET, 7o—A—
IN— T —T I — R multi-site &

mode multisite failover-group fallback-web-chain3

fERATHZ ENTEET,

AT 7 4 |load-balance method <lb-method> { src-ip [dst-ip|  |ePBR #—EAF = —r Du— KT v 7R
s c-dst-ipprotocol} ERELET, RUERE, VP—EAFz— WO
i) il x O —E AERICEHT 52 b TEET,
switch (config-epbr-svc-chain) # load-balance metho 7577]./1/ N A7 a0k src-dst-ipprotocol -(\\——9)«0

src-ip

ATvTH seqt{encenumbef set service Fx— L NORFED Y —7r v ATH— B RERE A 5
service-name] fail-action { bypass| drop | forward}] FL. 20— ADKRKT 7o ay A=A,
fi ERELET,

£HIYTF 4 FA—TEEALEY—ER F— O
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ARV RFERETIVa Y

B8

switch (config-epbr-svc-chain) #
10 set service fw2 fail-action drop
20 set service tcp optim2 fail-action bypass

NX-OS 10.5Q)F LI Tix, ~VF/— R H—E X
Fz—2 %A LZGPORY R — hEITWET,

ATvT6

action {route | redirect} [reverse-action {route|
redirect}]

1

switch (config-epbr-svc-chain-seq) # action route
reverse-action route

H— B R DG PR E TENATHERE & 7R T 72 D12,
Fr—NOYP—EADIRIERLY N—AT F g
FRER L ET,

F7H N N A7 a idredirect T,

Jrx—I)LA—N—FIL—TDER

T )V —— T — TR T AT

3, ROFNEEZFATLET,

FIEDHE
1. configureterminal
2. epbr service-chain service-chain-name
3. epbr failover-group failover-group-name
4. [no] service-chain <name> preference <preference>
FlgD 4
FIE
ARV KRFERETI a3 Y B#J
A7y 71 |configureterminal Ja—s )L ary 7 4 Fal—ar ®— ek

1 -

switch# configure terminal
switch (config) #

L/\gz‘g—(]

ATy T2

epbr service-chain service-chain-name

1

Switch (config-epbr-svc-chain) # epbr service-chain
web

P—bERF = — 2 ERE L FET,

ATvT3

epbr failover-group failover-group-name

1

switch (config-epbr-svc-chain) # epbr failover-group
fallback-web-chainl

Tz — )L F—_— TN —FE R L E T,

ATvT4

[no] service-chain <name> preference <preference>

1

switch (config-epbr-fail-group) # service-chain
sitel-web-chain preference 20

Tz — )L — =TI —TFNT T +—/Ly 7 P—
ERAFz—2RERL., 74—y 7 —E R
Fx— TV 77 L AEED Y TES,
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ePBR Y —EXF = —UERDIHER

ePBR —E R F = — R E R T I, kOa~r FEFERALET

Flan#EE
1. show epbr service[ <svc-name> |
2. show epbr service-chain [ <chain-name> ] [ reverse]
3. show tech-support epbr
4. show consistency-checker epbr service-chain { <svcChainName> | all }
5. show running-config epbr
6. show startup-config epbr
FIED
FIE
ARV KRFERRETY VY B#Y
Z 5 71 | show epbr service [ <svc-name> | ePBR " — B ABERE L =0 FARA o MBI D16 #H
15'] : %ié/j——“ Liﬁ—o

switch# show epbr service fw

Z 7w 72 | show epbr service-chain [ <chain-name>] [ reverse] | JIEJ; i % 7= (33 /610> ePBR #— E A F = —> A Y
fi VICET A ERAER R LET,

switch# show epbr service-chain web

AT 7 3| show tech-support epbr ePBR DT 7 =71 )L R — MEHREZERLET,
1
switch# show tech-support epbr

R w74 |show con_sistency-checker epbr service-chain { ePBRRTE., 2> ha—)L L —2TD ePBR DY
<svcChainName> | all } ZA Ly AR, BEOESICE>TWD AL
il - AEF=ZHB VT AN=ZALOESGHET = v 7 & FE
show consistency-checker epbr service-chain web Tfl/§37ro

R T w 75 | show running-config epbr ePBR O EfTH A F R LET,
fi
switch# show running-config epbr

R T 7 6 | show startup-config epbr ePBR DA ¥ — N7 v Ik TR LET,

1

switch# show startup-config epbr
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SGACL H—E X F = — > DIERH

SGACL #—EAF = — Al Z R THERGIZ OV T, K5 2R LTSS,
10: BREHI

VXLAN EVPN

— — SL1
Vian25 Vlan16 | | Vlan17
Vlan24
e — — -T—
- — e —— — +— FwW2
— — —> T FWD: 10.0.0.1 (VIan16)
Host A Host B REV: 10.0.0.2 (Vlan17)

192.168.1.1 192.168.1.2 FW1
FWD: 10.0.1.1 (Vlan24)

REV: 10.0.1.2 (Vlan25)

524152

1. Y—ERADLAXA4~T LI ZEERLET.

security-group 2010 name FWD
type layer4d-7
match interface vlan 24
match interface vlan 16
security-group 2011 name REV
type layer4d-7
match interface vlan 25
match interface vlan 17

2. ePBRY—bE R LT RRA v+ DIERL,

epbr service fw

vrf tenant

security-group 2010 reverse 2011

probe tcp 80 frequency 5 timeout 3 source-interface
loopbackl0 reverse loopbackll

service-end-point ip 10.0.1.1
reverse ip 10.0.1.2

service-end-point ip 10.0.0.1
reverse ip 10.0.0.2

3. ™AMN I T4y oDEX2 VT4 N—T VLI XZEERLET,

security-group 5051 name sec 5051
match connected-endpoints vrf tenant ipv4 151.1.1.0/24
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security-group 5050 name sec_ 5050
match connected-endpoints vrf tenant ipv4 150.1.1.0/24

4. LAY3 VA YADO-BHEEELERT L X2V T 4 7T A~y T E2ERLET,

class-map type security match-any class ipvd4 tcp
match ipv4 tcp dport 80
match ipv4 tcp dport 443

5. ePBRY—E2Fx—r a2l LET, if TV T2~y 7, R v—<v 7 BLO=
Y77 FOKRIZ, TRTOV =7 T—ELTWALERH D £7,

epbr service-chain web
load-balance method src-dst-ipprotocol
10 set service fw fail-action drop

6. X2V T4 ARV —<uv 7 EREL, V—ECRTFz—r &NV E e match? 7 A~ v 7IZ
L %4,

policy-map type security web policy
class type security class ipv4 tcp
service-chain web

7. 277 FOERE

vrf context tenant
security contract source 5050 destination 5051 policy web policy

VRF 22 7 % 2 b &8l — NICBITT 5 FEOFEMIOVWTIE, X207 4 Z—
THEOEX2) T 4 ar bT7 7 POEKESZRL T ZE N,

REDHER
e RIZ, ePBRY—E R &L RiRA v M ERERT 5 HEOFIZRLET,

show epbr service fw

Legend:
Operational State (Op-STS): UP:Reachable, DOWN:Unreachable,

SVC-ADMIN-DOWN: Service shut

ADMIN-DOWN:Admin shut, OPER-DOWN:Out-of-service
Probe:

Protocol/Frequency (sec) /Timeout (sec) /Retry-Up-Count/Retry-Down-Count

Hold-down Threshold: Count/Time (sec)

Service mode: Full:Full-Duplex, Half:Half-Duplex
Type: L3:Layer-3, L2:Layer-2

Threshold: Threshold High/Low

Name Type Service mode VRF

£HIYTF 4 FA—TEEALEY—ER F— O
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fw L3 Full

tenant

Security-group Reverse security-group Threshold

2010 2011

Endpoint IP/Intf Track SLA Op-ST Probe Hold-down

Role Weight

Reverse IP/Intf Track SLA Op-ST Probe
10.0.1.1/ 1 20001 UP TCP/5/3/0/0
A 1
10.0.1.2/ 3 20003 UP TCP/5/3/0/0
10.0.0.1/ 2 20002 Up TCP/5/3/0/0
A 1
10.0.0.2/ 4 20004 UP TCP/5/3/0/0

WIZ, ePBR — VY R F = — 2 ZJEH A F =30 5 A CHRT 2H 2R LET,

show epbr service-chain web
Service-chain : web
service:fw, sequence:10, fail-action:Drop
load-balance: Source-Destination-ipprotocol, action:Redirect
state:UP
IP 10.0.1.1 track 1 [UP]

IP 10.0.0.1 track 2 [UP]
show epbr service-chain web reverse

Service-chain : web

service:fw, sequence:10, fail-action:Drop
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load-balance: Source-Destination-ipprotocol, action:Redirect
state:UP
IP 10.0.1.2 track 3 [UP]

IP 10.0.0.2 track 4 [UP]

cRIT, Y—ERTF =— L DBEWT = v I — %R T 202 R LET,

show
EPBR
show
EPBR

consistency-checker epbr service-chain chainl
CC: Service Chain validation passed
consistency-checker epbr service-chain all
CC: Service Chain validation passed

YILF/—LK VT YA B H—ERX Fz—2DERH

= 11:

E‘Is

TE fl

Host

H

1. ePBR H—E % fwl ORERK

epbr service fwl
vrf tenant
security-group 2010 reverse 2011

probe icmp frequency 2 retry-down-count 2 retry-up-count 1 timeout 1 source-interface

loopback3 reverse loopbackd
service-end-point ip 10.1.1.2
weight 10
reverse ip 11.1.1.2
service-end-point ip 18.1.1.2
reverse ip 19.1.1.2
service-end-point ip 20.1.1.2
mode hot-standby

tFa2)F4 IL—TEERALEY—EXRFz—0%R |}

Host
Fw 3

WIZ, P—EAFz2—0D—ETHDIHYV—ERLLT3DDT 7 AT U4 —/VEFF RN %2
RLET, K774 T U —ME, BEOY—bE R RiRA v hCEREINET,

524602
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reverse ip 21.1.1.2
service-end-point ip 253.1.1.2

mode hot-standby

weight 10

reverse ip 254.1.1.2
service-end-point ip 26.1.1.2

weight 5

reverse ip 27.1.1.2
service-end-point ip 34.1.1.2

mode hot-standby

weight 6

reverse ip 35.1.1.2

2. ePBR ¥ — b R fw2 O#ERY

epbr service fw2

vrf tenant

security-group 2013

probe icmp frequency 2 retry-down-count 2 retry-up-count 1 timeout 1 source-interface

loopback3 reverse loopbackd

service-end-point ip 255.1.1.2
mode hot-standby

service-end-point ip 50.1.1.2
weight 10

service-end-point ip 54.1.1.2
weight 5

service-end-point ip 58.1.1.2

service-end-point ip 59.1.1.2
mode hot-standby
weight 10

service-end-point ip 62.1.1.2
mode hot-standby
weight 6

3. ePBR #— b & fw3 Ok

epbr service fw3
vrf tenant
security-group 2014 reverse 2015
probe icmp frequency 2 retry-down-count 2 retry-up-count 1 timeout 1 source-interface
loopback3 reverse loopbackd
service-end-point ip 12.1.1.2
weight 10
reverse ip 13.1.1.2
service-end-point ip 22.1.1.2
weight 10
reverse ip 23.1.1.2
service-end-point ip 32.1.1.2
weight 5
reverse ip 33.1.1.2
service-end-point ip 40.1.1.2
reverse ip 41.1.1.2

4. ePBR ¥/LF /) — K+ —ERAF = — 2 DAL

epbr service-chain FW-chain-v4
load-balance method dst-ip
10 set service servicel-v4-2arm fail-action bypass
load-balance method src-ip
20 set service service3-v4-larm fail-action drop
30 set service serviceb-v4-2arm fail-action bypass
load-balance method src-dst-ipprotocol
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TILNF/—FH—ERFI—2DFEDR

sh epbr service-chain FW-chain-v4

Service-chain

service: fwl,

FW-chain-v4 state:UP

sequence:10, fail-action:Bypass

load-balance:Source-Destination-ipprotocol, action:Redirect

state:UP

IP

IP

IP

IP

IP

IP

service:fw2,

10.

18.

26.

20.

34.

1.1.2 track 1

1.1.2 track 2

1.1.2 track 3

1.1.2 track 4

1.1.2 track 5

253.1.1.2 track 6

[UP]

[UP]

[UP]

[UP] [HOT-STANDBY]

[UP] [HOT-STANDBY]

[UP] [HOT-STANDBY]

sequence:20, fail-action:Drop

load-balance:Source-Destination-ipprotocol, action:Redirect

state:UP

IP

IP

IP

IP

IP

IP

service:fw3,

50.

54.

58.

59.

62.

1.1.2 track 7

1.1.2 track 8

1.1.2 track 9

1.1.2 track 10

1.1.2 track 11

[UP]

[UP]

[UP]

[UP] [HOT-STANDBY]

[UP] [HOT-STANDBY]

255.1.1.2 track 12 [UP] [HOT-STANDBY]

sequence:30, fail-action:Bypass

load-balance:Source-Destination-ipprotocol, action:Redirect

state:

IP

IP

IP

IP

12.

22.

32.

40.

9)5

1.1.2 track 13

1.1.2 track 14

1.1.2 track 15

1.1.2 track 16

[UP]
[UP]
[UP]

[UP]
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@ Service 2

Service 1
H ol || vMCT||
5 I | - il
ade 0
SITE 1
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Service 3 |_J | m RS
wPC BGW BGW L
SITE 2
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Service 3
VMCT
iumn
Sarvice 2 A
[l o] Host

Service 1

— — Hosti_n
H4 k1
1. A3,

LAY 4D FHELZTEXET A2V T 4 VTR TEERLET,

class-map type security match-any web class

match ipv4 tcp dport 80

2. X2 UF 4 R —< vl EEHR L, —ERXAF 2 — %M E r match 7 T A~ v T

L £,

policy-map type security web
class type security web_ class
service-chain sitel-web-chain

S24E03
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3. ePBRY—E AL RiRA v b DERL,

epbr service fw
security-group 100
probe icmp
service-end-point ip 10.1.
service-end-point ip 20.1.
mode hot-standby

epbr service fw2
security-group 100
probe icmp

service-end-point ip 11.1.1.

epbr service fw3
security-group 100
probe icmp

service-end-point ip 13.1.1.

o

2

seacL #—t 2 F = — > oisl ]

4, wILFHP A FE—RELTz— )L F—NR— T —F L F = — 2 O

epbr service-chain sitel-web-chain
mode multisite failover-group fallback-web-chainl

load-balance method dst-ip

10 set service fw fail-action drop

epbr service-chain site2-web-chain

load-balance method dst-ip

10 set service fw2 fail-action drop

epbr service-chain site3-web-chain

load-balance method dst-ip

10 set service fw3 fail-action drop

epbr failover-group fallback-web-chainl
service-chain site2-web-chain preference 5
service-chain site3-web-chain preference 20

Y4 L2

1. LA4%3, LA V40—-BHRELZERTLHEX 2V T4 V7 T7A Yy TEERLET,

class-map type security match-any web class

match ipv4 tcp dport 80

2. EXaVT 4RI v—~vTE

L £,

policy-map type security web

class type security web class

service-chain site2-web-chain

3. ePBRY¥—t 2L RRA v FDIERL,

epbr service fw
security-group 100
probe icmp

service-end-point ip 10.1.1.
service-end-point ip 20.1.1.

mode hot-standby

epbr service fw2
security-group 100
probe icmp

2
2

REL, VP —bEAF =—r % MFrmatch 7 7 A < v 7IZ
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service-end-point ip 11.1.1.2

epbr service fw3
security-group 100
probe icmp
service-end-point ip 13.1.1.2

4., vNTFHA FE—RET 2=V == TV —T L F = — L DO

epbr service-chain sitel-web-chain
load-balance method dst-ip
10 set service fw fail-action drop

epbr service-chain site2-web-chain
mode multisite failover-group fallback-web-chain?2
load-balance method dst-ip
10 set service fw2 fail-action drop

epbr service-chain site3-web-chain
load-balance method dst-ip
10 set service fw3 fail-action drop

epbr failover-group fallback-web-chain2
service-chain sitel-web-chain preference 5
service-chain site3-web-chain preference 25

Y4 k+3
1. LA4¥3, LA V40-BHRELZERTLHEX 2T 4 7 TR~y T HERLET,

class-map type security match-any web class
match ipv4 tcp dport 80

2. X2 VT4 R v—~ T EERL, Y—EATF=— 2%V FEmatch 7 7 A~ v 7T
L £,

policy-map type security web
class type security web class
service-chain site3-web-chain

3. ePBRY—bE Rz RBRA L FDOIERK

epbr service fw
security-group 100
probe icmp
service-end-point ip 10.1.1.2
service-end-point ip 20.1.1.2
mode hot-standby

epbr service fw2
security-group 100
probe icmp
service-end-point ip 11.1.1.2

epbr service fw3
security-group 100
probe icmp
service-end-point ip 13.1.1.2

4, —bERFz—r L LFHA FNORERL

epbr service-chain sitel-web-chain
load-balance method dst-ip
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10 set service fw fail-action drop

epbr service-chain site2-web-chain
load-balance method dst-ip
10 set service fw2 fail-action drop

epbr service-chain site3-web-chain

mode multisite failover-group fallback-web-chain3
load-balance method dst-ip

10 set service fw3 fail-action drop

5. 7 xz— LA —/— T )—T DR

epbr failover-group fallback-web-chain3
service-chain sitel-web-chain preference 20
service-chain site2-web-chain preference 25

TILFH A FMERDOHER
WD show <> REERA LT, w/LF VA hOWKEFERTE £,
s RIZ, ePBR v —E A F = — L DRELZ R T DU 2R LET,

show epbr service-chain sitel-web-chain
Service-chain : sitel-web-chain state:DOWN

mode: multisite, failover-group:fallback-web-chain [AVAILABLE] [IN USE]
failover-chain: site3-web-chain

service:fw, sequence:10, fail-action:Drop
load-balance:Destination-ip, action:Redirect
state: DOWN
IP 10.1.1.2 track 9 [DOWN]
IP 20.1.1.2 track 10 [DOWN] [HOT-STANDBY]

service:tcp_optim, sequence:20, fail-action:Bypass
load-balance:Destination-ip, action:Redirect
state:UP
IP 30.1.1.2 track 11 [UP]

FiExER L TNET,

show epbr failover-group fallback-web-chain

Failover group : fallback-web-chain
Failover Service-chain : site2-web-chain Preference: 1 state: DOWN

service:fw2, sequence:10, fail-action:Drop
load-balance:Destination-ip, action:Redirect
state: DOWN
IP 11.1.1.2 track 12 [DOWN]

service:tcp optim2, sequence:20, fail-action:Bypass
state: UP
load-balance:Destination-ip, action:Redirect
state:UP

IP 12.1.1.2 track 13 [UP]

Failover Service-chain : site3-web-chain Preference: 2 state: UP
service:fw3, sequence:10, fail-action:Drop
load-balance:Destination-ip, action:Redirect
state:UP
IP 13.1.1.2 track 14 [UP]

£HIYTF 4 FA—TEEALEY—ER F— O
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service:tcp_optim2, sequence:20, fail-action:Bypass
load-balance:Destination-ip, action:Redirect
state:UP

IP 14.1.1.2 track 15 [UP]
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