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ERFODMENRH Y 97,

ePBR L3 DAL

[ L& BHIIC
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ePBRL3 DAL |

B PRy —Ex. KU —DHREELUA VB8 —T T4 AOBLEN

ePBR #Re & #ERL T SR, IP SLA 38 XUV PBR EREN R SN TVND Z L 2R L T2 S

Wy,

ePBRY—EX, R O—DERBLUVA U 2—T 24 A~NDOEES

[+

WD¥ 7 g Tk, ePBRYP—EZ, ePBRARY > —DH, BLOA v F—T = A A~DR
U — DB ETIZOWTHA L E9,

FIEDHE
1. configureterminal
2. epbr service service-name
3. [no] probe {icmp | I4-proto port-number [control status] | http get [url-name [version ver] | dns
hosthost-name ctp} [frequency freg-num | timeout seconds | retry-down-count down-count |
retry-up-count up-count | source-interface src-intf | rever se rev-src-intf]
4, vrf vrf-name
5. service-endpoint {ip ipv4 address|ipv6 ipv6 address} [inter faceinterface-nameinterface-number]
6. probetrack track ID
7 reverseip ip address inter face interface-name interface-number
8. exit
9. epbr policy policy-name
10. match { [ip addressipv4 acl-name] | [ipv6 addressipv6 acl-name] } [redirect | drop | exclude]
11. [no] load-balance[ method { src-ip | dst-ip}] [ buckets sequence-number] [mask-position
position-value]
12. sequence-number set service service-name [ fail-action { bypass| drop | forward}]
13. interfaceinterface-name interface-number
14. epbr {ip|ipv6} policy policy-name [reverse]
15. exit
F g o %48
FIE
AU RFERIETOa Y BH#Y
ZFw 71 |configureterminal Ay 7 4F¥al—varyE—RIAYET,
i -
switch# configure terminal
switch (config) #
ATvT2 epbr service service-name H LU ePBR —E R E/ERRK L 97,
1 -
switch(config)# epbr service firewall
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| ePBRL3D#5:

ePBRH—E R, KU L—DHEBH LU 28— x4 2~0BEMHT [J]

AV RFERETI3 Y EL:Y
X5 w73 |[no] probe {icmp |l4-proto port-number [control status] | ePBR —E A D7 a0 —7 2K LE T, HHE—F
| http get [url-name [version ver] | dnshosthost-name | < 41,72~ —~ % ¢ 7|3, ICMP. TCP. UDP.
ctp} [frequency freg-num| timeout seconds | DNS. # L OCHTTP. CTP ¢,
retry-down-count down-count | retry-up-count up-count ’
| sour ce-inter face src-intf | rever se rev-src-intf] FFa ATD LY TT,
i - SHEE - T u— T OBEZ A THRE L £ T,
switch(config)# probe icmp {ﬁ@%ﬁﬂi 1 ~ 604800 VC“@—O
CHRITF U AT ) RRF T LT
LEILTE =TI Lo TIITEINDB/ T B
DEEEELET, HETE 2HPHIZI~5T
TO
cHBHMTT vy I s — N ERLE &
T U—=TNFATT /AT FOBEEE
L9, fEETE 28T 1 ~5TT,
e HALT TR A LT Y N AR EAL TR
ELET, EOHFPIT 1 ~ 604800 T,
A5y 74 |vrfvrf-name ePBR #—E 2D VRF Z5E L £7,
i -
switch (config)# vrf tenant A
ATy S5 |service-endpoint {ip ipv4 address|ipv6ipv6 address} |ePBR #— bt ADH—L AT RARA 2 &R L
[interface interface-name interface-number] E
I FE2 ~5 %40 L T, B0 ePBR ¥ — b % %A
switch (config-vrf)# service-endpoint ip Eﬁjfg;gij—o
172.16.1.200 interface VLAN10O
ATFw 76 |probetrack track D N7 w7 ZEBNCEF L, ePBROKH—E AT
i - FARA > MCBEFED FT v 7 ID 280 5 TES,
switch (config-vrf)# probe track 30 ZET U RIRA VM Ty 7 IDEEVYTHZ L
DTEET,
25w F1 |reverseip ip addressinterface interface-name 774y 7 WY —EH END reverse IP & A

interface-number

1 :

switch(config-vrf)# reverse ip 172.16.30.200
interface VLAN201

VE—T A AEEFELFET,

GE)

CiscoNX-0S U U — 2 10.5(1)F AL TlEZ, Vo7 —
LY —EZATFARALZADYNRX—ZATP T FLA%H
IRHCAERR T D BT R F Lz, —E R
T RRA 2 MTUNR=ZIPT RLARNEY 4T
LNTWRWEA, Vo T —AL T AL LTH
DL, FT T gy 7 IFNET A & TR o 7 TR
CIP7 RLRIZUFA LT hSLET,
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B PRy —Ex. KU —DHREELUA VB8 —T T4 AOBLEN

ePBRL3 DAL |

ARV FFEREETIVa Yy

S

ATFvT8 |exit VRF a7 4 Fal—ar F—RFEETLT,
B - Jua—sLar7 4 Xal—vay E— Reth
switch (config-vrf)# exit L/jfifo

RTv 79 |epbrpolicy policy-name ePBR R U > — %A L £7,

1
switch (config) # epbr policy Tenant A-Redirect

R 7w 710 |maich { [ip addressipv4 acl-name] | [ipv6 addressipvé | [Pv4 7213 IPv6 7 N L 2% IP, F7i3 IPv6 ACL
acl-name] } [redirect | drop | exclude] CALET. UXALY ME. KT T 4w
B - DF7xNETI7varTy, Fuy7iE #E
switch (config)# match ip address WEB AVE—T A ATIT T4 v I % Kay 7 FHH4

ENRbLGAIHERINET, BRI T T a 3,
BREA VI =T 2 ADP—EAF = — U NHKFE
DETT7 4y 7 2ENT DI SNET,

ZOFNEEMEDE LT, EFIZIHESONTHEED ACL
I HsZEnTEET,

RT w711 |[no]load-balance[ method { src-ip |dst-ip}] [ buckets|ePBR — b A Tl SN D R—RART R XY v
sequence-number] [mask-position position-value] K&l NEEAEE L £,

I CiscoNX-08 U U —2 103 (3) F LB TIF, =—

switch (Caniq) # load-balance method src-ip ﬂ-_i% ACL Cu— RRZ U IR EN S

naskTposition S vy k&SR T 2 mask-position 47T =3 MR
ENTWET, T 74/ MEIZO T,
mask-position 2MEL AL TNDHGHE, =— R T
A By NI X HU72 mask-position 2> HAEE VD F
T MERNT Y FOBUITEASWT, Fe ey b
WZAhoT, KVEZLDE Y Mhir— R NF v
VTR NEART AT I NET,
G¥)
2—HP—TFFD ACL ND ACE TlE, B— K7
YU Ny OARBICERINLSE Y FR
2—P—FRZOV T Xy NEEBEL TWDIEA,
ACE O~ Z 7 fLEIIWNEIC0IZ By haE
R

R Fw 712 |sequence-number set service service-name [ fail-action | fail-action A # = XA &FHE LT,

{ bypass| drop | forward}]
i

switch (config)# set service firewall fail-action
drop
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| ePBRL3D#5:
ePBREy s avaEALEY—E20ZE ]

AT RERETIVa Y S
T 713 |interfaceinterface-name interface-number AVE—=T A AEHFHEL, AV F—T AR 2
- Y74 Xalb—Yar - RERBLET,
switch (config)# interface vlan 2010 GE)
switch (config)# interface vni500001 CiscoNX-08 U U —2 103 (3) F LTI, HL
WL3VNIA % —7 = A A|ZePBRL3 A Y > —%
HWHTEET,
R w714 |epbr {ip|ipv6} policy policy-name [rever se] AE =T 24 AF, DWOTHRO 12U RIZEE
i - D ENTEET,
switch (config-if) # epbr ip policy  JIEFF D IPVA R Y > —

Tenant_ A-Redirect

WD IPvA R Y 2—
IEHED IPv6 RY —
o WD IPv6 R Y —

AT v T 15 |exit AV B —Tx2A A AT (Fal—T gy F—FK
- AT L, o= ar 74 Xal—vaE—
RIZED £9°,

switch(config-if)# end

ePBRty > a EFERALEY—ERXDEE

WOFENETIE, ePBREY YV a L ZFEHALTCY—EREZEFTLHEEZHRBALTCONET,

FIEOHE

1. epbr session

epbr service service-name

[no] service-endpoint {ip ipv4 address| ipv6 ipv6 address} [interface interface-name
interface-number]

service-endpoint {ip ipv4 address| ipv6 ipv6 address} [inter faceinterface-name interface-number]
reverseip ip address inter face interface-name interface-number

commit

abort

w N

No oA
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B erertyasERLEY—EROZE

F IR D

FIE

ePBRL3 DAL |

ARV RFERFTIaY

=)

ATy T

epbr session

1

switch (config)# epbr session

ePBREY I g EF— RICAD ET,

ATvT2

epbr service service-name

1

switch (config-epbr-sess)# epbr service
TCP_OPTIMIZER

ePBR v a v & — FTHKT 2D ePBR —E A
FRELET,

ATvT3

[no] service-endpoint {ip ipv4 address | ipv6 ipv6
address} [interface interface-name interface-number]
f

switch (config-epbr-sess-svc)# no service-end-point
ip 172.16.20.200 interface VLAN200

ePBR H— B ATk S v — B A KR
A v M EEHZLET,

ATvT4

service-endpoint {ip ipv4 address | ipv6 ipv6 address}
[inter face interface-name interface-number]
1 -

switch (config-epbr-sess-svc) #service-end-point ip
172.16.25.200 interface VLAN200

P—E AT RKRA L FEEFEL, ePBR V—E X
DIP ZiEXH % FT,

ATvTh

reverseip ip address inter face interface-name
interface-number
i) :

switch (config-epbr-sess-svc-ep) # reverse ip
172.16.30.200 interface VLAN201

FNF7 47 RU T —DuEHIIND reverse IP & A
VE—T oA AEERLET,

ATvT6

commit

1

switch (config-epbr-sess)# commit

ePBRE v g & L7ZePBRYV—E 2ADEF %
SETLET,

GE)

TDART v TFDETHIZePBR v 3 A FELE)
L/iﬁ‘o

ATy T17

abort
1 -

switch (config-epbr-sess) # abort

toyvarEfibEL, By v a rOREOHKRE Y
V7EFIVEYy FLET, 23y MRIZZT—F
TV AR — P ENTW AW SR S =54
2, BEDO® v v a VR IEEET 121X, 2 o=
~VU REEHLET,

GE)
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| ePBRL3D#5:

ePBREy s avaEALEKRY v—0ZE

AU RFERETIVa Y

B8

D%, EIE LTk 2 M H L TH LV ePBR & >~
varEEELET,

ePBREy I a EFRAL-R)O—DER

WOFEETIL, PBREY > a U ZFEALTHRY > —2BET L HECONTHBALET,

FIRDEE

F IR D FH

FIE

1. epbr session
2. epbr policy policy-name

3. [no]match {[ip addressipv4 acl-name] | [ipv6 addr essipv6 acl-name] [12 addressipv6 acl-name]}
vlan {vlan | vlan range| all} [redirect | drop | exclude] }

4. match { [ip addressipv4 acl-name] | [ipv6 addressipv6 acl-name] [12 address ipv6 acl-name]}
vlan {vlan | vlan range| all} [redirect | drop | exclude] }

5. sequence-number set service service-name [ fail-action { bypass| drop | forward}]
6. [no] load-balance [ method { src-ip | dst-ip}] [ buckets sequence-number] [mask-position

position-value]
7. commit
8. end

ARV RFERETIVa Y

E:5)

AT 71| epbr session ePBR £ v 3> E— NIZAV %7,
f1
switch (config)# epbr session
AT F2|epbr policy policy-name ePBRE > g F— FTHKT 5 ePBRAY v —
Bl EHRELET
switch (config-epbr-sess) # epbr policy
Tenant A-Redirect
R 7w 7 3|[no] match { [ip addressipv4 acl-name] | [ipv6 address| [P & 7= X IPv6 ACL (Zx}9" 25 IP 7 K L A DA % ik

ipv6 acl-name] [12 address ipv6 acl-name]} vlian {vlan |
vlan range| all} [redirect | drop | exclude] }
f1

switch (config-epbr-sess-pol)# no match ip address
WEB

M LET,
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B errevsaszmmALERY —0E

ePBRL3 DAL |

AU RFERET7TIV3 Y B#
R T 7 4 |match { [ip addressipv4 acl-name] | [ipv6 addressipvé | Ip & 72| IPv6 ACL IZ%4 5 IP 7 KL ADMRA %78
acl-name] [12 address ipv6 acl-name]} vlan {vlan |vlan | & | %4
range| all} [redirect | drop | exclude] }
fi
switch (config-epbr-sess-pol) # match ip address HR|
R T v 75 | sequence-number set serviceservice-name| fail-action { | —F4 2 o — 4 o 22BN, ZBF . 38T 5
bypass | drop | forward; ] . BEED S —4 2D fail-action 7 7 3 3 V&%
i - BELET,
switch (config-epbr-sess-pol-match)# set service
firewall fail-action drop
R 7w 76 |[no] load-balance [ method { src-ip | dst-ip}] [ buckets| ePBR h—E A T EN DB — RART A XYy
sequence-number] [mask-position position-value] REAby NREEE L ET,
1 G¥)
switch (config-epbr-sess-pol-match)# load-balance|EfFED—EFH DY —EAF =z — L ZEHETH L X2,
method src-ip mask-position 3 eV o }\VC:@*%EJZ%%\H%T%) k\
—HDOr— RRT U RRERNT 7+ M) By b
SNET,
CiscoNX-0S U U—2% 103 (3) FUFETIZ, ~—
P—EFACL Tr— RN U I S5
'y b Z®INJ D mask-position 47 L a R RE S
NTWET, 7740 MEIZO0 TT,
mask-position ML SN TN D HE, =— RANT
A By NI S 4172 mask-position 22 HAEE D F
T, MER Ty FOFITHESNT, K EALE Y b
Ao T, LVEDOEyY hpr— KT
TNy N ERT AT DI S vE T,
GE)
Z—HPF—TFFD ACL ND ACE Tlix, =— K 7
YTy NOERIER SN S E Yy R —
P—EROY 73y MEEELTWDLEE, ACE
D~ AT NLEIINEIZ 02y hESvET,
AT 77| commit ePBRE v 3 & L7ePBRY—EADEH %
15“ . %T Li—a‘o
switch (config-epbr-sess) #commit
RATFv 78 |end ePBREt v g E—REKTLET,
fi

switch (config-epbr-sess) #end
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| ePBRL3D#5:

ePBR R 1) L —IZ & A SN B Access-list DEFH .

ePBRR') o —IZ &k B {EH N 5 Access-list D EH

WOFEIETIL, ePBR AR Y > — T S5 access-list Z FHT 5 HEICHOWNTHHAL E7,

FIRDHE

F IR D

FIE

1. epbr session access-list acl-namerefresh

2. end

ARV KRFERERETY Va3 Y

E:9)

AT 71| epbr session access-list acl-name refresh RY o —IZ Ko THERE NI ACL ZHH £721%Y
il - TlyvalLET,
switch (config)# epbr session access-list WEB
refresh

AFw 2 |end sua— )L ar7 4¥al—ay B— REKT
15“ : ]\/ \32 To

switch (config)# end

ePBRY—ERX IV KRKRA T MFTH—ERZER

ZZTiE, ePBRY—E R RRA L N TU MFTH—ERAOEEIZOWTHHALET,

FIEOHE

F IR D

FIE

configureterminal
epbr service service-name
[no] shut

aphwDn=

service-endpoint [interface interface-name interface-number]
[no] hold-down threshold count threshold count time threshold time

AR EFERERTOIVa Y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

a7 4 X¥al—arE—RIADET,
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ePBRL3 DAL |
B ePsr KU o —0 ePBR Set-VRF D

AU RFERET7TIV3 Y B#
R T 72| epbr service service-name RSNV —E 2 &0B L7,
1 -
switch (config)# epbr service sl
R 7w 7 3|[no] shut TURRA by Yy MO LTT U NET
{5'] : ‘]j_—t\‘x&:‘j—é
switch (config)# shut Zoa<wry RonERiE, / —FRaevyy hE Y

LT RRA  Fa—ERIZRELET,

R T w 7 4 | service-endpoint [inter face interface-name ePBR —EZADH—E ATy REAL L FafiE L
interface-number] F3
Bl FIE2 ~ 5 20K LT, BIO ePBR ¥ —t 2 &t
switch (config-epbr-svc)# service-end-point ip E\z—(% ij—o
1.1.1.1

Z 5w 75 |[no] hold-down threshold count threshold counttime |3, = RBEA > bk LLEE T —E R L~UL
threshold time DLEVMES A ~—LIEED D FEMRLET,
- TR LK FRA b LV DRT A=FIF
switch(config)# hold-down threshold count 2 time| V7~ E A LILVDIRTA—L % EEELET,

° LEWED YL FR 1 LD REVHE, #4~v—iF
VETT, LEWEI T RN 1 OHEE, A4 ~—
FERE RS S ET

ePBR /X 1) < —@ ePBR Set-VRF D #&ak

Cisco NX-OS U U —Z 10.5(2)F LA, ePBR /% ePBRL3 KU o —® set-vrf =2~ K&V HK— k
LET, ZOMHEEILRIZL Y. ePBR VRF HDJER T4 X » VRF 225 % —E & VRF ~D/)L—
YU — 2 WAREIZRD F97,

set-vrf fREIX, V— U =272 LT, RAKNVRF 2T FARNTIL—T 4 T ENDLHED
Ry TINeD T T 4w T EFFAILET,

set-vif 22 RiX, ePBRAV v— L-ULFEIT—H L~V TRETE 9, MIBPER I
TWAEAE, —HL~LBEEENET,

set-vif ZHEK T HITIE, RORAT v FH#FTLET:

1R BRI

s f U H—T A AZePBRARY —%HEHHT DA, FARVRFa U THFA NI LIZ1D
DHEHAR— N FrRZN AL EZ—T 2 A AL 1ODFR—F F¥x RN VBT EZ—Tx (R
PAERR T AMNENRH Y 97,

Wz, source-vrf (vrf551) & destination-vrf (vrf555) O SF DR — b F ¥ XL OKR—
FNFYRxNV B TA o F—T A ABERTLIHERLET,
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| ePBRL3D#5:

ePBR 1) > — ePBR Set-VRF i [

int port-channel 1
no shut
int el/1
channel-group 1
link loopback
no shut
int port-channel 1.1
encapsulation dotlg 10
vrf member vrf551
ip forward
ipv6 address use-link-local-only
ipv6 nd dad attempts O
ipv6 nd prefix default no-advertise
ipvé nd suppress-ra
mtu 9216
no shut
int port-channel 1.2
encapsulation dotlg 11
vrf member vrf555
ip forward
ipv6 address use-link-local-only
ipv6 nd dad attempts O
ipv6 nd prefix default no-advertise
ipvé nd suppress-ra
mtu 9216
no shut

e F7-. ePBRARY > —ZEHATHEIC, VREF 227 % 2 TR D RPM Rk 2 BT
DILBENRH Y F£9,

WIZ, VRF 27 % A MEREERT 262 RLET,

vrf context vrf551

pbr set-vrf recirc interface port-channell.l
vrf context vrf555

pbr set-vrf recirc interface port-channell.2

FIEOHE
1. configureterminal
2. epbr policy A8 U > —44-IPv4 |78 U > —44-1Pv6
3. (&) sourcevrf source-vrf-name destination-vrf destination-vrf-name
4. (fE) match {[ip addressipv4 acl-name] | [ipv6 addressipv6 acl-name] } source-vrf
source-vrf-name destination-vr f destination-vrf-name
FIEDEFHM
FE
ARV RFEEETIa Y BRI
Z 5w 71 | configureterminal a7 4 Fal—TarET—RIAYET,

1 -

switch# configure terminal
switch (config) #
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ePBRL3 DAL |
B ersrshow o<k

AU RFERET7TIV3 Y B#
AT 72 |epbr policy IR Y > —44-IPvA |7R U 3 —44-IPv6 ePBRAN U > —ZHp L, ePBRAY v —pt— K
51 B L £,

IPV4 DA -

switch (config)# epbr policy p v4
switch (config-epbr-policy)#

IPV6 DIEE -

switch (config-epbr-policy)# epbr policy p v6

ATv 73| ({EE) sourcevrf source-vrf-namedestination-vrf | NE 1 DA 13 destination-vee, W HAEIDEEIT
destination-vrf-name source-vrf i E LE T,
1 -

switch (config-epbr-policy)# source-vrf vrf551
destination-vrf vrf555

ATw 74| ({£E) match {[ip addressipv4 acl-name] | [ipv6 | 57 L 72 25(5 7038 L OMEfe St VRE @ IPv4 £ 7213
addressipvé acl-name] } source-vrf source-vrf-name | Ipv6 ACL #HRE& L E 7,
destination-vrf destination-vrf-name

1 -
IPv4 DA :

switch (config-epbr-policy)# match ip address acll
source-vrf vrf551 destination-vrf vrf555

IPV6 DA

switch (config-epbr-policy)# match ipvé address
acll source-vrf vrf551 destination-vrf vrfb555

ePBR Show a7 > K

WD Y A NI, ePBRIZEHET 2 show 2~ RERLET,

FIRDEE

show epbr policy policy-name [rever se]
show epbr statistics policy-name [rever se]
show tech-support epbr

show running-config epbr

show startup-config epbr

apwbd-=
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| ePBRL3D#5:

F IR D

FIE

eBRiA DR [

ARV RFERFTIaY

R T 71 |show epbr policy policy-name [rever se] JE 5 1) 72 T T @] S ePBR AN U v —IZ
51 BT 2@ 2R LET,
switch# show epbr policy Tenant A-Redirect
R T 72| show epbr statistics policy-name [rever se] ePBR N U v —fiat 2 &R LET,
f
switch# show ePBR statistics policy pol2
AT 7 3 | show tech-support epbr ePBR OF 7 =J )b YiR— MEREFR T LET,
i :
switch# show tech-support epbr
Z 5+ 7 4 | show running-config epbr ePBR D FEITHE A TR L £,
i
switch# show running-config epbr
A7 75 | show startup-config epbr ePBR D AKX — 7 v TR A FR LET,

1

switch# show startup-config epbr

ePBR R DHEER

ePBR Wik 2 iR+ A 7-021%, kD a< v REERLE T,

avyU kR

S]]

show ip/ipv6 policy vrf <context>

P—ERAFz—rBNHEASNDEIA L F—T =
AABLOY—E A F z—rOET
FRA VP A LV HE—T =2 AT, L1¥3
ePBR A U o —HIZAERL E 417 IPv4/IPV6 /L —
F~y 7 R —%FRLET,

show route-map dynamic <route-map name>

P—EAF == DT RXRTORA L NTHT
T4V EEETHEDICHERESND, BT
Oy NTI7BADVANDNT 7 47V
AV 7V a AR ENTZR T AR Ry
TERRLET,
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ePBRL3 DAL |

B ersru o

avy kR

S

show ip/ipv6 access-list <access-list name>
dynamic

Ny NTIZHAVANDRNT 7 4 w7 —3
KL FRRLET,

show ip sla configuration dynamic

Ta—TRNEHR o T BHEEIC, Fx—
VOV —E R RKARA » MZxF L TePBR
\Z L o> TAERENTZIP SLA #k & Frw L E
T,

show track dynamic

Ta—TNEHCR o THDEEEIC, Fe—
VNP —E R RIRA v MIkHL T ePBR
WZhoTHhERENEZ NI v I 2RRLET,

ePBR L3 D& R4l

{5 : ePBR NX-OS ¥ R%

WD MR P, ePBRNX-0S #i 2 7~ L TWES,

1:ePBR NX-0S DR

() Forward Flow

Firewall Firewall
O Reverse Flow

101.1.2
11.1.1.2

Web TCP
optimizer
20112|\ 201122
20113 20.1.1.23
20114 201124

[Vian 10| | Vian 11|[Vian 12| | Vian 13||Vlan 16| |Vlan17| |Vian 20| | Vian 20|

Y ¥
Web-traffic

Hosts

B
Backup-trafiic Eth1/8 Nexus 9000 Eth1118 | €=— .
-

Y

503153

Bl: A—RH7—R  EABDHFDWeb bT T4 v IDH—ERF—2%ERT S
WORERBNE., NEHFRODOID Web 8T 7 4 v 7 DY —ERAF =— U BAERT D HEEZR LT

WET,

IP access list web_traffic
10 permit tcp any any eqg www

ePBR service FWl

service-end-point ip 10.1.1.2 interface VlanlO

reverse interface Vlanll

ePBR service FW2

service-end-point ip 12.1.1.2 interface Vlanl2

reverse interface Vlanl3

ePBR service Web cache
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service-end-point ip 16.1.1.2 interface Vlanlé
reverse interface Vlanl?7

ePBR policy tenant 1
match ip address web-traffic
10 set service FWl
20 set service FW2
30 set service Web_cache

interface Ethl/8
ePBR ip policy tenant 1

WOHNE, NEFEDO Web 857 4 v 7 O —ERF = — L NVER O & RT3 HiEE 7~ L
TWEJ,

switch# show ePBR policy tenant 1

Policy-map : tenant 1
Match clause:
ip address (access-lists): web-traffic
Service chain:
service FW1l, sequence 10, fail-action No fail-action
IpP 10.1.1.2
service FW2, sequence 20, fail-action No fail-action
IP 12.1.1.2
service Web cache, sequence 30, fail-action No fail-action
IP 16.1.1.2
Policy Interfaces:
Ethl/8

Bl : 2a—RH7—R : EARNODHTePBR Z2FHALTTCP bS5 74 v O ZERTHET S

WORERENL., NEHFH DI TePBRZFEHALTTICP hT 7 4 v 7 ZAMSET 5 HEZRLT
WET,

IP access list tcp_traffic
10 permit tcp any any

ePBR service TCP_Optimizer
service-interface Vlan20
service-end-point ip 20.1.1.2
service-end-point ip 20.1.1.3
service-end-point ip 20.1.1.4

ePBR policy tenant 1
match ip address tcp_traffic
10 set service TCP Optimizer

interface Ethl/8
ePBR ip policy tenant 1

WORFNE, NESFH T EPBR Z i L CTAMETCP b7 7 1 v 7 Ok & il 3 5 Hik%EmR
LTCWET,

switch# show ePBR policy tenant 1

Policy-map : tenant 1
Match clause:
ip address (access-lists): tcp traffic
Service chain:
service TCP Optimizer, sequence 10, fail-action No fail-action
IP 20.1.1.2
IP 20.1.1.3
IP 20.1.1.4
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Policy Interfaces:
Ethl/8

Bl: A—RH5—R : WABDWeb bS5 T4vIDY—ERF—2%ERT S

WORERAENL, NESm & W HFmOmMITTWeb hF 7 4 v 7 DY —EAF =— U ZAERT D
HEERLTWET,

IP access list web traffic
10 permit tcp any any eqg www

ePBR service FWl
service-end-point ip 10.1.1.2 interface VlanlO
reverse ip 11.1.1.2 interface Vlanll

ePBR service FW2
service-end-point ip 12.1.1.2 interface Vlanl2
reverse ip 13.1.1.2 interface Vlanl3

ePBR service Web cache
service-end-point ip 16.1.1.2 interface Vlanlé
reverse ip 17.1.1.2 interface Vlanl?7

ePBR policy tenant 1
match ip address web-traffic
10 set service FWl
20 set service FW2
30 set service Web cache

interface Ethl/8
ePBR ip policy tenant 1

interface Ethl/18
ePBR ip policy tenant 1 reverse

ROBNE, NETTA EWTTRODMESTD Web b T 7 4w 7 DY —E AF = — AR O & RS
TLHEEZRLTVET,

switch# show ePBR policy tenant 1

Policy-map : tenant 1
Match clause:
ip address (access-lists): web-traffic
Service chain:
service FWl, sequence 10, fail-action No fail-action
IP 10.1.1.2
service FW2, sequence 20, fail-action No fail-action
IP 12.1.1.2
service Web_cache, sequence 30, fail-action No fail-action
IP 16.1.1.2
Policy Interfaces:
Ethl/8

switch# show ePBR policy tenant 1 reverse

Policy-map : tenant 1
Match clause:
ip address (access-lists): web-traffic
Service chain:
service Web_cache, sequence 30, fail-action No fail-action
IP 17.1.1.2
service FW2, sequence 20, fail-action No fail-action
IP 13.1.1.2
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service FWl, sequence 10, fail-action No fail-action
IP 11.1.1.2
Policy Interfaces:
Ethl/18

Bl : 2—R~7—R :ePBRZEZEHALTHARBTTICP b3 74 v HERTHET S

WROERAHIIL, ePBR ZEH L CIE M & Wi FmOM S TTCP 7 7 4 v 7 AW T 55
HEERLTWET,

ePBR service TCP_Optimizer
service-interface Vlan20
service-end-point ip 20.1.1.2
reverse ip 20.1.1.22
service-end-point ip 20.1.1.3
reverse ip 20.1.1.23
service-end-point ip 20.1.1.4
reverse ip 20.1.1.24

ePBR policy tenant 1
match ip address tcp_traffic
10 set service TCP Optimizer

interface Ethl/8
ePBR ip policy tenant 1

interface Ethl/18
ePBR ip policy tenant 1 reverse

WOHFIL, ePBR ZEH L TSR DOARSTECTCP N7 7 4 v 7 O E MR T 5 HEERL
TWET,

switch# show ePBR policy tenant 1

Policy-map : tenant 1
Match clause:
ip address (access-lists): tcp_traffic
Service chain:
service TCP_Optimizer, sequence 10, fail-action No fail-action
IP 20.1.1.2
IP 20.1.1.3
IP 20.1.1.4
Policy Interfaces:
Ethl/8

switch# show ePBR policy tenant 1 reverse

Policy-map : tenant 1
Match clause:
ip address (access-lists): tcp_traffic
Service chain:
service TCP_Optimizer, sequence 10, fail-action No fail-action
IP 20.1.1.22
IP 20.1.1.23
IP 20.1.1.24
Policy Interfaces:
Ethl/18

Bl : VXLAN 27 Y w o ZERA L= ePBRAKRY —DIER
ORI S AT X, VXLAN 77 7V w7 FETePBR T2 HEEZ TR L THVET,
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B 2:VXLAN 77 7)) v LD ePBR DR

Nexus Fabric

O Forward fvReverse Traffic Flow/statistics

Spine switch
(O VNI interface forward and Reverse traffic flows
AN,
,/’/ y \\ \\“
y !
z"/ / ‘\.
,/I \‘.\ N
//, ' N \\\
/ Service Service .
Boarder - Service | VPC VPC \\ Service Services
Leaf « Leaft ¥ v Leaf2 Leaf2 Leaf3
Vian 30 - —t Vian 40

S ———

R — [ ] ¥ ————N

Vlan 130 T Vian 140

Vian 410 Vian 450 =< -
Vlan 310 | Vlan 350 - |Vian 120

u - &
, , S3 S4 5
Firewall Firewall Web cache TCP optimizer 2

ip access-list acll
10 permit ip 30.1.1.0/25 40.1.1.0/
20 permit ip 30.1.1.128/25 40.1.1.
ip access-list acl?2
10 permit ip 130.1.1.0/25 140.1.1.

20 permit ip 130.1.1.128/25 140.1.1.128/25

epbr service sl
vrf vrfl
service-end-point ip 10.1.1.2 interface

25
128/25

0/25

VlanloO

probe icmp frequency 4 retry-down-count 1 retry-up-count 1 timeout 2 source-interface

loopback9
reverse ip 50.1.1.2 interface V1an50

probe icmp frequency 4 retry-down-count 1 retry-up-count 1 timeout 2

source-interface loopbackl0

epbr service s2
vrf vrfl
service-end-point ip 41.1.1.2 interface
probe icmp source-interface loopback9
reverse ip 45.1.1.2 interface V1an450

probe icmp source-interface loopbac
epbr service s3

vrf vrfl
service-end-point ip 31.1.1.2 interface

Vlan410

k10

Vl1an310

probe http get index.html source-interface loopback9

reverse ip 35.1.1.2 interface V1an350

probe http get index.html source-interface loopbackl0
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epbr service s4
service-interface V1anl20
vrf vrfl
probe udp 6900 control enable source-interface loopback9
service-end-point ip 120.1.1.2

reverse ip 120.1.1.2

epbr policy pl
statistics
match ip address acll
load-balance buckets 16 method src-ip
10 set service sl fail-action drop
20 set service s2 fail-action drop
30 set service s4 fail-action bypass
match ip address acl2
load-balance buckets 8 method dst-ip
10 set service sl fail-action drop
20 set service s3 fail-action forward
30 set service s4 fail-action bypass
interface V1anl00 - Vxlan L3vni interface to which the policy is applied on all service
leafs
epbr ip policy pl
epbr ip policy pl reverse

Apply forward policy on ingress interface in border leaf where traffic coming in needs
to be service-chained:

interface V1an30 - Traffic matching acll
epbr ip policy pl
int vlan 130 - Traffic matching acl2

epbr ip policy pl

Apply the reverse policy On leaf connected to server if reverse traffic flow needs to

be enabled:

int vlan 130 - Traffic matching reverse flow for acll
epbr ip policy pl rev

int vlan 140 - Traffic matching reverse flow for acll

epbr ip policy pl rev
fl : ePBR H—E X DEK
ROBIL, ePBR —EAZMT 5 HiEE R LET,

epbr service FIREWALL
probe icmp
vrf TENANT A
service-endpoint ip 172.16.1.200 interface VLAN100
reverse ip 172.16.2.200 interface VLAN1O1
service-endpoint ip 172.16.1.201 interface VLAN100
reverse ip 172.16.2.201 interface VLAN1O1

epbr service TCP_Optimizer
probe icmp
vrf TENANT A
service-endpoint ip 172.16.20.200 interface VLAN200
reverse ip 172.16.30.200 interface VLAN201

5l : ePBR R O —DHER
WOHIIE, ePBR RNV —% KT 5 HEERLET,
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epbr service FIREWALL
probe icmp
service-end-point ip 1.1.1.1 interface Ethernetl/1
reverse ip 1.1.1.2 interface Ethernetl/2
epbr service TCP_Optimizer
probe icmp
service-end-point ip 1.1.1.1 interface Ethernetl/3
reverse ip 1.1.1.4 interface Ethernetl/4
epbr policy Tenant A-Redirect
match ip address WEB
load-balance method src-ip
10 set service FIREWALL fail-action drop
20 set service TCP_Optimizer fail-action bypass
match ip address APP
10 set service FIREWALL fail-action drop
match ip address exclude acl exclude
match ip address drop_acl drop

ePBRL3 DAL |

WOFNL, fail-action drop ¥ % & ¢ show ePBR Policy 2=~ > RO &R L TWET,

switch (config-if)# show epbr policy Tenant A-Redirect

Policy-map : Tenant A-Redirect
Match clause:
ip address (access-lists): WEB
action:Redirect
service FIREWALL, sequence 10, fail-action Drop
IP 1.1.1.1 track 1 [INACTIVE]
service TCP_Optimizer, sequence 20, fail-action Bypass
IP 1.1.1.1 track 2 [INACTIVE]
Match clause:
ip address (access-lists): APP
action:Redirect
service FIREWALL, sequence 10, fail-action Drop
IP 1.1.1.1 track 1 [INACTIVE]
Match clause:
ip address (access-lists): exclude acl
action:Deny
Match clause:
ip address (access-lists): drop_acl
action:Drop
Policy Interfaces:
Ethl/4

Bl: 4283 —T x4 RE PBRARY —DBEENTIF
WOFIIL, ePBR RNV —% AT 5 HEERLET,

interface vlan 2010
epbr ip policy Tenant A-Redirect

interface vlan 2011
epbr ip policy Tenant A-Redirect reverse

Bl IEARICERA SN S ePBR AR & —
WoOFNE, EFmMCEAESNDEZRY) —n3 712/ L T0ET,

show epbr policy Tenant A-Redirect
policy-map Tenant A-Redirect
Match clause:
ip address (access-lists): WEB
Service chain:
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service FIREWALL , sequence 10 , fail-action drop
ip 172.16.1.200 track 10 [ UP ]
ip 172.16.1.201 track 11 [ DOWN ]
service TCP_Optimizer, sequence 20 , fail-action bypass
ip 172.16.20.200 track 12 [ UP] ]

Match clause:
ip address (access-lists): APP
Service chain:
service FIREWALL , sequence 10 , fail-action drop
ip 172.16.1.200 track 10 [ UP ]
ip 172.16.1.201 track 11 [ DOWN ]

Policy Interfaces:
Vlan 2010

Bl : reverse ARICERA SN S ePBR AR & —
OB, reverse HANZ#EHA I NARY o—DH TN HITERLTHWET,

show epbr policy Tenant A-Redirect reverse
policy-map Tenant A-Redirect
Match clause:

ip address (access-lists): WEB

Service chain:
service TCP_Optimizer, sequence 20 , fail-action bypass
ip 172.16.30.200 track 15 [ UP] ]

service FIREWALL , sequence 10 , fail-action drop
ip 172.16.2.200 track 13 [ UP ]
ip 172.16.2.201 track 14 [ DOWN ]

Match clause:
ip address (access-lists): APP

Service chain:

service FIREWALL , sequence 10 , fail-action drop
ip 172.16.2.200 track 13 [ UP ]
ip 172.16.2.201 track 14 [ DOWN ]

Policy Interfaces:
Vlan 2011

Bl A—HERLF VY
ROPNT, F= FRA L MIEFT w7 IDEEIV U THHEZRLTHET,

epbr service FIREWALL
probe icmp
service-end-point ip 1.1.1.2 interface Ethernetl/21

probe track 30

reverse ip 1.1.1.3 interface Ethernetl/22

probe track 40

service-end-point ip 1.1.1.4 interface Ethernetl/23

reverse ip 1.1.1.5 interface Ethernetl/24

5l :ePBREY > 3V %FERALI-ePBRY—ERDER

WOFNL, ePBR YV —ERAD P #EEHZ ., OV —E R = K RA LV 2B HES
AL TUVWET,

switch (config) #epbr session
switch (config-epbr-sess) #epbr service TCP OPTIMIZER
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switch (config-epbr-sess-svc)# no service-end-point ip 172.16.20.200 interface VLAN200

switch (config-epbr-sess-svc) #service-end-point ip 172.16.25.200 interface VLAN200
switch(config-epbr-sess-svc-ep)# reverse ip 172.16.30.200 interface VLAN201
switch (config-epbr-sess) #commit

Bl :EPBRtEv a3 v&ERAL-ePBRARY O —DEE

WOFNE, ePBRA Y —DIPEEEHZ, BEINTZRI O~ T 74 v 7 DY —ERTF = —
CEBINT S FEE R L THET,

switch (config) #epbr session

switch (config-epbr-sess) #epbr policy Tenant A-Redirect

switch (config-epbr-sess-pol)# no match ip address WEB

switch (config-epbr-sess-pol) #match ip address WEB

switch (config-epbr-sess-pol-match)# 10 set service Web-FW fail-action drop load-balance
method src-ip

switch (config-epbr-sess-pol-match)# 20 set service TCP Optimizer fail-action bypass
switch (config-epbr-sess-pol) #match ip address HR

switch (config-epbr-sess-pol-match)# 10 set service Web-FW

switch (config-epbr-sess-pol-match)# 20 set service TCP Optimizer

switch (config-epbr-sess) #commit

5l : ePBR #f&tR 1) L —DxRR
WROBFNL, ePBR#FHA Y > — %2 FKRTHHEEZRLTWET,
switch# show epbr statistics policy pol2
Policy-map pol2, match testvé6acl
Bucket count: 2

traffic match : epbr pol2 1 fwd bucket 1

two : O
traffic match : epbr pol2 1 fwd bucket 2
two : O

{5 : mask-position DFEFAED R T
KIZ. mask-position DFEHFIZ R LE T,

IP access list acll
10 permit tcp 10.0.0.0/24 any

epbr policy 13 Pol
statistics match ip address acll
load-balance buckets 4 mask-position 5

10 set service sl _13

switch# show ip access-list dynamic

IP access list epbr 13 Pol 1 fwd bucket 1
10 permit tcp 10.0.0.0 0.0.0.159 any

IP access list epbr 13 Pol 1 fwd bucket 2
10 permit tcp 10.0.0.32 0.0.0.159 any

IP access list epbr 13 Pol 1 fwd bucket 3
10 permit tcp 10.0.0.64 0.0.0.159 any

IP access list epbr 13 Pol 1 fwd bucket 4
10 permit tcp 10.0.0.96 0.0.0.159 any

ZDMDSEERN

ePBR DR DOFEMIZOWTIE, ROK L7 v a v 2B L TIEIN,
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«ePBR L2 IZBHT 5 1F# (39 ~—)

« ePBR L2 OFEHFHB L OHFE (42 ~—)

«ePBR ' —E &, R —DHEEBLOA vV H—T = f ZA~OFERMIT (46 <—)
«ePBREt v g EZHALEY—ERADOET (49 X—)

*ePBREZv v a A LEZRY —DEHE (51 X—)

+ePBR RV > —IZ KD 4D Access-list O FH (52 _X—7)

HENT T 4DV EAL VLT ark Ray TomA (53 S—)

* ¢PBR Show =< K (55 X—)

* ePBR HEALDHERR (55 X—2)

« ePBR OS] (56 ~—2)

ePBR L2 [ZB§ 9 %R

Elastic Services Re-direction (ESR) DiffbXiizAR Y o —~_"—ZADY XA L7 s LA 2 (ePBR)
3. A— M ACL & VLANZ#AEZFHL T, LAY VLA V2 —ER T T I3 7 ADFEIE
R —E AV F A LT e —EAF 2= AR LEST, 2077303 Ko~y
H—%BNT 5 LR —ERATF=— CLAMIBIEREL FEBL L, R~y ¥ —2H+
L EROFEIE 2 [BIkES D DI B E5,

ePBRIZ., 77V r— a3y R—2ADN—FT 4 7 %ARRICL, 77XV r— g3 O 7 —
TR BEE 252 FITT AL AEFELBRWVWER Y = _—=2D Y XA L b
VU a—a vt LES, ePBRY—E R 70— (213, IROFZRAIZPREENET,

ePBRYH—E X &R O—DIERR

EFT. PR RRA v NOBEEEZEFRT D ePBRYT—E XA ZAERLT HXENH Y £,
P—ERAZ RARA Y ME, AL v TFICEHEMTDZENTEDE 774 T U —/b, IPSTRE
DY —CERATTFIAT AT, £/, Y—ER U RRA L FORELZENRT L 0 —7
EEHFRLIEY, PT 747 RU—DNEHEINDZ 7T — R A X —7 A AL reverse A
VHE—T A AFEERLIENVTHIELTEET, ePBRIF, —bERF=z—2 Lt bliu—
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B ersro o s—7rq 20

RARZ v 7Y R—bFLET, ePBREZMHAT S E, —E 2RO & LTHEED
P—ERA T KRS bEFERTEET,

ePBR —ERAZ/ER L7=5, ePBRAY U —ZET A2 E N H Y £7, ePBR AR Y o —%Aff
H3zL, FI774 0 7DFIR, —ERAZ U RKRA U A~D ST T4 7DV EA LT b,
BLOZY R ARA v MOIEFEREICET 5 S F I E 7 fail-action A W= A LA EHRTE

I, Fe TR arba—/ = bY (ACE) %1 %72 IP access-list T2 K i"A > h%&ff
HALT, —EFT28D0 N7 74 v 7 2 ERL, W@URT 7 a 237 ET,

ePBRARY v —i%, HEDOACL —HEHZLVR—FLET, B, v—Frr2F Lo
TNEFfT CE DT = — VBB O—ERAZEDHZENTEET, ZHIED, BH—0
Y= A RV ¥ =TF == NOERZFKITEM, A, BLOLETEET, $~TD
P—BER = AT, Ray 7 Bk ANANRNRREORBGEOT 7 a s AV y REE
FCEXET, ePBRAV V—2MHTIE, VT 74 v 7 O5EMIra— R AT T 51T H
72D, BEITELIFERLER—ADu— K RXT v Ty MIERETEET,

ePBRD L2123 —T x4 A~DEMA

ePBR AR Y S —Z{ER LT, A v F—T 2 A ARV —5E@ATHILERHY T, 2
IZ&kV, R 749D NX-OS AA v FIZANTDHA L E—T A RE, NTFTT 47 RY
AV a v E I — AT 2=V DRICAAL TN SN ERHHA 22—
T A AETERTEET, NX-08 A4 v FIZNESH M EFHROW ST THRY —%@HT 252
EHLTEET,

TFOERBAR—rELTOTAFT I3V AV 3—T 4 ADEME

Y=t RF 2=V TEAL TN T T4 7 DIVEAL LY REFTD 250 L3 b—& BIZfE
AENTWEEE, EBBA L F—T oA ART IV EBAR—FE LTHEMIRD 3, UTD
HIR2ZH D F97,

o —ERERE D L L TAR— h D VLAN 2T 20BN H Y £4,
o 21X, mac-learn fEZNE— NIZHIRS N E T,

SO R—bELTOTREI L3V A3 —T 4 ADENIL

Tgusvars A E—T A AT T R—FE LTHERTEET, /X —T (R
WEoThR IV 7 ENDZY—ERTF 2=V THDMERHDLEENT 747 D VLAN L, —
BAERO—EE L THERTA2LENDH Y £77,

F70X, —EAEK T Tvlanalll Z2fEHT 2 E, A v ¥ —T = A A EDEEFE VLANICEET 59
RTDRT T4 I N—FHL, Y—ERFz—rENFT,
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ePBRIX, = — L NTH—E Ry RKRA V NOFRREER O —ERZHESNT RN T T 1 v
Ry NOBEFHAELET, u— R RF02 Nry M EERT S5 ITERNIITo T
&Y, ePBRIZEGFTLIP B L OEELIP D — R RT3 v 7P R—FLETH, L4 —
ADFE I EITEF IO — R XT o7 Ay R R—FLTHERA,

ePBRA T zIU b FSYyXIT . AILREZZYDYT, KU

Fail-Action

LA4£¥2ePBRIZ, 774V T —ER U RKRA b DY T AT —h =X T %
FITLET, Y—EATHER—FINTWDEEHE, 2—FIXILIZCTP LT A N ET =
o) ZHEBCT L ENTEET,

P— U AMIT. EIFEEE 2 idreverse DFZ L RiRA > MATIZ, ePBR7 2 —T7 473
VERERT A EMNARETT, HE, A LT UM, BIXUOHERITOT Yy AU AT
BT NEERTHZELTEET, UM v A7V =7 hX, R CePBRY—E A& ff
HT 5T _XToORY > —I2HMAINET,

TURFRA R LNLTEREINTNAE TR —T XYy RRRWEES, —E X L~UL Tl
HEnd7Ta—7 XYy RefffTc&E 4,

ePBR 1. HEDOY—ERAF =z —0 D> —4 2 A TR fail-action A =X L%HHR—FLE
7,

o« XA IRA

e Fuvw A 7xAb

o BiR3%
P—E R —H L ADNNANAL, BIEDY— 4V ATREENRE LSS, NT 74y 7
ROV —E R = RV EA LT FENAMERHALZ LR L TWET,
P —t R = 2AD Ry FF 7oA NE, P—ERADTRTOY—E A RikA 2k
NRFBERREL DGR, NI 74073 Ry 7SNV ENDLDZEERLTHVET,
RRIET 740V DA T arTHY, BEOY—EREENREAELEZSLES, T 740070
WA v —T 2 A ATHRETDASLENH D Z 2R LET, ZHULT 7 4V kD fail-action
AH=ALNTT,

\}

GE)

EANFET DS, W5 F 71T reverse 7 2 — CTOXFMEITHER SN EH A,

STRPEDSHERE S U5 DX, fail-action /XA NARY—E A F =2 — 2 NOTXTOY—E AT
IR SN T, F OO fail-action U ATl 1 DF 2 E Ll EoOEER &Y —

CiscoNX-OS U U — 2 10.4(1)F LI, ePBR L2 fail-action $§AEIX. / — RO[EEIC L - THAER
BEZITTWD ACE DAL EEHETH I ) IThRELSNTWET, 7272 L., fail-action FiE 1l
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ePBRL2 DR |
B oersrtvsar—zomm

X, == —%—7» ePBR match A7 — k X | T load-balancebuckets Z# sk L7z — B A F = —
NZXF L TORFADI/R Y F£5,

fail-action D ki, Cisco Nexus 9300-EX/FX/FX2/FX3/GX/GX2. C9364C., C9332C. BI W
9700-EX/FX/GX T A v 71— R Z## L7~ Cisco Nexus 9500 A1 v F THR— FENE T,

ePBRt v 3 o R—XDHER

ePBRE v g ik, ROV —ERANDT A7 OV —E RAE TR > —oEin,
bR, ZENARRICARD ET, V—EARNEIE, 77747 A F—T =24 AFEFARY v—IZ
BHENTWDERY —IZEf i oYy —EREZR L, 77747 A X —T = ALT
ERIND, BIEHRE RO — A EZRLET,

A UH =T 2 A ABINT 0 —T EFxch— A FARA > b
sreverse T KA > B LT mr—7

« KU v—T—%

s —HIHLTDOAMGEA Y v R

s —F T —/r v 2 $ L fail-action

)

GE)  ePBREyarT, ALty yarNTIOOY—EANLHOY —E RIS o F—T =A
2EBENTAHAZLITTEERA, 1 OO —EZMBRIOY—E R |ZA v F—T = A A% BH)
SHLHITIE, WOFIEZITNET,

1. FTUDIC, BEFEOV—EANL A v H—T =2 A A&HIBRT 50D 1 2HOE Yy g v
EFEITLET,
2. BEfFOY—ERIIA VF—T 2 A ZAEBMTHT2DD2DHOE Yy a vy 2 FITLET,

ACL') DO Lwv>a

ePBREY 3V ACLY 7Ly v allk ), =—¥2RAJ) L7 ACL BACE A EH L TEH,
BN, FITHIBRS DG AIS, ACLEAERT HARY U—2HEHTHIENTEH L IR
9, V7L vz hUA—T, ePBRIZZDEF|IZ L > THEBLZZITHIRY) O —2HE L,
ZNHDORY —FIZ ACL 24T 537 » h&ERRL, HIFR, /3L HELET,

ePBR D A r— V22T IE,  [Cisco Nexus 9000 Series NX-OS Verified Scalability Guide] %
ZRLTZEN,

ePBR L2 DEESFIEL K U HIFIEIE

ePBR [ZI%, IROFEFHELFHIRFE LY £,
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| ePBRL2 D#ER:

ePBRL OxEEEs L UHKEE

« fail-action NWNVT D —FH AT —F AL b THRESHTWAES., 7o —7 1 3HEANIC
FAELTWA Z ERUETT,

e A4 vFTMAC 7 —= 7 N+ 5121, maclearndisablez~ > R&MH L £,

* ePBRIERNOBEE D B AT — b AV PR TR L2 —FEFKZACL A L2 TL 72
W,

c NI T 4w 7 ORIFREDSHER SN D DT, fail-action /S 2$Z A3 ePBR #— B A AT I AERL
EINTEEDOHRTYT, P—EAF == NOEEE/ Fu v 7 7g KD DM fail-action D
A, N7 4w 7 OIEHRE RO T a—O5 IR S ER A,

o BEHE ePBR B L OMEREITD IZRI CANNA  F —T = A A LIFTE EHA,

« JE3EF 7~ ePBR 5K TlE, nofeatureepbr 2~ R AT HANIRY —%HIBRT 5 2
ERHEREI N TVET,

« VXLAN | ePBRv6 I, CiscoNexus9500 >V — &2 A A v F CTHR—FINTHERA,

o VAT ADBHIBRIS TR — BTy RV ST ePBR P —E A2 RiRA 2 b & Hl
BRI D56, WOFNEEZFEITLTITIEI N,

1. BEfF® ePBR RV o —ZHIBB L £,
2. BEfED ePBR — b A Z MR L £9°,
3. ePBRYV—E A TV RAKRA LV FELBERAR— N v RVICEH#ERLET,

« Tepbr | LWOARITIHE D, BRYICTIERL 472 ePBR @ access-list = b U (T2 L 72
WTL7ZEVY, 25D access-lists 1L ePBR NEM#E B AT 2 FHIFE AT,
N

GE)  ZhbDF VLT 4y 7 ALFES AT T2 L ePBR 23 IE L < Hfe
B9, ISSU IS 5.2 HalfetEn s 0 £,

T RTOY XA VLI v ay b—/VE, ing-ifacl U —> 3 VZfH L TACLTCAM CT7/'H
TIRENET, 2DV —V3 0%, ePBRL2ARY —Z2 BT HENICHEI L TEIY 4T
HVENDH D F£7,

N

GE)  TCAM VU —v a3 v O4EIFIEDOFIAIZ DWW TIL,  [Cisco Nexus
9000 >V — A NX-OStFx = U T 4 #H A K] ®[IPACL DI
B (ConfiguringIPACLS) | 7 > a L 2B T EE,

eePBRARV L —IZiE, VEA LI N T o varto—ERnbha<td 1 DRETT,

«ePBR L2 Tl%. VLAN Z#i Ll Q-in-Q HIC VLAN #ilHZ TR 2 0LENH Y £, ZDH
P, N7 74 v 7 O—BRERICHH SN S VLAN EEHELARWE HI2T 5 2 &2 HELE
INTWET,
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ePBRL2 DR |

B creruorEsEsLUHINEE

A\

«ePBR® [ 275 ] VLANIZ., ePBR LA ¥ 2RV o —% M T RN FREARTT D0
TERH Y F9,

e T R—FE LU THERENT-AREA v Z—T = A ZAD4 . ePBR [infra vlan] #iJH
THE SN/ VLAN I LTDOHR VLAN b7 % 72/ LET,

*ePBRL2 %, VLAN~» X —%EEFITHIRETIC, Xy b 2Z0FFEET L L)
WY —ERTTIAT VAP EINTNDE I EEHEL TWET,

¢+ ePBRL2AY v —DE—FZiE, hTF o7 A X —T A AZHAINDIHE, —BED—
B VLAN £72013—E O VLAN §HR LT, N Ty A X —T oA AT IND
AU —2iZ, (vianalll & DO—FN 1 SFTHFEETXET,

+ePBRL2AFY v—EZEIL, TAHFHB LW HFHTHR—FENTWDA I —T = A A X
A TDOEKRRBEDA 2 —T = A RTHWHATEXET,

* Cisco NX-08 U U —2 10.3(1)F LAKE, [R U EPBRL2 7R U > —NOBEEO—EIX, [T
VLAN 721X VLAN#FZ 3G T 250, b7 A ¥ —T oA AZHEAESNDRY >—
T [vlanall] THERINDIGERH 7,

GE)

FLU7 KLA 773U (IPv4, ipv6, F721T L2) OBEEDO—EK
ACL 3R ) > —ND[E U VLAN Z 345854, kshiz—
HACL 2KD ACL 7 4 VEZN—EThOH, EEL TV RN &
R L TLSZEN,

c EBBHR— N XTO%E, EHFROA X —T A ALFDOWH R Dreverse {f X —7 =
A ZCHEBAENARY >—iF, —FT 5O THER SN, [F—® match-vlan F 71X VLAN
#FHIZERIC Yy BT SnET,

cBHDOY—ER TS AOAM S EITV, CTP NV ATF =2y 72 LTINLDT
N ADWEEE —BICRIT 21203, £V —E A T/ X% ePBRYP—ERD—EDHOT
RARA U FELTERTHLERDY 7,

« NT Y b= ZOARSEIE, PBRAD =D LA Y2 —EHTEY AR - S THEE
hoo

o XA NR—BERIRE  IPV6 VT 7 4 v 7 Y —EAF =2—Zikb, £V FA LT T
5213, 7u b3 XA 7 ND-NA B L ONND-NS Tdh 5 ICMPv6 ACE %, = —H—iF
FO—HKT /A YA NTHRMICERTHILERHY £,

« ARP (0x806) . VN % 7 (0x8926) . FCOE (0x8906) . MPLS ===+ & k (0x8847) .
MPLS /L F % ¥ A ~ (0x8848) 27 ua ha)L T, LA Y2 T 74w P —ER
F =D, FRITV A A L7 b AIZE. T hafERE—F—ERO KT
7 A A RMANODO ACE [ZHH/RINTGEMT 24BN H Y £,

* Cisco NX-OS U U —A 10.4(1)F LAK&, ePBRL2 %, ePBR RNV v —IZ—T 5T X T Dl

WMro7 409 7D)EA Va2 iR—FLET, SO TR, HIE N7 0>
TDOVEAL VI vare Ry 7oA (53X—) | OEEZSZBL TLEEN,
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| ePBRL2 D#ER:

ePBRL OxEEEs L UHKEE

c B L WENEZ S T- 10, T O ePBREB# A > ¥ — 7 = A4 AB I WE 1T —
BA A =T oA ADT 7 /L bR EITRET DLERH Y £,

* CiscoNX-0OS U U — & 10.3(1)F LAF, ePBRL2 /%, CiscoNexus 9300-GX 77 v b7 4 — A
AL v FOL2HE ANy hOVEAL VLI arDheYR—FLET, Y—ERF =—
21X Cisco Nexus 9300-GX 7' J7 v 74— AA v F TETFR—FEINEHA,

* Cisco NX-OS U U — 2% 10.4(1)F LAK%. ePBR (21, Cisco Nexus
9300-EX/FX/FX2/FX3/GX/GX2, # & U Nexus 9700-EX/FX/GX 7 A > 71— RZ&## L7
Cisco Nexus 9500 77 v b 7 4 —2Ah AA v F T, IPv4 £721LIPv6 —E D2 — P —EFK
ACLIZB W T — RRT U I ESND By b &2®IRT 5, mask-position 47> =
UHRHEINTHET,

cHERR DB — Ny 7 LEEDBEBIL. ePBRARY O —0A X —T = A ZZEHEMT B
THEHT, ePBRYV—EREBRNIETHEL ¥ —F v NREDOH HF DT 77 4 772 ePBR
R —THAISHTWRWERIZOLYR—EhET, =720, koo —1y s

CHERRDOBHLTIZ, RY > —L A B —T = A ZOEENHT I X O T iR T AR —
M EFA,

ROVEFFES L ORI SEHEZ — B ACLHEREIZEM L £ 7,

e permit A v K& FFDACE DA M) ACL THAR— hILET, D5k (deny F 72 13 remark
72E) @O ACE IZER SN ET,

+ 1 DD ACL THK 256 DFFF] ACE ¥R — F S ET,

« CiscoNX-0S U U —2 104 (1) FLL¥%TiX. matchaccess-list L —/L D L A ¥ 4 78— |k #i[JH
BIXOZFOMDOR—FRE ( TH LI o T REwW |, TEo/h&Ewn] d)
X, Xy KT IRV ARNNDO N T 7497 DT7 4 NVE Y IR INET,

T EAVANTULATYA4R— ARV —FZMH L7235, TCAM ACE Offf FI3: % &
Wbd 5121, Z DORERL hardware access-list lou resource threshold & 5 -9~ 2 WA B3 3 V)
F9, ZDavr ROFEMIZOWTIL, [CiscoNexus9000 &V — A NX-OSt ¥ = U 7 o
WA A R @ TIPACL MR Ot7 v arzZRLTIIZEN,

WDHTA KT A2 EHIREEN VREF OV —E2AF = — @A SN E T,

* Cisco NX-OS U U —2Z 102Q3)F LARE, = KA > RO, —E R v —F v A0l
m, BB LOEEDE Yy > a VEERDO N T 7 4 v 7 ORIl E /AR T 57012, F
ANC e — RART 2Ty FORERRZITV, B— RANT U AR A~DOEE 2 [alEd 5 2 &
DRI N TOVET, B— R T U RAMITFICHER SN AT v hOEB, Fo—NO%
=V ABIT OV —ERATHER SN RRA LV FOBEVZL Do LT
S0,

EETIPRXR—ADO0— R T2 7% LT ePBR 2# L2 B A1, ROTEEFIHEE
HIFRFENEWH I E T,

*ACEDIEETLIPVA DT VT 4 v 7 ARKH B212THZ LIXZTEEHA
cACE DIEETLIPV6 T RLAD S LT 4 w7 ARX 128 12T HZ LIZTEXERA
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ePBRL2 DR |

ePBRY—E X, R I—DERE LUV V2 —T 24 A~DBEEMIT

CEXFEILT FLADF TRy ME, STy M BN S DMERH Y FT,

EERIP_XR—200—F XT3 7% LT ePBR 2# L2 B A1, ROTEEFIHEE
HIFRFESEWH I ET

cACE DEBHRIPVA DT LT 4 v IV AR%E 3212752 LIXTEEEA
s ACE DIXEHIPV6 7 RLADT L7 4 v 7 AEX /1281275 LI TEEHA
s EERT FLADY T xRy ME, W EIN= 7y FERBMERSHHLERH Y 7,

ePBRY—EX, R —DBAELVA 23 —T (4R

~DEER T

FIRDOHE

WD¥ 7 g TiE, ePBRYV—E R, ePBRARY —DRL, BLOA v F—T A A~DR
U L — ORI OWTHBA L £,

configureterminal

[no] epbr infra vlans[vlan range]
epbr service service-nametype |2
mode [full duplex | half duplex]

probe {ctp} [frequency seconds] [timeout seconds] [retry-down-count count] retry-up-count
count]

service-endpoint [inter face interface-name interface-number]

rever seinterface interface-name interface-number

exit

epbr policy policy-name

match { [ip addressipv4 acl-name] | [ipv6 addressipv6 acl-name] | [I12 address 12 acl-name]}
{drop | exclude | redirect | vlan{vlan | vlan range | all} }

[no] load-balance [ method { src-ip | dst-ip}] [ buckets count] [mask-position position-value]
sequence-number set service service-name [ fail-action { bypass| drop | forward}]

inter face interface-name interface-number

epbr {12} policy policy-name egress-interface interface-name [rever se|

exit
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| ePBRL2 D#ER:

ePBRH—E R, KU L—DHEBH LU 28— x4 2~0BEMHT [J]

FED FH 4
Flg
ARV EEEET7Ia Y B#)
RTw 71 |configureterminal a7 4Fa2lb—varE—RICAYET,
1 -
switch# configure terminal
switch (config) #
25w F2 |[no] epbr infravians[vian range] VLAN fiI. H—E 2 F5A 2D Y FA L
N I IRA 7e dotlq ZHLHIZ T4 472 VLAN
EARTTEOIEHINTHET,
RTwF3 |epbrservice service-nametypel2 B LW ePBRL2 —E 2 &/ER L7,
1 -
switch (config)# epbr service firewall type 12
RTw 74 |mode[full duplex|half duplex] P REETEELIIE T EHET - NICHERLE
‘a‘o
ZFw 75 |probe {ctp} [frequency seconds] [timeout seconds] | ePBR #— b 2D~ 1 —7 %4k L £,
[retry-down-count count] retry-up-count count] i
1 F 7 aFROELEY T,
51 -
. . . ML T —T OREEEM THRELE T,
switch (config)# probe icmp
EOFFHIL 1 ~ 604800 T3,
RN Y VA N /A O
X —TIL Lo TEfTEINH IV b
D EEELET, FHETE HHMHIE1I~5T
‘a‘o
cHRITT v T W J— KRN EIRLIZE
T =T NETT /A T NOBERIE
LET, FEETE DHMIT 1 ~5TT,
c BALT T A LT AR EAL TR
ELET, EOHPIL 1 ~ 604800 TI,
25w 76 |service-endpoint [interfaceinterface-name ePBR Y —EZADH —E 2Ty RBA LV FEHERR L
interface-number] E
2K FIE2 ~5 2V L T, B0 ePBR ¥ — b 2 &H
switch (config-epbr-svc)# service-end-point Eﬁjfg;jijAo
interface Ethernetl/3
AT wJ7 |reverseinterfaceinterface-name interface-number cNS 7497 BY T —MEEHIILA reverse A >
i) - H—T oA A EFZLET,
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B PRy —Ex. KU —DHREELUA VB8 —T T4 AOBLEN

ePBRL2 DR |

ARV FFEREETIVa Yy

S

switch (config-epbr-fwd-svc)# reverse interface
Ethernetl/4

ATy S8 |exit ePBR Y —EAREKE— FEKT L, Zu— 3L =
B - V74X alb—varE— RERBLET,
switch (config-epbr-reverse-svc) # exit
switch (config-epbr-fwd-svc) # exit
switch (config-epbr-svc)# exit
switch (config) #

A7 w79 |epbr policy policy-name ePBR R U v —Z Ak L £ 4,

1
switch (config)# epbr policy Tenant A-Redirect

A7 710 |match {[ip addressipv4 acl-name] | [ipv6 addressipv6 | [Pv4 721X IPv6 7 KL A, £72IZMAC 7 KL 2
acl—_name] | [I2address|2 acl-name]} {drop |exclude| | z 1p_ 1py6. F7-1Z MACACL A LES. U
redirect | vlan{vlan | vlan range| all}} FALY MR, KT T4 I DFT AR T
41 - 7varTd, Fay7ix, HRAvVE—T=zA A
switch (config) # match ip address WEB vlan 10 ThrT77 4 v % Rn 770#5%‘%:b§&)5%/ﬁ\&:{§

RAanEd, B A7y a g, FRAVv4—7=
AADY—EAF ==V DORED NT T 4 v T %
BRA D=l & E T,
COFNEEMEDEL T, EFZIHESOTHEED ACL
B SED I LR TEET,

Z5wJ 11 |[no]load-balance[ method { src-ip | dst-ip}] [ buckets| cPBR #— b % CHil S L% 7 — K/8F 2% A

count] [mask-position position-value]

&1

switch (config)# load-balance method src-ip
mask-position 3

Rersyry MR LET,

CiscoNX-0S U U — A 10.4(1)F LAF& Ti%, IPv4 £7=
IXIPV6 ¥ v F TCOL—H—EFK ACL Ta— R N
TV TIERENS Yy NEEIRT S,
mask-position 47> a URREE TV ET, T
74V MEIX 0 T,

mask-position 3ERL S AV TWAIGHE, B — AT
A By MIHERL Z 72 mask-position 20 HAEFE Y F
o MBIy FOEITESNT, & By B
FLFRTAE Yy O EL LIRS NI

U, J0ZDOE Y MBRr—RARZ v 7 N\ ry
NEERT DI S E T,

GE)
Z—P—TFFED ACL ND ACE TiX, m— R XF
YU ANy ROARBITHER SRS By RS
a—P—FEZOV TRy NEEBELTWDIEA,
ACE O~ A Z LB IFNERIIZ 012 By b SivE
7,
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| ePBRL2 D#ER:

ePBREy s avaEALEY—E20ZE ]

AT RERETIVa Y

E:)

T w712 |seguence-number set service service-name [ fail-action | fail-action A 7 = X A&k L F 9,
{ bypass| drop | forward}]
1 :
switch(config)# set service firewall fail-action
drop
Z 5w 713 |interfaceinterface-name interface-number A =T = A AT — REBE L ET,
&1
switch (config)# interface Ethernetl/1
R7 v 714 |epbr {12} policy policy-name egress-interface A B =T A AL, WO THRD 1-DDNEST D
interface-name [rever se] AU =L 1 OO HHORY > —IZBERMIT 5 Z
1) ENRTEET,
epbr 12 policy Tenant A Redirect egress-interface .mgjfﬁﬂg)lp\ulﬂflji/w_
Ethernetl/2 o
« WiJFIA D IPvA IR Y 2—
« IES5 I D IPv6 7R U 2—
o WiJFIAI D IPV6 7R U 2—
JJEHmD R AN —
WD 12 R Y v—
ATy T 15 |exit AU —RE—REKTL, Z7e— UL E—FK
{;IJ : &:E D i—g—o

switch (config-if)# end

ePBRtY >3 VEERALEY—EXDER

WOFIETIE, ePBREy v a v EHALTCH—ERAEZEFTHIHEEZHRALTOOVET,

FIRDEE

epbr session
epbr service service-name type |2

rever se [interface interface-name]
commit
abort

NOOAWN

[no] service-endpoint [interface interface-name]
service-endpoint [interface interface-name]
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B erertyasERLEY—EROZE

F IR D

FIE

ePBRL2 DR |

ARV RFERFTIaY

=)

ATy T

epbr session

1

switch (config)# epbr session

ePBREY I g EF— RICAD ET,

ATvT2

epbr service service-name type 12

1

switch (config-epbr-sess)# epbr service
TCP_OPTIMIZER

ePBR v a v & — FTHKT 2D ePBR —E A
FRELET,

ATvT3

[no] service-endpoint [interface interface-name]

1 -

switch (config-epbr-sess-svc) # no service-end-point
interface ethernet 1/3

ePBR H— B ATk S v — B A KR
A v M EEHZLET,

ATy T4

service-endpoint [interface interface-name]

1 -

switch (config-epbr-sess-svc) # service-end-point
interface ethernet 1/15

HF—E R —E R RRA 2 NEEMLET,

ATy TH

rever se [inter face interface-name]

1

switch (config-epbr-sess-fwd-svc)# reverse
interface ethernet 1/4

FoZ 74w 7 RY =03 I 5 reverse f X —
Tz A EHELET,

ATvT6

commit

1

switch (config-epbr-sess) #fcommit

ePBRE > g & L7ZePBRYV—E 2ADLEF %
T LET,

GE)

ZTDAT Y FDETHIZePBRE v a v A EEE)
L\i‘a—o

ATy T1

abort
1 -

switch (config-epbr-sess) # abort

tyvarveafikL, vy v a VOBEOHERE
V7ERFVEYy FLET, a2y MIZE=T—F
TAE Y R — F EN TV ARVER DR Sz e
2, BUEDO® v v a VAR IEEET 121X, 2 o=
~ U REHEHALET,

GE)
Z D%, EIE LMk 2R L TH L ePBR & »
varEmEiLET,
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| ePBRL2 D#5:

ePBREy s avaEALEKRY v—0ZE

ePBRty L a ALK O —DER

ROFINETIE,

ePBRE Y a ZERALTRY —2LET 5 HEICHOWNTEHHLET,

FIEDHE
1. epbr session
2. epbr policy policy-name
3. [no]match { [ip addressipv4 acl-name] | [ipv6 addressipv6 acl-name] | |2 addr ess mac acl-name]}
vlan {all | vlan-id | vlan-id-range
4. match {[ip addressipv4 acl-name] | [ipv6 addressipv6 acl-name] | |2 address mac acl-name]}
vlan {all | vlan-id | vlan-id-range]
5. seguence-number set service service-name [ fail-action { bypass| drop | forward}]
6. [no] load-balance[ method { src-ip | dst-ip}] [ buckets count] [mask-position position-value]
7. commit
8. end
FIEDEFH
FE
ARV FFERET7TIVa Y B#
R 71 |epbr session
R 72 |epbr policy policy-name ePBR > 3 F— RTHERKT 5 ePBR AR Y o —
1 - EHRELET,
switch (config-epbr-sess)# epbr policy
Tenant A-Redirect
R T 73| [no] match { [ip addressipv4 acl-name] | [ipv6 address | [p, [Pv6, F7-1% L2 ACL \Zx}9 % &Mz L
ipv6 acl-name] | 12 address mac acl-name]} vlian {all | F.
vlan-id | vlan-id-range
1
switch (config-epbr-sess-pol)# no match ip address
WEB
AT 7 4 |match { [ip addressipv4 acl-name] | [ipv6 addressipv6 | P, IPv6, F7-1F L2 ACL IZx}9 5 —HAEEH L %
acl-name] | 12 address mac acl-name]} vian {all | vlan-id | 5-_
| vian-id-range]
il -
switch (config-epbr-sess-pol) # match ip address HR
X 75 | sequence-number set service service-name|[ fail-action { | fail-action A 7 = X A% #ERK L E T,

bypass| drop | forward}]
{5
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. ePBR R > —IZ k BEH SN 5 Access-list DFEH

ePBRL2 DR |

ARV RFERETIVa Y

B8

switch (config-epbr-sess-pol-match)# set service
firewall fail-action drop

ATvT6

[no] load-balance [ method { src-ip | dst-ip}] [ buckets
count] [mask-position position-value]
fl

switch (config)# load-balance method src-ip
mask-position 3

—HDOT—RNRT U RARAY y RERTy MM L
Er

GE)
BEO—BOYy— b2 F 2 — L 2EETBHE X2,
tyrararT¥ A NCIORREAKT D L,
—E Do — RNRT 2N T 7+ MU'y b
ShEd,

Cisco NX-OS U U —Z 10.4(1)F LA TlE. IPv4 £7=
ILIPV6 ¥ v F TOZ—HF—EFKACL T — K /N7
YU ENAE y hEBRIRT S
mask-position 47> g VMBS TVWET, T
7 4V MEIZ0 T,

mask-position MERL SN TWDHIGHE, B — KT
A By MMIAERL & AU72 mask-position 2> HAAE W F
T MERNT Y FOBUITESWT, & bfIEy b
FTIERTAE Yy O EE LIRS N2
L. 0oy bBr—RKART v T N\ry
NEERT DI SN E T,

GE)
a—H—EFKD ACL WD ACE Tlx, u— K 7
YT Ny NOARIERSNDE Y Fi—
P—EEOY 73y FEEELTWDEE. ACE
DO~ AITMEIFNTIZ 0ty hShvET,

ATy T1

commit

1 -

switch (config-epbr-sess) #fcommit

ePBRE > g & L7ZePBRYV—E 2ADLEF %
T LET,

ATvT8

end
1 -

switch (config-epbr-sess) #end

ePBREY I g E—REKTLET,

ePBRR!) —([Z Kk BER SN 5 Access-list D EFH

WOFNETIL, ePBR AV o — T &35 access-list 2 FHFT 2 HIEITHOWTHHALEI,
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HEES T4 vonu Lo vave oy IoaER ]

FlaD#EE
1. epbr session access-list acl-namerefresh
2. end

=3[k 2t

FIE

ARV KRFERERETI Va3 Y

=)

T 71 |epbr session access-list acl-name refresh

R =X o TAERENTZ ACL Z g E/-13 Y

{yu . 71/“/:/:1 Li‘a—o
switch (config)# epbr session access-list WEB
refresh
25w 72 |end Ja—\)y a7 4 F¥Fal—arT—RaeKkT
15“ ]\/i‘g‘o

switch (config)# end

HE S T209voD) 54 L9 aréE ROy TJOER

Cisco NX-OS U U — 2 10.4(1)F LAREClE, ROKERRA 7> a & LT, ePBRL2AKY > —
ERNLCHIBEI N 74 v 20U A L7y aryBLORuy FTEEEZFIETE £,

altfA 7> a U, ACEICERbBEWT I X T AP ETHDLZ L ZRT 72D, ePBRD
2 —H—7EF D match access-list O ACE N CHEH I ET, Z ORERRKOFEMIZ SV TIL, Cisco
Nexus9000 >V — A NX-OSt % = U T 41 KD, SUPJIL—ILIZ®T B IPACL JL—IL
DEFLIBLLOBER F 72 13SUP JL—ILIZxd % MAC ACL JL—ILDEFSLIBEDERDE 7 v 3

vEZRLUTIIEEN,

al A7 a 245 L, ROBERBIZSNET,

s redirection £ 721X exclude 7 7 v a3 v & —FH L7E . ePBRIIRIET DV XA LT v a v
ACEZ#AER LT, FNENECTINTEY—E R TR REFITIHAA o F—T oA A~
O NT 7 4w 7 28T, —BTATXRTORN T T4 7DV AL LT a 2L

e

edrop 77 v a e —H LG E, ePBRIIIEG ACE #4E LT, I NT 7 4 v 7 &5

DT RXTO—ENT 74y 7 EZBHIC Ry LET, 2O 7T a B EREBYIC
B SN/ > 7284, @ IE Cisco NX-0S 9000 2V — R AA » F D A—/R—3f F|Za
E—FZ VXAV FENLHMEI NT 7 4 v 773, ePBR LA ¥ 2R Y U —iERIT—E
THHATH, Bl&fEa—ShaaEENRH Y £9,

al T 7> a2 0%, match 772 A U Z FePBR LA ¥ 3RY —NTHHINTWAESIT

PR B D A,
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B sorsocvs0usqLsvav e FRry ToEm

FIRDEE

FIRD

FIE

default-traffic-action redirect-all #f%4 7> a 1%, ePBR LA ¥ 2 KR U > —HNTHEHAIH. U
XAV b, BN T Rey 7L T 7oy (W NT 7400 &8
) . BMESINTHNA L H—T =24 RV FA VI FNTDBDRERSLDZ EERELET,
ZOFTYa PR ENTWRWEA, R —HNOT 7 AU A M—EET, @,
Cisco NX-08 9000 2 J — & ZA v FD A== A PIZabt —F /13U XA L7 SN
WMEZ7 0021k (WA X =724 AV FA L7 hSROTIEeL) 5Bl EH X AR
BInEd,

WDa~y REFEHLT, RY v— LUV TT 7 4/ hDcatch-all 7 7 ¢ v 7 E{EZ R T

TET,

1. configureterminal
2. epbr policy policy-name

3. default-traffic-action [redirect | redirect-all]

AU RFEEETIVa Y

=)

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

ra—r\Lar 74X al—3ay T— NG
L/i—g—o

ATy T2

epbr policy policy-name
1 -

switch (config)# epbr policy p3

ePBR RV o — %K LE9,

ATvT3

default-traffic-action [redirect | redirect-all]
1 -

switch (config-epbr-policy)# default-traffic-action
redirect-all

ePBR R Y 2 —DF 7 4 /L h® catch-all BIER TR E
Lij_o

sredirect : 74 NI 7 4 v 7 HBUAA LT ML
£, redirect |37 7 40 hOA T 2 0T,

sredirect-all : T _XCHO T 74 v 7BV HA L
7 b LET,

GE)
I DF TS aviE, LAV 3ePBRARY —WN
TIEVFR—FENFEA,

ZOF ST g TePBRE Y g VNTIIER
TE W, R — %M L CHAER
L. BEBEATISLERNLY $7,
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ePBRShow 27> ]

ePBR Show <7 > F

WD U A MZ, ePBRIZBIET 5 show 2~ RERLET,

FIEDHE
1. show epbr palicy policy-name [rever sg]
2. show epbr statistics policy-name [rever se]
3. show tech-support epbr
4. show running-config epbr
5. show startup-config epbr
F gD
FE
AU RFEEET7TIV 3 Y B
AT 71| show epbr policy policy-name [rever se] g5 1) & 7 1w G s A & 415 ePBR AR Y v —IC
15 - BT ofFmaRrLET,
switch# show epbr policy Tenant A-Redirect
AT 72 |show epbr statistics policy-name [rever se] ePBR AR U > —ifit A KRR LET,
{5
switch# show ePBR statistics policy pol2
R T 7 3| show tech-support epbr ePBR DT 7 =71 /L ¥R — MEREFRLET,
1 -
switch# show tech-support epbr
R T 7 4 | show running-config epbr ePBR D ETHEA A KR L E T,
1
switch# show running-config epbr
R T 75 | show startup-config epbr ePBR DA X — N7 v Ik AR R LET,
1

switch# show startup-config epbr

ePBR &R DHESE

ePBR # R & MR B 72121, ko a<r REFEHALET,
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ePBRL2 DR |

avy kR

S

show ip access-list <access-list name> dynamic

Ny NTIZHAVANDRNT 7 4 w7 —3
KL FRRLET,

show ip sla configuration dynamic

Ta—TRNEHR o T BHEEIC, Fx—
CINOP—E AT RKiRA v Mkt L TePBR
2L > TARENT- IP SLA fipi A Fr L =E
T,

show track dynamic

T —TREMN IR o THBEARIL, F=—
VNP —E R RIRA > MMZ% L TePBR
WZhoTHhERENEZ NI v I 2RRLET,

show ip access-list summary

Ny NTIZHAVANDNT 7 4 w7 —3
KOV~ 2FRrLET,

show [ip | ipv6 | mac ] access-lists dynamic

—BREEOX A F Iy MY EFRRLE
o

ePBR O #& i {5l

{5l - ePBR NX-OS # %

®D FARa DT, ePBRNX-0S fpk AR~ L TWET,

3:ePBR NX-0S DR

(O Forward Flow
Firewall Firewall Web TCP

O Reverse Flow 1 2 optimizer

10112 20112]| (201122

20113 201.1.23
1112 20114 20.1.1.24
[Vian 10| [Vian 11|/ vian 12| | Vian 13||Vian 16| [Vlan17| |Wian 20/ [ Vian 20|
Y v Y ) X
. Web-traffic =
|| Backup-traffic Eth1/8 MNexus 9000 EthiHg <=—>» a
> E

Bl: 7HOERAR—bELIUV IV R— DY —ERER
WORERBNE, 77 BAR—LE F T 07 R— DOV —Y 2EREF(TT D HEEZRL T

i‘j—o

epbr infra vlans 100-200

epbr service app_ 1 type 12
service-end-point interface Ethernetl/3
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reverse 1interface Ethernetl/4

epbr service app_2 type 12
probe ctp frequency 2 retry-down-count 1 retry-up-count 1 timeout 1
service-end-point interface port-channell0
reverse interface port-channelll

epbr service app_3 type 12
probe ctp frequency 2 retry-down-count 1 retry-up-count 1 timeout 1
service-end-point interface Ethernetl/9
reverse interface Ethernetl/10

epbr service app_4 type 12
probe ctp frequency 2 retry-down-count 1 retry-up-count 1 timeout 1
service-end-point interface port-channell2
reverse 1interface port-channell3

Bl: 7oA R—FDERK
WOFITIX, TV EBAR—NEERT 2 HEERLET,

epbr policy pl

statistics

match ipvé address flow2 vlan 10
load-balance buckets 2
10 set service app 1
20 set service app_3
25 set service app 4
30 set service app 2

match 12 address flow3 vlan 10
20 set service app 2
25 set service app 4
50 set service app_3

match ip address flowl vlan 10
10 set service app 1
15 set service app 3
20 set service app_ 2

interface Ethernetl/1
switchport
switchport access vlan 10
no shutdown
epbr 12 policy pl egress-interface Ethernetl/2

interface Ethernetl/2
switchport
switchport access vlan 10
no shutdown
epbr 12 policy pl egress-interface Ethernetl/l reverse

Bl b3 R— DB
ROMEBNL, T2 K= FEMRT 55k " LET,

epbr policy p3

statistics

match ip address flowl vlan 10
load-balance buckets 2
10 set service app 1
20 set service app 2

match ipv6 address flow2 vlan 20
load-balance buckets 2
10 set service app 3
20 set service app 4

match 12 address flow3 vlan 30
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10 set service app 1
20 set service app_2

interface Ethernetl/27

switchport

switchport mode trunk

no shutdown

epbr 12 policy p3 egress-interface Ethernetl/28
interface Ethernetl/28

switchport

switchport mode trunk

no shutdown

epbr 12 policy p3 egress-interface Ethernetl/27 reverse

Collecting statistics

HRTOULE

itd-san-2# show epbr statistics policy pl
Policy-map pl, match flow2
Bucket count: 2

traffic match : bucket 1

app_1 : 8986 (Redirect)
app_3 : 8679 (Redirect)
app_4 : 8710 (Redirect)
app_2 : 8725 (Redirect)

traffic match : bucket 2
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app_1 : 8696 (Redirect)
app_3 : 8680 (Redirect)
app_4 : 8711 (Redirect)
app_2 : 8725 (Redirect)
Policy-map pl, match flow3
Bucket count: 1
traffic match bucket 1
app_2 : 17401 (Redirect)
app_4 : 17489 (Redirect)
app_3 : 17461 (Redirect)
Policy-map pl, match flowl
Bucket count: 1
traffic match bucket 1
app_1 : 17382 (Redirect)
app_3 : 17348 (Redirect)
app_2 : 17411 (Redirect)

5l : ePBR 7R —D KRR

WOHTIiL, ePBRABY o —2FR_TLHHELZTRLET,

show epbr policy p3

Policy-map : p3
Match clause:
ip address (access-1i

sts): flowl



| ePBRL2 D#ER:
ePBR DR ]

action:Redirect

service app_1, sequence 10, fail-action No fail-action
Ethernetl/3 track 4 [UP]

service app_2, sequence 20, fail-action No fail-action
port-channell0 track 10 [UP]

Match clause:

ipvé address (access-lists): flow2

action:Redirect

service app_3, sequence 10, fail-action No fail-action
Ethernetl/9 track 13 [UP]

service app_4, sequence 20, fail-action No fail-action
port-channell2 track 3 [UP]

Match clause:

layer-2 address (access-lists): flow3

action:Redirect

service app_1, sequence 10, fail-action No fail-action
Ethernetl/3 track 4 [UP]

service app_2, sequence 20, fail-action No fail-action
port-channellO0 track 10 [UP]

Policy Interfaces:

egress-interface Ethl/28

{5l : mask-position DFEFFEDRT
RIZ, mask-position DfE %R LE T,

ip access-list acll
10 permit tcp 10.1.1.0/24 any
epbr service sl _12 type 12
service-end-point interface Ethernetl/2
reverse interface Ethernetl/3
epbr policy 12 pol
statistics
match ip address acll vlan all
load-balance buckets 4 mask-position 5
10 set service sl 12
interface Ethernetl/18
epbr 12 policy 12 pol egress-interface Ethernetl/19
switch (config-if)# show access-lists epbr Ethernetl 18 ip dyn

IP access list epbr Ethernetl 18 ip

statistics per-entry

200001 permit tcp 10.1.1.0 0.0.0.159 any vlan 100 redirect Ethernetl/2 [
match=0]

200002 permit tcp 10.1.1.32 0.0.0.159 any vlan 100 redirect Ethernetl/2
[match=0]

200003 permit tcp 10.1.1.64 0.0.0.159 any vlan 100 redirect Ethernetl/2
[match=0]

200004 permit tcp 10.1.1.96 0.0.0.159 any vlan 100 redirect Ethernetl/2
[match=0]

4294967295 permit ip any any redirect Ethernetl/19 [match=0]
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*SGACL RV > —BLUar h727 hTOePBRYV—ERAF =—0 Dl (64 2—2)
*ePBR VA E=X VT BIXOEET 7 v ay (64 3—)

e —EAREEO T — FART v A (65 —)

NAT T_RA A~DY XA LT g (673—)

«ePBR BLNGPO v L FH A K (68 =2—)
 EEFHELHKFEHE (74 ~—)

e AU T AT — 9 D ePBRAER (77 2—)

« SGACL H—bE 2 F = — L ORI (82 ~—2)

ePBREKXVITIL—T RS —ATLavICEAT 5EHR

CiscoNX-08 U U —2 10.5()F A, o=—Y — 3825 EFx 2V T 4 Z—T DT RiRA v
MBI DOMT, N7 747 7n—%2 XA VLT NTEET, VXA LTV arid, B—0O
= ARE (77 AT U r—NEFu— KT 9L L) 2MLT, 23— 2
BBOFo—r % L CRAET HAREMENRH Y £9°, CiscoNX-08 U U —Z 10.5Q)F LIFE, =—
P—lFZP—ERF 2 — VIR KRS DO —EAEREEZEDO LN TEET, HEOY—ER
BEEIZ, TO XD BRBEEE FITT A —E AT AL AR T 1O LD KRR A >k CHEE
SNFET, FTF7 74097 7Ju—ik, INLOY—EAZ L RFRA 2 MTr— R T
JCE, VI T4 v 7a—OmFRANREC—EATY RARA b ZFHICHEHT 5 L9
WCLET, INHDOV—EATNNA ADF LV R—=T 4T ~NVAE=Z ) T A=K A
BLOINODOY—ERAT NS AT aRXT 4 IZHESWE RN T T 4 v I DF =—fbta— K
NG TOa—HF—DEKIE, ePBREZNLTHxFy 7/ Fr S, @HINET, v/ 7
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Pf—b R = RRA v MR BERRER a2 TFA L LT, Y—ERXADODVRFILTHFA A
BETHVLERDHY £7,

12 (F7213EE) DePBRY—ERAZ{EHK L7=D, ePBRYV—ERAF = — 2 ZAERKT 5 MM
HYVET, ePBRY—EAF == ZfllT2L, FI7 74072V XA L7 M5 —E R
W (F3 -2 TF = —) L. ZhEFITTIEFEZERETEET,

Frx—rTHEHAINLI—ERE, =T AFFICL > TR S ET, NXOS 10.5(1)F T
i, P—ERAF 2N TH DOV —ERAEEOREZIRETE D720, NT 7 4 v 7 L
WHFRAT S D RINC, H—DP—EAEE~D Y XA L7 v a v BLOa— KT v v THERE
DIHNHFR—FEINFET,

TRCOVP—ER = AT, h—EZANOTRTOT Y RRA > hTEENEE LSS
WCFETTHDMENHDLT 7 v arawrnd, Fay /' ik, /A 3R O fail-action X Vv
K& EFRTE E9, fail-action BEXEINTWRWEE, T 7 4/ hOEMETIE, —E AR
KB LTEERENDE T 70 v I B Ry ranET,

ePBR Y —ERAF = —>TlE, Y—EZXAHNOZ RRA L METIF I 74 v h2a— K5
VU TTHHERERET AL TEET,

Cisco NX-OS U U —Z 10.5Q2)F LAf%, ePBR v /VF /) — R $—ERF = — I N—T R

V—FFvarTHR—FEINET, VP—ERXT = —IZEHRKS OOV —ER#EE () —
) ZRETEXET, v ALF /) —FH$—ERXF—20%, 77AT U+—/b, a— K RJ
. NAT, IPS. BXOZFDOMDOT AL ZAEEDB N TEET,

CiscoNX-OS U U —Z 10.5Q2)F LAE Tl, ePBR > 7L ) — REFiF~AF /) — K —E R
Fx—rEFEAT LN T 7 OB EILEBREE, VXLANZ L—F R v —F 7S a v
AL TEEDY A Moo TEET,
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ERETHVLENHYET, ZORTEF., N T 74 v 752 —ERXAT A RZELLFEL,
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INEDEF2 VT 4 Z—FF, XA T layerd-T DL 7 Z L LT AT LATERT HSLE
NHYFET, —EANDOY—E R RARA MR INZEA ¥ —7 = A A1, match
A =T 2 AV LI ZLELTELWERF2 YT 4 I N—TC~v o B T THLEND Y £
T, FEICOWTIE, IA—F R —F 7 ar AL VXLAN 77 7 U v 7 D~ A
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ERAOEEEEX 2T 4 JN—TL L THEESNTWSLHO LR CENFIC~y B 7350
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U T —b T RiRA vV bafERT 2 ePBR b —E R(21L, BX=2 VT 40 7 A—78+% 1
DTETHER T DMBENRH Y F5,

FaT AT —h Ty RRA Y FE2EHT 5 ePBR b —E 2 (21%, 2 o0O—EDNES] X 38 L O
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T — TR A EAT A4 . ePBRIZIPSLA e —7 % b Va=ur4A52 itk
VRRA LV NDOEFHEE=ZL, ATV v T v 7 LTIPSLADREGERGEMZ R T v
7 LET,

ePBR |X, ICMP, TCP, UDP, DNS, HTTP 2 L0 X E R u—7 L ¥ A ~w—% P K — b
LEd, ePBRIFZ—V—EED T v/ b R—FLTEY, IV Te—T728503%&
FRNRNTA—HT T v 7 EVER L, ePBRICEIESIT A Z ENTEET,

P—ERADTRTHOTY RiRA v b CTRBEOZn—7 e 7 a ha v BAnERGAER. Y —
EADePBR 70 —7 A7 a U ERETCEET, 12U EO U RFA > M THIO Y v —7
AHZRALNNREIRGET, TNODT7 4T — R 2 RRA LV FE U= =2 RAKRA > b
WEADOTm—T A7 a v ERETEET, HE, 1277 N, BIXOHRITOT v 7
AT NEFE T N EBRTSZEL TEET, VXLANREICOB SN —E 2=
Y RRA VRO, 22— =X RRA v NERE—ERA T e —T ORETLL—T Ny
I A E—T oA AEMERT HLERDYET, ZNODONV—T Ry 7 L X =T 2 AD
IP7 RLARIL, TNHDZY RARA 2 N THLSNZIPSLAE Yy a v O—EOEEILIP &
LTEHENET,

P—ERZH L TCTE—TBREINTWDIIEE, RET —LE ) R—A T —AIZ—FHD/L—
TRy ZWIMEHY FH A, RULV—T RNy 725325288, BON—T03y 7 212t
HrZlbTEET,

7 w7 ID ZABNCEFR L, ePBR DKV —E A = K RA 2V MZENZE DB THZ LN
TEXET, IN6D Ty 27 IDIE, RUFELIZERA D ePBR P—EANDESL LT FARA
VEETHRHTAZEIITEFHAD, TV FRRA L RO T T — R T —LE U NRN—RT —
LAfICHETEET, 2P —FERD T v 7 2T FARA 2 MIEY B TRWVWEA. ePBR
T RRA U bOTr—T Ay REFEHAL TN vy 7 2ERKLET, = RARA b b
NULTEHRESNTWDE T —7 AV RRARWEA, —E X LT ENS P o—7
AV REfTEET,

TNA ZNEENRAET D& BERBELILT ARV XA V7 FSNTWE T T 1y
703, = ANEEL LTRSS T, MOBEAMRERT A RV XA L7 FEShE
T, Wi IDb Dy v ald, BEOV—EAZ U RRA > hCTRBASNE—EAEREOT

. Cisco Nexus 9000 < ') — X NX-0S ePBR#&ER 4 K. ') ') —2Z 10.5(x)


https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/104x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-104x/microsegmentation_for_vxlan_fabrics_using_gpo.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/104x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-104x/microsegmentation_for_vxlan_fabrics_using_gpo.html

| €%20F4 FL—TEERLIY—EX Fz— 2 OBR

g—exgon— ks un |

N AEERZYR—FENET, BIHEDOY—E R RRA LV MIUFA L7 FERT
W2 b o7 471, RIUY—EREREOMOY—E A = RiRA > b TEENRRAE LGS
TH, MUT ARG & VXA LT hENET,

ePBRII. HEDOH —ERF2—2 DI —4 2 A TRD fail-action A =X L%EVR—FLE
-é‘o

s Frwv
o HATE
« N SR

[Fe v (Drop) X, BEDY—7r ARNDOY—EANEWR L& R sn=HAa1c, b7
T4l eyl TA50NENSLZ LA R LET, ZiL, fail-action 23FRE I TR
BADT 7 4+ NOBETT,

[#5% (Forward) 1%, BIED L — 7 v A TH—ELRICMENBELIZELA, VT 70070
WEON—T 4 VT EERTAVNERHHZ 2R LET, IO fail-action A =X AT,
F = NTH—OY—EAEENERZINTWDIHARICORTR— N ENET,

[/SA 23Z (Bypass) ]1E. BIED S —4 v ANOH—EZANKK LT- & RAShIZ8E10,
F o=V DROYP—EAERICY XA L7 N BRERSHH L ZRLET, Hov—F R
DY —ERF 2= T, XA RA NTT 4 v 7 BfERHT 556, 52X fail-action 47> 3
DEIIEEDN—T 4 VT IMERISNET,

H—E XM O— KNSV U5 AR

BHMFITO—

Cisco NX-0S 10.5(1)F LA, GPO Zffiffl L7z ePBR X, [ U —E RHERED — I TH LY —E
ATy RRA Y MHOB—RRFG Uo7 v 57 4 v 7Y HE—FLET, F=—rHNOT
NTOY— B REREIZF CARDHA = XL BMERGE1T, Y—EAF ==X LTA
MBI RNEE TEET, Fo—r WO 1 OOV —EXEREE 13— X THID
H— RNT v T AN ALPRERGEE, T2— U NOREDO T —7r o AZx LTI
AR CEET, FT7 74 w2703 P~y X —THEMARERT 0 bR E EHIT, EET
IP/RT A —=F HEREIP /RT A—2  FTTRE I IP, #HkedeIP 2/ L CTARMAOHTE £
Fo vAURES AT =Y a v EfATZPBRICEY . bT T 4 v ZIERFH TR U —E
A TR AN e — RART o 7 EnET,

KNS T

Cisco NX-OS 10.5(1)F LA, GPO #ff3 2% ePBR (X, = KR4 > N ORI N EAIZ
Bl HH—ER T KRS D — R RT3 07 77 4w 7B R—FLET,
F—E AN TEESNIAE T —E A RARA VML, BEARELMHERCEES, EA
DOFPAIL, 1~10 T, P—E AR L OHEADOEGFHITRK128 T, —EA=2 PR
A ME, TS AOFIEIRE - IIFRICE SN TA T v a U TRETEET, —E AME
WCHEAPER SN TV WSS, P—ERERENICRESN TS T RTOY—E R FR

Cisco Nexus 9000 < ') — X NX-0S ePBR#£5{H1 F. UJ')—X 10.5(x) .



tF¥2YT4 FL—TEFERALEY—EX Fr—oOHH |

B vwrss

N+M TR %

AV RDEMITLERRIN, T 740713 aRA N v VFRA A=A ARTZL>Tr—
RARF v 7 ENET,

Ty RARA Y NTHEENKE LGS, BERBELLEZ L RRA L NONT 7 0 v 7 O%fF
T, BLAOEWZ Y RBRA v "RELOFNT S FRA > LY bELESNET,

P —ER TN, ANOEIMPTENTZNT 7 4w 7 58F, a—FKANF 07 7ay X
LADTBINE . Nexus9000 A1 v T LA —ERF 2 — L DEDICZIEIND NS T4 v 07
0 —DEETTELITBEGLIP 7 R ADSEIEFET D Z LICERE L T IEEW, BERAT
O— RKRZ U TOREIZOWTIE, K228 LT EE N,
®5:BEHFFO—RNSL LY

User 1-4 Destination P Weight (optional) %

Destination 2 10.1.1.2 3 30%

Destination 4 10.1.1.4 1 10%

524155

Service Endpoints

Cisco NX-OS 10.5(1)F LAK:, GPO Z#fiffl L7z ePBR X, ="y b AX A F— R TH—E A =
YRRA P EERTDRELY R—FLTOES, MEDOKRY b AZ 3, - R 2
RRA > e —EAEEAICERTE, NEOTI7A4~Y (77T 47) = NRA v b &
FRHTEXET, T COTIF3A4~ ) —E R = RSV MBREHARELRES, N T 74>
TRy B AZ N, P—E AT RARA MU XA LT hEnEHA,

Ry b AR, = RiRA V b &FFD ePBR b —EAEREN DT 7 7 4 Tl —E A =
RARA V MCEENEAT DL L, FEENEELEZY—ERA T KRS Moua— R "5y
VITENTENT T 4w 7B, FEHARER AR Yy b AX N, =B R U RARA > MZ U FA
L7 hENAHEHITRYELE,

EVEL DT VT 4 T RARA V NOBBEOBEENRHKEL, TXTORy b AZ A
TURKRA VIR T I T4 T2 RRA L MDA 7T o7 LTER SN, H L EE
WRELIZT VT 47T 2 RARA LV Mo TREESNTZ N T 7 4 v 7%, 1L Lo
BT 7T A T7TBLOE Yy b AX N, T RiRA v M2 XA L7 hENIRD D alHeftn
HoET,

TIT 4 TR RRA 2 "BEET A &, BENBAETIANCV XA VT FERTWE T
T4y 7 BEIEENET, ZOEERTONT, HoINEAT— TR =R
RALVERENLTCR T 7427 By a AL TAUERLLEAENH D £

Ky NARF N = RARA V NMOTEAZRETETET, BEAFITINEARY hAX A
TV RARA » hEFFDePBRY —EREENO BT ENTT 77 47 =2 RiRA » MZkE
ERRELIESGS. N7 74 v 73RN, BEENRBELLT 77 47 = KA v b LR
FFENL EOBELAEFESEAMNTINZHR Yy hAK L 2 RN MU XA LT b
ENFET, NHMILEMERIZOWTIE, K322 LT 7EEN,

. Cisco Nexus 9000 < ') — X NX-0S ePBR ##m H4 K. ') 1) —X 105(x)



| E%2UF4 YL—TEERALEY—ER F—UOEM
NAT 734 2~ U84 Lo va |

6:N+M TR

User 1 User 1

Return
L =

PER for User 3

incoming

PER for
return

PER for
incoming

traffic traffic traffic
Service Endpoints Service Endpoints PBR far
{Active) (Active) return
Standby node is not used traffic
unless an active node is down .
Service Endpoints Service Endpoints o
(Backup) {Active) ]

NAT T/\f A~NDYFALA L O3>

Cisco NX-OS 10.5(1)F LA, GPO il L7~ ePBRIZ. bT 7 4 v 7 D5 E-I3HETLIP 7
RLVAZERT DLV —CERAT A AND T T 4w 7DV FA VT varmdR—FLET,
TNHDTNA AF, AN — R % NATTing 7 7 A 7 U +—/b, 3L UCGNAT 73
A ATHLIGERH Y £,

=B RTINS AL, R NAT (SNAT DN EZNZ 72> T d r— KT ) | 4{E T NAT
(VHE—2 v T 747 HDCGNAT T3 A) DI, FIITZ O (SNAT DENT /-
TWbdna—RNRZUY) 2EITCTEET,

B 6] CHEGE G NAT 2 T3 B9 — RAXT o H 72 EDOT R, A~DNT 7 4 v 7%, KR
Vo _R—=2DVEA VL7 armElBBlBE LERAN, a— R KRTUPICLoTABRESN
VIP 7 RL ZRICEET AT O SN AHLERH Y 3,

FIEEIZ, NEH R CTEETT NAT & 17T L7z e — RN T 0 CGNAT 731 A7 EDT N
A ZNWZRAWHEDNT 7 4w 712i%, R —_R—=2DU XA LI a  3nElHY EEA
N, AT AMLENHY £,

BRI NAT AN 2 TRV T — RARTG U R EDT A A~D N T 7 4 v 71,
WHBEDO NG 7 4 7 I L TR —_R—ZAD Y XA LT a VRN UETT,

AIRDO LT, ZHHDH—EZA~D M7 7 1 v 27X, NAT RBICESW TS EIERr kL
TUEHTIVLERHD ET, IHIZ, INLDT T IAT VAL D N T T4 7 DIPT R
VADOEFIZLY, ZNHDOH—EA~DY XA L7 v a Otk T, #E 13k ETo
X2 VT 4 IN—TEITNBRDGERH0 ET, INOOERZLIET HI2X, @, &
HEZRIERIFAD BB 2 b T 7 SBREICRDGANH Y £,
ePBRIZ, FFED T —7 L AD ePBR Y —E AT = — U NO T — B AKEE D B /50045 JC NAT
ez o C\WAH Z L — =PRI EEFRRICTHZLET, 2—HF—Da v 77 D
B AfFL LET, Zhid. T 74 v 7 olEF B IO HHICH LT, Fa—rND
P —ERADT I a v ERETDHI LI TERITSNET,
e 8T 7 4 v 71Tk LT ORI NAT 2374 50— R IE, IEH MO route 77 > a3
THERSNET,

Cisco Nexus 9000 < ') — X NX-0S ePBR#£5{H1 F. UJ')—X 10.5(x) .



tF¥a)T4 FL—TEFEALEY—ER Fz—o MR |
B ersrssverovFyA -

s N7 T 4w 71Tk L TTEE L NAT & 41550 NAT Ol F O BT 59— R X, b7
T4y 7 OWFEICKH L Croute 7 7> a vy EHEHLTCEESNET,

¢« T T 4 v ZIZR L TGEETLNAT OAEFITT 5 —ER L, b T 74 v 7 OWiFRNC
STLTC DI route DT 7> a U IMERSIVET,

N— OB A T a v EBHT S L, 2—Y—lFa P a2 —< ESG S S u 8 X — ESG
~NOHE—DOav 77 FEERTE ST, ZOMRICE Y., Bt ESG OB T, 3
Va—whbua— T m— RARTUHNL T rN S X —ESG O TEBIO= > T
7 N EAERCT 2 AP S L E T,

EOFMIHLTHET 7 a rBDRESNTORWEA, Fo— WOV — AEREIL I 7\
DIVFAVY FebBEET5508 L THOIET, Fail-action 38 L VL &V MEMEEIX. NES
M E 2T AR E SN — DT 7 v a v B O —E A F = — 0 NOHY—E AERET
I AR— S EEA,

7:27—LO—FNSY% (SNAT% L) Y—ERX T/\/4 XDEA

Servers 192.168.10.100,
esg: 200

192.168.10.1, esg: 200

NOK switch [ —— [ ——--- —|

TN

192.168.11.1, esg: 201

( Servers )

ePBR 5 LU GPO T ILFH 1 k

CiscoNX-OS U U —2Z 10.5Q)F LARETlE, OV A MIET R 5eX=2V T 4 70—
Dz RRA VD NFT7 47 TJu—%, —bERF2—rDLFH A K E—RFE2H
T HZET, P—EAF ==V EA L7 hTEET, ZhbDY 7V — RKEE
~NVNF )= ROYp—EZAFz—F, 77 AT Ur—/b, B— R "7 4% NAT, IPS, TCP
FTT 4~ A PR EOP—EABRETHR CTE T, ZOMEEERTL L, 2—F—1X. ¥
BRI R CGATICELE STV D D H-IBIAYIZ B S AL TV 2 2Btk 72 < #2725 NX-0S
VXLANEVPN 7 7 7V v VI CH—ERF =—E2FHLTEX =2 VT 4 ZV—T AR
RIOEHETEET,

524162

. Cisco Nexus 9000 < ') — X NX-0S ePBR#&ER 4 K. ') ') —2Z 10.5(x)



| €%20F4 FL—TEERLIY—EX Fz— 2 OBR

ePBR 5L U GPO Y LFH1 + [

K8:A—hILHY—ERFz—rEFERTIA—AL YA bOA—AIL A X2 UTy TL—TF

SG-A SG-B FW1  Fw2 SG-C SG-D

&
:

A M1 E2ITFMBOY —EAERELRH Y, LA FNOY—EAEEFW 1 & FW2 %
ENFENHEHTHZLI2EY ., SG-A & SG-B, BLUSG-C & SG-D ORI —EAF =—
MERESNET, VA4 1 OT72—NF—R_—=HP—E R F=—0F, 4 F2DFW2 2fiH
LCERR L, A h2D 72— A —R_—H—ERXAFz—20F, ¥4 F1OFWI 2fiHLT
ERRCE £9,

Cisco Nexus 9000 < ') — X NX-08 ePBR#&R 4 K. ) 1) —X 105(x) .



tF1UT4 IL—TEEALIEY—ER F— O |

B ersrssverovFoar

B9:O—AILHB—FERFz—rDHEWNA—AIL YL X )T TIL—TF

FW1 FWz2
I'T.'l__"__'__".'___'___'_'.':_'____'____.'.__"___'_-I'.'__"___' — '__'I I'f.'|__" ."._"___'____.'__"___'_-I".'___'___"I'f_'___'__ll__"
‘L Eﬂ: ez N e Y s N ez T = = o R e ] [ot] oo | L'-ﬁj =

D274

R

BGW . BG

I N L)~~~ N
- e ) e
SA SG-B SC D 2

MUY A FNTEH AR — ARSIV E, 22— —13 U F— Mo AR
- AL, 2 b7 7 FEEH LTI —ERA F=— 2B TE £7,

. Cisco Nexus 9000 < ') — X NX-0S ePBR ##m H4 K. ') 1) —X 105(x)



| €%20F4 FL—TEERLIY—EX Fz— 2 OBR

ePBR 5L U GPO Y LFH1 + [

10: 25594 FTOREXTT—I/ O—FEERET—IVO—FOY—ERFI—V A VARG Y3y

LN\ .

SIRENEHIN S

/"« e

__________________________________________ : ____-___'_'_L_fﬂ_:_'_'_'__'i L Lt ) fal] G ) Calm] Lo Lol
Ha W% I:I:!__LI mJ%
SGA SG-B FW1  FW2 SG-C SG-D

w

=

(]

]
524436

BEOY A MZEENBET—a— ROV —ERF = — 2T AT, EHE LA M E
T A FOWVWT NS ALY —E R Fx— U FBIN L ET, ePBRAY —F, &
Fa2UT g4 TN—TPWNENY A MoEHESnET,

Cisco Nexus 9000 < ') — X NX-08 ePBR#&R 4 K. ) 1) —X 105(x) .



tF¥2YT4 FL—TEFERALEY—EX Fr—oOHH |

B ersrssverovFoar

R 11: 22094 FOVWTIANTOADY—ERFI—> (YA FEIT7E—) LT z—ILA—/—

524437

P —ERF =B 1 OOV A MIOHRFIET DI —ERA F=—0 4 AT Va3 v EfEH
LictA "Ev—2a— K, lEFm7a—Eiihn7a—OmENE LT = — 2 &@imd 5 5%
ERHY FF, VP—EAF = —CEENRAE LEEAIE, BGmE WO/ o7 a—I2
LT, ¥— KA hOYV—ER Fz—r~O%EET = — VA — " —RUETT,

. Cisco Nexus 9000 < ') — X NX-0S ePBR ##m H4 K. ') 1) —X 105(x)



| €%20F4 FL—TEERLIY—EX Fz— 2 OBR

ePBR 5L U GPO Y LFH1 + [

Bl 12 EFTY A M EIFEREY A MY —EXFz— AL

FW1 Fw2

(0

b '
A Rt .

&
; Vs
Lot] Lot ] [at =] [

aw w

'_' fm) -

| x s J
W28 N W NS
S Re H -
SG-A SG-B SC SG-D

P AT == BBETLT A D ETITERL YA NMCEEE T, FI3DOV A NTOBRIFLET
HPED, Y—ERAF 22— ALV ART Vg VEFRTLYA MEV—27a—F, lES5Hm7
o—LtWihm T e —OWENRECF o—r 2R TAMNENH Y 9,

H—ERFz—2DePBR I z— LA —N—F)L—T

Cisco NX-OS U U —R& 10.5Q)F LIF, ePBR (I —EAF = —> DT = — )L F—/— J)L—7F
EYR—FL, 777V v 7DV E— A MBIV —EARAF 2= NT T4 v T 5T 2—
NI —NR—=TXH LIV ELE, Tx2— A —R—= =A%, o794~ —t R

F o= IEENRE L L EIHEHTAILERSD D, 74—y 7 P—ERAF = — D
FVTT, 2—HF—F 74— ARy I P —ERAF == EREL, A NEHOBIE, HBEHIT
BE, FEF YN T A ICESNWTHREZFIV Y TLHLZENTEET, 74—y 7 H—
EAF 2=, 7947 FTo—V ERILEDOY—ER ) — Kb d 72— G —/—
TN—THNDA L NR—=F 2= LTEREINDLHDT, Aib> TV AT A TERT HMLEN

Cisco Nexus 9000 < ') — X NX-08 ePBR#&R 4 K. ) 1) —X 105(x) .

524438



B sssacsnss

tF¥a)T4 FL—TEFEALEY—ER Fz—o MR |

HVET, 72— N == T N—TRHNITIL, HKRKSODA L N—F ==V ERHRTEET,

WITRTDOIE, —fRHIREBERY T U DN D06 T9,

EEFIALFINEIA

AT BT ATy 3 IR S PBRITIL, KO HA KT A > LHIREE A H Y &
7,

« NXOS 10.5(1)F TiZ. SGACL R—ZDH—tE R YF A LI g, Fx—rNOH—
DY —EAEEICH L TCOHAYR— NS ET, —E AL, 1 2L kDL A ¥ 3
T —AFEFET 2T AT —LA P — R RBA L N2 EDDIENTEET,

¢« GPO X—Z®D ¢PBR —ERAF = —2rNOBE— KT 4 $— B RREIL, B—Da—
RGP 2 RIRA V P TORMERTE 97,

LT —AhETaTNT —LDY—E ATy RiRA Vv NBNRIET B — b A ERE I R —
FENTWEHA,

¢ePBRYV—EADTXTDOT VT 4 TR RiRA LV NOBELOEEN 128 B2 52 &
TTEFERA,

N — FRT YR —R— I TR DIEEEEE=Z—T512F, a— RANT 9
=2V A XYA~T X2 )T 4 X T Y —NR—DFTHT 7 varagirar b
77 N EBRIINIERT 20 ERH D 77,

c U UT— LT N ZAEFH LI —ERTE, WXl T 0 ZA—T T2/ L7
NWTLIZEN,

T AT I T —A TR ARERT A - R L. EFAEX2 )T 0 T A—F L3R
DiHBEX 2T 0 IA—TIT 2L THEATLI2LERDH Y 7,

T AT NT —AhTNRA AT HY—EATIE, =V RFA U P74 T— K T—2A

EVNR—RA T —AIRR DY —EAVLAN 2 HT 20 ER’H Y £9, — AEEN
D12OULEDOY—EARA = RRA L DT+ U —FK 7—2A1L 1 DO —E A VLAN %3t
FTE, 12U EOY =R REAL 2 bDYNR—=Z T —AFBOY—E X VLAN %
fEHCcEET,

e 2 —HF—jF, h—EAVLAN B —E R = RARA > FEFICHER S, ok b K
T4y ZIIERH SN TW W 2R T OIMERHY ET, FAMEZOXO 7%
VLANIZEE T 5 Z LI TEFEHA, ZHUX, ZOEIRNT 7 4 v 7 DR T %R
WD DITHLE T,

«ePBRY—EANTERINTEZ 7V —FBLRY A= ®F=2V T 40 Z—T7 1%, B
A v E—TxzA A (L F—T A AVLAN) PRI TWVWSHVXLAN Y —7 &
ATFDLAYA~TEXF2 VT 4 IN—F LI 2ELTEETALERNLY T,

« NXOS 10.5(1)F Tix, +y—bRATHEHEINLI= NARA » Ml A v H—T7 = A A%, A
V=T 2 A AVLAN OHTHLIULENS Y T, =2 RRA v M v ¥ —7 = A
A, VAYIPEA L F—T 2 A A BT X =T 2 A A, LA Y¥IHR—FF ¥R

. Cisco Nexus 9000 < ') — X NX-0S ePBR#&ER 4 K. ') ') —2Z 10.5(x)



| E¥aUF4 VL—TEERALEY—ER F—2O#R
sesmennszd

FlEFEAR— YRV YT A X —T A A, £72IZIPACLEPBR THHR— I T
LHFOMDA B —T oA AT HZLIITETERA,

e X2 VT 4 I N—TF LY —EAVLANIZePBR IV —E A CHFTEEITN, =2—F—
. IO —ERET =—2THEATZ2a L 77 MIBEET DI —H T 4 VX E0T
T arNRNI EEERTALENRNHY T,

*NXOS 10.5()F TliE, "7 74 v I RUXA L7 hSNHP—ERIE, a2 77 k&
U VRF 27 %A N CHERT A LERH D £,

«IPvd N7 7 ¢ v 7 Omatch 7 7 A~ v 713, IPVAY—EAZ G —E AT = — 2 THERK
THINENRHY, IPv6 T 7 4 v 7 @ match class-map IX, IPv6 b T 7 ¢ v 7 &Z&Tet—
EAF == THRT HUNERH Y £7,

s b T T4y Nar b7 7 bHNO any-any BEITE XL UERcE X2 ) T 4 =T L —
BT 2UERDHY, Fx—rNOY—EART 27 V7 =LY —EZXTHLHAE, —&
VITAR YT T AN —EDO VA YARETLB IO R— T A =2 245 #éﬁ
ERHYES,

e 2—P %, RUEETEERLOEX 2V T4 I N—T2ERT280E D2 T 7 b
B, FMECMNTIT 747 70— LTERDY—ERVFA LT a OfERE2AELSE
DRV —BIO—HI TAy AL EIN TV RNV L 2R T ILEND D £
ﬁ—o

e —EAF = —ND—4 2 A% LT fail-action MK S L TWAESIT, —E X%
L-LEFITm s RARA Y P -7 a—7 %24 LT, —E Ak LT e —T%—
BLTHZTHZ LB LET,

c T —T7 "T T 4 v ZIIBDCoPP 7 T AT A Z ENHEREENTWET, £H LA
Wt Tua—7 "I T4 I RT I FN D CoPP 7 T AEMGHL, A— =AW |
T 747 DANA ZKEIT, 1P SLARREDO (LA kG L CTAE U D ATRetEn & v 37,
CoPP I DWW TEEL <L, [IPSLA /Y7 > h® CoPP Ofk] # B L T IV,

¢+ ePBR ODEHBIONEHOT W 47— REREIL. ~A 7 0B AL F— g 5ff
AL —bERIVFA VL7 ar THEHASNDADY—EATIEYR— NI EHA, FEIZ
DWW TCIL, ePBRL3 O AZSZ L T 72 &0,

T AT NNT — A TNRAADT T — R T —ALLUNR—ZX T — LD RRA > FOIREE
X, BEIMICFEMI SN ER A, TR ERGEEX, 74V —RF 7 =AU =2 7 —
AT@D7D—7k7/7%m%@%TéM%W%DiTO

eV RKRA Vv MHICEREESNT T e —T v T v i, ML RARA L bOT7 T — K
T—=LE VU NR—AT— 2O THETEETN, ALY —ERELITIER DI —ERADT
VRRA v M TIIEE X EE AL

cFu—T7 hIVIIE, TaT AT —ATNRAADT U — KT =Lk U NR—AT— Al
Ty NEA v hORIEE BBRMT 570 AT 2 BERH Y £,

e —EBR J— NiE, ¥{F7C VRF £ 72138kt VRF O— 2352 &4, Bl VRF (2T
HZLEHTEET, V—ERX ) —FO—HMNPEEITT VRE O—THY . —H0 8k
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B sssacsnss

tF¥a)T4 FL—TEFEALEY—ER Fz—o MR |

VRF O—ThHHHEE. HETICH S T ToEk 5 8#E L, ¥{E7C VRF I —HEICHE
ﬁ#éz%ﬁ%@iﬁ T = — U NOEFED VRF 3 RE VRE IZBEE L TWAEHEE, 2
ITEE T R_RTCOERETAHAEEN, V—EAF = — 2 OHE T VRE IZEEL TV

HVENH Y F£7,
e T aTNNT —AYP =R RRA LV MTIE, 77— %8025 VRFIZRET S Z &1
TEEHA,

ILVF/—FH—ERXRFIz—rDHA KSA4 U EHIREIE
=R F2—UTERKS OO — AR (/—F) ™ R—-bSnET,
s wIILTF ) — P TIZ, SARABLIO R v 7O fail-action 272 3 » OHBPYR— b
SNFET, EEOD fail-action 47 > 2 IR — P ERTWER A,

e IF ) —RHP—ERF=2—rNTIL, IPT7 FLRAEHEZFETTLH OV — b AHEE
(B— K XT P F£721L CGNAT T34 R) OB ZRHBERTE F7,

TILFHA P H—ERFI—2DHA K54 U EHIREIE !

HEEDOV—ERF 2 —2 DT XTOY—EAEIEIL, B—OHW A MIBETHIXLERHY F
KR

« T — )L F—NR— TN —TFNTIF. HR5OD T =— LA —_"— P —E2F - — 03
R—r&Enhx1,

cVXLAN ZV—F R — 47 a v TEPBRY—ERXAFc— ZFEH LTSV /LFH
A~ 777V 7T, B&R10DYVA B R—FEINFET,

e ILF VA KN T 2= —NRN—F T g0k, a— RRT U FAL A THEREND Y —
EAF z— TV FR—bFENEEAL, B— KTV T8 2T EDOVIP B H Y |
Bapin— RANSG U T o— L d—"—XNFET. ZhiL. VIEP O&FEI TEHE XN
7-VIPICEY, 72— A —R_—DWRERTENIEETT,

s P —ERAF == THEMESND, BRI NAT AR > TR I — RT3 73
AR, B—=RATL LU I RO —N—F, RAUHA MCEELTOILERS D
j—o
e —bERF -t FHITHILICERESNT T 2= — =P —E X F = — T,
ECEDYV—E R ) — RTHEETIVNERHY £T, 72720, FV—E R —FI, &F
IERBOY—C AT RRA V FEFFOZENTEET,

e P—ERF =2 HNOTRTOY—ER /) — K&, HHTIE IR sz =—
F—R—Pp—t 2 F z— T, ALY —ER X2 )T 4 I —FTHERT HULENH Y

£,
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RAHYBETAVT—2 320 ePBRERK .

IAB8ET A T— 320 ePBRIERL

ePBR H— E X DHERK

1R BRI

Z ZTlL. ePBR " —E ZDHERIZ DN T

AL £,

[no] security-group <fwdGrp> [rever se<revGrp>]
[no] probe{icmp | <l4-proto> <port-num> [control<status> ] | http get [ <url-name> [version

<ver> ]| dnshost <host-name> ctp} [frequency <freg-num> | timeout <timeout> |
retry-down-count <down-count> | retry-up-count <up-count> | sour ce-interface <src-intf> |

FIEDHE
1. configure terminal
2. epbr service service-name
3. vrf vrf-name
4,
5.
reverse <rev-src-intf> ]+
6.
7 probetrack track-1D
8.
9. maode hot-standby
10. weight <weight>
1.  exit
=3 k2t
FIE

service-endpoint {ip ipv4-address | ipv6 ipv6-address}

reverse{ip ipv4-address | ipv6 ipv6-address}

AR RERETIVaY

E:)

RFw 71 |configureterminal

1 :

switch# configure terminal
switch (config) #

OV 7 4F¥al—var EB—RICAD £,

R w72 |epbr serviceservice-name

1 -

switch(config)# epbr service firewall

B LV ePBR — b RAHEREAVERL L £ 97,

RAFw 73 |vrfvrf-name

&1

switch (config-epbr-svc)# vrf tenant A

ePBR ¥ —t AfHED VRF #48E L4,
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tF¥a)T4 FL—TEFEALEY—ER Fz—o MR |

ARV KEEEET7Ia Y B#)

AT w74 |[no] security-group <fwdGrp> [reverse<revGrp>] ESmB LW RO —ERX X2 T 4 71—

Bl - TETEERLET, VTN T — AT AD

. . . e, W—olahmtx=V7 4 JA—7%EE

switch (config-epbr-svc)# security-group 10 . . ..

reverse 20 THIVNENHDET, 72TV T —h TN AD

switch (config-epbr-svc)# security-group 30 i}%/a\\ JILE\jiFI'ﬂ’!Za?J B 7‘}1/%702:@)‘3'_,@_[25\;1
V7r g4 JN—T3—EThHILERDY 7,
2RI 512k, o< Ko no B4l
HALET,

XF w75 |[no] probe{icmp | <l4-proto> <port-num> _ P—v 2D T o — T AR LET, A URERR
[control<status> ] | http get [ <url-name> [version . —bE 2 = RBRA Y FOIESET — 2 &5
<ver> ]| dnshost <host-name> ctp} [frequency FHET — M b EATEEF. —Da<vr FOno
<freg-num> | timeout <timeout> | retry-down-count - e
<down-count> | retry-up-count <up-count> | FPAZBAT 5 & MARAHIER ST
source-interface <src-intf> | reverse <rev-src-intf> ]+ | VXLANBBE I S —E x> REAL > b

DYE ., —HEOREEITLIPZIPSLAE v v a Il
HATx5X5c, 7n—T70EEL—T Ny T
A E =T 2 A AERETDUERDH Y £7,

25w F6 |serviceendpoint {ip ipv-address| ipv6 ipv6-address} | ePBR #— 2D H— 2 =3 KA v k& Alk L
Bl - F9, AT v 7 6~10 %0 L T, 5D ePBR
switch (config-vrf)# service-endpoint ip P—EA ERAA b %T%EXT% ijﬁo
172.16.1.200

RTwF1 |probetrack track-1D P—E R RARA  NONEST I E I3 H T —
1 ADA—W—ER I T v I ERELET,
switch (config-epbr-fwd-svc)# probe track 30

25w 78 |reverse{ip ipv4-address|ipv6 ipv6-address} FaTNT —h P —ER T RRA L FOWSH
i - IP7 RLAZEHRLET, ZHiI, Vo7 —Lb =
switch (config-epbr-fwd-svc)# reverse ip < ]\73/]) < ]\ Kéi%\giﬁb\: & L:HE%L\ LT < = é
172.16.30.200 Uy,

AFw 79 | modehot-standby F—E ALY RRAV hadRy hAZ LA =
{1 RARA L FELTHERRLET,
switch (config-epbr-fwd-svc)# mode hot-standby

ATw 710 |weight <weight> TIT 4T EIFARY PAZ R, = RIRA v
5l - N OEHEMR L ET,
switch (config-epbr-fwd-svc) # weight 6 F7 4L MElX 1 T,

AFy 1 |exit ePBR ¥ — b ARERRLE— REK T LET,

1 -

switch (config-vrf) # exit
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ePBR Yy —ERF r— U DR .

ePBRH—EXF T — U DIERK

FIEDHE
1. configureterminal
2. [no] epbr service-chain <chain-name>
3. [no] mode multisite [failover-group <group-name>]
4. load-balance method <Ib-method> { src-ip | dst-ip | src-dst-ipprotocol}
5. seguence-number set service service-name] fail-action { bypass | drop | forward}]
6. action {route| redirect} [reverse-action {route| redirect}]
FIEDEEH
FIE
ARV KRFERRETI a3 Y B#J
Z 5w 71| configure terminal 2y 7 4 Xal—varE—RICAYET,
i) :

switch# configure terminal
switch (config) #

R w 72 |[no] epbr service-chain <chain-name> ePBR —E R F = — L ZHpk LUET, ZHELZYIE
Bl - THIE, Zoavy RO no BREMALET,

Switch (config-epbr-svc-chain)# epbr service-chain|
web

R 5w 7 3 |[no] mode multisite [failover-group <group-name>]  |NX-0S 10.52)F LA Clt, y—ERF = —L DE—
I R=LFHP A " BLRT =2— A —"— T )L—7F
ZRERRCE £,

o 7 —)VE—_— T —T1F, E— K </T
YA FRYP—ERF = — IR L THEIC -
TWDAEARICDORERTEET, 7o—A—
IN— T —T I — R multi-site &

mode multisite failover-group fallback-web-chain3

fERATHZ ENTEET,

AT 7 4 |load-balance method <lb-method> { src-ip [dst-ip|  |ePBR #—EAF = —r Du— KT v 7R
s c-dst-ipprotocol} ERELET, RUERE, VP—EAFz— WO
i) il x O —E AERICEHT 52 b TEET,
switch (config-epbr-svc-chain) # load-balance metho 7577]./1/ N A7 a0k src-dst-ipprotocol -(\\——9)«0

src-ip

ATvTH seqt{encenumbef set service Fx— L NORFED Y —7r v ATH— B RERE A 5
service-name] fail-action { bypass| drop | forward}] FL. 20— ADKRKT 7o ay A=A,
fi ERELET,
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tF¥a)T4 FL—TEFEALEY—ER Fz—o MR |

ARV RFERETIVa Y

B8

switch (config-epbr-svc-chain) #
10 set service fw2 fail-action drop
20 set service tcp optim2 fail-action bypass

NX-OS 10.5Q)F LI Tix, ~VF/— R H—E X
Fz—2 %A LZGPORY R — hEITWET,

ATvT6

action {route | redirect} [reverse-action {route|
redirect}]

1

switch (config-epbr-svc-chain-seq) # action route
reverse-action route

H— B R DG PR E TENATHERE & 7R T 72 D12,
Fr—NOYP—EADIRIERLY N—AT F g
FRER L ET,

F7H N N A7 a idredirect T,

Jrx—I)LA—N—FIL—TDER

T )V —— T — TR T AT

3, ROFNEEZFATLET,

FIEDHE
1. configureterminal
2. epbr service-chain service-chain-name
3. epbr failover-group failover-group-name
4. [no] service-chain <name> preference <preference>
FlgD 4
FIE
ARV KRFERETI a3 Y B#J
A7y 71 |configureterminal Ja—s )L ary 7 4 Fal—ar ®— ek

1 -

switch# configure terminal
switch (config) #

L/\gz‘g—(]

ATy T2

epbr service-chain service-chain-name

1

Switch (config-epbr-svc-chain) # epbr service-chain
web

P—bERF = — 2 ERE L FET,

ATvT3

epbr failover-group failover-group-name

1

switch (config-epbr-svc-chain) # epbr failover-group
fallback-web-chainl

Tz — )L F—_— TN —FE R L E T,

ATvT4

[no] service-chain <name> preference <preference>

1

switch (config-epbr-fail-group) # service-chain
sitel-web-chain preference 20

Tz — )L — =TI —TFNT T +—/Ly 7 P—
ERAFz—2RERL., 74—y 7 —E R
Fx— TV 77 L AEED Y TES,
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ePBR ¥ —E 27z — im0k [

ePBR Y —EXF = —UERDIHER

ePBR —E R F = — R E R T I, kOa~r FEFERALET

Flan#EE
1. show epbr service[ <svc-name> |
2. show epbr service-chain [ <chain-name> ] [ reverse]
3. show tech-support epbr
4. show consistency-checker epbr service-chain { <svcChainName> | all }
5. show running-config epbr
6. show startup-config epbr
FIED
FIE
ARV KRFERRETY VY B#Y
Z 5 71 | show epbr service [ <svc-name> | ePBR " — B ABERE L =0 FARA o MBI D16 #H
15'] : %ié/j——“ Liﬁ—o

switch# show epbr service fw

Z 7w 72 | show epbr service-chain [ <chain-name>] [ reverse] | JIEJ; i % 7= (33 /610> ePBR #— E A F = —> A Y
fi VICET A ERAER R LET,

switch# show epbr service-chain web

AT 7 3| show tech-support epbr ePBR DT 7 =71 )L R — MEHREZERLET,
1
switch# show tech-support epbr

R w74 |show con_sistency-checker epbr service-chain { ePBRRTE., 2> ha—)L L —2TD ePBR DY
<svcChainName> | all } ZA Ly AR, BEOESICE>TWD AL
il - AEF=ZHB VT AN=ZALOESGHET = v 7 & FE
show consistency-checker epbr service-chain web Tfl/§37ro

R T w 75 | show running-config epbr ePBR O EfTH A F R LET,
fi
switch# show running-config epbr

R T 7 6 | show startup-config epbr ePBR DA ¥ — N7 v Ik TR LET,

1

switch# show startup-config epbr
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SGACL H—E X F = — > DIERH

SGACL % —EAF = — U2 R THERBIC SV TIE, K5 2L T EE,

13 5% E

VXLAN EVPN

S — SL1
Vian25 Vlan16 | | Vlan17
Vlan24
e — — -T—
- — e —— — +— FwW2
— — —> T FWD: 10.0.0.1 (VIan16)
Host A Host B REV: 10.0.0.2 (Vlan17)

192.168.1.1 192.168.1.2 FW1
FWD: 10.0.1.1 (Vlan24)

REV: 10.0.1.2 (Vlan25)

524152

1. Y—ERADLAXA4~T LI ZEERLET.

security-group 2010 name FWD
type layer4d-7
match interface vlan 24
match interface vlan 16
security-group 2011 name REV
type layer4d-7
match interface vlan 25
match interface vlan 17

2. ePBRY—bE R LT RRA v+ DIERL,

epbr service fw

vrf tenant

security-group 2010 reverse 2011

probe tcp 80 frequency 5 timeout 3 source-interface
loopbackl0 reverse loopbackll

service-end-point ip 10.0.1.1
reverse ip 10.0.1.2

service-end-point ip 10.0.0.1
reverse ip 10.0.0.2

3. ™AMN I T4y oDEX2 VT4 N—T VLI XZEERLET,

security-group 5051 name sec 5051
match connected-endpoints vrf tenant ipv4 151.1.1.0/24
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seacL #—t 2 F = — > oisl ]

security-group 5050 name sec_ 5050
match connected-endpoints vrf tenant ipv4 150.1.1.0/24

4. LAY3 VA YADO-BHEEELERT L X2V T 4 7T A~y T E2ERLET,

class-map type security match-any class ipvd4 tcp
match ipv4 tcp dport 80
match ipv4 tcp dport 443

5. ePBRY—E2Fx—r a2l LET, if TV T2~y 7, R v—<v 7 BLO=
Y77 FOKRIZ, TRTOV =7 T—ELTWALERH D £7,

epbr service-chain web
load-balance method src-dst-ipprotocol
10 set service fw fail-action drop

6. X2V T4 ARV —<uv 7 EREL, V—ECRTFz—r &NV E e match? 7 A~ v 7IZ
L %4,

policy-map type security web policy
class type security class ipv4 tcp
service-chain web

7. AT FORE

vrf context tenant
security contract source 5050 destination 5051 policy web policy

VRF 22 7 % 2 b &8l — NICBITT 5 FEOFEMIOVWTIE, X207 4 Z—
THEOEX2) T 4 ar bT7 7 POEKESZRL T ZE N,

REDHER
e RIZ, ePBRY—E R &L RiRA v M ERERT 5 HEOFIZRLET,

show epbr service fw

Legend:
Operational State (Op-STS): UP:Reachable, DOWN:Unreachable,

SVC-ADMIN-DOWN: Service shut

ADMIN-DOWN:Admin shut, OPER-DOWN:Out-of-service
Probe:

Protocol/Frequency (sec) /Timeout (sec) /Retry-Up-Count/Retry-Down-Count

Hold-down Threshold: Count/Time (sec)

Service mode: Full:Full-Duplex, Half:Half-Duplex
Type: L3:Layer-3, L2:Layer-2

Threshold: Threshold High/Low

Name Type Service mode VRF
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B scacty—cx7z— o

fw L3 Full

tenant

Security-group Reverse security-group Threshold

2010 2011

Endpoint IP/Intf Track SLA Op-ST Probe Hold-down

Role Weight

Reverse IP/Intf Track SLA Op-ST Probe
10.0.1.1/ 1 20001 UP TCP/5/3/0/0
A 1
10.0.1.2/ 3 20003 UP TCP/5/3/0/0
10.0.0.1/ 2 20002 Up TCP/5/3/0/0
A 1
10.0.0.2/ 4 20004 UP TCP/5/3/0/0

WIZ, ePBR — VY R F = — 2 ZJEH A F =30 5 A CHRT 2H 2R LET,

show epbr service-chain web
Service-chain : web
service:fw, sequence:10, fail-action:Drop
load-balance: Source-Destination-ipprotocol, action:Redirect
state:UP
IP 10.0.1.1 track 1 [UP]

IP 10.0.0.1 track 2 [UP]
show epbr service-chain web reverse

Service-chain : web

service:fw, sequence:10, fail-action:Drop
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load-balance: Source-Destination-ipprotocol,

state:UP
IP 10.0.1.2 track 3 [UP]

IP 10.0.0.2 track 4 [UP]

seacL #—t 2 F = — > oisl ]

action:Redirect

cRIT, Y—ERTF =— L DBEWT = v I — %R T 202 R LET,

show consistency-checker epbr service-chain chainl
EPBR CC: Service Chain validation passed

show consistency-checker epbr service-chain all
EPBR CC: Service Chain validation passed

YILF/—LK VT YA B H—ERX Fz—2DERH

X 14:

E‘Is

TE fl

Host

H

Host

FW 3

WIZ, P—EAFz2—0D—ETHDIHYV—ERLLT3DDT 7 AT U4 —/VEFF RN %2
RLET, K774 T U —ME, BEOY—bE R RiRA v hCEREINET,

1. ePBR ¥ —E & fwl O

epbr service fwl
vrf tenant
security-group 2010 reverse 2011

probe icmp frequency 2 retry-down-count 2 retry-up-count 1 timeout 1 source-interface

loopback3 reverse loopbackd
service-end-point ip 10.1.1.2
weight 10
reverse ip 11.1.1.2
service-end-point ip 18.1.1.2
reverse ip 19.1.1.2
service-end-point ip 20.1.1.2
mode hot-standby
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reverse ip 21.1.1.2
service-end-point ip 253.1.1.2

mode hot-standby

weight 10

reverse ip 254.1.1.2
service-end-point ip 26.1.1.2

weight 5

reverse ip 27.1.1.2
service-end-point ip 34.1.1.2

mode hot-standby

weight 6

reverse ip 35.1.1.2

2. ePBR ¥ — b R fw2 O#ERY

epbr service fw2

vrf tenant

security-group 2013

probe icmp frequency 2 retry-down-count 2 retry-up-count 1 timeout 1 source-interface

loopback3 reverse loopbackd

service-end-point ip 255.1.1.2
mode hot-standby

service-end-point ip 50.1.1.2
weight 10

service-end-point ip 54.1.1.2
weight 5

service-end-point ip 58.1.1.2

service-end-point ip 59.1.1.2
mode hot-standby
weight 10

service-end-point ip 62.1.1.2
mode hot-standby
weight 6

3. ePBR #— b & fw3 Ok

epbr service fw3
vrf tenant
security-group 2014 reverse 2015
probe icmp frequency 2 retry-down-count 2 retry-up-count 1 timeout 1 source-interface
loopback3 reverse loopbackd
service-end-point ip 12.1.1.2
weight 10
reverse ip 13.1.1.2
service-end-point ip 22.1.1.2
weight 10
reverse ip 23.1.1.2
service-end-point ip 32.1.1.2
weight 5
reverse ip 33.1.1.2
service-end-point ip 40.1.1.2
reverse ip 41.1.1.2

4. ePBR ¥/LF /) — K+ —ERAF = — 2 DAL

epbr service-chain FW-chain-v4
load-balance method dst-ip
10 set service servicel-v4-2arm fail-action bypass
load-balance method src-ip
20 set service service3-v4-larm fail-action drop
30 set service serviceb-v4-2arm fail-action bypass
load-balance method src-dst-ipprotocol
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seacL #—t 2 F = — > oisl ]

TILNF/—FH—ERFI—2DFEDR

sh epbr service-chain FW-chain-v4

Service-chain

service: fwl,

FW-chain-v4 state:UP

sequence:10, fail-action:Bypass

load-balance:Source-Destination-ipprotocol, action:Redirect

state:UP

IP

IP

IP

IP

IP

IP

service:fw2,

10.

18.

26.

20.

34.

1.1.2 track 1

1.1.2 track 2

1.1.2 track 3

1.1.2 track 4

1.1.2 track 5

253.1.1.2 track 6

[UP]

[UP]

[UP]

[UP] [HOT-STANDBY]

[UP] [HOT-STANDBY]

[UP] [HOT-STANDBY]

sequence:20, fail-action:Drop

load-balance:Source-Destination-ipprotocol, action:Redirect

state:UP

IP

IP

IP

IP

IP

IP

service:fw3,

50.

54.

58.

59.

62.

1.1.2 track 7

1.1.2 track 8

1.1.2 track 9

1.1.2 track 10

1.1.2 track 11

[UP]

[UP]

[UP]

[UP] [HOT-STANDBY]

[UP] [HOT-STANDBY]

255.1.1.2 track 12 [UP] [HOT-STANDBY]

sequence:30, fail-action:Bypass

load-balance:Source-Destination-ipprotocol, action:Redirect

state:

IP

IP

IP

IP

12.

22.

32.

40.

9)5

1.1.2 track 13

1.1.2 track 14

1.1.2 track 15

1.1.2 track 16

[UP]

[UP]

[UP]

[UP]
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GPO ZEA L=< ILFH A k ePBR D#EALHI

B 15: 5% E Bl
Service 1 @ Service 2

I | || ¥ wmer ||

[SiT) st il). il sl
ode 0 |
"'ﬂb{‘
E-'\‘h
EGUJ.E“i:!IlI.iimllllBGaFE1
5ewice3|_lju[_' [l | RS
vPC BGW BGW BHES
SITE 2

m B “v{‘_ n—*’g-m

Service 3 ‘
BSemice 2 (o1 -]

Service 1

Hosti_n

— e ——

HA k1
1. LAY3 LA VY40 —-FHEELERT 28X T4 7T A~y T EERLET,

class-map type security match-any web class
match ipv4 tcp dport 80

Host

Host

S24E03

2. X2 VT4 R o—<vTEERL, Y—ERXF =—2 % NE R match 7 T A< v 712

L £,

policy-map type security web
class type security web_ class
service-chain sitel-web-chain
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3. ePBRY—E AL RiRA v b DERL,

epbr service fw
security-group 100
probe icmp
service-end-point ip 10.1.
service-end-point ip 20.1.
mode hot-standby

epbr service fw2
security-group 100
probe icmp

service-end-point ip 11.1.1.

epbr service fw3
security-group 100
probe icmp

service-end-point ip 13.1.1.

o

2

seacL #—t 2 F = — > oisl ]

4, wILFHP A FE—RELTz— )L F—NR— T —F L F = — 2 O

epbr service-chain sitel-web-chain
mode multisite failover-group fallback-web-chainl

load-balance method dst-ip

10 set service fw fail-action drop

epbr service-chain site2-web-chain

load-balance method dst-ip

10 set service fw2 fail-action drop

epbr service-chain site3-web-chain

load-balance method dst-ip

10 set service fw3 fail-action drop

epbr failover-group fallback-web-chainl
service-chain site2-web-chain preference 5
service-chain site3-web-chain preference 20

Y4 L2

1. LA4%3, LA V40—-BHRELZERTLHEX 2V T4 V7 T7A Yy TEERLET,

class-map type security match-any web class

match ipv4 tcp dport 80

2. EXaVT 4RI v—~vTE

L £,

policy-map type security web

class type security web class

service-chain site2-web-chain

3. ePBRY¥—t 2L RRA v FDIERL,

epbr service fw
security-group 100
probe icmp

service-end-point ip 10.1.1.
service-end-point ip 20.1.1.

mode hot-standby

epbr service fw2
security-group 100
probe icmp

2
2

REL, VP —bEAF =—r % MFrmatch 7 7 A < v 7IZ
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service-end-point ip 11.1.1.2

epbr service fw3
security-group 100
probe icmp
service-end-point ip 13.1.1.2

4., vNTFHA FE—RET 2=V == TV —T L F = — L DO

epbr service-chain sitel-web-chain
load-balance method dst-ip
10 set service fw fail-action drop

epbr service-chain site2-web-chain
mode multisite failover-group fallback-web-chain?2
load-balance method dst-ip
10 set service fw2 fail-action drop

epbr service-chain site3-web-chain
load-balance method dst-ip
10 set service fw3 fail-action drop

epbr failover-group fallback-web-chain2
service-chain sitel-web-chain preference 5
service-chain site3-web-chain preference 25

Y4 k+3
1. LA4¥3, LA V40-BHRELZERTLHEX 2T 4 7 TR~y T HERLET,

class-map type security match-any web class
match ipv4 tcp dport 80

2. X2 VT4 R v—~ T EERL, Y—EATF=— 2%V FEmatch 7 7 A~ v 7T
L £,

policy-map type security web
class type security web class
service-chain site3-web-chain

3. ePBRY—bE Rz RBRA L FDOIERK

epbr service fw
security-group 100
probe icmp
service-end-point ip 10.1.1.2
service-end-point ip 20.1.1.2
mode hot-standby

epbr service fw2
security-group 100
probe icmp
service-end-point ip 11.1.1.2

epbr service fw3
security-group 100
probe icmp
service-end-point ip 13.1.1.2

4, —bERFz—r L LFHA FNORERL

epbr service-chain sitel-web-chain
load-balance method dst-ip
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10 set service fw fail-action drop

epbr service-chain site2-web-chain
load-balance method dst-ip
10 set service fw2 fail-action drop

epbr service-chain site3-web-chain

mode multisite failover-group fallback-web-chain3
load-balance method dst-ip

10 set service fw3 fail-action drop

5. 7 xz— LA —/— T )—T DR

epbr failover-group fallback-web-chain3
service-chain sitel-web-chain preference 20
service-chain site2-web-chain preference 25

TILFH A FMERDOHER
WD show <> REERA LT, w/LF VA hOWKEFERTE £,
s RIZ, ePBR v —E A F = — L DRELZ R T DU 2R LET,

show epbr service-chain sitel-web-chain
Service-chain : sitel-web-chain state:DOWN

mode: multisite, failover-group:fallback-web-chain [AVAILABLE] [IN USE]
failover-chain: site3-web-chain

service:fw, sequence:10, fail-action:Drop
load-balance:Destination-ip, action:Redirect
state: DOWN
IP 10.1.1.2 track 9 [DOWN]
IP 20.1.1.2 track 10 [DOWN] [HOT-STANDBY]

service:tcp_optim, sequence:20, fail-action:Bypass
load-balance:Destination-ip, action:Redirect
state:UP
IP 30.1.1.2 track 11 [UP]

FiExER L TNET,

show epbr failover-group fallback-web-chain

Failover group : fallback-web-chain
Failover Service-chain : site2-web-chain Preference: 1 state: DOWN

service:fw2, sequence:10, fail-action:Drop
load-balance:Destination-ip, action:Redirect
state: DOWN
IP 11.1.1.2 track 12 [DOWN]

service:tcp optim2, sequence:20, fail-action:Bypass
state: UP
load-balance:Destination-ip, action:Redirect
state:UP

IP 12.1.1.2 track 13 [UP]

Failover Service-chain : site3-web-chain Preference: 2 state: UP
service:fw3, sequence:10, fail-action:Drop
load-balance:Destination-ip, action:Redirect
state:UP
IP 13.1.1.2 track 14 [UP]
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service:tcp_optim2, sequence:20, fail-action:Bypass
load-balance:Destination-ip, action:Redirect
state:UP

IP 14.1.1.2 track 15 [UP]
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