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B ok orssEesiREE

OB a T, AA Yy TFEREORED 27 % 2 T Docker ZHENZ LT %)
HEICOWTHA L E3, %1972 Docker D 715 & BERE D FEMIZ DUV T,
https://docs.docker.com/ {Z& % Docker D K = A ¥ =B L T 7E &0,

Docker M;FEFE1H & FHIEEIE

Wiz, AA v F LD Cisco NX-OS T Docker ZEATH72DDH A KT A EHIREEEZRL
F9,
» Docker TH— R 3—F ¢ @ DHCPD #— \—%E/T L CWH A, SVI & —HEICEAT S
L. ITAT Y MIRIET DA T 7 —CRENRAET D RN H D £9°, FTREZR[ELEER
X, 7e—R¥x A MOEEFEHATLHZ LT,

e Docker #fEIZ. D 72< &b 8 GB D AT I RAM % 2.7~ Cisco Nexus 9000Cisco Nexus
3000 AA v FTHHR—FEINTNET,

Cisco NX-0S [N T Docker 2 > T+ Z#HTET 2= DRIIE
E 3
AA wF D Cisco NX-OS T Docker Z# T 57O DRIHRGLMFITRDO LBV TT -
o JRA N Bash V= VEFHNILET, AA v F D Cisco NX-OS T Docker Z 1 FH9 51213

AA N Bash V= /LD)—k 22— —THDHLERHD £ :

switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
switch (config)# feature bash-shell

¢« AA v FBHITP 77Xy —N"EFHHTEHRxy NU—7 NICH DA, nhttp proxy &
https proxy ﬁ%fﬁilﬁéﬁ% /etc/sysconfig/docker ﬂ:*ﬁﬁkﬁﬁéﬂ\é‘gﬁ)&) ) iﬁ‘o WJ .

export http proxy=http://proxy.esl.cisco.com:8080
export https proxy=http://proxy.esl.cisco.com:8080

AL v TFDIy INELSRESNTWND Z L Z2MERLTIEIV, £oLARnE Kk
DET— Ay E—UNERRINDIGEVRHY £7 -

x509: certificate has expired or is not yet valid

s RAAL VA ER—LH P — NN Ry hU—Z %L TN SN TWD Z &, BLO
Jetc/resolv.conf 7 7 A WIIMENTNWAZ L EMRLET -

switch# conf t
Enter configuration commands, one per line. End with CNTL/Z.
switch (config) # vrf context management
switch (config-vrf)# ip domain-name ?
WORD Enter the default domain (Max Size 64)

switch (config-vrf)# ip name-server ?
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Docker T

Docker 7—E > D RA%A .

A.B.C.D Enter an IPv4 address
A:B::C:D Enter an IPv6 address

root@switch# cat /etc/resolv.conf
domain cisco.com #bleed
nameserver 171.70.168.183 #bleed
root@switch#

—E > DHLA

#1% T Docker 7 —E  ZBIAT 5 & FEVA XDy 7T F AR —Y AR—ZART —

7Ty ad dockerpart EMEEND 7 7 A ZEID &AL, RIZ /var/1ib/docker (2% 7
k éﬂiﬁ—o %‘gk—ﬁ; C . Docker ?*%V%fﬁﬂ&)fﬁﬁﬁéﬁ‘éﬁﬁil /etc/sysconfig/docker %
itk LC. ZOFEBDT 740 b YA AT Ed, BT T L1, RBEIIELT
DAL= AR—ADY A ZBESTLHILHTEET,

Docker 7 —% > ZBRAT BT -

AT w1 Bash ZitriAdr, A—/8—a2—P—(272 0 3,

switch# run bash sudo su -

ATy T2

ATvT3

Docker & —%F& > & #tE) L ¥ 3,

root@switch# service docker start

AT —=H A %F =y 7 LET,

root@switch# service docker status

dockerd (pid 3597) is running...
root@switch#
(GE) Docker 7 —E > ZE L7=2H, 7 — 7T v 2 @D dockerpart 7 7 A /VEHIFRLIZY, X

ALTZ0 LANWTL &, ZhiE, docker DREEEIZ & » TEHEETH D00 TT,

switch# dir bootflash:dockerpart
2000000000 Mar 14 12:50:14 2018 dockerpart

BEMIZEE T D K 512 Docker 1R 5

A A F ORENFIZF I B BN EIT 5 X 9 (2 Docker 77—V AAERTE 97,

ATFv7F1 Bashazn— RLTCA— —a2—H—2 Y £,

switch# run bash sudo su -
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. Docker 2 VT F DR KRR b 2y FT—9 EFIL

ATy T2

ATvT3

chkconfig 2—7 4 U T 4 ZfEH LT, Docker —E X &KFifb LET,

root@switch# chkconfig --add docker
root@n9k-24

chkconfig L—7 A V7 ¢ &AL T, Docker —E & @%&E%ﬁﬁ%@ LET,

root@switch# chkconfig --list | grep docker
docker 0O:o0ff 1l:0ff 2:on 3:on 4:on 5:on 6:0ff
root@switch#

Docker 2% HEIFIZHCE) L 72N K 9 ISR E BIBR 2120 -

root@switch# chkconfig --del docker
root@switch# chkconfig --list | grep docker
root@switch#

Docker A>T+ DB RA MRy FTJ—9 ETIL

ATy I

ATy T2

Docker 27 FINT —Z R— FEFHEZZDTXTORA N Ry NU—=7 A F—Tx A A
T 7 BATED LT HEEIE, ——network WA b A7 v 3 & LT Docker 2> 7

FTEREEBLES, 27T FTHO—F —(X, ip netns exec <net namespace> <cmd> & L

C. /var/run/netns (CiscoNX-OS TiREIN/T-EEXIFEAR VRFIZHS) CTEFIFER xRy b
U— 7 AR AL N TEET,

Bash Z1— KL CA—/ =2 —P =220 £9,

switch# run bash sudo su -

Docker = > 7 ZBAtGE L £9°,

PLFIEX, AA »F T Alpine Docker 2> 7 F&#EEH L, T XTORXY NU—2 A U F—T oA A% FRKRT
LHTYT, arTHIE, T4 NTEER Y N —7 O4FIEMTER INET,

root@switch# docker run --name=alpinerun -v /var/run/netns:/var/run/netns:ro,rslave --rm --network
host --cap-add SYS_ADMIN -it alpine

/ # apk --update add iproute2

fetch http://dl-cdn.alpinelinux.org/alpine/v3.7/main/x86 64/APKINDEX.tar.gz
fetch http://dl-cdn.alpinelinux.org/alpine/v3.7/community/x86 64/APKINDEX.tar.gz
(1/6) Installing libelf (0.8.13-r3)

(2/6) Installing libmnl (1.0.4-x0)

(3/6) Installing jansson (2.10-r0)

(4/6) Installing libnftnl-libs (1.0.8-rl)

(5/6) Installing iptables (1.6.1-rl)

(6/6) Installing iproute2 (4.13.0-r0)

Executing iproute2-4.13.0-r0.post-install

Executing busybox-1.27.2-r7.trigger

OK: 7 MiB in 17 packages

/#

/ # ip netns list

management
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Docker 71 75 OBfth: TV v UBARy k7—5 FL

default

/#

/ # ip address

1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

inet 127.0.0.1/8 scope host lo

valid 1ft forever preferred 1ft forever

inet6 ::1/128 scope host

valid 1ft forever preferred 1ft forever

2: tunlO@NONE: <NOARP> mtu 1480 gdisc noop state DOWN group default

link/ipip 0.0.0.0 brd 0.0.0.0

3: gre0O@NONE: <NOARP> mtu 1476 gdisc noop state DOWN group default

link/gre 0.0.0.0 brd 0.0.0.0

#
# ip netns exec default ip address

lo: <LOOPBACK,UP,LOWER UP> mtu 65536 gdisc noqueue state UNKNOWN group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

inet 127.0.0.1/16 scope host lo

valid 1ft forever preferred 1ft forever

2: dummyO: <BROADCAST,NOARP> mtu 1500 gdisc noop state DOWN group default
link/ether 42:0d:9b:3c:d4:62 brd ff:ff:ff:ff:ff:ff

3: tunlO@NONE: <NOARP> mtu 1480 gdisc noop state DOWN group default

link/ipip 0.0.0.0 brd 0.0.0.0

/
/
1:

Docker A>T DB Ty oBIRY KDJ—9 ETIL

Docker = > 7 FIZANR R v MU — T Hike (BEITERA X —T7 = — A% L C) OILEFFA
L. BEDT—F R—FEIMUDAA v F A 0 F =T 2= ZA~OAEMEEZ LT L HEUT L
RWEIX, T 74V h®D Docker 7V v X kU —2 E5 LT Docker 2T F = BAIAT
TET, L. Xy MU AR OSEELIRIET 5720, mio® s v a TR LIER
Ak Fy NT—F 7 FFLEY HEETT,

AFv7T1 Bashzn— RLTCA—=——a2—H—2 Y £,

switch# run bash sudo su -

AT w72 Docker 2T FEBMLET,
PUFIE. AA » T T Alpine Docker = > 7 FZBHIE L, iproute2 2Ny 7 —TU% A VA =T 54 TT,

root@switch# docker run -it --rm alpine

/ # apk --update add iproute2

fetch http://dl-cdn.alpinelinux.org/alpine/v3.7/main/x86 64/APKINDEX.tar.gz
fetch http://dl-cdn.alpinelinux.org/alpine/v3.7/community/x86 64/APKINDEX.tar.gz
(1/6) Installing libelf (0.8.13-r3)

(2/6) Installing libmnl (1.0.4-r0)

(3/6) Installing jansson (2.10-r0)

(4/6) Installing libnftnl-libs (1.0.8-rl)

(5/6) Installing iptables (1.6.1-rl)

(6/6) Installing iproute2 (4.13.0-r0)

Executing iproute2-4.13.0-rO.post-install

Executing busybox-1.27.2-r7.trigger

Cisco NX-0S T® Docker 1A .



Cisco NX-0S T Docker O |
B oocker a2 75T TI— ISV LA BLUERE A A—T 1 L3 DTN

OK: 7 MiB in 17 packages
/ #

/ # ip netns list

/ #

ATV T3 2P —AAIEMONHEERET 2 E I NERELET,

TV oV Ry NI—7 BT NVEEAT LT ORE, 22— —LARIERONHEZREL T, B%2V
TAEILICHESED L TEET, FFMICOVTE, T=2——[4A7ZE# (namespace) (D7 EfEIC
£ % Docker =7 FDOfRE (11 =) | #BRL TN,

RHED Docker R — M A7 v a VEMEA LT, sshd’2ED2 T F =L —EXZAMRTEES, fi:
root@switch# docker run -d -p 18877:22 --name sshd container sshd ubuntu
IRCEY, 2T THROR =282 v FOR=MITTICVY vy T ENET, ROFNIRT LI I,
A= F 18877 2 L TH —EAISMENET 7 B ATEH L 51 £ LT,

root@ubuntu-vm# ssh root@ip address -p 18887

Dockera>TFTHDIT—FI7T5 v aBIUEHRKME/ —
TA4arDIVU bk
Docker 27 F @ run 2~ KT -v /bootflash:/bootflash I3 &L N -v /volatile:/volatile 4
TrarEETILET, 779 vva BRI USRS —T (a3 & Docker 1 T FICHKIRT
EET, ZHE FILOUNXOS VAT A A A=V ET = 7Ty vallabt—3572L, =

VTFTHNOT SV = a VIR A NEFET LT A NIT VB AT HMNEND DG
MHET,

\)

GF) Zovavwr A7 varvzZERTsE REOT L7 N EarTHii~vvy R T,
NX-OS ¥ AT LAOBEICHEE 5 2 5 AlHEMED $ 2 WK 2 W2 OO 7 7 & A3 4E
HAHEMENH D £9, TNE, NX-OSCLI #f#H LTI TIZT 7 & AR[EEZL /bootflash X
/volatile 72 EDY Y —AITHIR L 7,

Z%‘yj"l Bash 75:1:!— ]\\[_/"CX»—-/\"_.:L_.HS_@?:%CE D i'ﬁ—o

switch# run bash sudo su -

ATY 72 Docker = V?‘ﬁ‘@%??:’V‘/ RIZ -v /bootflash:/bootflash BN -v /volatile:/volatile A7 v a &

ELET,

root@switch# docker run -v /bootflash:/bootflash -v /volatile:/volatile -it --rm alpine
/¥ 1s /

bin etc media root srv usr

bootflash home mnt run sys var
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$EEE 1SSU R A » F 4 —/3—T 0 Docker —E w0kt EHE [

dev 1lib proc sbin tmp volatile

YhEE ISSU R A4 v FA—/N\—T® Docker T—E > Dk ix
M DEZE

Docker 7 —F > L FITH DO a T F O F 2R ISSU A A v F A — "—THifi S5 Z &N
TEET, TNV A[RER DX, Ny 7T RODocker A N L —UNEET AT — 7T v a
MERILTHY, TIT 4T A== NP LAF N A== A PO THREIND
7= T9,

Docker =2 > 7 7%, B10 &2 HIChlr (FFEE) Shd7ce, MRICEIT S EE A,

AFv7F1 Bashazr— RLTCA——a—H—2 0 £,

switch# run bash sudo su -

ATV T2 AA v FF—"—ZBIET BENI. chkconfigt—T 4 U T 4 ZfH L T Docker — ¥ 2 Z7kififb. L £,

root@switch# chkconfig --add docker
root@n9k-2#

AT T3 A v TF A —N"—%iZar T NEHBMICHEEE SN D X 91T, --restart without-stopped 4/ v 3 &
FRLCaryTraEE L £,

OB TIL, Alpine = > 7 F & B4G L, BARIZEILT 5Dy, Docker % FHEE) L7V R Y | FIZHEE)T
DXL ET,

root@switch# docker run -dit --restart unless-stopped alpine
root@n9k-2+

Docker =2 > 7 F (%, G102 HIChlr (FHEEE) Shd7co, MrICET SN EE A,

—

Cisco Nexus Platform Switches Switchover B [Z Docker 7 —
FEUDKGEEZERIZT S
Docker 7 —F & E{Thoa T o iz, HOT— 7T v a N—F 4 a xR

D2ODDEBDOYIRA —/S—= A FRID A A » FA—=N"—TFR S LN TEET, 272
L. CiscoNexus A1 v FDEPA. THDA— =SS FDT — T Fwia X—F 33
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B occkerx b L—C nvs T koY XZE

ATy T

ATvT2

ATvT3

ATv74

BB SN CWET, LEDR-> T, A v F A —"—%F(TT SR, dockerpart
T ANERAZ N, A—R=N_APICFETa —FTH50ENHY 7,

Bash Z i AI L CA— R —a—HPF— |27 ) £9°,

switch# run bash sudo su -

A F A== T T REBANCEHEE S5 XL 912, --restart without-stopped 47T 3 V%
FRHLCaryTraEE L £,

WOHITIL, Alpine = > 7 F &G L, WI/RAJIZE LT 5Dy, Docker % FEE) L7V R Y | FIZFEE)T
DXL X,

root@switch# docker run -dit --restart unless-stopped alpine
root@n9k-2+

Docker =1 7 3B 2 sl (FRESE) S o7z, MIcE TSN SICEREL T ES
Wy,

AA v F A — =% BEET D EIT, chkconfigt—T 4 U T ¢ ZfEH L CDocker — B A & 7kFifb L £

root@switch# chkconfig --add docker
root@n9k-2#

Docker N 7 22 R AR L= R—=TF 4 g VEBHARDOAZ N, A== RNAHF T — T T
Vallae—LFET,

root@switch# service docker stop
Stopping dockerd: dockerd shutdown

root@switch# cp /bootflash/dockerpart /bootflash sup-remote/

root@switch# service docker start

Docker A AL— Ny O T KDY A RXEE

ATy T

Docker 77— U Z B E /=13 L=, SBZH U T Docker /8y 7 2 K A RL— A
NR—=ADY A A ELT N TEET,

Guest Shell #2302 L E T,
FAN VBRI LSRN E, A AEERGT 5NB RN S D 7,

switch# guestshell disable

You will not be able to access your guest shell if it is disabled. Are you sure you want to disable
the guest shell? (y/n) [n] y

switch# 2018 Mar 15 17:16:55 switch %$ VDC-1 %$ $VMAN-2-ACTIVATION STATE: Deactivating virtual
service 'guestshell+'

2018 Mar 15 17:16:57 switch $$ VDC-1 %$$ $VMAN-2-ACTIVATION STATE: Successfully deactivated virtual
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ATvT3

ATvT4

ATy TH

ATy 17

ATvT8

Docker 2 kL— 13w s Lo K4 XzE [

service 'guestshell+'

Bash Z1— R L CA—/S—a2—H— {2720 7,

switch# run bash sudo su -

BUERIAATREZR A P L— VA RICET D HRE G L,

root@switch# df -kh /var/lib/docker
Filesystem Size Used Avail Use% Mounted on
/dev/loopl2 1.9G 7.6M 1.8G 1% /var/lib/docker
root@n9k-24#

Docker 7 —F v &I LET,

root@switch# service docker stop
Stopping dockerd: dockerd shutdown

Docker /N 7 = K A b L— AX—2Z (/bootflash/dockerpart) DIFIED YA X235 % HL
BFLET,
root@switch# 1ls -1 /bootflash/dockerpart

-rw-r—--r-- 1 root root 2000000000 Mar 15 16:53 /bootflash/dockerpart
root@n9k-2#

Docker N 7 T K A ML —Y AR—=ZADH A XEEFELET,

T2l 21, ROz~ RidA X% 500 A A RECLET,

root@switch# truncate -s +500MB /bootflash/dockerpart
root@n9k-2#

Docker/ N 7 T R A hL—3 AXR—ZADH A RZEAT HRFIERE TG LT, VA AEH 22N
EFIZET L2 E &R LET,

=& 21X, O IE, Docker Xy 7 R A ML= D% A ZX98500 A T84 MEIM LT Z & e
l./\gz—gqo

root@switch# 1ls -1 /bootflash/dockerpart
-rw-r--r-- 1 root root 2500000000 Mar 15 16:54 /bootflash/dockerpart
root@n9k-24#

/bootflash/dockerpart D7 7 A ) AT LDV A &R L ET,

root@switch# e2fsck -f /bootflash/dockerpart

e2fsck 1.42.9 (28-Dec-2013)

Pass 1: Checking inodes, blocks, and sizes

Pass 2: Checking directory structure

Pass 3: Checking directory connectivity

Pass 4: Checking reference counts

Pass 5: Checking group summary information

/bootflash/dockerpart: 528/122160 files (0.6% non-contiguous), 17794/488281 blocks

/bootflash/dockerpart D7 7 A )V AT DY A X EH LET,

root@switch# /sbin/resize2fs /bootflash/dockerpart
resize2fs 1.42.9 (28-Dec-2013)

Cisco NX-0S T® Docker 1A .
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. Docker T—E > DI{EIE

ATv 710

ATvIN

ATv 712

ATv713

ATy 714

Docker

Resizing the filesystem on /bootflash/dockerpart to 610351 (4k) blocks.
The filesystem on /bootflash/dockerpart is now 610351 blocks long.

/bootflash/dockerpart D7 7 A )V VATAEADY A REHBEF 2V LT, TrAN VAT LDV AR
NIEFICERINT-Z L 2R LET,

root@switch# e2fsck -f /bootflash/dockerpart

e2fsck 1.42.9 (28-Dec-2013)

Pass 1: Checking inodes, blocks, and sizes

Pass 2: Checking directory structure

Pass 3: Checking directory connectivity

Pass 4: Checking reference counts

Pass 5: Checking group summary information

/bootflash/dockerpart: 528/154736 files (0.6% non-contiguous), 19838/610351 blocks

Daemon 7 —F  ZHEEN L £,

root@switch# service docker start

Updating certificates in /etc/ssl/certs...

0 added, 0 removed; done.

Running hooks in /etc/ca-certificates/update.d...
done.

Starting dockerd with args '--debug=true':

BEATRE/RR A P L—VHEBOKRE SEHRLET,

root@switch# df -kh /var/lib/docker
Filesystem Size Used Avail Use$% Mounted on
/dev/loopl2 2.3G 7.6M 2.3G 1% /var/lib/docker

BASH > = V& T LET,

root@switch# exit
logout
switch#

Guest Shell Z HZNZ L FE T,

switch# guestshell enable
switch# 2018 Mar 15 17:12:53 switch %$ VDC-1 $$ $VMAN-2-ACTIVATION STATE: Activating virtual
service 'guestshell+'

switch# 2018 Mar 15 17:13:18 switch %$ VDC-1 $$ %$VMAN-2-ACTIVATION STATE: Successfully activated
virtual service 'guestshell+'

F—E2DEIE

Docker Z 45 %M H L2 WEAIX, 20 M 7 OFNEIZHE- T Docker 77— > &5 1L LET,

Z7_"‘Jj1 Bash %EJ*— ]\‘\I_/"CX»——/Q\_.:L,__.H:\_a:/;E D i'ﬂ—o
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Dockera > T+ £Xa )T« .

switch# run bash sudo su -

AT w2 Docker TF—F L FEIELET,

root@switch# service docker stop
Stopping dockerd: dockerd shutdown

AT w73 Docker T—FUIMEIELTWAZ L EMERLET,

root@switch# service docker status
dockerd is stopped
root@switch#

GE) MBEIZ I U T, IORTT— 7Ty ad dockerpart TrANEHIRT A ELTEE
75

switch# delete bootflash:dockerpart
Do you want to delete "/dockerpart" ? (yes/no/abort) y
switch#

Docker a7+ X237+«

Docker 227 FDEFX =2 VT ([T HHREFIHIIKRDO LB T,
« ARETHIUR., BID 2 —V— (4512 (namespace) ] TEITLET,
« AIRETHIUIL, BIDFX Y MU —7 [14#1%M (namespace) ] TFEITLE T,

e cgroup ZfEH L CHAMEHRZHIR L 9, BEFD cgroup (ext ser) MEEKIAL, ARA B
ENTWATFVr—varvk, 77y 74 —LF—LNRAL v F TETINDEND
V7R =TICR L TRYEE B L2 b OIZHIFRE L £9, Docker Tlix, ZhafiA LT,
TS T EOENERAHIRTE T,

o REEZ2 POSIX #ERE A BN L 72N TL 72 &0,

A—H—[8&FIZER (namespace) 1D 78I K 5 Docker O > T F DR

3

TV Ry NI—7 FTNVEFERT 2T FHFO5E, 22— —LBIZEMONEEE % E L
T, BEX2 74 230IlmbEE&®bZ b TEET, FHMICONTIE,  Thitps:/docs.docker.com/
engine/security/userns-remap/] Z#ZM L T 7E &0,

AT T1 VAT AT dockremap 7\/1/*—7075§'§—VGK7I’?T£T%) MEIMMEER L FET,

Cisco NX-0S T® Docker 1A .
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. cgroup /3—T 4 >3 VDBEH

ATy T2

ATvT3

ATy T4

dockremap :L“"'j_““fj:\ 5:‘71‘/]/ ]‘VC‘:/X?‘AL:j—'(ﬁ:%hﬁéﬂfb\éﬂ‘gﬁ)% D iﬁ‘o dockremap 7“/1/’“
TISETAFE LW AT, IROFIMAIZHE > TERR L £,

a) WOza~< RuEAJ) LT dockremap 7V —7 Z B L 77,

root@switch# groupadd dockremap -r

b) dockremap :L—*}‘_%?ﬁfﬁkbiﬁ‘ (ifiﬁ@bfb\fib\%é\) o

root@switch# useradd dockremap -r -g dockremap

¢) dockremap T N—"F& dockremap L — W — N EFIC/ERR SN2 L AR L £7,

root@switch# id dockremap
uid=999 (dockremap) gid=498 (dockremap) groups=498 (dockremap)
root@switch#

F~ 77053/1/7;1%‘%/@ 1D &%ﬁgf /etc/subuid & /etc/subgid (:JEjJD LSETO
il

root@switch# echo "dockremap:123000:65536" >> /etc/subuid
root@switch# echo "dockremap:123000:65536" >> /etc/subgid

TXAL T 4 X EEH L C. --userns-remap=default AT a vk /etc/sysconfig/docker 7 7 A LD
other args 7 A —/V RIZEML £9,

)

other args="-debug=true --userns-remap=default"

[ —EA Ry#h— [relstart (service docker [relstart) ] Zfff LT, Docker ?W%V%ﬁﬁﬁ]ﬁaéﬁ\
EREFETINTORWEAITEE L ET,

Bl

root@switch# service docker [re]start

— P L HIZEM DB K D a T F O & OFERIZ DUV TiX, https://docs.docker.com/engine/
security/userns-remap/ C Docker ® K% = 2> M &SI L T 2S00,

cgroup /\0_7__ ’f :/ 3 >0)$§§)j

Y= FKX—F ¢ b—E XD cgroup IN—T a0k ext ser <. CPU {jﬁﬁﬁ’;’z%ﬁZT%‘fl D
25% \ZHIR L E4, 2D ext ser N—T 433 CTDocker 2T FHFEITTHZLEZBED
LET,

--cgroup-parent=/ext ser/ A7 a U EFETTIZDocker 2T FHFEITTHE . KK 100%
DARANCPUT 7 & ANFHREIZ/2 Y | CiscoNX-0OS D i OEEE 15T 2 AIREMEN B 0 £77,
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| Cisco NX-0S T Docker Mg F

Docker d ST a—F4>4 |

ATYv 71 Basham— FLTA—=N—a—H—(Thy F7,

ATvT2

switch# run bash sudo su -

ext_ser /N—7 (/3 > C Docker 2T FHETLET,

root@switch# docker run --name=alpinerun -v /var/run/netns:/var/run/netns:ro,rslave --rm --network
host --cgroup-parent=/ext ser/ --cap-add SYS_ADMIN -it alpine

Docker D cS T a—TF 424

INHD My 7 T, Docker = 7 - TRAT HAREMED & HREICHOWTHI L, £ 5
NDMRRR 2Rt L £

Docker DECENMNBERER £IZ74 5

[fRE : (Problem:) ]Docker DEENZFIA L, RO LI RTT— A=V NFIRINET ¢

switch# run bash

bash-4.3$ service docker start

Free bootflash: 39099 MB, total bootflash: 51771 MB

Carving docker bootflash storage: 2000 MB

2000+0 records in

2000+0 records out

2000000000 bytes (2.0 GB) copied, 22.3039 s, 89.7 MB/s

losetup: /dev/loopl8: failed to set up loop device: Permission denied
mke2fs 1.42.9 (28-Dec-2013)

mkfs.ext4: Device size reported to be zero. Invalid partition specified, or
partition table wasn't reread after running fdisk, due to
a modified partition being busy and in use. You may need to reboot

to re-read your partition table.

Failed to create docker volume

[EZbNBREA: (PossibleCause:) Jroot 2 —H—Tid7e<, HHl2—+H—L LT Bash %%
ITLTCWAAREERSH Y £7,

[fERZE . (Solution:) Jroot = —H#—TiF/e<, HEHa—P—L L TBashZFETL TV HMNE
DR L ET,

bash-4.3$ whoami
admin

Bash ##& T L, W—h 2—%—L L TBash #FE{TLET :

bash-4.3$ exit
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B < rL—SnFRLTLBE0. Docker HEBIZXKT 5

switch# run bash sudo su -

ARL—UHATRELTULVST=6. Docker NEEENZKELT B

ffE: 7 —F 77 v Y2 AL —URRELTWAZ®, Docker DERENZRILL ., IRD X D
RTT— Avb—UNEKRINET,

root@switch# service docker start
Free bootflash: 790 MB, total bootflash: 3471 MB
Need at least 2000 MB free bootflash space for docker storage

BEAONDRA : +HREET - 7T v va AN —URRWARERDH D £,

ﬁgij{% P AN— A %ﬁ?ﬁ&ﬁ—é 73\ ‘JZ\%KF{S T /etc/sysconfig/docker DI _dockerstrg ﬂﬁ;’i’
LT D, Docker 7 —FE L EHEEILET,

root@switch# cat /etc/sysconfig/docker

# Replace the below with your own docker storage backend boundary value (in MB)
# if desired.

boundary dockerstrg=5000

# Replace the below with your own docker storage backend values (in MB) if

# desired. The smaller value applies to platforms with less than

# Sboundary dockerstrg total bootflash space, the larger value for more than
# Sboundary dockerstrg of total bootflash space.

small dockerstrg=300

large_dockerstrg=2000

Docker Huh M S DA A — D TILDKEL (B0ISEBHELR TS5 — A v

t—2)

B8 : AT LM Docker NTMMHA A=V HTIVTET, ROLIRTT— A obB—UNRE
RENET,

root@switch# docker pull alpine

Using default tag: latest

Error response from daemon: Get https://registry-1.docker.io/v2/: x509: certificate has
expired or is not yet valid

[EZOoNBREA: (PossibleCause:) |3 AT L 71w 7 BNIE L &E STV ATEMEN
HoET,
[f#R3E : (Solution:) 172 v 7 BNIELSEESINTNDINE I 0 EMHRLET,

root@n9k-2# sh clock
15:57:48.963 EST Thu Apr 25 2002
Time source is Hardware Calendar

VRIS U T, B2 Yty PLET

root@n9k-2# clock set hh:mm:ss { day month | month day } year
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Docker Hub /5D A A—SDTLDRE (954F v b 84679k 15— 2vt—3) |

il

root@n9k-2# clock set 14:12:00 10 feb 2018

DockerHub M5 DA A —PDTILDKRER (95ATF7 2L LTI R
IS— Ayt—)

FARE : > AT L0 Docker "I IMBA A=V HTILTET, ROLHIRTT— A vbB—UNE
RENET,

root@switch# docker pull alpine

Using default tag: latest

Error response from daemon: Get https://registry-1.docker.io/v2/: net/http: request
canceled while waiting for connection (Client.Timeout exceeded while awaiting headers)

EZAONBHRE: 7 X U ELIIDNS RENIE L SRE SV TWZRWAREMENRH Y 97,

BRRE  ToXRVRELHERL, LEICS U TEE LTS, Docker 7 —F v 2 FiddE) L %
R

root@switch# cat /etc/sysconfig/docker | grep proxy

#export http proxy=http://proxy.esl.cisco.com:8080

#export https proxy=http://proxy.esl.cisco.com:8080
root@switch# service docker [re]start

DNS REZMER L., NEIZS U TEEL TS, Docker 7 —F 2 HER L E9,

root@switch# cat /etc/resolv.conf
domain cisco.com #bleed
nameserver 171.70.168.183 #bleed
root@switch# # conf t
Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# vrf context management
switch (config-vrf)# ip domain-name ?
WORD Enter the default domain (Max Size 64)

switch(config-vrf)# ip name-server ?
A.B.C.D Enter an IPv4 address

A:B::C:D Enter an IPv6 address
root@switch# service docker [re]start

AAyFO)A—KFERITFRA vy FA—/N\—TDockerr—E > F =&
AT FHFRETINGL
BAEE : A v F DV a— RERIFAAL v TFA—_"—%FET L%, DockerT —F L F- =z
T RET S R E A,

ZZONBREE : Docker T —F LM, AL vTFDY u— RNERIFAAL vF A ——THikiT 5
LT SV TR WA[RRMEN H D 5,

ﬁz’é;’k% : Docker 7 —F 3 chkconfig A~ FEFEHLTASL, v TFOYa— RREHIZAAL vF
Z“‘—/\‘—Tﬁf(ﬁfﬁ‘é J: 5 GC%E}ZéﬂTb\é Z k %Eﬁ%}g\ sz))%‘ --restart unless-stopped 7‘“
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B ooccker 2 b L— Ru s T ROY A XEEREKT B

Ta o EMHHA L THE Docker 27 TR LET, 72 & 2L, Alpine =2 T F & BRA
ERS e

root@switch# chkconfig --add docker

root@switch#

root@switch# chkconfig --list | grep docker

docker 0:o0ff 1l:0ff 2:on 3:on 4:on 5:on 6:0ff

root@switch# docker run -dit --restart unless-stopped alpine

Docker R FL—U NN O T FDY A XEBENELKRT S

f%E : Docker N 7 T R A ML=V DOV A REZEFLLHY) L TERKLE L,
EZZADNBRRA : ¥ A b vz VNN TORWATEEMERNH Y £,
ARE - kOa<vw  FEFEALT, YA MYz VRNEC > TWNBENE I AR LET,

root@switch# losetup -a | grep dockerpart
root@n9k-2#

AN VNI o TWBEAE, vy R hEERLER A,
VBTG LT, kOa~< FEANNLTT AN Yz V28I LET,

switch# guestshell disable

FNTHDocker’ Ny J = RA R L—20OY A XZ2BHTERWIESIT. /bootflash/dockerpart
%ﬁ'”gé‘i L\ /etc/sysconfig/docker D] [small ]large dockerstrg %?)ﬁ% Lfﬁ‘%\ Docker %ﬁ
FERCEN L C, B A XDH LU Docker /8—F 4 > a U ERELET,

Docker A>T FMNAR—FTEEMTI T4 v I Z2ELLEL
f%8 : Docker 2T FTNHR—FTERB NI 74 v 7 2ZELET AL

ZZ2bNBEA : Docker = 7 F M kstack iR — b TlL 72 < netstack A" — b Z{#FH L T\ 5 1 HE
MNdH Y £,

fZRE - Docker 2T HIC ko THEHEIND T T = X T )L IR— R kstack OFHNIZH 5 =
LERMERLET, oLt HEASATy MR —ERADEHIT netstack IZIEE S, K
0y 7 ENDAEEENH Y T,

switch# show socket local-port-range

Kstack local port range (15001 - 58000)

Netstack local port range (58001 - 63535) and nat port range (63536 - 65535)
switch# conf t

Enter configuration commands, one per line. End with CNTL/Z.

switch (config) # sockets local-port-range <start_port> <end port>

switch# run bash sudo su -

root@switch# cat /proc/sys/net/ipv4/ip_local_ port_range

15001 58000

root@switch#
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Docker 125+ TF—4 R— k& | EHEEES 8 —T 1A RERTTEEEA ||

Docker A>T F TCT—3  HR—FrE/FRITEBA VA —T M REX
RCEEHA
fR8 : Docker 2T FHIZT — & R— b ERITEHA VX —T 2 —ARFRINETA,
BAFE

* -v /var/run/netns:/var/run/netns:ro,rslave --network host F 73 V’E{fﬁﬁ LT, T
NTCOFRA MFIZEBN~ Y T ENTZRA N Ry 8T —27 Z4Hi7%2[] T Docker =2 7 F 8
Blth SN CVWD Z L ZfB L ET,

ca T HIZADE, TN NTEHLRY N7 OAFIZEBIZAY £9, ip netns T—
TAVTA&EHALT, 7= R—b A X —T =2 A%FOT 7 4/L ; (init) R

U — 7 ZETZEMNCBE T& £97, ip netns2—F 4 U T 4%, dnf, apk72 E &ML T
T FIEA VA N—NTIEUNENGDIHGENDY £,

— G cS T a—TFa 5 DEY R
[[EIZ& : (Problem:) (DO NTZ TNy a—T 47 T RAEHH L THEI N7z
Docker = > 5 F 2B+ B O RIREN & 0 £,

fRRAE
* /var/log/docker < dOCkCI’d?j/{ b4 7|_Iujj:) 755}‘77!3 LT\ {ﬂﬁ§ ﬁﬁ%fi@ﬁ!@iﬁl‘ﬁi @ %E‘OH‘T
<TIEEWY,

¢« A v FIZ8GBLLED RAM 3% 5 Z & # i@ L £ 7, Docker #6E1X. RAM 7’ 8 GB £
DAL o FTIEAR—FINTWETA,

Cisco NX-0S T® Docker 1A .



Cisco NX-0S T Docker OfEF |
B swrrsoLea—F o500k

. Cisco NX-0S T® Docker D1



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



