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V=7 %Y R—F 5LV E LT,

WDa<wy REFEH LT, JISON £721XGPB DF —Z 75 5 Vi N L TT—4%
AN —I 7 FTABLEIIZUDP T AR— AR LET,

destination-group num
ip address xxx.xxx.xxx.xxx port xxxx protocol UDP encoding {JSON | GPB }

IPv4 $&5e 5 Dl

destination-group 100
ip address 171.70.55.69 port 50001 protocol UDP encoding GPB

IPv6 $55¢ 5 D Hil:

destination-group 100
ipv6é address 10:10::1 port 8000 protocol gRPC encoding GPB

UDP 7 L A MV ITIEK D~y Z—RNH D £9°,

typedef enum tm encode {
TM_ENCODE DUMMY,
TM ENCODE GPB,
TM ENCODE_JSON,
TM ENCODE XML,
TM_ENCODE MAX,

} tm encode type t;

typedef struct tm pak hdr {
uint8 t version; /* 1 */
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uint8_t encoding;

uintlé_t msg_size;

uint8_ t secure;

uint8_ t padding;
} _attribute  ((packed, aligned (1))) tm pak hdr t;
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Guidelines and Limitations

Telemetry has the following configuration guidelines and limitations:
* For information about supported platforms, see the Nexus Switch Platform Matrix.

* Cisco NX-OS releases that support the data management engine (DME) Native Model support
Telemetry.

* Support is in place for the following:
* DME data collection
* NX-API data sources
» Google protocol buffer (GPB) encoding over Google Remote Procedure Call (gRPC) transport
* JSON encoding over HTTP

* The smallest sending interval (cadence) supported is five seconds for a depth of 0. The minimum
cadence values for depth values greater than 0 depends on the size of the data being streamed out.
Configuring any cadences below the minimum value may result in undesirable system behavior.

* Telemetry supports up to five remote management receivers (destinations). Configuring more than
five remote receivers may result in undesirable system behavior.

* Telemetry can consume up to 20% of the CPU resource.

* Beginning with Cisco NX-OS Release 10.2(1q)F, Telemetry is supported on the N9K-C9332D-GX2B
platform switches.

Configuration Commands After Downgrading to an Older Release

After a downgrade to an older release, some configuration commands or command options can fail because
the older release may not support them. When downgrading to an older release, unconfigure and reconfigure
the telemetry feature after the new image comes up. This sequence avoids the failure of unsupported
commands or command options.

The following example shows this procedure:

* Copy the telemetry configuration to a file:
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switch# show running-config | section telemetry
feature telemetry
telemetry
destination-group 100
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB
use-chunking size 4096
sensor-group 100
path sys/bgp/inst/dom-default depth 0
subscription 600
dst-grp 100
snsr-grp 100 sample-interval 7000
switch# show running-config | section telemetry > telemetry running config
switch# show file bootflash:telemetry running config
feature telemetry
telemetry
destination-group 100
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB
use-chunking size 4096
sensor-group 100
path sys/bgp/inst/dom-default depth 0
subscription 600
dst-grp 100
snsr-grp 100 sample-interval 7000
switch#

» Execute the downgrade operation. When the image comes up and the switch is ready, copy the
telemetry configurations back to the switch.

switch# copy telemetry running config running-config echo-commands
“switch# config terminal’

“switch(config)# feature telemetry’

"switch(config) # telemetry’

"switch(config-telemetry)# destination-group 100°
“switch(conf-tm-dest)# ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB
“switch(conf-tm-dest) # sensor-group 100°

‘switch (conf-tm-sensor)# path sys/bgp/inst/dom-default depth 0°
“switch (conf-tm-sensor)# subscription 600°

“switch (conf-tm-sub)# dst-grp 100°

"switch(conf-tm-sub)# snsr-grp 100 sample-interval 7000°

‘switch (conf-tm-sub) # end’

Copy complete, now saving to disk (please wait)...

Copy complete.

switch#

gRPC Error Behavior

The switch client disables the connection to the gRPC receiver if the gRPC receiver sends 20 errors.
Unconfigure then reconfigure the receiver's IP address under the destination group to enable the gRPC
receiver. Errors include:

» The gRPC client sends the wrong certificate for secure connections.

* The gRPC receiver takes too long to handle client messages and incurs a timeout. Avoid timeouts by
processing messages using a separate message processing thread.
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Support for gRPC Chunking

Starting with Release 9.2(1), support for gRPC chunking has been added. For streaming to occur
successfully, you must enable chunking if gRPC has to send an amount of data greater than 12 MB to the
receiver.

The gRPC user must do the gRPC chunking. The gRPC client side does the fragmentation, and the gRPC
server side does the reassembly. Telemetry is still bound to memory and data can be dropped if the memory
size is more than the allowed limit of 12 MB for telemetry. In order to support chunking, use the telemetry
.proto file that is available at Cisco's GibLab, which has been updated for gRPC chunking, as described

in7 LA KU 2R —x> k&7 BEX, onpagel.
The chunking size is from 64 through 4096 bytes.
Following shows a configuration example through the NX-API CLI:

feature telemetry
|
telemetry
destination-group 1
ip address 171.68.197.40 port 50051 protocol gRPC encoding GPB
use-chunking size 4096
destination-group 2
ip address 10.155.0.15 port 50001 protocol gRPC encoding GPB
use-chunking size 64
sensor-group 1
path sys/intf depth unbounded
sensor-group 2
path sys/intf depth unbounded
subscription 1
dst-grp 1
snsr-grp 1 sample-interval 10000
subscription 2
dst-grp 2
snsr-grp 2 sample-interval 15000

Following shows a configuration example through the NX-API REST:

{
"telemetryDestGrpOptChunking™: {

"attributes": {
"chunkSize": "2048",
"dn": "sys/tm/dest-1/chunking"

The following error message appears on systems that do not support gRPC chunking, such as the Cisco
MDS series switches:

MDS-9706-86 (conf-tm-dest) # use-chunking size 200
ERROR: Operation failed: [chunking support not available]

NX-API Sensor Path Limitations

NX-API can collect and stream switch information not yet in the DME using show commands. However,
using the NX-API instead of streaming data from the DME has inherent scale limitations as outlined:

* The switch backend dynamically processes NX-API calls such as show commands,
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* NX-API spawns several processes that can consume up to a maximum of 20% of the CPU.

* NX-API data translates from the CLI to XML to JSON.

The following is a suggested user flow to help limit excessive NX-API sensor path bandwidth consumption:

1. Check whether the show command has NX-API support. You can confirm whether NX-API supports
the command from the VSH with the pipe option: show <command> | json O show <command> |
json pretty.

)

Note Avoid commands that take the switch more than 30 seconds to return JSON output.

2. Refine the show command to include any filters or options.

* Avoid enumerating the same command for individual outputs; for example, show vlan id 100
, show vlan id 101, and so on. Instead, use the CLI range options; for example, show vlan id
100-110,204 , whenever possible to improve performance.

If only the summary or counter is needed, then avoid dumping a whole show command output
to limit the bandwidth and data storage that is required for data collection.

3. Configure telemetry with sensor groups that use NX-API as their data sources. Add the show
commands as sensor paths

4. Configure telemetry with a cadence of five times the processing time of the respective show command
to limit CPI usage.

5. Receive and process the streamed NX-API output as part of the existing DME collection.

Telemetry VRF Support

Telemetry VRF support allows you to specify a transport VRF, which means that the telemetry data stream
can egress through front-panel ports and avoid possible competition between SSH or NGINX control
sessions.

You can use the use-vrf vrf-name command to specify the transport VRF.
The following example specifies the transport VRF:

The following is an example of use-vrf as a POST payload:

"telemetryDestProfile": ({
"attributes": {
"adminSt": "enabled"
}I
"children": [
{
"telemetryDestOptVrf": {
"attributes": {
"name": "default"
}
}
}
]
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Certificate Trustpoint Support
Beginning in NX-OS release 10.1(1), the trustpoint keyword is added in the existing global level command.

The following is the command syntax:

switch (config-telemetry)# certificate ?

trustpoint specify trustpoint label

WORD .pem certificate filename (Max Size 256)
switch (config-telemetry)# certificate trustpoint

WORD trustpoint label name (Max Size 256)

switch (config-telemetry)# certificate trustpoint trustpointl ?
WORD Hostname associated with certificate (Max Size 256)
switch (config-telemetry) #certificate trustpoint trustpointl foo.test.google.fr

Destination Hostname Support
Beginning in NX-OS release 10.1(1), the host keyword is added in destination-group command.

The following is the example for the destination hostname support:

switch (config-telemetry)# destination-group 1
switch (conf-tm-dest)# 2

certificate Specify certificate

host Specify destination host

ip Set destination IPv4 address

ipv6 Set destination IPv6 address

switch (conf-tm-dest)# host ?
A.B.C.D|A:B::C:D|WORD 1IPv4 or IPv6 address or DNS name of destination
switch (conf-tm-dest) #

switch (conf-tm-dest)# host abc port 11111 2

protocol Set transport protocol

switch (conf-tm-dest)# host abc port 11111 protocol ?

HTTP

UDP

gRPC

switch (conf-tm-dest)# host abc port 11111 protocol gRPC ?

encoding Set encoding format

switch (conf-tm-dest)# host abc port 11111 protocol gRPC encoding ?

Form-data Set encoding to Form-data only
GPB Set encoding to GPB only
GPB-compact Set encoding to Compact-GPB only
JSON Set encoding to JSON

XML Set encoding to XML

switch (conf-tm-dest)# host ip address 1.1.1.1 port 2222 protocol HTTP encoding JSON
<CR>
Support for Node ID

Beginning in NX-OS release 10.1(1), you can configure a custom Node ID string for a telemetry receiver
through the use-nodeid command. By default, the host name is used, but support for a node ID enables
you to set or change the identifier for the node id str of the telemetry receiver data.

You can assign the node ID through the telemetry destination profile, by using the usenode-id command.
This command is optional.

The following example shows configuring the node ID.
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switch (config) # telemetry

switch (config-telemetry)# destination-profile

switch (conf-tm-dest-profile)# use-nodeid test-srvr-10
switch (conf-tm-dest-profile) #

The following example shows a telemetry notification on the receiver after the node ID is configured.

Telemetry receiver:

node id str: "test-srvr-10"
subscription_id str: "1"

encoding path: "sys/ch/psuslot-1/psu"
collection id: 3896

msg_timestamp: 1559669946501

Use the use-nodeid sub-command under the host command. The destination level use-nodeid configuration
preceeds the global level configuration.

The following example shows the command syntax:

switch (config-telemetry)# destination-group 1

switch (conf-tm-dest)# host 172.19.216.78 port 18112 protocol http enc Jjson
switch (conf-tm-dest-host) # use-nodeid ?

WORD Node ID (Max Size 128)

switch (conf-tm-dest-host)# use-nodeid session 1:18112

The following example shows the output from the Telemetry receiver:

>> Message size 923
Telemetry msg received @
Msg Size: 11
node id str

23:41:38 UTC

session 1:18112

collection_ id 3118

data_ source DME

encoding path sys/ch/psuslot-1/psu

collection start time 1598485314721
1598485314721

collection end time
data :

Support for Streaming of YANG Models

Beginning in NX-OS release 9.2(1), telemetry supports the YANG ("Yet Another Next Generation") data
modeling language. Telemetry supports data streaming for both device YANG and OpenConfig YANG.

For more information on the YANG data modeling language, see Infrastructure Overview and RESTConf
Agent.

Support for Proxy

Beginning in NX-OS release 10.1(1), the proxy command is included in the host command. The following
is the command syntax:

switch (config-telemetry)# destination-group 1
switch (conf-tm-dest)# host 172.19.216.78 port 18112 protocol http enc json
switch (conf-tm-dest-host) # proxy ?
A.B.C.D|A:B::C:D|WORD 1IPv4 or IPv6 address or DNS name of proxy server
<1-65535> Proxy port number, Default value is 8080
username Set proxy authentication username
password Set proxy authentication password
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gRPC Asynchronous Mode

The gRPC asynchronous mode is available only under the host command. In normal stream condition,
this mode allows the receivers to stream data in mdtDialout call without exiting or receiving WriteDone()
call.

The following is the command syntax:

nxosv-1(config-telemetry)# destination-group 1
nxosv-1(conf-tm-dest)# host 172.22.244.130 port 50007 ?
nxosv-1(conf-tm-dest-host) # grpc-async ?

CUZFERLI=-TLA RN DEK

NX-OSCLI ZERALE=TL XA L) OFERL
WOFIATIE, APV —=I T FTLAMNIEFZL, T—% A MU —LD%EET LBl
PR LET, ZHHOFENEICIE, SSL/TLSFFHEE GPB = a—F 4 7 2 /80T L THE
KT B4 T arOFRIELEENTWET,
1R BRI
AA »F X, CiscoNX-0S U U —Z 7305 LAED Y V=R & FLTL TWARENRH D £7,

FIEDHE

1. (f£:7) openssl argument

2. configure terminal

3. feature telemetry

4. feature nxapi

5. nxapi use-vrf management

6. telemetry

7 (f£%&) certificate certificate path host URL

8. (EE) N7 AFR—bMVRFEZHEET D0, gRPC TV AKR— DT L A U JERi%
A LET,

9. sensor-group sgrp_id

10. (f£E) data-source data-source-type

11. path sensor_path depth unbounded ([filter-condition filter] [alias path_alias]

12. destination-group dgrp_id

13. (f£#&) ipaddress ip address port port protocol procedural-protocol encoding
encoding-protocol

14. (L&) ipv6 address ipv6_address port port protocol procedural-protocol encoding
encoding-protocol

15. ip_version address ip address port portnum
16. (&) use-chunkingsize chunking_size
17.  subscription sub_id
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18. snsr-grp sgrp_id sample-interval interval
19. dst-grp dgrp id
F gD F¥H
ARV KRFERETIVaY B#)
ATy T (f£&) openssl argument T — % &5 B —/3— _EIZ SSL F£ 721X TLS Gt
Bl - HELZEKRLET, 22T, private.key 77 A
o ) ) JVIIME X —TH Y, public.crt [TAHF—T
RO LD IRFFEDGI AR LT, SSL/TLS Rt | 4
ErRAERLET,
« RSA B % —Z4ER 7 5 121X openssl genrsa
-cipher -out filenamekey cipher-bit-length
il
switch# openssl genrsa -des3 -out server.key|
2048
* RSA F—Z1ERd %1213 : openssl rsa -in
filename.key -out filename.key
il
switch# openssl rsa -in server.key -out
server.key
o ABHF—FE T IIWE X — & B ORERE K
T 5T, ROFNEEFEAT L ET : opensslreq
-encoding-standard filename.key filename.csr -new
-new  -out  -subj '/CN=localhost’
il
switch# openssl req -sha256 -new -key
server.key -out server.csr
-subj '/CN=localhost'
« ABHF—ZERCT 51213« openssl X509 -req
-encoding-standard -days timeframe -in
filename.csr -signkey filenamekey -out
filename.csr
il
switch# openssl x509 -req -sha256 -days 365
-in server.csr -signkey server.key
-out server.crt
R w72 |configure terminal Ja— T — REBtE LET,

1 -

switch# configure terminal
switch (config) #
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ARV FFEREETIVa Yy

S

AFw 73 |feature telemetry ARN)—=v7 T A NUSREEZAICLET,
AFw 74 |feature nxapi NX-API ZHEZ LET,
AFw 7F5 | nxapiuse-vrf management NX-APL#E(EIZfEH 95 VREEEZ G LT,
11 - (GE) ACLIZFR Y NAX v 7Ny DI %
switch (config) # TANVEMETE S50, 102 3) F
switch(config)# nxapi use-vrf management RN . NNERN BT 5
switch (config) # J: D FL'JO) U U Xffi/}/—(@ﬁ%@%k%
NERINET :
Mgt . fERk S EACL X, HTTP
P —ERATIFEII D ¥ A,
iptables #fFHH L CT7 7 B A&ZHIR L T
TEEW]
G¥) 10.2(3)F LAR%E, ACL L, EEEvrfIZE(R
95 netstack /X7 v & kstack /X7
NOWHFETZ 4 NF ) T TEET,
WOBEMROELENFIRENET
[ JER5 P VRE THERL S 1172 ACL
IX. #® VRF ® HTTP %— b 2 Tl3f
72 FHA
AFwv 6 |telemetry AR =7 TV AN OEE— RICZAD F
1 EE
switch (config) # telemetry
switch (config-telemetry) #
ATvT1 (f£&) certificate certificate path host URL BEA7 > SSL/TLS GERHEZfEH L 9,
1) : EOR 7 /31 ZDE4, fEHEL A X L /31 SUP I
switch (config-telemetry) # certificate = Eow'ﬁaéﬂ\gﬁs\&) ) i‘g_o
/bootflash/server.key localhost
ATvT8 (EE) FT7 U AR—FVRFZIEET S, gRPC| -« destination-profile =~ > K& A/ LT, 57

N7 U AR—=bDT LA MY EREEZANCLUET,
B -

switch (config-telemetry)# destination-profile
switch (conf-tm-dest-profile) # use-vrf default
switch (conf-tm-dest-profile)# use-compression
gzip

switch (conf-tm-dest-profile) # use-retry size 10
switch (conf-tm-dest-profile) # source-interface
loopbackl
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s RDaA< REEETANILET,
o use-vrf vrf THERLSE VRF 248 E L £,

« use-compression gzip = L C, Bkl
DEMFIEERE L ET,

- use-retry size size ZffEH LT, HEHER
ITOFEMEREELES, it Ny 77
A X1E 10~1500 A T34 R T,
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AT REEEFETIVa Y E]:p]
« source-interface interface-namei®. #ak X
NizA L A =T 2 A ANLIEETIP T R
VA ERRROBRICIC T — X B AN —I
JLET,
GE) use-vrf 2~ KA L=k, H LW

VRF WIZHT LWEEREEIP T N LA %24
T BHHERHY ET, 2770, B
e AR L CHERR T D Z ki &
D, [RUERHIPT FLAZFHAT
XFET, ZOTIsVaIcky, TUL
A RY F—23H LWWVRF T [A U2
GEHIPT RLAIZA R —I v 7 &N

£7,

AT 79 |sensor-group sgrp_id IDsrgp_id & ot v — 7 —T 2Bk L, &
- P— TN —THERE— FERB L ET,
sw%tch(config—telemetry)# sensor-group 100 BT, HFEo IDEOLYR— RSN TCWET,
switch (conf-tm-sensor) # ffl/ffb— 5fjv__;f7§ci\ f%l/yf h U L/ﬂfh_}‘g)qf

=XV TR ) — REERELET,

ATy 710 | (f£&) data-source data-source-type T = AEERLET, T—F V—ALLT

_ YANG, DME F 7213 NX-API DWWz @)l L
i
. . £
switch(config-telemetry)# data-source NX-API
GE) DME X7 74/ DT —% ) —AT
—g—o
AT w71 |path sensor_path depth unbounded ZZTCORIRRL EIX, MO FERNSRA TV x

[filter-condition filter] [alias path_alias]
11
« DA~ RiX, NX-API Tid72<, DME &

721X YANG ([ & ihvE T
switch (conf-tm-sensor) # path
sys/bd/bd-[v1an-100] depth 0
filter-condition eq(l12BD.operSt,
UTOWXEHERL, SREX—2D7 1 L&
V> 7 %M LT, operSt 7% up 7° 5 down
WCEE LI ZIZDH N T—F 5 L9l
F9, MO BEL L THIEH L EH A,
switch (conf-tm-sensor) # path
sys/bd/bd-[v1an-100] depth 0

filter-condition
and (updated (12BD.operSt) ,eq(12BD.operSt, "down") )

"down")

7 b (MO) Z&E0HHZLEEMWLET, Lo

T, POLLT LA FY 2 MU —LDEE, FDI/RA

L EVENT @3 _TDOF MO 3+ MO TiThhn =%

HER&ELET,

GE) i, T—#E{E5C DME /XA 2D

HBEHINET,

oY — =AY — 2B LE T,
* Cisco NX-0S 9.3(5) U U —ALIFETIZ, alias
X—U— FPREAINTWHET,

o depth % E T, P — SZ2OEHFL L%
FBE L £7, 0-32, unbounded D G EMN
PAR—FSINTWET,

=FLEHETFLA Y )
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UTR D A Z KR4 H121d, RO 2 il
MALES,

switch (conf-tm-sensor)# path
sys/ch/ftslot-1/ft alias ft 1

WD a< Rk, DME Ti372< . NX-API ¥
721X YANG I S nvE T -

switch (conf-tm-sensor)# path "show interface"
depth 0

WD a~<r Kk, T34 A YANG ([Z#Ef Sh
F9

switch (conf-tm-sensor) # path
Cisco-NX-0S-device:System/bgp-items/inst-items|

WDz~ K%, OpenConfig YANG (Zji ] &
NET

switch (conf-tm-sensor)# path
openconfig-bgp:bgp

switch (conf-tm-sensor)# path
Cisco-NX-0OS-device:System/bgp-items/inst-items|
alias bgp_alias

e RO~ Fid, NX-APLICEHA SN ET -

switch (conf-tm-sensor)# path "show interface"
depth 0 alias sh_int alias

« D=2 RiL, OpenConfigZiH X Ed :

switch (conf-tm-sensor)# path
openconfig-bgp:bgp alias oc_bgp alias

B =7\ EsRTFLARY

GE) depth0 7 7 # /L h DIERSTT,

NX-API X—Z2 D& P — R AL,
depth0 DA ZEFEHATXE T,

A S MUED AR T A7 F
AT ENTVWEEA, EXIT0 &
N R LOREYR—FLE
T, TOMOEIX 0 & L THbi
e

o I 3 o filter-condition /85 X — X ZIEE
LT, ARV IR—ZDOYTR7 ) 7 g
DEEED T 4 VE EVERRTE F97,

WEENR—AD T 4 VE DS 7 4 L2 AL
UL, RENEB L LI L& &, FRESh-IREE
TANY MRRELIZEEOMFEZRLET,
2% Y| eq(l2Bd.operSt, ""down’") ™ DN
sys/bd/bd-[vlan] ® 7 ¢ L% ZfE1%. operSt 2328
a7 & &, B WoperSt A3 down TH %
ICDNO T u /T REF Iz & & (VLAN
NENE | down T & % [#1Z no shutdown =2~ >
RBFITEINTEHZERE) NI T—3E
R

GE) query-condition /X7 X — % — DME
DA, DNIZHESNT, RO
TMOTL B L O —K7 — & %

7 = v FF 57291 query-condition
WNIA—ZERETEET, 7
U A

lrsp-foreign-subtree=ephemeral | .

* YANG T /VDOEE, B — RADT 4 —
~ b module_name: YANG_path ¢,
module_name IZ YANG £5 /v 7 7 A L D4 Hi
T, WITHlZRLET,

« T34 A2 YANG DA -
Cisco-NX-OS-device:System/bgp-items/inst-items
* OpenConfig YANG D4 :
openconfig-bgp:bgp
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E:)

GE) depth, filter-condition, ¥ X
query-condition /X7 A —# (X, Bl
£ YANG TV HR— I T E

A,

openconfig YANG &7 /L DA 1T,
https://github.com/YangModels/yang/tree/master/
vendor/cisco/nx ([ZRBEN LT, f&HY U —ADiHE
Y7 3y VA IZBEN L ET,

FNEDETNEA A M—=NLTHRDVIC, T
~T? OpenConfig &7 /L % & Tp openconfig-all
RPM%Z A VA h—LT&E7, /Xy FRPMD
A VA R —)VOFEAIZ OV TIX, Bash 72 H D
X F RPM OiEMZEZRL TS E &0,

RITHI 2R L E T,
install add
mitx-openconfig-ogp-1.0.0.0.0-7.03.1HD8.1.lib32_n9000.rpm
activate
AT 712 |destination-group dgrp_id Befoe e 7 V— T B L T, B 7 v — T HERK
1l - ET— FZRBLET,
switch (conf-tm-sensor)# destination-group 100 HAE. dgrp_idi3. BEOIDBEOIHZY R — LT
switch (conf-tm-dest) # N
l/ \ij‘o
ATv 713 | ({EE) ipaddress ip address port port protocol | =2 = — RENZT LA R F—H %2%(51 5 IPv4
procedural-protocol encoding encoding-protocol IP7 RLAELR—ZEELET,
Ik GE) gRPC L7 7 4L kD T > AH— K
switch (conf-tm-sensor) # ip address 171.70.55.69 A= =) e G
port 50001 protocol gRPC encoding GPB ) .
switch (conf-tm-sensor)# ip address 171.70.55.69 GPBWX T 7V DO a—F 4 0
port 50007 protocol HTTP encoding JSON <3
switch (conf-tm-sensor)# ip address 171.70.55.69
port 50009 protocol UDP encoding JSON
ATy 14 | ({EE) ipv6address ipv6 address port port T a— RSN T VAN T2 %%ET 5 IPv6
protocol procedural-protocol encoding IP7 RLRAEFR—MEFRELET,
encoding-protocol . _ .
G¥) gRPCIZT 7 AN D N T AR— |k
il : 7r k3T,

switch (conf-tm-sensor) #
port 8000 protocol gRPC
switch (conf-tm-sensor) #
port 8001 protocol HTTP encoding JSON
switch (conf-tm-sensor)# ipvé address 10:10::1
port 8002 protocol UDP encoding JSON

ipvé address 10:10::1
encoding GPB
ipvé address 10:10::1

GPBRTF 74V Dy a—F 40
"C\‘j‘o

=FLEHETFLA Y )


https://github.com/YangModels/yang/tree/master/vendor/cisco/nx
https://github.com/YangModels/yang/tree/master/vendor/cisco/nx
cisco-nexus-9000-series-nx-os-programmability-guide-104x_chapter4.pdf#nameddest=unique_40
cisco-nexus-9000-series-nx-os-programmability-guide-104x_chapter4.pdf#nameddest=unique_40
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AT F15 |ip_version address ip_address port portnum RGT— 4 OBt 7 a7 7 A VEMERLET, 2
i - Z Tip_verson i, ip (IPv4 OA) F7213 ipve
(IPv6 DIA) DOWTITT,
« IPv4 DIFA ) o ) )
switch (conf-tm-dest)# ip address 1.2.3.4 port j%fﬁﬁf‘ﬁﬁ/b—7ﬁ3‘ﬁ‘7X7 U Travicvrsh
50003 TWAEAE, VAN F—XiZ, ZOoTn7y
ANVTHRESNTNDIP T RLALR— MNIEE
« IPv6 DA - SpET
switch (conf-tm-dest)# ipv6é address 10:10::1
port 8000
ATw 716 | ({EE) use-chunkingsize chunking size gRPC F ¥ > 7 [ L T, Fr> 7 A4 X%
B - 6¢NMB6N4'FK%H§Liﬁ1 FEAIZ DUV T,
switch (conf-tm-dest) # use-chunking size 64 giR;’Cé?;:V “7 0)-5-7]:# ]\J E7va T/%ZS,E{Q =
R w F 11 |subscription sub_id ID2FOP T A7 Y Fvary ) —REERL, 3
i - TAI YTy a ERE— REBBLET,
switch(conf-tm-dest)# subscription 100 HIE, sub_id /%, BEroOIDEOHEYHR—FLT
switch (conf-tm-sub) # WET,
GE) DNIZHT AT T4 7F H851F, A~
Y EADBHEFIZA NI =T ENRD K
912, =D DN A REST LT
DME THHR—FENTWNELMNE Ik
il L £9
R w 718 |snsr-grp sgrp_id sample-interval interval IDsgrp_id D& v Y — FN—FEHEDY T 27 )
i - Tra Al 7 LT, T=E0Y 7Y TR
switch (conf-tm-sub) # snsr-grp 100 sample-interval] (X UL ZREL £
15000 IR 0 DEA . A2 b N—=Z2DY T 27
V7 va rnMERSh, TLANY T—XIi%, R
EZNTZMO COEBRRHZIOAEFEINET, 0L
D REWVHEBREDOS S, 7V A MY T—2 B HEE
SN MR TEMRNCIERE SN HEICHEN =TT
27V Fra CPMERREIVET, 72E 2R HkRE
2315000 DA, TV AN FT—=2IX15H T LI
EEINET,
AT 719 |dst-grp dgrp_id IDdgrp_id Z FF o8 e/ NV—T % Z DY T AT Y

51

switch (conf-tm-sub) # dst-grp 100

Tra 7 LET,

B =7\ EsRTFLARY
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YANG /AR DHEE DR TE

YANG N ADHET, Gt A PN —I V7RIV L ELTHXLERHY £, GitA MY —
SUTEEM EBEENIE LR SN T RWES, TV A M) T—FOIUEIZA R —I 7
MLV BRI ENHV ET, ZORWTIE, KOZERnbMY £,

e T L AN F—=ENZEMM~DA RN = 7L bHE EBIND -0, Brrllii- &
N5HF¥a2—,

cHAEDHREN» O TIXRWVWEWT LA N FS—4&,

BRFA MY = TR LD B REVMEIZHE 2Rk L £7,

FIEDHE
1. show telemetry control database sensor-groups
2. sensor group number
3. subscription number
4. snsr-grp number sample-interval milliseconds
5. show system resources
FIED
AT RFEEIEITFZII Y B
R Fw 71 | show telemetry control database sensor-groups EEHANY —I R RE L E T,
il - BEFA DY =2 VI, BV — I A—T D
switch# show telemetry control database il 2 ODEIEDA ) — 3  TEMOEE T, s
Zens°r'gr°ups L DA NI —I V7RI, S UPREMNOANY —3
ensor Group Database size = 2

YW (Cur) (CFORSNET, ZOBITIE &

Row Ib  Sensor Group ID Sensor Group type |Zf2 kU —3 » ZWFfH]I32.664 ) (2515 I UF)+149
Sampling interval (ms) Linked subscriptions SubID| _ U ﬁb) TT?r
X g y o

1 2 Timer /YANG *%Ekéﬂfiﬁﬁ}_gé’ﬁ ‘/"j‘*‘ 7\‘/1/*‘70@/5\%1‘7\ FU—
5000 /Running 1 U S R e L E T

Collection Time in ms (Cur/Min/Max) : g/ﬁ\fg@i-ﬁ—yj"/l/ﬁﬁﬂﬁrg-(%ﬁ—;éﬂij—o :@@J*’C(i\
2444/2294/2460 - L N s e
Encoding Time in ms (Cur/Min/Max): 56/55/57 /E‘\E+7\ FY) =7 H?{:Fﬁﬁ (2'664 *J) WTAT A
Transport Time in ms (Cur/Min/Max): 0/0/1 (TZ74FD5.000F) L bEWD, HEEIX
Streaming Time in ms (Cur/Min/Max) : .

2515/2356/28403 IEL< *%Ej_ééﬂ(l/\ijAO

Collection Statistics:

collection id dropped =0
last collection id dropped = 0
drop count =0
2 1 Timer /YANG
5000 /Running 1 1

Collection Time in ms (Cur/Min/Max): 144/142/1471
Encoding Time in ms (Cur/Min/Max): 0/0/1

=FLEHETFLA Y )
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Transport Time in ms (Cur/Min/Max): 0/0/0
Streaming Time in ms (Cur/Min/Max): 149/147/23548

Collection Statistics:

collection_ id dropped =0
last collection id dropped = 0
drop_count =0
switch#
telemetry

destination-group 1
ip address 192.0.2.1 port 9000 protocol HTTP
encoding JSON
sensor-group 1
data-source YANG
path /Cisco-NX-0S-device:System/procsys-items
depth unbounded
sensor-group 2
data-source YANG
path
/Cisco-NX-OS-device:System/intf-items/phys-items
depth unbounded
subscription 1
dst-grp 1
snsr-grp 1 sample-interval 5000
snsr-grp 2 sample-interval 5000

R T 72| sensor group number HFFANY = U IREE DN E OBEL EOE | M
Bl - fRaE Loy b= V=72 AN LET,
switch (config-telemetry)# sensor groupl

AT 7 3 | subscription number oY — I N—T DY TR ) T a o ERELE
1 - kR
switch (conf-tm-sensor)# subscription 100

R T 7 4 |snsr-grp number sample-interval milliseconds WY e L — T N—F oW T, RS
Bl - ARA Y= IR LY bR EWVEICEE L %
switch (conf-tm-sub) # snsr-grp number R
sample-interval 5000 ZOFITIE, TR 5.000 ISR E SHT

WET, ZHUE, 2664 BOEFEA MY —I T
MEDbENWZD, A%TT,
A 7 5 | show system resources CPUDHE AR ZfEFE L T 7230y,

1

switch# show system resources

Load average: 1 minute: 0.38 5 minutes: 0.43
15 minutes: 0.43
Processes: 555 total, 3 running
CPU states 24.17% user, 4.32% kernel,
71.50% idle
CPUO states: 0.00% user, 2.12% kernel,
97.87% idle
CPUl states: 86.00% user, 11.00%

B =7\ EsRTFLARY

ZOBNTTRT L 91T, CPU—Y—IREEN BV
RERLTODGE, HEEA N —I V7 ENE
LR INTWERA, ZOFRIREZHEY KL T,
HEZELIERELET,



| EFLEHRFLA Y

cusgmLETLA ~yone |

AU RFERETIVa Y

B8

kernel, 3.00% idle

98.97% idle

Memory usage: 16400084K total,
10538432K free

Current memory status: OK

CPU2 states: 8.08% user, 3.03% kernel,
88.88% idle
CPU3 states: 0.00% user, 1.02% kernel,

5861652K used,

CLUZFERLE=TLA Y DB

WOFEIATIE, GPBZra—F 4 7 %2FEHALTCIOBDY XATH—~DT L X ) DME A
Y — A ERERT B HFECOWTHALET,

switch# configure terminal

switch (config)# feature telemetry

switch (config) # telemetry

switch (config-telemetry)# destination-group 1

switch (config-tm-dest)# ip address 171.70.59.62 port 50051 protocol gRPC encoding GPB
switch (config-tm-dest) # exit

switch (config-telemetry)# sensor group sgl

switch (config-tm-sensor)# data-source DME

switch(config-tm-dest)# path interface depth unbounded query-condition keep-data-type
switch (config-tm-dest) # subscription 1

switch (config-tm-dest)# dst-grp 1

switch (config-tm-dest)# snsr grp 1 sample interval 10000

ZOHFITIE, sys/bgp /b— K MO OF — & Z4i5E 1P 1.2.3.4 78— |k 50003 |2 5 7P T LA b
V=075 T 2707y a v EERLET,

switch (config) # telemetry

config-telemetry)# sensor-group 100
conf-tm-sensor) # path sys/bgp depth 0
conf-tm-sensor) # destination-group 100
conf-tm-dest) # ip address 1.2.3.4 port 50003
conf-tm-dest) # subscription 100

conf-tm-sub) # snsr-grp 100 sample-interval 5000
conf-tm-sub) # dst-grp 100

switch
switch
switch
switch
switch
switch
switch

WIZ, sys/intf DT —X % 5T L1, %685 1P 1.2.3.4 K — K 50003 [IZA U —I 7 L,
test.pem ZHEA L THIESN/ZGPB Ly a—FT 4 V7 HHALTA M) — 2 2B 5{kT 5
T2 )T g OIEEBIE R LET,

switch(config) # telemetry

switch (config-telemetry)# certificate /bootflash/test.pem foo.test.google.fr
switch (conf-tm-telemetry)# destination-group 100

switch (conf-tm-dest)# ip address 1.2.3.4 port 50003 protocol gRPC encoding GPB
switch (config-dest)# sensor-group 100

switch (conf-tm-sensor)# path sys/bgp depth 0

switch (conf-tm-sensor) # subscription 100

switch (conf-tm-sub)# snsr-grp 100 sample-interval 5000

switch (conf-tm-sub) # dst-grp 100

=FLEHETFLA Y )
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ZOHITIX, sys/cdp DT — X G TP 1.2.3.4 78—k 50004 (2 15V LA MY —3 >
TIHYT AN T g CERERLET,

switch (config) # telemetry
switch(config-telemetry)# sensor-group 100
switch (conf-tm-sensor)# path sys/cdp depth 0

switch
switch

conf-tm-sensor) # destination-group 100
conf-tm-dest) # ip address 1.2.3.4 port 50004

switch (conf-tm-dest) # subscription 100
switch (conf-tm-sub)# snsr-grp 100 sample-interval 15000
switch (conf-tm-sub) # dst-grp 100

(
(
(
(
(
(
(
(

ZOFITIR, 7150 T i show 2~ R T —H DI ATV AR—ADal 7 v a rEfERL

£7,

switch (config) # telemetry
switch (config-telemetry)# destination-group 1

switch (conf-tm-dest)# ip address 172.27.247.72 port 60001 protocol gRPC encoding GPB
switch (conf-tm-dest)# sensor-group 1

switch (conf-tm-sensor) #

subscription 1
switch (conf-tm-sub) # dst-grp 1

(

(

(

(
switch (conf-tm-sensor# data-source NX-API
switch (conf-tm-sensor) # path "show system resources" depth 0
switch (conf-tm-sensor)# path "show version" depth 0
switch (conf-tm-sensor) # path "show environment power" depth 0
switch (conf-tm-sensor) # path "show environment fan" depth 0
switch (conf-tm-sensor)# path "show environment temperature" depth 0
switch (conf-tm-sensor)# path "show process cpu" depth 0
switch (conf-tm-sensor)# path "show nve peers" depth 0
switch (conf-tm-sensor)# path "show nve vni" depth 0
switch (conf-tm-sensor)# path "show nve vni 4002 counters" depth 0
switch (conf-tm-sensor)# path "show int nve 1 counters" depth 0
switch (conf-tm-sensor) # path "show policy-map vlan" depth 0
switch (conf-tm-sensor) # path "show ip access-list test" depth 0
switch (conf-tm-sensor)# path "show system internal access-list resource utilization"
depth 0

(

(

(

switch (conf-tm-dest)# snsr-grp 1 sample-interval 750000

ZOWITIE, sys/fm DA R b R=ZADHP T A7 Y T a L EERLET, sys/fm MO (228
ERHDGEICOH, T — X T8k

switch
switch
switch
switch
switch

config) # telemetry
config-telemetry)# sensor-group 100
conf-tm-sensor) # path sys/fm depth 0
conf-tm-sensor) # destination-group 100

A MY =7 &ENnET,

conf-tm-dest) # ip address 1.2.3.4 port 50005
conf-tm-dest) # subscription 100
conf-tm-sub) # snsr-grp 100 sample-interval 0
conf-tm-sub) # dst-grp 100

switch
switch
switch

BERIC, VU TR ELEETLHZ LT Bt AT EREER— AN DA N R
R EFLTED, AR N R=ANGEFERAR—RZER L) TEET, ZOFITIE,
Ut — SN —TEFIOFNCHER—RIZEELET, KOa~x KOk, 7VA RN 7T
TV r—a R TR I LT sysim T — X OGS A~D A N — I T EBR L E T,

—

B =7\ EsRTFLARY
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switch (config) # telemetry
switch (config-telemetry)# subscription 100
switch (conf-tm-sub) # snsr-grp 100 sample-interval 7000

WO Y — T N—TF LGk |1 DOV T A7 ) P g 02 vy TEXET, 2o
TRV a i, A—FXy N BR—=F1/1DOF—X% 45D RIp AR 10 T &1
ARM)—=I T LET,

switch (config) # telemetry

switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor)# path sys/intf/phys-[ethl/1] depth 0
switch (conf-tm-sensor)# destination-group 100
switch(conf-tm-dest)# ip address 1.2.3.4 port 50004

switch (conf-tm-dest)# ip address 1.2.3.4 port 50005

switch (conf-tm-sensor)# destination-group 200

switch (conf-tm-dest)# ip address 5.6.7.8 port 50001 protocol HTTP encoding JSON
switch (conf-tm-dest)# ip address 1.4.8.2 port 60003

switch (conf-tm-dest) # subscription 100

switch (conf-tm-sub) # snsr-grp 100 sample-interval 10000
switch (conf-tm-sub) # dst-grp 100

switch (conf-tm-sub)# dst-grp 200

WIZ, B — T N—T DA %G, Bkl /7 NV—T 180T e 7 A V&
G, YT R7 ) Foa v EEEOR Y — SV —F L5 S —TF ) 7 TE B R FOR
L7,

switch(config)# telemetry

switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor) # path sys/intf/phys-[ethl/1] depth 0
switch (conf-tm-sensor)# path sys/epId-1 depth 0

switch (conf-tm-sensor)# path sys/bgp/inst/dom-default depth 0

switch (config-telemetry)# sensor-group 200
switch (conf-tm-sensor)# path sys/cdp depth 0
switch (conf-tm-sensor)# path sys/ipv4 depth 0

switch(config-telemetry)# sensor-group 300
switch (conf-tm-sensor) # path sys/fm depth 0
switch (conf-tm-sensor) # path sys/bgp depth 0

switch (conf-tm-sensor)# destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest)# ip address 4.3.2.5 port 50005

switch (conf-tm-dest)# destination-group 200
switch (conf-tm-dest)# ip address 5.6.7.8 port 50001

switch (conf-tm-dest)# destination-group 300
switch (conf-tm-dest)# ip address 1.2.3.4 port 60003

switch (conf-tm-dest) # subscription 600

switch (conf-tm-sub)# snsr-grp 100 sample-interval 7000
switch (conf-tm-sub) # snsr-grp 200 sample-interval 20000
switch (conf-tm-sub)# dst-grp 100

switch (conf-tm-sub) # dst-grp 200

switch (conf-tm-dest) # subscription 900

=FLEHETFLA Y )
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switch (conf-tm-sub)# snsr-grp 200 sample-interval 7000
switch (conf-tm-sub)# snsr-grp 300 sample-interval 0
switch (conf-tm-sub) # dst-grp 100

switch (conf-tm-sub)# dst-grp 300

ZOFENZRT XL 912, show running-config telemetry =2~ > &M H L CTT L A~ UMk %
RTEET,

switch (config) # telemetry

switch (config-telemetry)# destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50003
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest) # end

switch# show run telemetry

!Command: show running-config telemetry
!Time: Thu Oct 13 21:10:12 2016

version 7.0(3)I5(1)
feature telemetry

telemetry

destination-group 100

ip address 1.2.3.4 port 50003 protocol gRPC encoding GPB
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB

ZOBENZRT L D12, use-vrf 2~ R & use-compression gzip =~ > K& LT, gRPC ®
N7 AR—=RMVRF &7 LA N F—HEREEIBETCEET,

switch (config)# telemetry
switch (config-telemetry)# destination-profile
switch (conf-tm-dest-profile)# use-vrf default
switch (conf-tm-dest-profile)# use-compression gzip
switch (conf-tm-dest-profile)# sensor-group 1
switch (conf-tm-sensor)# path sys/bgp depth unbounded
switch (conf-tm-sensor) # destination-group 1
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest)# subscription 1
switch (conf-tm-sub)# dst-grp 1

(

switch (conf-tm-sub)# snsr-grp 1 sample-interval 10000

T LA R DIERERERIRDERT

D NX-OS CLIshow 2~ > R&EEHA LT, 7L X U O, HeHE#H, =7 —, BXIO
tyvalERERRLET,

show telemetry yang direct-path cisco-nxos-device

ZToawy RiE, oA E Y LT p—< AN ET A X Y ICET L 2 — FENT7 YANG
INAERRFILET,

switch# show telemetry yang direct-path cisco-nxos-device
) Cisco-NX-0OS-device:System/lldp-items
2) Cisco-NX-0OS-device:System/acl-items
3) Cisco-NX-0OS-device:System/mac-items
4) Cisco-NX-0OS-device:System/intf-items

B =7\ EsRTFLARY
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Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device

:System/procsys-items/sysload-items
:System/ospf-items
:System/procsys-items
Cisco-NX-0S-device:System/ipgos—-items/queuing-items/policy-items/out-items
Cisco-NX-0S-device:System/mac-items/static-items
Cisco-NX-0S-device:System/ch-items
Cisco-NX-0S-device:System/cdp-items
Cisco-NX-0S-device:System/bd-items
Cisco-NX-0S-device:System/eps—items
Cisco-NX-0OS-device:System/ipv6-items

P P WO oo Jou,

= o
SWN RO - —— — —

show telemetry control database

WIZ, TV AR ORERRE L CWAERET —FX—2Da<vy RERRLET,

switch# show telemetry control database ?

<CR>
> Redirect it to a file
>> Redirect it to a file in append mode

destination-groups
destinations
sensor-groups

Show destination-groups

Show destinations

Show sensor-groups
sensor-paths Show sensor-paths
subscriptions Show subscriptions

| Pipe command output to filter

switch# show telemetry control database

Subscription Database size =1

DME NX-API

Database size =1

Sensor Group type Sampling interval (ms) Linked subscriptions

10000 (Running) 1

Sensor Path Database size =1

Subscribed Query Filter Linked Groups Sec Groups Retrieve level Sensor Path

No 1 0 Full sys/fm
Destination group Database size = 2

Destination Group ID Refcount

100 1

Destination Database size = 2

Dst IP Addr Dst Port Encoding Transport Count

192.168.20.111 12345 JSON HTTP 1
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192.168.20.123 50001 GPB gRPC 1

show telemetry control database sensor-paths
Zoa~wry NI, 7VAMIREDOE Y —NAOFMEFRRLET, ZHUlE, =ra—
Fyr T ME, FTUAR—b, BEXOA NI =7 Oh U EANEGENET,

switch (conf-tm-sub)# show telemetry control database sensor-paths
Sensor Path Database size = 4

Row ID Subscribed Linked Groups Sec Groups Retrieve level Path(GroupId) : Query
Filter

1 No 1 0 Full sys/cdp (1) : NA : NA

GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 65785/65785/65785
Collection Time in ms (Cur/Min/Max): 10/10/55

Encoding Time in ms (Cur/Min/Max): 8/8/9

Transport Time in ms (Cur/Min/Max): 0/0/0

Streaming Time in ms (Cur/Min/Max): 18/18/65

2 No 1 0 Self show module(2) : NA :
NA

GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 1107/1106/1107

Collection Time in ms (Cur/Min/Max): 603/603/802

Encoding Time in ms (Cur/Min/Max): 0/0/0

Transport Time in ms (Cur/Min/Max): 0/0/1

Streaming Time in ms (Cur/Min/Max): 605/605/803

3 No 1 0 Full sys/bgp(l) : NA : NA
GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0

Collection Time in ms (Cur/Min/Max): 0/0/44

Encoding Time in ms (Cur/Min/Max): 0/0/0

Transport Time in ms (Cur/Min/Max): 0/0/0

Streaming Time in ms (Cur/Min/Max): 1/1/44

4 No 1 0 Self show version(2) : NA :
NA

GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 2442/2441/2442

Collection Time in ms (Cur/Min/Max): 1703/1703/1903

Encoding Time in ms (Cur/Min/Max): 0/0/0

Transport Time in ms (Cur/Min/Max): 0/0/0

Streaming Time in ms (Cur/Min/Max): 1703/1703/1904

switch (conf-tm-sub) #

show telemetry control stats

Zoawy RE, TUA RN OERIZCOWTONERT — X X—2ADfF 2R~ LET,

switch# show telemetry control stats
show telemetry control stats entered

Chunk allocation failures 0

B =7\ EsRTFLARY



| EFLEHRFLA Y

Sensor path Database chunk creation failures

Sensor Group Database chunk creation failures
Destination Database chunk creation failures
Destination Group Database chunk creation failures
Subscription Database chunk creation failures

Sensor path Database creation failures

Sensor Group Database creation failures

Destination Database creation failures

Destination Group Database creation failures
Subscription Database creation failures

Sensor path Database insert failures

Sensor Group Database insert failures

Destination Database insert failures

Destination Group Database insert failures
Subscription insert to Subscription Database failures
Sensor path Database delete failures

Sensor Group Database delete failures

Destination Database delete failures

Destination Group Database delete failures

Delete Subscription from Subscription Database failures
Sensor path delete in use

Sensor Group delete in use

Destination delete in use

Destination Group delete in use

Delete destination(in use) failure count

Failed to get encode callback

Sensor path Sensor Group list creation failures
Sensor path prop list creation failures

Sensor path sec Sensor path list creation failures
Sensor path sec Sensor Group list creation failures
Sensor Group Sensor path list creation failures
Sensor Group Sensor subs list creation failures
Destination Group subs list creation failures
Destination Group Destinations list creation failures
Destination Destination Groups list creation failures
Subscription Sensor Group list creation failures
Subscription Destination Groups list creation failures
Sensor Group Sensor path list delete failures

Sensor Group Subscriptions list delete failures
Destination Group Subscriptions list delete failures
Destination Group Destinations list delete failures
Subscription Sensor Groups list delete failures
Subscription Destination Groups list delete failures
Destination Destination Groups list delete failures
Failed to delete Destination from Destination Group
Failed to delete Destination Group from Subscription
Failed to delete Sensor Group from Subscription
Failed to delete Sensor path from Sensor Group

Failed to get encode callback

Failed to get transport callback

switch# Destination Database size = 1
Dst IP Addr Dst Port Encoding Transport Count
192.168.20.123 50001 GPB gRPC 1

show telemetry data collector brief

FLA by o emtERox® [

O O O O O OO OO OO OO0 O0O0O0O00O00O00O0O00O0O0O0O0OOOOOOOOOOOOOOOOOOOOOOO OO

Zoawy NI, F—FEICET ML LeREHEREZR LET

switch# show telemetry data collector brief

=FLEHETFLA Y )
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show telemetry data collector details

Zoawy Rk, TRXTCOB Y — R0 EEGTe, 7 — X WEICET D32 matE &%
FrRLET,

switch# show telemetry data collector details

150 0 sys/fm

show telemetry event collector errors

Zoawr R, ARy MUEICET I =7 —HEtE#REzF R LET,

switch# show telemetry event collector errors

APIC-Cookie Generation Failures -
Authentication Failures -
Authentication Refresh Failures -
Authentication Refresh Timer Start Failures -
Connection Timer Start Failures -
Connection Attempts -
Dme Event Subscription Init Failures -
Event Data Enqueue Failures -
Event Subscription Failures -
Event Subscription Refresh Failures -
Pending Subscription List Create Failures -
Subscription Hash Table Create Failures -
Subscription Hash Table Destroy Failures -
Subscription Hash Table Insert Failures -
Subscription Hash Table Remove Failures -
Subscription Refresh Timer Start Failures -
Websocket Connect Failures -

O OO O OO0 OOOOWoOooo oo

show telemetry event collector stats

Zoawy Rid, $XTOB Y — RAONREEGTeA X MUEICEET A2HHBEREE R L
ij‘o

W

switch# show telemetry event collector stats

Collection Count Latest Collection Time Sensor Path

B =7\ EsRTFLARY
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show telemetry control pipeline stats

FLA by o emtERox® [

CToawrRiE, TULAN) AT T O HEREFRLE T,

switch# show telemetry pipeline
Main Statistics:
Timers:
Errors:
Start Fail =

Data Collector:
Errors:
Node Create Fail =

Event Collector:
Errors:
Node Create Fail
Invalid Data =

Memory:
Allowed Memory Limit
Occupied Memory

Queue Statistics:
Request Queue:
High Priority Queue:
Info:
Actual Size
Max Size

Errors:
Enqueue Error

Low Priority Queue:
Info:
Actual Size
Max Size

Errors:
Enqueue Error

Data Queue:
High Priority Queue:
Info:
Actual Size
Max Size

Errors:
Enqueue Error

Low Priority Queue:
Info:
Actual Size
Max Size

Errors:
Enqueue Error

show telemetry transport

stats

Node Add Fail = 0

= 1181116006 bytes
93265920 bytes

Current Size = 0
Full Count = 0
Dequeue Error = 0
Current Size = 0
Full Count = 0
Dequeue Error = 0
Current Size = 0
Full Count = 0
Dequeue Error = 0
Current Size = 0
Full Count = 0
Dequeue Error = 0

WIZ, RSN TN B TR Ttk y v a v OflEERRLET,
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switch# show telemetry transport

EFLEHETLA Y |

Session Id IP Address Encoding  Transport Status

o 192.168.20.123 50001 er grec Comnected
% 1: show telemetry transport (DX D E5iBA

X iER

show FATH DT AT MMEFREFR R LET,
telemetry FUANY AR LET

AV N

FLARNIDNF U AFR— MEREZFRRELE
kR

session_id (AFvayv) ByiraID

stats (7> ay) §XTOF LA B UFKEHER
EERRLET,

errors (A7vay) T XRTCOTLA N =T —1F
HRAERRTLET,

SR HL Y B (FF>ay)

TABLE transport_info

(A7 ayv) FT U AR— ME#R

session_idx (F7vay) By g ID

ip_address (AFvav) PFTUAR—=FIPT FLA
port (FEE) FIAR—F FA—F

dest_info (AT a ) gk dR

encoding_type

(A Fvay) mva—F400 AT

transport_type

(A7vay) NTUAR—F ZAT

transport_status

(AFvay) PTUVAR—K AT —H R

transport_security_cert_fname

(AF7Fvay) FNFUvAFR—bEX2UT 4
77 A INK

transport_last_connected

(ATvay) BRICERISNIZ b T AR —
~

transport_last_disconnected

(AT ay) ZOFEERRNEBICHIBRS
Pl
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FLA by o emtERox® [

B % EA

transport_errors_count (A7 vay) NFZUAR—h=T7—%

transport_last_tx_error (A7vary) FTUAR— NOREDOEE
7 —

transport_statistics (F7>ary) BT AR— MEiHE#R

t_session _id (F7var) RS AR—FEYI 31D

connect_statistics (X7 ay) BEpiiitiEg

connect_count (A7 ay) $Emk

last_connected (AT vay) BREEEROXA LAK T

Disconnect_count (A7 v ayv) Wk

last_disconnected (AT >ay) ZORERRDREZICHIERS
-

trans_statistics (A7vay) b7 AR— MEFHE®R

compression (A7 ay) EMAT—H A

source _interface name (A7 vary) EETXA U E—T A R4

source interface ip (AFvarv) #MExA L —7=AX1P

transmit_count (A7 ar) EEHK

last_tx_time (A7 a3 yv) wmEREERZ

min_tx_time (AT ay) f/hEERR

max_tx_time (A7 a3 yv) mREERH

avg_tx_time (AT va ) FHEE R

cur_tx_time (AT a ) BHEDEE R

transport_errors (A7 ay) NFUVAR—KxT—

connect_errors (AFvayv) oo —

connect_errors_count (A7vay) Bt —%

trans_errors (FFvay) PIFUARR—F =T —

trans_errors_count (A7 ar) hTUAR—F =T —¥
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EFLEHETLA Y |

BX B

last_tx_error (AFvay) REDINIT VAR—FTT—

last_tx_return_code (A7vay) REOEERY a—F

transport_retry_stats (A7 ay) FaITHEHE

ts_event_retry bytes (A7Fvay) AV EFRITNy 77 A
2

ts timer_retry bytes (AFvay) 2A4A~—Fi{T Ny 77 A
=

ts_event_retry size (AFvar) ARV FERITA v E—U%

ts timer_retry size (FFvary) A—FBRITA vE—V8

ts retries_sent (A7 ay) HEINTERITREE

ts retries dropped (A7 ar) Ryl SnizmFRirEEk

event_retry bytes (FFvay) AXVEFRITNy 77 %A
=

timer_retry_bytes (FATvary) FA~—H{IT Ny 77 YA
2

retries_sent (A7 a ) #ESh-maRITEE

retries_dropped (A7 var) FryZInmaliTRE

retry_buffer_size (F7vary) Ty 7y P4 X

show telemetry transport <session-id>

WD A< RTIE, BEDEEYE vy a Oty Y a VEEREREINET,

switch# show telemetry transport 0

Session Id:

IP Address:Port

Encoding:
Transport:
Status:

0
192.168.20.123:50001
GPB

gRPC

Disconnected

Last Connected:
Last Disconnected: Never
Tx Error Count: 224

Last Tx Error:

switch# show telemetry transport 1

Session Id: 1
IP Address:Port

B =7\ EsRTFLARY

10.30.218.56:51235

Fri Sep 02 11:45:57.505 UTC

Fri Sep 02 12:23:49.555 UTC
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FLA by o emtERox® [

Transport: HTTP

Status: Disconnected

Last Connected: Never

Last Disconnected: Never

Tx Error Count: 3

Last Tx Error: Wed Apr 19 15:56:51.617 PDT

Iz, IPv6 = U OB~ L ET,

switch# show telemetry transport 0
Session Id: O

IP Address:Port [10:10::1]:8000
Transport: GRPC

Status: Idle

Last Connected: Never

Last Disconnected: Never

Tx Error Count: O

Last Tx Error: None

Event Retry Queue Bytes: 0
Event Retry Queue Size: 0

Timer Retry Queue Bytes: 0
Timer Retry Queue Size: 0

Sent Retry Messages: O

Dropped Retry Messages: 0

show telemetry transport <session-id> stats

WIZ, BEOEYEE Yy a OO a~y RERLET,

switch# show telemetry transport 0 stats

Session Id: 0

IP Address:Port 192.168.20.123:50001
Encoding: GPB

Transport: GRPC

Status: Connected

Last Connected: Mon May 01 11:29:46.912 PST
Last Disconnected: Never

Tx Error Count: 0

Last Tx Error: None

show telemetry transport <session-id> stats

WIZ, BEDESEY v a v OO a~vy RERLET,

Session Id: 0
Transmission Stats
Compression: disabled
Source Interface: not set ()
Transmit Count: 319297
Last TX time: Fri Aug 02 03:51:15.287 UTC
Min Tx Time: 1 ms
Max Tx Time: 3117 ms
Avg Tx Time: 3 ms
Cur Tx Time: 1 ms

show telemetry transport <session-id> errors

WD a~<y KT, BEDEYY vy a v O T — O ERNFRINET,

=FLEHETFLA Y )
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switch# show telemetry transport 0 errors

EFLEHETLA Y |

Session Id: 0

Connection Errors

Connection Error Count: 0

Transmission Errors

Tx Error Count: 30

Last Tx Error: Thu Aug 01 04:39:47.083 UTC
Last Tx Return Code: No error

show telemetry control databases sensor-paths

WO TFNEIZ LV, KD show telemetry control databases sensor-paths =~ > N H 235 5

NET,

feature telemetry

telemetry
destination-group 1

ip address 172.25.238.13 port 50600 protocol gRPC encoding GPB

sensor-group 1
path sys/cdp depth unbounded
path sys/intf depth unbounded
path sys/mac depth 0
subscription 1
dst-grp 1
snsr-grp 1 sample-interval 1000

o< KT,

switch# show telemetry control databases sensor-paths

Sensor Path Database size = 3

Row ID Subscribed Linked Groups Sec Groups Retrieve level Path (GroupId)

Query : Filter

NA

GPB Encoded Data size in bytes (Cur/Min/Max) :
JSON Encoded Data size in bytes (Cur/Min/Max) :
CGPB Encoded Data size in bytes (Cur/Min/Max) :

Collection Time in ms (Cur/Min/Max): 6/5/54
Encoding Time in ms (Cur/Min/Max): 5/5/6

Full sys/cdp(l) : NA
30489/30489/30489

0/0/0
0/0/0

Transport Time in ms (Cur/Min/Max): 1027/55/1045
Streaming Time in ms (Cur/Min/Max): 48402/5/48402

2 No 1 0
A : NA

GPB Encoded Data size in bytes (Cur/Min/Max) :

JSON Encoded Data size in bytes (Cur/Min/Max) :
CGPB Encoded Data size in bytes (Cur/Min/Max) :
Collection Time in ms (Cur/Min/Max): 66/64/114

Encoding Time in ms (Cur/Min/Max): 91/90/92

Full sys/intf(l) : N
539466/539466/539466
0/0/0
0/0/0

Transport Time in ms (Cur/Min/Max): 4065/4014/5334
Streaming Time in ms (Cur/Min/Max): 48365/64/48365

3 No 1 0
NA

GPB Encoded Data size in bytes (Cur/Min/Max) :
JSON Encoded Data size in bytes (Cur/Min/Max) :
CGPB Encoded Data size in bytes (Cur/Min/Max) :

Collection Time in ms (Cur/Min/Max): 1/1/47

B =7\ EsRTFLARY

Self sys/mac(l) : NA

247/247/247
0/0/0
0/0/0
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Encoding Time in ms (Cur/Min/Max): 1/1/1
Transport Time in ms (Cur/Min/Max): 4/1/6
Streaming Time in ms (Cur/Min/Max): 47369/1/47369

show telemetry transport sessions

wKDa<wy N, TRXRTOR T AR— by arzL—71L, |o0a<vy RTIEHREZH
HLET,

switch# show telemetry transport sessions
switch# show telemetry transport stats
switch# show telemetry transport errors
switch# show telemetry transport all

wIZ, TLARY FIvAR—F By aroflarLlEd,

switch# show telemetry transport sessions

Session Id: 0

IP Address:Port 172.27.254.13:50004
Transport: GRPC

Status: Transmit Error

SSL Certificate: trustpointl

Last Connected: Never

Last Disconnected: Never

Tx Error Count: 2

Last Tx Error: Wed Aug 19 23:32:21.749 UTC
Session Id: 4

IP Address:Port 172.27.254.13:50006
Transport: UDP

TLAR) IZTZASILARD R

TT 2 ATV AR MY R— T 57012, HriLnkrh— "2 72 MBSV E
Lice THOYT 407 BT ONEAR N AN =V T EFEHICT DT, kRO
FEEHEALET,

sensor—-group 1

path sys/accounting/log query-condition
query-target=subtree&complete-mo=yes&notify-interval=1

TT 2 AT AR Y R—= T LEOMOE Y — NRFRDEBY TT,

sys/pim/inst/routedb-route, sys/pim/pimifdb-adj, sys/pim/pimifdb-prop
sys/igmp/igmpifdb-prop, sys/igmp/inst/routedb, sys/igmpsnoop/inst/dom/db-exptrack,
sys/igmpsnoop/inst/dom/db-group, sys/igmpsnoop/inst/dom/db-mrouter
sys/igmpsnoop/inst/dom/db-querier, sys/igmpsnoop/inst/dom/db-snoop

FLAR) O EFL—RBFHRORT

o7k hl—REREFRTRTDHIIE, RONX-OSCLI 2~ REEHRALET,

TOZALYR—FTLAM)ERTE

ZDONX-OSCLIZ~> R, 77=hL P R—baln5TL AR o JONBTZNELF
T, ZOFITIE, a~r KEAINRT = 7T 920774 MV F A L7 bENET,

=FLEHETFLA Y )
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switch# show tech-support telemetry > bootflash:tmst.log

tmtrace.bin

ZOBASH Y =/l <=2 RiZ, VALY FL—REZNELTHALET,

switch# configure terminal

switch (config)# feature bash
switch(config)# run bash

bash-4.2$ tmtrace.bin -d tm-errors
bash-4.2$ tmtrace.bin -d tm-logs
bash-4.2$ tmtrace.bin -d tm-events

il

bash-4.2$ tmtrace.bin -d tm-logs

[01/25/17 22:52:24.563 UTC 1 29130] [3944724224] [tm ec dme auth.c:59] TM EC: Authentication
refresh url http://127.0.0.1/api/aaaRefresh.json

[01/25/17 22:52:24.565 UTC 2 29130] [3944724224] [tm ec dme rest util.c:382] TM EC:
Performed POST request on http://127.0.0.1/api/aaaRefresh.json

[01/25/17 22:52:24.566 UTC 3 29130] [3944724224] [tm mgd timers.c:114] TM MGD TIMER:

Starting leaf timer for leaf:0xllel7ead4 time in ms:540000

[01/25/17 22:52:45.317 UTC 4 29130] [3944724224] [tm _ec dme event subsc.c:790] TM EC:

Event subscription database size 0

[01/25/17 22:52:45.317 UTC 5 29130] [3944724224] [tm mgd timers.c:114] TM MGD TIMER:

Starting leaf timer for leaf:0xllel7e3c time in ms:50000

bash-4.2#

N

GE)  tm-logs 47" v a2 VIILETH D720, T 740 FTIEEDI 2> T ERA,
tmtrace.bin -LD tm-logs I~ NS tm—Iogs %’f;ﬁ;{jﬂ: Li‘@_o

tmtrace.bin -LW tm-logs A~ ]\;:L—’ffﬂq LT tm-Iogs %ﬁ;ﬁ&l Li‘a}

show system internal telemetry trace

show system internal telemetry trace [tm-events | tm-errors [tm-logs |all] =~ > Ni&, ¥ AT LD
WERT LA R R L—XEREFRLET,

switch# show system internal telemetry trace all

Telemetry All Traces:

Telemetry Error Traces:

[07/26/17 15:22:29.156 UTC 1 28577] [3960399872] [tm cfg api.c:367] Not able to destroy

dest profile list for config node rc:-1610612714 reason:Invalid argument

[07/26/17 15:22:44.972 UTC 2 28577] [3960399872] [tm stream.c:248] No subscriptions for

destination group 1

[07/26/17 15:22:49.463 UTC 3 28577] [3960399872] [tm_stream.c:576] TM STREAM: Subscriptoin
1 does not have any sensor groups

3 entries printed

Telemetry Event Traces:

[07/26/17 15:19:40.610 UTC 1 28577] [3960399872] [tm_debug.c:41] Telemetry xostrace buffers
initialized successfully!

[07/26/17 15:19:40.610 UTC 2 28577] [3960399872] [tm.c:744] Telemetry statistics created

B =7\ EsRTFLARY
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successfully!

[07/26/17 15:19:40.610 UTC 3 28577] [3960399872] [tm init n9%k.c:97] Platform intf:
grpc_traces:compression, channel

switch#

switch# show system internal telemetry trace tm-logs

Telemetry Log Traces:

0 entries printed

switch#

switch# show system internal telemetry trace tm-events

Telemetry Event Traces:

[07/26/17 15:19:40.610 UTC 1 28577] [3960399872] [tm debug.c:41] Telemetry xostrace buffers
initialized successfully!

[07/26/17 15:19:40.610 UTC 2 28577] [3960399872] [tm.c:744] Telemetry statistics created
successfully!

[07/26/17 15:19:40.610 UTC 3 28577] [3960399872] [tm init n%k.c:97] Platform intf:

grpc_traces:compression,channel

[07/26/17 15:19:40.610 UTC 4 28577] [3960399872] [tm init n%k.c:207] Adding telemetry to
cgroup

[07/26/17 15:19:40.670 UTC 5 28577] [3960399872] [tm init n9%k.c:215] Added telemetry to
cgroup successfully!

switch# show system internal telemetry trace tm-errors
Telemetry Error Traces:

0 entries printed

switch#

NX-API ZfERAL=T L A b)) DFER

Configuring Telemetry Using the NX-API

In the object model of the switch DME, the configuration of the telemetry feature is defined in a hierarchical
structure of objects as shown in the section "Telemetry Model in the DME." Following are the main objects
to be configured:

» fmEntity — Contains the NX-API and Telemetry feature states.
» fmNxapi — Contains the NX-API state.

» fmTelemetry — Contains the Telemetry feature state.

« telemetryEntity — Contains the telemetry feature configuration.

« telemetrySensorGroup — Contains the definitions of one or more sensor paths or nodes to be
monitored for telemetry. The telemetry entity can contain one or more sensor groups.

« telemetryRtSensorGroupRel — Associates the sensor group with a telemetry subscription.
» telemetrySensorPath — A path to be monitored. The sensor group can contain multiple
objects of this type.
« telemetryDestGroup — Contains the definitions of one or more destinations to receive telemetry
data. The telemetry entity can contain one or more destination groups.

« telemetryRtDestGroupRel — Associates the destination group with a telemetry
subscription.

=FLEHETFLA Y )
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EFLEHETLA Y |

« telemetryDest — A destination address. The destination group can contain multiple objects

of this type.

« telemetrySubscription — Specifies how and when the telemetry data from one or more sensor
groups is sent to one or more destination groups.

* telemetryRsDestGroupRel — Associates the telemetry subscription with a destination

group.

« telemetryRsSensorGroupRel — Associates the telemetry subscription with a sensor group.

« telemetryCertificate — Associates the telemetry subscription with a certificate and hostname.

To configure the telemetry feature using the NX-API, you must construct a JSON representation of the
telemetry object structure and push it to the DME with an HTTP or HTTPS POST operation.

\)

Note For detailed instructions on using the NX-API, see the Cisco Nexus 3000 and 9000 Series NX-API REST

SDK User Guide and API Reference.

Before you begin

Your switch must be configured to run the NX-API from the CLI:

switch(config)# feature nxapi

nxapi use-vrf vrf name
nxapi http port port number

Procedure

Command or Action

Purpose

The root element is fmTelemetry and the base path for

X5 w71 |Enable the telemetry feature.
this element is sys/fm. Configure the adminSt attribute
Example:
as enabled.
{
"fmEntity" : {
"children" : [{
"fmTelemetry" : {
"attributes" : {
"adminSt" : "enabled"
}
}
}
]
}
}
R w F2 |Create the root level of the JSON payload to describe the | The root element is telemetryEntity and the base path

telemetry configuration.

Example:

B =7\ EsRTFLARY

for this element is sys/tm. Configure the dn attribute as
sys/tm.
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Configuring Telemetry Using the NX-API .

Command or Action

Purpose

"telemetryEntity": {
"attributes": {
"dn": "sys/tm"

b

AT w73 |Createasensor group to contain the defined sensor paths. | A telemetry sensor group is defined in an object of class
Examole: telemetrySensorGroup. Configure the following
ple: attributes of the object:
"telemetrySensorGroup™: { * id — An identifier for the sensor group. Currently
"attr igutesié { only numeric ID values are supported.
" l " . " " ,
“rn": "sensor-10" * rn — The relative name of the sensor group object
}, "children": [{ . i
'] in the format: sensor-id.
} » dataSrc — Selects the data source from DEFAULT,
DME, YANG, or NX-API.
Children of the sensor group object include sensor paths
and one or more relation objects
(telemetryRtSensorGroupRel) to associate the sensor
group with a telemetry subscription.
XFw 74 |(Optional) Add an SSL/TLS certificate and a host. The telemetryCertificate defines the location of the
SSL/TLS certificate with the telemetry
Example: o -
subscription/destination.
{
"telemetryCertificate": {
"attributes": {
"filename": "root.pem"
"hostname": "c.com"
}
}
}
X w75 |Define a telemetry destination group. A telemetry destination group is defined in
telemetryEntity. Configure the id attribute.
Example:
{
"telemetryDestGroup": {
"attributes": {
"id": "20"
}
}
}
XFw 76 |Define atelemetry destination profile. A telemetry destination profile is defined in

Example:

"telemetryDestProfile": {
"attributes": {

telemetryDestProfile.
* Configure the adminSt attribute as enabled.

* Under telemetryDestOptSourcelnterface, configure
the name attribute with an interface name to stream
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Command or Action

Purpose

"adminSt":
br
"children": [

{

"enabled"

"telemetryDestOptSourcelInterface":

"attributes": {
"name": "loO"

}

data from the configured interface to a destination
with the source IP address.

ATy T17

Define one or more telemetry destinations, consisting of
an [P address and port number to which telemetry data
will be sent.

Example:
{
"telemetryDest": {
"attributes": {
"addr": "1.2.3.4",
"enc": "GPB",
"port": "50001",
"proto": "gRPC",

"rn": "addr-[1.2.3.4]-port-50001"

A telemetry destination is defined in an object of class
telemetryDest. Configure the following attributes of the
object:

» addr — The IP address of the destination.
* port — The port number of the destination.

* rn — The relative name of the destination object in
the format: path-[path].

* enc — The encoding type of the telemetry data to
be sent. NX-OS supports:

* Google protocol buffers (GPB) for gRPC.
* JSON for C.

* proto — The transport protocol type of the telemetry
data to be sent. NX-OS supports:

* gRPC
« HTTP

* Supported encoded types are:
* HTTP/JSON YES

* HTTP/Form-data YES Only supported for Bin
Logging.

* GRPC/GPB-Compact YES Native Data Source
Only.

* GRPC/GPB YES
« UDP/GPB YES
« UDP/JSON YES
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Command or Action

Purpose

X w 78 |Enable gRPC chunking and set the chunking size, between | See Guidelines and Limitations section for more

64 and 4096 bytes. information.

Example:

{

"telemetryDestGrpOptChunking": {
"attributes": {
"chunkSize": "2048",
"dn": "sys/tm/dest-1/chunking"
}
}

}

AT w79 |Create atelemetry subscription to configure the telemetry | A telemetry subscription is defined in an object of class
behavior. telemetrySubscription. Configure the following attributes
of the object:

Example:

* id — An identifier for the subscription. Currently

"telemetrySubscription": { only numeric ID values are supported.

"attributes": {
"idv: "30", * rn — The relative name of the subscription object
"rn": "subs-30" in the format: subs-id.

}, "children": [{

} Children of the subscription object include relation objects
for sensor groups (telemetryRsSensorGroupRel) and
destination groups (telemetryRsDestGroupRel).

X w710 |Add the sensor group object as a child object to the

telemetrySubscription element under the root element

(telemetryEntity).

Example:

{

"telemetrySubscription": {
"attributes": {
"id": "30"
}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "5000",
"tDn": "sys/tm/sensor-10"
}
}
}
]
}
}
X T w711 |Create arelation object as a child object of the The relation object is of class

subscription to associate the subscription to the telemetry
sensor group and to specify the data sampling behavior.

Example:

telemetryRsSensorGroupRel and is a child object of
telemetrySubscription. Configure the following attributes
of the relation object:
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Command or Action

Purpose

"telemetryRsSensorGroupRel": {

"attributes": {
"rType": "mo",

"rn":
"rssensorGroupRel-[sys/tm/sensor-10]",
"sampleIntvl": "5000",

"tCl": "telemetrySensorGroup",
"tDn": "sys/tm/sensor-10",
"tType": "mo"

* rn — The relative name of the relation object in the
format:
rssensorGroupRel-[sys/tm/sensor-group-id].

 samplelntvl — The data sampling period in
milliseconds. An interval value of 0 creates an
event-based subscription, in which telemetry data is
sent only upon changes under the specified MO. An
interval value greater than O creates a
frequency-based subscription, in which telemetry
data is sent periodically at the specified interval. For
example, an interval value of 15000 results in the
sending of telemetry data every 15 seconds.

¢ tCl — The class of the target (sensor group) object,
which is telemetrySensorGroup.

* tDn — The distinguished name of the target (sensor
group) object, which is sys/tm/sensor-group-id.

* rType — The relation type, which is mo for
managed object.

* tType — The target type, which is mo for managed
object.

ATvT12

Define one or more sensor paths or nodes to be monitored
for telemetry.

Example:

Single sensor path

"telemetrySensorPath": ({
"attributes": {
"path": "sys/cdp",
"rn": "path-[sys/cdp]l",
"excludeFilter": "",
"filterCondition": "",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0"
}

Example:

Multiple sensor paths

"telemetrySensorPath": ({
"attributes": {
"path": "sys/cdp",

B =7\ EsRTFLARY

A sensor path is defined in an object of class
telemetrySensorPath. Configure the following attributes
of the object:

* path — The path to be monitored.

* rn — The relative name of the path object in the
format: path-[path]

* depth — The retrieval level for the sensor path. A
depth setting of O retrieves only the root MO
properties.

« filterCondition — (Optional) Creates a specific
filter for event-based subscriptions. The DME
provides the filter expressions. For more information
about filtering, see the Cisco APIC REST API Usage
Guidelines on composing queries. You can find it at
the following Cisco APIC documents landing page:


https://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html
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Command or Action

Purpose

"rn": "path-[sys/cdp]l",
"excludeFilter": "",
"filterCondition":
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth" . "O"

wn
’

"telemetrySensorPath": {
"attributes": {

"excludeFilter":
"filterCondition":
"path": "sys/fm/dhcp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth" . "O"

wn
’

wn
’

Example:

Single sensor path filtering for BGP disable events:

"telemetrySensorPath": ({
"attributes": {
"path": "sys/cdp",
" "path-[sys/cdpl",

wn
’

rn":
"excludeFilter":
"filterCondition":

"eq (fmBgp.operSt.\"disabled\")",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0"

AT w 713 | Add sensor paths as child objects to the sensor group
object (telemetrySensorGroup).
X 714 | Add destinations as child objects to the destination group
object (telemetryDestGroup).
X T w715 |Add the destination group object as a child object to the
root element (telemetryEntity).
X w 716 |Create arelation object as a child object of the telemetry | The relation object is of class

sensor group to associate the sensor group to the
subscription.

Example:

telemetryRtSensorGroupRel and is a child object of
telemetrySensorGroup. Configure the following
attributes of the relation object:
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Command or Action

Purpose

"telemetryRtSensorGroupRel": {
"attributes": {
"rn":
"rtsensorGroupRel-[sys/tm/subs-30]",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

* rn — The relative name of the relation object in the
format: rtsensorGroupRel-[sys/tm/subscription-id].

* tCl — The target class of the subscription object,
which is telemetrySubscription.

* tDn — The target distinguished name of the
subscription object, which is sys/tm/subscription-id.

R w 711 |Create a relation object as a child object of the telemetry | The relation object is of class telemetryRtDestGroupRel
destination group to associate the destination group to the | and is a child object of telemetryDestGroup. Configure
subscription. the following attributes of the relation object:

Example: * rn — The relative name of the relation object in the
format: rtdestGroupRel-[sys/tm/subscription-id].
"telemetryRtDestGroupRel": { L .
"attributes": { * tCl — The target class of the subscription object,
"rn": "rtdestGroupRel-[sys/tm/subs-30]", which is telemetrySubscription.
"tCl": "telemetrySubscription", * tDn — The target distinguished name of the
: "tDn": "sys/tm/subs-30" subscription object, which is sys/tm/subscription-id.
}

X T w 718 |Create a relation object as a child object of the The relation object is of class telemetryRsDestGroupRel
subscription to associate the subscription to the telemetry | and is a child object of telemetrySubscription. Configure
destination group. the following attributes of the relation object:

Example: * rn — The relative name of the relation object in the
format:
"telemetryRsDestGroupRel™: { rsdestGroupRel-[sys/tm/destination-group-id].
"attributes": {
"rType": "mo", * tCl — The class of the target (destination group)
"rn": "rsdestGroupRel-[sys/tm/dest-20]", object, which is telemetryDestGroup.
"tClt: "telemetryDestGroup®, » tDn — The distinguished name of the target
"tDn": "sys/tm/dest-20", destinati bi hich i
NEType: Mmo™ ( estmatlon. grqup) 0 Ject,. which is
} sys/tm/destination-group-id.
}
* rType — The relation type, which is mo for
managed object.
* tType — The target type, which is mo for managed
object.
AT w719 |Send the resulting JSON structure as an HTTP/HTTPS | The base path for the telemetry entity is sys/tm and the

POST payload to the NX-API endpoint for telemetry
configuration.

NX-API endpoint is:

{{URL}}/api/node/mo/sys/tm.json

Example

The following is an example of all the previous steps that are collected into one POST payload

(note that some attributes may not match):
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"telemetryEntity": {
"children": [{

"telemetrySensorGroup": {
"attributes": {
llidll: llloll

}
"children": [{
"telemetrySensorPath":
"attributes": {

"excludeFilter": "",

"filterCondition":

"path": "sys/fm/bgp",

"secondaryGroup":

"secondaryPath": "",

"depth": "O"

"telemetryDestGroup": {
"attributes": {
"id": "20"
}
"children": [{
"telemetryDest": {
"attributes": {

"addr": "10.30.217.80",

"port": "50051",
"enc": "GPB",
"proto": "gRPC"

"telemetrySubscription": {
"attributes": {
llidll: II3OII

}

"children": [{

"telemetryRsSensorGroupRel":

"attributes": {

"sampleIntvl": "5000",
"tDn": "sys/tm/sensor-10"

"telemetryRsDestGroupRel":

"attributes": {

"tDn": "sys/tm/dest-20"

Configuring Telemetry Using the NX-API .
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NX-API ZERA L =T L A ~') DERI

BEADARY—ZI2F /WX

ZOFITIX, XA sys/cdp B LW sys/ipva AERAL1.2.3.4 F— b 50000 125 EITA b
V=274 T 2707y EERLET,

POST https://192.168.20.123/api/node/mo/sys/tm.json

Payload:
{
"telemetryEntity": {
"attributes": {
"dn": "sys/tm"
}l
"children": [{
"telemetrySensorGroup": {
"attributes": {
"id": "1i0",
"rn": "sensor-10"
}, "children": [{
"telemetryRtSensorGroupRel": {
"attributes": {

"rn": "rtsensorGroupRel-[sys/tm/subs-301",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

}

oo Ao
"telemetrySensorPath": {
"attributes": {
"path": "sys/cdp",
"rn": "path-[sys/cdpl",
"excludeFilter": "",
"filterCondition": "",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

}

oo Ao
"telemetrySensorPath": {
"attributes": {
"path": "sys/ipv4",
"rn": "path-[sys/ipv4]",
"excludeFilter": "",
"filterCondition": "",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0"

H
}
oo Ao
"telemetryDestGroup": {
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"attributes": {
"id": "20",
"rn": "dest-20"
}I
"children": [{
"telemetryRtDestGroupRel": {
"attributes": {
"rn": "rtdestGroupRel-[sys/tm/subs-30]",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

}
b A
"telemetryDest": {
"attributes": {
"addr": "1.2.3.4",
"enc": "GPB",
"port": "50001",
"proto": "gRPC",
"rn": "addr-[1.2.3.4]-port-50001"

}]
}
b A
"telemetrySubscription": {
"attributes": {
"id": "30",
"rn": "subs-30"
}I
"children": [{
"telemetryRsDestGroupRel": {
"attributes": {
"rType": "mo
"rn": "rsdestGroupRel-[sys/tm/dest-20]",
"tCl": "telemetryDestGroup",
"tDn": "sys/tm/dest-20",

"
’

"tType": "mo"
}
}
e A
"telemetryRsSensorGroupRel": {
"attributes": {
"rType": "mo",
"rn": "rssensorGroupRel-[sys/tm/sensor-10]1",
"sampleIntvl": "5000",

"tCl": "telemetrySensorGroup",
"tDn": "sys/tm/sensor-10",
"tType": "mo

"
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BGP BHED 7 1 L2 &

/j(@“\o/]) H— f\@@ﬂfbi\ telemetrySensorPath MO @ filterCondition Eﬂlﬂfﬁ:ﬁEOVCBFP%&ﬁE
DN 7o TND X N Y H—Snb@MERENCLET, T —%1L10.30.217.80 F—F
50055 [CA R —I 7 SNET,

POST https://192.168.20.123/api/node/mo/sys/tm.json

Payload:
{
"telemetryEntity": {
"children": [{
"telemetrySensorGroup": {
"attributes": {
"id": "10"
}
"children": [{
"telemetrySensorPath": ({
"attributes": {
"excludeFiltexr": "",
"filterCondition": "eq(fmBgp.operSt, \"disabled\")",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

"telemetryDestGroup": {
"attributes": {
"id": "20"
}

"children": [{
"telemetryDest": {
"attributes": {
"addr": "10.30.217.80",

"port": "50055",
"enc": "GPB",
"proto": "gRPC"

"telemetrySubscription": {

"attributes": {
"id": "30"
}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "0O",
"tDn": "sys/tm/sensor-10"
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"telemetryRsDestGroupRel": {
"attributes": {
"tDn": "sys/tm/dest-20"

FLARYEREDI=HDPostmana LY > 3 > DFEA

Postman = L' 7 > a > DfliL, 7L A b UBBEDOHEZ Bis3 27 HFiIETHY, 1 DD~
ABR—=RTTRTOT LA R CLIKHSET Db DEFETTEET, GFHDTHFA L =T 4
Z—uHLTARD Y 7 DT 7 ANEEFE L, XA n— Re=—XZH5DETHERL THh
5. Postman T2 L7 v a & HWTCaL sy a rBFEITLET,

DME®DTL A +Y ETIL

TLARN) T r—a 0%, ROWEEEFSDME TET UL EE T,

model
| ----package [name:telemetry]
|  @name:telemetry
| ----objects
|--=--mo [name:Entity]
| @name:Entity
| @label:Telemetry System
| ——property
| @name:adminSt
@type:AdminState

----mo [name:SensorGroup]

| @name:SensorGroup

| @label:Sensor Group

| ——property

| @name:id [key]

| @type:string:Basic

|

| -—=-mo [name:SensorPath]
| @name:SensorPath
| @label:Sensor Path
| -——property
| @name:path [key]
| @type:string:Basic
| @name:filterCondition
| @type:string:Basic
| @name:excludeFilter
| @type:string:Basic
| @name:depth
| @type:RetrieveDepth

----mo [name:DestGroup]
| @name :DestGroup
| @label:Destination Group

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
| | -——property
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@name:id
@type:string:Basic

—-—-—--mo [name:Dest]
| @name:Dest
| @label:Destination
| --property
| @name:addr [key]
| @type:address:Ip
| @name:port [key]
| @type:scalar:Uintlé
| @name:proto
| @type:Protocol
| @name:enc
| @type:Encoding

----mo [name:Subscription]
| @name:Subscription
| @label:Subscription
| --property
| @name:id
| Q@type:scalar:Uint64
| -—---reldef
| | @name:SensorGroupRel
| | @to:SensorGroup
| | @cardinality:ntom
| | @label:Link to sensorGroup entry
| | --property
| @name:sampleIntvl
| @type:scalar:Uint64
|
|-—---reldef
|  @name:DestGroupRel
| @to:DestGroup
| @cardinality:ntom
| @label:Link to destGroup entry

TILFX YA 70— /NAOA[HEM

Z DHEBEIL. Nexus 3548-XL A A v F THATE 5, LERTRTOYALT Xy A MRELZT
JAR— T DFEEAZEMELET, =27 2AR—FTED, HF70—RNEETNDLEZEEET
T2 EDBNRADFELETEEEOFE W L —YE Y T o DR ENET,

Z OF%REIL, DME T~ TOMYRFHREART 22 L2 BMNE L TR, Ty vatT L
(V7 o277 FULARNY) £0T7ET (DMERESTZ =) oWFnng Lz
VVa—=/arybha—J T BATESLLIICLET,

ZOBBEOREIZRO LB Y T,
« 7 m— NRAD AL
cEEREOZOICT m—DOfE L IREEO T 7 AR — |k

e 2P =N T O — RRZ[ ST AL v F T eT Ny 7 a~vr REFITTEH LT
% Z LI K DRARIK D53 Hr
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wnFrvz k 7a— szt ]

mmMivw%#yxhﬂB\ﬁﬁﬁw%f Eiv v a s R—xy M OERETE
B, SLFXXAMEREILICA LTI Do U AERBE LTS, FHEr oL v a—~ 25
ELET, ZiUEL, HEENA DME & & blcEEINDS 2T 2R —3 2 FTF, MRIBIZL-
TSNS IEH & MFIBIC L - TIUE SN HEHERICE SN T, X TOVLFF v A K
IRHEA DME (287 ) w2 LET,

DME (%, vy a—~</ary ha—I0MEHATE 5 LT D2H0END DT X TOIEFRERF
TAHEODIEHINET, £/, ARV FR—2ADOBEANZYR—T5720, 77 w2
ERR. BBk, ZEESNDHT-NT, T LA R ~o@Edlpmdma Al L£7,

FL AN FatRI. DMEIZBREESN TWATRTOTF—F 5% ar 3 a—<ICA M) —=3
VI L, TR r—~y T AEE AHNET,

TILFEXEYR L 70— /NROEREDT=6HD CLI

WIT, v LFF¥ A 71— NAO MO EHER R 2 RS 5 - 1T A S CLI %
ALET,

e DME ~DIEHRO T 7 AR — N2 HNCT Bk~ K, 20O CLLE., VAT AMMIEE
THTRTONL— M LTI OMEEZ A LET,

switch (config)# multicast flow-path export
switch (config)# sh system internal dme run all dn sys/mca/config

« MFDM & DME (C/FfET DARBER DA M TF = v 7 % BT+ 2B EMETF = v 1 —D show
a<w R, Zoa<vy REFEHATDHE, BBty b7 v 7 TRESEZTIECL R
HTxFET,

switch# show forwarding distribution internal multicast consistency-checker flow-path
route

Starting flow-path DME consistency-check for VRF: default

(0.0.0.0/0, 230.0.0.1/32). Result: PASS

(10.0.0.10/32, 230.0.0.1/32). Result: PASS

(0.0.0.0/0, 232.0.0.0/8). Result: PASS

o« ' —/3)L72 show T~ R, ZOMEEEN S AT ATHDIR > TNDENE 5 a2l
THEDIERALET,

switch (config) # show forwarding distribution internal multicast global state
*x*x* MEFDM Flow PATH VISIBILITY INFO ***x*

Multicast flow-path info export enabled: Y
BE DME Handler: 0x11l7c3e6c
PE DME Handler: 0x117b955c

switch (config)# show forwarding distribution internal multicast fpv CC
PASS/FAIL (In case of fail, it will highlight the inconsistencies)
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D20 FRT5—ILYIT o7 TLALY

D3O RT—=ILYVIT+2xT7 TLAR)IZTDONT

NX-OS UVU—AZ93(1) LI, Y7 b7 =7 7L A b VUL, Tahoe ASIC %f# 14 % Cisco Nexus
IITIRART—=N ALy FTHR—rahxzd, 2OV IV —AT, $#F7—hZNTNBHT T
U R R = AL v FIEL, ASIC & BEITHA Sz TCP/IP —_"—%Z KR A M LET, T
Wk, ZAL v FNEDT LA RNY F—=2DOLR— b2 A TE F4, ——%
TCPAR— R 7891 ZHLET, 7VA MY 77472 MIZOR— FTH——1THH L
T, HRKIOIVBTAN—Ro =T Do ¥ F—2 RS TE£7,

JT I RA—=V YT R T TLARNIZE, MBOY 74T 7 al T AE{ER LT
D, NX-OS U U—R931LIFEIZNY RLENTWDT 7AN DI FAT > N 7Tars T bk
HRLEZYTDFREMERHY £, 7 T4 T~ 7r 27 A%, Python2.7 LAFE, C, PHP 72
E. TCP/IP Y R— T HEEDO TV I7 IV VT SHETIERTEET, 7947~ 7y
TAE, ELWAYyE—Y 74—y NCTERTHZMERDH D 77,

NX-0S UV U—293() LIk, 75U R A7 —/L V7 ho=T 5L 4 b UHREIT NX-OS Tff
HAT&Ed, ZOMEEIZT 740 F TANT/R> TWAH T2, NX-0S89.3(1) LA A FEIT L T
LY R—FRBDOAAL v FTlE, ZOBREERHHATE £,

CloudScale V7 b x7 TLAKR) Avyvt—2DFK

CloudScale 7 U A M UIE, 7947 M AL vF LD TCPAP —"—f DOV R =A 7
THEVET, TOMIZIZTAT 2 MITCP V7Y "aN L CTHERERGLET, 7947
YhAvE—UE, 28y MEKTDOOTT, A vFIL, EOT 7 A —~vy hDOIT
HT—HraieAvb—UTRELET,

NX-08S U U—293(1) Tix, RDOAvt—Y 74—~y bR R—FSnTHET, HEHD
TIAT o NI T T LR T 2581E, 7 74T "G T 2 A vE—UNZD7 +—
< MIHEHLL TWD Z L 2R L T EEN,

RS BELET,

454 k A 1L N
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k< HELFET,
56 /34 K HER=NOT =2 Hit56* N1 b,

T =B DHK5634 K F v 7ix, ROLDOTHERENET,
24N, FDA U H—T oA AL
« 8N4 ROEE (TX) 7> bk
« 83 FDIEE (TX) /A b
*8 3 FDRAE RX) /7> b

« 831 FDXAE (RX) /A b

Guidelines and Limitations for Cloud Scale Software Telemetry

The following are the guidelines and limitations for the Cloud Scale software telemetry feature:

* For information about supported platforms for Cisco NX-OS prior to release 9.3(x), see the section
for Platform Support for Programmability Featuresin that guide. Starting with Cisco NX-OS release
9.3(x) for information about supported platforms, see the Nexus Switch Platform Matrix.

* For custom client telemetry programs, one message format is supported. Your client programs must
comply with this format.

* Beginning with Cisco NX-OS Release 10.3(1)F, software telemetry is supported on the Cisco Nexus
9800 platform switches.

TLARY IR SR

TLAR)INR SANIZTDONT

NX-0S U U —293(1) AR, BT ABERT L A N U IR &8R- hLET, 2R
TRNVEFHTDE, BEOY—ANET LA N T—F 2 —EICHICNETEET, 2D
HEEETIE, IEET DT LA N T—EDEATERETDE, T LA N UBREIZ X > THEED
RRANBEDT —ZPIESIVET, K, HRBIIERE | 2OFE SNHIT (A T
V) ITELET, ZOBKEEICEY . ROEENREIC/R D720, 7L A M) OFERARMHHRLS
ET,

» Cisco DME £ 7 /WZBI§ 2 2R < el 22 ik 2 F > TV E T,

NESNDARY FOEBEEDONRT U AZRO NG, EEO 7 = ZER L, YT A
7 )Ty a ANEEOARZ B ET,

« A v FMNELET LA MVEROEROF Yo7 ZNEL, AAEEHEEILLET,

=FLEHETFLA Y )


https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/platform/platform.html
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T U TTABRE,

T RTDA L HE—T 2 A AT E—L AT — B ADEREET=F Y L TT B H—
T A A,

ZDZ~YUE, query-condition 2~ REMH L TIRSND T —Z 2V IAT T2 DIEFE
BEHDOXF—T— R 74 VE Y R—FLET,

« UY—Z, CPUMHARSLAEIVMHARREDI AT L VY —AZ2E=F T T LET,

e VXLAN: VXLAN BT, VXLAN WU 4, VLAND DU V2 — BIUBGPYT 5—4 %
E¢r VXLANEVPN 2 =% U 7 LET,

T—RDEZRFRLIEFA R FDRIE

oY= TN—=T DY T AR L ST, TUA N T2 FTULTKESND T
BEEAAIVTPRED T, *JL‘/7°/I/F'35|7§ VT LAY T2 MRS D0 A
NUMPFEAELTLLEZIET VAN T—=22WET L LI TEET,

e T LA NYDOH T ARIEREaUAOMEICRE SN TWAEGEE, T VA NS
IVREIRHICERBE, A > ¥ — 7 =4 A {FEREN, BEL P vxlan 7007 — & & EHHIC
FEELET,

T NMRAE I ESINTWDEGE, B, A ¥ —7 =4 A fFHREIN. vxlan
TV TEEIREEDO EH, BLOMODIER EHIBRNRAET D ET LA S UIEA N2 Ml
%H %%1!3 [/ji—gﬂo

T2 DEEEFIIZAEA N2 MIHAICHHIA T, NRA TV T LR EE A X b
BB LA B Y 2T E £

INA SRIVEESRIE L HIFEIR

T LAY NA TAUVERRICIE, ROERFHEHNFENR S 3,
« ZORKREIE, Cisco DME 7 —# #EILDOH 2 HR— h LET,
R — N —THNOEHEDDME N A L 2—HF U T f NAEBRESET—HSH
A EFTTEEYA, T2& 7L6i\ sys/intf E v H—TxAA (interface) ] ZlE LTV
“H‘ TN—TIHERRT D2 ElETEFERA, £, sys/intf L linterface (v ¥ —T =L

] TRV — I —T %Rt 52 LI Ta £ A, ZOWRENRE LA,
NXOSi%W%ﬁTLiﬁo

* oper-speed X° counters=[detailed] 72 COa2—HP—T g N H—F—U— KL, (1r4—7=
A 2 (interface) 1 NAZKT L TCOIRYR—FILET,
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F—BEREARY FER—Y 25T o001 v 2—T 42 (20K [

« = @%ﬁgfi\ [ (depth) ]%"[74’/V§7‘—7’<ﬁ: (filter-condition) ] 7R k@ﬂﬁ@’k h— R
AFTarEtriR— L TWERA,

e T L AR SRR ZAULZIE, RA TULOFRICBET 2 ROFIRNH D £,
s KXFE/NLFNREEND T2, INLFOT VT (7 A show THIAET 2 LFEH
&) V) \i‘g—(}
5] = show version 13#F ] S E£d, 7272 L. SHOW version % 7= version |1 T &
FHA,
RO FHEDHZLITTEERA,
* |

o if:ﬂi"

cROHFELETDDH I LT TEERA,
* telemetry

e conf't

* XA

T—R3FRFAREER—YTTEHHDA A —T o4 RINX
DIERL

A H =T 2 A ANRATYUT, TRTCDA U H =T 2 A A NI R EAT—HZADERE %
F=HV T LET, DAV H—T 2 A A XA TEYR—-FLET,

. e

W T B =T AR
- B

=T Ry

* VLAN

« A—k FyxL

AHE =T 2 A A NRRFYLEER LT, EHOICT—42R—=V 273580, 4AX &
ZETHZENTEET, [T—HFOFREFLZIIA bOZE (523—=) | 28BRBLT
<TZEV,

=FLEHETFLA Y )



ETLEHETLA LY |
B 7 st xo b eRk—y 0580010 8—T 14 2 KROHH

\)

GE) ZOFETNE, Y TA L H—T 2 A A N—T NI FRIEVLAN DF T X 2 R—k
LTWRWEdH, AR —AT U bINEREA,

FIEDHE
1. configure terminal
2. telemetry
3. sensor-group sgrp_id
4. path interface
5. destination-group grp_id
6. ip addressip_addr port port
7. subscription sub_id
8. snsr-group sgrp_id sample-interval interval
9. dst-group dgrp_id
FlgD 4
= IV N 3 il Oy = BHY
R w 71 | configure terminal a7 4 Fal—arE—FREANLET,
fl

switch# configure terminal
switch (config) #

ATy 72 |telemetry T LA N UBSREORE T — FIZAD £,
& -

switch(config) # telemetry
switch (config-telemetry) #

A 7 3 |sensor-group sgrp_id FLARN) T2 o — I A—TEER L
1 - o

switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

Z 5w 7 4 | path interface A B =T 2 AIRRA TV LT, 5D
51 fedAr2—=T x4 AZHF LTI DOOTLARY
switch (conf-tm-sensor)# path interface ?H& 73: U %%1§T% 5 J: 5 &: Li?‘} 31\\‘/1/
switch (conf-tm-sensor) # X, BEDOA o F =T =2 2D Y & 1 DITHE
LET, WIZ, TV A MNVIET—FEIUEL, T
VTR L E T,

A=V THRBOBREFIEIISLT, /¥ —T =
A AT =2 ITEHNIC, TR F—T A AD
RRENEA T D - NTEESNE T,

B =7\ EsRTFLARY
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ko novansva—7x42 K20

AU RFERETIVa Y

B8

AT 75 | destination-group grp_id TLA NV N—T T E— RICAD, B
Bl - F TN —TE R L E T,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

Z 5w =6 |ip address ip_addr port port YT 27V TFoarDTF LA RN F—2 2L
i - T, H/ESHEIPT FLAER—=RMIA R —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 LET,

50004
switch (conf-tm-dest) #

A 77 |subscription sub_id FULARN) B TR Y S g0 HTE—RIAY,
i - TVALN) B TRAZ VT a VMR LET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

R 7 8 |snsr-group sgrp_id sample-interval interval T — I N—TEBHIEOY T A Y S a
B - YILT, 2OV T Y 7RR (XU BH
switch (conf-tm-sub)# snsr-grp 6 sample-interval {i)v‘ %E&“bei?—o Y7y \/{Fﬁ?&%&i‘ AL YT
5000 NT LA RN T—=252TEHIEET D, A
switch (conf-tm-sub) # B—Tx A AL IPIEAELTE L ZTEET D0

ERELET,
AT 79 |dst-group dgrp_id Bl I N—"7% 0% T A7 ) Fra izl vy

1

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

LEd, EETDEHE 7V — 713,
destination-group =~ > K Ca&E L 7= 8 7 /v —
TE—HTLMERHY T,

EEA DI EIDA A —T A4 XA INADERL

BrlSNDEEf o v v 2 —DhZRTHEMERSINEF—V— R 74 V2 &2l L T, A
VHE—T 2 ANRRA TGRYLEER TEET, 7 4 VX1 counters=[detailed] T,

TDOTANEEGRT L EICE0, A F—T =2 A RRIEHARERT X TOA & —
TxAAN T B —HNE L, WE LT —2 %7 ( VARBLLTh b, SR E2ZEMC
LET, 742 FFTvarThh, BRLRVES, ErEl v 4 —2&hd XToxh
VBN B —T oA A NRACFREINET,

FIEDEE

)

GE)

7 4 A ORI, BEERIZIE show interface mgmtO counters detailed & E{LL L T\ E9,

1. configure terminal

=FLEHETFLA Y )



B storvs0ro -T2 208/

FIRD

telemetry
sensor-group sgrp_id

destination-group grp_id
ip address ip_addr port port
subscription sub_id

©ONOUAWN

dst-group dgrp_id

EFLEHETLA Y |

path interface query-condition counters=[detailed]

snsr-group sgrp_id sample-interval interval

ARV KRFERERETY VY

=)

ATy T

configure terminal

1

switch# configure terminal
switch (confiqg) #

a7 4FXal—raryE—RKEANLET,

ATv T2

telemetry

1

switch(config) # telemetry
switch (config-telemetry) #

7 LA b UBEREOHER T — RICAY £9,

ATvT3

sensor-group sgrp_id

1 -

switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

FLAN) F—=EDv Y — T —FEER L E

o

ATvT4

path interface query-condition counters=[detailed]

1

switch (conf-tm-sensor)# path interface
query-condition counters=[detailed]
switch (conf-tm-sensor) #

A B =T 2 ANRA TV L, TXTo
A H—T oA ANEDOXalsoh & 2 —DIx
FRELET,

ATy TH

destination-group grp_id
1 -

switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

FLRANYEGEINV—T T E— RICAD ., ¥k
T T nN—T% L ET,

ATvT6

ip address ip_addr port port
fi

switch (conf-tm-dest)# ip address 1.2.3.4 port
50004
switch (conf-tm-dest) #

TRV T a DT VAR T L
T, BEENTIPT FLAEFR—RMIA MY —3I
JLET,

ATy T17

subscription sub_id

1 -

B =7\ EsRTFLARY

TLARNI Y TR T g TE—RIZAD,
FTLARN) BT 27U F g o ERERLET,
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BrEEEDS v a—7 42 <20

AU RFERETIVa Y

B8

switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

R 7 8 |snsr-group sgrp_id sample-interval interval oY — TN —FEBEOY T 27 ) g 02
) - YO LT, F=EOY T Y SR (S )R
switch (conf-tm-sub)# snsr-grp 6 sample-interval {i) @ Ebiﬁ Ty /7Fﬁ[§|¢1 I AT
5000 DT VAN T—2EBEHHNIEET D0, A
switch (conf-tm-sub) # B—T oA AAXY MPFELIZE ZITHEHET D)

ERELET,
R T 79| dst-group dgrp_id Bt e S N—T 2 O TR Y F gl vy

1 -

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

LET, e D807 /v — 71
destination-group =~ & R CaRE L 7o ki 71—
TEBTOMERHY £,

FEEEDS A —T T4 R INADIER

FIRDEE

HESNTZBEREDA L =T = ADH T X 5RTTE
LT, A F =Tz AA ANRZA TV EERTEET, 7 4/ H L oper-speed=1]
BEHE YA — b STV E T auto,

10M,

BHELDOXF—T— K7 4 )LH &l
T3, RD
10G. 40G. 200G, 3 L T400G,

100M. 1G.

DT ANEEERTDHZEICED, A U F—T 2= AR IHRESNTZEHEDA 4 —T = —

ADT VAN FT=HENEL, ZO/MREZEM

TESELET, TANKIIA ST 3T

T, FEHLZRWGA, BIEREICEFRRLS, 3XCOA X —T oA ADH T 2 INFEREN

£75

TANnZE, BROBREZ KV DY AR ELTRIFANDZENTEET, 2L

fi\ oper-speed=[1G, 10G]

. 1 BLN0Gbps TENET D4 v X —T A ADT T X B

LET, KO XFL LTEAZMEALRNTIZEIN,

)

GE) AVHE—TxARABAT HTA L E =T oA A A—T Ny 7 BILOVLAN (ZITEEEE
TaNRNT 4PN, TANZIIINEDA L EZ—T oA A XA TV R—FLERA,
1. configure terminal
2. telemetry
3. snsr-group sgrp_id sample-interval interval
4. path interface query-condition oper-speed=[speed]
5. destination-group grp_id
6. ip addressip_addr port port
7. subscription sub_id
8. snsr-group sgrp_id sample-interval interval

=FLEHETFLA Y )
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9. dst-group dgrp_id

EFNEBRTLA LY |

ARV RFERERTI VA Y

=)

R T w 71 |configure terminal a7 4F¥al—rvaryE—RFREANLET,
i
switch# configure terminal
switch (config) #

R T 72 |telemetry T LA N UBBEEORERE— FIZAY £77,
fi
switch(config)# telemetry
switch (config-telemetry) #

Z 5w 3 |snsr-group sgrp_id sample-interval interval oY= IN—TEBIEOY T A7 Y S a Y
- Y7 LT, F=20% 7Y o7 (2R
switch (conf-tm-sub)# snsr-grp 6 sample-interval 1i)w_ R L%ﬁﬂo -]j-:j_? Y V?Fﬁ?ﬁri‘ﬂi\ AL T
5000 MT VAN F—=2ZEMRNIEET o0, A~
switch (conf-tm-sub) ¢ B—T = f ALY R RAE LT & X ICHEIET B0

ZRELET,

R T w 7 4 | path interface query-condition oper-speed=[speed] AV B =T A NRRSYLEBRTEL, BEIN

i - T2 (Z OBIClE 1 Gbps & 40 Gbps D A) & FAT L
N . . - A

switch (conf-tm-sensor)# path interface Tb‘Z)/f /ﬁ 73:/(175)[5@7:7 ]7/& %'B'EKL/

query-condition oper-speed=[1G,40G] 357ro

switch (conf-tm-sensor) #

A7 75 | destination-group grp_id T LA NVEERE I NV—T VT E— RIZAY | B
Bl SN —TE AR LET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

AT 76 |ipaddressip_addr port port YT RV T arDF VAN F—2 R L
i - T, FBESNEIPT RLALR—-FMIA MY —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 LET,

50004
switch (conf-tm-dest) #

R T 77 |subscription sub_id TLARNI BT RI )Ty arHT7E—RIAD,
i - TLVARNY) TR7 YT a raikLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

AT 7 8 |snsr-group sgrp_id sample-interval interval oY= I N—=TRBIEOY T A7) T Y

1

B =7\ EsRTFLARY

VI LT, T2 Y U TE ()R
i) #ZFBELET, o7V TRIEIT. AL vTF
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U DI T T ey T |

AU RFERETIVa Y
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switch (conf-tm-sub)# snsr-grp 6 sample-interval
5000
switch (conf-tm-sub) #

WT VAN F=2 2RISR ET 0, 1>
HB—=Tx A AAX MRFAELTZ L ZITHEET DD
ZRELET,

ATvT9

dst-group dgrp_id
1 -

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

Pl I N—T e OV T A VT a ) vy
LET, fBET D8RV — 713,
destination-group =~ > K Ca&iE L 7= #&#i e 7 /v —
TE—ETHVLERLY ET,

BEOIT)IZEBAE3—T 4 R INADERK

AVHE—T 2 A ANRAFTYULDREI L7 =) FIFCH L TEEDO 7 4 V2 2T ET, £
DL, HHT AL DT 4 /L HZ 1L AND THREASEINET,

I Y FJMEDOKZT 4N B, ar~Z2H L TXEIY £9°, query-condition 21X, {EE DD
TANZERETEETN, BIMTDHT7AVERENNEE,| EROEADPKOND Z EITHER

FIEOHE

F IR D

LTLZENY,

configure terminal
telemetry
sensor-group sgrp_id

destination-group grp_id
ip address ip_addr port port
subscription sub_id

©WeONDAAWN=

dst-group dgrp_id

path interface query-condition counters=[detailed],oper-speed=[1G,40G]

snsr-group sgrp_id sample-interval interval

AU RFEREET7TIVa Y

=)

ATy T

configure terminal

1

switch# configure terminal
switch (config) #

a7 4 Fal—varyE—RKE2ANLET,

ATv T2

telemetry

1 -

switch(config)# telemetry
switch (config-telemetry) #

T VA N UBREORERE— NIZAD £97,

=FLEHETFLA Y )



B szu0rtvicss108—7242 K208R”

EFLEHETLA Y |

ARV RFERETIVa Y

B8

R T 73 |sensor-group sgrp_id TLARNY F—=ZDOvrP— T —TEAE L%
{5 kK
switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

R 7 7 4 | path interface query-condition [[L 7 =) TEEOXKMEZMELET, 20T
counters=[detailed],oper-speed=[1G,40G] X, 7V IROE B ETFLUET,

i - « 1Gbps TEITESNTNAHAL L H—T 2 A A TH

switch (conf-tm-sensor)# path interface alSOh T —ZIREL TELET,

query-condition

co1lmters=[detailed] ,oper-speed=[1G, 40G] . 40 Gbps ’C?@f? é ;h“Cb \AA B —T 2 f AT

switch (conf-tm-sensor) # . .
BrlAos o o2 =2 ELTRLET,

R Ty 75 | destination-group grp_id TUA N V=TT E— RICAD P
Bl - T N—T L £T,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

A7 76 |ipaddress ip_addr port port PTR7 YT arDF VAN F—2 AR L
i - T, FBESNEIPT RLALR—FIA MY —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 LET,

50004
switch (conf-tm-dest) #

Ry 71 |subscription sub_id FLARNIYTRZY T g0 HTE—RIAD,
i - TUVARNY T2 YT a v alkLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

Z 5w = 8 | snsr-group sgrp_id sample-interval interval o= IN—=TERBIEOY T A7) T a Y
Bl Ly LT, FA OV T Y VR (3B
switch (conf-tm-sub)# snsr-grp 6 sample-interval {i)ﬂ %‘fﬁﬁ“ﬁfbi?‘o Y7y ‘/{FH?BI%61‘ AL T
5000 DT VAN FT—=R2E2EMIEET o0, 1
switch (conf-tm-sub) # B —=T 2 AAR IRFEELTZ L ZITHEHET H)

ERELET,
AT 79 |dst-group dgrp_id Bile N —T DY TR Y T a ) vy

1

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

LT, FEET 28R V—713,

destination-group =~ > K Ca%E L 7= 8 dc 7/ /v —
TE—EHTOINERDHY T,

B =7\ EsRTFLARY
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F—8E kA Ry b ER—) V7 s ooBrE2omHE [

T—R3FHIFARER—) VT TBE=ODRB/INADIER

BRI NSA UL, 77 v, BE, &R, AR L—Y A== AH T4 H—FKRED
Vr—IEREET=H VT LET, TLA M) TF=HEEHNIR—=) BN, AR
FRBAELZ L XICT =X 20515 X ) ICBRE S AZHA T £, FEc VWL, 7—

FIRDEE

FIRD

HDOEEETNTA N FOXIE

(52 X—V) L TLIEIN,

FEHIRRAR—U U T EIIA R MCESW T AT A Y Y —AFRZET LY I —A
NRABERETEET, ZONRXRETANEZ) T EYFER—FLTWERA,

configure terminal
telemetry

sensor-group sgrp_id

path environment
destination-group grp_id

ip address ip_addr port port
subscription sub_id

©WeONDAAWN=

dst-group dgrp_id

snsr-group sgrp_id sample-interval interval

ARV KRFERERETIVaY

=)

ATy T

configure terminal

1

switch# configure terminal
switch (config) #

Ay 7 4F¥al—raryE—RKEANLET,

ATy T2

telemetry

1

switch (config) # telemetry
switch (config-telemetry) #

7 LA MU BEREOHER T — RICAY £77,

ATvT3

sensor-group sgrp_id

1 -

switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

FLAN) F=EDv Y — T —FE2ER L E

o

ATvT4

path environment

1

switch (conf-tm-sensor)# path environment
switch (conf-tm-sensor) #

IO 2 DBREEA TV 27 hOT LA R F—X
BT UUIERTED LT DRE A 7L %
WA LET, 70T, EROF—F ANE 1 o0
HAHE LET,

=FLEHETFLA Y )
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EFLEHETLA Y |

ARV RFERETIVa Y

B8

TR LT, BET —XIZA—V 7
FRICESWTA RN = 7 E&NE0, AV bR
FAELZEXICEESNET,

AT 75 | destination-group grp_id TUA N V=TT E— RICAD | ki
bl I N—T B LET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

A7 76 |ipaddress ip_addr port port PTR7 YT arDTF LAY F—2ERER L
i - T, FBESNEIPT RLALR—FMIA MY —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7LET,

50004
switch (conf-tm-dest) #

R 71 |subscription sub_id FTLARNIYTRZY T g FTE—RIAD,
i - TULARNY T2 YT va v allkLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

Z v 7 8 | snsr-group sgrp_id sample-interval interval oY= IN—TEBIEOY T A7 Y S a
Bl Ly LT, FA OV T Y IR (3B
switch (conf-tm-sub)# snsr-grp 6 sample-interval {l)w %ﬁﬁbi\jﬂ" 4}:7 Y ‘/7‘ F%B%&i‘ AL T
5000 DT LA N F =2 & HNTEHET D0, BREEA
switch (conf-tm-sub) # Nk ﬁ)%é L7 L X @:;é{gj—é 73)%5%735* Li—g—o

AT 79 |dst-group dgrp_id Bl SN —T DY TR Y T a ) vy

1

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

LET, fHET DL LV —7 1%,
destination-group =~ > K Ca%E L 7= 8 dc 7/ /v —
TE—HTOIMNERDHY T,

BAFERE LS Y XU THEEDRMIL

FIRDEE

NX-0S U U —2Z 10.4.1(F) AR, Nexus 9000 3V —X A A v FOENEE BT 5720 DH
BERENEA SN TWET, T 74/ FTiE, ZOMEEIZT 4 B—7 LR >TWET, Z Ok
RREZANTT DL, ROFIEEZETLET,

1. [no] power usage-history

B =7\ EsRTFLARY
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gnuagEozs I

FlIED A
ARV RFEEETIVa Y B#
AT 71 |[no] power usage-history BHEAE N7 v IHREEZENCLET, 20

i)
switch# power usage-history
switch (config) #

FEBEZ IEZhZ T 51213, Zoa~<wr RO NO EXE
EALET,

BENHEREORT

BEAGEAEEBHORTITU R

B EBPMERE A AN T DX, EAMHE N T v X U RO A ML (62 X—)
EHL TS, A L=%,. show environment power history ZfEfH L CX £ &7
2 —0y NOBIERHEOHREERE R R LET,

avyU kR

RTAR

show environment power history { peak | target
1min | target 1hr | target 14 days | target 14days
day day no}

SEEERF =7y bOBEIME RN

av Y Kol

show environment power history peak =~ > K

switch# show environment power history peak

OFZTRITTRLET,

Power Output Power Peak Time Input
Power Peak Time
Supply Model Status (peak) (Output Power) (peak)

(Input Power)

1 N9K-PAC-3000W-B Ok
W 06/07/2023 10:54:59

2 N9K-PAC-3000W-B Ok
W 06/07/2023 10:51:44

switch#

Last lmin usage data would contain average

module-4# show environment power history t

334.30 W 06/07/2023 10:54:29 362.45

362.45 W 06/07/2023 10:53:29 425.80

usage in last 15secs, 30secs and 60 secs.

arget lmin

Power Output/Input Output/Input
Output/Input
Supply Model Status (15 sec) (30 sec)
(60 sec)
1 N9K-PAC-3000W-B Ok 330.78 W / 362.45 W 330.00 W / 362.00 W
330.00 W / 362.00 W
2 N9K-PAC-3000W-B Ok 358.94 W / 415.24 W 358.00 W / 415.00 W
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358.00 W / 415.00 W
switch#

show environment power history target thr =~ > FOH 1 2RI LET,

switch# show environment power history target 1lhr
1 min avg data for 1 Hr for
slot: 1 Product Name: NO9K-PAC-3000W-B status: Ok
Output Power Input Power Time
331.00 W 362.00 W 06/07/2023 11:34:44
330.00 W 362.00 W 06/07/2023 11:33:44
333.00 W 362.00 W 06/07/2023 11:32:44
333.00 W 362.00 W 06/07/2023 11:31:44
331.00 W 362.00 W 06/07/2023 11:30:44

1 min avg data for 1 Hr for
slot: 2 Product Name: N9K-PAC-3000W-B status: Ok

Output Power Input Power Time
358.00 W 417.00 W 06/07/2023 11:34:44
358.00 W 417.00 W 06/07/2023 11:33:44
358.00 W 417.00 W 06/07/2023 11:32:44
358.00 W 417.00 W 06/07/2023 11:31:44
357.00 W 415.00 W 06/07/2023 11:30:44

show environment power history target 24hr ==~ > FOH & KR L £,

switch# show environment power history target 24hr
1HR avg data for 24 Hr for
slot: 1 Product Name: N9K-PAC-3000W-B status: Ok

Output Power Input Power Time
332.15 W 363.56 W 06/07/2023 12:50:44
332.13 W 363.66 W 06/07/2023 11:50:44

1HR avg data for 24 Hr for
slot: 2 Product Name: N9K-PAC-3000W-B status: Ok

Output Power Input Power Time
358.23 W 416.68 W 06/07/2023 12:50:44
358.35 W 417.05 W 06/07/2023 11:50:44
switch#

show environment power history target 14days =~ > KOFIZRITR L £,

switch# show environment power history target 1l4days
1 Day avg data over a period of 14 days

slot: 1 Product Name: N9K-PAC-3000W-B status: Ok

Day Output Power Input Power Date

1 332.17 W 363.61 W 06/07/23

1 Day avg data over a period of 14 days
slot: 2 Product Name: N9K-PAC-3000W-B status: Ok

Day Output Power Input Power Date
1 358.23 W 416.81 W 06/07/23
switch#

This CLI displays the average usage throughout the day for each day in last l4days. For
each PSU 14 days average usage 1s displayed. A detailed per hour usage for each day is
displayed when day number is given. Output for that is given in next slide.
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show environment power history target 14daysday 1 =~ > ROFZRIZRLET,

switch# show environment power history target l4days day 1
1 HR avg data for 1 Day
slot: 1 Product Name: N9K-PAC-3000W-B status: Ok

Day 1
Output Power Input Power Time
332.23 W 363.61 W 06/07/2023 13:50:44
332.15 W 363.56 W 06/07/2023 12:50:44
332.13 W 363.66 W 06/07/2023 11:50:44

1 HR avg data for 1 Day
slot: 2 Product Name: N9K-PAC-3000W-B status: Ok

Day 1
Output Power Input Power Time
358.11 W 416.71 W 06/07/2023 13:50:44
358.23 W 416.68 W 06/07/2023 12:50:44
358.35 W 417.05 W 06/07/2023 11:50:44
switch#
switch#

AR MFERIFET—22KR—=) 205 BH=HD)V—X INADERK

U —2 0%, CPURHARSCAE IV ERRREDOVAT LAY V=R =H T T LET,
TONRAERR LT, T VAN TF—HEEMNTET 20, A XV MRFELRE L ZITR
ELTExET, [FT—FOREEFIIAR FOZE 52—) | 2L TLIEE N,

ZONRAFTTANZ ) TP R—=F L TWEREA,

FIEDHE

1. configure terminal

2. telemetry

3. sensor-group sgrp_id

4. path resources

5. destination-group grp_id

6. ip addressip_addr port port

7. subscription sub_id

8. snsr-group sgrp_id sample-interval interval

9. dst-group dgrp_id
=3[k 2t

ARV FEREET7TIVa Y BHY

25w 7 1| configure terminal ar74Xal—varE—RFeANLET,

1

switch# configure terminal
switch (config) #
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B8

R T v 72| telemetry T LA MY BERROMRE— FICAY £7,
1 -
switch(config) # telemetry
switch (config-telemetry) #

ATy 73 |sensor-group sgrp_id TLARN) F—=EDE Y — I —TF%ER L E
fi EE
switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

AT 7 4 |path resources BEOELE DY AT YY) —=ADT LAY F—
Bl - BaTYNZEETEDLLIITTHY V—R XA
switch (conf-tm-sensor)# path resources j7f{/v§fﬁ%ﬁil/?iﬁ_° EARGES %Eiﬁﬂ)f?*—§7)\j]
switch (conf-tm-sensor) # 1 OOHNITHEE LET,

FUoTAMBIIE T, VY —A T —Z IR -V
THIBIZEEDWTA M) = 7 &b, VAT
L AEUMN INotOK] ICEF Sz b Ik EEN
ij—o

Z 5w 75 | destination-group grp_id TUANIEHRE IV —T T E— RICAD, ¥
Bl 57 N—T EHR LET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

A7y 76 |ipaddress ip_addr port port BTAI VT arOT VAN F—HEREK L
i - T, FBESNEPT FLAER—RIA R —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 L/jETfO
50004
switch (conf-tm-dest) #

R T 71 |subscription sub_id FLARNIYTRZY P g HTE—RIAD,
i - TVALN) B TRAZ VT a CEMERLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

R 7 8 |snsr-group sgrp_id sample-interval interval oY= I N—TEBEOY T AT Y T a
) - YO LT, FEOY T Y U URE (XU BH
switch (conf-tm-sub)# snsr-grp 6 sample-interval 1il %?ﬁib%ﬁ‘o %:7 Y ‘/?FE?BF%&:I‘ AL YT
5000 DT VAN F—=F 2 EHNEET 200, VY —
switch (conf-tm-sub) 4 A AR R LT & FICHEET B0 R IE L E

D
ATy 79 |dst-group dgrp_id PR N —T OV T AT ) Fra ) vy

1

B =7\ EsRTFLARY
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AU RFERETIVa Y

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

By
destination-group =~ > K Cg&iE L 7= #&#i st 7 /v —
TE—HTHMERDY T,

ARV MEEEFET—2%2KR—) 209 5160 VXLAN /XX DIERL

vxlan 782 F-UL1E, VXLAN E'7, VXLAN 7% —_ VLAN 7% — BGP ET F—
HIp 8 AA v FORABYILIE LAN EVPN ICBAT DM AR LET, 2D/ FULE AL
LT, BN, FREFANRNIRRELEZEEIZT VA NUIERENNETEET, [F—%
OFIEETNIA R FOZE (52%—) | 22 LTI,

TONRRFZTANEZ Y T R—FLTWERA,

FIRDHE

F IR D 48

configure terminal
telemetry

sensor-group sgrp_id

vxlan environment
destination-group grp_id

ip address ip_addr port port
subscription sub_id

©WeONDAAWN=

dst-group dgrp_id

snsr-group sgrp_id sample-interval interval

ARV KRFERERETY VY

B8

ATy T

configure terminal

1

switch# configure terminal
switch (config) #

a7 4 Fal—aryET—R2ANLET,

ATv T2

telemetry

1

switch (config) # telemetry
switch (config-telemetry) #

T VA N UBREOERE— RIZAD £97,

ATvT3

sensor-group sgrp_id

1

switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

FLARN) F—a2pEo Y — IA—TFE{ER L E
—é—o

ATy T4

vxlan environment

1

HEOE L2 D VXLAN A7 =27 hOFL AR
FT—=H BT YLIZEETE D L H12T 5 vxlan 73 A
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switch (conf-tm-sensor)# vxlan environment
switch (conf-tm-sensor) #

TOVEMER L ET, TR, RO T— 2 AT
Z1OOMNITHEE LET, V7RG T
T, VXLAN 7—Z IR —U » 7RI SN T A
M) =27 3NDh, AR IBRFELZE X
EEINET,

AT 75 | destination-group grp_id TUA NV V=T YT E— RICAY | Bk
Bl SN — T E R LET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

AT 76 |ipaddressip_addr port port YT RN T arDF VAN F—2 iR L
i - T, HESHEPT FLAER—=NMNIA MY =3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7LET,

50004
switch (conf-tm-dest) #

A 77 |subscription sub_id TVLARNI Y TR T a B TE—RIZAD,
i - TVARNY) TR7 YT aikLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

AT 7 8 |snsr-group sgrp_id sample-interval interval oY= IN—=TRBIEOY T A7) T g Y
i - VI LT, FEOY T Y IR (XU BH
switch (conf-tm-sub)# snsr-grp 6 sample-interval {i)w_ %E&hfﬁbi'ﬁ—o #:7 Y \/? %ﬁﬁ%ﬁi‘ AL T
5000 W7 LA N F =25 EWICEHET 5. VXLAN
switch (conf-tm-sub) # ARy BB LT & XSRS T B E R L E

—a—o
AT 79 |dst-group dgrp_id B /N —T R OV T AT Y T a i) vy

1

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LEd, faEd Dk 7 L —71%,
destination-group =~ > K Ca&iE L 7= #&#i st 7 /v —
TE—ETHVLERLY ET,

INR SR HERL HEER

WOThH, SNRATAABHERENTND Z L2 L. FATFOT LA MR EZFR L TE

FIRDEE

DIEZ R TE £7,

1. show running-config-telemetry
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FIED M
ARV RFEEETIVa Y Br

R T w 71 | show running-config-telemetry FLARN)OBIEOFEITHEREFZRLET,
fi ZORFTIE, B — =T 41%, 1BLU0
switch (conf-tm-sensor)# show running-config GbpS ’Ciﬁtéﬂfb\z)/]} HE—=TxA 7\75“5”2139\

telemetry WO F—2ET D LD IR S T0E
!Command: show running-config telemetry jﬂo “[Zf/“lj“— 7‘}1/_706 {j:\ 1 & 40 Gbps Tiﬁié
'Running configuration last done at: Mon Jun 10 [FLCWVWAA LV H—T 2 AMBTXTDOH T H—
08:10:17 2019 BT DL OIS TNET,

!Time: Mon Jun 10 08:10:17 2019

version 9.3(1) Bios:version
feature telemetry

telemetry
destination-profile
use-nodeid tester
sensor-group 4
path interface query-condition
and (counters=[detailed], oper-speed=[1G, 10G])
sensor-group 6
path interface query-condition
oper-speed=[1G, 40G]
subscription 6
snsr-grp 6 sample-interval 6000
nxosv2 (conf-tm-sensor) #

INR IRIVIEHRD TR

IR SRR FRATUKR
show telemetry usability =~ > R+ 5L, 7oV EZFITLICE AR TR ED

flil 2 DA ZRIRTEET,

AR RENE

show telemetry usability {all | environment | FTRTONRRA T DOTRTOF LA Y R

interface | resources | vxlan} 2 FFIFEE SN AR FAULOFTRTO
TULARNY NZA, Fe, BZIE BIAR
FEMR AR =V > 7 E i3 A R Mo
TT VA NY F=Z2RETONE D DR
SNET,
AU B =T 2 A ARATYUE, RE LT
F—U— R T4 NVZEEI ) LML EE
nEJ,

show running-config telemetry F LA N Y LIRS h I SR RO L,
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show telemetry usability all =~ > Ni%
TEAE L2 L DT,

TR Vg NREINTWAiADa~w L Rad X

show telemetry usability environment =~ > KOH Z RIZR L £,

switch# show telemetry usability environment

1) label name environment
path name sys/ch
query type : poll

query condition

Kpfﬂiﬂﬁ#hﬂ&JEQPGmxt%uinfﬁzmxts&tﬁe<&%s%qi&ﬂﬂd;e;ﬂﬁﬁo@e}t&pzﬂd;exﬁ%ueqiE:e;t%nnne}tﬁskt

2) label name environment
path name sys/ch
query type event

query condition

sw1tch#

show telemetry usability interface =~ > RO ERIZ R L £9,

switch# show telemetry usability interface

1) label name interface
path name sys/intf
query_ type : poll

query condition

2) label name interface
path name sys/mgmt- [mgmt0]
query_ type : poll

query condition

quﬂm}tshﬁﬁﬁE@%agtﬁﬁe&gmmMyﬂfahﬁhWpﬁ&gﬁﬂﬁﬁ%ﬁﬂ&qﬁﬂhﬁaﬂa&mﬂﬂhﬁiﬁsnmﬂﬂhmﬂﬂDLrmﬂﬂﬂnmnﬂﬂDL

3) label name interface
path name sys/intf
query_ type event

query condition

and(updated(ethmenthdIf operSt) eq (ethpmEncRtdIf.operSt, "up™))))

ethmenthdIf operSt down") ),

4) label name interface
path name sys/mgmt- [mgmt0]
query_ type event

query condition

WW@M@@@Q ,aestE() o Ero prite (it T qees) e (it T qea, "thil)) ool prbted (gt TE. ey et TE.qeas, 1))
switch#
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show telemetry usability resources =2~ > KDOH & KIZAR L E 7,

switch# show telemetry usability resources

1)

label name
path name
query_ type

query condition

label name

path name
query_ type
query condition

resources
sys/proc

poll
rsp-subtree=full&rsp-foreign-subtree=ephemeral

resources

sys/procsys
poll

label name

path name
query_ type
query condition

resources

sys/procsys/sysmem
event

query-target-filter= and(updated(procSysMem memstatus),ne (procSysMem.memstatus, "OK"))

switch#

show telemetry usability vxlan =~ > KOF| 2RISR L E T,

switch# show telemetry usability vxlan

1)

5)

label name

path name

query type
query condition

label name

path name

query type
query condition
label name

path name

query type
query condition
label name

path name

query type
query condition
label name

path name

query type
query condition

vxlan

sys/bd

poll
query-target=subtree&target-subtree-class=12VlanStats
vxlan

sys/eps

poll

rsp-subtree=full&rsp-foreign-subtree=ephemeral
vxlan

sys/eps

event
query-target=subtree&target-subtree-class=nvoDyPeer

vxlan

sys/bgp
event

: query-target=subtree&query-target-filter=or (deleted(),created())

vxlan

sys/bgp
event

qEqHBms;ahueﬂtmxthimecbgﬁprmb;Rfrb}Rﬁ@fb;&m{bngﬁﬁhDyb}QxﬁtirHBbp@e?ﬁ?bgﬁ&ﬂ%ﬁhayb}ﬁﬁ@ﬂlﬂ

switch#
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P2 T4 T T—FFEET/NR
P2 T4 T T—REET/NRIZDONT

NX-OS7T LA NUIE, FFEDA L T TANT I F ¥ E2dT —F_X—RIZRES NN =2 —
FINTF—=EEETLTHIAAT AT T—F V=AY R—FLxT, RDOVIZ, R T+«
T F— ERETREHEATSE, A R—R U b ERIET UV =y a 27 v 7 LT, B
BHHRERET LAY AN —AIHHATEET, XM T 47 T—F BETORRIA T
TANTZ I FXIZBI WD, ZOMRRITERHMEZRZEEL, X477 77V r—ra ik
NX-OS 7L A MU LxlaECcxE9,

FAT AT T—=FFEILANREHEHAT DL FFEOE I — NRTREKL T, ELT MLz
TLAN) F—HEZETEET, ZOWARIZNX-SDK LHEHEL T, WORXZANEDT LA
PU F—2DA )=V 7 a2 R LET,

e IPL—F+DT LAY FT—H&EEET S RIB /XA,
cHABLIOEHMAC = YV DOT LA MY F—H%2%EET S MAC /R A,
«IPv4 & IPv6 BEBEDT L A N T — X% k5T D EBEEfR S X,

YT RA7 Y Fa B ERTHE, BIRLERADTRTOTF LA N F—FRHAEF L LT

ZEBEICA M) =T aNET, AEEOR, ANV MERMOBPZEHIZA ) =7
SNET,

FAT 4T T—=H BFEIXLNRNADA RN =T, RO a—T 47 XA TR —F
LET:

+ Google Protobuf (GPB)
« JavaScript Object Notation (JSON)

e 1737 K Google Protobuf (=2 > /X7 | GPB)

R A T4 T T—REETNNARAIZA N =I5 EINBZTLARY
T—A

WDOFRIE, K —=ARAZHONWT, T T A7 U TV a URNEINCERENT-LE (R—2 T4
V) EARY MBRHNFEELIZEEICA N = TSN ERERLTCWET,

B =7\ EsRTFLARY
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Path Type HBIRH1)T30 R—R5 (4R FEH (Event
4> Notifications)
RIB ATON— FDEE
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Path Type

H$ITRY YT R—X3F
12

AR @ (Event
Notifications)

A X hOER, BE BE
OHIBRIZEET 5 A X Ml
ZIEELET, KROfEIL. RIB
RADT VA M) EZAHLTT
JAR—FENFET

c XJANFBY T N—T 4
AL E

cFRITARNKYTDT
NS

« X7 ARy T DR
BAVHE—T A A

e X T ANKYTD

VRF 4

« X7 ARy T D
HE

« XT AN Ry TS OE
S

e X T AN IR YT DR
FU w2
cFTANKRYTDH
y

XTI ANKyTDOR
7 A b i

« X T ANKYTD b
VeV TlEs
c XTI ANKYTDh
PAYIZ % v

cFITARKYT HA
TDTTTDEy b
L ®O0R

LAV 3IDOAN—T 4T
THH A MREET D
«/L'— ~® VRF 4

— KTV T 4w
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Path Type HBIRH1)T30 R—R5 (4R FEH (Event
4> Notifications)
AT KL A

e — DA E

JL— DT A B
Ry 7T

o 4 X OFEE
s X I AN KT

MAC BB L O A F v 7 MAC | A X FoEhn, BB Lo
T FUIIZX L TDME 25 |BIBRICBET A1 X hdina
GETALL & FEITL £, EELET, ROEIR. MAC

INADT VAR EZ@EBUTT
JAR—FINET :

« MAC 7 L2 (MAC
address)

*MACT RLA ZAF
* VLAN%E 5
e AU H—T A AL
AN P

A Ry MEFITIE,

N EFALF Iy s = b Y

DGR IR—F SN THE
—a—O
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Path Type IR Y T3 R—X5 |4 R B (Event
A4 Notifications)

B 12 IPv4 33 X OVIPv6 BERERAGR (7 | A v R ooiB N, B L Ot
Vrytrv—) EEELE HIBRIZES 454 X M@
7, EELET, ROMER, B

BfR (7Vv kLI —) /32
DOTFTLVARN)EHBELTZ I A
A—hZNET:

«IP7 KL A

*MACT FL- A
AP =T A A
cWBERA B —T = A A
* VRF 4
YT F LA

s BREORE T

o BREERMR (T VvV
=) DT KL A 773
1

< BEREBALR T vk r
=) DARY N HAT

SR OV TIE, Github https://github.com/CiscoDevNet/nx-telemetry-proto % 2 L T < 7280,

N =
EEBRIELHINEIE
FAT 4T T —F FEETL SNAREICIL., ROFEEFHLHINFEERNH D 97,
*RIB, MAC, BXUBHEMEZR (TVxv vy —) ORAT 4 T FT—ZEETLAANLD A

M) = T O%E, Brh— 2 a7 ¢ OFEHIL, depth, query-conditiond 5\
X, filter-condition7e & DM A ¥ LHEHELZ V7 R— F LEH A,

W—T A VT BEBDRAT 4T T—REET/NADERK

URIBIZEENDTRTONL— MIBETHEREEET 2NV —T 4 V THERORAT 4 7 T —
HIEETANAZHER CE £, BT DL, REMITTXTOL— MEREXELE T, ~—
2G5 D%, A v FNYPR— T HV—F 427 Fr b aLon— FERFEIREECS
WCHEHMAEFE SNET, RIBEMTERFEINDGT —XIZOWTIEL, R T 47 T —FEET
NAFNZA NI =T ENBT LV ARN) T—% (7123—=) EZERLTIEIN,

B =7\ EsRTFLARY
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1R BHHIIZ

T LA MUBSREZ BN LTV AR WA

N—T 4 VIR A T 4 T F—atER 2o ]

. ZZTHEBNZLET (feature telemetry)

FIEDHE
1. configure terminal
2. telemetry
3. sensor-group sgrp_id
4. data-source native
5. path rib
6. destination-group grp_id
7 ip address ip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB |
GPB-compact }
8. subscription sub_id
9. snsr-group sgrp_id sample-interval interval
10.  dst-group dgrp_id
FIED %
ATV RFEREETIVaY B

X5 w 1 |configure terminal a7 4 F¥al—arE—RFeANLET,
i
switch# configure terminal
switch (config) #

RTFwv T2 |telemetry T LA N UBREOHEE— FICAD £7,
i
switch (config) # telemetry
switch (config-telemetry) #

AT 73 |sensor-group sgrp_id Yo — I N—FEERLET,
£
switch (conf-tm-sub) # sensor-grp 6
switch (conf-tm-sub) #

RTw 74 |data-source native FEEDETNRT —H RN— AT, KA
i - TFAT T TV = arNA Y =L F—F &l
switch (conf-tm-sensor)# data-source native fﬁ??%ffml Oﬂ:\ 5?_—57£§T§7E%E;F/r€?/f:7GZEQﬁ§
switch (conf-tm-sensor) # L/jz7fo

RTFwv 75 |pathrib N—bEN—bF T 7T = MEREA N —I
Bl - 9% RIB S AZHER L £,

nxosv2 (conf-tm-sensor) # path rib
nxosv2 (conf-tm-sensor) #
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EFLEHETLA Y |

ARV FFEREETIVa Yy

S

A7y 76 |destination-group grp_id TLUA RNV V—T T = RIZAY | #
Bl Bese s =T E R LE T,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #
XFw 7 |ipaddressip_addr portportprotocol { HTTP | gRPC |97 227 U FL a0 dDF L A N FS—F % BT
} encoding { JSON | GPB | GPB-compact } SNEIPT RLAER—FMIA MY =374 3
151 LolcHE L., 5 —F% A M) —2D7Fu hajLk
switch (conf-tm-dest)# ip address 192.0.2.11 port] =~ 1 FEBIEL £,
50001 protocol http encoding json
switch (conf-tm-dest) #
i
switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #
11
switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #
A58 |subscription sub_id TLARNY YT Z7Y FvarPTE—RIIAD,
B - TLVARN) T2 Y TFva el LET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #
Z 5w F9 |snsr-group sgrp_id sample-interval interval oY= IN—=TEBIEOY T AT ) F g i
i - V7 LT, T—20Y 7Y oI (3 VE
L A== N ° YT » =3 N
switch (conf-tm-sub)# snsr-grp 6 sample-interval h{{A%EEXXEIJE%:rO %%Vii7 % «/5<E§Eﬂhi\ AL T
5000 MT VAN F—=F2EHRINCEET D0, A~
switch (conf-tm-sub) § B—T xR ARy R LT & FICEIET S
MEPRELET,
A7y 710 |dst-group dgrp_id Pt IN—T B DOV T AT ) T a Az v

1 -

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

LEd, fBET 2807 v —7 13,
destination-group =2~ > KT E L 7= 7 v —
T =T LHNENRDHY ET,

MAC 1BERD R A T4 T T—EET/NADIERL

MAC 7—7NVDFTXTOxT L M VIZETHEREEET D MACITERDO R AT 4 7 T — 4 i
B /NAEZHERTEET, BT H L, EEHEIZTXTOMACEHRZEELET, LEED
%, MACT RL AN, B, BIXOHIBRBIEO®MENEE SN E T, MACHAITER S
NDET—HIZOWTIE, XA T 47 T—FEEITANARIZA N =7 SnbT AN

T—=45 (125—=2)

B =7\ EsRTFLARY

ZZRLTITEEN,



| EFLEHRFLA Y

FIRDEE

F IR D 8

\)

MAC 5D+ 1 7« 7 F—2Em 20 [

GE)  THEZITHIERA RV FOBRA,

IR SNET,

MAC @%1%. IP BEEEfR 2= > MAC 7 RL R IZxF L TD

1R BHEIIZ

T LA N UBBEER AN L CWARWEAIE, 22 TAMC L £ (feature telemetry) .

configure terminal
telemetry

sensor-group sgrp_id
data-source native

path mac
destination-group grp_id

NOOAWN

GPB-compact }
subscription sub_id

o

ip address ip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB |

9. snsr-group sgrp_id sample-interval interval

10.  dst-group dgrp_id

ARV RFERETI Y

S

ATy T

configure terminal

1 -

switch# configure terminal
switch (config) #

Ay 7 4 Xal—varyE—R2ANLET,

ATv T2

telemetry

51

switch(config) # telemetry
switch (config-telemetry) #

7 LA b URKREOHERR T — NIZAY £7,

ATvT3

sensor-group sgrp_id

1 -

switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #

ot — N —TEER LET,

ATvT4

data-source native

1 -

switch (conf-tm-sensor)# data-source native
switch (conf-tm-sensor) #

FFEDET NRT —H R—A LB, A
TAT T TV r—rvarPNAN)—L T —H%EH
FATE5L512, T—HRHETLERAT 4 TITHE
LET,

=FLEHETFLA Y )



B vactmora7 17 F—sERROBR

EFLEHETLA Y |

ARV RFERETI3Y E]:g]
ATy 75 |pathmac MAC = kU5 X O MAC @A BT 2 w4 2
B - U =232 MAC S AZHERR L E T,
nxosv2 (conf-tm-sensor) # path mac
nxosv2 (conf-tm-sensor) #
AT w76 |destination-group grp_id TUARNVEEREI VT P TE—RICAD, #
Bl Wise 7 L — T B LT
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #
XFw 77 |ipaddressip_addr portportprotocol { HTTP | gRPC |47 227 U FL a v dDF L A N) F—F % BT
} encoding { JSON | GPB | GPB-compact } NPT RLRER—FMIA RN —I 743
- EoTHE L, 7= AP —LaDFm hane
switch (conf-tm-dest) # ip address 192.0.2.11 port] ::;/:1»—]¢%a§%ﬁ§L/j£7fo
50001 protocol http encoding json
switch (conf-tm-dest) #
1 -
switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #
11
switch (conf-tm-dest)# ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #
A58 |subscription sub_id FTLANIHTR7 YT ar$7E—RIZAD,
i - TLARNY FTR7 YT a il LET,
switch (conf-tm-dest) # subscription 33
switch (conf-tm-sub) #
R w9 |snsr-group sgrp_id sample-interval interval ‘o — IN—TEBREOY T AT VT a
i - Vs LT, T—=20F 7 7 (2 URE
AN == ~ © N a = w
switch (conf-tm-sub) # snsr-grp 6 sample-interval ﬁf{A%EEXXEIJE%:fO f*«i:7 % «/5iﬁﬂﬁmfi\ AL T
5000 WT LA RNY F—=2 2 BHRNCEET D0, A~
switch (conf-tm-sub) # H—=T o f A AR IR ELZEXITHETS
MaEPRELET,
A7 710 |dst-group dgrp_id Pt IN—T R DOV T AT Y T a ) vy

&1

switch(conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LEd, BET 28R 7 V—713,

destination-group =~ > R CE L 7= e 7 L —
TE—HTANENRDY ET,

B =7\ EsRTFLARY
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¥ RTHMACERD 1 7 1 7 F—2itlErw 2o [

FTRTHDMACIEERD KA T4 T T—FXET/AADIERL

LAY 3IBLRLA Y205, MACT—7NLDFTRTOT NICHETAIHEREEETS
MAC IO RA T 4 7 7 — 5 EEIL N AR CE E3, BT 5 &, REMEITTITO
MACTE# A2 XE L £, BUEHEDOHR, MACT FLADBM, FH., B L OHIFRERIED @A
EEENET, MACHEHMTEEESNDE T —ZIZOWTIE, R T 47 T—FEE T2 I
AR =7 ENDTVLAR) T—4% (123—2) ZZRL TN,

)

CE)  BEHETZITHIBRA N bOGE, MAC AL, 1P BEERIRZF> MAC 7 R L AIZX LTO
HEEESNET,

188 BRI
T LA RNUBREEZ AN L T WESIE, 22 TAMC L ET (feature telemetry)

FIEDHE
1. configure terminal
2. telemetry
3. sensor-group sgrp_id
4. data-source native
5. path mac-all
6. destination-group grp_id
7 ip address ip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB |
GPB-compact }
8. subscription sub_id
9. snsr-group sgrp_id sample-interval interval
10.  dst-group dgrp_id
FIED %
ATV RFEREETIVa Y B
XFw 71 |configure terminal a7 4 FXal—YarE—FREALLET,
i -
switch# configure terminal
switch (config) #
ATy F2 |telemetry T LA N UBREORRE— FIZAD £7,
i -
switch (config) # telemetry
switch (config-telemetry) #
RT3 |sensor-group sgrp_id Yo — I N—FEERLET,
i

=FLEHETFLA Y )



B rccomactEmnr 15 7 F—oRERROBA

EFLEHETLA Y |

ARV FFEREETIVa Yy

S

switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #

Z 7w 74 |data-source native BEEDET NRT — =R % S LI, A
il - TATTIVr—2a v BNA RN —A T —F%&ff
< N Y TRy s - 7 S
switch (conf-tm-sensor) # data-source native }ﬂ(% 5 J: ? L—‘ 7 53351;,75%2/]’7‘/( 7 AR
switch (conf-tm-sensor) # L/EEjro
A7y 75 | path mac-all FTRTOHOMAC =2 kU BLOMAC E@AIZBET 2
Bl - Tz A2 R Y—257 25 MAC SRR MK LET,
nxosv2 (conf-tm-sensor) # path mac-all
nxosv2 (conf-tm-sensor) #
A7y 76 |destination-group grp_id TLARNVEE I N—T BT E— RIZAY | B
Bl ey N7 R L E T
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #
RFwvw 77 |ip addre_ssip_addr portportprotocol { HTTP | gRPC |7 227V FL g dDF L A N F—F % BT
} encoding { JSON | GPB | GPB-compact } NPT RLRAER—FMIA RN —I 743
5l - KO L, 7—% AP =07 m fhartk
switch (conf-tm-dest) # ip address 192.0.2.11 port] BLL/:I»—]Q%EEQﬁgL/jzirO
50001 protocol http encoding json
switch (conf-tm-dest) #
151 -
switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #
1 -
switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #
AT 78 |subscription sub_id TLANI Y TR F g 72— RNIAD,
i - TLARNY) FTR7 YT a2l LET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #
R w9 |snsr-group sgrp_id sample-interval interval ‘o — IN—TEREOY T AT VT a

&1

switch (conf-tm-sub) # snsr-grp 6 sample-interval
5000
switch (conf-tm-sub) #

Yo7 LT, F—Z0% 7V o7 () BE
fr) ZFHRELET, Vo7V TR A v F
MT LA RN F—2EEMICEET D0, A
H =T f A AN IRREAELZE EITEETD
DEPRELET,

B =7\ EsRTFLARY
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PiEoR1 747 7—4 2o [

ARV RFERETI Y S

R 710 |dst-group dgrp_id Bl N —T YT 2 ) g0z v

1 -

switch(conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LES, EETDERE 7V — 713,
destination-group =~ > KT E L=k 7 v —
TE—HTOINERDY T,

IPBEEDRA T 4T T—3 INADERK

AA v FOFTXTOIPv4 & IPv6 BEEICBIT D IEM ARG T 5 IP BRGSO A T 4 7 T—
HEETENAZRER CTE £, BT 2L, RUEMIT T X COBEEHZ2EE UL, AUEHE
D%, BEEEBRIEOBM, B, BLOHIBRICET 2 @MARE SN E T, BEEREM TEE
EINDT—HIZOWTUE, FAT 4T T—HEFILEANAMIZA NI —I T SnHT LA b
UV 7—% (12—=V) 2ZRL TS,

IR BRI
TUARNUBEZ AN L TWRWEEIX, 22 CTHMNICLET (feature telemetry) .

FIEDHE
1. configure terminal
2. telemetry
3. sensor-group sgrp_id
4. data-source native
5. path adjacency
6. destination-group grp_id
7 ip address ip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB |
GPB-compact }
8. subscription sub_id
9. snsr-group sgrp_id sample-interval interval
10. dst-group dgrp_id
Flgn
AR RFEREETIVaY B#Y
X w 71 |configure terminal a7 4 FXa2l—aryrE—FREANLET,
1 -

switch# configure terminal
switch (config) #

RTFw T2 |telemetry

51

switch (config) # telemetry
switch (config-telemetry) #

T LA N UBREDOEKE— RIZAD £7°,

=FLEHETFLA Y )



B rezor 57755 208

EFLEHETLA Y |

ARV FFEREETIVa Yy

S

RFwF3 |sensor-group sgrp_id vt — I —T 2 ER L ET,
11 -
switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #
AFw 74 |data-source native AT AT TTVr—varNA R —L T —H
1 - EERTE DL DI, FARRETERAT 4 T1E
' WELET
switch (conf-tm-sensor) # data-source native " °
switch (conf-tm-sensor) #
A7y 75 |pathadjacency IPv4 & IPv6 BEBAIC B 21582 2 R U — A 5B
. B AE R L ET,
nxosv2 (conf-tm-sensor) # path adjacency
nxosv2 (conf-tm-sensor) #
AT w76 |destination-group grp_id TUARNVEEREINV—T HTE—RICAD, #
Bl Wiy — T AR LET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #
Z 5w 77 |ipaddressip_addr portportprotocol { HTTP | gRPC |7 27 )V FL a0 DF L A N F—& % 5%
} encoding { JSON | GPB | GPB-compact } NPT RLREFR—RMIA RN —I 743
i : EOTHEK L, 7% ARV —LOTa bank
switch (conf-tm-dest) # ip address 192.0.2.11 port] j;>/:1h<]€%EEQKEl/§E7fO
50001 protocol http encoding json
switch (conf-tm-dest) #
1 -
switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #
i -
switch (conf-tm-dest)# ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #
A5 78 |subscription sub_id TVLVANIH TR Y Py a s 7E—RIAD,
il - TLARNY) TR7 YT a a2k LET,
switch (conf-tm-dest) # subscription 33
switch (conf-tm-sub) #
25w 9 |snsr-group sgrp_id sample-interval interval oY= IN—TEBIEOY T A7) S a L

&1

switch (conf-tm-sub) # snsr-grp 6 sample-interval
5000
switch (conf-tm-sub) #

B =7\ EsRTFLARY
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| EFLEHRFLA Y

w1747 7—4 v—2 K2 fEm0ET |

ARV EEEET7Ia Y =)
H—T A A ARV PPRELZEXICEET S
MERELET,
A7 v 70 | dstgroup dgrp_id Ve IN—T % DY T A ) T a ) vy

1 :

switch(conf-tm-sub)# dst-grp 33
switch (c

LET, BT DERLE T NV — 713,
destination-group =~ > KT E L=k e 7/ v —
onf-tm-sub) # 70&*ﬁj”5%\£7533?) Y ijﬂo

2 T4 T T—2 V=X NREHRODEIRT

NX-0S @ show telemetry event collector =~ > REFEH LT, XA T 47 T—4% Y —A )RR
DOFHEHRE DD ¥, FlFe T — 2R RTEET,

MEHFERORT

show telemetry event collector stats =~ > RZFITL T, FXA T 47 T —F YV —A /RADHE
FHERE DD B ERIRTEET,

RIB /S 2 D#EFHEHR DB -
switch# show telemetry event collector stats

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 4 Mon Jul 01 13:53:42.384 PST rib (1)
switch#

MAC 7S A DffEEHE R OB -
switch# show telemetry event collector stats

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 3 Mon Jul 01 14:01:32.161 PST mac (1)
switch#

Bt < 2 OFLEHE B OB
switch# show telemetry event collector stats

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 7 Mon Jul 01 14:47:32.260 PST adjacency (1)
switch#

IS—HIVEDERT

show telemetry event collector stats =~ > R&ZEH LT, T XTORAT 47 T —% J—A N
ADTT—DHEFIERRTEET,

=FLEHETFLA Y )
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AR)—=

EFLEHETLA Y |

switch# show telemetry event collector errors

Dme Event Subscription Init Failures -
Event Data Enqueue Failures -
Event Subscription Failures -
Pending Subscription List Create Failures -
Subscription Hash Table Create Failures -
Subscription Hash Table Destroy Failures -
Subscription Hash Table Insert Failures -
Subscription Hash Table Remove Failures -
switch#

O O O O O o o o

> %7 Syslog

TLARYJEDR R1)—= 2% Syslog [ZDULVT

CiscoNX-OS U U —2933) LARE, EF AEREVT L A R UIX, YANGZT —4% Y —A &L LT
EFHT DsyslogDA RN =7 h2YR—FLET, YT7RAZ VT a2 ELTLHE, T
TO syslog WHEHEE L L TZEHICA M) —I 7SN ET, ZOMHRRIL NX-SDK &E#f L
T, WD syslog 7SANHDAN)—I 7 syslog7 —# &P AR—KLET,

* Cisco-NX-OS-Syslog-oper:syslog

* Cisco-NX-OS-Syslog-oper:syslog/messages
FEMEE DRI, syslog A X MEHIOAZPZEEICA M) —I 7 SET, syslog 73AD A
M) =273, ROy a—=F 47 84 FeHR—FLET:

+ Google Protobuf (GPB)

« JavaScript Object Notation (JSON)

Syslog [EED 1=HD YANG T—45 V—RX INADIERK

FIRDHE

ALy FTHERINTT R TD syslog (ZBAT D15 H A 1515 T 5 syslog D syslog 7N A Z AR T &
F7T, YT R IATFTHELE, R=RT A EIT R TOBEFED sysloglF A EE L ET, ~—
AT A D%, WHEIEL, AA v T THERINTZH L syslog 1IZx L TOREEINET,

3B & BRI
T L A N UBBEEZ AT LTV 2041, feature telemetry =~ > RCTHIZ L £,

1. configure terminal

B =7\ EsRTFLARY
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Syslog D 1= YANG 7—4 v—2 K20 [}

ip address ip_addr port port protocol {HTTP | gRPC } encoding { JSON | GPB | GPB-compact

2. telemetry
3. sensor-group sgrp_id
4. data source data-source-type
5. path Cisco-NX-OS-Syslog-oper:syslog/messages
6. destination-group grp_id
7
}
8. subscription sub-id

9. snsr-group sgrp_id sample-interval interval

10. dst-group dgrp_id

=3 k2 i
ARV RFERRTO Y E]:g]

ZF w71 |configure terminal Ja—N)yar74Xal—vay E— Naefllh
i LETS
switch# configure terminal

ATy F2 |telemetry TV AN OWLE— FIZAD £,
i -
switch(config)# telemetry

RTwF3 |sensor-group sgrp_id Ut — I —TEER L LT,
£l -
switch(config-telemetry)# sensor-group 6

RTw 74 |datasource data-source-type T =X — A& YANGIZHTE L. X1 T 4 7 YANG
Bl - AN =T ETNVEMEH L Tsyslogh A b Y —
switch (config-tm-sensor)# data source YANG 7 VC% L& 2 i Li'@‘o

RTw 75 |path Cisco-NX-OS-Syslog-oper:syslog/messages ZA o F CTHERENT syslog Z A h U —3 74
Bl - % syslog /XA &% E L7,
switch (config-tm-sensor)# path
Cisco-NX-0S-Syslog-oper:syslog/messages

A7y 76 |destination-group grp_id TLUA NG I N—T BT E— RICAY | #%
Bl Wiy v— T TR LE T
switch (config-tm-sensor)# destination-group 33

ZFw 71 |ipaddressip_addr port port protocol {HTTP|gRPC } |47 227 ) FL a L DF L A N F—X % $55¢

encoding { JSON | GPB | GPB-compact }
i -

switch (config-tm-dest)# ip address 192.0.2.11
port 50001 protocol http encoding json

1 -

SNEIPT RLAER—=MIANI—I 7T 5
koL, 57— A U —2D7Fa fhaid
T a—RERELET,

=FLEHETFLA Y )



EFLEHETLA Y |
B s ixorLaby F—52ry—325

ARV FFEREETIVa Yy E]:g]
switch (config-tm-dest)# ip address 192.0.2.11
port 50001 protocol grpc encoding gpb

A 78 |subscription sub-id FLANI ST 22 Y Foar b 7E—RICAD,
Bl - TLANY B TRZ YT a B LET,
switch (config-tm-dest) # subscription 33

Z T 9 |snsr-group sgrp_id sample-interval interval BT N—THEEDOT T AT YT a0l
1 YL, T=HF BTV T EOICERELT,
switch (config-tm-sub)# snsr-group 6 syslogi(/\“‘/ l\“ﬁi?ﬁi L/f:)& X|ZAA “/.?Z)ST LA
sample-interval 0 M) F—=FZ2EETHLIICLET, interval 12D

WL, 0 DBRDBZ T AN ATHEZRE T,

AT 710 |dst-group dgrp_id Ve I N—T % DY T A Y T g v

. LT, $RET 2L L — 71,

destination-group =~ > K CHEk L 7= ki e 7 v —
Ty TFTAHAMENRHY T,

switch (config-tm-sub)# dst-grp 33

Syslog \ADT LAY T—R RK)—22F

EETNAAT LI, WOT—T 0T, BT R YT a URROICIER SN D L&D [R_R—=
FA L] IZBWT, ZELTARY bOBRMNIEET D EXIT, EAREFEERNPA M) —I 7 X
NHMNERLTWNET,

INR HBIRD) T3y R=RF 4RV MEH
e

Cisco-NX-OS-Syslog-opersyslogimessages | 2 - F 23 BEEFO TR TD | AA » FTHA L= syslog D
syslogZ A R —X V7 LE |4 X MlHEEFELET,
EE » message-id

* node-name

* time-stamp

* time-of-day

* time-zone

* category

* message-name

* severity

¢ text

B E7LBBRETLANY
88
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ason ho ]

syslog /X R FHRD TR

syslog S ADFEHER E 7 o5 FTZT T —%FK AT HITIE, CiscoNX-OS D show telemetry
event collector =~ > K& H L %9,

GRS
show telemetry event collector stats =~ > K& AJ19 5 & syslog /SR Z & OfaHE®RE 7
B FRTEET,

WIZ, syslog 7S A DFEFHEBMO B 27~ L £,
switch# show telemetry event collector stats

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 138 Tue Dec 03 11:20:08.200 PST
Cisco-NX-0S-Syslog-oper:syslog(l)

2 138 Tue Dec 03 11:20:08.200 PST

Cisco-NX-0S-Syslog-oper:syslog/messages (1)

IS—HAIVEDRT

show telemetry event collector errors =~ > R&fEHT 5 &, X TD syslog XADT T —DH
FERRTEET,

switch(config-if)# show telemetry event collector errors

Dme Event Subscription Init Failures -
Event Data Enqueue Failures -
Event Subscription Failures -
Pending Subscription List Create Failures -
Subscription Hash Table Create Failures -
Subscription Hash Table Destroy Failures -
Subscription Hash Table Insert Failures -
Subscription Hash Table Remove Failures -

O O O O O o o o

JSON H A D5l

Wiz, JISON oV Iz Rr LET,

172.19.216.13 - - [03/Dec/2019 19:38:50] "POST
/network/Cisco-NX-0S-Syslog-oper%$3Asyslog%2Fmessages HTTP/1.0" 200 -
172.19.216.13 - - [03/Dec/2019 19:38:50] "POST
/network/Cisco-NX-0S-Syslog-oper%$3Asyslog%2Fmessages HTTP/1.0"™ 200 -
>>> URL : /network/Cisco-NX-0S-Syslog-oper$3Asyslog%2Fmessages
>>> TM-HTTP-VER : 1.0.0
>>> TM-HTTP-CNT : 1
>>> Content-Type : application/json
>>> Content-Length : 578
Path => Cisco-NX-0S-Syslog-oper:syslog/messages
node id str : task-n9k-1
collection id : 40

=FLEHETFLA Y )
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data_source : YANG
data :

"message-id": 420

"category": "ETHPORT",

"group": "ETHPORT",

"message-name": "IF_UP",

"node-name": "task-n9k-1",

"severity": 5,

"text": "Interface loopbacklO is up ",
"time-of-day": "Dec 3 2019 11:38:51",
"time-stamp": "1575401931000",
"time-zone": ""

KVGPB O t 71451

IZ KVGPB O il 7R LE 9,

KVGPB Output:
---Telemetry msg received @ 18:22:04 UTC

Read frag:1 size:339 continue to block on read..

All the fragments:1 read successfully total size read:339

node id str: "task-n9k-1"
subscription id str: "1"
collection id: 374
data gpbkv {
fields {
name: "keys"
fields {
name: "message-id"

uint32 value: 374

fields {

B =7\ EsRTFLARY

EFLEHETLA Y |



ETILEEEIRIT LA LY
kvePB 015 [

name: "content"
fields {
fields {
name: "node-name"

string value: "task-n9k-1"

fields {
name: "time-of-day"

string value: "Jun 26 2019 18:20:21"

fields {
name: "time-stamp"

uint64 _value: 1574293838000

fields {
name: "time-zone"

string value: "UTC"

fields {
name: "process—-name"
string value: ""
fields {
name: "category"

string value: "VSHD"
fields {
name: "group"

string value: "VSHD"

fields {

name: "message-name"

=FLEHETFLA Y )



B otos=as

string value: "VSHD SYSLOG CONFIG I"
}
fields {

name: "severity"

uint32 value: 5

}

EFLEHETLA Y |

fields {
name: "text"
string value: "Configured from vty by admin on consoleO"
}
}
}
}
SFEESER
DMDZ
A > M IS
BEEE M
BEhEEE RZaTFILEA ML

Solution) ]

VXLAN EVPN ®7 L A b U BB ORERKSF],  |[[VXLANEVPN Y U =2—32 5 OF7 L A KU &
B (Telemetry Deployment for VXLAN EVPN

B =7\ EsRTFLARY
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