AT

» Guest Shell [IZ2W\WT (1 =)

s Guestshell (2B A 1EEFH L FHIREH Q2 —)

s Guest Shell ~D7 7 & (9 _—)

AN v VIEREND Y Y—A (98—Y)

« FA Rz VOMRE (10 X—)

MY —E X F RN DB X2 T 4 RAF¥ (19 2—)
AN TFAN VAT LDT 7 AFIR (23 2—)

e AN T LOEE (23 5—)

o [IEY— 1 R & Guest Shell fEHOMFE (38 ~<—)

AN TN EDT T r— g OKEGERIRER) (39 X—)
* Guest Shell 2257 7 U r—3 3 > &2 KEGEMICERENT 2 TIE (40 =—)
o FAN TV NTOY LTI T U r—a (40 R—)

* Guest Shell IZEH T HRED N T TNy a—T 07 (41 X—2)

Guest Shell [ZDUVT

AL 704 Linux BEE TONX-OS CLIB LW Bash 7 7 2 A ITMAZ T, AL vFix., [HFZ b
T EFEZID Linux 227 (LXC) WNTHEITEIND DEESNTZFEITARX—A~DT 7
vRXEYVR—FLET,

AN 2 VNS | network-admin (ZIXR DOFERENR H Y £,
sLinux Ry NV —2 A B —T A A% LIcXy NU—7~DT 7& A,
CAA T DT— KT T ya~DT IR,
o 2A v F OFFREME tmpfs ~DT 7 & A,
« AA v FDCLI~DT 7 & A,
e AA FDIKRAN T7A IV VAT L~DT 7 A,

* Cisco NX-API REST ~DO 7T 7 & &,

I TR TL .
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B ceesshen @y 2 rEFE HIRTE

«Python 27 U7 M A A h—)L L TFATT HIKEE,
R EYFMBIEYMEY FOLinuk 77V r—vaim A A ML L TEITT HHERE,

T FHMC L > CTEITZEMZYVEET Z & T, o Linux 27 F TEITINTWVBE R A
N AT BT T r— g NIEBE 52T, T r—2 3 v O=—X|ZEE T Linux
BEANAXA RATDH ENTEET,

NX-OS 7 /34 A TlX. Linux Containers (I virtual-service 2~ K TA VA h—/L L EHINE
4, Guest Shell I%. virtual-service show =~ > RO HIZEREINFE T,

N\

GE)

T AN RTIE, AN vzUE, BINCTDHEH5MB DO RAM & 200MB D7 — 75 v
VamEBLET, CiscoNX-08Y U—270 (3) 12 (1) LIFE, GuestShell 13#)35MB ® RAM
ZHA LE T, Guest Shell MEH S TWRWEETX, guestshell destroy =~ o RZEH L T
Uy —2%MHAHLET,

77 # /v b TlX. Guest Shell 1Z, AZNZT 25 EHKI35MB O RAM & 350MB D7 — 7 T v
ok EALET, GuestShell BEH STV RWIGAETEL, guestshell destroy =~ > K% fifi
L CHME SR 2 A L £,

6=

Cisco NX-OS 7.0(3)F3(1)NX-08 7.0(3)I7(1)LAKE, Guest Shell (% Cisco Nexus 95083500 A » F T
PAR—FINFET,

Guestshell [ZR89 5T 5 FIH L FIREIE

TRTHY ) —RIZHBEDTEEIE

| A

EE  Guestshell DA > A N—/LINTHAX MEFEEFIT LA, Guestshell 07 v 7/ L— &2 E

1TT 5N, 7= 7T vva, 7Ry 7 AAML—y F¥721E Guestshell/L— F 7 7 A /L
VAT LAOINEOMDIGENCERE 2 RFELET,

guestshell upgrade 2~ Y R, KEWIZ, guestshell destroykguestshell enable & Hif5E L
THEITLET,

* Guest Shell [Z, 4GB D A€ U Z#5# L 72 3500 €7 /L (3524, 3548, 3524-X, 3548-X) T

P AR—FENTWERFA, ZNE, XL E, I0EL DAV ZHAT-TTy b7 4—
ATHR—FENET,

. TR I)L I
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Guestshell (<83 2:xEHmEesREE [

* Guestshell TV — K/%—5 ¢ O DHCPD — —%FE{TL TV B HA. SVI &~
BLE, TTAT Y NCBET LA T 7 —ICHBENRET HAREMERH Y £ 37, AlEE/R (Al
Fix, 7o — Xy 2 MEEEERT 52 LT,

* run guestshell CLI 2= R&EFEH LT, AA v F® Guestshell {IZ7 7 AL ET, run
guestshell A< Kid, "A b = ~DT 78 XIfEH EIU D run bash 2~ 2 RIZHH
BLEF, Z0a~vr REHHT 5L, Guestshell (27 27 A LTBash 717 > 7 b & Hifs
L7290, Guestshel D2 > 7F A MNTa~vy REFITLIED TEET, Zoa~wr R,
NRAT—KRRLOSSHEZHH LT, T 74/ DXy b T —27 412223 5 localhost
OFEHAFREZR AR — MTE L £,

sshdL—7 4 YT 41d, m—H/KRARNTY v AL LT, Xy hT—27 OGNS OHER
BATZEMET 2 Z L2 XY, Guestshell ~OFERIER ENZSSHT 7 B2 2 R#ETE F
T, sshd IZITROEEER H VD £97,
e ZHUE, NRAT—=RIZT =Ny 7 LN F—_R—2DOFFAHIHER STV E
‘j‘o

« Guestshell D BB 12 Guestshell I 7 7 B 2T A7 I I A X — 255 2
EMMTEDLDIX root 721 TH,

s root FIMNARA N EOXF—2ETT7 7 A N EHHAIMD Z L TE, IR A MBash7 7
TR B ORI — Y — P — % L T Guestshel IZBfR TE WL 2 LET,
Fv U — 7 BB —Y—(L, Guestshell T sshd DBIDA A K o A&BME LT,
Guestshell % v F U — 7 & o —H —|% Guestshell Tsshd DBIDA > A X > X % Btk
LT, *v hU—7 &2 —H —L, Guestshell T sshd DBIDA 2 A HZ o A%EBHIEL
T, 77BATEDLHICT2 M TEETI, GuestshelliZv 7' A 9 52— —
WZiEry N — 7 EHERERS 52 bET,

)

GE)  Guestshell 2.2 (0.2) THAINTZF— T 7 A WL, =2—HF =T
D > M MER S ALz — P Tk L CREAIR Y TTRETY

X B2, Guestshell 74 7 v MIBEEIMICHIBRS LR W=D, R~
otz EZxy VU — 7 EHENHIBRT 20 ERDH Y 7,

2.2(0.2) X Y AiTD Guestshell £ > A b —/LTlE, fHlx Da—H—
T AT ERERNER SN EE A,

e T TELH LWVWAAL v FIZ CiscoNX-OS V7 vy =7 VY —R%&A LA R—JL
9% &, Guestshell ZHENIIZEDC2D ET, TORDAL v F VT v T =2T DT v/
7 L— FTlX, Guestshell lXHENIICT v 77 L— REvEH A,

» Guestshell V UV —ATiX, BAEZITERAMAN—Ta v NERIND &, AV Y —F 5N
éj\l_/i‘ﬂ‘o

¢ NX-OS @ Guestshell 1%, FjE/XR/NLVDR— I, 77 —A I TAD Linux V' F—7 =
A 2L LT 7 ®ATEET,

TR TL .
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B ceesshen @y 2 rEFE HIRTE

¢ NX-OS @ Guestshell £, NX-API ~®Da—H /L Unix Y4~ v %R L. dohost Z/L T2
<~V Ry VIT 7B ATEET,

1. 9.3(8) LAFED NX-0S @ Guestshell (23T, NX-API V7 v h~D7T 7 & A%, root/i&
HE 2 — P — R TORTFA S ET,

2. 9.3 (8) LIFED NX-0S @ Guestshell IZBWT, NX-OS 7 7 A IV AT LA~ADT 7 & A
X, root/BEHE 22—V —721F BTV ET,

e Guestshell U UV — 2 Tl&, CVEWfiRIRIND &~ AT —F 50355 LE T, Guestshell i,
CentOS NAB L7=8812 D& CVE Z# HEH L £,

« dnf update Z{#H LT, CentOS VAR h UMb — KX—F 4 OEX= U7 ¢ MfaggtEE
FEZEERGTLAZ 28O LET, ZNITLD, CiscoNX-OS Y7 Ny =T DT v/
T— b EFOZ L, EHMFIHMREIC /-T2 L ZICAT T HREMERNELNET,

F 721, guestshell update =~ > FZEH T2 &, BEAFD Guestshell rootfs 238 i x H 4L
FT, WAE~ARXELI T NT2T Rylr—V DA A =L, ZOH L Guestshell
rootfs DA T XA NNTHEFRITTILERNH Y £7,

Cent0S MDY 7R— & T & Guestshell ~DFE

Guestshell |Z CentOSEBIRIZE DI LXC AV TFTY, A—7v V=R aI 2= 4 DEH
XD e, CentOS8 72y ME 2021 4F 12 A L TIZHAR— KT LET, CentOS7 7
0y 7 MIMEE S, 2024 6 A £ T AR— MBI KTT 5 FETT, CentOS7 DZDE
W R— M2 LY., HHFO CiscoNX-0S V7 F 7 =7 10.2.x 1% Guestshell 2.11 (CentOS 7 ~X—
) WXy rr—=IbEnNTWET, ZiE, 101x U U —RADT 7 )V MREETH 5 Guestshell
3.0 (CentOS8) # &Mz E7,

Guestshell 2.11

CiscoNX-0OS U U — 10.2(1) LARE, CentOS 7 237 7 4 /b k@ Guestshell Bz & L CHER I
F L7z, BHROFEMIZOWVWTIX, [CentOSOHYHR— MET ) 7 v a 2R TSN,

Guestshell 2.11 {21 python2 ¥ X UY python3.6 DR — F A3 fFE LTV EF, Guestshell 2.11 &
Guestshell 3.0 D OEREIXF U % £ T,

\}

GE)  Guestshell 2.11 @ rootfs ¥ X13K) 200 MB {2 L £ L7z,

Guestshell 3.0

Guestshell 3.0 [FFRIEESNTE D . NX-0S 102.x S IFIFIHTEZ £ A, Guestshell 2.11 Z1{#
THZEEZBEOLET, 72720, 102x Y 7 b7 =7 %, Guestshell3.0 2> 7+ H L 010.1x
TEIMEL TV 5 3.0 Guestshell =257 & O B2 MR L TV ET,

. TR I)L
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Guestshell (<83 2:xEHmEesREE [

\)

GE)  Guestshell 3.0 @ rootfs ¥ RIZ. Guestshell 2.0 @ 170 MB (25 L T 220 MB T,

Guestshell 4.0

Guestshell 2.x (213 Centos 7 & LTV E T, Centos 7 DY AR — MET I 2024 FHIDHTT,
L7275 T, RockyLinux 9.2 X\— 2D Ixc 2 7 7 T&H 5 Guestshell 4.0 73, Guestshell 2.x % &
Hax 5 TETT, Guestshell4.0 1%, CiscoNX-0S U U —21041FBLOT 7 4/ bk /8y r—
UL LT Guestshell 2.x 34 7 a— Rua[RER A7 v g & LCTHIHTE £9°, Guestshell
401%, KDY Y —=ATT 74 /V MIRY ET,

)

GE) Guestshell 4.0 @ rootfs 1 X% 400 MB T3, Guestshell 2.x Ti% 350 MB T L 7=,

Guestshell 1.0 /" 5 Guestshell2x ~D7 v 745 L— K

Guestshell2.x 1%, CentOS7/L— |k 77 A )V T AT MMIHEDSNTWET, a7 27 % Guestshell
LOICTNE T LTz .conf 77 ANETNEZ—T 4 VT A DA TRy 7 A VKR NI BRH D
YiAalE. Guestshell 2.x TR UBBATFNAZ MRV KT MENH Y £7°, CentOS 7 DIEWEZEE L
T, BRAAZ V7 NafET 20 ERNOLG80H 0 £7°,

Guestshell 3.0 Z{EF L 7= Jacksonville ') ) — XM 5D NX-0S DA H 5 L—FK

Cisco NX-OS U U —% 10.1(1) LABE, Guestshell 3.0 Y R—FDA T T AT I F v RN—T3
X111 CEIE B S TCuvET (show virtual-service 2~ RCTHERE LTS 7ZEW) , L=
755 T, Guestshell 3.0 OVA (ZLUHTDO U U — XA TIIEH TE A, Install all =~ F&fEH
T5HE, N=Va VOR—HEPRFES L, =7 =B A — I ET, Guestshell 3.0 % LLRTD U
V—RZH 77 L— KT HHIT, Guestshell 3.0 ZH%3E L T, Guestshell 3.0 23LLAGTDO Y U — A
TEELZ2WEIIZTDZ 2B LET,

Guestshell 2.x

Cisco NX-0OS (%, +072 ) V=A% LDV AT LDOT 7 4 /4~ THBIMIZ Guestshell DA > A
=B LOFEILEZITWET, 7272 L. Guestshell 27—k L72\ Cisco NX-OS A A —
TTNAAZARNY m— RN D56, BEFO Guestshell 28 B EBIZHIFR S

AL, $VMAN-2-INVALID PACKAGE 3FE{TINFET,

Guestshell 2.x 7 & Guestshell 30 ~D 7 v 75 L— K

Guestshell 4.0 {%, Cisco DAXY 7 b7 Xy — R RX—=UnhbH oy no— KT,
guestshell upgrade =2~ > RZfEHLTA VA F— L TEET,

WDFIZ, Guestshell DU U — 2 &7 LFET,

I TR TL .
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B ceesshen @y 2 rEFE HIRTE

%= 1: Guestshell ') ') — X

Guestshell ') 1) —X NX-0S A YR— b3 51 1)— |H7FR—kEh 5 Python D/3—
R vav

2x 10.4.1 Python 2.7 33 K U Python 3.6

3.0 10.1.x python 3.6

4.0 DX a— KAl OVA |104.1 Python 3.9

Guestshel 40127y 79 L—FRTBICIE, ROaAT Y FEFARALET :

¢« TARVENRA VAR IILTNRWEGAIZIL, guestshell enablepackage<downloaded
ova> a~vy REFATLET,

c FANZVIRA A M=V ERN, FEITINTWAHEAIZIE, guestshell upgrade package
<downloaded ova> =~ > REE/TLET,

\)

(GE) 4GB ®RAM ZH5# L7= v A7 A TlL, 7 7 4 /v b TlL Guestshell ZHZHZ72 0 £H A,
guestshell enable =~ > FZfH LT, Guestshell 14 A h—/L L THMBZLET,

install all =< > R, BAED Cisco NX-0S A A —T & H—4 > F®D Cisco NX-0S A A —T &

O HHMEERRFGEL E7,
HHPEDIRNA A=V A VA B — L LIERE DO 2RISR L ET,
switch#

Installer will perform compatibility check first. Please wait.
uri is: /

2014 Aug 29 20:08:51 switch %$ VDC-1 % $VMAN-2-ACTIVATION STATE:
Successfully activated virtual service 'guestshell+'

Verifying image bootflash:/n9kpregs.bin for boot variable "nxos".
[#e###444H 44444 ###4] 100% —— SUCCESS

Verifying image type.

[#e####44H 44 ####4] 100% —— SUCCESS

Preparing "" version info using image bootflash:/.

[#e###444H #4444 #44] 100% —— SUCCESS

Preparing "bios" version info using image bootflash:/.
[#e####44H 44 ####4] 100% —— SUCCESS

Preparing "" version info using image bootflash:/.
[#e####44H 44 ####4] 100% —— SUCCESS
Preparing "" version info using image bootflash:/.

[#e####44H 44 ####4] 100% —— SUCCESS
Preparing "nxos" version info using image bootflash:/.
[#e####44 44 ##44] 100% —— SUCCESS

Preparing "" version info using image bootflash:/.
[#e####44H 44 ####4] 100% —— SUCCESS
Preparing "" version info using image bootflash:/.

[#e####44H 44 ####4] 100% —— SUCCESS

"Running-config contains configuration that is incompatible with the new image (strict
incompatibility) .

Please run 'show incompatibility-all nxos <image>' command to find out which feature
needs to be disabled.".

Performing module support checks.

. TR I)L
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(#4444 444444 4444] 1005 —— SUCCESS
Notifying services about system upgrade.

[#

0% -- FAIL.

Return code 0x42DD0006 ((null)).

"Running-config contains configuration that is incompatible with the new image (strict
incompatibility) .

Please run 'show incompatibility-all nxos <image>' command to find out

which feature needs to be disabled."

Service "vman" in vdc 1: Guestshell not supported, do 'guestshell destroy' to remove
it and then retry ISSU

Pre-upgrade check failed. Return code 0x42DD0006 ((null)).

switch#

\)

6=

NZA K TFT 7T 4 &AL LT, Guestshell ZH7R—F L TWRWEW CiscoNX-OS A A—T % Y
o — R4 5R0IZ, guestshell destroy ==~ > K% ] L T Guestshell Z K[ L £,

ERRESNT=SSHD H—E X

Guestshell [, ##E)KFZ OpenSSH ¥r—/"—ZBta L £ 9, $—/3—%, localhostIP 7 N LA A
YHA—=T 2 A A 127001 TT U F LERSNIZAR—=FTORY A LES, ZHIZLD,
guestshell F— 7 — R2BZAT) S 7z & X212, NX-OS BAR T = /L) 5 Guestshell ~D/XA T — |
72 LOEERN RSN E T, O — =8RG T I DD T ORERL (

/etc/ssh/sshd _config-cisco |Z&H ) NEE IN72HE . NX-OS CLI 26 @ Guestshell~
DT 7 & ARBERE L2V ATREMED D 0 £,

WO TFNETIX, Guestshell N T root & LT OpenSSh Hh— "—% A L AKX 2L L ET,
1. SSH#H M T 5%y MU — 7 ARi%EM £ 7213 VRF ZIRE L £7,

2. OpenSSHARY v AT HHR—bE2RELET, T TIHEHINTVWDLIR—FERRT DI
IZ. NX-0OS =< K show socket connection Z {5 H L £,

)

GE)

IRAT— K72 LDT 7 ¥ A D Guestshell sshd -— A%, 17680 725 49150 FTH T & A
fbEnfzFRm—rEFEHLET, N— FOBEEERET D123, ZO®RFENADOR— FE2ZIR L TL

72 &N,

WOTFIATIE, OpenSSH #— S—Z @B L £F, HlTIE, IP7 FL 2 10.122.84.34:2222 T
P netns @ OpenSSH H—/S—ZfEL#) L £7,

1. WDT7 7 A NWEVER L FET: /usr/lib/systemd/systm/sshd-mgmt . service B X
Y /etc/ssh/sshd-mgmt_config, 7 7 A MZITIR OB T,

-rw-r--r-- 1 root root 394 Apr 7 14:21 /usr/lib/systemd/system/sshd-mgmt.service
—rw-—————-— 1 root root 4478 Apr 7 14:22 /etc/ssh/sshd-mgmt config

2. Unit & Service DN % /usr/lib/systemd/system/ssh.service 7 7 A /L6
sshd-mgmt .service IZaE— L £7,

3. sshd-mgmt.service 77 A VEIRD L S ITHELET,

TR TL .



FRETIL I

B ceesshen @y 2 rEFE HIRTE

10.

11.

. TR I)L

[Unit]

Description=0OpenSSH server daemon
After=network.target sshd-keygen.service
Wants=sshd-keygen.service

[Service]

EnvironmentFile=/etc/sysconfig/sshd

ExecStartPre=/usr/sbin/sshd-keygen

ExecStart=/sbin/ip netns exec management /usr/sbin/sshd -f /etc/ssh/sshd-mgmt config
-D SOPTIONS

ExecReload=/bin/kill -HUP S$MAINPID

KillMode=process

Restart=on-failure

RestartSec=42s

[Install]

WantedBy=multi-user.target

/etc/ssh/sshd-config DINAE% /etc/ssh/sshd-mgmt configiZ=a ™ —L £,
WEEIZG U C, ListenAddress IP &R — R & F L E 7,

Port 2222
ListenAddress 10.122.84.34

WDz~ RafMiH LT, systemetl 7—F > ZBAtG L 9,

sudo systemctl daemon-reload
sudo systemctl start sshd-mgmt.service
sudo systemctl status sshd-mgmt.service -1

(A7 vay) Wz LET,
ss —-tnldp | grep 2222

Guestshell ~@® SSH:

ssh -p 2222 guestshell@10.122.84.34

D Guestshell F721TAA v FOFERENZ DT > THER AR GFELE T,

sudo systemctl enable sshd-mgmt.service

/XAT — R72 L0 SSH/SCP 3 L VY £ — FFATDHE . ssh-keygen -t dsa =2~ o R fi
LT, SSH/SCP IZffif§~ 2% = —— ID DARAGE & fE g2 £ L £,

ZD%, ¥—Ii%/.ssh7 4 V7 U D id rsaBLWid rsa.pub 7 7 A MIRAFEE
NnET,

[root@node0l ~]# cd ~/.ssh
[root@node02 .sshl# 1ls -1

total 8
—rw-—-—--—- . 1 root root 1675 May 5 15:01 id rsa
-rw-r--r--. 1 root root 406 May 5 15:01 id rsa.pub

NPF—% SSH Tt § v ilatt—L, 77 B AFFAZEIELET,

cat id rsa.pub >> /root/.ssh/authorized keys
chmod 700 /root/.ssh
chmod 600 /root/.ssh/*

INAT—R72LTYE— K AA v FIZSSH £7213 SCP :

ssh -p <port#> userid@hostname [<remote command>]
scp -P <port#> userid@hostname/filepath /destination



I TR
Guesthell ~0>7 7 2 [

Localtime

Guestshell (X, &mA ~ AT AL Jetc/localtime ZHAF L E T,
A\

GE)  AA B EJEClocaltime 234G L=< 2 WAL, DY R Y w7 U7 8 LT, Guestshell
A D /etc/localtime Z/EKTE £,

switch(config)# clock timezone PDT -7 0
switch(config)# clock set 10:00:00 27 Jan 2017
Fri Jan 27 10:00:00 PDT 2017

switch(config)# show clock

10:00:07.554 PDT Fri Jan 27 2017
switch(config)# run guestshell

guestshell:~$ date

Fri Jan 27 10:00:12 PDT 2017

Guest Shell ~OD 7V X

Cisco NX-0OS OF 7 /)L b TliX. network-admin 2—H —DH 7 Guest Shell IZ7 7 B A T& £
T ZAUFIT AT A THENWIZAEIZ/>TEY, runguestshell =2~> REHHLTT 7 &
AT&FE9, runbasha~> FE—HLT, Zhbda~ 2 Rk, NX-OSCLI =2~ RDrun
guestshell =~ > K X ZEH L T Guest Shell N TRITTE £,

\}

(GEX)  GuestShell /X, 4GB %2 5 RAM 2 L7 AT A THEIMIZANZ/R Y £,

switch# run guestshell 1s -al /bootflash/*.ova
-rw-rw-rw— 1 2002 503 83814400 Aug 21 18:04 /bootflash/pup.ova
-rw-rw-rw— 1 2002 503 40724480 Apr 15 2012 /bootflash/red.ova

\}

GE)  22(0.2) LABED Guest Shell i, AA v FlZr A LTWbha—HF—LELa—HF—Th v
NEBICIERR L £, 7272 L, hoT X TOF#RIL, A1 »F & Guest Shell DL—HF— 7
AU s METHREShEEA,

X 51T, GuestShell 74 7 v MIBBPICHIBRS N2 WZ®, REZ/Ro7t b ZIZRxy hU—
JEBEDNHIBRT AL ERDH Y FT,

AR VIVIZERENS) VY—X
TI74NVETEH, FARY =z VDU Y —R L, BHEDOAL vy FERAEHEHATE DY V—R|Z/)

SR E2FET, Xy NV ERENT AN V= VTBINMO Y Y — A BN LT 55
4. guestshell resize {cpu | memory | rootfs} =~ > KX, ZNOHOHIREEE L £3

TR TL .
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B oxrozrome

1)y—= T4 b w=/IMwRKR
CPU 1% 1/620%
AEY 400 MB 256/3840 MB
Z L= 200 MB 200/2000 MB

CPU #lIfRIZ. AT ANOMOD v Ea—F 4 V7R EDBEENHIEEIT. AR Vr
NANTEITEINTWVWABXATICEZOND VAT A avEa—TFT 47 #?/\/%4’ D78—
v T =TT, CPU Y Y —ADBENR2WEGEE, AN Y =/VRNOX X7 1 3HIR S E &
/1/0

)

GE) UV Y—REDYTEERELLEZIX, 7 ANz VOFESHNLETT, £0O7HIZ, guetshel
reboot =~ R&EMHCTE 9,

o £
AR T I)LDOERE
Guestshell (Z1%, 77 4 /V F THRHIAMBERZL O2—T 0 U T ¢ LHEBENRDH Y 77,

A MY UL CentOS 7 Linux BgE2 TH Y . ZOWEBITICENL RSNV 7 by =T Ny
r—%, yumA YA M=V T5H T ENTEET, Guestshell IZ1E, net-tools, iproute, tcpdump
EO0penSSH R ED TRy b U —F% 27 T84 A THRICHIFF SN DL O— K72 — L3 E
ANZ AT SV TWE T, Guestshell2.x DEE . BIID python /Ny r— % A VA F—LF 572
O PIP L[AERIZ, python2.7.5 37 7 4 /L b THENTWET, Guestshell 2.11 Ti, 7 7+
JL kT python 3.6 bEHEFNTNET,

TN NTEH, FAPY /W64 By FOEITAR—ZATT, 328y hOYR— M BRSKHIE
G EIE, glibc.i686 /Xy — % yum TA VA h— /L TEET,

Guestshell [Z, AA v FOEHAR— & T —X KR — haRTTZDITMHH S5 Linux % h T —
I AUHE—=T oA RIT 7 BATEET, ifconfig & ethtool 72 & O HAF 72 Linux D A Y v K
ba—7 4 U T4, WU A —OIEIMEHTEET, A1 ¥ —7 A AN NX-0OS CLI T

RF [ZELE S5 &, Linux Xy hT—27 A X —T = A A ZZD VRF DX T — 27 4]
ZERNCRCE S NE T, AETZEMIL /var/run/netns TRA2Z ENTE, ipnetns=—7 ¢ Y
TAEFEHL TS EISERAMEMO L THFANTEITTEET, W 20D2—TFT 1
7 4 chvrf & vrfinfo X, BIOARIZERITHEITL, 7o ANRFET I TV DL FTZERM /vrf 12
B2 # &2 ST 5720t an g7,

systemd £, 7" A ¥ =LA E T CentOS 8 BREE CH — B A ZEHT L7 OIH I E T,

Guest Shell @ NX-0S CLI

TR zid, 2= —RF XN V2 VRENDERA N Ry FU— 7 EFRIINX-0S 2+
VRERITCEXALLHCT AT AU —a v ZtLET, dohost 7 /U r— 3 ik, H

. TR I)L I
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GuestShell T Ay k7—2 7o 2x [

W72 NX-OS MR E 7o iT exec T~ FEZ T AN, ThDHZARA b Ry bU—7 ERITHEITL
iﬁqo

dohost =~ > RZMOHT & X1E, & NX-0S 2~ RE—&E| RS 7213 - He| 4 TR
ENTEET

dohost "<NXOS CLI>"

NX-OS CLI [T S 2 & mMTE£9

[guestshell@guestshell ~]$ dohost "sh 1lldp time | in Hold" "show cdp global"
Holdtime in seconds: 120

Global CDP information:

CDP enabled globally

Refresh time is 21 seconds

Hold time is 180 seconds

CDPv2 advertisements is enabled

DeviceID TLV in System-Name (Default) Format

[guestshell@guestshell ~]$

NX-OSCLIZ, o~ ROMiCEIan BT AZ LKLY, NX-OS AX A )LDa<
VR Fx—rHEFERA LT HEIT 2~ TA L TEET, (BEIan oAl R
/\O\_XZ)§‘/[Z‘£VC\“@—Q )

[guestshell@guestshell ~]$ dohost "conf t ; cdp timer 13 ; show run | inc cdp"
Enter configuration commands, one per line. End with CNTL/Z.

cdp timer 13

[guestshell@guestshell ~]$

\}

GE)

S

PIHIONR—=2 g 0 DF A N2 ViE, Xy NI — B HEEL~LOWHERTCa~ Ly REEITLE

S

NX-API~® UDS #H DE S g RKFF A ET 5 &, dohost =~ > NIIHEREAREIZ2 0 £,

Guest Shell 2.2 (0.2) A& 2 4% U U — 2 7.03)I5(2) DH4A . dohost =< > &4 L TAH A
FCRITENT-a~<wr NiE, AL Yzl a—Foae— WSS BHETEITEINE

Guest Shell TOxRY FJO—9 7Ot X

NX-OS AA »F A— M, Guest Shell Tid Linux r hV—2 f X —T x4 AL LTHEI
FUET, ifconfig & 7213 ethtool Z i LT, /proc/net/dev DE Rt 72 & D— %72 Linux A
Yy RZT_XTHEFR— S TWET,

GuestShell (IZ1E, Z< O— M7 xy NI =0 2—T 4 U T A MNT 74V N TEENTEY,
chvrf vrfcommand =~ > REFEH L TS EIE7 VRF THEHTE £,
[guestshell@guestshell bootflash]$ ifconfig Ethl-47

Ethl-47: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 13.0.0.47 netmask 255.255.255.0 broadcast 13.0.0.255
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B cuestsheli coxy ro—5 7o

ether 54:7f:ee:8e:27:bc txqueuelen 100 (Ethernet)

RX packets 311442 bytes 21703008 (20.6 MiB)

RX errors 0O dropped 185 overruns 0 frame 0

TX packets 12967 bytes 3023575 (2.8 MiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

Guest Shell N Clix., kv hT— 7 REBAE=F ) L/ TEETH, ZETLHZ LI TEER
o v FU—7IRBEZEF T 5I121%. AR D bash ¥ = /L CNX-0OS CLI % 72 13872 Linux
=T 4 YT =FEHLET,

Z @ tepdump =2 2 RidGuest Shell IZ/3y 7 —I{bInnTRY | BEHA— MELIZAAL vF
M= TN SN T T4 7Oy b FL—ZA&AREICLET,

Z @ sudoip netnsexec management ping = —7 « U 7 11X, FEESNTZF v b U — 7 ZREi1ZER
DALTHRANTAYY FEFTT 272007 GIETT, Z4iTGuest Shell A THEITT
TET

[guestshell@guestshell bootflash]$ sudo ip netns exec management ping 10.28.38.48

PING 10.28.38.48 (10.28.38.48) 56(84) bytes of data.
64 bytes from 10.28.38.48: icmp seg=1 ttl=48 time=76.5 ms

chvif 2—7 4 U T A ITMEEDO DR SN TV ET,

guestshell@guestshell bootflash]$ chvrf management ping 10.28.38.48
PING 10.28.38.48 (10.28.38.48) 56(84) bytes of data.
64 bytes from 10.28.38.48: icmp seg=1 ttl=48 time=76.5 ms

)

G¥)

a<w R LTERITEND churfa~> Rix, BIfED VRF/ X v MU —7 AFIZERTEITIN
i‘j‘o

7o& 20X, BEEVRFREH TIP 7 L2 10.0.0.1 Z ping 35 (21%, =~ Fix lchvrf management
ping 10.0.0.1] T3, scp F/oldssh e LDt =2—7 1 U7 4 HLEEFETT,

1]

switch# guestshell

[guestshell@guestshell ~]$ cd /bootflash

[guestshell@guestshell bootflash]$ chvrf management scp foo@10.28.38.48:/foo/index.html
index.html

f00@10.28.38.48"'s password:

index.html 100% 1804 1.8KB/s 00:00

[guestshell@guestshell bootflash]$ 1ls -al index.html

-rw-r—--r-- 1 guestshe users 1804 Sep 13 20:28 index.html
[guestshell@guestshell bootflash]$

[guestshell@guestshell bootflash]$ chvrf management curl cisco.com
<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>301 Moved Permanently</title>

</head><body>

<hl>Moved Permanently</hl>

<p>The document has moved <a href="http://www.cisco.com/">here</a>.</p>
</body></html>

[guestshell@guestshell bootflashl]$
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GuestShell 0%y k7—5 7o+ ||

VAT AEDOVRFO Y A FEEETHITIE, NX-OSH)2HXA T 1 712, showvrf £ 7213 dohost
g RENLTCa~vy REFEHRLET,

B

[guestshell@guestshell bootflash]$ dohost 'sh vrf'
VRF-Name VRF-ID State Reason

default 1 Up -=

management 2 Up -=

red 6 Up -=

Guest Shell N Ti&, VRFIZBEAHF bk y Y —7 AETEMPAERIEN S hES, D
Xy bU— T ZRIZEM TS D0 E MRS 2 I BMERIZRIGE R H 0 £7,
[guestshell@guestshell bootflash]$ 1ls /var/run/netns

default management red
[guestshell@guestshell bootflash]$

Guest Shell N/ B KA A A ERET HIZIE, U Y A N—Z T 20 ERH Y £9°, Guest
Shell C /etc/resolv.conf 7 7 A LV EFRE L T, F v hU—7 1T L7z DNS r—LALH—s3 L R 2
A EEODET,

11

nameserver 10.1.1.1
domain cisco.com

Fm DA —sS— 2 AL S OEIT, NX-OS R CHIR SN b0 & BT 2 BERSH Y %
TO

1l

switch (config)# ip domain-name cisco.com
switch(config)# ip name-server 10.1.1.1
switch (config)# vrf context management
switch (config-vrf)# ip domain-name cisco.com
switch (config-vrf)# ip name-server 10.1.1.1

AA yFHHTTP 70Xy h—_—2HT 253y NV —2NIZH D55, http_proxy ¥ &
WY https_proxy E2Hi2848 & Guest Shell N TRET HLENH Y F97,

]

export http proxy=http://proxy.esl.cisco.com:8080
export https proxy=http://proxy.esl.cisco.com:8080

B DOBREEEIL, bashre 7 7 A NV FET2ITEY /A7 ) T N THREL T, KR THHZ &
EWRTHOLENH Y 97,
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B 7xrozrcori—rr5vva~n7sex

BRESILTNT— RISy DTI+£R

F v bV =7 EHEFEF, NX-0S CLI 2~ FOFFITMAT, Linx a~v> Fea—7 41
TAREALTC I 7 ANEEHTEET, A b ¥z /VERE®D bootflash I AT L T — h 7
TFyovarvur A LIZEY . network-admin X Linux 2=~ REEHALTCZINHOT7 7

ANEBETEET,
B
find . -name “foo.txt”

rm “/bootflash/junk/foo.txt”

)

GCE) APz NOZ—F—DLFHIHEA FOGFEER U TTR, YA b= Vidpoo2—3—
ARIZERICH Y | wid IFARA b EOa—F—D4RTE —HLEHA, 7V —7BLOZOMD
T ANDT 7RI, A Vx)b 2—HF—RDT 7 A I L TEHSYT 7 2OFEE
L E9,

Guest Shell @ Python

Python |34 % 7 77 4 ZIMEHTE £, python 227 V7 N& A b 2= /L TIITT D
ZEHTEET,

Bl

guestshell:~$ python

Python 2.7.5 (default, Jun 24 2015, 00:41:19)

[GCC 4.8.3 20140911 (Red Hat 4.8.3-9)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>

guestshell:~$

Fv U=V EBEDNFH L Python Ny 7 — V%A VA RN—LTELLHIC, AN =L
\Z1X pip python /X r—Y = X — ¥ WEENTNET,

il

[guestshell@guestshell ~]$ sudo su

[root@guestshell guestshell]# pip install Markdown
Collecting Markdown

Downloading Markdown-2.6.2-py2.py3-none-any.whl (157kB)
100% | ###fffffffdfdfdddtfdff 44444444 159kB 1.8MB/s
Installing collected packages: Markdown

Successfully installed Markdown-2.6.2

[root@guestshell guestshell]# pip list | grep Markdown
Markdown (2.6.2)

[root@guestshell guestshelll#
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Guestshell 211 & Python ||

\)

G pipinstall =¥ REASNT A1, sudosu i~y REANT 2 LEN S D £,

Guestshell 2.11 @ Python

Guestshell 2.11 {21, Python 2 & Python 3.6 D 5237V A A b —/L STV E T, Python 2
FRE3EA AN AT EHEDIC—F—RNUBELT LT 7 a b 8,
[admin@guestshell ~]$ python

Python 2.7.5 (default, Nov 16 2020, 22:23:17)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-44)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>

[admin@guestshell ~]$ python3

Python 3.6.8 (default, Nov 16 2020, 16:55:22)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-44)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

Guest Shell /A\—< 3 > 210 & T® Python 3 (Cent0S 7)

FARN V2 XIE, T 74V T Python 3 34 A h—/L EFU TR0 CentOS 7.1 Bl %
R L £9, CentOS7.1(Z Python3 %A > A h—F 521X, H—F =T s DUKRI N %
FHT L, FEITHOENLVRTLRE, BEROFENRSY £F, BloA 7 a4k, RLv A
T LIS D /R— 5 > D Python DA > A b —/ L% 7R— |9 % Red Hat Software Collections
PEHTHZ L TT,

Red Hat Software Collections (SCL) Y —/v %A A b—/L 3 5I|Z13:
1. sclutils X —T% A A =L LET,

2. CentOSSCL U ARY MU ZHMZL T, ##HEZ4 T2 Python 3 RPM DWW in% A A&
F—LET,

[admin@guestshell ~]$ sudo su

[root@guestshell admin]# dnf install -y scl-utils | tail
Running transaction test

Transaction test succeeded

Running transaction

Installing : scl-utils-20130529-19.e17.x86_ 64 1/1
Verifying : scl-utils-20130529-19.el7.x86 64 1/1
Installed:

scl-utils.x86_ 64 0:20130529-19.el7

Complete!
[root@guestshell admin]# dnf install -y centos-release-scl | tail
Verifying : centos-release-scl-2-3.el7.centos.noarch 1/2
Verifying : centos-release-scl-rh-2-3.el7.centos.noarch 2/2
Installed:

centos-release-scl.noarch 0:2-3.el7.centos
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B cuestshen /~— 3> 210 T Python 3 (Cent0s 7)

Dependency Installed:
centos-release-scl-rh.noarch 0:2-3.el7.centos

Complete!

[root@guestshell admin]# dnf install -y rh-python36 | tail
warning: /var/cache/dnf/x86 64/7/centos-sclo-rh/packages/rh-python36-2.0-1.e17.x86 64.rpm:
Header V4 RSA/SHAl Signature, key ID f2ee9d55: NOKEY
http://centos.sonn.com/7.7.1908/0s/x86_ 64/Packages/groff-base-1.22.2-8.el17.x86_ 64.rpm:
[Errno 12] Timeout on
http://centos.sonn.com/7.7.1908/0s/x86_ 64/Packages/groff-base-1.22.2-8.el17.x86_ 64.rpm:
(28, 'Operation too slow. Less than 1000 bytes/sec transferred the last 30 seconds')
Trying other mirror.
Importing GPG key OxF2EE9D55:
Userid : "CentOS SoftwareCollections SIG
(https://wiki.centos.org/SpeciallnterestGroup/SCLo) <security@centos.org>"
Fingerprint: c4db d535 blfb bal4 f8ba 64a8 4eb8 4e7l1 f2ee 9d55
Package : centos-release-scl-rh-2-3.el7.centos.noarch (@extras)
From /etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-SIG-SCLo
rh- python36 python-1libs.x86 64 0:3.6.9-2.el7
rh-python36-python-pip. noarch 0:9.0.1-2.el7
rh-python36-python-setuptools.noarch 0:36.5.0-1.el7
rh-python36-python-virtualenv.noarch 0:15.1.0-2.el7
rh-python36-runtime.x86 64 0:2.0-1.el7
scl-utils-build.x86 64 0:20130529-19.el7
xml-common.noarch 0:0.6.3-39.el7
zip.x86_64 0:3.0-11.el7

Complete!

SCL Z i3 2% &, Python 3 DERELEMZ HEIMICREL T, A1 47277 4 772 bash v
va U EERTE LT,

Y

(G£)  SCLPython f v A h— NV ZMEHT L7201V — h 2a—F—INEH ) £H A,

[admin@guestshell ~]$ scl enable rh-python36 bash

[admin@guestshell ~]$ python3

Python 3.6.9 (default, Nov 11 2019, 11:24:16)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-39)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

Python SCL @A > A h—/LCliL, pip 2—7 4 V7 ¢ bigfhSh £,

[admin@guestshell ~]$ pip3 install requests --user

Collecting requests
Downloading

hityes://files. pytharhosted. arg/feackeces/51/ad/ 23926034 1ea65 10003200808 Pae0f8230s800 72321 02 Il 1S T/ reqests 2. 2. 00y 2. oy 3-nare-ary whl
(57kB)

100% | #4444 4444444444 61kB 211kB/s
Collecting idna<2.9,>=2.5 (from requests)
Downloading
httpes: //files. pytharhosted. org/rackages/14/2c/aBE51d81doe] 52000e] cf41ad03869a46fe 72265 7450af Ta6ATf A TACY/ idre—2 . 802 oy3nare-any .whl
(58%kB)
100% |#####4fHHH444HHH444H #4444 44444 61kB 279kB/s
Collecting chardet<3.1.0,>=3.0.2 (from requests)
Downloading
hittes://files. pytharhosted. arg/cackaces/loc/a9/ 01 Faafiob@el 140cA8 ToAdol dac TcaShac 751 Aa22eAc51 £1409844308/chardet=3.0. 402 py3rare-ary .whl
(133kB)
100% |#####4ddhdaadftttadadt444444444| 143kB 441kB/s
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Guest Shell /13— 3 > 210 & T® Python 3 (Cent0S 7) .

Collecting certifi>=2017.4.17 (from requests)
Downloading
hittpes: //files joythartosted. arg/eackages/9/63/AfS0cac9Bes0dB006c552390C 30 1d0cH IcFAdE 78 0ac9cfibddedd/cer ti £i-2019.11. 2802 oy 3-rare-ary.whl
(156kB)
100% | #4444 44444444444 163kB 447kB/s
Collecting urllib3!=1.25.0,!=1.25.1,<1.26,>=1.21.1 (from requests)
Downloading
hittes: //files. pythorhosted. arg/eackaces/eB/74/64£91 7145020£96 IADI332433080301 009095 73346923088ea4afedlls 7 7£ A 11103-1.25. 840 2. py3-nare-ary.whl
(125%B)
100% | #4444 444444444444 | 133kB 656kB/s
Installing collected packages: idna, chardet, certifi, urllib3, requests
Successfully installed certifi-2019.11.28 chardet-3.0.4 idna-2.8 requests-2.22.0
urllipb3-1.25.8
You are using pip version 9.0.1, however version 20.0.2 is available.
You should consider upgrading via the 'pip install --upgrade pip' command.
[admin@guestshell ~]$ python3
Python 3.6.9 (default, Nov 11 2019, 11:24:16)
[GCC 4.8.5 20150623 (Red Hat 4.8.5-39)] on linux
Type "help", "copyright", "credits" or "license" for more information.
>>> import requests
>>> requests.get ("https://cisco.com")
<Response [200]>

7 7 4V N @ Python 2 A > A h—/L{%, SCL Python A > A h—/L & —fFICfiHCT& £,

[admin@guestshell ~]$ which python3
/opt/rh/rh-python36/root/usr/bin/python3

[admin@guestshell ~]$ which python2

/bin/python?2

[admin@guestshell ~]$ python2

Python 2.7.5 (default, Aug 7 2019, 00:51:29)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-39)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> print 'Hello world!'

Hello world!

Software Collections Z{# 425 & . F U RPM OEEDON— 9 B2 AT AIA VA R—)L
TEET, ZOHEA. Python 3.6 (2% T Python 3.5 Z A > A h—/L9 5 Z LN ARE T,

[admin@guestshell ~]1$ sudo dnf install -y rh-python35 | tail

Dependency Installed:
rh-python35-python.x86 64 0:3.5.1-13.el7
rh-python35-python-devel.x86 64 0:3.5.1-13.el7
rh-python35-python-1libs.x86 64 0:3.5.1-13.el7
rh-python35-python-pip.noarch 0:7.1.0-2.el7
rh-python35-python-setuptools.noarch 0:18.0.1-2.el7
rh-python35-python-virtualenv.noarch 0:13.1.2-2.el7
rh-python35-runtime.x86 64 0:2.0-2.el7

Complete!

[admin@guestshell ~]$ scl enable rh-python35 python3

Python 3.5.1 (default, May 29 2019, 15:41:33)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-36)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

TR TL .



. Guestshell 4.0 @ Python

FRETIL I

\)

GE) D Python X— 3 VA SCLIZA VA P—= L ENTWHLEXITHLWA L ETFTIT 47

Guestshell 4.0

bash &> a VEAERKT D & libpython IEHA 7V =27 F 77 A V&R — RTX720 &)
MIENFE AT D AlREMEA & W £9°, source scl_sour ce enable python-installation =~ > K % {if ]
LT, HfEDObash & v v a V CREZEYICE Yy M7 v 7 TEHEMEREH Y £,

7 7 4V h® Guest Shell A h L—DF ¥ /X7 43, Python3 %A > A h—/LFHDIZ+57
TiEH Y £ A, guestshell resizerootfssizein-MB 2~ > REZHH LT, 77 A0 VAT LD
YA ZEL L ET, WE, rootfs DF A X% 550 MB IZFRE T 4ULUL 4TI

@) Python

Python2 [ZBEIE S U7272, Guestshell 4.0 TIIMH T A,
Guestshell 4.0 [Z, 7 7 4 /L k@ Python 23— = > & LT python3.9 ZHR—h L E 7,

[admin@guestshell ~]$ python

Python 3.9.16 (main, Dec 8 2022, 00:00:00)

[GCC 11.3.1 20221121 (Red Hat 11.3.1-4)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

>>>

Installing RPMs in the Guest Shell

The /etc/dnf.repos.d/CentOS-Base.repo file is set up to use the CentOS mirror list by default. Follow
instructions in that file if changes are needed.

Dnf can be pointed to one or more repositories at any time by modifying the yumrepo x86 64.repo
file or by adding a new . repo file in the repos . d directory.

For applications to be installed inside Guest Shell 2.x, go to the CentOS 7 repo at http://mirror.centos.org/
centos/7/0s/x86_64/Packages/.

Dnf resolves the dependencies and installs all the required packages.

[guestshell@guestshell ~]$ sudo chvrf management dnf -y install glibc.i686
Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

* base: bay.uchicago.edu

* extras: pubmirrors.dal.corespace.com

* updates: mirrors.cmich.edu

Resolving Dependencies

"-->" Running transaction check

"--->" Package glibc.i686 0:2.17-78.el7 will be installed

"-->" Processing Dependency: libfreebl3.so (NSSRAWHASH 3.12.3) for package:
glibc-2.17-78.e17.1686

"-->" Processing Dependency: libfreebl3.so for package: glibc-2.17-78.el7.1686
"-->" Running transaction check

"--->" Package nss-softokn-freebl.i686 0:3.16.2.3-9.el7 will be installed
"-->" Finished Dependency Resolution

Dependencies Resolved

. TR I)L I
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I TAETI
FEEF—ER R v r0exayTs K27y

Package Arch Version Repository Size

Installing:

glibc 1686 2.17-78.el7 base 4.2 M

Installing for dependencies:

nss-softokn-freebl i686 3.16.2.3-9.el7 base 187 k

Transaction Summary

Install 1 Package (+1 Dependent package)

Total download size: 4.4 M

Installed size: 15 M

Downloading packages:

Delta RPMs disabled because /usr/bin/applydeltarpm not installed.
(1/2): nss-softokn-freebl-3.16.2.3-9.el17.1686.rpm | 187 kB 00:00:25
(2/2): glibc-2.17-78.e17.1686.rpm | 4.2 MB 00:00:30

Total 145 kB/s | 4.4 MB 00:00:30

Running transaction check

Running transaction test

Transaction test succeeded

Running transaction

Installing : nss-softokn-freebl-3.16.2.3-9.el17.i686 1/2

Installing : glibc-2.17-78.el17.i686 2/2

error: lua script failed: [string "%triggerin(glibc-common-2.17-78.el17.x86_64)"]:1:
attempt to compare number with nil

Non-fatal "<"unknown">" scriptlet failure in rpm package glibc-2.17-78.e17.1686
Verifying : glibc-2.17-78.e17.1686 1/2

Verifying : nss-softokn-freebl-3.16.2.3-9.e17.1686 2/2

Installed:
glibc.i686 0:2.17-78.el7

Dependency Installed:
nss-softokn-freebl.i686 0:3.16.2.3-9.el7

Complete!

\)

Note When more space is needed in the Guest Shell root file system for installing or running packages, the
guestshell resize roofs size-in-MB command is used to increase the size of the file system.

)

Note Some open source software packages from the repository might not install or run as expected in the Guest
Shell as a result of restrictions that have been put into place to protect the integrity of the host system.

REH—EXSAMTIILOEXFAIY T2 RAF ¥

AA v FTOTF AN V2V EFBY—EADEMIX, Xy NV — 7 EHEN AT AOKHE
BHEIIIETCE AL DHED I BLD 2T EER A, ZNLDF T a id, XA
T4 T RAN AUTRA IOV EES NI IATREA T AL EAME LTV ET,
ZOBBEZ LY XA T 4 TOIATRE L AHRNER 2 WARIEDOH DY 7 N 2T BV AT A
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. [A—ILHEESME/Xy F (Kernel Vulnerability Patches) 1]

WCEATEET, £, VAT L2OEHE, XT3 —< A FREFEATFT— R EE 2700
BECYZ7 M 2T2F 7T TEET,

AA T TOFA Nz VOFERIE, *v MU= EFBREN AT LAOKIELZ B E 72136
TEDBHELDFED I DICTEETA, AL vxVE, FAT AT KA I TFX )
SUIV SN FITEREARMET 2 2L Z2HMELCVET, ZoNEfHcEY, AT 47D
FATEREL & AR WAREMEOH DY 7 N =T VAT MIEATEET, o, VAT
LOENWE, NTp—< A FREFAT—NWVICEEBEGZRVRIRETY 7 V=T 27T 5
ZEbTEET,

[Hh—JLEESSE/Nv F (Kernel Vulnerability Patches) ]

AL, BERMOMEEIESHA T 57T v b7 =LA T v 77— T, BEiE#ET % Common
Vulnerabilities and Exposures (CVE) (Zxfii L &7,

\}

(F) v A=L, Guestshell 4.0 (Rocky Linux 9.2) BREEDMEFIMEZBHI L TEBY | fFROBEE,
Rocky Linux 2265 AFRIEEIZ/R o 2K CTE D E T,

[ASLR # & Uf X-Space M4 7K— & (ASLR and X-Space Support) ]

Cisco 3000 9000 NX-OS &, F> XA LT 4 7= AD=HDT R L AZEfH] Layout Randomization
(ASLR) & Executable Space Protection (X-Space) DM Z ¥R — K L TWEF, Cisco BN E4
LRy r—=voY 7 by =73, ZOKEZHHLET, AT AMOY 7 Y =T hA
VARV ENTOLEEIT, INoDT 7 /Py R— b 25482 0S LY —L

Fx—UEERLTHET 22288 LET, ZNICEY, Y7 MU =7 BBENREA
FIZHR T DIBTER IR B G ik s b L 77,

ZHIZERH D B

Guest Shell Bg551%, & F X ERLR1ZEM 2 H L CTGuest Shell DEFTAN— A Z R A s DEST
A=A B YY) BEY Linux 2 > 7 F—WNTHEIT SN ET, NX-059.2(1) U U —ALIFE, Guest
Shell ILH D = —V —Z T2 TFEITEN., GuestShell N T/L— b & LTFETENTWSLH Tk
ZIEAA FDON— R TRV, RA N VAT LAOBREMERETIOIEYEDLET, 2
SO7rt A%, uid vy B DI Guest Shell N Tuid0 & LTEITENRTNAS L HITH
ZFETH, I—FMTINLOT et ADOERED uid ZREmLTEBY | @ —F —4pi2e
N D POSIX HERE 2 FFAM L £ 9,

—H =R A b2y 5 Guest Shell (2 A% &, Guest Shell NIZ[F U4 RTO 2 —H—NEk S E
9, ARNE—E L £ 928, Guest Shell NDOZ—H—D uid (X, FA FDuid &R CTEHY %
A, Guest Shell NOZ—WRHEHF AT 47 (72L& 21X, /bootflash F72iL /volatile
) EOT7 7 ANICHIERET 7 EATEDLLIICT D720, AR MTHAIND A7
NX-OS gid (7= & 21X, network-admin ¥ 7= (% network-operator) 7% Guest Shell |2~ v B> 7 &

. TR I)L
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N |

NET, FOBRIZ, BEIXZFECIZARY, 22— —>D GuestShell f V' A X L ANKA N ED T )L—
T A=y ALY e TN —FICBEEAMA T STV E T,

il LT, 2P —pob IZONTHEXLTHELL I, RANET, bob IZIFRD uid 38 LV gid
AUNR—= T RHY ET,

bash-4.3$ id
uid=2004 (bob) gid=503 (network-admin) groups=503 (network-admin), 504 (network-operator)

Z—H— bob A3Guest Shell IZH HFH. RA MNPLD T NV—TF A 3—32 v 7 73Guest Shell |2
REINET,
[bob@guestshell ~]$ id

uid=1002 (bob) gid=503 (network-admin)
groups=503 (network-admin), 504 (network-operator), 10 (wheel)

AR A b Bash ¥ = /b & Guest Shell T —H— pop (T L » THER I N7 7 A LV OFTHEFH
TEe 0 £, LUFOHIFNL, Guest Shell N BAERL S L= 7 7 A VOFTEE#HI T3, =
FEOH IO 1002 Tid72< 12002 THHZ &R L TWET, T, A b Bash ¥ = /L)»
BRITESNT- 2~ R & Guest Shell DFERIF A ~2— 2 3331 F 11000 TIAE H7-HTT,

T AND T —T BT IX network-admin T, M7 DOBRE T 503 T9,

bash-4.3$ 1s -1ln /bootflash/bob *

—rw-rw-r-- 1 12002 503 4 Jun 22 15:47 /bootflash/bob_guestshell
-rw-rw-r-- 1 2004 503 4 Jun 22 15:47 /bootflash/bob host

bash-4.35 1ls -1 /bootflash/bob_*
-rw-rw-r-- 1 12002 network-admin 4 Jun 22 15:47 /bootflash/bob guestshell
-rw-rw-r-- 1 bob network-admin 4 Jun 22 15:47 /bootflash/bob host

network-admin Z /b —7 D7 7 AL X—3I v g VRTE L. bob WA A b ¥ =/ & Guest Shell
D} C network-admin D X L X—THHT-8, I—P I T AN T I EATX E3

LLF O/ 71501, Guest Shell BREEN T, bob IZ & o> THRA MBI SN 7 7 A VOFTEH
PR F2365534 THH T L ERLTWVET, ZiuE, EBROMA 1A, 22— —DARTZEHIC
~ v TSNS ORANAOFHICH D Z 2R L TWET, v v 7SN TWRWERN T
T, Zofie LTERRINETS,

[bob@guestshell ~]$ 1ls -1ln /bootflash/bob_*

-rw-rw-r-- 1 1002 503 4 Jun 22 15:47 /bootflash/bob guestshell
-rw-rw-r-- 1 65534 503 4 Jun 22 15:47 /bootflash/bob host

[bob@guestshell ~]$ 1ls -1 /bootflash/bob_*
-rw-rw-r-- 1 bob network-admin 4 Jun 22 15:47 /bootflash/bob guestshell
-rw-rw-r-- 1 65534 network-admin 4 Jun 22 15:47 /bootflash/bob host

IL— k21— —DFIR

BRI~ RFERBTLEEOORANTZ 7T 4 AL LT, B0SToHNEX AT EFRITTD
DI BERR/NREORETT ) A —a v 2 ET T2 2 MELET., BERLARNWT Y

TR TL .
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FRETIL I

T RER Tz,
WERH Y £,

AR —EANDOT R TOHT 1 AT, Guest Shell (X Linux DFEEENME T L72 2 &I K HHHIR
DOXGeL 0 F9, 77U r—3 a3 CTrootMeRa ME & T HBEL FATT DM ERNH D56
IZ. root 77 NOFER % root 77 & ANHERHI MBI/ NROEIEE v MIZHIRL, &
DE—RTT IV r—a 2R T TEHRR O N— NflfRZ E O oFIE 23R L £,

Guest Shell 3¢ 5 (AR —EZANDOL— MIX LT Re v 7 &5 —HO Linux #4REITR D &
B0 TT,

GuestShellIZIBMMENZY 7 b =T, ZTORAKN T T 7 T 0 ZH(ED

CAP_SYS_BOOT CAP_MKNOD CAP_SYS_PACCT

CAP_SYS MODULE CAP_MAC_OVERRIDE CAP_SYS RESOURCE

CAP_SYS TIME CAP_SYS _RAWIO CAP_AUDIT WRITE

CAP_AUDIT CONTROL CAP _SYS NICE CAP NET ADMIN

CAP_MAC_ADMIN CAP_SYS PTRACE

* cap_audit_control

* cap_audit_write

* cap_mac_admin

* cap_mac_override

* cap_mknod

* cap_net_broadcast

* cap_sys_boot

* cap_syslog

* cap_sys_module

* cap_sys_nice

* cap_sys_pacct

* cap_sys_ptrace

* cap_sys_rawio

* cap_Sys_resource

* cap_sys_time

» cap_wake alarm
AR —EARDO/L— FE LT, tmpfs & ramfs v 7 > NZFTRINAS U K ~vo o MHER
T&EET, tho~vvr MIPEShET,

net_admin HREITHIFR SN EF AN, 2 —V—LFTZEM E Xy MY — T AETZEM OB X N A
FEIZ LV . Guest Shell 2—HW—{F A v X —T = A ADIREEZLEFE Tx FH A, Guest Shell ND

. TR I)L
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yy—zgE |

root & LC, tmpfs & ramfs v 7> T TR U R Ry TEET, tho~wy
v NI EET,

)V —REH

DDoS KB (X, WSO —F N~ Roxy MU —7 HifiEdRafH CERVWE 21275
KA ET, FNEULIMEETITEROH LT 7V r—ra v a— Rk, Eiimimig, 70 A7
KN, AEY, BIORZEOMOY V—ZADiEENEE OFESR & LT DoS % 5] & Z 3 Al gatEn
HVEFT, FRAMI, AT z/LEFRA M EOT—EZABOTXTOESEY — B R CTHAfF
A EAZEND YT D EAIE S S RE 2 1R L £ 7,

FANI77A4IL R TLOT I 2AHIE

AR —EZAND T 7 A VOEEM T 272012, B —E 207 7 AL 2 AT A2
NX-OSCLINOL T 72 ATEERA, HEDRBES—EANRT 7 A VOEEEZHAI LTV 5E
G, INEFITTEXLREBTE(OE Yyumingall, scp, ftp7e &) ZRALTILERH Y 97,

FARN T2 VNDT 7 A NVDZENEZHERET D7D, “AN v bDT7 740 VAT A
IZINX-OSCLINHT7 7 ATEEH A,

FARN VT, RAN VAT AD[FT—1+7F v 2 (bootflash) 14 [/ T—h 7T v a
(/bootflash) 1 IZ~U v hLFET, Xy NU—IEHEZEIX, A b =)L E NX-0S
CLI £72¥ Linux 2~ > R&ZHEHA LT 7 A MT 78 ATEET,

RARD [F—1+7Fvva: (bootflash:) ] & %M (volatile:) 1 1. Z A M = /LNT [
/] 7—hF77va (/bootflash) | BILW[ / #HH¥M (/volatile) ] ELTww b
INET, Xy MU= EHREZEIL, AA NS NX-OSexec 2~ FEMHT 50, A K
Y VAND Linuxk 2~ REFEHALT, ZOAT AT EOT7 7 ANVZT 7 BATEET,

AT )LOEHE
AT, AR vz v &EHTL-00a~vy RTY,

R2:FRA LYz CaATUR

avU R EBA

TR TL .



B 7 =xrozroem

FRETIL I

avy kR

B

guestshell enable {package [guest shell OVA file
| rootfs-file-URIT}

«[FA KT = /LOVAZ 7 A /L (guest shell
OVAfile) | f&ERF :

VAT A ARA=JVITHBPIAEFNL TN D
OVAZFEHLT, YA xz/bE A A
=N 1LTCT 27747 LET,

BESNEZY 7 o7 Rylr—
(OVAZ7 7 A V) FRIET AT HA A—
NG OMPIAIIN S r— (N lr—
UIMBE SN TWARWES) 2 LT,
FAR 2 VEA LA R=LLTT Y
T4 7 LET, 4H), FA K b
Rolr—IE, VAT AL A A—JI2HD
WheZ LIk ToRFIHTE £,
FAN V2R TTIZA VA =&
TWAEE, Zoa<wy RiFA v A h—
LENTNBFARN o VEEDCLE
¥, W%, Ziuld guestshell disable =~
VROBIERASNET,

rootfs-file-URI 23 EE S LTV D IGE -

TAN Ve VBEFESTRRED & X
2. A~ vxbrootfs A AR — kL
F9, Zoavy RE, BESZ Ny
=TT AN vV EERLET,

guestshell export rootfs package
destination-file-URI

FAN D rootfs 7 7 A VBT —H )L
URI (F—Fr7F v =, USBIALY) o=/
ZFR—RLET, [ (7.0 3) 17 (1) LDV
J—2) ]

guestshell disable

v h AT LA N v VO

. TR I)L
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A i |

avy kR

B

guestshell upgrade {package [guest shell OVAfile
| rootfs-file-URIT}

«[FA KT = /LOVAZ 7 A /L (guest shell
OVAfile) | f&ERF :

BESNEZY 7 02T RNyulr—

(OVAZ 7 A V) FRIEV AT HA A—
VIS ORIA TSy iy =2 (S —
UNBEEINTOWRWES) 2R LT,
FAN V= VEIIET 7T 4 7L TCT v
T L—FRLET, B, TAR b
IR =%, VAT A A A=JICHED
A Z STk o ToORFIHTE £,

AN 2z VOELED rootfs 1X. V7 b
T =T Nl —@ rootfs IZEEHLZ 5
nNEt+, Y2z MI, Ty ST L—
RE bR T 28 XY 77 A0 A
TAEMALEEA, KeHte o2
U 77 A IV AT DR WEEA .
guestshell destroy ==~ > RIZHilT T
guestshell enable =~ > K& ] L C rootfs
EEEHZLIELTEET, Ty TS
L— B 5&, AN = VT
77 4 7S ET,

Ty L— R avr NEFATT 50
2. HEREZRD LT u T RRFREN
£7

rootfs-fileURI A fEE SN TV DA -

FARN Yz VRTTIZA VA h—LE
TWAEAS, A > =/L® rootfs 7 7
ANELVR—FLET, ZOav R
E. BEFEOF A e v EBHIRLET,

BESHERNyr—IIZA VA =L L
F7,

TR TL .



B 7 =xrozroem

FRETIL I

avy kR

B

guestshell reboot

FARN 2 NVEIET 7T 4T L T, B
ET 7747 LET,

V7 — bk a~r FEFATT LR, MERL K
LT T NPRERINET,

GE) ZAUE. exec E— R T guestshell
disable =~ > KD1%IZ guestshell
enable =~ > F3E< ® LR LT
j—o

Nl g S S N A 170 o7 = B
APMEIELTEY, FiEid o4
BN LG AL LES, O
runguestshell =< > Rix, 7 A k
VL TEITEN TV D ssha lTHK
FLTWVET,

o= RDOERE L 72 WA,
sshd 7 2 AR TEIE L=
REMENN SV £9°, NX-OSCLI»H
FARN = VOFEENEFITT D
L. HEBLCa~vr FEELT
TET,

guestshell destroy

FAN T2V —ER%EET 7T 4 7L

T. ToA VA= 1LET, Az
ZBIEAHT BTV D TR T O EHA >~
AT AMZIRENET, Z D showvirtual-service
global ==~ Fi&, Zh & OHEAE @RIV
FHAHMRRIZ 2 D0 &R LET,

Zoa~xy Ra3iTT 5L, destroy 2~ K
ZIATT DRNCHERZ KD H T m 7 Mk
RSIVET,

guestshell
run guestshell

Ve TRy T T TIZETINTND S
AN v UCHER LT, SERa—F—4
[NAT— R

guestshell run command

run guestshell command

AN VBEOD T % A RN T Linux /
UNIX a2~ RZETLET,

avy ROETHR, AA vF Fr 7 MR
D ET,

. TR I)L
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2k gz |

avy kR

B

guestshell resize[cpu [memory |rootfs]

FA R T UZEN BT S AT RE A i
Wit aZRE LET, BHE, RIFA PV
IVINEMEE I B S h - & & ITERNC
AL/ i

GE) YA REHEDMEIE, guestshell

destroy =~ R&EMHT 5L 7Y
TINET,

guestshell sync

TUIT 4T A—rS— S P L AL N A—
W= RAYPNRHDLVAT LTI, Z0ha<wy
RKIZFA N V2 VOB 7 ANET 7T 4
T A= RN PINHAH N A==
A PIZEE L E 9, network-admin i, A X
INA A== A PR FRA— /=3
(272572 L EIZIE U rootfs 42 L H T
AN Tz brootfs PERESINTWVWD & &1Z,
Zoavy RERITLET, ZOa~vr Fx
B LRWES, AZ A A== W
LD A== W TR FEE/2 7 A h v =
WX =V HFEHLTCT 77 47 m—Z
BT 2L &2, AN vz ARHiTZICA v
A R—vENRET,

virtual-service reset force

AN 2 VETIIMREY — A2 EHTE
BRWEAIE, VAT ADY o— RETH, reset
a<w REFEHLTF AN VoL TTO
AR — B X 2RI HIBR L ES, 7V —
Ty T EFETTDHICIE, VAT AEFHE—
RTLMERHY £, ZDa~vr Red(T
L72#iE, AT ARV e—RENnbE T,
AN  VERITEMOEEY —E X% A
VAR VERIFADCTH EIETEER
oo

Uty b aBRGT 2RNCHERZ RO bILET,

\}

GE) AN U= VBREEZAME/MIENEL, 77 82T 2103, BHERRSLETT,

TR TL .



. Guest Shell DEZh1E

\)

FRETIL I

6=

\)

FAN Tz UE, AAN VAT A LEO Linux 277 (LXC) & LTEAINET, NX-08
T NA ATIiL, LXC I virtual-service 2~ R CA VA M=)V EEBEINFET, YA~ vz b
1. virtual-service @< > FIZ guestshell+ & WO ARIOE—E R L L TEREINET,

6=

T ARz VIZERO VMBS — 2 < N3RS NET, ZbdD =z~ RIINX-0S
92 (1) VU —=ATITHEFRICR>TEY., FkDV J—2TIHHIBRESNET,

KD exec ¥ — T — RIIEIEFETT,

# virtual-service ?

connect Request a virtual service shell

install Add a virtual service to install database

uninstall Remove a virtual service from the install database
upgrade Upgrade a virtual service package to a different version

# show virtual-service ?
detail Detailed information config)

RO F—U — FIFEIE S ET,

(config) wvirtual-service ?
WORD Virtual service name (Max Size 20)

(config-virt-serv)# ?
activate Activate configured virtual service
description Virtual service description

Guest Shell D EZh{t

guestshell disable =~ > FiZ ¥ v ¥ 7 LT, Guest Shell Z L L £7,

Guest Shell 2NV SNTRIETU AT L% U n— K35 &, Guest Shell IZEY{L I N=FF
W20 F£9,

]

switch# show virtual-service list

Virtual Service List:

Name Status Package Name

guestshell+ Activated guestshell.ova

switch# guestshell disable

You will not be able to access your guest shell if it is disabled. Are you sure you want
to disable the guest shell? (y/n) [n) y

2014 Jul 30 19:47:23 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION STATE: Deactivating virtual
service 'guestshell+'

2014 Jul 30 18:47:29 switch $$ VDC-1 %$ $VMAN-2-ACTIVATION STATE: Successfully deactivated
virtual service 'guestshell+'

. TR I)L
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warvronx ||

switch# show virtual-service list

Virtual Service List:

Name Status Package Name
guestshell+ Deactivated guestshell.ova

A\

()  guestshell enable ==~ > K C Guest Shell 3F7 7 7 ¢ 7L I E T,

Ak STILDOEE

guestshelldestroy =~ > NiX, YA =2V & ZDT—7 47577 b&aT7 oA A=/ LE
T, ZOavy KT, YA M U=V OVA IFHIBRES N EH A,

FAN VPRSP ZIRETIU AT 22V o—R45E, YA M vz ViIdES N
Fi20 E9,

switch# show virtual-service list
Virtual Service List:
Name Status Package Name

guestshell+ Deactivated guestshell.ova
switch# guestshell destroy

You are about to destroy the guest shell and all of its contents. Be sure to save your
work. Are you sure you want to continue? (y/n) [n] y
2014 Jul 30 18:49:10 switch %$ VDC-1 %$ $VMAN-2-INSTALL STATE: Destroying virtual service

'guestshell+'
2014 Jul 30 18:49:10 switch %$ VDC-1 %$ $VMAN-2-INSTALL STATE: Successfully destroyed
virtual service 'guestshell +'

switch# show virtual-service list
Virtual Service List:

Y

(G£)  guestshellenable =~ > FAMEA LT, VA V= VEBEADCTHLZLENTEET,

)

GE) AN vz VEFEH LRWEEIE, guestshell destroy =2~ RCHIBRCE 9, YAk v

AMBIREND E, ZOHOY B — ROEOICHIRESNZEFIZR0FES, 2F0D, X b
) aryTFIREIREESN, AL v TFRFEr—REINTH, YA )b a7 HITEEBN
B SN EH A,

TR TL .



. Guest Shell DE 1L

FRETIL I

Guest Shell D Ezh1{t

Z @ guestshell enable @~ > Ri, GuestShell ¥ 7 F 7 =7 /Xy —I 15 Guest Shell &1
A=V LET, T74NETIEH, VAT AL A—VIZHOIAENT NN T —UNA VA h—
JZHEF S E 9, Guest Shell NN L S TWDERIL, T a~2 REMH LT, Guest
Shell #5777 4 7+ 52 L b TEET,

Guest Shell DML I NTRETU AT A% Y v— K35 &, Guest Shell (ZHIMLEINTZFF
2720 £,

Bl -

switch# show virtual-service list

Virtual Service List:

switch# guestshell enable

2014 Jul 30 18:50:27 switch %$ VDC-1 %$ SVMAN-2-INSTALL STATE: Installing virtual service
'guestshell+'

2014 Jul 30 18;50;42 switch %$ VDC-1 %$ %VMAN-2-INSTALL STATE: Install success virtual

service 'guestshell+'; Activating

2014 Jul 30 18:50:42 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION STATE: Activating virtual
service 'guestshell+'

2014 Jul 30 18:51:16 switch %$ VDC-1 %$ SVMAN-2-ACTIVATION STATE: Successfully activated
virtual service 'guestshell+'

switch# show virtual-service list

Virtual Service List:

Name Status Package Name
guestshell+ Activated guestshell.ova

AR—R J— k E— FTO Guest Shell DE 1L

NX-089.2(1) U U —ALIE, VAT L% [HEAT— K £—F (basebootmode) | T7— b5 %
TLEEBNTEET, VAT AEREAT— N T— RCTEHTD L. Guest Shell [T 7 4L k
TIEBtE SN FEH A, ZDOF— FTGuestShell = AT 212i%, IKEkA v 7T AT 7T %
L GuestShell f A—VEZELRPM ET 77 4 7TIZTHMERHY 9, ZNEITO &, Guest
Shell & virtual-service =< > RBHHATE 2 L9220 £,

RPM 7 7 7 4 _— 3 v a~vy RPMROIAFTIEIT SN 5E

1. install activate guestshell

2. install activate virtualization

GuestShell = > 7 F 1%, ¥ AT AR T/LE— N TRB) LI2GE EFRICHBINCT 77 1 71k
ShET,

RPM 77 T 4 N— gy a<y ReWOIERFTETLEE -

1. install activate virtualization

2. install activate guestshell

. TR I)L
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rarvzroun |

Z D%, [guestshell #H%h1E (guestshell enable) | =~ > K% 54795 £ T, Guest Shell |TH
NZTR D FE A,

Efss =4 A — %{HF L 1= Cisco Nexus 3000 T Guest Shell DEFE 1L

GuestShell Y 7 b =7, 1.6GB D7 — 75 v 2t 4GB ® RAM %1 Z 7= Cisco Nexus
3000 ¥V — X AA »F AICEME ST Cisco NX-0S 4 A=Y Tl TE £HA, ZOHA
5| & e X Guest Shell Z{#f T& £423, software.cisco.com 2>5 CiscoNX-0S U UV —ZHD v/
TR =T Ryr—UEZyra— KL THL, £ % Cisco Nexus 3000 > U — R A A v F

WZae—LTHMMZTHILERLY £7, i,

LRI A A=V OFEAMIOWTIL,  [Cisco Nexus 3000 Series NX-OS Software Upgrade and
Downgrade Guide, Release 9.2(1)] =& L T 7230,

GuestShell V7 U =T 1. AA v TFDT—b 7T v 2l A=V ENFET, TExHE
FELDEET = 7T v va AN—R%EWT 5121, ¥ 7> m— RL7guestshell.ova
7 7 A V% volatile: A b L — ){7‘/( TIWE & £9, GuestShell NIEFIZT 7T 4 7153“
725, guestshell.ova 7 7 A /VZHIBRTEZ £9, & DT Guest Shell MEIE XL, FFA
YA =T HMBERIROIRY | ELEICRD ZLIEH Y A,

1]

switch# copy scp://admin@l.2.3.4/guestshell.ova volatile: vrf management
guestshell.ova 100% 55MB 10.9MB/s 00:05

Copy complete, now saving to disk (please wait)...

Copy complete.

switch# dir volatile: | inc .ova
57251840 Jun 22 11:56:51 2018 guestshell.ova

switch# guestshell enable package volatile:guestshell.ova

2018 Jun 7 19:13:03 n3x-164 %$ VDC-1 %$ $VMAN-2-INSTALL STATE: Installing virtual service
'guestshell+'

2018 Jun 7 19:13:56 n3x-164 %$ VDC-1 %$ SVMAN-2-INSTALL STATE: Install success virtual

service 'guestshell+'; Activating

2018 Jun 7 19:13:56 n3x-164 %$ VDC-1 %$ SVMAN-2-ACTIVATION_STATE: Activating virtual

service 'guestshell+'

2018 Jun 7 19:15:34 n3x-164 %$ VDC-1 %$ %VMAN-2-ACTIVATION_STATE: Successfully activated
virtual service 'guestshell+'

switch# del volatile:guestshell.ova
Do you want to delete "/guestshell.ova" ? (yes/no/abort) [y] y

switch# guestshell
[admin@guestshell ~]$

FZ kST ILDES

CiscoNX-OS U U—=27.0 (3) 17 (1) VB, 1 DDAAL v F ThAF~A RENT=F AT =
JLrootfs D A A » FIZBBHTE £,

T7a—FL, FAK VzbrootfsE I AT A AL THhHbTZ I AR—FL, 77 AL P—
NIRFETHZ LT, POAP A7 Y 7RI, Ak v =/brootfs DAL v FiIZ &7

TR TL .



TRANTIL I
B 72+ ozirotsnryzgi—r

2= R (AR —=F) L, HEDT AN V= VEZHOT NA AZRFHIA VA F— /L TEE
j—o

X, T rootts DT AR— +

AN vz jbrootfsE T 7 AR — T AHIZIE, guestshell export rootfs pack agedestination-file-URI
a~vy REfHLET,

destination-fileeURI /XF X —X % A h v =/lrootfsDa ™ —4ED 7 7 A LOLFITT, =
D77 A)NTE, e—HVURIA T gy (F—bh7T v a2, USBL 2 L) NE[RETT,

guestshell export rootfs package =~ > K CTld, ROUHEBNITTHONET,
cTAR V= VEEDCLET (TTICAMT > TWDIEHE)
« AN vzl A UE— T YAML 7 7 A VE/ER L, rootfsextd 7 7 A /L O feisco T A L
7 FUICHALET,
crootfsextd 7 7 A /L& Z—7%" > F URI DGFTIZa e —LE T,
« FAR Ve VRLRNCAZNC /2o TOBE . BEAICLET,

Guest Shell rootis DA > R— k
Guest Shell rootfs 2 4 >R — b T B5E, BETREZ 2 50RU1PH Y 7,

* Guest Shell 23 FHE S N2 IRFED G103, guestshell enable package rootfs-file-URI ==~ > K
ZfEM LT, GuestShellrootfsz 1 > R—hLEd, ZOa~vr NI, BESN Ny Fr—
¥ C Guest Shell Z#EHE L ¥4,

* Guest Shell 739 TIZA A b=/ EINTWHAE L. guestshell upgrade package
rootfs-fileURl =~ > F%&{# A L T. Guest Shellrootfs A > R"R—hrLFET, ZDa~v K
1. BEfFDGuest Shell ZHIFR L, FEESNTZ NN Fr—V %A VA =L LET,

rootfsfileURl /X A —Z (%, a—HL AL —2 (F—F7F v 2, USBARY) ITIRES
LTCW5 rootfs 7 7 A LT,

T—=F 7T 92 a2llhHbT77ANTIOa<vy REFEITTHE, 774 MET— 7T v ia
DA KL= T =)V IBBE & ET,

RAKNTT77 4 AL LT, guestshell upgrade package rootfs-file-URl =~ > K % f# 9 % Ril
W, 77 ANVET =R 7Ty v allat— L, mdSsum ZRFET 2 MLERH Y 5,

)

() guestshell upgrade package rootfs-fileeURI =~ > KiX, Guest Shell N2> 5 51T

. TR I)L
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Guest Shell rootfs D A > 7/K— .

\)

GE) rootfs 7 7 A MEIL A ADFELME Ny r—UTIEDHY A, BITRT LI, AT D
ANZ. BA SN TRV Yy =V T 5 KO ICRETLLENHY 7,

(config-virt-serv-global) # signing level unsigned
Note: Support for unsigned packages has been user-enabled. Unsigned packages are not
endorsed by Cisco. User assumes all responsibility.

GE)  rootfs DFLAIAIN—T g U EE LT DHIC

* Guest Shell 3BEIZA > A F—/L SN TV AHEEAX, guestshell upgrade =2~ > K% GEJN
DINT A =B —72 L T) HHALET,

* Guest Shell N EFE X7z & X2, guestshell enable 2~ K& (GBIIVNT A—X 721 T)
fEHLET,

\}

GE)  Guest Shell N5, FIEINX-API 2 H L CTAAS v FDOHNENSEZDa~vy REETT D
BlE, TRy ERAX Y TTEIIICRETHILENH Y 9, terminal dont-ask

guestshell enable package rootfs-fileeURI =~ > | :
* rootfs 7 7 A LD HARN I MRGEE FAT L E T
srootfs # A hL—y F—LIZBE L7,
srootfsz~ 7> b LT, feisco7 4 L2 M UMD YAML 7 7 A Lzl L £7,
*YAML 7 7 A VST L T VM EER (U Y =282 ET) 2BiGL £,
* Guest Shell 7 77 4 712 LE T,

guestshell enable DV —7 7 1 —Dfi :

switch# copy scp://user@l0.1.1.1/my storage/gs_rootfs.ext4 bootflash: vrf management
switch# guestshell resize cpu 8

Note: System CPU share will be resized on Guest shell enable

switch# guestshell enable package bootflash:gs rootfs.ext4

Validating the provided rootfs

switch# 2017 Jul 31 14:58:01 switch %$ VDC-1 %$ $VMAN-2-INSTALL STATE: Installing virtual
service 'guestshell+'

2017 Jul 31 14:58:09 switch %$ VDC-1 %$ %VMAN-2-INSTALL STATE: Install success virtual

service 'guestshell+'; Activating

2017 Jul 31 14:58:09 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION STATE: Activating virtual

service 'guestshell+'

2017 Jul 31 14:58:33 switch %$ VDC-1 %$ SVMAN-2-ACTIVATION STATE: Successfully activated
virtual service 'guestshell+'

TR TL
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A\

(F)  guestshell upgrade DV —7 7 o — DRI, BEIED Guest Shell 23MlEE S U E T,

N

GE¥) YA REFEOfEIL, guestshell upgrade =~ > R&EHTHL 7 V7 & ET,

YAML 7 7 1 LD A > iR— k

Guest Shell D 7 —H — 3 EHAHE/RN O DR Z EFRT D YAML 7 7 A /Wid, =27 AKR—
MREO—EE L CTHBRICER SN E T, Zhid, /cisco T« L2 kU @ Guest Shell rootfs
ICHAIAENTWET, 2L, Guest Shell =T FDBERFTRFTIEH Y FHA, =—
P—NEETZXDHNRTA—FDO—HOHANEENTNET,

Guest Shell 7 >~ — F YAML 7 7 A /LD :

import-schema-version: "1.0"
info:
name: "GuestShell"
version: "2.2(0.3)"
description: "Exported GuestShell: 20170216T175137Z"
app:
apptype: "lxc"
cpuarch: "x86 64"
resources:
cpu: 3
memory: 307200
disk:
- target-dir: "/"
capacity: 250

guestshell export rootfspackage =~ > RZFE173 5 L. YAML 7 7 A W BVERIILET, 2D
7 7 A X, BUEEITH O Guest Shell D% v 7 F v LE T,

Tt 7 > a2 ITiE, GuestShell DFBNZENLHSIFEM T —# NEENTWET, showguestshel
detail =~ > RO —HOERPERINET,

FEHOEIL, YAML 7 7 A ADMERR SN/ & 2D UTC o= a—F ¢ 7 ¢4, FiZIsC
FHND T —=~ v ML, RFC5545 (iCal) @ DTSTAMP & [F U T,

Y —R 733 TlE, GuestShell ZH8 A M5OI LERFERFMICHOWVTHHAL X
T, ZOBIOD target-dir OfE /] X, 7 1 A2 % rootfs & L CTalkhll L 7,

N

(GE)  Guest Shell PFFHE S dLiz & ZTY A AL HE I NTENEE SN -H4A . guestshell enablepackage
a~r ROMHARIZZEND OENA >R — K YAML 7 7 A L OfEL Y HELE I ET,

cpuarch fllX, 2T FTDOFEITNTREND CPUT —F T 7 F ¥ Z R LET,

TR I)L
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vamL o 7 4 L4 wi— ]

T AR— MRENT T L2k, YAMLZ 7 A VEABERTEET @R EEZEL LD &4

BTG U THMEHR AT A—F L2 TEET)

Cisco %, JSON A¥ —< ZfH L TAE I/ YAML 7 7 A VEMRGET 272 DICFETTE S
Python A7 U 7’ F &2k L TV ET, B2 T A M TIEH Y FHAN (2L 20, T /31 A
BDYY=AHREZF =y 7 SNEEA) | —RORZT—IZT7 T 7T LI LRTEE
9, % ETe Python A2 U 7 ME, [Guest Shell f > — F =2 AR — b (Guest Shell Import
Export) Jhttps:/github.com/datacenter/opennxos/tree/master/guestshell_import_export {Z& ¥ F£ 7,
KD JSON 7 7 A JViL, Guest Shell f AR — K YAML O/8— 5 1.0 DA F—~ & fcalk LT

WET,

"$Sschema": "http://json-schema.org/draft-04/schema#",
"title": "Guest Shell import schema",

"description": "Schema for Guest Shell import descriptor file - ver 1.0",

"copyright": "2017 by Cisco systems,

"id". v,
"type": "object",
"additionalProperties": false,
"properties": {
"import-schema-version": {
"id": "/import-schema-version",
"type": "string",
"minLength": 1,
"maxLength": 20,
"enum": [
"1.o"
1
bo
"info": {
"id": "/info",
"type": "object",
"additionalProperties": false,
"properties": {
"name": {
"id": "/info/name",
"type": "string",
"minLength": 1,
"maxLength": 29
bo

"description": {
"id": "/info/description",
"type": "string",

"minLength": 1,
"maxLength": 199
I

"version": {
"id": "/info/version",
"type": "string",

"minLength": 1,
"maxLength": 63

bo

"author-name": {
"id": "/info/author-name",
"type": "string",
"minLength": 1,
"maxLength": 199

bo

"author-link": {
"id": "/info/author-1link",

. All rights reserved.",

TR TL .
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% I
B vwior roqotk—t

"type": "string",
"minLength": 1,
"maxLength": 199

}
}I
"app": |
"id": "/app",
"type": "object",
"additionalProperties": false,
"properties": {
"apptype": {
"id": "/app/apptype",
"type": "string",
"minLength": 1,
"maxLength": 63,
"enum": [
"lxc"
1
}I
"cpuarch": {
"id": "/app/cpuarch",
"type": "string",
"minLength": 1,
"maxLength": 63,
"enum": [
"x86_ 64"
1
}I
"resources": {
"id": "/app/resources",
"type": "object",

"additionalProperties": false,
"properties": {
"eput: |

"id": "/app/resources/cpu",
"type": "integer",
"multipleOf": 1,
"maximum": 100,
"minimum": 1

} 4

"memory": {
"id": "/app/resources/memory",
"type": "integer",
"multipleOf": 1024,
"minimum": 1024

} 4

"disk": {
"id": "/app/resources/disk",
"type": "array",

"minItems": 1,
"maxItems": 1,
"uniqueIltems": true,

"items": {

"id": "/app/resources/disk/0",

"type": "object",

"additionalProperties": false,

"properties": {

"target-dir": {

"id": "/app/resources/disk/0/target-dir",
"type": "string",
"minLength": 1,
"maxLength": 1,
"enum": [

. TR I)L
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"/"
]
}I
"file":
"id":

"type"
"minLength":
"maxLength":

}I

show guestshell 27 > K .

{
"/app/resources/disk/0/file",

': "string",

1,
63

"capacity": {

migr.

"type":
"multipleOf":

"/app/resources/disk/0/capacity",
"integer",
1,

"minimum": 1

}

}I
"required": [
"memory",

"disk"

}

}I
"required": [
"apptype",
"cpuarch",

"resources"

}
}I
"required": [
"app
1

"

show guestshell 2 < > F

show guestshell detail =~ > RO IZIZ, A N = VB A VAR — RS i, OVARLA

VA M=V ENTEDERTHERBEENET,
rootfsz A > 7" — K L721% ® show guestshell detail ==~ > KD,

switch# show guestshell detail
Virtual service guestshell+ detail

State : Activated
Package information
Name rootfs puppet
Path usb2:/rootfs puppet
Application
Name GuestShell
Installed version 3.0(0.0)
Description Exported GuestShell: 20170613T173648%Z
Signing
Key type Unsigned
Method Unknown
Licensing
Name None
Version None

TR TL .
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B =iy — X & Guestshell B ORIE

RIEH—E X & Guest Shell [EERD KL

ROa~vy FeMALT, [P —ERL T2 V= VOFREBIETE £7,

avw vk £nBA

show virtual-service global AR —E 2D 7 a—

switch# show virtual-service global JVIRRE & IR A KR L E
—a—o

Virtual Service Global State and Virtualization Limits:
Infrastructure version : 1.11
Total virtual services installed : 1

Total virtual services activated : 1

Machine types supported : LXC
Machine types disabled : KVM

Maximum VCPUs per virtual service : 1

Resource virtualization limits:
Name Quota Committed Available

system CPU (%) 20 1 19
memory (MB) 3840 256 3584
bootflash (MB) 8192 200 7992

switch#

show virtual-servicelist AR — v 2O E . K
B —EADAT—H A

switch# show virtual-service list * BIORXA R F—LEN

Virtual Service List: TNHY 7 hU=T /Ny
T—=TaRRLET,

Name Status Package Name

guestshell+ Activated guestshell.ova

chef Installed

chef-0.8.1-n9000-spa-k9.ova
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FR L vzapb07 Ty r—vavoxgnsen ]

av ok & EA
show guestshell detail guestshell /X 77— 1T
THEM (N—Ta
switch# show guestshell detail BLY I— R F A A
Virtual service guestshell+ detail N .
State : Activated 7L£ k) %%/T{ L’iﬁ‘o
Package information
Name : guestshell.ova
Path : /isan/bin/guestshell.ova
Application
Name : GuestShell
Installed version : 3.0(0.0)
Description : Cisco Systems Guest Shell
Signing
Key type : Cisco key
Method : SHA-1
Licensing
Name : None
Version : None
Resource reservation
Disk : 400 MB
Memory : 256 MB
CPU : 1% system CPU
Attached devices
Type Name Alias
Disk _rootfs
Disk /cisco/core
Serial/shell
Serial/aux
Serial/Syslog serial?2
Serial/Trace serial3

AR SIADLDT TUr— 3 oDkiEEREE)

T = a T, /usr/lib/systemd/system/application name.service (A A
h—/L &N 5 systemd / systemctl V—E R 77 A ILBMETT, ZOV—ERA 774
WME RO—EHIR T +—~ v MTTDRERDH Y £7,

[Unit]
Description=Put a short description of your application here

[Service]

ExecStart=Put the command to start your application here
Restart=always

RestartSec=10s

[Install]
WantedBy=multi-user.target

TR TL .
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B cestshen o7 70— 3 EkEEnIcEDT 5FIE

\)

(B HHEO2—P—L L Tsystemd ZEITTHITE, V—EAD (#—t % (service) ] BZ ¥ =7
T User=<username> B L F9°,

GuestShell "S5 F7 T U5 —o 3 U akEGIZHEEIT B F
&

ATy Tl ERTERLET 7Y r—vary $—EA 77 A /L% /usr/lib/systemd/system/application name
e v A R—ALET, F—E R

AT w72 systemctl start application name T7 7V r—3 g U EBIMBLET

ATY T3 77U r— 3 ) systemctl status-1 application_name THEITSNTWDH Z L 2R L ET
AT v 74 systemctl enableapplication_name TV r— RKHZT 7V r—a v E2HEE T LET
ATw TS 77V r— 3 ) systemctl status-1 application_name THEITENTND Z L 2R LET

ARSIV TOY TV T IV r— 30
WL, AN v vDOT 7V r—varaRr L TVET,

root@guestshell guestshell]l# cat /etc/init.d/hello.sh
#!/bin/bash

OUTPUTFILE=/tmp/hello

rm -f $SOUTPUTFILE
while true

do
echo $(date) >> SOUTPUTFILE
echo 'Hello World' >> SOUTPUTFILE
sleep 10

done

[root@guestshell guestshell]l#

[root@guestshell guestshell]l#

[root@guestshell system]# cat /usr/lib/systemd/system/hello.service
[Unit]

Description=Trivial "hello world" example daemon

[Service]
ExecStart=/etc/init.d/hello.sh &
Restart=always

RestartSec=10s

[Install]

WantedBy=multi-user.target

[root@guestshell system]#

[root@guestshell system]# systemctl start hello

. TR I)L I
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Guest Shell B3 5P38D 5T a—F4>7 |

[root@guestshell system]# systemctl enable hello
[root@guestshell system]# systemctl status -1 hello
hello.service - Trivial "hello world" example daemon
Loaded: loaded (/usr/lib/systemd/system/hello.service; enabled)
Active: active (running) since Sun 2015-09-27 18:31:51 UTC; 10s ago
Main PID: 355 (hello.sh)
CGroup: /system.slice/hello.service
##355 /bin/bash /etc/init.d/hello.sh &
##367 sleep 10

Sep 27 18:31:51 guestshell hello.sh[355]: Executing: /etc/init.d/hello.sh &
[root@guestshell system]#
[root@guestshell guestshelll# exit

exit

[guestshell@guestshell ~]$ exit

logout

switch# reload

This command will reboot the system. (y/n)? [n] y

Uwu— R

[root@guestshell guestshelll# ps -ef | grep hello

root 20 1 0 18:37 2 00:00:00 /bin/bash /etc/init.d/hello.sh &
root 123 108 0 18:38 pts/4 00:00:00 grep --color=auto hello

[root@guestshell guestshelll#
[root@guestshell guestshell]l# cat /tmp/hello
Sun Sep 27 18:38:03 UTC 2015
Hello World

Sun Sep 27 18:38:13 UTC 2015
Hello World

Sun Sep 27 18:38:23 UTC 2015
Hello World

Sun Sep 27 18:38:33 UTC 2015
Hello World

Sun Sep 27 18:38:43 UTC 2015
Hello World

[root@guestshell guestshelll#

systemd / systemctl THEITTBHE, 77U r—a UMEIE LGS (FloidmifilkT
Li=%6) . 77—y a iEEBICEEZS SNET, e 2 @Bl b e b L 226
T, TV A — g MR TT5E, o 2831257 CHEIWICHES SN ET,

[root@guestshell guestshelll# ps -ef | grep hello

root 226 1 0 19:02 2 00:00:00 /bin/bash /etc/init.d/hello.sh &
root 254 116 0 19:03 pts/4 00:00:00 grep --color=auto hello
[root@guestshell guestshelll#

[root@guestshell guestshell]l# kill -9 226

[root@guestshell guestshelll#

[root@guestshell guestshelll# ps -ef | grep hello

root 257 1 0 19:03 2 00:00:00 /bin/bash /etc/init.d/hello.sh &
root 264 116 0 19:03 pts/4 00:00:00 grep --color=auto hello
[root@guestshell guestshelll#

Guest Shell [CE8T AEIED S I a—TFT 429

70 3) MADE I L—FRRIZHFRA N DT ILIZT7 9 RATELWN

FAN 2 VNDT 7T 4 TAETIIHET 7T 4 Tk F et 2dic, NX-089.2 (1) VU —
AMEBHNX-087.0 3) 7V VU —A A A= (=P —=ZHIZEMOVHR— FR72W) ([ZH T
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TR I
B ceestshencB@y amEO FS T T4 0Y

JL—RL7eHE, WOa~vy REETTEES, YA o/VTEEBILETHS, YA v
T 7B ATEXRWVROKEEIZZY 3., ZOMEOHRBAIZ. YA N = LOBITHIZY
0— RRBITENTH/AE, FA L Y2 VND T 7 A VB 2—F =LA ETIZEM O R — k372
NX-0S U U — A CflE Rl E 72k B 8 IR S e W =T,

switch# guestshell

Failed to mkdir .ssh for admin

admin RSA add failed

ERROR: Failed to connect with Virtual-service 'guestshell+'
switch#

switch# sh virt list

Virtual Service List:
Name Status Package Name

guestshell+ Activated guestshell.ova

switch# run bash 1ls -al /isan/vdc_l/virtual-instance/guestshell+/rootfs/
drwxr-xr-x 24 11000 11000 1024 Apr 11 10:44

ArwXIrWXIrwx 4 root root 80 Apr 27 20:08
“rw-r—-r-- 1 11000 11000 0 Mar 21 16:24 .autorelabel
1 TWXIWXIWX 1 11000 11000 7 Mar 21 16:24 Dbin -> usr/bin

FARNY VORI T 7 A NVEHH Z L ZoORENSEET A121E. URNCET ST
TENX-0892 (x) A A—YZEMHL T AT L&Y B—RL, NX-087.0 3) 174 A—YT
VAT LEYa— RTOENI, T AN Y2 AN (727 47 (Activated) ] SAVICIRRBIZ 2D &
HIZLET, I 1204 T v aiE NX-089.2 (x) OEFFHIZT A b v =&ML,
70 3) 7 T r—RLERICHBEAZICT S22 LTT,

T2 2 VAREFT D b ONRL BT 5771008, A A—V2EESPFICHEL T
FER T £,

BRI DIL— NS T—rI25922aDIT7AILICTIRATELWN

TARY )LD — ST — "7 T3 aDT 7 ANMIT 7 EBATERWESRHY £3°,

RA NG

root@switch# 1ls -al /bootflash/try.that

-rw-r--r-- 1 root root O Apr 27 20:55 /bootflash/try.that
root@switch#

FAR VD

[root@guestshellbootflash]# 1ls -al /bootflash/try.that

-rw-r--r-— 1 65534 host-root 0 Apr 27 20:55 /bootflash/try.that
[root@guestshellbootflash]# echo "some text" >> /bootflash/try.that
-bash: /bootflash/try.that: Permission denied
[root@guestshellbootflash]#

L, 22—V —DAEIZEBNHE A N VAT LERETHEDIERH SN TWA =0, F A b
T D)— FPREBRITIE VAT LD — F TR WZ ERRKRTH LA etEnH 0 97,

ZORMENSEETAIZIE. 77 ANDT VB RAHRIE T 7 A ND T N—TF 3T T, T —
759y a bOIE 77 AN EBVICT 7 BATEXAZ L AN LET, F A& Bash
Yo a b T IR AHRELIIIN—T BT EEETAVNENLLEENHY T,
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