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NTHWET,

Cisco NX-08 U U —Z 102(3)F LI TiZ, gNMI BT 227 U FoarDx—77 54 THE%
EHETLHH LWCLI 2~ RAEAIITWET, 5% E ATEZR R IX 600 ~ 86400 7V T3,

=< > KX " [no] grpc gnmi keepalive-timeout <timeout>" TJ~, 7= & % (X, switch(config)#grpc
gnmi keepalive-timeout 600 & AJJ L %9,

RIZ, CLI 2~y REMRTLIHERLET,

Verify in show statistics cmd

switch (config)# sh grpc gnmi service statistics
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gRPC Endpoint

Vrf : management
Server address : [::]1:50051

Cert notBefore : Feb 6 01:15:06 2022 GMT
Cert notAfter : Feb 7 01:15:06 2022 GMT
Client Root Cert notBefore : n/a
Client Root Cert notAfter : n/a

Max concurrent calls : 8
Listen calls

Active calls : 0
KeepAlive Timeout : 1000

CLI 2=y ROFEEFHEIIRDO LBV TT,

e gnmi P — =3 FESNMB I L ICHEDISELZY T ATV TFvar 7747 M
EELET,

s HIIX, RERBERSCESR 2 ERZRHEL T, 2 =T v 7 F5Z L TT,
« T 7 F IV NDX—TT T A 7 RHIEIZ 600 BT,

s Zawr N, BEE2—Y—HREDOMEIIEELET,
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#7< 3> SUBSCRIBE 754

SUBSCRIBE A 7> 3 ' TClE, RIZV A SN TWOLA TV a U ~DINEEERT LA T 3
DT T T EMHTEET, CiscoNX-0S U U—R93(1) LI TIX, [EH DA (updates only) ]
F a7 MR- FINTOET, ZiUEL, ON CHANGE 7 27 U 7Y 3 T
AEINET, ZOT7T7I7PRREINTNDGE, A1 v FIREF R OISZE TEE S5 H1H
Aty Fvay b TF—4% (BUEDIREE) ZHfHLET,

ROT7 7 TIEFR— S THEREA,
«[ZA VT A (aliases) ]
« [HERIFF A (allow aggregation) ]
« (4538 (extensions) ]
* prefix
* [qos]
CiscoNX-0S U U —2 102Q3)F LI, RO T 7 7R HR—FSNTWET,
s [/»— hE— iR (heartbeat_interval) ]
o [JTUEH#H (suppress_redundant) ]
YTV T ENEZY T ALY T a TOTLEM (suppress_redundant) ] O @h{E% 2854

L7z, [/»— e — hillE (Heartbeat_interval) | Z#FETEE3, Zo%HA, ¥—F > b
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EHAAERL IR ER AL

WIZ, YR—FENTWAHF T 3 D SUBSCRIBE 7 5 70l %= LET,

{
"SubscribeRequest":
[
{
"subscribe":
{
"subscription":
[
{

" comment" : "lst subscription path",
"path":
{
"origin": "openconfig",
"elem":
[
{
"name": "interfaces/interface[name=ehtl/1]"
}
]
s
"mode": "SAMPLE",
“heartbeat interval”: 30000000000
“suppress-redundant”: true
s
"mode": "STREAM",
"allow_aggregation” : false,
"use models":
[
{
"name": "DME",
"organization": "Cisco Systems, Inc.",
"version": "1.0.0"
}
1,
"encoding": "JSON"
}
}

VTR TAT T3 7DYR—F AR ZAFTROLFBY T,
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% 3:SUBSCRIBE 7 5 J DY HR—k A FYH R

IR ) Tava4T  |Iv—rE— R [T &N
(heartbeat_interval) ] (suppress_redundant) ]
[ZF /K (On_Change) ] FAEIL © T /34 A YANG, P

OpenConfig YANG, DME

T FIGTE © T34 A YANG, RIZTE 1 F/3A A YANG,
OpenConfig YANG, DME OpenConfig YANG

Guidelines and Limitations for gNMI

Following are the guidelines and limitations for gNMI:
* Beginning with Cisco NX-OS Release 9.3(5), Get and Set are supported.
» gNMI queries do not support wildcards in paths.

* When you enable gRPC on both the management VRF and default VRF and later disable on the
default VRF, the gNMI notifications on the management VRF stop working.

As a workaround, disable gRPC completely by entering the no feature grpc command and reprovision
it by entering the feature grpc command and any existing gRPC configuration commands. For
example, grpc certificate or grpc port. You must also resubscribe to any existing notifications on
the management VRF.

When you attempt to subscribe an OpenConfig routing policy with a preexisting CLI configuration
like the following, it returns empty values due to the current implementation of the OpenConfig
model.

ip prefix-list bgp v4 drop seq 5 deny 125.2.0.0/16 le 32
ipv6 prefix-list bgp v6 drop seq 5 deny cafe:125:2::/48 le 128

using the xpath

openconfig-routing-policy:/routing-policy/defined-sets/prefix-sets/prefix-set [name=bgp v4 drop]/config
openconfig-routing-policy: /routing-policy/defined-sets/prefix-sets/prefix-set [name=bgp v6 drop]/config

Only server certificate authentication takes place. The client certificate is not authenticated by the
server.

If the gRPC certificate is explicitly configured, after a reload with the saved startup configuration to
a prior Cisco NX-0OS 9.3(x) image, the gRPC feature does not accept connections. To confirm this
issue, enter the show grpc gnmi service statistics command and the status line displays an error like
the following:

Status: Not running - Initializing...Port not available or certificate invalid.

Unconfigure and configure the proper certificate command to restore the service.

* Beginning with Cisco NX-OS Release 9.3(3), if you have configured a custom gRPC certificate,
upon entering the reload ascii command the configuration is lost. It reverts to the default day-1
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certificate. After entering the reload ascii command, the switch reloads. Once the switch is up again,
you must reconfigure the gRPC custom certificate.

N

Note This applies when entering the grpc certificate command.

* Use of origin, use_models, or both, is optional for gNMI subscriptions.

» gNMI Subscription supports Cisco DME and Device YANG data models. Beginning with Cisco
NX-OS Release 9.3(3), Subscribe supports the OpenConfig model.

* For Cisco NX-OS prior to 9.3(x), information about supported platforms, see Platform Support for
Programmability Features in the guide for that release. Starting with Cisco NX-OS release 9.3(x),
for information about supported platforms, see the Nexus Switch Platform Matrix.

* The feature supports JSON and gnmi.proto encoding. The feature does not support protobuf.any
encoding.

» Each gNMI message has a maximum size of 12 MB. If the amount of collected data exceeds the 12
MB maximum, the collected data is dropped. Applies to gNMI ON_CHANGE mode only.

You can avoid this situation by creating more focused subscriptions that handle smaller, more granular
data-collection sets. So, instead of subscribing to one higher-level path, create multiple subscriptions
for different, lower-level parts of the path.

* Across all subscriptions, there is support of up to 150K aggregate MOs. Subscribing to more MOs
can lead to collection data drops.

* The feature does not support a path prefix in the Subscription request, but the Subscription can contain
an empty prefix field.

* The gRPC process that supports gNMI uses the HIGH_PRIO control group, which limits the CPU
usage to 75% of CPU and memory to 1.5 GB.

» The show grpc gnmi command has the following considerations:
* The gRPC agent retains gNMI calls for a maximum of one hour after the call has ended.
« [fthe total number of calls exceeds 2000, the gRPC agent purges ended calls based on the internal

cleanup routine.

* Beginning with Cisco NX-OS Release 10.2(3)F, on change subscription of Device YANG ephemeral
data (Accounting-log and Multicast) is supported.

The gRPC server runs in the management VRF. As a result, the gRPC process communicates only in this
VRF forcing the management interface to support all gRPC calls.

gRPC functionality now includes the default VRF for a total of two gRPC servers on each switch. You
can run one gRPC server in each VRF, or run only one gRPC server in the management VRF. Supporting
a gRPC in the default VRF adds flexibility to offload processing gRPC calls from the management VREF,
where significant traffic load is not desirable.

If two gRPC servers are configured, be aware of the following:

* VRF boundaries are strictly enforced, so each gRPC server process requests independent of the other.
Requests do not cross between VRFs.
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* The two servers are not HA or fault tolerant. One gRPC server does not back up the other, and there
is no switchover or switchback between them.

* Any limits for the gRPC server are per VRF.

The following are the limitations for gNMI:

» multi-level wildcard "..." in path is not allowed
» wildcard “*’ in the top of the path is not allowed
* wildcard '*' in key name is not allowed

+ wildcard and value cannot be mixed in keys

The following table shows the wildcard support details for gNMI:

Table 4: Wildcard Support for gNMI Requests

Type of Request Wildcard Support
gNMI GET YES

gNMI SET NO

gNMI SUBSCRIBE, ONCE YES

gNMI SUBSCRIBE, POLL YES

gNMI SUBSCRIBE, STREAM, SAMPLE YES

gNMI SUBSCRIBE, STREAM, YES

TARGET DEFINED

gNMI SUBSCRIBE, STREAM, ON_CHANGE [NO

Configuring gNMI

Configure the gNMI feature through the grpc gnmi commands.

To import certificates used by the grpc certificate command onto the switch, see the Installing Identity
Certificates section of the Cisco Nexus 9000 Series NX-OS Security Configuration Guide, Release 9.3(x).

)

Note When modifying the installed identity certificates or grpc port and grpc certificate values, the gRPC
server might restart to apply the changes. When the gRPC server restarts, any active subscription is dropped
and you must resubscribe.

SUMMARY STEPS

1. configureterminal
2. featuregrpc
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(Optional) grpc port port-id
grpc certificate certificate-id

(Optional) grpc use-vrf default

N O AW

DETAILED STEPS

grpc gnmi max-concur rent-call number

Configuring gNMI .

grpc gnmi subscription tar get-defined min-interval
grpc gnmi subscription query-condition keep-data-timestamp

Command or Action

Purpose

&

configureterminal

Example:

switch-1# configure terminal
switch-1 (config) #

Enters global configuration mode.

ATy T2

featuregrpc

Example:

switch-1# feature grpc
switch-1 (config) #

Enables the gRPC agent, which supports the gNMI
interface for dial-in.

ATvT3

(Optional) grpc port port-id

Example:
switch-1(config)# grpc port 50051

Configure the port number. The range of port-id is from
1024 to 65535. 50051 is the default.

Note This command is available beginning with

Cisco NX-OS Release 9.3(3).

ATvT4

grpc certificate certificate-id

Example:

switch-1(config)# grpc certificate cert-1

Specify the certificate trustpoint ID. For more information,
see the Installing Identity Certificates section of the Cisco
Nexus 9000 Series NX-OS Security Configuration Guide,
Release 9.3(x) for importing the certificate to the switch.

Note This command is available beginning with

Cisco NX-OS Release 9.3(3).

ATy TH

gr pc gnmi max-concurrent-call number

Example:

switch-1(config)# grpc gnmi max-concurrent-call
16
switch-1 (config) #

Sets the limit of simultaneous dial-in calls to the gNMI
server on the switch. Configure a limit from 1 through 16.
The default limit is 8.

The maximum value that you configure is for each VRF.
If you set a limit of 16 and gNMI is configured for both
management and default VRFs, each VRF supports 16
simultaneous gNMI calls.

This command does not affect and ongoing or in-progress
gNMI calls. Instead, gRPC enforces the limit on new calls,
so any in-progress calls are unaffected and allowed to
complete.

Note The configured limit does not affect the

gRPCConfigOper service.
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Command or Action Purpose
R w 76 | (Optional) grpc use-vrf default Enables the gRPC agent to accept incoming (dial-in) RPC
Example: requests from the default VRF. This step enables the default

VREF to process incoming RPC requests. By default, the
management VRF processes incoming RPC requests when
the gRPC feature is enabled.

switch (config)# grpc use-vrf default

Note Both VRFs process requests individually, so
that requests do not cross between VRFs.

R w 77 |grpcgnmi subscription target-defined min-interval Allows the user to modify the default target-defined sample

interval from 30 seconds to other value.
Example:

switch(config)# grpc gnmi subscription
target-defined min-interval ? <1-65535> Default
30

R 7 8 |grpc gnmi subscription query-condition This command enables sample/once/poll subscriptions to
keep-data-timestamp get timestamp from database when the data was last
updated.

Note * This feature is supported only for
PROTO and not JSON encoding.

* This feature is supported only for once,
poll, sample, and not on_change.

* This feature is supported for DME,
YANG, and OpenConfig data sources.

* Most of the other properties are
supported, but for the properties which
are not supported, this feature will
default back to the collection time
instead of last database change time.

Note This feature would generate verbose
responses for each timestamp. If the user
client is not able to consume the messages on
time, the switch may need to drop the
collection/messages.

H—/\—FEERE DB AL

TLSFEEZRE L, A A v FITIEFITA AR — k L7286 D show grpc gnmi servicestatistics
avy RO ZRITR L ET,

switch (config)# sh grpc gnmi service statistics

============= gRPC Endpoint
Vrf : management
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Server address :

Cert notBefore

Cert notAfter :

[::]1:50051

: Nov 5 16:48:58 2015 GMT
Nov 5 16:48:58 2035 GMT

Client Root Cert notBefore : n/a
Client Root Cert notAfter : n/a

Max concurrent calls : 8

Listen calls :
Active calls :

KeepAlive Timeout :

120

Number of created calls : 1
Number of bad calls : 0

Subscription stream/once/poll : 0/0/0

Max gNMI::Get concurrent : 6
Max grpc message size : 25165824
gNMI Synchronous calls : 3

gNMI Synchronous errors : 3

gNMI Adapter errors : 3

gNMI Dtx errors :

0

e o |

gNMIIZgRPCE L CHEIE L., TLSZHEHA L TCAASL v F L7 T4 T MEIOF ¥ R B EFX 2
TIZLET, T 740 bO/—Ra— REN7Z gRPCIEAEIL, A A v FICFES AL 22D
F L7z, T 74V FOEHEIL, WRICRTLIIC, AL v FTEBRSNLIAEDHENTHOBC
BAHX— LREHIETT,

SEHEO GRS TN D, EMITA LA h— L CE Ao BaE. 1HIBY OF 7+
Vv RRERIENRFE R S E T, KIZ, show grpc gnmi service statistics 2~ > RO &R L&

B

#show grpc gnmi service statistics

Vrf

Cert notBefore
Cert notAfter

: management
Server address :

[::]:50051

: Wed Mar 11 19:43:01 PDT 2020
: Thu Mar 12 19:43:01 PDT 2020

Max concurrent calls : 8
Listen calls 1
Active calls 0
Number of created calls : 1
Number of bad calls : 0
Subscription stream/once/poll : 0/0/0

HRHRIZLH TN, ZO—KRKEEAEAEHA LT 2 MEBEIITA2E9, ESOE. &
LW —/GEAEEZ AR T H2LERH Y 7,
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F—/RERAE D LR DB
F—/AEAFZ AT 2121 ROBINZTENE T,
* Generating and Configuring Key/Certificate Examples for Cisco NX-OS Release 9.3(3) and Later

Generating and Configuring Key/Certificate Examples for Cisco
NX-0S Release 9.3(3) and Later

The following is an example for generating key/certificate.

\}

Note This task is an example of how a certificate can be generated on a switch. You can also generate a certificate
in any Linux environment. In a production environment, you should consider using a CA signed certificate.

For more information on generating identity certificates, see the Installing Identity Certificates section of
the Cisco Nexus 9000 Series NX-OS Security Configuration Guide, Release 9.3(x).

AT w71 Generate the selfsigned key and pem files.
a) switch# openssl req -x509 -newkey rsa:2048 -keyout self sign2048.key -out self sign2048.pem -days 365 -nodes

AT w72 After generating the key and pem files, you must bundle the key and pem files for use in the trustpoint CA Association.

switch# run bash sudo su

bash-4.3# ecd /bootflash/

bash-4.3# openssl pkcsl2 -export -out self sign2048.pfx -inkey self sign2048.key -in self sign2048.pem
-certfile self sign2048.pem -password pass:Ciscolabl23!

bash-4.3# exit

AT w73 Setup the trustpoint CA Association by inputting in the pkes12 bundle into the trustpoint.

switch (config)# crypto ca import mytrustpoint pkecsl2 switch (config-trustpoint) # crypto ca import
mytrustpoint pkcsl2 self sign2048.pfx Ciscolabl23!

AT w74 Verify the setup.

switch (config)# show crypto ca certificates

Trustpoint: mytrustpoint

certificate:

subject= /C=US/0O=Cisco Systems, Inc./OU=CSG/L=San Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420K0R

issuer= /C=US/0O=Cisco Systems, Inc./0OU=CSG/L=San Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420K0R

serial=0413

notBefore=Nov 5 16:48:58 2015 GMT

notAfter=Nov 5 16:48:58 2035 GMT

SHA1l Fingerprint=2E:99:2C:CE:2F:C3:B4:EC:C7:E2:52:3A:19:A2:10:D0:54:CA:79:3E
purposes: sslserver sslclient
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ATvT6

Generating and Configuring Key/Certificate Examples for Cisco NX-0S Release 9.3(3) and Later .

CA certificate 0:

subject= /C=US/0O=Cisco Systems, Inc./OU=CSG/L=San Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420K0R

issuer= /C=US/0O=Cisco Systems, Inc./0OU=CSG/L=San Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420K0R

serial=0413

notBefore=Nov 5 16:48:58 2015 GMT

notAfter=Nov 5 16:48:58 2035 GMT

SHAl Fingerprint=2E:99:2C:CE:2F:C3:B4:EC:C7:E2:52:3A:19:A2:10:D0:54:CA:79:3E
purposes: sslserver sslclient

Configure gRPC to use the trustpoint.

switch (config)# grpc certificate mytrustpoint
switch (config)# show run grpc

!Command: show running-config grpc
'Running configuration last done at: Thu Jul 2 12:24:02 2020
!Time: Thu Jul 2 12:24:05 2020

version 9.3(5) Bios:version 05.38
feature grpc

grpc gnmi max-concurrent-calls 16
grpc use-vrf default
grpc certificate mytrustpoint

Verify gRPC is now using the certificate.
switch# show grpc gnmi service statistics

Vrf : management
Server address : [::]:50051

Cert notBefore : Nov 5 16:48:58 2015 GMT
Cert notAfter : Nov 5 16:48:58 2035 GMT

Max concurrent calls : 16
Listen calls : 1
Active calls : 0

Number of created calls : 953
Number of bad calls : 0

Subscription stream/once/poll : 476/238/238

Max gNMI::Get concurrent : 5
Max grpc message size : 8388608
gNMI Synchronous calls : 10
gNMI Synchronous errors : 0
gNMI Adapter errors : O

gNMI Dtx errors : O
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show grpc gnmi service statistics
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show grpc gnmi rpc summary

WDAT —ZANERINET,
« A& L7-#%HE RPC D¥L,
« F¥HE RPC =7 —,
« Z{5 L 7= Get RPC D¥L,
*GetRPC =7 —,
« {5 L7= Set RPC D%k,

* SetRPC =7 —,

MR T — 2 AT TR,
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show grpc gnmi transactions
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show grpc gnmi transactions =~ > Ridfx b %
EREL, ZLOFHEREERLTVWET, &
AUE. AA > FHZE LT H D 50 gNMI |k
S s a OBy 77 TT, HLn
RPC REET D L. RENORS HTWERET
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* [RPC] : Zf5 L7= RPC D% A 7 (Get,
Set, Capabilities) Z/~RL £,

o [T—H% % A7 (DataType) ] : Get DIFE
DI T, fEiX ALL, CONFIG, LW
STATE T,

s[Eviar (Session) 1: 2D KT ¥

va sl TonTVnLI —EDE Yy
varID&ERLET, thowns 774
NWTHROMWS =T — % BT 5729
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o [AJJIEE (Timeln) ]: gNMI/~NY> K723
RPCAZE LI EDI A LAK T
A~LET,

s M (Duration) ]: ZEXRZZ(EL THhDH
IEEZ IR T E TORMZETT (R YMH
)

[AT—H A (Status) ]: 7 TA T MIT
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Ta VNORAZ LIRSS T —Z TT,
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o [ 7 % A7 (subtype) ]: Set RPC D
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* [path] : /S A

show grpc gnmi service statistics 0§l

Vrf : management

Server address

Cert notBefore
Cert notAfter

[::]1:50051

Max concurrent calls : 8

Listen calls
Active calls

Number of created calls : 1
Number of bad calls : 0

Subscription stream/once/poll

Max gNMI::Get concurrent : 5

Max grpc message size

gNMI Synchronous calls : 74
gNMI Synchronous errors : 0
gNMI Adapter errors : O

gNMI Dtx errors

0

show grpc gnmi rpc summary 045

Vrf
Server address

Cert notBefore
Cert notAfter

: management

[::]1:50051

8388608

: Mar 13 19:05:24 2020 GMT
: Nov 20 19:05:24 2033 GMT

: Mar 31 20:55:02 2020 GMT
: Apr 1 20:55:02 2020 GMT
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Capability rpcs : 1

Capability errors : O

Get rpcs : 53

Get errors : 19

Set rpcs : 23

Set errors : 8

Resource Exhausted : 0

Option Unsupported 6

Invalid Argument 18

Operation Aborted : 1

Internal Error 2

Unknown Error 0

RPC Type State Last Activity Cnt Reqg Cnt Resp Client
Subscribe Listen 04/01 07:39:21 0 0

show grpc gnmi transactions @ 5l

Vrf : management
Server address : [::]1:50051

Cert notBefore : Mar 31 20:55:02 2020 GMT

Cert notAfter : Apr 1 20:55:02 2020 GMT

RPC DataType Session Time In Duration (ms) Status
Set - 2361443608 04/01 07:43:49 173 0
subtype: dtx: st: path:

Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10789]

Set - 2293989720 04/01 07:43:45 183 0
subtype: dtx: st: path:

Replace - OK /System/intf-items/lb-items/LbRtdIf-list[id=106]

Set - 2297110560 04/01 07:43:41 184 0
subtype: dtx: st: path:

Update - OK /System/intf-items/lb-items/LbRtdIf-list[id=107]

Set - 0 04/01 07:43:39 0 10
Set - 3445444384 04/01 07:43:33 3259 0
subtype: dtx: st: path:

Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10789]
Delete - OK /System/intf-items/lb-items/LbRtdIf-1list[id=10790]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10791]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10792]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10793]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10794]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10795]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10796]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10797]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10798]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10799]
Delete - OK /System/intf-items/lb-items/LbRtdIf-1list[id=10800]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10801]
Delete - OK /System/intf-items/lb-items/LbRtdIf-list[id=10802]
Delete - OK /System/intf-items/lb-items/LbRtdIf-1list[id=10803]
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Delete
Delete
Delete
Delete
Delete

Set
subtype:
Update

Set
subtype:
Delete

Set
subtype:
Update
Update

Set
subtype:
Delete
Delete
Delete
Delete
Delete
Replace
Replace
Replace
Update
Update
Update

Set
subtype:
Replace

Set
subtype:
Delete

Set
subtype:
Delete
/operSt

Set
subtype:
Delete

Set
subtype:
Delete

Set
subtype:
Delete

dtx:

dtx:

dtx:

dtx:

dtx:

dtx:

dtx:

dtx:

OK
OK
OK
OK
OK

st:
OK

st:
ERR

st:

ERR

st:
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK
OK

st:
OK

st:
OK

st:

ERR

st:

ERR

st:
ERR

st:
ERR

/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-

2297474560
path:

04/01 07:43:26

list[id=10804]
list[id=10805]
list[id=10806]
list[id=10807]
list[id=10808]

186

e |

/System/ipvéd-items/inst-items/dom-items/Dom-1list [name=foo]/rt-
items/Route-list [prefix=0.0.0.0/0]/nh-items/Nexthop-list[nhAddr=192.168.1.1/32][n
hvrf=foo] [nhIf=unspecified]/tag

2294408864
path:

04/01 07:43:17

/System/intf-items/lb-items/LbRtdIf-

0 04/01 07:43:11
path:

/System/intf-items/lb-items/LbRtdIf-

/system/processes

2464255200
path:

04/01 07:43:05

/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-
/System/intf-items/lb-items/LbRtdIf-

3491213208
path:

04/01 07:42:58

/System/intf-items/lb-items/LbRtdIf-

3551604840
path:

04/01 07:42:54

/System/intf-items/lb-items/LbRtdIf-

2362201592
path:

04/01 07:42:52

176

list/descr

list[id=1o04]/descr

708

list[id=102]
list[id=10777]
list[id=10778]
list[id=10779]
1list[id=10780]
list[id=103]/descr
list[id=1lo4]/descr
list[id=1o5]/descr
list[id=103]/descr
list[id=1o04]/descr
list[id=1o5]/descr

14
list[id=103]/descr

35
list[id=lo1]

13

13

13

/System/intf-items/lb-items/LbRtdIf-list[id=103]/lbrtdif-items

0 04/01 07:42:47
path:
/System/*

2464158360 04/01 07:42:46
path:

/system/processes/shabang

2295440864
path:
/System/invalid/path

04/01 07:42:46

172

139
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Set - 3495739048 04/01 07:42:44 10 0

Get ALL 3444580832 04/01 07:42:40 3 0
subtype: dtx: st: path:
- - OK /System/bgp-items/inst-items/disPolBatch

Get ALL 0 04/01 07:42:36 0 3
subtype: dtx: st: path:
- - -- /system/processes/process[pid=1]

Get ALL 3495870472 04/01 07:42:36 2 0
subtype: dtx: st: path:

- * OK /system/processes/process[pid=1]

Get ALL 2304485008 04/01 07:42:36 33 0
subtype: dtx: st: path:

- * OK /system/processes

Get ALL 2464159088 04/01 07:42:36 251 0

subtype: dtx: st: path:
- - OK /system

Get ALL 2293232352 04/01 07:42:35 258 0
subtype: dtx: st: path:
- - OK /system

Get ALL 0 04/01 07:42:33 0 12
subtype: dtx: st: path:
- - -- /intf-items

gRPC ¥ 5 4 7 > FEEBAEERE

10.1(1) U U —ALIRE, gRPCIZIEMOFRRES A ML ES, 10.1(1) U U —R& X Vi gRPC
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Generating New Client Root CA Certificates

The following is the example for generating a new certificate to the client root:

* Trusted Certificate Authorities (CA)

Perform the following steps when you use a trusted CA such as a DigiCert:

SUMMARY STEPS

1. Download the CA certificate file.
2. Import to NX-OS using the steps in Cisco NX-OS Security Configuration Guide.
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DETAILED STEPS
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Command or Action

Purpose

ATy T

Download the CA certificate file.

ATvT2

Import to NX-OS using the steps in Cisco NX-OS Security
Configuration Guide.

* To create a trustpoint label, use steps in Creating a
Trustpoint CA Association

* To authenticate the trustpoint using the trusted CA
certificates, use steps in Authenticating the CA.

Note Use the CA Certificate from cat
[CA cert file].

NX-0S

INAATODERENT-)L—  CAEEBAZEDFER

7547 2 broot\ZxT B LWFFAEN ERFICAERINTZ L&D, AL v F THEHEZ MK
THEODOa<wy RElEZEOHENERIRLET,

switch (config) # crypto ca trustpoint my client trustpoint

enticate my client trustpoint

switch (config-trustpoint)# crypto ca authenticate my client trustpoint
input (cut & paste) CA certificate (chain) in PEM format;

end the input with a line containing only END OF INPUT

MIIDUDCCAJigAwIBAgIJAJLisBKCG)QOMAOGCSqGSIb3DOEBCWUAMDOXCZAJBgNY
BAYTA1VTMQswCQYDVQQIDAJDQTERMASGALIUEBwwIU2FulEpvc2UxDjAMBgNVBAOM
BUNpc2NvMB4XDTIWMTAXNDIWNTYyN1oXDTQWMTAWOTIWNTYyN1owPTELMAkKGAL1UE
BhMCVVMxCzAJBgNVBAgMAKNBMREwWDWYDVQQOHDAhRTYW4gSm9zZTEOMAWGALUECgWE
021zY28wggEiMAOGCSQGSIb3DQEBAQUAALIBDWAWGGEKACOIBAQDEX7qZ2EdogzU4
EWONSPB3EjYOnS1FLOw/iLKSXfIiQJD0Qhawl6£fDnnYZj6vzWEaOls8cangHCXQ1
gUyxFOdGDXabneQFTqLowSA6UCSQA+eenN2PIpMO]j fdFpaPiHu3mmcTI1xP39Ti3
/y548NNORSepApBNkZ1rJSB6CU9AIFMZgrZXFgDKBGSUOf/CPnvIDZeLcun+zpUu
CxJLA76Et4buPMysuRgMGHIX8CYw8Mt jmuCuCTHXNN31ghhgpFxfriW/69pykjU3R
YOrwlSUkvYQhte fHUTHBmgym7MFoBEchwr1C5YTduDzmOvtkhsmpogRe3BiIBx45
AnzdtdilAgMBAAGjUzBRMBOGA1UADgQWBBSh3IgRrm+mtB5GNsoLXFb3bAVg5TAL
BgNVHSMEGDAWGBSh3IgRrm+mtB5GNsoLXFb3bAVg5TAPBgNVHRMBAf8EBTADAQH/
MAOGCSgGSIb3DQEBCWUAA4IBAQAZAFpc61RKZBGJIQ/ 7To0K1FNCcTX/YXkneXDk72 17
8WORSO0Khxgke97d2Cwl5P5reX027kvXsnsz/VZn7JIYGUVGS1xT1cCb6x6wNBr4Qr
t9gDBu+LykwgNOFe4dVCAv6e4cMXNbH2wHBVS /NSOWnM2FGZ10VppjEGFM60M+N 62
8nd/rWslfWFbn7T7xHH+N10Ffc+8g8h370pyCnb0ILj+adrnyus8xXJPQb05DfJe
ahPNfdEsXKDOWkrSDtmKwtWDgdtjSQC4xioKHoshnNgWBJbovP1MQ64UrajBycwV
z9snWBm6p9SdTsVI2YwF1tRGUgqpcI901lsBgH7FUVULhmHDWE

END OF INPUT

Fingerprint (s): SHAl
Fingerprint=0A:61:F8:40:A0:1A:C7:AF:F2:F7:D9:C7:12:AE:29:15:52:9D:D2:AE

Do you accept this certificate? [yes/no]:yes

switch (config) #

NOTE: Use the CA Certificate from the .pem file content.
switch# show crypto ca certificates

Trustpoint: my client trustpoint
CA certificate 0:
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subject=C = US, ST = CA, L = San Jose, O = Cisco

issuer=C = US, ST = CA, L = San Jose, O = Cisco

serial=B7E30B8F4168FB87

notBefore=Oct 1 17:29:47 2020 GMT

notAfter=Sep 26 17:29:47 2040 GMT

SHAl Fingerprint=E4:91:4E:D4:41:D2:7D:C0O:5A:E8:F7:2D:32:81:B3:37:94:68:89:10
purposes: sslserver sslclient

gRPC ~D kTR b7RA > ~DREES T

TIAT v M — MZH LWVEEREZ EFICER LIZSGEIC, ALy TFETRIAMKRA U b
% gRPC ([ZBAfH T 2 H il 2RISR LET,

)

GE) 27747 v MBI O — FEZE MR E7ITHIRT 2 &, gRPCT o ANHEE L ET,

# switch(config)# feature grpc

switch (config) # grpc client root certificate my client trustpoint
switch (config)# show run grpc

!Command: show running-config grpc
'Running configuration last done at: Wed Dec 16 20:18:35 2020
!Time: Wed Dec 16 20:18:40 2020

version 10.1(1) Bios:version N/A
feature grpc

grpc gnmi max-concurrent-calls 14

grpc use-vrf default

grpc certificate my trustpoint

grpc client root certificate my client trustpoint
grpc port 50003

EEELOEES 0 [OF - Hi:

AA v FDgRPCIZ KT A MRA v N IEFICEEMN T ONEAE O, GEHEOREM A2 MEET
LD I RITR L ET,

switch# show grpc gnmi service statistics

Vrf : management
Server address : [::]1:50003

Cert notBefore : Mar 13 19:05:24 2020 GMT
Cert notAfter : Nov 20 19:05:24 2033 GMT
Client Root Cert notBefore : Oct 1 17:29:47 2020 GMT
Client Root Cert notAfter : Sep 26 17:29:47 2040 GMT

Max concurrent calls : 14
Listen calls : 1
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Active calls : 0

Number of created calls : 1
Number of bad calls : 0

Subscription stream/once/poll : 0/0/0

Max gNMI::Get concurrent : 5
Max grpc message size : 8388608
gNMI Synchronous calls : 0

gNMI Synchronous errors : 0
gNMI Adapter errors : O

gNMI Dtx errors : O

EEDOINMIV SAT U bDI 547 2 MEAESREE =
e/ L =B D HERR

7747 MAEAER, BEX— (pkey) & CA Fx=— (cchain) ZfiH L TERZITVE
T, BETIE, A= REIA T3 T,

Performing GetRequest, encoding = JSON to 172.19.199.xxx with the following gNMI Path
[elem {
name: "System"

}

elem {
name: "bgp-items"

}

]

The GetResponse is below

notification {
timestamp: 1608071208072199559
update {
path {
elem {
name: "System"
}
elem {
name: "bgp-items"
}
}
val {
json val:

}

wn

}

gRPC 156 T A MAA & FERZHIRT 21203 (o 2~ K) | ROa~» FE L%
ﬁ‘o

[no] grpc client root certificate <my client trustpoints>
switch (config) # no grpc client root certificate my client trustpoint

av NI gRPCT—V = O RTAMRA L FBRRIZTZHIBRLE S, T A MRA
b CAGEHIEITHIBR SN EH A, AA v TF LD gRPC Y —N—~DJ T A4 7T > NEEGRRE S
BT 28I SN ETAN, 22— =4 L XA T— NIZ L2 AT EE L E 7,
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GE) 79472 FOGFEHENFRE CAICE > TEL SN TWDEN, EEOBENLA v R—F&h
Te—h CAICE o THEEA SILTOWRWES, gipe 7 747 M, =—H%— Hfi CA
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Z AT~ k@ 121 https://github.com/influxdata/telegraf/tree/master/plugins/inputs/cisco_telemetry
gnmi [ZH Y £77,

gNMIO 7 ho T4 B9

GNMI Tid, SETRPCIIAA v T DEELZZHE LE9, UPDATE, REPLACE, DELETE 78 & (D SET
BUROGE, gNMUERHET 2T Ao 7o a 72 LET, i, ZELETO
FRE, A o TICHEA SN RKEHRETEOBEREGENE T,

THhU T 47 a %, showaccountinglog =< RZEHA L CERTEET,
ROERDFI 2B 2 £,
KD gNMI 7R 2 ZA#i ] LT, SetRequest, encoding = JSON % localhost (ZFfT L £9°,

<K<K set delete >>>>>>>

[

<< set _replace >>>>>>>

(1 1l

<< set _update >>>>>>>

[elem {
name: "System"
}
elem {
name: "tm-items"
}
elem {
name: "certificate-items"
}
] [json_val: "{\"hostname\": \"test\", \"trustpoint\": \"foo\"}"
]
The SetRequest response is below
response {
path {
elem {
name: "System"
}
elem {
name: "tm-items"
}
elem {
name: "certificate-items"

}
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}
op: UPDATE

}
timestamp: 1656512303065384369
THOT 4 asiliE WOBEARGERET,

« Ay FITHM S NDER -

IEH BT

aLTFHFA R tyyvariID ta—P—

F_—vg v 3=y bk

F AT & T A

ConfigMO MO ¥V U —DF % 2 FFE, KK 3,000 3L
%,

AT — KA DRIVEN: e

il

Wed Jun 29 14:18:23

2022 :type=update:1d=1430425712:user=admin:cmd= (COMMIT) ,database=[candidate],
configMo=[<topSystem childAction="" dn="sys" status="created,modified"><telemetryEntity
childAction="" rn="tm" status="created,modified"><telemetryCertificate childAction=""
hostname="test" rn="certificate" status="created,modified"
trustpoint="foo"/></telemetryEntity></topSystem>] (SUCCESS)

Wed Jun 29 14:18:23
2022 :type=update:1d=1430425712:user=admin:cmd= (COMMIT:CANDIDATE-TO-RUNNING) ,
database=[running] (SUCCESS)

« A5 L2 OB

IHH

58

aTHRRX B

oyl arID Ea—F—

FRL— g v

gNMI:SET:UPDATE,gNMI:SET:REPLACE,
OgNMI:SET:DELETE,
COMMIT:CANDIDATE-TO-RUNNING

%1270 IP (Source IP)

egNMI 7 Z A7 > b IP

INA TXAN T A=~ hD gNMI /XA
N E—F T HLo 72 JSON 23k, K 3,000 355
AT —H A 1/

i

Wed Jun 29 14:18:23

2022 :type=update:1d=1430425712:user=admin:cmd= (GNMI:SET:UPDATE) , sourcelp=[192.168.1.2],
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path=[/System/tm-items/certificate-items],payload=[{"hostname":"test", "trustpoint":"foo"}]
(SUCCESS)

KL BEROGE, ROV T ) FIZ ko TR, 2=V —lIliFor 7 2R & WnigE

NH FEI,
o MELH 7R TR
MNP RIL, HEROEF R LICHESE SRS =D, tOEROAR v Z I nEd,
i

Wed Jun 29 14:18:23

2022 :type=update:1d=1430425712:user=admin:cmd= (GNMI:SET:UPDATE),
sourceIp=[192.168.1.2],path=[/System/tm-items/certificate-
items],payload=[{"hostname":"test", "trustpoint":"foo"}] (FAILED)

S FE I EREMHIBRIZ K B ERORE -
ZOEE. ERUAERGITE St BEROM e Jic@isInEz 7,
15

Wed Jun 29 20:52:15
2022:type=update:1d=1429663200:user=admin:cmd=(COMMIT) ,database=[candidate],

configMo=[<topSystem childAction="" dn="sys"
status="created,modified"><telemetryEntity childAction="" rn="tm"
status="created,modified"><telemetryCertificate childAction="" filename="foo"

hostname="test" rn="certificate" status="created,modified, replaced"”
trustpoint="foo"/></telemetryEntity></topSystem>] (FAILED)

Wed Jun 29 20:52:15

2022 :type=update:1d=1429663200:user=admin:cmd= (GNMI:SET:REPLACE)
sourceIp=[192.168.1.2],path=[/System/tm-items/certificate-items]
payload=[{"hostname":"test","trustpoint":"foo","filename":"foo"}

FROaI v MIERKRLELE
R OBATE TEOEROW 73, KL= Iy bEEBITIELLFEERINET,
i

Wed Jun 29 14:18:23
2022:type=update:1d=1430425712:user=admin:cmd

’

] (FAILED)

(COMMIT) ,database=[candidate], configMo=[<topSystem childAction="" dn="sys"
status="created,modified"><telemetryEntity childAction="" rn="tm"
status="created,modified"><telemetryCertificate childAction="" hostname="test"

rn="certificate" status="created,modified"
trustpoint="foo"/></telemetryEntity></topSystem>] (SUCCESS)

Wed Jun 29 14:18:23

2022 :type=update:1d=1430425712:user=admin:cmd= (GNMI:SET:UPDATE),
sourceIp=[192.168.1.2],path=[/System/tm-items/certificate-items],
payload=[{"hostname":"test", "trustpoint":"foo"}] (SUCCESS)

Wed Jun 29 20:34:06
2022:type=update:1d=1429665744 :user=admin:cmd= (COMMIT: CANDIDATE-TO-RUNNING) ,
database=[running] (FAILED)
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gnmi-console --host >iip> --port 50051 -u <user> -p <pass> --tls --
operation=Subscribe --rpc /root/gnmi-console/testing bl/once/61 subscribe bgp dme gpb.json

[Subscribe] -—-—-—=-==-===-———————————————————
### Reading from file ' /root/gnmi-console/testing bl/once/61 subscribe bgp dme gpb.Jjson
Al

Wed Jun 26 11:49:17 2019

### Generating request : 1 ——————————-
### Comment : ONCE request

### Delay : 2 sec(s)

### Delay : 2 sec(s) DONE

subscribe {
subscription {
path {

origin: "DME"
elem {

name: "sys"

}

elem {

name: "bgp"

}

}

mode: SAMPLE

}

mode: ONCE

use_models {

name: "DME"

organization: "Cisco Systems, Inc.
version: "1.0.0"

}

encoding: PROTO

}

Wed Jun 26 11:49:19 2019

Received response 1 ———=———-—--——-——-—————
update {

timestamp: 1561574967761

prefix {

elem {
name:
}

elem {
name: "bgp"

}

}

update {

path {

elem {

}

elem {

name: "version str"
}

}

val |

string val: "1.0.0"
}

}

update {

path {

elem {

"

" "

sys
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}

elem {

name: "node id str"
}

}

val {

string val: "n9%k-tm2"
}

}

update {

path {

elem {

}

elem {

name: "encoding path"
}

}

val {

string val: "sys/bgp"
}

}

update {
path {
elem {

}

elem {
/Received
Wed Jun 26 11:49:19 2019
Received response 2

sync_response: true
/Received --------------------------——
(_gnmi) [root@tm-ucs-1 gnmi-console]#

GNMI T XU T3 onfl
5
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— -~

-PROTOZ>a—F41 >

GNMI 7 A7 I 7L 3 L 73 A : openconfig-platform:components/component/state/ temperature/instant

[Subscribe] -------—------——————————————
{'SubscribeRequest': [{' comment':
' delay': 2,
'subscribe':

'components'},
'component'},
'state'},
'temperature'},

'instant'}],

[l oNMI-gRPC R FD—H BEEA LA —T MR

'SAMPLE STREAM request ',

{'allow aggregation': False,

'encoding': 'PROTO',

'mode': 'STREAM',

'subscription': [{'mode': 'SAMPLE',

'path': {'elem': [{'name':
{'"name"':
{'"name"':
{'"name"':
{'"name"':
'origin': 'openconfig'},

'sample_interval': 10000000000}7,
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Tue Jun 27 15:53:28 2023
### Generating request
SAMPLE STREAM request

### Comment
### Delay
### Delay
subscribe {

subscription

path {

origin:

elem {

name:

}

elem {

name:

}

elem {

name:

}

elem {

name:

}

elem {

name:

}

mode: SAMPLE
sample interval: 10000000000

}

use_models {
name: "openconfig-platform"

organization: "OpenConfig working group"

version:

}

encoding: PROTO

Tue Jun 27 15:53:33 2023
Received response 1

update {
timestamp:
prefix {

origin: "openconfig"

elem {

name: "components"

}
update {
path {
elem {

name:
key {
key:
value:

}

elem {

name:

"openconfig"

"components"

"component"

"temperature"

1687906413767860352

"component"

GNMIH T4 YT avnplPROTOT>a—F 125 [

'use_models': [{'_comment': 'lst module',
'name': 'openconfig-platform',
'organization': 'OpenConfig '
'working '
'group',
'version': '0.8.1"}1}}1}

gNMI-gRPC v kD—4 EEA > 4—Tz142 |



gNMI-gRPC v kD —H EBEA 242 —Tx( R |
B voinx o eree T o e

}

elem {
name: "temperature"
}
elem {
name: "instant"
}
}
val {

double val: 61.0
}
}

NGINX 0O GRPC 7' O & S #5E

gNMI 35 KOV gNOI ZRiX, AA v FTEITSNTWND gRPC =—V = MI Lo TRE I
£9, NGINXIZ. NX-API#—EZ~DT 7 ¥ A ZMHEND HITP —_"—T4, JJ—2
10.3(3) LABE, NGINX /& gNMI B LU gNOL HRZZ(E L, £ H% GRPC =— ¥ = & MIHA
ETHZET, GRPC7RF U ELTHEIETELLIIIRSTVET, ZHUL, ROXL 7%
A=A = A THRIALBLET,

cGRPCAR— N7 oy 7 ENTWVWEEE : GRPCZ— = > MIAR— b 50051 TV v R
LET, ZOR—=F"NT77 AT UF— ML~ TTay 7 ENTWHWBEHEE, GRPCY 74
72 MITHTTPS AR— bk 443 2/ L C gRPC V' —E R T 7 B A T& £7°,

* VRF %" — b Di#fl : BIfE, GRPC Y —E R |{ZIZT 74/ s VRF L EH VRF 2/ LTD
HT 7 EBEATEET, NGINX 71X, LED VRF ~O7 7 A ZETE £4,

Configuration Needed

Now a GRPC client can connect to the GRPC agent directly, or connect to the NGINX server, which proxy
the GRPC requests to the GRPC agent.

GRPC Services Through NGINX

All server and client authentication will be handled by NGINX. Just enable GRPC and configure NGINX
server certificate and/or client certificates.

* Server certificate authentication: configure the NXAPI server certificate. See Using NX-API CLI
for details.

feature grpc

feature nxapi

nxapi certificate httpscrt certfile bootflash:nxapi.crt

nxapi certificate httpskey keyfile bootflash:nxapi.key password ciscol23

nxapi certificate enable

* Client certificate authentication: configure the NXAPI server and client certificates. See Using
NX-API CLI for details.
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feature grpc

feature nxapi

nxapi certificate httpscrt certfile bootflash:nxapi.crt

nxapi certificate httpskey keyfile bootflash:nxapi.key password ciscol23
nxapi certificate enable

crypto ca trustpoint grpcClientCA

crypto ca authenticate grpcClientCA
nxapi client certificate authentication

GRPC Services Directly to The GRPC Agent

All server and client authentication will be handled by the GRPC agent. The regular GRPC server and
client certificate configurations apply in this case.

T AE

HEEE(ZDUNT

Capabilities RPC |%, gNMI % —E 2DHEEED U A F &K L £9, RPC ERIZKIT DI0E A v
T—NiE, gNMIYV—BERADNR—T gy N—Ug UEFHINET—% ET7 /0, BLOY—
N—THR—FINTWNWAT—F =oa—F 4 I NEGEENET,

Guidelines and Limitations for Capabilities
Following are the guidelines and limitations for Capabilities:
* Beginning with Cisco NX-OS Release 9.3(3), Capabilities supports the OpenConfig model.
* For information about supported platforms, see Nexus Switch Platform Matrix.
* The gNMI feature supports Subscribe and Capability as options of the gNMI service.

* The feature supports JSON and gnmi.proto encoding. The feature does not support protobuf.any
encoding.

» Each gNMI message has a maximum size of 12 MB. If the amount of collected data exceeds the
12-MB maximum, the collected data is dropped.

You can avoid this situation by creating more focused subscriptions that handle smaller, more granular
data-collection sets. So, instead of subscribing to one higher-level path, create multiple subscriptions
for different, lower-level parts of the path.

* All paths within the same subscription request must have the same sample interval. If the same path
requires different sample intervals, create multiple subscriptions.

* The feature does not support a path prefix in the Subscription request, but the Subscription can contain
an empty prefix field.

* The feature supports Cisco DME and Device YANG data models.
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* The gRPC process that supports gNMI uses the HIGH PRIO cgroup, which limits the CPU usage
to 75% of CPU and memory to 1.5 GB.

* The show grpc gnmi command has the following considerations:
* The commands are not XMLized in this release.
* The gRPC agent retains gNMI calls for a maximum of 1 hour after the call has ended.

« [f the total number of calls exceeds 2000, the gRPC agent purges ended calls based an internal
cleanup routine.

The gRPC server runs in the management VRF. As a result, the gRPC process communicates only in this
VREF forcing the management interface to support all gRPC calls.

gRPC functionality now includes the default VRF for a total of 2 gRPC servers on each Cisco Nexus 9000
switch. You can run one gRPC server in each VRF, or run only one gRPC server in the management VRF.
Supporting a gRPC in the default VRF adds flexibility to offload processing gRPC calls from the
management VRF, where significant traffic load might not be desirable.

If two gRPC servers are configured, be aware of the following:

* VRF boundaries are strictly enforced, so each gRPC server processes requests independent of the
other, and requests do not cross between VRFs.

* The two servers are not HA or fault tolerant. One gRPC server does not back up the other, and there
is no switchover or switchback between them.

* Any limits for the gRPC server are per VRF.

WD 547 2 FH DA

ZOHITIX, TXT? OpenConfig ET /L RPM N AA v FNZA VA R— /LS THET,
W, WReD 7 747 > MO Z R L £,

hostname user$ ./gnmi cli -a 172.19.193.166:50051 -ca _crt ./grpc.pem -insecure

-capabilities
supported models: <
name: "Cisco-NX-0OS-device"

organization: "Cisco Systems, Inc."

version: "2019-11-13"

>

supported models: <
name: "openconfig-acl"
organization: "OpenConfig working group"
version: "1.0.0"

>

supported models: <
name: "openconfig-bgp-policy"
organization: "OpenConfig working group"
version: "4.0.1"

>

supported models: <
name: "openconfig-interfaces"
organization: "OpenConfig working group"
version: "2.0.0"

>

supported models: <
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name: "openconfig-if-aggregate"
organization: "OpenConfig working group"
version: "2.0.0"

>

supported models: <
name: "openconfig-if-ethernet"
organization: "OpenConfig working group"
version: "2.0.0"

>

supported models: <
name: "openconfig-if-ip"
organization: "OpenConfig working group"
version: "2.3.0"

>

supported models: <
name: "openconfig-if-ip-ext"
organization: "OpenConfig working group"
version: "2.3.0"

>

supported models: <
name: "openconfig-lacp"
organization: "OpenConfig working group"
version: "1.0.2"

>

supported models: <
name: "openconfig-1lldp"
organization: "OpenConfig working group"
version: "0.2.1"

>

supported models: <
name: "openconfig-network-instance"
organization: "OpenConfig working group"
version: "0.11.1"

>

supported models: <
name: "openconfig-network-instance-policy
organization: "OpenConfig working group"
version: "0.1.1"

>

supported models: <
name: "openconfig-ospf-policy"
organization: "OpenConfig working group"
version: "0.1.1"

>

supported models: <
name: "openconfig-platform"
organization: "OpenConfig working group"
version: "0.12.2"

>

supported models: <
name: "openconfig-platform-cpu"
organization: "OpenConfig working group"
version: "0.1.1"

>

supported models: <
name: "openconfig-platform-fan"
organization: "OpenConfig working group"
version: "0.1.1"

>

supported models: <
name: "openconfig-platform-linecard"
organization: "OpenConfig working group"
version: "0.1.1"
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supported models: <
name: "openconfig-platform-port"
organization: "OpenConfig working group"
version: "0.3.2"

>

supported models: <
name: "openconfig-platform-psu"
organization: "OpenConfig working group"
version: "0.2.1"

>

supported models: <
name: "openconfig-platform-transceiver"
organization: "OpenConfig working group"
version: "0.7.0"

>

supported models: <
name: "openconfig-relay-agent"
organization: "OpenConfig working group"
version: "0.1.0"

>

supported models: <
name: "openconfig-routing-policy"
organization: "OpenConfig working group"
version: "2.0.1"

>

supported models: <
name: "openconfig-spanning-tree"
organization: "OpenConfig working group"
version: "0.2.0"

>

supported models: <
name: "openconfig-system"
organization: "OpenConfig working group"
version: "0.3.0"

>

supported models: <
name: "openconfig-telemetry"
organization: "OpenConfig working group"
version: "0.5.1"

>

supported models: <
name: "openconfig-vlan"
organization: "OpenConfig working group"
version: "3.0.2"

>

supported models: <
name: "DME"
organization: "Cisco Systems, Inc."

>

supported models: <
name: "Cisco-NX-0S-Syslog-oper"
organization: "Cisco Systems, Inc."
version: "2019-08-15"

>

supported encodings: JSON

supported encodings: PROTO

gNMI_version: "0.8.0"

hostname user$
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Get [ZTDULVT

GetRPCOHMIX, 7 TF7A T BT NRA ANLT =X V) —DRAF v Fay hERGTE
HEFTHETT, 1 DOERTHED S AZERTEXET, gNMI SABRIHES T,
XPATH Offi G TH D gNMI AF¥—~ /SR = a—F 4 RPN RER S ET,

Get BAEDFERIZ DWW TIX, gNMI OfEERTH D gRPC Xy NV —VEFHA L F—T = A A
(gNMID) @ DIREEIFHRO AT v 7o ay MG 7 a 2R LU TIZE0,

Get ICRAT S EEFIE L FIREIE
WIZ, Get BEL O Set ICFHT 2 EFHLEHIRFHEZ R LET,
+ GetRequest.encoding {% JSON DA% ¥R — F LET,

* GetRequest.type D354, DataType CONFIG & STATE D47 YANG CHE 2O FHBIBER & =X
ZF;H E£9, OPERATIONAL [V AR — SN THEHA,

« 1 DOERIT OpenConfig (OC) YANG /XA & T /31 XA YANG /NAD 505 2 LIk
TEFEH A, FRIZIE, OCYANG /RAFE721ET /341 X YANG /R ADH %G 5 BN B
DEd, MFEE0HZ LT TEEEA,

s b=k (1] :FRTOETNADOTT) O GetRequest [ LFF A SN TWVEF A,

« gNMIGet (TT_XTHF 7 4/ MEZIKE L ET (RFC 6243 [4] D report-all E— F &2 5 H)
* Subscribe 1. E T/ Cisco-NX-0S-syslog-oper & AR— k LET,

» Get [$E T /L cisco-NX-0S-syslog-oper & WA — F L TWEH A,

* openconfig-procmon 7 — X ZHfFT H7, /=Y &/ R /system/processes £72IE
/systemZEETEET, /3R /systemlE, 1030V V—RAXVFOY YV —RATET—
2 x2S LER A,

cROA TV a HEBIZYR— IR TWERA,
e NRADT VT 4T A

c NZANDT AN RI— R

« 1 D® GetRequest [ZIXIH K 10 DRXAEEDHDHZ LN TEET,

* GetResponse TIRSALHET 4 —/V KDY A XN 12MB 2R 556, VAT AE=T7—
AT —H A grpc: :RESOURCE_EXHAUSTED &K L £,
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K gRPC ZfE/Ny 7 79 A XL 8MBICHRESHTWVET,

KBULI2AERR DS A A > FICHEH STV D & EI2 Get BEAZ FEITT H L, gRPC 7R
DERFRERT X CTOAEY ZWHET LR 7, AT UHERERBET D
&L RO syslog MAERR I ILET,

MTX-API: The memory usage is reaching the max memory resource limit (3072) MB
Z DS EERNERE L TRAET D & RO syslog BAERKIIVET,
The process has become unstable and the feature should be restarted.

Z DT gRPC HEREZ FHEEE) L C, gNMI R T U7 v a VOB O TT 5 2
EEBEIOLET,

Get DERHRIRFE v v g v ORKEIL, Bk STV AR KEIRFFEORH LD 75% T, 72
EZ20E, MTX [RIEFFEONM LA 16 12 STV DA, Get DEFHRIEFE Y v 3 v D
KEAL 1212720 £9,

Get & Set DFEIFFE v o a OFFHEIL, BUEMRK STV 5 gNMI D[RR K5 1
ZHIWEbOTY, 72l X, gnmi OFIFFFEON LAY 16 ICHR S LTV 555, Get s
L Set OAFFEIFE v v a v OBRREIL 1512780 £9,

=L

axX ;&

Set [ZDL\T

Set RPC 1E, 7 /\A ADWM AL LT D7D FA T v M loTERENET, 7/5( R
T2 A TE DBREITHIBR, B BT, IEEETT TYThivE T, B—0 Set ZRD
TRTOBIEIZ N o7 vave L TlibhvET, 2E0, T XTORENEKI Lo T
BalE, T AR ORIEIZr — ANy 7 ZivET, Set BfElX, SetRequest THE X7z
NEFCHEMA SNET, "ABEREHRESNTWDLHEG, AVgs EEXTLHILIIholcb L
Th, EEPEASNET, 7T —FORKREIZ. FT V7 v a v ORMEMEIC L > TESBL
SN FET, SetRequest:delete, replace, update 7 « —/L K CHE S 727X T DAL CONFIG
T—HNRATHY, 7747 ML TEZIARMETH L EEESNTOET,

Set HEDFEAMIZ SV TIE, gNMI LR,
https://github.com/openconfig/reference/blob/ 1 cf43d2 146f9ba70abb7f041bb0fbeaaS04cef0S/ipe/gnmi/gnmi-specification.md
@ [Modifying State] OtE7 v a 2L TS0,

Set [CRAT HFEFIELHIREIR

WIT, Set (ICPHT HEEFHLGIRFHAZ R LET,
» SetRequest.encoding |% JSON DA% 7R — k LE 7,
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« 1 DOHRIZ OpenConfig (OC) YANG /3R & T /34 A2 YANG RADW T H#EH5H T LIk
TEEHA, ERITIE., OCYANG RRAETITT /31 A YANG /RADIHZ G0 D BN B
DET, MFTEEGEDDLZLITTEEEA,

« Subscribe IX. T /L cisco-NX-0S-syslog-oper & VAR — K~ LET,
cROAT v a YHBFY AR - PSR THEREA,

e NADT VT 4T A

« R2ADTA YT R

c NZANDT AN RI— R

+ 1 D® SetRequest IZIFHK 20 DXRAEEDDH I LN TEXET,
« kK gRPC ZENy 7 7 9 A RIL8MB IR EINET,

« Get & Set DEIKFE > 2 g VOGFHIL, BUEMBK STV D gNMI O EIRFHRKEN S 1
ZolWieb T, T2k xR, gNMIfDHH%%UtH LB 16 IZRESNTWAEE, Get B
L O Set DAF R v v a U ORKREIZ 151270 7,

« Set::Delete RPC T, #{ERROMBERNKET T HAEEMENH LA, MTX 27 A vt —
VNSNS E T,

Configuration size for this namespace exceeds operational limit. Feature may
become unstable and require restart.

Guidelines and Limitations for Subscribe

Following are the guidelines and limitations for Subscribe:

« If you configure a routing-policy prefix-list using the CLI and request gNMI Subscription for the
routing-policy OpenConfig model, it is not supported. For example, when you attempt to subscribe
an OpenConfig routing policy with a preexisting CLI configuration like the following, it returns
empty values due to the current implementation of the OpenConfig model.
ip prefix-list bgp v4 drop seq 5 deny 125.2.0.0/16 le 32
ipv6 prefix-list bgp v6 drop seq 5 deny cafe:125:2::/48 le 128
Using the example paths,
openconfig-routing-policy:/routing-policy/defined-sets/prefix-sets/prefix-set [name=bgp v4 drop]/config
openconfig-routing-policy:/routing-policy/defined-sets/prefix-sets/prefix-set [name=bgp v6 drop]/config

* Beginning with Cisco NX-OS Release 9.3(3), Subscribe supports the OpenConfig model.

* For information about supported platforms, see the Nexus Switch Platform Matrix.

» The gNMI feature supports Subscribe and Capability RPCs.
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* The feature supports JSON and gnmi.proto encoding. The feature does not support protobuf.any
encoding.

» Each gNMI message has a maximum size of 12 MB. If the amount of collected data exceeds the 12
MB maximum, the collected data is dropped.

You can avoid this situation by creating more focused subscriptions that handle smaller, more granular
data-collection sets. So, instead of subscribing to one higher-level path, create multiple subscriptions
for different, lower-level parts of the path.

* All paths within the same subscription request must have the same sample interval. If the same path
requires different sample intervals, create multiple subscriptions.

* The feature does not support a path prefix in the Subscription request, but the Subscription can contain
an empty prefix field.

* The feature supports Cisco DME and Device YANG data models.

* The gRPC process that supports gNMI uses the HIGH_PRIO cgroup, which limits the CPU usage
to 75% of CPU and memory to 1.5 GB.

* The show grpc gnmi command has the following considerations:
* The commands are not XMLized in this release.
* The gRPC agent retains gNMI calls for a maximum of 1 hour after the call has ended.

« If the total number of calls exceeds 2000, the gRPC agent purges ended calls based an internal
cleanup routine.

The gRPC server runs in the management VRF. As a result, the gRPC process communicates only in this
VRF forcing the management interface to support all gRPC calls.

gRPC functionality now includes the default VRF for a total of 2 gRPC servers on each Cisco Nexus 9000
switch. You can run one gRPC server in each VRF, or run only one gRPC server in the management VRF.
Supporting a gRPC in the default VRF adds flexibility to offload processing gRPC calls from the
management VRF, where significant traffic load might not be desirable.

If two gRPC servers are configured, be aware of the following:

* VRF boundaries are strictly enforced, so each gRPC server processes requests independent of the
other, and requests do not cross between VRFs.

* The two servers are not HA or fault tolerant. One gRPC server does not back up the other, and there
is no switchover or switchback between them.

* Any limits for the gRPC server are per VRF.

gNMI R4 O— K

eNMI (X, FFEDSA B — FEREZHEH L TROBDIZH T AT T4 T LET
*DME A U —A

* YANG A s U — LA
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YT AT T4 TEEIL, ROF— R THAR—FENTWET
*ONCE : 54 % 1 [BY TR IFATLTEZEL, By arzHUET,

ePOLL: $ 7R F7A4T7 LTy yarZlWrEEFlcLET, 77472 MIT—FN
B AT ONIAR—Y U TEREZEE L ET,

« STREAM : B EDHEE T —H 2 YT A7 7347 L, ZIELET, M o— I/ BH
AL CEZ ST ANLET, 1 F=1000000000 F/ FbC9,

*ON CHANGE : H 7 AV 547 L CA} vy T vay haZELET, YU —CpnER
SNTZHEILOBRT —H EZELET,

* TARGET DEFINED : fE CX 2% 7 227 V7 v a Ol Z A T ERELET,
BEE—F :

« HE— FITIE, WEY 7 LN 7 D 2 DOREVBLE T,

* ONCE : SAMPLE, ONCE

* POLL : SAMPLE, POLL

* STREAM : SAMPLE, STREAM

* ON_CHANGE : ON_CHANGE. STREAM

* TARGET DEFINED : TARGET DEFINED, STREAM
Origin

* DME : DME ET VA~V T A7 547

s device : YANG ET N~DYVT A7 F 47

« openconfig : Openconfig €T /L ~DHVT A7 F 47
AT

* DME=DME €TV ~DY T AT T A7

* Cisco-NX-0S-device = YANG ET IV ~DY T A7 T A 7
Tra—F vy

«JSON = 2 kU — AL JSON JECTIkE S E T

« PROTO = A k U — A3 protobuf.any T E SN E T,

DME X ~!) —L® gNMI R4 O— D4l

)

GE) 7947 FZEITMBDOANERDRH Y £7,
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"SubscribeRequest":
[
{
" _comment" : "ONCE request",
" delay" : 2,
"subscribe":
{
"subscription":
[
{
" comment" : "lst subscription path",
"Eath":
{
"origin": "DME",
"elem":
[
{
"name": "sys"
}I
{
"name": "bgp"
}
]
}I
"mode": "SAMPLE"
}
]I
"mode": "ONCE",

"allow_aggregation” : false,
"use _models":
[

{

" _comment" : "lst module",

"name": "DME",
"organization": "Cisco Systems, Inc.",
"version": "1.0.0"

] 4
"encoding": "JSON"

gNMI X« B — K YANG R k1) — LD

"SubscribeRequest":
[
{
" comment" : "ONCE request",
" delay" : 2,
"subscribe":
{
"subscription":

l

" comment" : "lst subscription path",
"path":
{

"origin": "device",

"elem":
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"name": "System"
}I
{

"name": "bgp-items"

"mode": "SAMPLE"

]I
"mode": "ONCE",
"allow_aggregation" : false,
"use _models":
[

{

" _comment" : "lst module",
"name": "Cisco-NX-0S-device",

"organization": "Cisco Systems, Inc.",
"version": "0.0.0"
}
] r
"encoding": "JSON"

Openconfig X O— F D4l
{

"SubscribeRequest":

l

" comment" : "STREAM request",
" delay" s 2,
"subscribe":

{

"subscription":

l

" comment" : "lst subscription path",

"path":
{
"origin": "openconfig",
"elem":
[
{
"name": "interfaces"
}
1
bo
"mode": "SAMPLE",

"sample interval": 10000000000

1,
"mode": "ONCE",
"allow_aggregation” : false,
"use models":
[

{

" comment" : "lst module",
"name": "openconfig-interfaces",
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"organization": "OpenConfig working group",
"version": "0.8.1"
}
] 4
"encoding": "JSON"

A k1)—Z= > 7% Syslog
gNMID X ~1')—= 2% Syslog [ZTDULVT

eNMI T 27 F 4 T71F, gNMI BT AT T A TERIHES ThEELT — 4% 7 vy v ad 52
LT, VAT ATAREZ > TWADNE Y TNAEA LTERTDH, Xy NI —V 2E=H—

TEHHLWHETT,
CiscoNX-0S U U —2 93(3) LA TiZ., gNMI V7 227 T4 THERED IR — PR BEMENEL
776

eNMI Y7 27 F A 7 YR — K OFEH
« Syslog-oper ET /LD A N —3 7

* stream_on_change

-

Z OHEEEIX. 8GB UL EM A U Z## L 7= Cisco Nexus 9000 > ) — X A A v FIZEA SN E
ﬁ‘o

A RY)—=227% Syslog ICEAT 5 FEEIE L FIREIE : gNMI
A MU —3X 7 Syslog \IZBA 21 EEHH L HIRFHEITRO LB Y TT,

o 572 syslog IV AR— R ENTWERHA, & Z2E, 74V Z2EREF T =) FKIFE2FFD
syslog T,

s RONATZFBYR—FSET

* Cisco-NX-0OS-Syslog-oper:syslog

* Cisco-NX-OS-Syslog-oper:syslog/messages
cIRDE— RITHAR—FINTWVEEA,

e ARNU—L BT

g

s BORIZIYANG £V 74—~y NTHIXLERH Y 7,
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syslog %1 71 7VANG 7L [}

T TV r—varEffATa2Eb, MEBEOT ) r—a b EERTHIEL TS
F9,

e XA uE—REar hr—I0 6% E S, gNMUTIGEZEELET,

e a—5 47 74—~ hIISON & PROTO T,

Syslog * 1 7« 7 YANG ET /L

YangModel 1= Z2H 0 £,

N\

GE) XA LY—2 74— RiL, clock format show-timezone syslog 73 A /] 72BN D AR E
SNET, 774NV R TIERESNTWRNZD, XA LY —2 74— RIEZETT,

PYANG Tree for Syslog Native Yang Model:
>>> pyang -f tree Cisco-NX-OS-infra-syslog-oper.yang
module: Cisco-NX-0OS-syslog-oper

+--ro syslog

+--ro messages

+--ro message* [message-id]

+--ro message-id int32

+--ro node-name? string

+--ro time-stamp? uinto64

+--ro time-of-day? string

+--ro time-zone? string

+--ro category? string

+--ro group? string

+--ro message-name? string

+--ro severity? System-message-severity
+--ro text? string

B ITRY S4 TERDH

RIZ, TR T4 THEROFZRLUET,
{

"SubscribeRequest":
[
{
" comment" : "STREAM request",
" _delay" : 2,
"subscribe":
{
"subscription":

[
{

" comment" : "lst subscription path",
"path":
{
"origin": "syslog-oper",
"elem":
[
{
"name": "syslog"
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"name":"messages"
}
]
}I
"mode": "ON_CHANGE"
}
]I
"mode": "ON_CHANGE",
"allow_aggregation" : false,
"use _models":
[
{
" _comment" : "lst module",
"name": "Cisco-NX-0S-Syslog-oper",
"organization": "Cisco Systems, Inc.",
"version": "0.0.0"

}
] 4
"encoding" :"JSON"

PROTO & 1 D45

Z UL PROTO /D% 7T,
FHEHHR AR

[Subscribe] ——=—==—==—=————————
### Reading from file ' /root/gnmi-console/testing bl/stream on change/OC_SYSLOG.json '
Sat Aug 24 14:38:06 2019

#4## Generating request : 1 —--—————-——-—-

### Comment : STREAM request

### Delay : 2 sec(s)

### Delay : 2 sec(s) DONE

subscribe {

subscription {

path {

origin: "syslog-oper"

elem {

name: "syslog"

elem {
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name: "messages"

mode: ON_CHANGE

}
use_models {
name: "Cisco-NX-0S-Syslog-oper"

"

organization: "Cisco Systems, Inc.

version: "0.0.0"
encoding: PROTO

Thu Nov 21 14:26:41 2019
Received response 3 ——-—-—-———————————————————
update {

timestamp: 1574375201665688000
prefix {

origin: "Syslog-oper"
elem {

name: "syslog"

}

elem {

name: "messages"

}

}

update {

path {

elem {

name: "message-id"

}

}

val {

uint_val: 529

}

}

update {

path {

elem {

name: "node-name"

}

}

val {

string val: "task-n9k-1"
}

}

update {

path {

elem {

name: "message-name"

}

}

val {
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string val: "VSHD SYSLOG CONFIG I"
}

}

update {

path {

elem {

name: "text"

}

}

val {

gNMI-gRPC v kD —H EBEA 242 —Tx( R |

string val: "Configured from vty by admin on console0O"

}

}

update {

path {

elem {

name: "group"

}

}

val {

string val: "VSHD"

}

}

update {

path {

elem {

name: "category"

}

}

val {

string val: "VSHD"

}

}

update {

path {

elem {

name: "time-of-day"

}

}

val {

string val: "Nov 21 2019 14:26:40"
}

}

update {

path {

elem {

name: "time-zone"

}

}

val {
string val:
}

}
update {
path {
elem {
name: "time-stamp"
}

}

val {

uint _val: 1574375200000
}

}

update {

wn
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path {

elem {

name: "severity
}

}

val {

uint _val: 5

}

}

}

"

/Received ----------------------o——————————————

JSON H A D5

Z AU JSON A1 o 5T,

[Subscribe] --—-=-==------—-————————— - ——
### Reading from file ' testing bl/stream on change/OC_SYSLOG.json '

Tue Nov 26 11:47:00 2019

### Generating request : 1 -—--——-—-—-—-

### Comment : STREAM request
### Delay : 2 sec(s)

### Delay : 2 sec(s) DONE
subscribe {

subscription {

path {

origin: "syslog-oper"

elem {

name: "syslog"

}

elem {

name: "messages"

}

}

mode: ON_CHANGE

}

use models {

name: "Cisco-NX-0S-Syslog-oper"
organization: "Cisco Systems, Inc."
version: "0.0.0"

}

}

Tue Nov 26 11:47:15 2019

Received response 5 —-——-—--—-------———-———————-—

update {

timestamp: 1574797636002053000
prefix {

}

update {

path {

origin: "Syslog-oper"

elem {

name: "syslog"

}

}

val |

json val: "[ { \"messages\" : [[

ason ho ]
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{\"message-1d\":657}, {\"node—name\" : \"task-n9%-1\", \"time-stamp\" :\"1574797635000\", \"time-of-day\": \"Nov

26 2019

11:47:15\", \"severity\":3, \"message-name\" : \"HDR I2IEN FRR\", \"category\":\"ARP\", \"group\" : \"ARP\", \"text\":\"arp

[30318]

Received packet with incorrect layer 2 address length

(8 bytes), Normal pkt

with S/D MAC: 003a.7d21.d55e ffff.ffff.ffff eff ifc mgmt0(9), log ifc mgmt0(9), phy ifc

mgmtO(9)\",\"time—zone\":\"\"} 11 1"
}
}
}

/Received

kS IOILa—TF425

™M FL—X OYDINE

1. tmtrace.bin -f gnmi-logs gnmi-events gnmi-errors following are available

2. Usage:

bash-4.3# tmtrace.bin -d gnmi-events |

}

}

}

[06/21/19 15:58:38.969 PDT f£8f 3133]

Cisco-NX-0S-device:System/cdp-items,

sub_id str: 2329, dc_start time: O,
[06/21/19 15:58:43.210 PDT £90 3133]
[Y] Data received for 2799743488: 49

{

"cdp-items" : {

"inst-items" : {

"if-items" : {

"If-1list" : [

{

"id" "mgmt0",

"ifstats-items" : {

"v2Sent" "74n,

"validv2Rcvd"

sub_id: 0,
length: 124,

nygn

[06/21/19 15:58:43.210 PDT £91 3133]
Cisco-NX-0S-device:System/cdp-items,
sub_id str: 2329, dc_start time: O,
[06/21/19 15:59:01.341 PDT £92 3133]
Cisco-NX-0OS-device:System/intf-items,
4091, sub id str: , dc_start time:
[06/21/19 15:59:03.933 PDT £93 3133]
Cisco-NX-0S-device:System/cdp-items,
4091, sub id str: , dc_start time:
[06/21/19 15:59:03.940 PDT £94 3133]
Cisco-NX-0S-device:System/lldp-items,
4091, sub id str: , dc_start time:
bash-4.3#

sub_id: 0,
length:
sub_id:

sub_id:

sub_id:
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1561157935518,
[3981658944] [tm transport internal.c:43] dn:

1561157940881,
[3981658944] [tm transport internal.c:43] dn:

1561157940912,

tail -30 Gives the last 30

[3981658944] [tm transport internal.c:43] dn:

sync_response:1l
[3621780288] [tm_ec yang data processor.c:93] TM EC:

[3981658944] [tm transport internal.c:43] dn:

sync_response:1l
[3981658944] [tm transport internal.c:43] dn:

length: 3063619, sync_response:0

length: 6756, sync_response:0

length: 8466, sync_response:l
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1. Modify the following file with below /opt/mtx/conf/mtxlogger.cfg

<config name="nxos-device-mgmt">
<container name="mgmtConf">
<container name="logging">
<leaf name="enabled" type="boolean" default="false">true</leaf>
<leaf name="allActive" type="boolean" default="false">true<
/leaf>
<container name="format">
<leaf name="content" type="string" default="S$DATETIMES
SCOMPONENTIDS S$STYPES: SMSGS$S">SDATETIMES $COMPONENTIDS STYPES
SSRCFILES @ S$SRCLINES SFCNINFOS:S$SMSGS</leaf>
<container name="componentID">
<leaf name="enabled" type="boolean" default="true"></leaf>
</container>
<container name="dateTime">
<leaf name="enabled" type="boolean" default="true"></leaf>
<leaf name="format" type="string" default="%$y%m%d.S$HIMSS"><
/leaf>
</container>
<container name="fcn">
<leaf name="enabled" type="boolean" default="true"></leaf>
<leaf name="format" type="string"
default="S$CLASSS$: :$FCNNAMES (SARGSS) @SLINES"></leaf>
</container>
</container>
<container name="facility">
<leaf name="info" type="boolean" default="true">true</leaf>
<leaf name="warning" type="boolean" default="true">true<
/leaf>
<leaf name="error" type="boolean" default="true">true</leaf>

Note: Beginning with Cisco NX-0OS Release 9.3(4), the following default configuration is
changed from
default true to false. To investigate an issue which requires the debug messages,
edit
the following configuration and toggle it to true.

<leaf name="debug" type="boolean" default="false">true<

/leaf>
</container>
<container name="dest">
<container name="console">
<leaf name="enabled" type="boolean" default="false">true<
/leaf>
</container>
<container name="file">
<leaf name="enabled" type="boolean" default="false">true<
/leaf>
<leaf name="name" type="string" default="mtx-internal.log"><
/leaf>

<leaf name="location" type="string" default="./mtxlogs">
/volatile</leaf>

<leaf name="mbytes-rollover" type="uint32" default="10"
>50</leaf>

<leaf name="hours-rollover" type="uint32" default="24"
>24</leaf>

<leaf name="startup-rollover" type="boolean" default="
false">true</leaf>

gNMI-gRPC v kD—4 EEA > 4—Tz142 |




gNMI-gRPC v kD —H EBEA 242 —Tx( R |
B vxmsmosonrs

<leaf name="max-rollover-files" type="uint32" default="10"

>10</leaf>
</container>
</container>
<list name="logitems" key="id">
<listitem>
<leaf name="id" type="string">*</leaf>
<leaf name="active" type="boolean" default="false"
>false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">MTX-EvtMgr</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">TM-ADPT</leaf>
<leaf name="active" type="boolean" default="true"
>false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">TM-ADPT-JSON</leaf>
<leaf name="active" type="boolean" default="true"
>false</leaf>
</listitem >
<listitem>
<leaf name="id" type="string">SYSTEM</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">LIBUTILS</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">MTX-API</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">Model-*</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">Model-Cisco-NX-0S-
device</leaf>
<leaf name="active" type="boolean" default="true"
>false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">Model-openconfig-bgp<
/leaf>
<leaf name="active" type="boolean" default="true"
>false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">INST-MTX-API</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>

<leaf name="id" type="string">INST-ADAPTER-NC</leaf>
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<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">INST-ADAPTER-RC</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">INST-ADAPTER-GRPC</leaf>
<leaf name="active" type="boolean" default="true"
>true</leaf>
</listitem>
</list>
</container>
</container>
</config>

2. Run "no feature grpc" / "feature grpc"
3. The /volatile directory houses the mtx-internal.log, the log rolls over time so be
sure to grab what you need before then.

bash-4.3# cd /volatile/

bash-4.3# cd /volatile -al

total 148

drwxrwxrwx 4 root root 340 Jun 21 15:47 .

drwxrwxr—-t 64 root network-admin 1600 Jun 21 14:45 ..
-rw-rw-rw- 1 root root 103412 Jun 21 16:14 grpc-internal-log

-rw-r—--r-- 1 root root 24 Jun 21 14:44 mtx-internal-19-06-21-14-46-21.1log
-rw-r—--r-- 1 root root 24 Jun 21 14:46 mtx-internal-19-06-21-14-46-46.1log
-rw-r--r-- 1 root root 175 Jun 21 15:11 mtx-internal-19-06-21-15-11-57.1log
-rw-r—--r-- 1 root root 175 Jun 21 15:12 mtx-internal-19-06-21-15-12-28.1log
-rw-r—--r-- 1 root root 175 Jun 21 15:13 mtx-internal-19-06-21-15-13-17.1log
-rw-r--r-- 1 root root 175 Jun 21 15:13 mtx-internal-19-06-21-15-13-42.1og
-rw-r--r-- 1 root root 24 Jun 21 15:13 mtx-internal-19-06-21-15-14-22.1log
-rw-r--r-- 1 root root 24 Jun 21 15:14 mtx-internal-19-06-21-15-19-05.1log
-rw-r—--r—-- 1 root root 24 Jun 21 15:19 mtx-internal-19-06-21-15-47-09.1log
-rw-r—--r—-- 1 root root 24 Jun 21 15:47 mtx-internal.log

-rw-rw-rw- 1 root root 355 Jun 21 14:44 netconf-internal-log

-rw-rw-rw- 1 root root 0 Jun 21 14:45 nginx logflag

drwxrwxrwx 3 root root 60 Jun 21 14:45 uwsgipy

drwxrwxrwx 2 root root 40 Jun 21 14:43 virtual-instance

bash-4.3%#.
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