SIILERDY) T RE

e Bash (22T (1 ~X—2)

c HEFHEEHKEHE (1~—)

c[JE N7 OFME B —)

eBash ~O7 7 &A (3X—2)

cHEREZ L — RN AL —Tart s (53—)

eBash =~ > RO (62—)

« BEHE RPM OEHL (7 =)

«DME OFY 2 —A MOV R—K (10 <2—)

o /X2 F RPM OEFEL (19 _X—3)

+ SDK F 7213 ISO THEI NV — K =T 1 T uv A0KEHZ2T—E 1AL 26 ~<—
V)

e XA T 47 Bash = /60T 7V r—3 g OKFBZRRE) (27 *—)

T ITAT T—= T T adbAZ N, T— T Ty a~D77ALORM (28
D)

e Kstack #/r LTzt — (30 %—3)

« XA T 47 Bash /L DT 7V r—a ) (30 X—)

Bash [ZTDUL\T

Cisco NX-OS CLI {212 T, Cisco Nexus 30009000 >V — R A A - F (% Bourne-Again SHell
(Bash) ~D7 7 ¥ A%H%R—FLET, Bashid, 2—F—RNASLica~vr FEiEy =L
A7 VT EhbaAR b avy REMRLET, BashzHT5E, 734 A Lo L
72% Linux ¥ AT KT 7 EA LTV AT A2 BEHTEET,

TIEFEEFINER

Bash ¥ = /L%, ROEFFHEHFKFHELH Y £,

e AU HE—T A APV v a—h)VT RLAZEFRT D &, Netstack iTH—FR/LDF > b
TNRARZIAT VT 47 A VA= LET,
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FLWI o 7a—hVT RUARD—RVTHERIND &, D—FVE—FRNV—T 4
VT =T 64 NN— A A =L LET,

BT Ry 7 ADA U H—T 24 AT, WL /64T %y MIETHI o r7a—hL T R
Vxﬁxiﬁénfw%mv%éxbmm7n/7}v5%®pmgimyug£ﬁh Cisco NX-OS
Dping IZIEFIZEIEL £,

/isan 7 A /VAENDORALF VL, runbash 22 RCAL Y = /VOBEELIZESL LD
Wy N7y 7 ENTBRETEITTIA2008D T, Bashs = b 26D A5
PEALZWZ E2BEID LET, TORBENTOIFEZTFHITE RV ETT,

CiscoPython £ = — /L& A AR — b 584518, Bash > = /L) 5 Python 2 L 72\ T
<7TZEn, fROYVITNX-OSVSHNT, LV LW Python ZfEH L £7,

—Ho7TrE AL LD show 2~ R TlX, RKEOHINEAT L AREENRH Y £3, A
7 V)7 NEFATLTDWT, TR ORWH 2T T 208N H 55513, Cal+C (Ctrl+Z
Tﬁ&<)%ﬁ%bfﬂ?/bﬁﬁ%%Tbi#oamz%ﬁ%?é&\;@#—:vx
RIZ & - TSIGCONT (fF7iflkfe) A v e—UMEkai, 227 U7 FaMEId 5 wlRgtk
WY FET, SIGCONT A v E—VICkoTFIEESNTAZ V7 M, BEZ /T 57
\Z—HF— DI AN MLETT,

show tech support =~ > RAETHTH Y . Ml T 20BN H H551E. clear
tech-support lock =~ > K& H L2V T 2 &V, Cul+C 2 L £,

clear tech-supportlock X, 77 =B ¥ KR — MEROEEOWENTONDL NNy 7 7T
Y RVSHE v a &2k T L7225 T3, cleartech-supportlock =< > Rid, show
tech support CLI BAFFOMH SN2 7 47 770 RVSHE v ¥ a y ORZIEHET LE
R

show tech-support & > 2 3 & E L < @filif& 79 2121L, Cul+C 2 L £7,

it T clear tech-support lock Z i/ L 725818, ROFIREZETL TNy 7 7T T R
VSH 7'm k& 2 Z5@fil#& T L T 72 a0,

1. Bash = /UIZAY F9,

2. show tech support =~ > K@ VSH& v = > (ps-l|more) %217 %E7,

3. show tech support > > = > ® VSH (ZBHEfH 1T H40 T4 PID (kill-9PID 72 &) %
SRS T LETS,

CiscoNX-0S U U — & 10.3(2)F LAF&, bash 7 7 & ARERED[FIE b — 27 1L, NX-08S TV =
NT IR AEHINCTDHI0DRE N—27 OV R— a2t LEd, 2720, ZOKkE
IR TAR Toh—FY 2= (TAM) R—=2ZADT A ZATOHREIEL £, Z DOREHE
X, 9_TD CiscoNexus 9000 &V — R 7T v F 7 g —h AA v F THR—FINTH
F9, 7272 L., CiscoNexus9808 77 v 74— = AA v FZfr& 7, IROHIBRA M H
EnET,

o Z DOFER H N3 121X, Write-Erase J v — KRNI T,
«ISSD IF, FIE b—7 VHiEZ 272V UV —ATOHYFR—hIhET,

B oo rEeErVUTRE
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o Z OB - TV ABEES . NX-API/Netconf/Restconf | THEFERT", BA AR T
T —NEREINET,

« config-replace (X, A~ R LUVER E 721X 7 7 A MITFET 25 BICOATFAT S
ET,

o B N —27 UBETI2 5> T H5E . boot-variable DZSH | running-config startup-config
Datv— BIOT A 2DV m— NIHERINLEE A,

BE =7 > OFFIE

Bash 7 7 ¥ A& HlRTHFE b —27 L2 AT HIIE, koa~r RaFTLET,
system security consent-token shell-access [ <timeout> ] [force]

timeout /N7 A — X EEZFRE Lo TchE, 774NV MED S 53 ThHD L RRINET,
timeout /X7 A — & O KAHIZ 2880 43, ©F Y 2 H T,

O RCZOBREEZAINITIHE, T AFRE M7 X2 T7E— NIRY, 22—
Pl HEZ 5NAY 2 ~DOT 7B ARMIZ, Zoa~2 RO <timeout> 73T A —Z THE X
nNrEESICRY £,

a<w Rt TZHNDNTIEIA XTI T 47T, FE MY 2= REREBIRC GEA
BT T4T7) BIINZTHITIE, force ¥—U— R&EMHFHLET,

\}

GE) X2V 7 4 LOHEHENS, Zoavr FOonBRXEfHL CTa~vy REEMICTHZ LT
TEERHA, LER-T, ZOa~vwy REENIT HI2E,. 77341 AT write-erase-reload % 52
1TLET,

FIE h—7 UHEBED AT — ¥ A& Hesd 3 5121, show system security consent-token ==~
EHEALET,

Bash~D7 7 tX

Cisco NX-OS Tid, Cisco NX-OS dev-ops &2 — /L F 72 1% Cisco NX-OS network-admin & — /L {Z [
T b= T F0r b Bash ICT7 7B ATEET,

WOHFNE, dev-ops 7 —/b & network-admin 7 —/LOMHEIRZ 7R L TV E T,

switch# show role name dev-ops

Role: dev-ops
Description: Predefined system role for devops access. This role
cannot be modified.
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

vznersy7re I}
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Rule Perm Type Scope Entity

4 permit command conf t ; username *
3 permit command bcm module *

2 permit command run bash *

1 permit command python *

switch# show role name network-admin

Role: network-admin
Description: Predefined network admin role has access to all commands
on the switch

Rule Perm Type Scope Entity
1 permit read-write
switch#

feature bash-shell =~ > K& %474 5 &, Bash ARV £,
Z ®runbash =~ Rid Bash ZFtAiAA, 22— —DHR—L T 4 L7 MU DGR LET,
WOHIIL, Bash ¥ = /VIEREZ BT 5 Fik L, Bash 795 HEEZRLTCWET,

switch# configure terminal
switch (config)# feature bash-shell

switch# run?
run Execute/run program
run-script Run shell scripts

switch# run bash?
bash Linux-bash

switch# run bash
bash-4.2$ whoami
admin

bash-4.25 pwd
/bootflash/home/admin
bash-4.2$

\}

GX)  runbash @~ FTBash 2~ RZETTHZ b TEET,

7=& z1E, runbash =2~ K 2#EH L Cwhoami 2FET74+ 52T ET,

run bash whoami

—¥— shelltype Z A L T Bash #3735 2 &L b TE £,

username foo shelltype bash

Zoavwr Rk, gl A UWZBash Y = VA BEBFEITTEXA LR ET, 204,

feature bash-shell Z 50T B MLETH Y FHA,

B oo rEeErVUTRE
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BIREL—MIIRAOL—30T 5 .

MERZIL—MZIIRAL—320F 5

BHE L —F— ORI, V— N TV B RAOR A AT L — 3 L TXFET,
DLTIX, MfRA A L— 9 0T 5720004 R4 T3

o BHHAMIRE L —Y — (network-admin/vdc-admin) . NX-OS IZ31F 5. Linux ® root }E[E
a—P— TS L £,
AL SN E A 2 — YV — DB PR L root IZHMHE TE F4, RIS N EHEMHERL—
P —ZRRAT — RIVEH D FHA, *
cMERZ T AT L — 3 T DR, Bash ZHNCTHMERH Y 7,

CHEHA X —T 2 AN LTz root 2—W—Z EHH L7 AA v F~0DSSH TiL. root
Z—H—@ LinuxBash =)V Z A XTI EANRFT 74V MI2 0 F4, NX-0S> = /L 7
I AZRAHT-DIZvsh AT LET,

*CiscoNX-0S U U —2923) LAReCix, BHE (v NV —7EFHE 0 — L EFFoa—H—)
DEE L —F—Th>Th, —EOMAHITRAT— 7 a7 S RLEREEAIE, system
security hardening sudo prompt-password =~ > F&Z A1 L £7,

NX-0S # v U — 7 EHE L~ —L, ROELFEIZroot [T A DL — 3 LT, iz~
v R NX-OS VSH IZTETHENH Y £9°,
¢ NX-OS 2 —H—(Zv = V¥ A TDOBashZFEHL, =¥ A 7DBashZFEHLTAA v
Flea A LET,

*Bash CTAA v FiZa /A LI NX-08S =2 —H—|%, Bl &HE AA v F TBash 2L
eI

sudo su "vsh -¢ ""<configuration commands>"" ¥ 7z 13 sudo bash -¢ "vsh -¢ "'<configuration
commands>"" & FEIT L E£7,

WOBNL, T 74NV ROV =¥ A T RBash TH D F v b U — 7 EHE 2 —H —MyUser 13,
sudo Zf# /] L TR = = > F & NX-OS IZHET HiEZ R LTV ET,

ssh -1 MyUser 1.2.3.4
-bash-4.2$% sudo vsh -c "configure terminal ; interface ethl/2 ; shutdown ; sleep 2 ;
show interface ethl/2 brief"

Ethernet VLAN Type Mode Status Reason Speed Port
Interface Ch #
Ethl/2 -= eth routed down Administratively down auto (D) --

WOBNE, T 74NV ROV =V Z A TRBash TH D F v b U — 7 EHE 2 —H —MyUser 13,
NX-0OS IZ AV, NX-OS T Bash #FEIT4 5 HEEZ R LTWET,

ssh -1 MyUser 1.2.3.4
-bash-4.2$ vsh -h
Cisco NX-0S Software
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Copyright (c) 2002-2016, Cisco Systems, Inc. All rights reserved.

Nexus 9000v software ("Nexus 9000v Software") and related documentation,
files or other reference materials ("Documentation") are

the proprietary property and confidential information of Cisco

Systems, Inc. ("Cisco") and are protected, without limitation,

pursuant to United States and International copyright and trademark
laws in the applicable jurisdiction which provide civil and criminal
penalties for copying or distribution without Cisco's authorization.

Any use or disclosure, in whole or in part, of the Nexus 9000v Software
or Documentation to any third party for any purposes is expressly
prohibited except as otherwise authorized by Cisco in writing.

The copyrights to certain works contained herein are owned by other
third parties and are used and distributed under license. Some parts

of this software may be covered under the GNU Public License or the

GNU Lesser General Public License. A copy of each such license is
available at

http://www.gnu.org/licenses/gpl.html and
http://www.gnu.org/licenses/lgpl.html

R R R IR I I I I b I E I b b h h h b dh dE b b dh b dh b b b b b b b b dh b b b b E h b b b b b b b b b b b b b E b b b b b b b b b b b b b i

* Nexus 9000v is strictly limited to use for evaluation, demonstration *
* and NX-0OS education. Any use or disclosure, in whole or in part of *
* the Nexus 9000v Software or Documentation to any third party for any *
* purposes 1is expressly prohibited except as otherwise authorized by *
* Cisco in writing. *
R R R IR I b b E I b b b E h b h dE b b dh h b b b b b b b b b b b b b b b b b b b b b b b h b b b b h b b b b b b b b b b bk b i

switch# run bash
bash-4.2$ vsh -c "configure terminal ; interface ethl/2 ; shutdown ; sleep 2 ; show
interface ethl/2 brief"

Ethernet VLAN Type Mode Status Reason Speed Port
Interface Ch #
Ethl/2 -= eth routed down Administratively down auto (D) --

\)

GE)  sudosu-IEfEA LT &, HTHE, VATLIANAVTLET,

WOBIE, HFHEZ oot lIC = AN L—s 3 o Bk L EAH L—y 3 LR R B ke R
ARLTWVWET,

switch# run bash

bash-4.2$ sudo su root

bash-4.2# whoami

root

bash-4.2# exit
exit

Bash 2 <> KD

Dk v aiZit, Bash a~r REHAOFINEENTWET,

B oo rEeErVUTRE
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AT LREHERO R

WOBNL, AT DEEHERDF R TIEZ R L TWET !

switch# run bash

bash-4.2$ cat /proc/meminfo

<snip>
MemTotal:
MemFree:
Buffers:
Cached:
SwapCached:
Active:
Inactive:
Active (anon) :

Inactive (anon) :

Active (file) :

Inactive (file) :

Unevictable:
Mlocked:
SwapTotal:
SwapFree:
Dirty:
Writeback:
AnonPages:
Mapped:
<\snip>

CLI 5 5 O Bash D=7

WIZ, runbash=~ > RZfH LT Bash 205 ps #3479 5012 R LE T,

switch# run bash ps -el

t%HE RPM 0D &3

1

F S UID PID
4 S 0
1 s 0
1 s 0
1 s 0
1 s 0
1 s 0
1 s 0
1 s 0

O W oo Joy W

16402560
14098136
11492
1287880
0
1109448
717036
817856
702880
291592
14156

0

0

0

0

32

0

527088
97832

PPID
0

NN DNDDNDDNDO
loNeoNoNoNolNolNolNolNO]

RPM 14 > X F—LDRIRE MY

RPM %A A F—/VETTBIT AN, WOFIMEIZ LY AT LOEFATETNDH I E

FIEDOHE

2R L ET,

kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB

PRI

|
0 00 > > > 00 0 @
O O O O O o o o

I © O OoOH

ADDR SZ
- 528
- 0

I
O O O O o o

WCHAN
poll s
kthrea
run_ ks
cpu_ st
watchd
cpu_ st
worker
run_ ks

1. switch# show logging logfile | grep -i "'System ready"'
2. switch# run bash sudo su

00:
00:
00:
00:
00:
00:
00:
00:

TIME

00:
00:
:56
00:
00:
00:
00:
00:

00

03
00

00
00
00
00
00

REIN D

CMD

init
kthreadd
ksoftirgd/0
migration/0
watchdog/0
migration/1
kworker/1:0
ksoftirgd/1
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ARV RFEEETIVa Y

=)

R Fw 71 | switch# show logging logfile | grep -i **System ready

Bash #5477 40N, ZOFIEIZEL >T, RPM %
A A M=V ETIRIBINT DH]D T AT A OYEFEH

TETWDL T EZMERLET,

T XS mitihngonrshhid, HfTLET,

2018 Mar 27 17:24:22 switch

%ASCII-CFG-2-CONF_CONTROL.: System ready

R T 72 |switch# run bash sudo su
Bl :

switch# run bash sudo su

bash-4.2#

Bash 2 — KL $E7,

Bash /™ 5 DHEEERPM DA VX F—JL

FIE

ARV KRFERERETI V3 Y

=)

A w 71 |sudo dnf installed | grep platform

AL FIA A =)L X T D NX-OS HERE RPM

DY A PeRRLET,

Z v 7 2 | dnf list available

EHATFREZR RPM O Y A F & ERLET,

R 5w 73 |sudo dnf -y install rpm

fEFHAIEEZ2 RPM & A A h—/L L E T,

1

wiZ, bfdRPM Z A ' A b= 5412 R~ LET,

bash-4.2$ dnf list installed | grep n9000

base-files.n9000
bfd.1ib32 n9000
core.1lib32 n9000
eigrp.1ib32 n9000
eth.1ib32 n9%000
isis.1lib32 n9000
lacp.1lib32 n9000
linecard.1ib32 n9000
1ldp.1ib32 n9000
ntp.1ib32 n%000
nxos-ssh.1ib32 n9000
ospf.1ib32 n9%000
perf-cisco.n9000 gdb
platform.1ib32 n9000
shadow-securetty.n9000 gdb
snmp.1ib32 n9000

B oo rEeErVUTRE

.14-r74.2
.0-r0
.0-r0
.0-r0
.0-r0
.0-r0
.0-r0
.0-r0
.0-r0
.0-r0
.0-r0
.0-r0
2-r0
-r0
.3-rl
-r0

B R WHRRRRRRRRRRRW
OO OO0OO0OO0OO0OO0OO0OOOO OO

o b O

installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
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svi.1lib32 n9000 1.0.0-r0 installed
sysvinit-inittab.n9000_ gdb 2.88dsf-rl4 installed
tacacs.1ib32 n9000 1.0.0-r0 installed
task-nxos-base.n9000_gdb 1.0-r0 installed
tor.1ib32 n9000 1.0.0-r0 installed
vtp.1ib32 n9000 1.0.0-r0 installed

bash-4.2$ dnf list available
bgp.1ib32 n9%000 1.0.0-r0
bash-4.2$ sudo dnf -y install bfd

\}

GE)  EBRFFOAAL vy FOU r— RKHZ, K72 RPM O72H, dnf OV IZrpm 22~ >
REfERALES, €95 Lo a. &2 dnfbash & 7213 install cli ZfEH L TA
VARV ENTERPMIL, A2 h—ngs & LTTIERLS, VRV NIAEIZ7 741
4 TCRARSNET,

HWEERPM D7 v T L— K

theb BHEIIZ
dnf YR R UIZRPM D FfiAA—2 g U RNEET ARLENH Y £3,

FleD#HE
1. sudo dnf -y upgraderpm
FE D
AU RFERET7TIVa Y B
R T 71 |sudo dnf -y upgraderpm A UAR—LENTWAHRPMET v 77 L— L

i'ﬁﬁo

451
WIZ, bfdRPM OT v 77 L— FDFlZR L £,

bash-4.2$ sudo dnf -y upgrade bfd

WEERPM DAV L—F

FIRDEE

1. sudo dnf -y downgraderpm

vznersy7re I}
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F IR D

ARV RFERERT IV a Y B &Y
A v 71 |sudo dnf -y downgraderpm

WD dnf U AR b VI FALR— 5 D RPM
NHHHEEIC, RRMEX U 7L —RLET,

151
WIZ, bfdRPM 2 X 7 o 7 L— R4 A6 %2 R~ LET,

bash-4.2$ sudo dnf -y downgrade bfd

#EE RPM DJE
A\

GE)  SNMPRPM BLUNNTPRPM IZEESINTEY ., HETXEHA,

INHBDORPM T v 77 L— RERIIF UL — T 52813 TEET, Ty 77 L—FR
FFF T L= REANITHITE, VAT LDY m— RRKETT,

RSN RPM O U A MIDOWTIL, /etc/dnf/protected.d/protected pkgs.conf
EZHBLTLEE N,

FIRDHE

1. sudo dnf -y eraserpm

F IR D

ARV RFEREET7TIVa Y B i
X 71 |sudo dnf -y eraserpm

RPM Z#WHELE T,

451
WOFENE, bfd RPM ZiHET D5 HiEEZ/RLTHNET,

bash-4.2$ sudo dnf -y erase bfd

DMEDE L 21— /LEDHHR—F

NX-0S U U —29.3(1) LAKE, Cisco NX-OS A A — (X DME OF Y 2 —/WWEZ AR —F LE
T, ZiE, AA v TFDORPM v —T ¥ L DOMAEMIZL Y., DMERPM OIERART » 7
T —RERFEA T T L—REREIZLET, HERABOT v 77— FRERiggd v 7

B oo rEeErVUTRE
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omereM 1 > % t—L [

L—RIZky, AT 20OHEEZEZITETICRPM 24 VA h—/LT&F9, 72, DME
T —HR—=RHERNEENTWAMOT TV r—ya U ESND DR Z LN TEE
9, DMEDEY 2 —/WEEHT 5L, ISSURT AT LD Y v— RE{TbTIZ, €T NLVOE
Fa AL v FIHEATE £,

\}

(X)) DMERPMZu—RL72#%., VSHEHEESL THLLMODZ =) ZHMNITHLENHY £
‘é‘o

CiscoNX-OS U U —Z 10.3(1)F LA, DME { > 7 Z 1%, CiscoNexus 9808 77 » k7 4 — L X
Ay FTHR—FINTNET,

CiscoNX-OS U U —Z 10.4(1)F LI, DME { > 7 Z 1%, CiscoNexus 9804 75 » k7 4 — L X
Ay FTHR—FINTNET,

CiscoNX-0S U U —Z 10.4(1)F LAF%, DME /% Cisco Nexus 9332D-H2R 7*7 & h 7 4 — L A A
FTHR—FSNET,

CiscoNX-0S U U — 2 10.4(1)F L&, DME 1 > 7 71, NIKX98900CD-A 35 L TXNIKX9836DM-A
T A v FH— R&E##E L7~ Cisco Nexus 9808 33 L1 9804 A A v F CTHAHR—rENET,

DMERPM DA X k—JL

ATy T

ATy T2

T 74V FTlE, NX-08S VU U —R93(W)IZT v 77 L —KT25&, WHDT v7 7 L— KulfE
RPM /X 7 — T H5_X—Z DMERPM 231 ' A b—/LV &N, 77T 4 712720 £9, DME
RPM (¥, RPM 77 A VDT 74N bE A A= T 4 L7 5 (Jrpms) T4 VA h—/L &
WET,

:—%iti%TwéﬁﬁﬁéﬁAi DMERPM %A > A h—NLTHLERHY T, 1
A M= B2, install 2= R&E# T 5 NX-OSRPM v %— v, £/ dnf 72 E o
AEMM/~w%ﬁﬁbi¢dm%ﬁﬁﬁéﬁAi A2 A »FD Bash ¥ = )VIZT 7 EBAT 5
VERH Y FT,

copy path-to-dme-rpm bootflash: [//sup-#][ /path]

i -
switch-1# copy scp://test@10.1.1.1/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm bootflash://

switch-1#

SCP#HLTDMERPM # 7 — r 7 T v allabt—LE7,

DMERPM #A VA h—/VE13T7 v 77 b— R 5121, ROWTNLOFEEZERLET,
NX-0S @ install =2~ > R&EHEHIT 51213, koOa~wy REFETLET,

» install add path-to-dme-rpm activate

B :
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switch-1l#install add dme-2.0.1.0-9.3.1.1ib32 n9000.rpm activate
1.0-9.3.1.14

Adding the patch (/dme-2.0.
[H#Ed###HEHAH#HFEEH##H] 1003
Install operation 90 completed successfully at Fri Jun

ib32 n9%000.rpm)

7 07:51:58 2019

Activating the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)

[H#EdH##HEHEH#HFEEH##H] 1003
Install operation 91 completed successfully at Fri Jun
switch-1#

install add path-to-dme-rpm activate upgrade

1 :

7 07:52:35 2019

switch-1l#install add dme-2.0.1.0-9.3.1.1ib32 n9000.rpm activate upgrade
0-9.3.1.11

Adding the patch (/dme-2.0.1.
[H#EdH##HEHAH#HFHEH##H] 1003
Install operation 87 completed successfully at Fri Jun

ib32 n9000.rpm)

7 07:18:55 2019

Activating the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)

[H#EdH##HEHAH#HFHEH##H] 1003
Install operation 88 completed successfully at Fri Jun
switch-1#

1 :

7 07:19:35 2019

install add path-to-dme-rpm %717~ install activate path-to-dme-rpm

switch-1l#install add bootflash:dme-2.0.1.0-9.3.1.1ib32 n9000.rpm

[ EHEH#H4HEH##H] 1003
Install operation 92 completed successfully at Fri Jun

7 09:31:04 2019

switch-1l#install activate dme-2.0.1.0-9.3.1.1ib32 n9000.rpm

[H##44#44 4444444 44444]) 1009
Install operation 93 completed successfully at Fri Jun
switch-1#

dnfinstall Z 13 51213, ROa~ FEFTLET,
« dnf install --add path-to-dme-rpm

switch-1# dnf install --add bootflash:///dme-2.0.10.0-9.3.1.1ib32 n9000.rpm

7 09:31:55 2019

YINERYYTHE |

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages
[###FHHFH#FH#HE#HEH ] 90%Install operation 96 completed successfully at Fri Jun 7 22:58:50

2019.

[H##H#H 44 HHFHHHHEHHE] 1009
switch-1#

dnf install --no-persist --nocommitpath-to-dme-rpm

DX T lE, RISRT LY I — P — DB EN VT,

1 :

switch-1# dnf install --no-persist --nocommit dme-2.0.10.0-9.3.1.1ib32 n9000

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction,

: protect-packages

groups-repo

localdb

localdb/primary

localdb

patching

thirdparty

wrl-repo

B oo rEeErVUTRE

patching,
| 1.1 kB 00:00
| 951 B 00:00
| 6.2 kB 00:00 ...
2/2
| 951 B 00:00
| 951 B 00:00
| 951 B 00:00
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Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package dme.lib32 n9000 0:2.0.1.0-9.3.1 will be updated
---> Package dme.lib32 n9000 0:2.0.10.0-9.3.1 will be an update
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Updating:
dme 1ib32 n9%000 2.0.10.0-9.3.1 localdb 45 M

Transaction Summary

Upgrade 1 Package

Total download size: 45 M
Is this ok [y/N]: y
Retrieving key from file:///etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
/bootflash/.rpmstore/config/etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
System at HA Standby, running transaction on Standby first

Updating : dme-2.0.10.0-9.3.1.1ib32 n%000 1/2
starting pre-install package version mgmt for dme
pre-install for dme complete
In: failed to create symbolic link /var/run/mgmt/sharedmeta-hash: File exists
In: failed to create symbolic link /var/run/mgmt/dme-objstores.conf: File exists
In: failed to create symbolic link /var/run/mgmt/samlog.config: File exists
mgmt /
mgmt/shmetafiles/
mgmt/shmetafiles/sharedmeta-ArgMetaData
mgmt/shmetafiles/sharedmeta-RelsMetaData
mgmt/shmetafiles/sharedmeta-ClassRelMetaData
mgmt/shmetafiles/sharedmeta-ChunkMetaData
mgmt/shmetafiles/sharedmeta-ConstPropMetaData
mgmt/shmetafiles/sharedmeta-ConstIdMetaData
mgmt/shmetafiles/sharedmeta-ClassMetaData
mgmt/shmetafiles/sharedmeta-PropRefsMetaData
mgmt/shmetafiles/sharedmeta-SvcMetaData
mgmt/shmetafiles/sharedmeta-ActionContextMetaData
mgmt/shmetafiles/sharedmeta-ConstDefTypeMetaData
mgmt/shmetafiles/sharedmeta-ConstArgMetaData
mgmt/shmetafiles/sharedmeta-ClassNamingMetaData
mgmt/shmetafiles/sharedmeta-ConstMetaData
mgmt/shmetafiles/sharedmeta-PropMetaData
mgmt/shmetafiles/sharedmeta-DnMetaData

Cleanup : dme-2.0.1.0-9.3.1.1ib32 n9000 2/2

Updated:
dme.1lib32 n%000 0:2.0.10.0-9.3.1

Complete!
switch-1#
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A 2RAF=ILENTL S RPM DR

NX-0S show install =~ > FE7ziF dnflist Z##H LT, DMERPM 281 > A h—/LEN TV 5
NEIDERTEET,

FiEaER L ET,
* NX-0S DA
show install active
i :
switch-1# show install active
Boot Image:
NXOS Image: bootflash:///<boot image.bin>
Active Packages:

dme-2.0.1.0-9.3.1.1ib32 n9000
switch-1#

sdnflist TiX, dnf 2~ RZRITT LRI AA »F D Bash > =/V (runbash) (22 7 A 3 5 LF)N

b ET,

dnf list --patch-only installed | grep dme

{51

switch-1# dnf list --patch-only installed | grep dme

dme.1ib32 n9000 2.0.1.0-9.3.1 @localdb

A—AIILJROK)JDRPM DY T )

AZA vF ED (m—Hh)) VRI M) ZRBELT, RRMOBFETINE I LR TE £,

ZXF w71 runbash
B -

switch-1# run bash
bash-4.3$

AA v F D Bash > xz/vica /A LET,

AT w72 Is/bootflash/.rpmstore/patching/localrepo/dme-2.0.1.0-9.3.1.1ib32_n9000.rpm
£

bash-4.3$ 1ls /bootflash/.rpmstore/patching/localrepo/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm
inactive feature rpms.inf
repodata

bash-4.3$
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~N—Z DMERPM 23 A ' A b — L ENTWABHAIE, /rons ICH Y £,

DMERPM D/\— 3 VAT L—F

NX-0S8 =2~ > Kinstall £7-1% dnf 2 L T, DMERPM O B/ X—2 3 v h FALAA—T =
NHE G T L= RTEET, XU T L —KRKT5ZLT, DMEDEY 27 U7 ¢ BEEEDMR
Fahxd,

DME RPM [HfE#E STV 5728, install deactivate & install remove (X9 7HR— h &N TWEHR
/UO

Xy L— REEZRIRLET,
NX-0S D4 :
« install add path-to-dme-rpm activate downgrade
i -

switch-1# install add bootflash:dme-2.0.1.0-9.3.1.1ib32 n9000.rpm activate downgrade
Adding the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)

[ 4444444 ##H] 100%

Install operation 94 completed successfully at Fri Jun 7 22:48:34 2019

Activating the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)

[####H#4H44H 44444 HE] 1009

Install operation 95 completed successfully at Fri Jun 7 22:49:12 2019
switch-1#

« show install active | include dme

1 :

switch-1# show install active | include dme
dme-2.0.1.0-9.3.1.1ib32 n%000
switch-1#

Z OB T, DMERPM 33— 3 2 2.0.1.093.1 12X 77 L—REnE L,
dnf ¥4, root =—4— (runbashsudosu) & LCBash v =/l Ca~vy REFTTLHIMLERH Y 7,
« Bash C. dnf downgrade dme dme-rpm % 317 L £,
ZoFTvarEERATLE, VARY FUNO FA/N—Y 2 0 DMERPM ICHEEESX 7 7' L— KT
TET,
WDa<y RO THHAZTEN TS LIS, 20X T a 28 TT500F, 2—F—Dfh AN
VETT,

1 -

bash-4.3# dnf downgrade dme 2.0.1.0-9.3.1

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

Setting up Downgrade Process
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groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
wrl-repo | 951 B 00:00

Resolving Dependencies

--> Running transaction check

—---> Package dme.lib32 n9000 0:2.0.1.0-9.3.1 will be a downgrade
---> Package dme.lib32 n9000 0:2.0.10.0-9.3.1 will be erased

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Downgrading:
dme 1ib32 n9%000 2.0.10.0-9.3.1 localdb 45 M

Transaction Summary

Downgrade 1 Package

Total download size: 45 M
Is this ok [y/N]: y
Retrieving key from file:///etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
/bootflash/.rpmstore/config/etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
System at HA Standby, running transaction on Standby first

Installing : dme-2.0.1.0-9.3.1.1ib32 n9000 1/2
starting pre-install package version mgmt for dme
pre-install for dme complete
In: failed to create symbolic link /var/run/mgmt/sharedmeta-hash: File exists
In: failed to create symbolic link /var/run/mgmt/dme-objstores.conf: File exists
In: failed to create symbolic link /var/run/mgmt/samlog.config: File exists
mgmt /
mgmt /shmetafiles/
mgmt/shmetafiles/sharedmeta-ArgMetaData
mgmt/shmetafiles/sharedmeta-RelsMetaData
mgmt/shmetafiles/sharedmeta-ClassRelMetaData
mgmt/shmetafiles/sharedmeta-ChunkMetaData
mgmt/shmetafiles/sharedmeta-ConstPropMetaData
mgmt/shmetafiles/sharedmeta-ConstIdMetaData
mgmt/shmetafiles/sharedmeta-ClassMetaData
mgmt/shmetafiles/sharedmeta-PropRefsMetaData
mgmt/shmetafiles/sharedmeta-SvcMetaData
mgmt/shmetafiles/sharedmeta-ActionContextMetaData
mgmt/shmetafiles/sharedmeta-ConstDefTypeMetaData
mgmt/shmetafiles/sharedmeta-ConstArgMetaData
mgmt/shmetafiles/sharedmeta-ClassNamingMetaData
mgmt/shmetafiles/sharedmeta-ConstMetaData
mgmt/shmetafiles/sharedmeta-PropMetaData
mgmt/shmetafiles/sharedmeta-DnMetaData

Cleanup : dme-2.0.10.0-9.3.1.1ib32 n%9000 2/2

Removed:
dme.1lib32 n9000 0:2.0.10.0-9.3.1

Installed:
dme.lib32 n9000 0:2.0.1.0-9.3.1
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Complete!

DMERPM D& AH3— g v iD= g N EF T T L— RLET, ZOH TR, X—T3
> 2.0.10.0-93.1 33— 53 2-2.0.1.0931 X T L—RENET,

« dnf list --patch-only installed | grep dme

il -

bash-4.3# dnf list --patch-only installed | grep dme

dme.1lib32 n9000 2.0.1.0-9.3.1 @groups-repo
bash-4.3#

A A= ENTWVWS DMERPM DN— g U aFRLET,

RN—ZXRPM ~ADHEH G L—F

NX-0S @ install =~ > K& L CTX—Z2 DMERPM %A A b—/L¢ 2570, F£72i1% dnf
downgrade ZffH LT, EAL/3— 5 2D DMERPM 7> 5X—AZADMERPM IZX 7 > 7 L— R

TEET.

Xy L— REEZERIRLET,
NX-0S D4 :
« install activate dme-rpm

1 :

switch-1# install activate dme-2.0.0.0-9.2.1.1ib32 n9000.rpm
(HfHFFHEFAREHHEFAREH] 100D

Install operation 89 completed successfully at Fri Jun 7 07:21:45 2019
switch-1#
« show install active | dme
{1
switch-1# show install active | include dme

dme-2.0.0.0-9.2.1.1ib32 n9%000
switch-1#

dnf ®%4 . root =—H%— (runbashsudosu) & L TCBash =/ Ca~vy REETTIHIMLENHY £9,
« Bash T, dnf downgrade dme dme-rpm %z 317 L £,
ZOFFa ik, R—ZDMERPM ICHEHEX 7 /L — RTx %1,

DA<y RHEAOTHFARREINTWVWALIIZ, ZOF ST avr®52T745I2%, 2—F—DNM AN
‘/[Z‘E‘/Gj—o

1 -

bash-4.3# dnf downgrade dme-2.0.0.0-9.3.1.1ib32 n9000
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
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protect-packages
Setting up Downgrade Process

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
wrl-repo | 951 B 00:00

Resolving Dependencies

--> Running transaction check

—---> Package dme.lib32 n9000 0:2.0.0.0-9.3.1 will be a downgrade
---> Package dme.lib32 n9000 0:2.0.10.0-9.3.1 will be erased

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Downgrading:
dme 1ib32 n9%000 2.0.0.0-9.3.1 groups-repo 44 M

Transaction Summary

Downgrade 1 Package

Total download size: 44 M
Is this ok [y/N]: y
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
Installing : dme-2.0.0.0-9.3.1.1ib32 n9%000 1/2
starting pre-install package version mgmt for dme
pre-install for dme complete
mgmt /
mgmt/shmetafiles/
mgmt/shmetafiles/sharedmeta-ChunkMetaData
mgmt/shmetafiles/sharedmeta-ClassMetaData
mgmt/shmetafiles/sharedmeta-ArgMetaData
mgmt/shmetafiles/sharedmeta-ConstMetaData
mgmt/shmetafiles/sharedmeta-ConstIdMetaData
mgmt/shmetafiles/sharedmeta-ConstDefTypeMetaData
mgmt/shmetafiles/sharedmeta-ConstPropMetaData
mgmt/shmetafiles/sharedmeta-ConstArgMetaData
mgmt/shmetafiles/sharedmeta-ClassRelMetaData
mgmt/shmetafiles/sharedmeta-DnMetaData
mgmt/shmetafiles/sharedmeta-PropRefsMetaData
mgmt/shmetafiles/sharedmeta-PropMetaData
mgmt/shmetafiles/sharedmeta-RelsMetaData
mgmt/shmetafiles/sharedmeta-ActionContextMetaData
mgmt/shmetafiles/sharedmeta-SvcMetaData
mgmt/shmetafiles/sharedmeta-ClassNamingMetaData
Cleanup : dme-2.0.10.0-9.3.1.1ib32 n%9000 2/2

Removed:
dme.1lib32 n%000 0:2.0.10.0-9.3.1

Installed:
dme.1lib32 n9%000 0:2.0.0.0-9.3.1

Complete!
bash-4.3#
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~N—ADMERPM %A A h—/LLET,

« dnf list --patch-only installed | grep dme

fi:

bash-4.3# dnf list --patch-only installed | grep dme

dme.1lib32 n9000 2.0.0.0-9.3.1 @groups-repo
bash-4.3#

A LUA =L ENTNHX—ZDMERPM #FE R LET,

/N F RPM () &1

RPM 14 > X F—LDBRRE MY

RPM %A A h—/VEZITEMNT RN, WOFINRIZL Y VAT LAOEEFFNTETNDH T &

T LET,

FIEDHE
1. switch# show logging logfile | grep -i "'System ready"'
2. switch# run bash sudo su

FIE D

avYRFERET7IOIY BrI

Z 7w 71 | switch# show logging logfile | grep -i "'System ready™ |Bash #3/73 A2, ZDOFIEIZ L - T, RPM %
A VAR —VERITBINT DR > AT L0 HEfREN
TETCWAZ EEMERLET,

DT L HhnFERENNR, FITLET,

2018 Mar 27 17:24:22 switch
%ASCII-CFG-2-CONF_CONTROL.: System ready

R 72 |switch# run bash sudo su Bash & 12— | L £
i

switch# run bash sudo su

bash-4.2%
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Bash 55 M /X F RPM DE /N

FIE
ARV KRFERIETI a3 Y B#J
R 71| dnflist --patch-only ALy FIAFIET DXy F RPM DU A M EFRL
e
R 72 |sudo dnf install --add URL_of _patch URIS NIy FEBENMLES, =2
URL_of_patch /%, ##¥EAY72 Linux JED
/bootflash/patch 72 & Cid/a <,
bootflash:/patch 7% & DWIEIZER I 7B
/C“ﬂqo
R 7 3 |dnflist --patch-only available VRS FVIZEMENTWBELEDODIET 75 4 7R
RBONYyFOY A NERRLET,
151
IZ. Nnx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000 RPM % A > A h—/L¢
LW R LUET,

bash-4.2# dnf list --patch-only
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...
bash-4.2#

bash-4.2# sudo dnf install --add

bootflash:/nxos.CSCab00001-n9% ALL-1.0.0-7.0.3.I7.3.1ib32 n9000.rpm

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...
[HE##HHHHEHHHHH ] 70%Install operation 135 completed successfully at Tue Mar 27

17:45:34 2018.

[###4HH4444444H444444] 100
bash-4.24#

NYFRPMMWBA A b= Eieh, IELKA A M= ENTZ L 2R LET,
ROz~ KL, VAT MBS, #7277 4 7REOYFO Y X M ERR
LET,
bash-4.2# dnf list --patch-only available
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,

: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
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patching | 951 B 00:00
thirdparty | 951 B 00:00
nxos.CSCab00001-n9%k ALL.1ib32 n9%000 1.0.0-7.0.3.17.3 patching

bash-4.2#

RPM 33 R Eiu T tar 7 7 A VA LT, tar 7 7 A VB URY B UIZ
Ny FEBMTLHZEHTEET, KIZ,
nx0s.CSCab00002_ CSCab00003-n9k ALL-1.0.0-7.0.3.17.3.1ib32_n9000 tar 7 7 A /LT %
D2 ODORPM Z/3 Ny F URY M VIZENT 262~ LET,

bash-4.2# sudo dnf install --add

bootflash:/nxos.CSCab00002_CSCab00003-n9k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000.tar

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
[HE#HHHHHEHHHHH ] 70%Install operation 146 completed successfully at Tue Mar 27

21:17:39 2018.

(#4444 HHHHHHHHFHHHH] 100%

bash-4.2#

bash-4.2# dnf list --patch-only

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
patching/primary | 942 B 00:00 ...
patching 2/2
thirdparty | 951 B 00:00
nxos.CSCab00003-n9k_ ALL.1ib32 n9000 1.0.0-7.0.3.17.3 patching

nxos .CSCab00002-n9% ALL.1ib32 n9000 1.0.0-7.0.3.17.3 patching

bash-4.24#

INYFRPM DT Y 74 T4k

48 H RIS

Bash 705D/ F RPM DB (20 X—) DOFNEIZHES T, L2/ F RPM B Y AR
FUICEBMENTWD Z & &R LET,

FIE
aAvY RFEEETIV 3 Y Br
AT w 71 |sudo dnf install patch RPM --nocommit NRyFRPMET VT4 7 LET, = 2T,

patch RPM LV R MV IZH D/ FTT, ZOF
ETIX, Ny FOHEFHERRE LRNTLEEN,
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av v RFEEEFET7TIa Y B8
G¥) --nocommit 7 7 7 & o~ RIZEINT 5

L XY TF RPM N ZOFETT 7T 4
IR ETN, a3y FENERA,
NRyFRPM &7 7T 4 7TAL L7211 2
2 v T DFEICOWTIE, 23y FRPM
DaIv bk 233—=V) #RLTL
72 &0,

151

RIZ. nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000 /X v RPM & 7 7 7 «

T TBHERLET,

bash-4.2# sudo dnf install nxos.CSCab00001-n9% ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --nocommit
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00

Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package nxos.CSCab00001-n%9k ALL.1ib32 n9%000 0:1.0.0-7.0.3.I7.3 will be installed
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
nxos.CsCab00001-n9%k ALL 1ib32 n9%000 1.0.0-7.0.3.17.3 patching 28 k

Transaction Summary

Install 1 Package

Total download size: 28 k
Installed size: 82 k
Is this ok [y/N]: y
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
Installing : nxos.CSCab00001-n9k ALL-1.0.0-7.0.3.I7.3.1ib32 n9%000 1/1
[###4##H#H#HHH######4 ] 90%error: reading
/var/sysmgr/tmp/patches/CSCab00001-n9k ALL/isan/bin/sysinfo manifest, non-printable
characters found

Installed:
nxos.CSCab00001-n9k ALL.1ib32 n9000 0:1.0.0-7.0.3.1I7.3

Complete!
Install operation 140 completed successfully at Tue Mar 27 18:07:40 2018.
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[###4#H4H444444444E] 1009
bash-4.2#

wDa~y REAJLT, Ry F RPMPIEFIZT 77 4 7{bSniz 2 L 2R L %
—§—O
bash-4.2# dnf list --patch-only

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
nxos.CSCab00001-n9k ALL.1ib32 n9000 1.0.0-7.0.3.17.3 installed
bash-4.2#
o
NYFRPM D=y bk
FIE
ARV KRFERRETY Y B
R Fw 71 |sudo dnf install patch_RPM --commit Ny FRPMEa2Iy FLET, /SvFRPMIT. U
B— R&EHT 7T 4 TIRIREE R T D720t =
Ry FTARERH Y T,
!l
RIZ. nx0s.CSCab00001-n9k ALL-1.0.0-7.0.3.17.3.1ib32_n9000 /X5 RPM % = I v |
TL5E R LET,

bash-4.2# sudo dnf install nxos.CSCab00001-n9%k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --commit

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00

Install operation 142 completed successfully at Tue Mar 27 18:13:16 2018.

[###4#44H4444444444] 1009
bash-4.2#

WDa<wy REANLT, NyFRPMABEFICIIy hENTEZ 2R LET,

bash-4.2# dnf list --patch-only committed
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
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nxos.CSCab00001-n9%k_ ALL.1ib32 n9000 1.0.0-7.0.3.17.3 installed
bash-4.24#

INYFRPMDIET VT4 714k

FIE
OV RFERETIVa Y BH#Y
R w 71 | sudo dnf erase patch RPM --nocommit Ny FRPM ZIET 7T 1 7ML LET,
GE) 2 RiZ --nocommit 7 7 7 & BN
L& Ny TFRPMIZZOFIETDAHIE
TIT 4 7EENET,
R T w 72 |sudo dnf install patch RPM --commit NRyFRPMAE=aI v FLFET, v TF RPM 2 =
Sy PLABRWEFHIBRLEY ETHE, =7 —Ay
T—UNERINET,
!l

KIZ, nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000 /X > F RPM % 3ET 7 T 4
T ol 2R LET,

bash-4.2# sudo dnf erase nxos.CSCab00001-n9%k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --nocommit

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages
Setting up Remove Process
Resolving Dependencies
--> Running transaction check
---> Package nxos.CSCab00001-n9%k ALL.1ib32 n9%9000 0:1.0.0-7.0.3.1I7.3 will be erased
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Removing:
nxos.CSCab00001-n9% ALL 1ib32 n9%000 1.0.0-7.0.3.17.3 @patching 82 k

Transaction Summary

Remove 1 Package

Installed size: 82 k

Is this ok [y/N]: y

Downloading Packages:

Running Transaction Check

Running Transaction Test

Transaction Test Succeeded

Running Transaction

[H#H##HH## ] 30%error: reading
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/var/sysmgr/tmp/patches/CSCab00001-n9k ALL/isan/bin/sysinfo manifest, non-printable
characters found

Erasing : nxos.CSCab00001-n%k ALL-1.0.0-7.0.3.17.3.1ib32 n9000 1/1
[HHsf A HFHFHAHHHE ] 905
Removed:

nxos.CSCab00001-n9k ALL.1ib32 n9000 0:1.0.0-7.0.3.1I7.3

Complete!
Install operation 143 completed successfully at Tue Mar 27 21:03:47 2018.

[###4#H4HH444H44444E] 1005
bash-4.2#

Ny FRPM X, T 7747k Liz%icaly N T20ERH Y £7, /ST RPM
BIET 7T 4 7L LIZHICa v R Lo 2BAIL, Sy F RPM OFIR (25 2—
) OFEEHEHAL TNy FRPMZHIBRLEY 5L, =T — X vb—URER
SnET,

bash-4.2# sudo dnf install nxos.CSCab00001-n9%k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --commit

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00

Install operation 144 completed successfully at Tue Mar 27 21:09:28 2018.

[###4##4H4444444444] 1009
bash-4.2#

ROa<vwy REANJLT, NyFRPMABEFIZAIy SN & 2ERLET,

bash-4.2# dnf list --patch-only
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
nxos.CsCab00001-n9%k ALL.1ib32 n9000 1.0.0-7.0.3.17.3 patching
bash-4.2#
O pY 4

/Xy F RPM D HIBR

FIE
AR EFERERTIVa Y =)
R w 71 |sudo dnf install --remove patch_ RPM T 7T 4 Ty F RPM 2HIBR L E 5,

vznersy7re I}



B sok =r-iso vz

YINERYYTHE |
hi=H— K =T 1 TOEROKGENLET—E L

il

KIZ. nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000 /X F RPM % M4 5
BlERLET,
bash-4.2# sudo dnf install --remove nxos.CSCab00001-n9k ALL-1.0.0-7.0.3.I7.3.1ib32_n9000

Loaded plugins: downloadonly, importpubkey, localrpmDB,
: protect-packages

patchaction, patching,

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...
[###4444444 ] 50%Install operation 145 completed successfully at Tue Mar 27

21:11:05 2018.

(#4444 4444 444444]) 100
bash-4.2#

\}

GE)

SDK &= 7=1%

—

KEER T

NyFRPMZHIERL LD & LIE&RIZ, ROZT—Ayb—URERahice LET,
Install operation 11 "*failed because patch was not committed™. at Wed Mar 28 22:14:05
2018

T, BIBRZRADANC/NYy FRPMAZ A I v L TWRNo72Z L2 BRL TV E
o /Sy FRPM ZHIBRT DENC 2 I v M FIRIZOWTIE, /Sy F RPM DOIET 7
T4 7 24 —Y) EZRL TSN,

WDa< ReE AN LT, T 7T 4773y FRPM B EFITHIBR ST 2 & &R
LET,

bash-4.2# dnf list --patch-only

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
patching/primary | 197 B 00:00 ...
thirdparty | 951 B 00:00 ...
bash-4.2#

ISO CHEEINT-Y—FK/NN\—FT 4 7OEXD
—E 21t

TV r— g 020, /ete/init. d/application name \ZA ¥ A h—/L I % FCE) Bash A
707 NPRMETYT, ZOEE)Bash A7 U7 M, RO—EOBRIERICT HHLERSH Y £

(Z DR OFEIZ OV T, http:/linux.die.net/man/8/chkconfigz 2 L T 728 WY)
#!'/bin/bash

#
# <application name> Short description of your application
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#

# chkconfig: 2345 15 85

# description: Short description of your application
#

### BEGIN INIT INFO

# Provides: <application name>

# Required-Start: $local fs Sremote fs Snetwork $named
# Required-Stop: $local fs Sremote fs Snetwork

# Description: Short description of your application
### END INIT INFO

# See how we were called.

case "$1" in

start)

# Put your startup commands here

# Set RETVAL to 0 for success, non-0 for failure
stop)

# Put your stop commands here

# Set RETVAL to 0 for success, non-0 for failure
status)

# Put your status commands here

# Set RETVAL to 0 for success, non-0 for failure
restart|force-reload|reload)

# Put your restart commands here

# Set RETVAL to 0 for success, non-0 for failure

|

echo $"Usage: Sprog {start|stopl|status|restart|force-reload}"
RETVAL=2

esac

exit SRETVAL

A4 T4 TBasho TILHSDT TYHr— 3 oDk
A oL

ATv T
ATv72
ATvT73
ATv74

ATy Th

ATvT6

YER LT T 7Y r—3 a VB Bash A7 U 7' h % /etc/init .d/application_namelZA > A h—/L L £,
/etc/init.d/application namestart T7 7' U 7r—3 3 VARG L £3

chkconfig --add application_name # A7) L %9

chkconfig --level 3 application_name on& AJj L £

FATL~UL 3 1, O L F2—F—FITLULTHY | A v FREHEFITEIND L-ULTT,
chkconfig --list application name # 1T LC, 77V 7 —2a VRN 3 TRITENDL L IICAT YV a—
NENTWVWDHZ EHIERL, L-UL3 B on ICHEINTND Z E 2R LET,

TV r—va R Jete/re3 AR SN TNWAZ LR LET, RO LD RFRIZRHIZT TT,
[S] ORIZEFENFE, 77V r—ya % (ZOWITIE tecollector) fEE F
9, ../init.d/application_name (2% Bash EEHA 7 U7 v~V 7 BERINET,
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bash-4.2# Is -1 /etc/rc3.d/tcollector
lrwxrwxrwx 1 root root 20 Sep 25 22:56 /etc/rc3.d/S15tcollector -> ../init.d/tcollector
bash-4.2#

TFOT47 T—hI39abhbRXB2UNL T—F7D
ZyanhI 74 ILDEE

Cisco Nexus 9500 77 » N 7 4 —2h AA v IFiL, B, S AELZEET 720122 >DA—
R NRAFED a1 U1ODT I T 4T A== RAPFE T2 — L L | DDAK LI, A—
W= NA P FTTV2—)b) THRKINLTVWET, FARA—RN="APF T a—LIX, 774V
ARV —=VHOMBD T = 7T vy a 7740 VAT ARBY, 8%, 77747 7—Fh
T3 aTFANYVATLEARAR LN, T—= T T a7y ALV AT AFTEVITHAT
LTWET, 77747 77— 7T vV allfFEDALT VY BERLGE . NRAAL v F
F—R=RRELHEAIHA T, ALar T Y NRAZ N, T = 7T vy 2| ZHMET
L9,

CiscoNX-0892(2) VU —RA X VRENEL, 77T 47 A== AP ETa— /L AKX A

A== RNA P E 22—V TCZDOL I Ra T Y 2FHTEHRTIVNENDHY £ L1,

Cisco NX-0S 9.2(2) PABETlZ, A Z /3 A== A % £ 2 — /L3 up IREE THEH ATREZR
O, TIT AT A=A P a—VERET VT4 77— 877 v 2 (/bootflash)
FOREDTZ 7 ANET A VT N &, ZAZ N A= NN, PV 2 — VR TAHZ
NA T—hr7Fv¥a (/bootflash sup-remote) I[CHBWICFEBITCE £, TS

TrANET 4 L7 Y ERRT DITE, A v FIZBashazw—FL, 727747 7—F7
TV ambARI N, T= T Ty vall/T 77 ANET 4 VT MY & BREFTHE
774/ /bootflash/bootflash sync list ITIBIMMLET,

RITH 2R L ET,

switch# run bash

bash-4.2# echo "/bootflash/home/admin" | sudo tee --append /bootflash/bootflash sync list
bash-4.2# echo "/bootflash/nxos.7.0.3.17.3.5.bin" | sudo tee --append
/bootflash/bootflash sync_list

bash-4.2# cat /bootflash/bootflash sync_list

/bootflash/home/admin

/bootflash/nxos.7.0.3.I7.3.5.bin

bash-4.2# echo /bootflash/home/admin >> /bootflash/bootflash sync list

bash-4.2# echo /bootflash/nxos.7.0.3.I7.3.5.bin >>
/bootflash/bootflash sync_list

TIT 4T T =TT a7 7 ANEREFT A LVZ NVIEERNZ ONTZHmE. AX
NA T =87 Ty vaPDup RETHEATERDL, TNNODOEFIIAZ AN, T— T Ty

VallHEWICE SN ET, AX NS, TR T T aPBBBEDOT— b, A vTFF—
N FRIEFTFHAZ AL YV a— FONWTHNTY 77— FENTHE, AX 3 A—s3—
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FTIOT4TIT—rITS9ahbREUNRL T—+TS5y a2~ DT 74 ILORE .

NAYNF L TA N2 TIT AT T =TT v an~DERDF Y v F 7 v TR
AR N, T—= T TFTyvalllviaEdnNET,

RIZ, MREVIREZ: /bootflash/bootflash sync list 7 7 A LOFME L HIRFHZ R L
iTO

* /bootflash/bootflash sync_ list 7 7 A /LT, ERAIOEITRIC BRI/ S E
T, RAIOIERARAE TIZ22 T,

* /bootflash/bootflash sync list 77 A /DT F X, ROEEFHIZIENFE
j—O

c1fTIC 1= b Y
e MU IE Linux XA E LTHRELET (B : /bootflash/img.bin)

e h VX /bootflash 77 ANV AT LARNIZHLEZLENRH Y £9°

 /bootflash/bootflash sync list 77 A /VARKIZ, BEWICAZ S 77— K7
Z vy all/E&ET, copyvirtualshell (VSH) <> REMHEH LT, A—s3— 314
EFYVa2—/LE DM T /bootflash/bootflash sync list 77 AV ZFETa —F
HZEbTEET,

DAL REFA LT, A== F £V 2 — L THEHE
/bootflash/bootflash sync list 77 A /VEFRETE ET,

run bash vi /bootflash/bootflash sync_list

FIA X MO TXTOMNIX, =77 7 A/ /var/tmp/bootflash sync.log(ZV
YA LVI hNENET, ROWTIUhOa~vwr REFEHALT, Zorr 7y A VvERREITE
B CcxE,

run bash less /var/tmp/bootflash_sync.log

run bash tail -f /var/tmp/bootflash_sync.log

FHIAZ VT NI, 772747 T—1+7Tvva2T4L7 M) EOXIRT D7 7 A4 /LOHIER
AR FEARIIZZELRWVWBRD, AF N, T T Ty aT 47 NI T77A
NEHIBRLEY A, BARICLSTE, AX AL T =R 7T v a DT ORAR—=ZNT 7
T4 T T—=b 7 T2k bELR0, TI7T747 7= 7Ty vablfBLTNSEX
AR N, T—=h T TV aDAR—ANRRKRETEIERHY ET, AF LN, T—F7
Sl ak T I T 4T T 7Ty aDEHRIT—ICTSH (RBLANL T—"TFvia
LORG IR T 7 ANEEIRT D) 1, kOa~vr REANLET,

run bash sudo rsync -a --delete /bootflash/ /bootflash_sup-remote/

FIAA 7 V7 NI, 77 v vaF i3 TI5280< Ny 7770 RTIETSNHRET S
VERHY ET, 2L, ATEhOHB TEITVFIE LIS EIE, ROa~xy FEER L TF
B CTHERTE £,
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run bash sudo /isan/etc/rc.d/rc.isan-start/S98bootflash sync.sh start

Kstack /' L CTaE—

Cisco NX-OS U U —2 93(1) LA TlX, 7 7 A /v 2 B —#{EIZIX, use-kstack 47> = > &l
ALTHOR Y NT—7 2% v 7% LCFEITTDHL T avrnb v F3, use-kstack Z 38 U
T7 74 VvEar—35L, abt =R EMFILET, 2047 v a it A v T8
HDORy FZHD)E—F == T 7 A Va2 abt —F 58I H £ 9, use-kstack
FTa sk, sepResftp. R EDIFHET 7 A )L a B —HEREEZ B L CAAL v FIT, FIFAAL
FNHT7 7 AVEaE—E L7,

)

GE) AA vFNFEIPS F— FEEREZ (T L TV D HA. use-kstack 7> g U ITHEREL £8 A, A
A > FTFIPS E— RBAMZ /> T DG, a B —EEESI & s LETH, 77+
NV hDav—FEMIHSNET,

use-kstack /I L Ca ' —3 5 |Z1%, NX-OScopy =~ > ROKRZIZHIKEBMLES, &
ZIE

switch-14# copy scp://test@10.1.1.1/image.bin . vrf management use-kstack

switch-1#

switch-14 copy scp://test@10.1.1.1/image.bin bootflash:// vrf management
use-kstack

switch-1#

switch-1# copy scp://test@10.1.1.1/image.bin . use-kstack

switch-1#

switch-14# copy scp://test@10.1.1.1/image.bin bootflash:// vrf default

use-kstack
switch-1#

use-kstack 47" a id, TRTDONX-OScopy =2~ K&ET7 AV VAT ATHR— S
TWET, A7 a2 1T 0penSSL (¥ =27 at'—) BEFATT,

21T 4TBashozILDT7TYUH5r— 324

WOHNE, XA T 47 Bash > = VDT S r—avERrLTWVWET,

bash-4.2# cat /etc/init.d/hello.sh
#!/bin/bash

PIDFILE=/tmp/hello.pid
OUTPUTFILE=/tmp/hello

echo $$ > SPIDFILE
rm -f SOUTPUTFILE
while true
do
echo $(date) >> SOUTPUTFILE
echo 'Hello World' >> $OUTPUTFILE
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sleep 10

done

bash-4.
bash-4.
bash-4.

24
24
2# cat /etc/init.d/hello

#!/bin/bash

#

# hello Trivial "hello world" example Third Party App

#

# chkconfig: 2345 15 85
# description: Trivial example Third Party App

#

### BEGIN INIT INFO

# Provides: hello

# Required-Start: $local fs Sremote fs Snetwork Snamed
# Required-Stop: $local fs Sremote fs Snetwork

# Description: Trivial example Third Party App

### END INIT INFO

PIDFILE=/tmp/hello.pid

# See how we were called.
case "$1" in

start)
/etc/init.d/hello.sh &
RETVAL=S$"?

stop)
kill -9 “cat $PIDFILE"
RETVAL=S$"?

status)
ps -p ‘cat S$PIDFILE"

RETVAL=$"?

I

restart|force-reload|reload)
kill -9 ‘cat $PIDFILE"
/etc/init.d/hello.sh &
RETVAL=S$"?

P
*)

echo §'

'Usage: $prog {start|stop|status|restart|force-reload}"

RETVAL=2

esac

exit SRETVAL

bash-4.
bash-4.
bash-4.
bash-4.

hello

2#
2# chkconfig --add hello
2# chkconfig --level 3 hello on
2# chkconfig --1list hello
0:0ff l:0ff 2:on 3:on 4:on 5:on 6:0ff

bash-4.2# 1s -al /etc/rc3.d/*hello*

lrwxrwxrwx 1 root root 15 Sep 27 18:00 /etc/rc3.d/Sl5hello -> ../init.d/hello
bash-4.2#

bash-4.2# reboot

Ur— K%

bash-4.2# ps -ef | grep hello

root 8790 1 0 18:03 2 00:00:00 /bin/bash /etc/init.d/hello.sh
root 8973 8775 0 18:04 ttySoO 00:00:00 grep hello

bash-4.2#

bash-4.2# 1ls -al /tmp/hello*

-rw-rw-rw— 1 root root 205 Sep 27 18:04 /tmp/hello
-rw-rw-rw— 1 root root 5 Sep 27 18:03 /tmp/hello.pid
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bash-4.2# cat /tmp/hello.pid
8790

bash-4.2# cat /tmp/hello

Sun Sep 27 18:03:49 UTC 2015
Hello World

Sun Sep 27 18:03:59 UTC 2015
Hello World

Sun Sep 27 18:04:09 UTC 2015
Hello World

Sun Sep 27 18:04:19 UTC 2015
Hello World

Sun Sep 27 18:04:29 UTC 2015
Hello World

Sun Sep 27 18:04:39 UTC 2015
Hello World

bash-4.2#
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