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About gRPC Tunnel

This feature is intended to add the grpc-tunnel support on NX-OS. The grpc tunnel implements traffic
tunnels on top of grpc. For more information about grpc, see gNMI-gRPC Network Management Interface.
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configure terminal

feature grpc

[no] feature grpctunnel
[no] grpctunnel destination

b=

gRPC ~ > )L .


https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/programmability/cisco-nexus-9000-series-nx-os-programmability-guide-release-103x/m-n9k-gnmi-grpc-network-management-interface-101x.html
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switch# configure terminal
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featuregrpc
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switch (config)# feature grpc
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[no] feature grpctunnel
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switch (config)# feature grpctunnel
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[no] grpctunnel destination
fi

switch (config)# grpctunnel destination 1.1.1.1
port 8000 target testl type GNMI_GNOI use-vrf
management
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switch # config t

switch (config) # grpctunnel destination 1.1.1.1 port 8000 target testl type GNMI_GNOI
use-vrf management

switch(config)# grpctunnel destination server.foo.com port 8000 target test2 type GNMI_GNOI
use-vrf management
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switch (config)# crypto ca trustpoint tunnel_server trustpoint

switch (config-trustpoint) # crypto ca authenticate tunnel_server_ trustpoint
input (cut & paste) CA certificate (chain) in PEM format;

end the input with a line containing only END OF INPUT :

MIIC3TCCACWgAWIBAGIJAO4xEeL+IrpuMAOGCSQGSIb3DQEBCWUAMBCXFTATBGNV

gRPC ~ > )L .



gRPC =L |
B orec ol

BAMMDHENQYy1hZHMtNjAxNDAeFwOyMjA1MjYwMDE4MzBaFw0zMjA1MiMwMDE4MzBa
MBcxFTATBgNVBAMMDHNGYy1hZHMtNjAxXNDCCASIwDQYJKoZIhvcNAQEBBQADgGEP
ADCCAQoCggEBALudrG824XmW/4+BNd632CT3x47akV0QfjwAULlxBDScpAwIbrERO
YTLP9BxInbA+WAS+zGql 6nmBoZxbgqZZL/NVD81tLKYJJIxtDQHJIkqdX21URNMUFr2
9pyJQtuh/udq9hp8zGcEpbPayfIdHCnZgraWMLvk1WOmgAa7ek0iizIZNwKmU30oR
7CGQOxi8aMsAfH5iBsRTNURFdaXdJYTOjry0il+jBKT21F2Z23vGcB7ddTt+I7qrd
GjJIs4BI4a22Y3usYb/dnsEa0ZCFTFIq6Y2Pwc3DOuKalUhujSqisqfMDuqC34ATw
kWwLnHDWVu0iVaWndy3uvQZKDNv/bIIuoco8CAWEAAaMsMCowFwYDVRORBBAwWDOIM
c2pjLWFkcy02MDEOMASGA1UJEWEB /wQFMAMBA f 8SwDQYJKoZIhveNAQELBQADggEB
AIjNgq/paYfPtHDe9P1ZKzrmGz+UlUAx8saj2WHtrKgBj48J6£fYvz1lyTPWLKMPct
/5y+nhia6gR1V/navFcpiUUpQGpoZQnaa40/nkBMDvVxnTu619UCOWUAyTh217ec
BriY8yq3elpQWHZS4KRNmBH8 fuviAv4f0fzOAuNGeIuv7UGnfA8Ed/q/Z23£frQx0I
gNXr3vBBTptYTLwdrRMOaxagLéwaZgZyTFfFHpIXBPEtsXKb/5GuP4+ngXvtfkfe
d6P9jA4BKA/e6Gub6NAROIMOdmIeEF jMbg+uu8jghcRTcwRsGeb9DgPUL+5IsVg3a
dKMaZxyQFiRzOLyTqQtZmEQO=

END OF INPUT

Fingerprint(s): SHAl Fingerprint=D4:9D:79:5B:8B:38:D6:50:6D:46:89:A8:C4:41:AB:
C9:D9:9F:D1:66

Do you accept this certificate? [yes/no]:yes
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switch (config)# grpctunnel destination 1.1.1.1 port 8000 target testl type GNMI_GNOI
use-vrf management cert tunnel_ server_trustpoint
switch (config)# show system internal dme running-config all dn sys/grpctunnel
{
"grpctunnelInst": {
"attributes": {
"childAction": "",
"dn": "sys/grpctunnel",
"modTs": "2022-12-02T12:57:37.891+00:00",
"status": ""
}I
"children": [
{
"grpctunnelTunnelMgr": {
"attributes": {
"childAction": "",
"dn": "sys/grpctunnel/tunnelmgr",
"modTs": "2022-12-02T12:57:37.891+00:00",
"status": ""
}I
"children": [
{
"grpctunnelTunnel": {
"attributes": {
"cert": "tunnel server trustpoint",
"certClient": "",
"childAction": "",
"dest": "1.1.1.1",
"dn":

"sys/grpctunnel /tunnelmgr/tunnel-[1.1.1.1]-port-[8000]-target-[testl]-type- [GNMI GNOI]-vrf-[management]",

"modTs": "2022-12-05T10:09:45.163+00:00",
"port": "8000",

"srcIf": "unspecified",
"status": "™,

"targetId": "testl",
"targetType": "GNMI_GNOI",
"targetVrf": "",

"vrf": "management"
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