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About gNOI

gRPC Network Operations Interface (gNOI) defines a set of gRPC-based micro-services for executing
operational commands on network devices. The operational commands supported are Ping, Traceroute,
Time, SwitchControlProcessor, Reboot, RebootStatus, CancelReboot, Activate and Verify.

gNOI uses gRPC as the transport protocol and the configuration is same as that of gNMI. For details on
configuration, please refer to Configuring gNMI.

To send gNOI RPC requests, user needs a client that implements the gNOI client interface for each RPC.

In Cisco NX-OS Release 10.1(1) the gNOI defines Remote Procedure Calls (RPCs) for a limited number
of components and some of them related to hardware (like optical interfaces).

Proto files are defined for the gRPC micro-services and are available at GitHub.
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/progammability/guide/b-cisco-nexus-9000-series-nx-os-programmability-guide-93x/b-cisco-nexus-9000-series-nx-os-programmability-guide-93x_chapter_0110001.html#id_107728
https://github.com/openconfig/gnoi
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/ The FactoryReset service exported by Targets.
service FactoryReset ({
// The Start RPC allows the Client to instruct the Target to immediately
// clean all existing state and boot the Target in the same condition as it is
// shipped from factory. State includes storage, configuration, logs,
// certificates and licenses.

// Optionally allows rolling back the 0S to the same version shipped from
// factory.

// Optionally allows for the Target to zero-fill permanent storage where state
// data is stored.

// 1If any of the optional flags is set but not supported, a gRPC Status with
// code INVALID ARGUMENT must be returned with the details value set to a
// properly populated ResetError message.
rpc Start (StartRequest) returns (StartResponse);
}

message StartRequest {
// Instructs the Target to rollback the OS to the same version as it shipped
// from factory.
bool factory os = 1;
// Instructs the Target to zero fill persistent storage state data.
bool zero_ fill = 2;
}
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https://github.com/openconfig/gnoi/blob/master/factory_reset/factory_reset.proto
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