LAY4-LANVTH—EXDERK

ZOET, WONETHELINLTWET,

s VXLAN LA ¥ 4- LAY T7H—ERZONT (1 3—)

cVXLAN 77 7V v 7 TOLA Y3 77 AT U5 —LOFHE (13—)

T ITFNKN T = T2 LTDOT 7 AT T+ —b (16 2—)

s NTUARXT LU N T AT UA—AEA (17 X—2)

« VXLANBGPEVPN 2|l L7277 A T U4 —v 7 F2AZ ) 7 (23 =)
*VXLANEVPN 7 7 7V v 7 DY —E R UXA LT | (27 X—Y)

VXLANL A ¥ 4-LAVYTH—EXIZDWLT

VXLAN 7 7

AN
(=

ZOFETIE, VXLANZ7 7 7 ) v 7 ~D LA Y4= LA Y TH—ER (T7 AT U x—/b, B—
RAT PR E) OFACONTHILET,

L4-L7T b —EART 74V K F— b v =A (EREUE) 2HFARNTDHAAL v FIcHEH ST
WAHHERD 3 gy hU—2 "ARn Y EFELRY, VXLANZ 77U v 7 ND L4-LT7 —E A
FEHE., LU —ERXR V=T INnd, V—7 AL v FERITERAAL v FICEERS
nEJ,

L4-L7TH—E R FNA 23, SESERFETVXLAN 77 7Y o 7 I X F4, &
TlE, L4-L7TV—E RTINS 20ER TR, BLOT AL AL Ry U —7 OBEHZE T TE
BT _REFIEIZOWTHAL ET,

TJUY I TOLANI T 7AT 94— LD

ZZTlE. VXLANEVPN 77 7Y v 7 RIZ T 7 A T U4+ — IV EFEET A HECONWTELL
PHALET, VA Y3774 7 U=V TliE, B2 X2 VT4 V=0 ES0BET20ERD
Diﬁ—o
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B o7 rsmsas LRI Tor—0

VXLANEVPN 7 7 7 U w712 A ¥ 377 AT U —VEnlo=—%x AN ==
A EHBTHEE., ZNHDE Y =137 77 ) v 7 EO VRE/T > MIHIGET D HERD
DEST, TFUMNDRN T 74 7F, T 7V v Ik o Th—T 4T ENET, TV
FED T 7 4 w271, 77 AT =ML oT—T 4 7 ENET, 2OV U AL,
2L OYE, TT U MNMAERIEIT Ty N2y Ty AT U —WZBEE L T ET,

WY — o LAY — o D2 oD Y = gt LEd, 2oy F IV ATIR, 777V v ED
VRF EHRPMLETT, VRF ZNEE VRF 38 L OFMNA VRE EMESZ LR TEXET, RLU VRFN
DOV T Xy MO NT 74 v 71%, S8BT — MU =A ZFEHLTVXLANZ 7 7 U » 7 C/L—
T4V TENET, VRERIO T 7 4 v 713, V—ARN#EHEIND 77 AT U4 —MIL-T
N—T 4 T ENET,

1: 27470+ —LEGEERALEZ MbROCOBE

Spine Spine
switch switch

—

Client Clients Firewall Firewall
inside outside active standby

BUIIL—Ta VI EERT AR VTIER I 7ATI4—IL

T7AT U A—NBN—T 47 T a halDFETEFR— L TRV, & VIEPIC
FTANKRy T LTI 7 AT U4 —VERTEHNL— EBRETT, 7747 U+ —/LIC
i, FZ AR KRy T LTCZ=—F v AN = U =A P E2ETHOL—FbH0 £, &
WIN—NOFREIX, 77747 77 AT U4 —IVEMATZVTEP, 777V v 7 ~D/L— |k
BT RNEARXTHMERSDHZ L TT, ZNEFEBTDH1IO0HEZX, HMM 20 LTT 7
TATIRT 7 AT U4 —/VORIFERREMEZE L, ZOEMEZHEHAL V- 2777 v
T RNREARFTHZE T, 77T 4727 74T 94—V VTEP AR STV 5
A, VIEPAIZIZ, 77 A7 U4 —VIP B HMM /L— k & LTEEHENTEHBAICLV— BT R
NEAXSINDGI BT 280V — N3 HV ET, 77 AT U+ — VITEENREAEL, A
HUNRA T AT =g i< E VIEPAIZBGP 2L C7 7 A 7 U4 —/LIP %
FEL, VIEPBIZHMM 2L C7 74 7 U4+ —/VIP #FE LE7T, VIEPA FL— %

B Lova- LAV IS—ERDER



| LA¥a- LAY Iy—ERDER
BUL—T 4 VU EEAT S LI LEGT 74794 —1 |

YL, VIEPBIZZ7 77U v 71— &7 KR AL XLET, ROFIZSRLTLIEE
v,

VTEPA &K U VTEPB:

Vlan 10
Name inside
Vn-segment 10010

Vlan 20
Name outside
Vn-segment 10020

Interface VLAN 10

Description inside vlan

VRF member INSIDE

IP address 10.1.1.254/24

fabric forwarding mode anycast-gateway

Interface VLAN 20

Description outside vlan

VREF member OUTSIDE

IP address 20.1.1.254/24

fabric forwarding mode anycast-gateway

interface nvel

no shutdown

host-reachability protocol bgp
source-interface loopbackl
member vni 10010

mcastgroup 239.1.1.1

member vni 10020

mcastgroup 239.1.1.1

member vni 1001000 associate-vrf
member vni 1002000 associate-vrf

track 10 ip route 10.1.1.1/32 reachability hmm
vrf member INSIDE

|

VRF context INSIDE

Vni 1001000

IP route 20.1.1.0/24 10.1.1.1 track 10

track 20 ip route 20.1.1.1/32 reachability hmm
vrf member OUTSIDE

|
VRF context OUTSIDE

Vni 1001000

IP route 10.1.1.0/24 20.1.1.1 track 20

VTEPA# show track 10 Track 10
IP Route 20.1.1.1/32 Reachability Reachability is UP

VTEPA# show ip route 20.1.1.0/24 vrf INSIDE

IP Route Table for VRF "INSIDE"

'*' denotes best ucast next-hop

'**! denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>
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20.1.1.0/24, ubest/mbest: 1/0
*via 10.1.1.1 [1/0], 00:00:08, static

Firewall Failure on VTEP A caused the track to go down causing VTEP A to withdraw the
static route.

VTEPA# show track 20 Track 20
IP Route 20.1.1.1/32 Reachability Reachability is DOWN

VTEPA# show ip route 20.1.1.0/24 vrf INSIDE

IP Route Table for VRF "RED"

'*' denotes best ucast next-hop

'**! denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

Route not found

277Uy oDHEYDEAIZEATINLD2BIREENIL—F

ZOT 7 a—F T, WEHE IS VRE BFEET 2 HEFNCH L — RRFRESNET, *
7 A~ ARy 71EARA Rb— K (EVPN Route-Type2) # /" L CEIZFERETH LD, 77T 4
TIT7AT T —NDAZ LN ~OEFE, BLOZOWOEE T — /L TORTHIL, il
DVXLANZ 7 7 U v 72T v —VIidRAELEFA, ZOT7Fu—F, EEEOmEE
W=z AD EIZENSLH £,

£EZ0O VTEP :

VRF context OUTSIDE

vni 1002000

IP route 10.1.1.0/24 20.1.1.1

! static route on VTEP pointing to Firewall next hop
! firewall VIP 20.1.1.1

VRF context INSIDE

vni 1001000

IP route 20.1.1.0/24 10.1.1.1

! static route on VTEP pointing to Firewall next hop
! firewall VIP 10.1.1.1

ABT4 9D IL—Fr%EBGPICHBEML. BYDI 7TV VIIZT FNEA4XT %

FRAICE > T, RENTWDT I T4 TR T 7 AT T —Ib~D)— o, TUNEFEETD
VTEP IZfE L E§, A— NMIT V7 4 v 27 A— 1k (EVPN Route-Type5) & R7aSiL, 77
F AT T AT T4+ — N DVTEP ~D/L— NOBRERINET, 774 T T+ —/LD
TIT 4 TIALNRAEREOLS, b T vF o ZI3EREEBREL, ZOEFEZTXTOY £—
RN VTEPIZHEHT AMERH Y £3, ZOBMEZ, v— 23 THIER) Sh, Z0%IC B
SNDHZEITHEYLET, 207 e —F T, VRFZEH L TT_XTOVTEPIZHEAT D4
ERHH-D, IO RERTFvy—rPREALNET,

VTEPA 8K U VTEPB:

router bgp 65000
vrf OUTSIDE
address-family ipv4 unicast
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redistribute static route-map Static-to-BGP

B —TA VI EATATAT7LERI7FAT 74—

2:BN—T A VT EERT AT AT7ILER I 7ATI4—IL

VTEP A VTEP B
o J b )
EE-
E==j
Eese=s o
Firewall Firewall
active standby

VTEPA & U VTEPB:

Vlan 10
Name inside
Vn-segment 10010

Vlan 20
Name outside
Vn-segment 10020

interface nvel

no shutdown

host-reachability protocol bgp
source-interface loopbackl
member vni 10010

mcastgroup 239.1.1.1

member vni 10020

mcastgroup 239.1.1.1

member vni 1001000 associate-vrf
member vni 1002000 associate-vrf

Interface VLAN 10

Description inside vlan

VRF member INSIDE

IP address 10.1.1.254/24

fabric forwarding mode anycast-gateway

Interface VLAN 20

Description outside_vlan

VRF member OUTSIDE

IP address 20.1.1.254/24

fabric forwarding mode anycast-gateway

VRF context INSIDE

vni 1001000
IP route 20.1.1.0/24 10.1.1.1
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! static route on VTEP pointing to Firewall next hop
! firewall VIP 10.1.1.1
VRF context OUTSIDE

vni 1002000

IP route 10.1.1.0/24 20.1.1.1
! static route on VTEP pointing to Firewall next hop
! firewall VIP 20.1.1.1

router bgp 65000
vrf INSIDE
address-family ipv4 unicast
redistribute static route-map INSIDE-to-BGP
vrf OUTSIDE
address-family ipv4 unicast
redistribute static route-map OUTSIDE-to-BGP

eBGP IL—T 4« VU ZERAITEH VI LER NI 7FA T 04—

T77AT U+ —NABBGPE Y HR— L TWDIEAE, 1 2OF T aid, 7747 U r—k
H—BE A VTEP f]lo~7'm =Lk LTBGP #3452 & T3, ==—F ¥ A MIPZEZEHL
TLET V73 AR — RS TWERA, HEINDHEHE, V—7 Ny 7 i L TH VIEP
BLOET THAL—T Ry 7 IPEFEATHZLETT, V=T RNy f 2 —T A AR
EVPNZI L CTT RAZAXINZWRY , RITUIPT RLRAETXTOJET 5 VIEP TEHT
xF9, VIEP L CTEADIP 7 RLAZMEHTHZ L2 HRL 9,

T7AT VA NI —T Ny J ~OEEAREMIL, VIEP EOT=—F ¥ 2 F— U=
AP EET 77 AT I+ — NV EDRETF 47 L— AL CHETXET,

WOHITIL, AS 65000 123 % VTEP & AS 65002 128D 7 7 A4 7 74—V 5 eBGP BT Y o
TRMESLSNET, iBGP LD BGP BT Y 3 R— FENTWERA,

\)

GE) B2 5 VIEPIZEER SN T 77 4 TIAZ N T 7 A T U 4 —/b~D export-gateway-ip %
AT 20BN HY £,

BGP T Vv l2=—F vy AN =T ZFEHLRNTL I,

VTEP A:

Vlan 10
Name inside
Vn-segment 10010

Vlan 20
Name outside
Vn-segment 10020

Interface VLAN 10

Description inside vlan

VRF member INSIDE

IP address 10.1.1.254/24

fabric forwarding mode anycast-gateway
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Interface loopbackl00
Vrf member INSIDE
Ip address 172.16.1.253/32

Interface VLAN 20

Description outside_vlan

VRF member OUTSIDE

IP address 20.1.1.254/24

fabric forwarding mode anycast-gateway

Interface loopbacklOl
Vrf member OUTSIDE
Ip address 172.18.1.253/32

router bgp 65000

vrf INSIDE

! peer with Firewall Inside

neighbor 10.1.1.0/24 remote-as 65123
update-source loopbackl00
ebgp-multihop 5

address-family ipv4 unicast

local-as 65051 no-prepend replace-as

vrf OUTSIDE

! peer with Firewall Outside
neighbor 20.1.1.0/24 remote-as 65123
update-source loopbacklOl
ebgp-multihop 5
address-family ipv4 unicast

local-as 65052 no-prepend replace-as

VTEPB :

Vlan 10
Name inside
Vn-segment 10010

Vlan 20

Name outside

Vn-segment 10020

Interface VLAN 10

Description inside vlan

VRF member INSIDE

IP address 10.1.1.254/24

fabric forwarding mode anycast-gateway

Interface loopbackl00
Vrf member INSIDE
Ip address 172.16.1.254/32

Interface VLAN 20

Description outside vlan

VREF member OUTSIDE

IP address 20.1.1.254/24

fabric forwarding mode anycast-gateway

Interface loopbacklOl
Vrf member OUTSIDE
Ip address 172.18.1.254/32

router bgp 65000
vrf INSIDE
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! peer with Firewall Inside
neighbor 10.1.1.0/24 remote-as 65123
update-source loopbackl00
ebgp-multihop 5
address-family ipv4 unicast

local-as 65051 no-prepend replace-as

vrf OUTSIDE

! peer with Firewall Outside
neighbor 20.1.1.0/24 remote-as 65123
update-source loopbacklOl
ebgp-multihop 5
address-family ipv4 unicast

local-as 65052 no-prepend replace-as

HE., VXLAN 77 7 U » 7 [3H—0 BGP BEV AT A (AS) WNIZH D729, WNES VRF &4
H#SVRE @O AS1X[F U T9, BGPIX. HEDASNHZIELIZL— e A A F—LLEHA,

LMo T, ZON—NEF— =T 4 RTHIT1E, ASNAZHESTHILENRNHY £9, BGP
DHHEDAS PHLV— e Ray 7 T5L 05— La2lhicd ey, SESERT I rn—
FWRGFEELET, Zhud, Fy NI =2 IZE8BICEEBE2 52 %7, T 3COBGP Ri#A =

AL fEFFT D 72012,

Mocal-as] 7 7' @ —F Tlk, #7225 ASHHRIE =/ — b & #k

T&E9, VRF Z&IiC742 % Nocal-as] 285K 77 AT U+—/L ET U7
MMocal-as # ASN # no-prepend replace-as] ZHiAT 5 Z & ZHELEL £,

3:eBGP AS-Path ¥ = v %

192.166.52.123

192.1668.51.123

AS#65001

e outside -~
¢ )
eBGP ~--~.| [,--—""eBGP
1 1 11
AS#65123

Route Dropped per AS-Path check
AS-Path: 65001 > 65123 > 65001

192.166.52.123

192.168.51.123

AS#65001

Local-AS

65052 65051
P outside -~
{ )
eBGP "=~ [,--—""eBGP
===
T
AS#65123

Route Accepted per Local-AS
No-Prepand and Replace-AS
AS-Path:
65001-> 65051 > 65123 > 65052 > 65001

503160
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eBGP L—7 1 LU £ ERT 57 17 LEG T 7179+~ |

eBGP )L—T 4 VU EHRI DT aAT7IERIZFAT 04—

T7AT U4 —/VBBGPEYR— K LTWBEHE, 12047 vait, 7747 Ur—LE
H—EAVTEP o7 1 b2/t LTBGP 2452 Td, T=—F ¥ A MIPEMEHL
ZET V73 AR — &R T ERHA, HERESNDHGFHE, v—T7 Ny 7 B LT VIEP
BIOYTCHAL—T Ry 7 P EHATHIZLETT, VT RNy S H—T xf AN
EVPNZIT L CT RARZ A XENRWRED, RUIPT RLAZTXTOET 25 VIEP TEH T
ETET, VIEPHEL CHEADIPT RLAZMEHT L2 L 2HIEL £9, vPCEREOSGEITMA
<7,

T AT T — BN —T RNy 7 ~DEEGEMIL, VIEP LOT=—F% ¥ A F— U=
AIPEET 77 AT I — NV EDREZT 47 — ML TCHRETE E7,

VPCEATIE, VPCET U 27 %M LIZVRF ZEDOET ) 7N TY, VRE BiLOET
U272z T, advertisepipa~> RZHEHALTT LT 4 v 7 A—KDT RANF A XX
N (EVPN/LV— K ZA475) ZHMNCTEES, 777 V7 €7V 7 E2EHRT5H vPC D

B, VREZC LT UV ZI3ImER, TV 7 4 v 7 AN—F DT FNRZ A XA (EVPN
Route-Type5) 73HLETT,

WOFITIL, AS 65000 123D VTEP & AS 65002 128D 7 7 A4 7 74—/ 5H eBGP BT Y o
THRMESLESNET, iBGP LD BGP BT Y 3 R—FENTWERA,

4:eBGP EFERALI=TaT7IIERI7ATO+—I

Loopback Loopback

Firewall Firewall
active standby

502227

\)

6=

B2 B VTEP \ZHERE SNT=T 7T 4 TIAZ N T 74 T 7 4 —)L~D export-gateway-ip %
BT 20ERHY 7,
BGP E 7Y /Il =—% ¥ A M =y =AM LN T EE 0,

VTEPA:

Vlan 10

Name inside
Vn-segment 10010
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Vlan 20
Name outside
Vn-segment 10020

Interface VLAN 10

Description inside vlan

VRF member INSIDE

IP address 10.1.1.254/24

fabric forwarding mode anycast-gateway

Interface loopbackl00
Vrf member INSIDE
Ip address 172.16.1.253/32

Interface VLAN 20

Description outside_vlan

VRF member OUTSIDE

IP address 20.1.1.254/24

fabric forwarding mode anycast-gateway

Interface loopbacklOl
Vrf member OUTSIDE
Ip address 172.18.1.253/32

router bgp 65000
vrf INSIDE

! peer with Firewall Inside

neighbor 10.1.1.0/24 remote-as 65123
update-source loopbackl00
ebgp-multihop 5

address-family ipv4 unicast

local-as 65051 no-prepend replace-as

vrf OUTSIDE

! peer with Firewall Outside
neighbor 20.1.1.0/24 remote-as 65123
update-source loopbacklOl
ebgp-multihop 5
address-family ipv4 unicast

local-as 65052 no-prepend replace-as

VTEPB :

Vlan 10
Name inside
Vn-segment 10010

Vlan 20
Name outside
Vn-segment 10020

Interface VLAN 10

Description inside vlan

VRF member INSIDE

IP address 10.1.1.254/24

fabric forwarding mode anycast-gateway

Interface loopbackl00

Vrf member INSIDE
Ip address 172.16.1.254/32

B Lve- LAV TI9—ERDHER
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Interface VLAN 20

Description outside_vlan

VRF member OUTSIDE

IP address 20.1.1.254/24

fabric forwarding mode anycast-gateway

Interface loopbacklOl
Vrf member OUTSIDE
Ip address 172.18.1.254/32

router bgp 65000

vrf INSIDE

! peer with Firewall Inside

neighbor 10.1.1.0/24 remote-as 65123
update-source loopbackl00
ebgp-multihop 5

address-family ipv4 unicast

local-as 65051 no-prepend replace-as

vrf OUTSIDE

! peer with Firewall Outside
neighbor 20.1.1.0/24 remote-as 65123
update-source loopbacklOl
ebgp-multihop 5
address-family ipv4 unicast

local-as 65052 no-prepend replace-as

VWCETF ' 2IIZKBHPerVRFET ) > T

VTEPA & U VTEPB:

vlan 3966
! vlan use for peering between the vPC VTEPS

vlan 3967
! vlan use for peering between the vPC VTEPS

system nve infra-vlans 3966,3967

interface vlan 3966
vrf memner INSIDE
ip address 100.1.1.1/31

interface vlan 3967
vrf memner OUTSIDE
ip address 100.1.2.1/31

router bgp 65000

vrf INSIDE

neighbor 100.1.1.0 remote-as 65000
update-source vlan 3966

next-hop self

address-family ipv4 unicast

vrf OUTSIDE

neighbor 100.1.2.0 remote-as 65000
update-source vlan 3967

next-hop self

address-family ipv4 unicast
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% VRF THFE Iz — ME, BGPEVPN B2 LT7 7 7 U v 7 OFEY OF3IZT B
HAXINET,

OSPF 2L T IWESREI7AT o4+ —IL

WL, 775 A4T7 94—/ TOSPFET UL 7 %FETFLTWAS VIEPA MDD DREA =Ry
F &R L TWET,

SVI . WEB L USROS D VRF O VIEP TEHZEINFT, TNHDE VRF EOT7 7 A
T 74 —/LEE-D VIEP 71X, 1 20 VRE 258D VRE IZBEIT A2 DN —F 1 T
WA FE LET,

VTEPA & U VTEPB:

vlan 10
name inside
vn-segment 10010

vlan 20
name outside
vn-segment 10020

interface VLAN 10

Description inside vlan

VRF member INSIDE

IP address 10.1.1.254/24

IP router ospf 1 area 0

fabric forwarding mode anycast-gateway

Interface VLAN 20

Description outside vlan

VREF member OUTSIDE

IP address 20.1.1.254/24

IP router ospf 1 area 0

fabric forwarding mode anycast-gateway

interface nvel

no shutdown

host-reachability protocol bgp
source-interface loopbackl
member vni 10010

mcastgroup 239.1.1.1

member vni 10020

mcastgroup 239.1.1.1

member vni 1001000 associate-vrf
member vni 1002000 associate-vrf

router ospf 1
router-id 192.168.1.1
vrf INSIDE
VRF OUTSIDE

VTEPA# show ip route ospf-1 vrf OUTSIDE
IP Route Table for VRF "OUTSIDE"
'*' denotes best ucast next-hop
'**! denotes best mcast next-hop
'[x/y]"' denotes [preference/metric]
'$<string>' in via output denotes VRF <string>

B Lve- LAV TI9—ERDHER



| LAva-LAvIH—ERDER
OSPF L— % BGP [CEEAHL. BUDT7TU v o127 K384 255 [

10.1.1.0/24, ubest/mbest: 1/0
*via 20.1.1.1 Vlan20, [110/41], 1lwbd, ospf-1, intra

VTEPA# show ip route ospf-1 vrf INSIDE

IP Route Table for VRF "INSIDE"

'*' denotes best ucast next-hop

'**! denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

20.1.1.0/24, ubest/mbest: 1/0
*via 10.1.1.1 VlanlO, [110/41], 1lwbd, ospf-1, intra

w2, ZON— MNIBGPICHEMT S, EVPN 777U v 752N LTT RARZ A XENET,
ZHICEY ., T _RTHOVIEP B, X7 A+ &Ky 7E LTVTEPA 241 2 954 VRE
WNDOTRTDNL— RS IR 3,

OSPF)L— % BGP [CHEEML. BYDTI 7TV IIZT R34 XT3

VTEPA &V VTEPB:

router bgp 65000
vrf OUTSIDE
address-family ipv4 unicast
redistribute ospf 1 route-map OUTSIDEOSPF-to-BGP
vrf INSIDE
address-family ipv4 unicast
redistribute ospf 1 route-map INSIDEOSPF-to-BGP

VTEPA# show ip route 10.1.1.0/24 vrf OUTSIDE

10.1.1.0/24 ubest/mbest: 1/0

*via 10.1.1.18%default, [200/41]1, 1lwld, bgp-65000, internal, tag 65000 (evpn) segid:
200100 tunnelid: 0xa01l0112 encap: VXLAN

N7 7 4w 7%, VIEP 6 Y —VE R VTEP IZH 7 L &7 VXLAN TH Y, 7tk
RRENT T 7 AT U+ —MIERENET, 77 AT VA —/MIN—AZ#EHL, N T 71>
7 % WH#E VRF D% —E A VIEP IZEELET, 2D T 7 4 v 71X VXLAN TH 7R/ b S
AU, %E5C VTEP \ZEE &E T, %8%C VIEP TlX, N7 7 4 v 7 B 7 efbfiifrsn Tz
K747 MTEREENET,

T7A4T7 94— T x—)LA—/\—

TITAT T7AT I —IVICEENEEL, RF AL T AT 73 —/Lng| & &
N— MIP—EZAVTEPA NSV S, —EAVTEPBIZXL > T7 77U v 7|27 KX
HARXEINET,

OSPF 2R L=Ta7INEHRI7ATI2+4—IL

CiscoNX-OS (%, VA1 ¥Y3 &AL VPCRAHADZY AT I v 7 OSPFET U T EHR—FL
F3, ZHUICKY ., VPCEER L7 74 7 7+ — VBN AHRICAR D . 2oV 7 FTOSPF
7Y NN SN ET, CiscoNexus 9000 2 A v F L 77 A T v +—BoOTV 7%
WL D 7= DI 41D VLAN 1%, FE VXLAN %fiis VLAN TH LML E R H Y £7,
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B oosrrzgmLrEFa7LEEI 7791 —0

5:0SPFEFERL=T17IERI7AT7 94—

VTEP A VTEP B
m— (| ===

D
OSPF
Peering
Firewall Firewall
active standby

\}

GE)  OSPF AT ==—F ¥ A P F—bU = ZHHLRNTLZEN,

VTEPA:

Vlan 10
Name inside

Vlan 20
Name outside

Interface VLAN 10
Description inside vlan
VRF member INSIDE
IP address 10.1.1.253/24
Ip router ospf 1 area 0

Interface VLAN 20
Description outside vlan
VRF member OUTSIDE
IP address 20.1.1.253/24
Ip router ospf 1 area O

vpc domain 100

layer3 peer-router

peer—-gateway

peer-switch

peer-keepalive destination x.x.x.x source x.x.x.x peer-gateway
ipvé nd synchronize

ip arp synchronize

router ospf 1
router-id 192.168.1.1
vrf INSIDE
VRF OUTSIDE

VTEPB :

Vlan 10
Name inside
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| LAva-LAvIH—ERDER
OSPF L— % BGP [CEEAHL. BUDT7TU v o127 K384 255 [

Vlan 20
Name outside

Interface VLAN 10
Description inside vlan
VRF member INSIDE
IP address 10.1.1.254/24
Ip router ospf 1 area 0

Interface VLAN 20
Description outside_vlan
VRF member OUTSIDE
IP address 20.1.1.254/24
Ip router ospf 1 area 0

vpc domain 100

layer3 peer-router

peer-gateway

peer-switch

peer-keepalive destination x.x.x.xX source x.x.x.xX peer-gateway
ipv6 nd synchronize

ip arp synchronize

router ospf 1
router-id 192.168.2.1
vrf INSIDE
VRF OUTSIDE

VTEPA# show ip route ospf-1 vrf OUTSIDE

IP Route Table for VRF "OUTSIDE"

'*' denotes best ucast next-hop

'**! denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

10.1.1.0/24, ubest/mbest: 1/0
*via 20.1.1.1 Vlan20, [110/41], 1lwbd, ospf-1, intra

VTEPA# show ip route ospf-1 vrf INSIDE

IP Route Table for VRF "INSIDE"

'*' denotes best ucast next-hop

'**! denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

20.1.1.0/24, ubest/mbest: 1/0
*via 10.1.1.1 VlanlO, [110/41], 1lwbd, ospf-1, intra

OSPF/L— + % BGP IZHEML. BYDT7 IV Y IICT ENIA4 XSS
VTEPA $& U VTEPB:

router bgp 65000
vrf OUTSIDE
address-family ipv4 unicast
redistribute ospf 1 route-map OUTSIDEOSPF-to-BGP
vrf INSIDE
address-family ipv4 unicast
redistribute ospf 1 route-map INSIDEOSPF-to-BGP
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B 7o 5—rozqeLcoara7or—n

TIHAILES—brOzAELTDI7PATI94—)L

ZOEAEFILTE, VXLAN 777U o 7 1ZL A V%2777V w7 THY., T T4 K~ HF—
YV =2AEXT7 7 AT U=V EIZHY T,

RITH 2R L ET,

vlan 10
name WEB
vn-segment 10010
vlan 20
name APPLICATION
vn-segment 10020
vlan 30
name DATABASE
vn-segment 10030

interface nvel
no shutdown
host-reachability protocol bgp
source-interface loopbackl
member vni 10010
mcastgroup 239.1.1.1
member vni 10020
mcastgroup 239.1.1.1
member vni 10030
mcastgroup 239.1.1.1

T AT T A —E, & VNNCREEA v 4 —T = A A% RH, TXTOTY RKRA > hOT
THNE =T =2 ATT, TXTOVNIMBEILZZ 7 AT UV +— N EEELEST, 7741
T F—ILINR Ry ZITRERNEINC, T7AT I F =DV A D TIIIBFICEE L
TLEE, LER-> T, ZORGHEL, BRFFBIEEFORE CHEA L T 230,

R6:LAVY2WXIAN 2 7 T v O EERLI=T AL S— b9z ELTDI7ATI4+—IL

VNI 10010

110.0.1.0/24
| |
VNI 10020

110.0.2.0/24 |

VNI 10030

110.0.3.0/24 |
| |

502223
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rSvrR7LY R 77479+ —LEA [

RSUARTPLIUM D747 94—I)LEEA

NG ANT LU N T AT 4 —VERIILA Y2 7747 7 +—/L (IPS/IDS % &)
I, BHE ., NEEVLAN EAMSVLAN 27U v L, b T 7 4 w703 @ild 2% & XITRELE
9, VLAN 27 4 v F o 7%, y—E2ADFT 73/ k F— U = A ZNE VLAN I[CEET 5
ZEiEoTUTbNET, ZOF— b U A ~D LAY 2 OBIEARENMEIX. M5 VLAN TfT
bIvET,

EVPN TO FSVARTZ LU R D747 04— ILEADOHE

rRBE IZiE, IROZ A 7D VLAN BREENF T,

« ¥ VLAN (% @ VXLAN Z ToR V — 7l =—F ¥ A h ¥'— b7 = A} & TR E)

s 77 AT U+ —/LIEEHE VLAN X

c 77 AT U+ —/VEEH VLANY
O RRaIIZBNT, VLANX O VLAN ~D T 7 4 v 71, —ER J—7 2
MINWTWD R T AT LU MU A Y277 AT UA—VERATOILERH D ET, Z0O
rART ML, EETERWVLANX CEHTE D VLANY O7 7Y —F2FH L £,
THOToR Y —7IZIZ LAY 2VNIVLANX B0 £, VLANX D SVIIZH Y A, 774

TV SN TWD Y —E R U—7Z1F LA ¥ 2 VNI VLAN X . 3 VXLAN VLAN
Y. BEWHSRP ¥ — sV =A M5 SVIY "V £7°,
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B eveNcorS AT LU R T4 T —LEAOBE

EVPN TD FrSUARTFLU M T7AT 94— ILEEADHE

1 Local VLAN
Untrusted 1 frowalothe
Local VLAN 1o sl service leafs
switching from Transparent
the service leafs Mode Firewall
to firewalls [ ’/’J The FW trusted
v  VLAN is only on
,,,///! the service
The FW untrust- \ @ ' VTEP that's
ed VLAN is ,> ) where its GW is
Layer—E 0n|y on Service Leafs
the fabric First-Hop GW for firewall trusted
VLAN wiEh virtual MAC-B
VXLAN switch- I VXLAN routing
ing to the service from the firewall
|leafs from the trusted VLAN to
internal leafs hosts on the
internal VLANs

Spine

(Anycast GW for internal
VLANs with virtual MAC-A)

KvTerl
[ | TOR Leafs

Internal VLANs
Firewall (VLAN 101,102..)
Untrusted VLAN X g
= 8

)

(¥)  VXLANEVPN O35, TV AXRT LY N 77 AT U4 — NV EHALESHHET=—F% v X
NTF—=b U AT EE2HRLET, ZUTEY, 3TD VLAN % VXLAN Xt
\ZCT& %9, HSRP/VRRP XR—AD T 7 —A hik v 7 7 — b T = A AT 554, SVID
VLAN % VXLAN S TE P, TCRMED 72012 vPC T EICIFET D HERH Y £,

LAYV 4- LAY 1H9—EXDER
18| |
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EVPN TD kS5 v ZRR7LY k 27179+ —LEAOH [

EVPN TO FS VRARTZ LU R D74 T 04— ILEADA

EVPNTD FS2VARTFLUF T7AT 94— ILEEADSHI

Untrusted Trusted
VLAN X VLAN Y

" g
/ \

Transparent
Mode Firewall

\

N93322 ¥

Y N9332-1

———aNIB325

Spine

f VTEP '
N3372-1

9.999

= Internal VLANS
(VLAN 101, 102..)

Firewall

10.0.94 101 -1
d8b1.9071.5beb CREUeBE VT AR

* VLAN X @748 A 1:10.1.94.101

o |

e ToR U —7:N9372-1
e vVPC HOHP—E R I —7:N9332-1 I3 LTI N9332-2

¢ R—4— U —7 : N9332-5

ToR ') —7E%%E

vlan 94
vn-segment 100094

interface nvel
member vni 100094
mcastgroup 239.1.1.1

router bgp 64500
routerid 1.1.2.1
neighbor 1.1.1.1 remote-as 64500
address-family 12vpn evpn

500046
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send-community extended
neighbor 1.1.1.2 remote-as 64500
address-family 12vpn evpn
send-community extended
vrf Tenl
address-family ipv4 unicast
advertise 12vpn evpn

evpn
vni 100094 12
rd auto
route-target import auto
route-target export auto

it

HSRP ALY —EX J—T 1%

vlan 94
description untrusted vlan
vn-segment 100094

vlan 95
description trusted vlan

vpc domain 10
peer-switch
peer-keepalive destination 10.1.59.160
peer—-gateway
auto-recovery
ip arp synchronize

interface Vlan2
description vpc_backup svi for overlay
no shutdown
no ip redirects
ip address 10.10.60.17/30
no ipvé6 redirects
ip router ospf 100 area 0.0.0.0
ip ospf bfd
ip pim sparsemode

interface V1an95
description SVI for trusted vlan
no shutdown
mtu 9216
vrf member Ten-1
no ip redirects
ip address 10.0.94.2/24
hsrp 0
preempt priority 255
ip 10.0.94.1

interface nvel
member vni 100094
mcast-group 239.1.1.1

router bgp 64500

routerid 1.1.2.1

neighbor 1.1.1.1 remote-as 64500
address-family 1l2vpn evpn
send-community extended

neighbor 1.1.1.2 remote-as 64500
address-family 1l2vpn evpn
send-community extended

vrf Ten-1

B Lve- LAV TI9—ERDHER
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address-family ipv4 unicast

EVPN TO RSV RR7LY k 77479+ —1iEADH [

network 10.0.94.0/24 /*advertise /24 for SVI 95 subnet; it is not VXLAN anymore*/

advertise 12vpn evpn

evpn
vni 100094 12
rd auto
route-target import auto
route-target export auto

HSRP ALY —EX IJ—T 2&FE

vlan 94
description untrusted vlan
vnsegment 100094

vlan 95
description trusted vlan

vpc domain 10
peer-switch
peer-keepalive destination 10.1.59.159
peer—-gateway
auto-recovery
ip arp synchronize

interface Vlan2
description vpc_backup svi for overlay
no shutdown
no ip redirects
ip address 10.10.60.18/30
no ipvé6 redirects
ip router ospf 100 area 0.0.0.0
ip pim sparsemode

interface V1an95
description SVI for trusted vlan
no shutdown
mtu 9216
vrf member Ten-1
no ip redirects
ip address 10.0.94.3/24
hsrp 0
preempt priority 255
ip 10.0.94.1

interface nvel
member vni 100094
mcastgroup 239.1.1.1

router bgp 64500

router-id 1.1.2.1

neighbor 1.1.1.1 remote-as 64500

address-family 12vpn evpn
send-community extended

neighbor 1.1.1.2 remote-as 64500

address-family 12vpn evpn
send-community extended

vrf Ten-1
address-family ipv4 unicast

network 10.0.94.0/24 /*advertise /24 for SVI 95 subnet; it is not VXLAN anymore*/

advertise 1l2vpn evpn

evpn

Lava-Lav1y—ExnER [
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. show 27 > KD

vni 100094 12
rd auto
route-target import auto
route-target export auto

show <> KO
ANY — TN LR A b Oa—Hh L MAC DIE#HEF LET,

switch# sh mac add vl 94 | i 5b|MAC

* primary entry, G - Gateway MAC, (R) Routed - MAC, O - Overlay MAC
VLAN MAC Address Type age Secure NTFY Ports

* 94 d8b1.9071.5beb dynamic 0 F F Ethl/1

HF—r 2 U—TBHmH LR A RO MAC OE#REF T LET,

N

GE)  VLANY |ZBWT, —ER U—TREEFTLHHRANMACIE, BGPIZE->TVE—F BT
NHELNET,

switch# sh mac add vl 94 | i1 VLAN|eb

VLAN MAC Address Type age Secure NTFY Ports
* 94 d8bl.9071.5beb dynamic O F F nvel(l.1.2.1)

switch# sh mac add vl 94 | i VLAN|eb

VLAN MAC Address Type age Secure NTFY Ports
* 94 d8bl.9071.5beb dynamic O F F nvel(l.1.2.1)

switch# sh mac add vl 95 | i VLAN|eb

VLAN MAC Address Type age Secure NTFY Ports
+ 95 d8b1.9071.5beb dynamic 0 F F Po300

switch# sh mac add vl 95 | i VLAN|eb

VLAN MAC Address Type age Secure NTFY Ports
+ 95 d8b1.9071.5beb dynamic O F F Po300

HF—E 2 J—TNEE L7 VLANIS IZH H AR A FD ARP DfEHRAFR R LET,

switch# sh ip arp vrf ten-1
Address Age MAC Address Interface
10.0.94.101 00:00:26 d8b1.9071.5beb V1an95

HP—bE 2 U—T7ZEVPN 725 9.99.9 235 LE7,

switch# sh ip route vrf ten-1 9.9.9.9

IP Route Table for VRF "Ten-1"

'*' denotes best ucast nexthop

'**!' denotes best mcast nexthop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

9.9.9.9/32, ubest/mbest: 1/0

B Lve- LAV TI9—ERDHER
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VXLANBGP EVPN £ L= 77 4 7o+ — 25248025 [

*via 1.1.2.7%default, [200/0], 02:57:27, bgp64500,internal, tag 65000 (evpn) segid:
10011
tunnelid: 0x1
010207 encap: VXLAN

R—=F— J—TNEEHLZBGPIZLAEHRA M L— FOEREERLET,

switch# sh ip route 10.0.94.101

IP Route Table for VRF "default"

'*' denotes best ucast nexthop

'**! denotes best mcast nexthop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

10.0.94.0/24, ubest/mbest: 1/0
*via 10.100.5.0, [20/01, 03:14:27, bgp65000,external, tag 6450

VXLANBGPEVPN Z#R L= 7470 +—IL UV 5 R4A

2o

ZDOE®ZIarTiE, BGPEVPN 2 ha—L FL—r 2 HHLTVXLAN 77 7 U w7 %
FEITLTCOWBEEDOY A NCEERDE T 7 AT U —IV T T AFERERT D HFECHOWTEEL
<EBALET,

’D rARa L, VXLANEVPN 2R L7277 7 AT U4 —V 7 FRAEZ Y &R LTVNE
7,

Lava-Lav1y—ExnER [
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B vxeanBePEVPN EERLET 74 7O A —L 452G Y LY

7:VXIANEVPNIZE BT 7ATOA—IL I TREY YT

[ BGW11 ][ BGW12 ] BGW21 BGW22

/ i : \ / Site-2 | Site-3
) i ol
| e VxLAN'w i ' VXLAN *
| \\ Fabric j : . Fabric \>
| E (1]
FW Cluster g} Hz2 H3 =

O O

ZOMREIE, KOLDOE A= LFET,

T FAT UF—IV T TAZT, BT/ AL LTENETHEH DA A X o ATHER S
ITWET,

T AT U —N~DN—T v KT 7 AL, BApH5YT7Fxy bERIZRCY TRy b
MLTITH Z ™ TEET,

e T AT T F—IE, TRTDA LV ARAZ L RCETERAD L2 AR —F Fy VA LT

i—a—o
cHIBOESITIL, 77 AT VA~V 7 T AR T DT XTOD vPC HA— F T ¥ R/LH
IRENET,

e T RTDA U AE L RZH—D VIP/VGMAC 2MFEIELE7,

o %A hZT L ®D BGP-EVPN VXLAN A —R_—L AF, R—F— F—F U=z TRT v FX
nEJ,

LAYV 4- LAY 1H9—EXDER
T |



LAY 4-LA¥T9—ERDEA
VXLANBGPEVPN 2{EFILT= 07 A 74 —IL VS RE Y Y .

cFUYA NNDT IT 4 TMNET IT 4 T~DA AR ADT=—F ¢ A MEEE, b
ST 47 T7a—DEODOY A NIRRT 7 AT I —IA~DT ITT 4 TR I T
TA~DT IR ARYR—FZNTWET,

e B A ML, R—=FF ¥RV AL H—T A ANRE VY TENTZT T AZITEERI N
B—0D vPC_XT7HRH Y £9,

« 7 AZVIPE LY 5 2% VMAC 1%, BGPEVPN/L—  #—4 » | -2s & L T VXLAN
EVPN 77 7 U o 727 RAZ A ZENET (ESLIESE vPC DAR— K Fr b A o H—
7oA ATHREINTEICHESNET)  V—FF¥—F Y b2ORT AN Ky 71X
vPC X7 ®D VTEP VIP 7 KL A T,

o ZH A MITHEED YV TAX—RNEENDIHGERNHV T, 7T AKX, EHADESI % #F
Offl 2 DR— N T ¥ RV EHH LT VPC X7 ICERINET,

« &7 T AH 21, BGPEVPN /L— h #—% > k 2s £ LTCTVXLANEVPN 7 7 7' U w7 |Z
T RARE A XENDMED cVIP & cVMAC 3% 0 £ (ESIIZ#F D vPC DR— b F v %
N AVHE =T oA ATHERINTMEICRESNTHVET) |

« 7T AZITIE, VPC ST ITEE i SR — b F v 2L BICEE D VLAN 36 25680 H
D F9, VLAN THE I 724 cVIP/cVMAC (L., %95 L2VNI ZfEH L CT/b— b T-2
EVPN/L— h&E LTT RARAX A XENET,

*VIPBLWWVMAC (7747 U4 —/LARA L) [X, H— spanned Ether-channel (245t =
ET,

* Spanned Ether-channel (%4 F &RIZIHESVE T,

e VIP ~Dx=—F % X MzkiL, BEFED BGP X2 @t & i/ S A OBEINZFH L CE
SNET,

T AT UF—)V 7T AR BRI TWS VIEP U —7 T, BGP I/ —k ~ v 7%
LCazia=r( w7747 U477 AZEEDEVPNEAD/ES (¥ 1 71) XU MAC/IP
(A7 2) — MR LET,

router bgp 12000
address-family 12vpn evpn
originate-map set esi
template peer SITE-BGW
remote-as 12000
update-source loopbackl
address-family 12vpn evpn
send-community
send-community extended
template peer VTEP-PEERS
remote-as 12000
update-source loopbackl
address-family 12vpn evpn
send-community
send-community extended

R—H—FF—hroxATiE, BGPII/NL—k ~v 7 %EH LT, EVPNEAD/ES (¥4 7°1) B
FOMAC/IP (Z A 72) — NI ENTZ T 7A T O —N I TAZY T aa=TF 4
PWRELET,
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router bgp 11000
bestpath as-path multipath-relax
neighbor 111.111.10.1 remote-as 12000
peer-type fabric-external
address-family 12vpn evpn
send-community
send-community extended
route-map preserve esi out
rewrite-evpn-rt-asn

TI7AT O —N T TAFCERENTWAVIEP ) — 7 T, a3a2=5 452774 T U4 —
v 75 AKX O EVPNEAD/ES (¥ 14 7'1) BLOMAC/AP (¥4 7°2) N— NI T 5 &
ININ—F = T EERTDHDLENS D FT,

route-map set esi permit 10
match tag 100000
match evpn route-type 1 2
set community 23456:12345
route-map set esi permit 15

A

IR XA NN—=T KL R 773U F— KO FO route-map <name> 4+ BGP =1~ > RIZBHEAT T B
TW2/L— h~ v 7@ matchtag =~ > Ri%, address-family 12vpn evpn @ F CTHERK STV 5
BE DRI HR—FINET,

R—&— F— K~ = A TiL,. EVPNEAD/ES (¥4 7 1) BLOMAC/IP (¥ A1 72) /L— hIZ
B EIN=7 7 AT U=V I TAZ )T ala=T 0 t—ETHLEO, 777U vws
W ET L 777U v 7B E T DO — b <~ v T E2ERTHIVNERDH D 7,

T RN RL2VPN/EVPN L— ks v 727 7 7V o JNEIETIC—EIHED

route-map preserve esi permit 10
match community preserve esi
match evpn route-type 2
set esi unchanged

route-map preserve esi permit 15

route-map preserve esi permit 30

T 7 RN RL2VPN/EVPN L— ks = 7% 7 7 7 U o 7N TIC—HEE5

route-map preserve esi external permit 10
match community preserve esi
match evpn route-type 2
set esi unchanged

route-map preserve esi external permit 15
match community preserve esi
match evpn route-type 1

route-map preserve esi external permit 20
match evpn route-type 1
match route-type local

route-map preserve esi external deny 25
match evpn route-type 1

route-map preserve esi external permit 30

A—H %y hBITAL ML, VPCR—F F¥ XD F TORERTX T,
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interface port-channel 100
ethernet-segment vpc
esi <esi> [ tag <uint >]
interface port-channel 200
ethernet-segment vpc
esi system-mac <system-mac> <local-identifier> [tag <uint>]

HWBOESI TlX, 77 AT U —/v 7T AXIIEERT DT XTOVPCR— T ¥ FADPIRE
NEJ, vPC R — h F v R/ TESI ZHERTE E7°,

evpn esi multihoming
port-channel 100
ethernet-segment 1
system-mac aa.bb.cc <anycast-host>

FILT7 7 AT 04—V 7T ARZERANTBHTXTHOVWPCHR— b F¥RMIH LT, MEY
AT I MAC ZHEFF L E T,

T7 AT U F—ILDFEMHONTIL, [VXLAN 777 ) w7 TOLA Y3 77 AT 74—/
DAl 2B LT TEEN,

VXLANEVPN 7 7 JUUw o DH—EXR YFA LY bk

SHATIE, T—2 B 2—HNOT 7V r—>a rafk#B L ORELT 572012, 7747
T A=, B— RKRFT YR EDOY—ER T FITAT AR (P—ER ) —FEHE—E X
T RRA b EBIEEND) OFANKETY, ZDOE 7 a2 Tlid, VXLANEVPN 7 7
TV TRIEEND LA YA~ LA YT —ERADIHFAB LY XA L7 MEREIC OV TR
ALET, 2NHDV—FRIZNT T4 v 7 A R— KL TERNIZI XA LT NTLHEE
AN = AN TR £,

HS—ERXEADRY O—R—X YFAL LY +DFEA

R —=_=2DY XA L2k (PBR) I, V=T AT T—TIN IV I T v T Hh/)NA IR
L. VXLAN RRH CRIER[ER R AN By T IPIC T 74 w7 B VXA VI hTHA D=
ALERBELET, ZOBEICEID, 7747 04— A0 — K RXT B R EDLA Y41
AXTTNRAASNDY—E R VXA VLT v a URAlRRIZR D £77,

PBRTIE., FT 74 v 7 DEEEERIEET HNL—AEZHEH L TL—F v~y FT2RELET,
N— b=y L, T MUOSVIIZEH S, A MDA o F =T = A 2T 77V
IR TCTEGERRER A A N Ry T~D T T 4 vV ICEEEH 2 ET,

NF 74y I BRA ==L A PLVTEPIZER L, ORI AN KRy A2V XA V7 NT 54
ERHDLT IV ATIE, VAYIVNIA o H—T 2 A AZHTHT77 7Y v Z7IZPBRARY v—
AT 2L ERH Y T,
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https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/102x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-102x/m_configuring_layer_4-layer_7_network_services_integration.html#id_94420
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/102x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-102x/m_configuring_layer_4-layer_7_network_services_integration.html#id_94420

LAY a- LAY T H—EXOMR |
B« o—~—20u51L0 bORBEEELHNSEE

Spine

PBR rules on Leaf

Redirect to FW

Tenant VMs / servers Tenant VMs | servers E

|App group 1/subneti) (App group 2/subnet2)

HIOK T, 77V 75— ar Z—71T7 7V r—ay Zv—720WEE, 77+
)V R TTF > F VRF DVLAN [B/VNIV—F ¢ > 7% L CitbhvEd, 77V r—vav 7
N—TNDET TV r—2ay TN—T2~DRNT T4 I BT 7 AT Ur—/LEEEBT DN
BRHDHENVIEERH LA, PBRAY D —2FEHL TN 7 v 272U X ALY FTEE
To RV == VEZA VLT NOWERB OB7 L arOfTE V77 4v 7 7u—
BUVXEA VY NT DD ERER PRI TNET,

Z @ VXLAN PBR BREIZIEH IR L DO TH Y | VXLAN 7 7 7 U » 71T — B A &)
AT D2 DICHBEREREDZ S BN ARE L TCWET, LA -> T, [Enhanced-Policy Based
Redirect (ePBR) (34 X—2) | ¥/ v a r THHIEN TV LT RTOHEBMNL, bV I
ePBR 2R T 52 LA BBID LET,
RY—R=—ZRD)FA LY FOEEFHELHNEE
PBR over VXLAN (Z/&, ROVEEHFHE & HIRFHEAEH SN ET,
s RDTZ v b7 4+ —A1%, PBRover VXLAN #H AR — bk L TWET,
» Cisco Nexus 9332C 33 L () 9364C A A » F
« Cisco Nexus 9300-EX A A » F
« Cisco Nexus 9300-FX/FX2/FX3 A A v F
« Cisco Nexus 9300-GX A A v F
* Cisco Nexus 9300-GX2 A A v F
« Cisco Nexus 9332D-H2R A A » F
+ Cisco Nexus 93400LD-H1 A1 v F
* Cisco Nexus 9364C-H1 A A v F
« -EX/FX 7 A » 71— RZ#5#, L 7= Cisco Nexus 9504 35 L T8 9508 A A1 F

* Cisco NX-OS U U —2Z 10.2(3)F LA, VXLAN PBR #iE1Z, 77XCT?D TOR AA v F D
VXLANvV6 CHHR— kI FET,
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* PBR over VXLAN [X., set{ip|ipv6} next-hopip-address =~ > F® VTEP ECMP, B LT
load-share ¥ — 7 — K& ¥ AR —F L THEHA,

« bestpath as-path multipath-relax Z k4 5 &, BGP (£ IPv4 DT X TDO /LT /XA % /A
DR THRAOHEAFHEA MY » 27 O URIB ZRXA RSAELTA A M=V LET,

» bestpath as-path multipath-relax Z #5795, BGP (%, U6RIB T IPv6 422 T D~ /LT
IRAZNRARMRAE LTA VA M=V LERHA, TNHO/RATHEMFRE/RE L2 DA K
U 7135 & TE £,

RY—AR—X YF ALY FBEDA 2—TIL1E

FIEDHE
1. configureterminal
2. [no] feature pbr
3. (f£%) show feature
4
F D &8
FE

EEL (BXUHEREEN D) ePBREEFEN B SN TV WEAIZHEAR 72 PBR #4512
. kOB 7 a2 LTLLTEE N,

CRY SRR Y FA Ly MEREDA R —T L (29 <—)
P = R RY = ORE (30 —)
cHRY SRR Y F A LY N OBREOHTR (32 %)

R = R—=2 P HA LT FOFREF (32 2—)
IR& HEIIZ

N— K RY —ZRET DL, HONCDORY == U H A LT MEREEZ A X —T b
EL TR BERDHY £,

(f£&) copy running-config startup-config

ARV RFERERTOVa Y

E:)

R w71 |configureterminal Ja—\) a7 4 ¥al— gy T— REEG
1 - LET,
switch# configure terminal

AT 72 |[no] feature pbr RY L —=_R— 2 J—F 4 THRER A X — T MIT L

1 -

switch (config)# feature pbr

£,
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ATv 73| ({E&E) show feature
1

switch(config) # show feature

ARE L O SNIEREEEZ R TR L LT,

ATv 74| ({£E) copy running-config startup-config
fi

switch (config) # copy running-config startup-config

IW— bk R)—DETE

RV R—RAN—FT 4 T TN— =T BEATHE, HEA T —T = RIN—T 4
VIR —HEN U THI ENTEET, CiscoNX-OS I 7 A M Ry 7BIVA v Z—
Tz AP TH LT, Xy baerv—TFT 0T LET,

\}

GCE) AAvFITEZ. IPvd b7 7 4 v 7D RACLTCAM UV — 3 U F 7 4V h THESHRLTWY

£

JR 8 BRI

RY=_=2A =T 4 7 RV =@M T521F, H50 LD RACLTCAM U — = &~
Z (TCAM I —bE v 7 & MHLT) RETOILENH Y 7, FEMIZ OV TiX [Cisco Nexus
9000 Series NX-OS Security Configuration Guide, Release 9.2(x)J @ [Configuring ACL TCAM Region

Sizes] DEHZZMRL TIZEUY,

FIEDHE

configureterminal

inter face type slot/port

{ip | ipv6} policy route-map map-name

set ip next-hop addressl
set ipv6 next-hop addressl

(&) setinterfacenullO

© 0O NOOHWN

B Lve- LAV TI9—ERDHER

(f£#&) copy running-config startup-

route-map map-name [per mit | deny] [seq]
match {ip | ipv6} address access-list-name name [name...]

config


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/92x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-92x.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/92x/security/configuration/guide/b-cisco-nexus-9000-nx-os-security-configuration-guide-92x.html
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R 7 71| configureterminal sa—s )L ar7 4 ¥alb—ar E— RElh
1 - LET
switch# configure terminal

R T w 7 2 |interface type sot/port A B —T 2 A ABEET— NEBEBLET,
fi
switch(config)# interface ethernet 1/2

A7 v 73 |{ip|ipv6} policy route-map map-name IPv4 £7213 IPv6 R U & —_R—Z JL—F 4 7D
i - N—h~y Tl HZ—T A ATHDHTET,
switch(config-inf)# ip policy route-map Testmap

R 7w 7 4| route-map map-name [permit | deny] [seq] N— bk <y TEERT D0, FEEFOL— R
Bl ~ PGS B 0— b v v TRIEE— REHA L
switch (config-inf)# route-map Testmap i—g_" NV—h~wyTOx R %JILE\T?{#”%) 2,

seq A4 L%

R Fw 75 |match {ip |ipv6} addressaccess-list-namename[name...] | 1 > F 7= 133D IPv4 £7-1X IPv6 7 7 &2 =22 |k

i - 7—/L U A K (ACL) Ik LT IPv4 721X IPv6 7
- I\ - N > ° D e NS
switch (config-route-map)# match ip address FL= %’H‘g H L\‘i ‘a‘o SOOI FEARY 2= R
access-list-name ACL1 AN—T 4 THTHY, v—h~ T4 VE VT
F IR IR S E T,

R T v 76| setip next-hop addressl RY —=_R=ZA V=T 4 T HDIPv4 X7 A hiR v
i - TTRVRAERELET,
switch (config-route-map)# set ip next-hop
192.0.2.1

R T 77| setipv6 next-hop addressl RY —=_R=Z =T 4 T HADIPV6 %7 A bk v
i - TTRVRAERELET,
switch (config-route-map)# set ipv6é next-hop
2001:0DB8::1

ATy T8| ({FE) setinterfacenull0 N—T 4 TR T DA —T oA AEREL
i - EF9, Ny bRy 7T 50Enulo A o F—

y | . 7 A AWM LET,

switch (config-route-map) # set interface null0

ATFw 79| (L&) copy running-config startup-config CORELERERFELET,

1
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switch (config-route-map)# copy running-config
startup-config

RYS—R—=X YFAL LY FOERTEDIEDR
R —_R—X UEAL LTk

RIEHHRZFTT DI2E, ROEEDOWTNNEZITVET,

avy kR

S]]

show [ip | ipv6] policy [name]

IPv4d £7-13IPv6 R Y o —IZB8T A F R A2 FR
Liﬂ‘o

show route-map [name] pbr-statistics

RY —HEHEREZ TR L ET,

route-map map-namepbr-statistics 2~ > K& H L TAR Y > —Z2HEhZ LE 7, clear routemap
map-name pbr-statistics 2~ > RZEH LTI HDORY > —%2 27 V7 LET,

RY)O—AR=R YFA LY +DRFEH|

H—EZ VIEP Z &< T _THTFTF >  VIEP TROBREEZEITLET,

feature pbr

ipv6 access-list IPV6 App group 1
10 permit ipv6 any 2001:10:1:1::0/64

ip access-list IPV4 App group 1
10 permit ip any 10.1.1.0/24

ipv6 access-list IPV6 App group 2
10 permit ipv6 any 2001:20:1:1::0/64

ip access-list IPV4 App group 2
10 permit ip any 20.1.1.0/24

route-map IPV6 PBR Appgroupl permit 10
match ipv6é address IPV6 App group 2
set ipv6 next-hop 2001:100:1:1::20

route-map IPV4 PBR Appgroupl permit 10
match ip address IPV4 App group 2
set ip next-hop 10.100.1.20

route-map IPV6 PBR Appgroup2 permit 10
match ipv6 address IPV6 App groupl
set ipv6 next-hop 2001:100:1:1::20

route-map IPV4 PBR Appgroup2 permit 10
match ip address IPV4 App group 1
set ip next-hop 10.100.1.20

interface VlanlO
! tenant SVI appgroup 1
vrf member appgroup
ip address 10.1.1.1/24
no ip redirect

B Lve- LAV TI9—ERDHER

(next hop

(next hop is that

(next hop

(next hop is that

is that of the firewall)

of

the firewall)

is

that of the firewall)

of the firewall)



| LAva-LAvIH—ERDER
Kyo—x—z2ygqLy roiEn [

ipv6 address 2001:10:1:1::1/64

no ipvé redirects

fabric forwarding mode anycast-gateway
ip policy route-map IPV4_  PBR Appgroupl
ipv6é policy route-map IPV6_ PBR Appgroupl
interface Vlan20

! tenant SVI appgroup 2
vrf member appgroup

ip address 20.1.1.1/24

no ip redirect

ipvé address 2001:20:1:1::1/64

no ipvé redirects

fabric forwarding mode anycast-gateway
ip policy route-map IPV4_ PBR Appgroup2
ipv6é policy route-map IPV6_ PBR Appgroup2

On the service VTEP, the PBR policy is applied on the tenant VRF SVI. This ensures the
traffic post decapsulation will be redirected to firewall.
feature pbr

ipv6 access-list IPV6_App group_ 1
10 permit ipv6 any 2001:10:1:1::0/64

ip access-list IPV4 App group 1
10 permit ip any 10.1.1.0/24

ipv6 access-list IPV6_App group_ 2
10 permit ipv6 any 2001:20:1:1::0/64

ip access-list IPV4 App group 2
10 permit ip any 20.1.1.0/24

route-map IPV6_ PBR Appgroupl permit 10
match ipvé address IPV6_App group 2
set ipv6 next-hop 2001:100:1:1::20 (next hop is that of the firewall)

route-map IPV6_ PBR Appgroup permit 20
match ipvé address IPV6_ App groupl
set ipv6 next-hop 2001:100:1:1::20 (next hop is that of the firewall)

route-map IPV4 PBR Appgroup permit 10
match ip address IPV4 App group_ 2
set ip next-hop 10.100.1.20 (next hop is that of the firewall)

route-map IPV4 PBR Appgroup permit 20
match ip address IPV4 App group_ 1
set ip next-hop 10.100.1.20 (next hop is that of the firewall)

interface v1anl000

!L3VNI SVI for Tenant VRF

vrf member appgroup

ip forward

ipv6 forward

ipvé ipv6 address use-link-local-only
ip policy route-map IPV4_ PBR Appgroup
ipv6é policy route-map IPV6_PBR_Appgroup
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. Enhanced-Policy Based Redirect (ePBR)

Enhanced-Policy Based Redirect (ePBR)

NI T4y I ERFEIRANC U A ALY b5 Y Y a—3 gL LTOVXLANPBRIL, Hifliz b
T4 w7 DVEA VLY NERZOBRINETEET, V—ERX Fz—r MHr— K N7
VT =R TTTAT U AOQEFEOB R, L0 EMER L — X — 2 TlE, PBR
OFEANNEEIC 220 £, PBRAMEA LY —E R F=—r O8I, 22—V —n /) — KD
CI—EBORY —EERL, Fz—rHNDOTRTD /) —RTIEA VT v ar —LiETE)
TEHTHILENRHHZ LT, £7-. —ER J—RFDORT— s IV EEEZD &
PBR L—/LZ U RN—2 NT 7 4 v 7 ORHMEERIET 20 RH Y, 2k PBRAY
DML L BN S SICEMEC R £,

Enhanced Policy-Based Redirect (ePBR) (%, ¥ —E & /— &AL, b7 7 4 v 7 Z3RRK
WCUHEA VL7 LT —=RRT U 7T5700afENeY ) a—va sz LET,
ePBRIX, FNT7 74 v/ Fo—r b —RKRT U7 — L EERT DO OffH#HIL ST
U—r 7u—&#tT 5L L b, PR T TIIAT UV AOEFEZER/E=F ) L,
BEENIAE LSS I E B LR A0 T a U 2 LES, ePBRIZ, H 41
k&= F P A OO VXLAN EVPN B T R— kS Ez 4,

I P
tdl..... Ed

AWy
I

[fETE—

||

Cluster of
proxies

Firewall Hosts

ZOTIEH, WANDOLREESNDRINR N T 7 4 v I DT 7 AT I — I TF = —2 &,
SEAEAR A MR SNAENC, P T 74 v 27137 aRe s 7 A2 LR TR ENET,
ePBRIZ, ES M EWHROWE GO RNT 7 4 v Z7NTCP 7aXxs Dy 7 AZNOEUH—E R
TURRA MU FA VT FENDHEDICTHIET, FFEO7 v —OxIFRMEZHMR L E
7
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ePBR DM, EEFEIE, BLXOEHANZ >\ TiL, [Cisco Nexus 9000 Series NX-OS ePBR ##
AR, . [, T BIOTIER) S —_R—2VEAL LT 21T LA Y45
LAY Layer 7 —E R UX ALY FARUA K AX=R—=] ZHRLTIEI,
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https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/epbr/cisco-nexus-9000-series-nx-os-epbr-configuration-guide-103x.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/configuration/epbr/cisco-nexus-9000-series-nx-os-epbr-configuration-guide-103x.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/layer4-layer7-service-redir-ply-based-redir-wp.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/layer4-layer7-service-redir-ply-based-redir-wp.html
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