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B vXAN BGP-EVPN null )L— F D EEFES £ UHIREE

NX-0OS (2%, IPv4/IPv6/MAC O null/drop /V— R AT 2 A =X LN T TIZH Y £7°, null
N—RE, 777V v 7RO FTNTO VIEP THERT 2 MLERH Y £7,

IPV4/IPv6 X— A DKBEDILGE, RO a~ 2 REHEH LT, null f > % —7 = A AT IPv4/IPv6
ABT 4T N— N LET

* ip route x.x.x.x/y NullO

* ipv6 route X: X:X::X/Y NullO

MAC X—2ADKEDGG, ROa~xy &AL T, 7y M Fa vy 7425 X 9T drop B
PR ZFFO MAC 7 R L A &R L £,

» mac address-table static xxxx.yyyy.zzzz vlan <VLAN-ID> drop

ZHDOVTEP NH Y, BEDOYV A MZEZND 7 77 v 7 Tk, Nexus Dashboard Fabric
Controller (NDFC) *°ftfid> Orchestrator 2372 54 §7XC@ VTEP |[ZF8#) T drop /L — b %4
R L OVE BT 2 ORI R T,

EVPNull /L —5 ¢ > ZH#fElL. NDFCRZFDfDA—4r 2 s L—Z 7 Y hdedEFTH 5 null
No— MBS U CTHRAT 2 FIER WA S E T,

EVPNnull b —F ¢ U ZHSEEIZ LY . Ry RU—ZAO VTEP 1%, BED I 2=F ( TX
fFFEhizZ2 4 72802475 —FaRETEET,

VTN A FBELOR AT YA FOMOVTEP (R—4—BX OV —7) L, MACE 7=IZIP
(IPv4/IPv6) T —7 N T2 Y A A =)L 925 Z ENARET, fEBIICMAC £ 721X 1P%d
TONI T4 w73y VERIIY =7 A, vy FTRuey 7 &, 14 FHBLOY A hafk
DOHIBME DT Z P LE T,

a7 AhEN-null/b—F = FUIE, RARIP (B2 F7201%/128) . LT 4w A
(VLSM) . 721X MAC T,

VXLAN BGP-EVPN null )L— FDFEFIEH L U HIREIE

snull/b— b (FFRY) MACHERGIZIZ, —ET 250 ARP/NDAER DS MLETT, DF VD, MAC
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oy ) KR L &b ICERR) ARP/ND RS MBEIC 72 0 £,

« VPCOEE . mull/b— b (MAC, mac-ip, V7 4 v 7 R) ZEFDVPCH 7 A (VMCT
EPMCT) CHERRT DM ERH D £7, ZHRETOR v 7 A THER I TWRWEE,
BRI REFRTT, LI &2, null b— P OMREMEERTICHE LY TITEY £, Z ORERE
D VPCEEMET = v =TV R —F SN TWEFA,

e —h~y 7L, VE—FNVIEPIZHEAT2LERH Y £9, ZOATL— b~y 7L,
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2551 v5 mac o [

cRNTFHXFXY AL FTT 4y L OBECHAEEITH Y T A,

*VIEP CTUE— K AZ T 4 vV INERESH, FICMACEZR—INV AZT 17 (AR
AU H—T 2 A A FEOBPIMAC, 7213 K v 7mull /b— h MAC |2 E & 7= MAC)
L LUTHRT 256, BETAUNENDDL 7 771 v 7 THEROEBIZOWTELET S
syslog WAERSIVET, 72720, BRIIES SN EEA, =m— U VOFRERIZ, 0
VIEP DU E— bDAREZT 4 v 7FERRE D bEESNET,

BN A B —T 2 AxFFon — I VER MAC 28 VTEP IR EN TR . 2 DK
MAC %R U VTEP E® null — FMAC IZZE# 4 234, null L— F MAC 28AZhI272 0
i‘é—o

e JE—FNH¥AF I v T MAC/L— KL, MAC-IP L — k A7 U » kI BIRELZY E—F
MAC/L— R b % EEEXZ L TMAC YR — VY IBHETDHZ L 27Fa LE 343,
UE— A MAC L— T, ZRODOIREMACICE A= MY D EESZEEL 4
ho TORER, VE—F AXT 47 MAC BHIBRENDE T, MAC=> b U AR X
nNEHEA,

e null /L— b MAC 1L, #0) MAC HERLD B DB DI T,

A3 T 492 MAC DFERK

1R BHHIIZ

AEZT 4 v7 Ray7MACT RLAZRTEET, TNOHDAZT v 7 MACT KL A
i, A F—T 2 A AETHATIvIIZFEINIEMACT RLAEZEXBZET,

FIEDHE
1. configureterminal
mac address-table static mac-addressvlan vian-id {[drop| interface{type slot/port} | port-channel
number]}
3. exit
FIED ¥
FIE
aAv U RFERET7TIV3 Y B#J
R 71 |configureterminal Ja— " ERTE— REBE LET,
1 -
switch# configure terminal
switch (config) #
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B Aren0 o5

ARV RFERETIVa Y =)

Z 5 = 2 | mac address-table static mac-address vlan vian-id LAY 2MAC T RL A T—T VBT 5 A%
{[drop|interface{typeslot/port} | port-channel number]} | == , . » MAC 7 FL 2 245 L £,
fl

switch (config)# mac address-table static
3001.3010.99%aa vlan 3001 drop
switch (config) #

2T w7 3| exit a7 4 Fal—varE—REKTLET,
fi

switch# exit
switch#

ARP/ND D #&RK

SS9 % SVI @ IPv4/IPv6 /L— kT ARP/ND AR 2 F AR T £9°,

4O SRS

MACH Ry = b)) L L THEREINTWD AL v F TR MAC-TP /% 248 L << 72
SV, ZHUTX Y, MAC-IPEE Y T ¢ 28[EhEE & 1, DROPMAC & MAC-IP O J523E U VTEP

MHIEINET,
FIRDHE
1. configure terminal
2. interface vian-number
3. vrf member vrf-name
4, noip redirects
5. ipaddress” KL %% Hif5
6. ipv6addressT KL A% Huf%
7 ipv6 neighbor addressipvbaddress mac_addr
8. no ipv6 redirects
9. ip arp addressipaddr mac_addr
10. fabric forwarding mode anycast-gateway
F gD FHH
FIE
ARV RFEREFTOVa Y B#
ATFvT1 configure terminal ZTa— )L a7 4 Xz lb—3ay B— NEELG
15“ : Lij‘o
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ARP/ND DAL .

ARV FFEREETIVa Yy

E:)

switch# configure terminal
switch (config) #

ATvT2

inter face vian-number

1 -

switch(config)# interface Vlan 3001
switch (config-if)#

VLAN £ > Z—T7 = A4 2% ELET,

ATvT3

vrf member vrf-name

1 -

switch (config-if)# vrf member cgw 3001 3050
switch (config-if)#

VLAN A > % —7 = A A% T F > VRE ([ZE|D Y4
Tiﬁ‘o

ATvT4

noip redirects

&1

switch(config-if)# no ip redirects
switch (config-if) #

IPv4 VXA L7 FEEIZLET,

ATy TH

ip address 7 K L & & Bufs:
1 -

switch (config-if)# ip address 30.1.0.1/16
switch (config-if)#

IP7 FLAZEELET,

ATvT6

ipv6 address 7 N L A % Huf5
i -

switch (config-if)# ipv6é address 2001:3001::1/64
switch (config-if)#

IPv6 7 KL AZHRELET,

ATy T1

ipv6 neighbor addressipv6address mac_addr

1 -

switch (config-if)# ipv6é neighbor 2001:3001::99
3001.3010.99%aa
switch (config-if)#

HHH) IPV6 R A /S—Z R L £,

ATvT8

no ipve6 redirects

51

switch (config-if)# no ipvé redirects
switch (config-if) #

IPv6 VXA L7 FEETLET,

ATvT9

ip arp addressipaddr mac_addr

51

switch (config-if)# ip arp 30.1.0.99
3001.3010.99%aa
switch (config-if)#

IP7 RLAZMACT RLVRIZAZT 4 v T
U &L CBEER T ET,

ATy 710

fabric forwar ding mode anycast-gateway

1 -

VLAN #t— R Co=—F vy A N F— 7 = A
& SVI ZBEf T £ 7,
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AR RFEREFT7TIVa Y

S

switch# fabric forwarding mode anycast-gateway
switch#

O—AIVIEP TOTL T4 v O RAX)L )L— FDFER

Null /b— F 3RS TWA a—H /L VIEP T, /L— bk =y 7 &2k LT, # L— 27
TR =N aia=T 4 EHEL, BGPIZHEAM LET,

FIEDHE
1. configure terminal
2. vrf context vrf-name
3. ip route {<ip>/mask} Null0 tag <tag-number> or ip route {<ipv6>/mask} NullO tag
<tag-number>
4. route-map map-name [per mit | deny] [seq]
5. match tag <tag-number>
6. set weight value
7 set community blackhole
8. router bgp as-number
9. vrf vrf-name
10. address-family ipv4/ipv6 unicast
11. redistribute static route-map route-map name
F gD FHH
=31
av Y RFEREFTIVa Y B#
ATFwvT1 configure terminal ZTa—)L a7 4 Xz lb—3ay B— FEELG
1 LET.
switch# configure terminal
switch (config) #
RTwF2 |vrfcontext vrf-name 7F > N VRF Z4Ek L £,
{1
switch(config)# vrf context tenant-0001
switch (config-vrf)#
RTwvF3 |iproute _{<ip>/mask} NullO tag <tag-number>orip [Null0 x 7 A hk v 7 & —F+ 254 7% H L C,
route {<ipv6>/mask} NullO tag <tag-number> BT LT 4 o T ADAET 4 7 — %
&1 ELET,

. VXLAN BGP-EVPN Null )L— ~ D85




| VXLAN BGP-EVPN Null JL— k D#RE

A—ALVTEP TOTLT ¢ v o 22 L— kot ]

ARV FFEREETIVa Yy

E:)

AU F =y b 2—=PFIREROY — B R Z ik
% IPv4

switch (config-vrf)# ip route 50.1.0.0/24 NullO
tag 6666
switch (config-vrf) #

IPv6 D4

switch (config-vrf)# ipvé route 50::1:0/120 NullO
tag 6666
switch (config-vrf) #

AT 74 |routemap map-name [permit | deny] [seq] =k =y TEAERT 20 ETEBEFEOL— R
i - ~ v FHIET H— b ~ v TRET— N2 Rn
switch (config) # route-map SET BHC permit 10 L/EEjro Seq'%iﬁgﬁﬁ LT b h~yZ7 =k
switch (config-route-map) # %EMEF?fTVTEE7fo

AFw 75 | match tag <tag-number> W SN & 7 aFion— FaeMELET,

1 -
switch (config-route-map) # match tag 6666
switch (config-route-map) #

ATw 76 |setweight value Ty IR— A2 =T 4 DHDHEEN— D
Bl EHERELET, £y b D1 Mz

EAn=ss — - B = e > -
switch (config-route-map)# set weight 65535 FQEI/VC‘ null /L E@uﬂim@{%f‘ﬁ“ﬁfﬁ%@ﬁé e
switch (config-route-map) # CEBEOLET, BEDITA FOFEKIMEIZ65535
T4,

AFwF1 |set community blackhole = I 2 =7 4 % Blackhole (well-known community)
i - LLTRELET,
switch (config-route-map) # set community blackhole
switch (config-route-map) #

AT 78 |router bgp as-number N—F 47 Faw A F—T M LET,

B - as-num O#FPHIT 1-65535 T,
switch (config)# router bgp 100
switch (config-router) #
25w F9 |vrfvrf-name 77+ b VRF ZHk L3,
i
switch (config-router)# vrf tenant-0001
switch (config-router-vrf) #
RT v 710 |address-family ipv4/ipv6 unicast IPv4/IPv6 7 R LA 7 7 I U Z Ak, = ORERIE,

1 -

switch (config-router-vrf)# address-family ipv4
unicast
switch (config-router-vrf-af) #

IPv4/IPv6 7 > ¥ — L A %fEH L 7= IPv4/IPv6 over
VXLAN |2 BT,
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AT RERETIVa Y

S

X7 v 711 |redistribute static route-map route-map name
i

route-map SET_BHC
switch (config-router-vrf-af) #

switch (config-router-vrf-af)# redistribute static

SN — b~y 7%2HEH LT, prefix-null
i) L— k% BGP IZFfdA L £,

1)E— FVTEP TO RPM JL— T T DR

UE— K VTEP Tif, 23a2a=544 VA REIL—h =728 ML T null /b— MIAESENELL

ip community-list standard <community-list-name> seq <seg-number> permit blackhole

1a s BRI
2T ET,

Flgn#EE
1. configureterminal
2.
3. route-map map-name[per mit | deny] <seg-number>
4. match community <community-list>
5. set weight value
6. route-map map-nameper mit <seg-number>
7. router bgp as-number
8. route-map route-map {in | out}

Flgn e

FIE

AU RFERIEFTIIY

=)

AT w 71 | configureterminal

1 -

switch# configure terminal
switch (config) #

Ja— S VHERE— REBG L ET,

Z w72 |ip community-list standard <community-list-name> seq
<seg-number> permit blackhole

1

switch (config)# ip community-list standard BH
seq 10 permit blackhole
switch (config) #

aIa=74 VAMEREL, I<Hbohi 7
T IR—v] aa=T 4 lEFEONL— NEHA]
LT,
CiscoNX-OS UV —=2103 (2) FLKE, 7T v 7
m—v DI 2=7 4) BPEEFOIPaI 2=
T4 URAPMIBMENTWHET,
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null b— s ]

AU RFERETIVa Y

B8

AT 7 3 | route-map map-name{permit | deny] <seq-number> | L — k< FRERRE— RZBIRA L £,
f5
switch(config)# route-map PREFER BHC permit 10
switch (config-route-map) #

Z F w7 4 | match community <community-list> BGPL— M. 23a2=F4 VR ’NEFEHLTRS
{5'] : éhiﬁ‘o
switch (config-route-map)# match community BH
switch (config-route-map) #

AT 75 | set weight value TTIv IR a2 =T 4 DHDLERFENL— FOE
5l - BAETRELET, £y b4 MEZRRICRE

— NEE D {7 > A
switch (config-route-map)# set weight 65535 LT null v _}\LLWWO){E%JIE‘{M%@Z% .
switch (config-route-map) # %@J&) Lijao EQ;HE-"? I 'f I‘@%k{ﬁ&i 65535 C
R

25 7 6 | route-map map-nameper mit <seg-number> {0 — R EFFAIT B 7 4 — oS 7 B A
switch (config-route-map)# route-map PREFER BHC
permit 20
switch (config-route-map) #

AT 77 |router bgp as-number N—T 4T TatRAEf X—TMILET,
5l - as-num DOHFIPHIL 1 ~ 65535 T,
switch (config)# router bgp 100
switch (config-router) #

ATy 7 8 | route-map route-map {in | out} RSN FRDORA N—Z— <y T E2wEA L

1

switch (config-router-neighbor-af) # route-map
PREFER BHC in

iﬁ_o

Null JL— D& RLI

WX, V7 4 v 7 AXLELURMAC/MAC-IP Ka v 7 )b— hza—Hh /) E— MERK

AR D EE R L TWET

BE-L274 92X Null

TypeS null /b— "7 RARZ A ZEjH 0 —H )V VIEP ((R—H— V) —7 2 A vF) T, kKD

FIEZFTLET

1. Nullo B8 THFH IPvA/IPv6 7 R L A 2Rk 5

vrf context tenant-0001
vni 3100001
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B - ol

ip route 50.1.0.0/24 Null0 tag 6666
ipvé route 50::1:0/120 NullO tag 6666

2. ARET 47 —HMZmllb— |k =
M~y etk LET

route-map SET BHC permit 10
match tag 6666
set community blackhole
router bgp 100
router-id 10.1.0.21
vrf tenant-0001
address-family ipv4 unicast
redistribute static route-map SET BHC
address-family ipv6 unicast
redistribute static route-map SET BHC

141

2=F 4 ZFHEL. BGP ICHEA TS L 91—

DT RTHY £ — K VTEP T, ROFIEZFEITLET,

L nuilb—hFa3za2=5 4 —HT2L50— b~y 2R L., BEAEZHEREICKEL
T, null b— FRFICEIE SIS L HICLET,

ip community-list standard BH seqg 10 permit blackhole
route-map PREFER BHC permit 10
match community BH
set weight 65535
route-map PREFER BHC permit 20
router bgp 100
router-id 10.1.0.13
address-family 12vpn evpn
template peer LEAF_to_ FABRIC_ IBGP_OVERLAY
remote-as 100
address-family 12vpn evpn
send-community
send-community extended
route-map PREFER BHC in

AL - MAC/MAC-IP KO 7
Type2 null /b— 3T RAXZ A4 XXjH 1 —H )L VIEP T, RO FNEEZFEITLET,
1. Fey 7Bz L CTHIOMACT KL AZHR L ET

mac address-table static 0013.e001.0001 vlan 2 drop

2. FU7 KL ADOEH ARP/ND %A N—5 iRk %

interface Vlan2
no shutdown
vrf member tenant-0001
ip address 5.0.63.254/18
ipv6 address 5::3f7f/114
ipvé neighbor 5::17fe 0013.e001.0001
no ipv6 redirects
ip arp 5.0.23.254 0013.e001.0001
fabric forwarding mode anycast-gateway

T _TDYE—F VIEP T, ROFIEZFEITLET :

1L 7I9v 78— ai3a=T 4l lHIrL5cn—F v~y 7ML, BELERRMEIC
BRELT, null b— FRFIZEREIND LI LET,
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even Null L— ORI}

ip community-list standard BH seqg 10 permit blackhole
route-map PREFER BHC permit 10
match community BH
set weight 65535
route-map PREFER BHC permit 20
router bgp 100
router-id 10.1.0.13
address-family 12vpn evpn
template peer LEAF_to FABRIC_IBGP_OVERLAY
remote-as 100
address-family 12vpn evpn
send-community
send-community extended
route-map PREFER BHC in
neighbor 10.1.0.31
inherit peer LEAF_to FABRIC_IBGP_OVERLAY

EVPN Null /L— M gD FERE

EVPN Null /— MERRIEHRZ FRT 221, kOWTFnRnoa<wr KE AN LET,

avw ok EL:y
show bgp 12vpn evpn N—F 4 T T =T NDOIEREFRLET,

show ip arp staticvlan <vlan-id> vrf <vrf-name> | = —»> ARP [ %2 F T~ L £ 7,

<vlan-id> <vrf-name> show ip arp static remote | ) -=— [ ARP [E#H A FRr L F 1,
vlanvrf

<vlan-id> <vrf-name> show ip adjacency o — D VIERERRIE R A KR L E T,
vlandetail vrf

show ipv6 icmp neighbour staticremote[vian | Je— K 2 &5 ¢ v 7SS E2 IR LE T,
<id>] [vrf <name>]

show mac address-table static vlan <vlan-id> o—h /Y E— h MAC [EfZF R LET,

show ip community-list name IPaa=7 ¢ U A MIBETEIEREFRL
£7
show route-map name —h =y TOEREFERLET,

W OFITIL, showbgpl2vpnevpn =2~ > KD Type-2 EVPN L— h %> 7V &2 FoRr L £ 9,

switch# show bgp 12vpn evpn 1111.1111.1111
BGP routing table information for VRF default, address family L2VPN EVPN
Route Distinguisher: 53.53.53.53:32769 (L2VNI 1000002)
BGP routing table entry for [2]:[0]:[0]:[48]:[1111.1111.1111]:[32]1:[100.100.100.511/272,
version 23
Paths: (1 available, best #1)
Flags: (0x000102) (high32 00000000) on xmit-list, is not in 12rib/evpn
Multipath: eBGP iBGP
Advertised path-id 1
Path type: local, path is valid, is best path, no labeled nexthop, has esi gw
AS-Path: NONE, path locally originated
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B even N — rERORR

53.53.53.53 (metric 0) from 0.0.0.0 (53.53.53.53)
Origin IGP, MED not set, localpref 100, weight 32768
Received label 1000002 1000100

Community: Blackhole

Extcommunity: RT:23456:1000002 RT:23456:1000100 ENCAP:8
Router MAC:0476.b0£0.8157

Path-id 1 advertised to peers:

111.111.54.1

WOFTIE. show bgp [2vpn evpn =< > D Type-5 EVPN /b— k (3%418) S 7 &%k
~LET,

switch# sh bgp ipv4 uni 44.44.44.0 vrf 100

BGP routing table information for VRF 100, address family IPv4 Unicast

BGP routing table entry for 44.44.44.0/24, version 6

Paths: (1 available, best #1)

Flags: (0x80c0002) (high32 0x000020) on xmit-list, is not in urib, exported, has label
vpn: version 5, (0x00000000100002) on xmit-list

local label: 492287

Advertised path-id 1, VPN AF advertised path-id 1

Path type: redist, path is valid, is best path, no labeled nexthop, is extd
AS-Path: NONE, path locally originated

0.0.0.0 (metric 0) from 0.0.0.0 (44.44.44.44)

Origin incomplete, MED 0, localpref 100, weight 32768

Community: blackhole

Extcommunity: RT:23456:1000100

VRF advertise information:
Path-id 1 not advertised to any peer

VPN AF advertise information:
Path-id 1 not advertised to any peer

switch# sh bgp 12 e 44.44.44.0

BGP routing table information for VRF default, address family L2VPN EVPN
Route Distinguisher: 53.53.53.53:4 (L3VNI 1000100)

BGP routing table entry for [5]:[0]:[0]:[24]1:([44.44.44.0]1/224, version 5
Paths: (1 available, best #1)

Flags: (0x000002) (high32 00000000) on xmit-list, is not in 12rib/evpn
Multipath: eBGP iBGP

Advertised path-id 1

Path type: local, path is valid, is best path, no labeled nexthop, has esi gw
Gateway IP: 0.0.0.0

AS-Path: NONE, path locally originated

53.53.53.53 (metric 0) from 0.0.0.0 (53.53.53.53)

Origin incomplete, MED 0, localpref 100, weight 32768

Received label 1000100

Community: blackhole

Extcommunity: RT:23456:1000100 ENCAP:8 Router MAC:0476.b0f0.8157

Path-id 1 advertised to peers:
111.111.54.1

WOFITIE, show bgp [2vpn evpn =< > K ® Type-5 EVPN /b— b (%13) H o7&
RLET,

switch# sh bgp 12 e 44.44.44.0

BGP routing table information for VRF default, address family L2VPN EVPN

Route Distinguisher: 53.53.53.53:4

BGP routing table entry for [5]:[0]:[0]:[24]:[44.44.44.0]/224, version 2

Paths: (1 available, best #1)

Flags: (0x000002) (high32 00000000) on xmit-list, is not in 1l2rib/evpn, is not in HW
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Multipath: eBGP iBGP

Advertised path-id 1

Path type: external, path is valid, is best path, no labeled nexthop, has esi gw
Imported to 2 destination(s)

Imported paths list: 100 L3-1000100

Gateway IP: 0.0.0.0

AS-Path: 4241653625 , path sourced external to AS
53.53.53.53 (metric 2) from 111.111.53.1 (53.53.53.53)
Origin incomplete, MED 0, localpref 100, weight 0

Received label 1000100

Community: blackhole

Extcommunity: RT:11000:1000100 Route-Import:53.53.53.53:100
Source AS:4241653625:0 S00:50529024:00000000 ENCAP:8

Router MAC:0476.b0£0.8157

Path-id 1 not advertised to any peer

switch# show bgp ipv4 uni 44.44.44.0 vrf 100

BGP routing table information for VRF 100, address family IPv4 Unicast

BGP routing table entry for 44.44.44.0/24, version 3

Paths: (1 available, best #1)

Flags: (0x800800la) (high32 00000000) on xmit-list, is in urib, is best urib route, is
in HW

vpn: version 3, (0x00000000100002) on xmit-list

Advertised path-id 1, VPN AF advertised path-id 1
Path type: external, path is valid, is best path, no labeled nexthop, in rib, has esi gw

Imported from 53.53.53.53:4:[5]:[0]:[0]:[24]:[44.44.44.0]/224
AS-Path: 4241653625 , path sourced external to AS

53.53.53.53 (metric 2) from 111.111.53.1 (53.53.53.53)

Origin incomplete, MED 0, localpref 100, weight O

Received label 1000100

Community: blackhole

Extcommunity: RT:11000:1000100 Route-Import:53.53.53.53:100
Source AS:4241653625:0 S00:50529024:00000000 ENCAP:8

Router MAC:0476.b0£0.8157

VRF advertise information:
Path-id 1 not advertised to any peer
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