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DET, 7T NORNT T4 v 7, 777 Vw7l V=T 7 ENET, T
FEDRT 7 4 w271, 77A T =ML oT—T 4 7 ENET, 2OV AL,
2L OYE, TT U MAERIZT Ty 2o T AT U — VI L T ET,

WERY —> LAY —r D2 oD = ERptLET, 2OV FIVATEH, 777V v s Lo
VRF BEENLETT, VRF ZNHEE VRF 36 L O VRF EFESZ 23 CTxE£7, R LT VRFAN
DOV TRy NEO ST 74w 71F, D8~ V=24 ZFEHLTCVXLAN Y 7 7 U v 7 Tl—
FAVTENFET, VREREIO T 7 40 v 713, V—ADEAINA T 7AT U+ —icL->T
—T 4 T ENFET,
E1: 77479+ —LiEEEFERALE FROSOBE

Spine Spine

switch switch

.
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Client Clients Firewall Firewall
inside outside active standby

BUIIN—T 4 VI FRATLIVTIVER I AT 94—

Tr7ATOA—NBN—T 47 7a halvOFE{TEYR—F L TWRWEAIE, & VTEPIZ
FIANKRyTELTT 7 AT U —NERTHNL— BB ETT, 7747 U4 —VZ
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i, X7 AR KRy T LTCZ=—F v AN P = U =A P E2ETHOL—-FbH0 £, &
MLV—bOEIL. 772747 7747 U4 —NVEHATZVIEPN, 777V v 7 ~D)— Lk
BT RNEARXTHMBERSDHZ L TT, ZNEEBTDH1IO0HET, HMM 20 LTT 7

TATIRT 7 AT U —VOEGERREMELBHL, ZOEBEFHL V- 777 v
T RNREARFTHZ T, 77T 4727747 94—V VIEP AIZHER S TW5E
A, VIEPAIZIZ, 77 AT U4 —/VIPBHMM L — k & LTEEENTEHAICLV— BT R
NWNEAXSINDGIT BT 2800V — N3 HV ET, 774 T U+ — VIIEENREAEL, A
HUNRA T AT U — /LG &< E VIEPAIIBGP 2L C7 7 A 7 U4+ —/LIP %
FELU, VIEPBIZHMM 2L TCT7 747 U4 — /L IP 2%EH LET, VIEPAIIL— %
RO L, VIEPBIZ7 77U w7l — a7 RRZAXLET, ROFIZSRLTLIES
AR

VTEPA £& U VTEPB:

Vlan 10
Name inside
Vn-segment 10010

Vlan 20
Name outside
Vn-segment 10020

Interface VLAN 10

Description inside vlan

VRF member INSIDE

IP address 10.1.1.254/24

fabric forwarding mode anycast-gateway

Interface VLAN 20

Description outside vlan

VREF member OUTSIDE

IP address 20.1.1.254/24

fabric forwarding mode anycast-gateway

interface nvel

no shutdown

host-reachability protocol bgp
source-interface loopbackl
member vni 10010

mcastgroup 239.1.1.1

member vni 10020

mcastgroup 239.1.1.1

member vni 1001000 associate-vrf
member vni 1002000 associate-vrf

track 10 ip route 10.1.1.1/32 reachability hmm

vrf member INSIDE
|

VRF context INSIDE
Vni 1001000
IP route 20.1.1.0/24 10.1.1.1 track 10

track 20 ip route 20.1.1.1/32 reachability hmm
vrf member OUTSIDE

VRF context OUTSIDE
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vni 1001000
IP route 10.1.1.0/24 20.1.1.1 track 20

VTEPA# show track 10 Track 10
IP Route 20.1.1.1/32 Reachability Reachability is UP

VTEPA# show ip route 20.1.1.0/24 vrf INSIDE

IP Route Table for VRF "INSIDE"

'*' denotes best ucast next-hop

'**! denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

20.1.1.0/24, ubest/mbest: 1/0
*via 10.1.1.1 [1/0], 00:00:08, static

Firewall Failure on VTEP A caused the track to go down causing VTEP A to withdraw the
static route.

VTEPA# show track 20 Track 20
IP Route 20.1.1.1/32 Reachability Reachability is DOWN

VTEPA# show ip route 20.1.1.0/24 vrf INSIDE

IP Route Table for VRF "RED"

'*' denotes best ucast next-hop

'**! denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

Route not found

277Uy oD%EYDEAICEATIND2BIREENIL—F

ZOT 7 a—F T, WEHE IS VRE BFEET 2 HEPNCH L — RRFRESNET, *
7 A~ ARy 71EAREA Rb— K (EVPN Route-Type2) # /" L CEIFERETH L=, 77T 4
TIT7AT TH—INDAZ LA ~OEFE, BLOZOWOEE T — /L TORTHIL, il
DVXLANZ 7 7 U v 72T v —VIidRAELERA, ZOT77Fu—F%, EEEOmEE 2
W=z ADN EIZENSLH £,

£EZ0O VTEP :

VRF context OUTSIDE

vni 1002000

IP route 10.1.1.0/24 20.1.1.1

! static route on VTEP pointing to Firewall next hop
! firewall VIP 20.1.1.1

VRF context INSIDE

vni 1001000

IP route 20.1.1.0/24 10.1.1.1

! static route on VTEP pointing to Firewall next hop
! firewall VIP 10.1.1.1

ABT4 9D IL—Fr%EBGPICHBEML. BYDI 7TV VIIZT FNEA4XT %

FRAIC L > T, RENTWBT VT4 TRT 7 AT I d—A~DA— k&, THBFET S
VTEP IZfER L EF, — MEF L7 4 v 7 A/b— |k (EVPN Route-Type5) & R7RSH, 77
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BL—T 4 VU EEAT ST AEGT 74794 —1 |

FATRT AT T —ILiNHBVIEP ~D/— NDBNRFERINET, 774 T T+ —/LD
TIT 4 TIAZ NRABEORE, F I vX o ZI3ERELRBREL, ZOLFEEZTXTOY E—
N VTEPIZHEHT 2 M ERH Y £, ZOEMEIX, A— b2 THIER) i, 0% TE)
SINDHZEITHY LEST, 2077 r—F Tid, VREZMEH LTI TOVTEPIZEATT D
ERbLHTD, LOVRERTYy—UPRAONET,

VTEPA £& U VTEPB:

router bgp 65000
vrf OUTSIDE
address-family ipv4 unicast
redistribute static route-map Static-to-BGP

BUIIN—T 1 VAT EATATIVERI7AT9+4—IL

R 2:80IIN—T 4 VT EFERTETATIERIZFATO+—I

VTEP A VTEP B
k_ J ke 1)

Firewall
active

VTEPA & U VTEPB:

Vlan 10
Name inside
Vn-segment 10010

Vlan 20
Name outside
Vn-segment 10020

interface nvel

no shutdown

host-reachability protocol bgp
source-interface loopbackl
member vni 10010

mcastgroup 239.1.1.1

member vni 10020

mcastgroup 239.1.1.1

member vni 1001000 associate-vrf
member vni 1002000 associate-vrf

Interface VLAN 10
Description inside_vlan
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VRF member INSIDE
IP address 10.1.1.254/24
fabric forwarding mode anycast-gateway

Interface VLAN 20

Description outside vlan

VREF member OUTSIDE

IP address 20.1.1.254/24

fabric forwarding mode anycast-gateway

VRF context INSIDE

vni 1001000

IP route 20.1.1.0/24 10.1.1.1

! static route on VTEP pointing to Firewall next hop
! firewall VIP 10.1.1.1
VRF context OUTSIDE

vni 1002000

IP route 10.1.1.0/24 20.1.1.1

! static route on VTEP pointing to Firewall next hop
! firewall VIP 20.1.1.1

router bgp 65000
vrf INSIDE
address-family ipv4 unicast
redistribute static route-map INSIDE-to-BGP
vrf OUTSIDE
address-family ipv4 unicast
redistribute static route-map OUTSIDE-to-BGP

eBGP IL—T 4 VU ZERATEHV VI LER NI FA T 04—

T77AT U+ —NABBGPE Y HR— L TWDEAE, 1 2OF T aid, 7747 U +r—k
H—BE A VTEP f]lo~7'm =Lk LTBGP 23452 & T3, ==—F ¥ A MIPZEZEHL
TET V73 AR — RS TWERA, HEINDHEHE, V—7 Ny 7 i L TH VIEP
BLOET THAL—T RNy 7 IPEFEATHZLTT, V=T RN f 2 —T A AR
EVPNZI L CTT RAZAXINZWRY , RITUIPT RLAETXTOJET 5 VIEP THEHT
xF9, VIEP L TEADIP 7 RLAZMEHTHZ L 2H#HRL 9,

T7AT VA —NIPBA—T Ny J ~OEEAREMIL, VIEP EOT=—F ¥ 2k F— D=
AIPEET I 7 AT I ANV EDRAZT 4 v 7 A— FafER L TRETEET,

WOHITIL, AS 65000 123 % VTEP & AS 65002 128257 7 A4 7 74—V 5 eBGP BT Y o
TRMESLESNET, iBGP LD BGP BT Y 3 R— FENTWERA,

\)

GE) B2 5 VIEPIZEER SN T 77 4 TIAZ UL T 7 A T U 4 —/L~D export-gateway-ip %
AT 20BN HY 3,

BGP TV v I l2=—F v AN = oA ZFEHLRNTL I,

VTEP A:

Vlan 10
Name inside
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Vn-segment 10010

Vlan 20
Name outside
Vn-segment 10020

Interface VLAN 10

Description inside vlan

VRF member INSIDE

IP address 10.1.1.254/24

fabric forwarding mode anycast-gateway

Interface loopbackl00
Vrf member INSIDE
Ip address 172.16.1.253/32

Interface VLAN 20

Description outside_vlan

VRF member OUTSIDE

IP address 20.1.1.254/24

fabric forwarding mode anycast-gateway

Interface loopbacklOl
Vrf member OUTSIDE
Ip address 172.18.1.253/32

router bgp 65000

vrf INSIDE

! peer with Firewall Inside

neighbor 10.1.1.0/24 remote-as 65123
update-source loopbackl00
ebgp-multihop 5

address-family ipv4 unicast

local-as 65051 no-prepend replace-as

vrf OUTSIDE

! peer with Firewall Outside
neighbor 20.1.1.0/24 remote-as 65123
update-source loopbacklOl
ebgp-multihop 5
address-family ipv4 unicast

local-as 65052 no-prepend replace-as

VTEPB :

Vlan 10
Name inside
Vn-segment 10010

Vlan 20

Name outside

Vn-segment 10020

Interface VLAN 10

Description inside vlan

VRF member INSIDE

IP address 10.1.1.254/24

fabric forwarding mode anycast-gateway

Interface loopbackl00

Vrf member INSIDE
Ip address 172.16.1.254/32
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Interface VLAN 20

Description outside_vlan

VRF member OUTSIDE

IP address 20.1.1.254/24

fabric forwarding mode anycast-gateway

Interface loopbacklOl
Vrf member OUTSIDE
Ip address 172.18.1.254/32

router bgp 65000

vrf INSIDE

! peer with Firewall Inside

neighbor 10.1.1.0/24 remote-as 65123
update-source loopbackl00
ebgp-multihop 5

address-family ipv4 unicast

local-as 65051 no-prepend replace-as

vrf OUTSIDE

! peer with Firewall Outside
neighbor 20.1.1.0/24 remote-as 65123
update-source loopbacklOl
ebgp-multihop 5
address-family ipv4 unicast

local-as 65052 no-prepend replace-as

WE . VXLAN 7 7 7'V » 7 |3 —0D BGP Bt A7 L (AS) WIZH D T7=6, PHEE VRF &4t
HVRF O ASIX[F UTY, BGPIL, HHDASHOLZELIL— e A U A =L LEHA,
L7eRoT, ZON—1NEF—"—=F 4 RTHITIX, ASNAZFET HLERHY £3, BGP
WHHDAS HL— 2 FRy 7T 5L VI L—LEBNIT 5L, SEIERT T n—
FPFEELET, JiUd, 2y T —JIZS BB EXET, TXTOBGP Ri#A V=
A LEHEFFT 272012, Tlocal-as)] 770 —FTl, B2 2D AS M HHRE Iz — b &k
T&XFJ, VRF ZLICEALRD Nocal-as) 5K 77 AT U4—N ET VU TIZ
MMocal-as # ASN # no-prepend replace-as] ZHiAT 5 Z & ZHELEL £,
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eBGP L—7 1 LU £ ERT 57 17 LEG T 7179+~ |

3:eBGP AS-Path 7 v %

H I

192.166.52.123 192.1668.51.123 192.166.52.123 192.168.51.123

AS#65001

AS#65001

AS#65123 AS#65123
Route Dropped per AS-Path check Route Accepted per Local-AS
AS-Path: 65001 = 65123 > 65001 No-Prepand and Replace-AS
AS-Path:

65001> 65051 > 65123 > 65052 > 65001

eBGP IL—T 4 VI HFERT BT AaT7IERI7FATI4+—IL

T7AT U+ —VHBBGPEZYVHR— N LTWAEAE, 1207 vaid, 7747 U+r—nk
H—EAVTEP o7 m b=/l LTBGP #3526 TF, ==—F¥ A MNIPEFEHAL
TV TR R— RSN TOERA, #ERINDERGHEI, V—7 "y 7 2 L T4 VTEP
BIOET CHAL—T Ry 7 IPEEHTHZLETT, VT RNy J f L H—T = A AN
EVPNZ/ L TCT RARZ A ZESNRWRY, RUIPT RLAETRTHOET 25 VIEP T T
XFET, VIEPHEMLTHEAZDIPT RLAZMFEHTHZ 2 HRE L £3, vPCEREOL A I1IMAE
<7,

T 7 AT T A=A DN—T Ny 7 ~OFFEAREMIL, VIEP EOT=—F%F ¥y A hF— U=
AWPERT 77 AT ANV EDRET 4 v 7 — FEEH L THETEET,

VPCEATIZ, VPCET U7 2N LIZVRE ZEDET Y 7 NMLETY, VREF IO T
Uo7z T, advertisepipa~ >y REMHLTA LT 4 v 7 ZAN—F DT RNRXZ A XA
F (BVPN/L— K ZA75) ZHECTEET, 777 Vw7 €7V 7 %EMNT 25 vPC D

Btv, VREZ LT U 713l V7 4 v 7 ANV—hDT KX A XA (EVPN
Route-Type5) 2SLE T,

WOFITIL, AS 65000 1285 VTEP & AS 65002 125257 7 A T 4+ —/L035 eBGP T U o
TN ESNET, iBGP EDBGP BT U U IR — RSN TWERA,
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4:eBGPEFERL=T17IERI7AT7 94—

Loopback Loopback

Firewall Firewall g
active standby

GE) BB VIEP IZBEGR SN T 7T 4 TIAX 3, 7 7 A T 0 —/L~D export-gateway-ip %
BANZTD20ERH Y 3,

BGPET VIl =—F AN F— b U= A A LRNTLZE,

VTEP A:

Vlan 10
Name inside
Vn-segment 10010

Vlan 20
Name outside
Vn-segment 10020

Interface VLAN 10

Description inside vlan

VRF member INSIDE

IP address 10.1.1.254/24

fabric forwarding mode anycast-gateway

Interface loopbackl00
Vrf member INSIDE
Ip address 172.16.1.253/32

Interface VLAN 20

Description outside_vlan

VREF member OUTSIDE

IP address 20.1.1.254/24

fabric forwarding mode anycast-gateway

Interface loopbacklOl
Vrf member OUTSIDE
Ip address 172.18.1.253/32

router bgp 65000
vrf INSIDE

B LYa-LAYTIRY FT—Y S—ERDREDEE
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! peer with Firewall Inside
neighbor 10.1.1.0/24 remote-as 65123
update-source loopbackl00
ebgp-multihop 5
address-family ipv4 unicast

local-as 65051 no-prepend replace-as

vrf OUTSIDE

! peer with Firewall Outside
neighbor 20.1.1.0/24 remote-as 65123
update-source loopbacklOl
ebgp-multihop 5
address-family ipv4 unicast

local-as 65052 no-prepend replace-as

VTEPB :

Vlan 10
Name inside
Vn-segment 10010

Vlan 20
Name outside
Vn-segment 10020

Interface VLAN 10

Description inside vlan

VRF member INSIDE

IP address 10.1.1.254/24

fabric forwarding mode anycast-gateway

Interface loopbackl00
Vrf member INSIDE
Ip address 172.16.1.254/32

Interface VLAN 20

Description outside vlan

VRF member OUTSIDE

IP address 20.1.1.254/24

fabric forwarding mode anycast-gateway

Interface loopbacklOl
Vrf member OUTSIDE
Ip address 172.18.1.254/32

router bgp 65000

vrf INSIDE

! peer with Firewall Inside

neighbor 10.1.1.0/24 remote-as 65123
update-source loopbackl00
ebgp-multihop 5

address-family ipv4 unicast

local-as 65051 no-prepend replace-as

vrf OUTSIDE

! peer with Firewall Outside
neighbor 20.1.1.0/24 remote-as 65123
update-source loopbacklOl
ebgp-multihop 5
address-family ipv4 unicast

local-as 65052 no-prepend replace-as
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VTEPA £ & U VTEPB:

vlan 3966
! vlan use for peering between the vPC VTEPS

vlan 3967
! vlan use for peering between the vPC VTEPS

system nve infra-vlans 3966,3967

interface vlan 3966
vrf memner INSIDE
ip address 100.1.1.1/31

interface vlan 3967
vrf memner OUTSIDE
ip address 100.1.2.1/31

router bgp 65000

vrf INSIDE

neighbor 100.1.1.0 remote-as 65000
update-source vlan 3966

next-hop self

address-family ipv4 unicast

vrf OUTSIDE

neighbor 100.1.2.0 remote-as 65000
update-source vlan 3967

next-hop self

address-family ipv4 unicast

% VRF CTHFE S/ — ME, BGPEVPN B2 L C7 7 7Y v 7 OFEY OEAITT KN
A ARENET,

OSPF =R L= VI IVEHR I 7A T 94—

WOFNE, 77 AT U4+—/LTOSPFET UL T HFETLTNSE VIEPA DD DREA= Ly
FZ2RLTWET,

SVI %, WNEEB L OO 7D VRE @ VTEP TE#REINE T, 2N HDE VRF LD 7 7 A
T U4 —/VEEFO VIEP 71X, 1 2@ VRF »60|0D VRE ICBEENT 5720 DNV —T 4 71
WEBICFEE LET,

VTEPA & U VTEPB:

vlan 10
name inside
vn-segment 10010

vlan 20
name outside
vn-segment 10020

interface VLAN 10
Description inside vlan
VRF member INSIDE
IP address 10.1.1.254/24
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IP router ospf 1 area 0
fabric forwarding mode anycast-gateway

Interface VLAN 20

Description outside_vlan

VRF member OUTSIDE

IP address 20.1.1.254/24

IP router ospf 1 area O

fabric forwarding mode anycast-gateway

interface nvel

no shutdown

host-reachability protocol bgp
source-interface loopbackl
member vni 10010

mcastgroup 239.1.1.1

member vni 10020

mcastgroup 239.1.1.1

member vni 1001000 associate-vrf
member vni 1002000 associate-vrf

router ospf 1
router-id 192.168.1.1
vrf INSIDE
VRF OUTSIDE

VTEPA# show ip route ospf-1 vrf OUTSIDE
IP Route Table for VRF "OUTSIDE"
'*' denotes best ucast next-hop
'**! denotes best mcast next-hop
'[x/y]"' denotes [preference/metric]
'$<string>' in via output denotes VRF <string>

10.1.1.0/24, ubest/mbest: 1/0
*via 20.1.1.1 Vvlan20, [110/41], 1lwbd, ospf-1, intra

VTEPA# show ip route ospf-1 vrf INSIDE

IP Route Table for VRF "INSIDE"

'*' denotes best ucast next-hop

'**! denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

20.1.1.0/24, ubest/mbest: 1/0
*via 10.1.1.1 VlanlO, [110/41], 1lwbd, ospf-1, intra

w2, ZON— MNIBGPICHEMT S, EVPN 777U v 75N LTT RARZ AL XENET,
ZHICEY ., T _RTHOVIEP B, X7 A&y 7E LTVTEPA 241 2 954 VRE
WNDOTRTDNL— FEEESL IR 3,

OSPF)L— % BGP [CHEEML. BYDTI 7TV IIZT R34 XT3

VTEPA &V VTEPB:

router bgp 65000
vrf OUTSIDE
address-family ipv4 unicast
redistribute ospf 1 route-map OUTSIDEOSPF-to-BGP
vrf INSIDE
address-family ipv4 unicast
redistribute ospf 1 route-map INSIDEOSPF-to-BGP
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VTEPA# show ip route 10.1.1.0/24 vrf OUTSIDE

10.1.1.0/24 ubest/mbest: 1/0
*via 10.1.1.18%default, [200/41], 1lwld, bgp-65000, internal, tag 65000 (evpn) segid:
200100 tunnelid: 0xa010112 encap: VXLAN

N7 7 4w 71%, VIEP 26V —E R VIEP I H 7B b &7 VXLAN TH Y . 7kl

RSN TTZ 7 AT U+ —/MIEEENET, 77 AT U+ —MIN—AZEHAL, N T 71>
7 % WNE VRF DY —E X VIEP IZEELET, 2D M7 7 4 v 71X VXLAN TU kS
. %6 VIEP IZEE & E 9, S8 VIEP Tld, 7 7 4 v 7 3 7 kg &h =
R 747y MIEFESNET,

T7A4T7 94— Tx—ILA—/\—

TIT 4T T7AT U —IVIBEENRRAEL, AX L T7AT T —LNg &L,
Jo— MIP—BEAVTEPA NSV S, —EAVTEPBIZXE>T7 77V v 7|27 KA
HARXEINET,

OSPF =R LI=Ta1a7IEHR I 7ATO4+—IL

CiscoNX-OS (%, VA Y3 ZFEH L7 VvPCRRHDX A FI v 7 OSPFET V7 &R —FL
F9, ZAUTKY, VPCEEM LT 7 A4 7 U 4+ — VA FREIZ R . 2D Y 7 ETOSPF
7Y NN SN ET, CiscoNexus 9000 A A v F L 77 AT U+ —BOTY 7%
WL D= 41D VLAN 1%, FE VXLAN %fiis VLAN THDLMLENH Y F7,

5:0SPF#ERLI=-Ta7IERI7AT7I+—)

VTEP A VTEP B
o~ D
OSPF

Peering B 1
E==

Cer !

Firewall Firewall
active standby

\}

GEX)  OSPFEAZII==—F ¥ A P F—bU A ZHHLRNTLZE,

VTEP A:

Vlan 10
Name inside
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Vlan 20
Name outside

Interface VLAN 10
Description inside vlan
VRF member INSIDE
IP address 10.1.1.253/24
Ip router ospf 1 area 0

Interface VLAN 20
Description outside_vlan
VRF member OUTSIDE
IP address 20.1.1.253/24
Ip router ospf 1 area 0

vpc domain 100

layer3 peer-router

peer-gateway

peer-switch

peer-keepalive destination x.x.x.xX source x.x.x.xX peer-gateway
ipv6 nd synchronize

ip arp synchronize

router ospf 1
vrf INSIDE VREF OUTSIDE

VTEPB :

Vlan 10
Name inside

Vlan 20
Name outside

Interface VLAN 10
Description inside vlan
VRF member INSIDE
IP address 10.1.1.254/24
Ip router ospf 1 area 0

Interface VLAN 20
Description outside vlan
VREF member OUTSIDE
IP address 20.1.1.254/24
Ip router ospf 1 area 0

vpc domain 100

layer3 peer-router

peer—-gateway

peer-switch

peer-keepalive destination x.x.x.x source x.xX.X.x peer-gateway
ipv6 nd synchronize

ip arp synchronize

router ospf 1
vrf INSIDE VRF OUTSIDE

VTEPA# show ip route ospf-1 vrf OUTSIDE

IP Route Table for VRF "OUTSIDE"

'*' denotes best ucast next-hop

'**!' denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

LAY a-LAY T2y kD=4 4—Ex0HE0EE ||
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10.1.1.0/24, ubest/mbest: 1/0
*via 20.1.1.1 Vlan20, [110/41], 1lwbd, ospf-1, intra

VTEPA# show ip route ospf-1 vrf INSIDE

IP Route Table for VRF "INSIDE"

'*' denotes best ucast next-hop

'**! denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

20.1.1.0/24, ubest/mbest: 1/0
*via 10.1.1.1 VlanlO, [110/41], 1lwbd, ospf-1, intra

OSPF/L— +% BGP [CHEHAL., BYDT 7TV v IIZT7 FNEA4XT B

VTEPA & U VTEPB:

router bgp 65000
vrf OUTSIDE
address-family ipv4 unicast
redistribute ospf 1 route-map OUTSIDEOSPF-to-BGP
vrf INSIDE
address-family ipv4 unicast
redistribute ospf 1 route-map INSIDEOSPF-to-BGP

TI2HAILESE—bO9A4ELTDIFPAT 94—

TOEAETFTLTCIE, VXLAN 7 7 7V w713 v A %2777V w7 THY, T 741~ 4 —
V=27 7A T U=V EIZHY T,

I &R L ET,

vlan 10
name WEB
vn-segment 10010
vlan 20
name APPLICATION
vn-segment 10020
vlan 30
name DATABASE
vn-segment 10030

interface nvel
no shutdown
host-reachability protocol bgp
source-interface loopbackl
member vni 10010
mcastgroup 239.1.1.1
member vni 10020
mcastgroup 239.1.1.1
member vni 10030
mcastgroup 239.1.1.1

T AT T —UE, & VUNLICHBEA LV —T = 2A%2FL, T XThO s RRA v FOF
TANWV N T—F 02T, TXTOVNIBEEIZZ7A 7 UA—NE@EBLEST, 774
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F5vax7LYk 771794 —LEA [

T IA—IRR MRy TR NESNC, Z7AT T+ —NDOY A I CEE L
TLEIW, LER-T, ZogiHE, EFBIEZEFORKE CHEH L T E30,

R6:LAV2XIAN 7 7 T v O &R LT IAIL S — b9z 4 ELTDI7ATI4+—IL

VNI 10010
110.0.1.0/24 J
| |
VNI 10020
110.0.2.0/24 |
|
VNI 10030
110.0.3.0/24

|
LH

FSURRTFLUM D747 94— )LEA

NGUART LU N 27 AT T4 —AVEZLAY2 7747 74—/ (IPS/IDS %5 te)
I, WE. WESVLAN EAMIVLAN 27 U v L, R T 7 4 w7 RNEilRT 5L EICRELE
9, VLAN 27 4 v F o 7%, y—E2ADFT 7 /v k F— 7 = A ZNE VLAN I[CEET 5
ZiiZkoTUUTbNET, ZOF = T oA ~D LAY 2 OBERREMIL, S5 VLAN TfT
OIET,

502223

EVPN TO FSVART LU R D747 04— ILEADOHE

NARB I, IROZ A 7D VLAN NG FENET,

« N# VLAN G#Ef D VXLAN #Z ToR V) — 7o =—F ¥ A b '— M7 = A & THLE)

« 7747 U —/VIEEHE VLAN X

c 77 AT U4 —/VEfH VLANY
ZORRaIIIBWT, VLANX OO VLAN ~D N5 7 ¢ v 71, —b 2 U —7 128
MSIWTWD R TF AT LU MU A Y277 AT UA—VERHATHOHLERHD T, Z0O
FARE i, BETERVWVLANX SEHETES VLANY OT7 7Y —F &AL 4, 9
THOToRY —7IZIE LAY 2VNIVLANX B Y £, VLANX D SVIIZH Y A, 774

T —VICHERIN WA —E R U —7Z2iZ L A ¥ 2 VNI VLAN X . F VXLAN VLAN
Y. BLHSRP ¥'— F U = A ZHHT 5 SVIY BH D F7°,
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EVPN TD FrSUARTFLU M T7AT 94— ILEEADHE

1 Local VLAN
Untrusted 1 frowalothe
Local VLAN 1o sl service leafs
switching from Transparent
the service leafs Mode Firewall
to firewalls [ ’/’J The FW trusted
v  VLAN is only on
,,,///! the service
The FW untrust- \ @ ' VTEP that's
ed VLAN is ,> ) where its GW is
Layer—E 0n|y on Service Leafs
the fabric First-Hop GW for firewall trusted
VLAN wiEh virtual MAC-B
VXLAN switch- I VXLAN routing
ing to the service from the firewall
|leafs from the trusted VLAN to
internal leafs hosts on the
internal VLANs

Spine

(Anycast GW for internal
VLANs with virtual MAC-A)

KvTerl
[ | TOR Leafs

Internal VLANs
Firewall (VLAN 101,102..)
Untrusted VLAN X g
= 8

)

(¥)  VXLANEVPN O35, TV AXRT LY N 77 AT U4 — NV EHALESHHET=—F% v X
NTF—=b U AT EE2HRLET, ZUTEY, 3TD VLAN % VXLAN Xt
\ZCT& %9, HSRP/VRRP XR—AD T 7 —A hik v 7 7 — b T = A AT 554, SVID
VLAN % VXLAN S TE P, TCRMED 72012 vPC T EICIFET D HERH Y £,
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EVPN TD kS5 v ZRR7LY k 27179+ —LEAOH [

EVPN TO FS VRARTZ LU R D74 T 04— ILEADA

EVPNTD FS2VARTFLUF T7AT 94— ILEEADSHI

Untrusted
VLAN X

Y P, Y
k‘-}_
" =N
3 —u!

Trusted
VLAN Y

™

Transparent
Mode Firewall

4

\

]

MN9332-1

N9332-2

v ———aNIB325

9.999

Spine

f VTEP '
N3372-1

= Internal VLANS
(VLAN 101, 102..)

Firewall

10.0.94.101 Untrusted VLAN X

i
d8b1.9071.50eb Eg
e VLAN X DA A k:10.1.94.101

e ToR U —7:N9372-1

o |

500046

*vVPC HDOH—E X U —7:N9332-1 38 LT N9332-2

¢ R—4— U —7 : N9332-5

=

ToR |J—TJ&&%E

vlan 94
vn-segment 100094

B

interface nvel
member vni 100094
mcastgroup 239.1.1.1

router bgp 64500
routerid 1.1.2.1
neighbor 1.1.1.1 remote-as 64500
address-family 12vpn evpn

LAYa-La4¥ 13y b7—0 9—Ex0a0EE I}
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B L rsLaviryro—s y—ExoMs0RE

send-community extended
neighbor 1.1.1.2 remote-as 64500
address-family 12vpn evpn
send-community extended
vrf Tenl
address-family ipv4 unicast
advertise 12vpn evpn

evpn
vni 100094 12
rd auto
route-target import auto
route-target export auto

HSRP ALY —EX J—T 1%

vlan 94
description untrusted vlan
vn-segment 100094

it

vlan 95
description trusted vlan

vpc domain 10
peer-switch
peer-keepalive destination 10.1.59.160
peer—-gateway
auto-recovery
ip arp synchronize

interface Vlan2
description vpc_backup svi for overlay
no shutdown
no ip redirects
ip address 10.10.60.17/30
no ipvé6 redirects
ip router ospf 100 area 0.0.0.0
ip ospf bfd
ip pim sparsemode

interface V1an95
description SVI for trusted vlan
no shutdown
mtu 9216
vrf member Ten-1
no ip redirects
ip address 10.0.94.2/24
hsrp 0
preempt priority 255
ip 10.0.94.1

interface nvel
member vni 100094
mcast-group 239.1.1.1

router bgp 64500

routerid 1.1.2.1

neighbor 1.1.1.1 remote-as 64500
address-family 1l2vpn evpn
send-community extended

neighbor 1.1.1.2 remote-as 64500
address-family 1l2vpn evpn
send-community extended

vrf Ten-1

B O LAY4-LAYTIRY FT—) H—EXDREDHEE
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address-family ipv4 unicast
network 10.0.94.0/24 /*advertise /24 for SVI 95 subnet; it is not VXLAN anymore*/
advertise 12vpn evpn

evpn
vni 100094 12
rd auto
route-target import auto
route-target export auto

HSRP ALY —EX IJ—T 2&FE

vlan 94
description untrusted vlan
vnsegment 100094

vlan 95
description trusted vlan

vpc domain 10
peer-switch
peer-keepalive destination 10.1.59.159
peer—-gateway
auto-recovery
ip arp synchronize

interface Vlan2
description vpc_backup svi for overlay
no shutdown
no ip redirects
ip address 10.10.60.18/30
no ipvé6 redirects
ip router ospf 100 area 0.0.0.0
ip pim sparsemode

interface V1an95
description SVI for trusted vlan
no shutdown
mtu 9216
vrf member Ten-1
no ip redirects
ip address 10.0.94.3/24
hsrp 0
preempt priority 255
ip 10.0.94.1

interface nvel
member vni 100094
mcastgroup 239.1.1.1

router bgp 64500
router-id 1.1.2.1
neighbor 1.1.1.1 remote-as 64500
address-family 12vpn evpn
send-community extended
neighbor 1.1.1.2 remote-as 64500
address-family 12vpn evpn
send-community extended
vrf Ten-1
address-family ipv4 unicast
network 10.0.94.0/24 /*advertise /24 for SVI 95 subnet; it is not VXLAN anymore*/
advertise 1l2vpn evpn

evpn

LAX4-L1v1xy bo—4 y—E2ofmanis [l



LAY4-LAXTRY hT—9 $—ERDOHEDEE |
. show < > KD

vni 100094 12
rd auto
route-target import auto
route-target export auto

show <> KO
ANY — TN LR A b Oa—Hh L MAC DIE#HEF LET,

switch# sh mac add vl 94 | i 5b|MAC

* primary entry, G - Gateway MAC, (R) Routed - MAC, O - Overlay MAC
VLAN MAC Address Type age Secure NTFY Ports

* 94 d8b1.9071.5beb dynamic 0 F F Ethl/1

HF—r 2 U—TBHmH LR A RO MAC OE#REF T LET,

N

GE)  VLANY |ZBWT, —ER U—TREEFTLHHRANMACIE, BGPIZE->TVE—F BT
NHELNET,

switch# sh mac add vl 94 | i1 VLAN|eb

VLAN MAC Address Type age Secure NTFY Ports
* 94 d8bl.9071.5beb dynamic O F F nvel(l.1.2.1)

switch# sh mac add vl 94 | i VLAN|eb

VLAN MAC Address Type age Secure NTFY Ports
* 94 d8bl.9071.5beb dynamic O F F nvel(l.1.2.1)

switch# sh mac add vl 95 | i VLAN|eb

VLAN MAC Address Type age Secure NTFY Ports
+ 95 d8b1.9071.5beb dynamic 0 F F Po300

switch# sh mac add vl 95 | i VLAN|eb

VLAN MAC Address Type age Secure NTFY Ports
+ 95 d8b1.9071.5beb dynamic O F F Po300

HF—E 2 J—TNEE L7 VLANIS IZH H AR A FD ARP DfEHRAFR R LET,

switch# sh ip arp vrf ten-1
Address Age MAC Address Interface
10.0.94.101 00:00:26 d8b1.9071.5beb V1an95

HP—bE 2 U—T7ZEVPN 725 9.99.9 235 LE7,

switch# sh ip route vrf ten-1 9.9.9.9

IP Route Table for VRF "Ten-1"

'*' denotes best ucast nexthop

'**!' denotes best mcast nexthop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

9.9.9.9/32, ubest/mbest: 1/0

B LAY LAYTIRY FT—) Y—EROHADHE
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VXLANBGP EVPN £ L= 77 4 7o+ — 25248025 [

*via 1.1.2.7%default, [200/0], 02:57:27, bgp64500,internal, tag 65000 (evpn) segid:
10011
tunnelid: 0x1
010207 encap: VXLAN

R—=F— J—TNEEHLZBGPIZLAEHRA M L— FOEREERLET,

switch# sh ip route 10.0.94.101

IP Route Table for VRF "default"

'*' denotes best ucast nexthop

'**! denotes best mcast nexthop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

10.0.94.0/24, ubest/mbest: 1/0
*via 10.100.5.0, [20/01, 03:14:27, bgp65000,external, tag 6450

VXLANBGPEVPN Z#R L= 7470 +—IL UV 5 R4A

2o

ZDOE®ZIarTiE, BGPEVPN 2 ha—L FL—r 2 HHLTVXLAN 77 7 U w7 %
FEITLTCOWBEEDOY A NCEERDE T 7 AT U —IV T T AFERERT D HFECHOWTEEL
<EBALET,

’D rARa L, VXLANEVPN 2R L7277 7 AT U4 —V 7 FRAEZ Y &R LTVNE
7,
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7:VXIANEVPNIZE BT 7ATOA—IL I TREY YT

[ BGW11 ][ BGW12 ] BGW21 BGW22

/ i : \ / Site-2 | Site-3
) i ol
| e VxLAN'w i ' VXLAN *
| \\ Fabric j : . Fabric \>
| E (1]
FW Cluster g} Hz2 H3 =

O O

ZOMREIE, KOLDOE A= LFET,

T FAT UF—IV T TAZT, BT/ AL LTENETHEH DA A X o ATHER S
ITWET,

T AT U —N~DN—T v KT 7 AL, BApH5YT7Fxy bERIZRCY TRy b
MLTITH Z ™ TEET,

e T AT T F—IE, TRTDA LV ARAZ L RCETERAD L2 AR —F Fy VA LT

i—a—o
cHIBOESITIL, 77 AT VA~V 7 T AR T DT XTOD vPC HA— F T ¥ R/LH
IRENET,

e T RTDA U AE L RZH—D VIP/VGMAC 2MFEIELE7,

o %A hZT L ®D BGP-EVPN VXLAN A —R_—L AF, R—F— F—F U=z TRT v FX
nEJ,

W LAY LAY TRy FT—) Y—EROHRADEE
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cFUYA NNDT IT 4 TMNET IT 4 T~DA AR ADT=—F ¢ A MEEE, b
ST 47 T7a—DEODOY A NIRRT 7 AT I —IA~DT ITT 4 TR I T
TA~DT IR ARYR—FZNTWET,

e B A ML, R—=FF ¥RV AL H—T A ANRE VY TENTZT T AZITEERI N
B—0D vPC_XT7HRH Y £9,

« 7 AZVIPE LY 5 2% VMAC 1%, BGPEVPN/L—  #—4 » | -2s & L T VXLAN
EVPN 77 7 U o 727 RAZ A ZENET (ESLIESE vPC DAR— K Fr b A o H—
7oA ATHREINTEICHESNET)  V—FF¥—F Y b2ORT AN Ky 71X
vPC X7 ®D VTEP VIP 7 KL A T,

o ZH A MITHEED YV TAX—RNEENDIHGERNHV T, 7T AKX, EHADESI % #F
Offl 2 DR— N T ¥ RV EHH LT VPC X7 ICERINET,

« &7 T AH 21, BGPEVPN /L— h #—% > k 2s £ LTCTVXLANEVPN 7 7 7' U w7 |Z
T RARE A XENDMED cVIP & cVMAC 3% 0 £ (ESIIZ#F D vPC DR— b F v %
N AVHE =T oA ATHERINTMEICRESNTHVET) |

« 7T AZITIE, VPC ST ITEE i SR — b F v 2L BICEE D VLAN 36 25680 H
D F9, VLAN THE I 724 cVIP/cVMAC (L., %95 L2VNI ZfEH L CT/b— b T-2
EVPN/L— h&E LTT RARAX A XENET,

*VIPBLWWVMAC (7747 U4 —/LARA L) [X, H— spanned Ether-channel (245t =
ET,

* Spanned Ether-channel (%4 F &RIZIHESVE T,

e VIP ~Dx=—F % X MzkiL, BEFED BGP X2 @t & i/ S A OBEINZFH L CE
SNET,

T AT UF—)V 7T AR BRI TWS VIEP U —7 T, BGP I/ —k ~ v 7%
LCazia=r( w7747 U477 AZEEDEVPNEAD/ES (¥ 1 71) XU MAC/IP
(A7 2) — MR LET,

router bgp 12000
address-family 12vpn evpn
originate-map set esi
template peer SITE-BGW
remote-as 12000
update-source loopbackl
address-family 12vpn evpn
send-community
send-community extended
template peer VTEP-PEERS
remote-as 12000
update-source loopbackl
address-family 12vpn evpn
send-community
send-community extended

R—H—FF—hroxATiE, BGPII/NL—k ~v 7 %EH LT, EVPNEAD/ES (¥4 7°1) B
FOMAC/IP (Z A 72) — NI ENTZ T 7A T O —N I TAZY T aa=TF 4
PWRELET,
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router bgp 11000
bestpath as-path multipath-relax
neighbor 111.111.10.1 remote-as 12000
peer-type fabric-external
address-family 12vpn evpn
send-community
send-community extended
route-map preserve esi out
rewrite-evpn-rt-asn

TI7AT O —N T TAFCERENTWAVIEP ) — 7 T, a3a2=5 452774 T U4 —
v 75 AKX O EVPNEAD/ES (¥ 14 7'1) BLOMAC/AP (¥4 7°2) N— NI T 5 &
ININ—F = T EERTDHDLENS D FT,

route-map set esi permit 10
match tag 100000
match evpn route-type 1 2
set community 23456:12345
route-map set esi permit 15

A

IR XA NN—=T KL R 773U F— KO FO route-map <name> 4+ BGP =1~ > RIZBHEAT T B
TW2/L— h~ v 7@ matchtag =~ > Ri%, address-family 12vpn evpn @ F CTHERK STV 5
BE DRI HR—FINET,

R—&— F— K~ = A TiL,. EVPNEAD/ES (¥4 7 1) BLOMAC/IP (¥ A1 72) /L— hIZ
B EIN=7 7 AT U=V I TAZ )T ala=T 0 t—ETHLEO, 777U vws
W ET L 777U v 7B E T DO — b <~ v T E2ERTHIVNERDH D 7,

T RN RL2VPN/EVPN L— ks v 727 7 7V o JNEIETIC—EIHED

route-map preserve esi permit 10
match community preserve esi
match evpn route-type 2
set esi unchanged

route-map preserve esi permit 15

route-map preserve esi permit 30

T 7 RN RL2VPN/EVPN L— ks = 7% 7 7 7 U o 7N TIC—HEE5

route-map preserve esi external permit 10
match community preserve esi
match evpn route-type 2
set esi unchanged

route-map preserve esi external permit 15
match community preserve esi
match evpn route-type 1

route-map preserve esi external permit 20
match evpn route-type 1
match route-type local

route-map preserve esi external deny 25
match evpn route-type 1

route-map preserve esi external permit 30

A—H %y hBITAL ML, VPCR—F F¥ XD F TORERTX T,

B LAY LAYTIRY FT—) Y—EROHADHE
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interface port-channel 100
ethernet-segment vpc
esi <esi> [ tag <uint >]
interface port-channel 200
ethernet-segment vpc
esi system-mac <system-mac> <local-identifier> [tag <uint>]

HWBOESI TlX, 77 AT U —/v 7T AXIIEERT DT XTOVPCR— T ¥ FADPIRE
NEJ, vPC R — h F v R/ TESI ZHERTE E7°,

evpn esi multihoming
port-channel 100
ethernet-segment 1
system-mac aa.bb.cc <anycast-host>

FILT7 7 AT 04—V 7T ARZERANTBHTXTHOVWPCHR— b F¥RMIH LT, MEY
AT I MAC ZHEFF L E T,

T7 AT U F—ILDFEMHONTIL, [VXLAN 777 ) w7 TOLA Y3 77 AT 74—/
DAl 2B LT TEEN,

VXLANEVPN 7 7 JUUw o DH—EXR YFA LY bk

SHATIE, T—2 B 2—HNOT 7V r—>a rafk#B L ORELT 572012, 7747
T A=, B— RKRFT YR EDOY—ER T FITAT AR (P—ER ) —FEHE—E X
T RRA b EBIEEND) OFANKETY, ZDOE 7 a2 Tlid, VXLANEVPN 7 7
TV TRIEEND LA YA~ LA YT —ERADIHFAB LY XA L7 MEREIC OV TR
ALET, 2NHDV—FRIZNT T4 v 7 A R— KL TERNIZI XA LT NTLHEE
AN = AN TR £,

HS—ERXEADRY O—R—X YFAL LY +DFEA

R —=_=2DY XA L2k (PBR) I, V=T AT T—TIN IV I T v T Hh/)NA IR
L. VXLAN RRH CRIER[ER R AN By T IPIC T 74 w7 B VXA VI hTHA D=
ALERBELET, ZOBEICEID, 7747 04— A0 — K RXT B R EDLA Y41
AXTTNRAASNDY—E R VXA VLT v a URAlRRIZR D £77,

PBRTIE., FT 74 v 7 DEEEERIEET HNL—AEZHEH L TL—F v~y FT2RELET,
N— b=y L, T MUOSVIIZEH S, A MDA o F =T = A 2T 77V
IR TCTEGERRER A A N Ry T~D T T 4 vV ICEEEH 2 ET,

NF 74y I BRA ==L A PLVTEPIZER L, ORI AN KRy A2V XA V7 NT 54
ERHDLT IV ATIE, VAYIVNIA o H—T 2 A AZHTHT77 7Y v Z7IZPBRARY v—
AT 2L ERH Y T,

LAX4-L1v1xy bo—4 y—E2ofmanis [l


https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/102x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-102x/m_configuring_layer_4-layer_7_network_services_integration.html#id_94420
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/102x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-102x/m_configuring_layer_4-layer_7_network_services_integration.html#id_94420
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Spine

PBR rules on Leaf
Redirect to FW

Tenant VMs / servers Tenant VMs | servers E
|App group 1/subneti) (App group 2/subnet2)

AIORTIE, 77V = a v JN—F1ET7 7V r—yay ZA—720@E1%, 774
)V R TTF > F VRF DVLAN [B/VNIV—F ¢ > 7% L CitbhvEd, 77V r—vav 7
N—TNDET TV r—2ay TN—T2~DRNT T4 I BT 7 AT Ur—/LEEEBT DN
BRHDHENVIEERH LA, PBRAY D —2FEHL TN 7 v 272U X ALY FTEE
To RV ==X VXA L7 NORERF] O87 v aOFTIE, N TF74v7 Tr—
EUXAVY T HDICHERERI RSN TOET,

Z @ VXLAN PBR BREIZIEH IR L DO TH Y | VXLAN 7 7 7 U » 71T — B A &)
AT BT DI BEREIEO L AR LTWET, L7z ->T, [Enhanced-Policy Based
Redirect (ePBR) (33 X—) | ¥7 v a vV THHAIN TWETXTOHEBANS, b VIC
ePBR 2R T 52 LA BBID LET,

RY—R=—ZRD)FA LY FOEEFHELHNEE
PBR over VXLAN (2%, ROVEFFEHE HIRFEAEMN S ET,

cRDTT v b7 —2AhiE, PBRover VXLAN ¥ K — kL TWET,
* Cisco Nexus 9332C 5 LN 9364C 7T » b7+ — L AA v F
* Cisco Nexus 9300-EX 77 > N 7 4 — L AA v F
* Cisco Nexus 9300-FX/FX2/FX3 77 v N7 4 —Ah AA v F
* Cisco Nexus 9300-GX 77 v N 7 +—Lb AA v F
« -EX/FX 7 4 > 71— R#%fjfi 2 7= Cisco Nexus 9504 35 L TN9508 77 > b 7 — L AA

-
* CiscoNX-0S U U — A 10.2(3)F LAKE, VXLAN #H @ SRv6 (& Cisco Nexus 9300-GX2 77
74— AL v FTHR—bFINET,

« Cisco NX-0S U U — % 10.2(3) AF, VXLAN PBR ffEiZ, §XT®D TOR AA v F D
VXLANvV6 CTHHR— F I FET,

* PBR over VXLAN [, set {ip |ipv6} next-hopip-address ==~ >~ K VTEP ECMP, I
load-share ¥ —7U — R4 ¥R —F LTI A,
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K o—n—2 ys1 Ly rggens x—T it ]

R SO—R—R YHAL LY FMEBED A —TIL1LE
B (BXUHERE SN D) ePBREEFENER SN TV R WEAIZ AR PBR # #4512

FIRDEE

F IR D EFH

1. OEBZ > a 28R LTLTEEN,
e ARY L —R—R UK AL MEREDA F—T ML

s = R —ORGE (30 N—Y)

e R ==V FA LT s DOBRE DR

AR = R_R—=2 U XA LT FDOEEH

1R BHHEIIZ

(29 _—3)

(31 =—2)

(32 =*—7)

N— KRN —ZRET DL, HONCDORY == VXA LT MEREE A X —T b

EL TR LERDHY £,

configure terminal
[no] feature pbr

1

2

3. (&) showfeature
4

(f£#&) copy running-config startup-config

ATV RFEEEFT7IIY

=)

AT w 71 | configureterminal Jua—\) a7 4 ¥alb—3g )y B REEG
15“ : Li‘g—o
switch# configure terminal

R T 7 2|[no] feature pbr WY == =T ¢ TR R A X —T VI L
1 - E3
switch(config)# feature pbr

ATv 73| (LE) showfeature BB L OEDIC SN MEE R TR LET,
{1
switch (config)# show feature

AFv 4| ({EE) copy running-config startup-config CORELEZHRFLET,

1

switch (config) # copy running-config startup-config
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LAX4- LAY 1%y k7= H—ERDRKEDEE |
B —+xv—omz

IW— bk R)O—DEE

R V—_R—=AN—FT 4 T TN— b~y E=EHTHE, BEA T —T = RTNV—T ¢
VORY—HEIV B TEHIENTEET, CiscoNX-OSI1IR7 A N Fy FTEBLIOA & —
Tz A&HTHEET, Xy baELv—TFT 0T LET,

\)

GE) AAvFITL. IPvd b7 7 4 v 7D RACLTCAM UV —2 g U F 7 4V N THESHL T
\i‘é—o

1R BHEIIZ

RY=_=2 =T 4 7 RV —=&@MHT521E, H50CHRACLTCAM U — = &~
Z (TCAM I —bE U 72 MHLT) RETOILENSH Y 7, FEMIZ OV T [Cisco Nexus
9000 Series NX-OS Security Configuration Guide, Release 9.2(x)] @ [Configuring ACL TCAM Region
Sizes] OHEZZL T ZEWY,

FleDHEE
1. configureterminal
2. interfacetype dot/port
3. {ip|ipv6} policy route-map map-name
4. route-map map-name [permit | deny] [seq]
5. match {ip | ipv6} address access-list-name name [name...]
6. setip next-hop addressl
7. setipv6 next-hop addressl
8. (%) setinterfacenullo
9. (f£&) copy running-config startup-config
F gD F%H
ARV KRFERETY a3 Y B#J
Z 5w 71 |configureterminal Jra— v ary’ 4 Xab—ay E®— Neh
{1 - LETS
switch# configure terminal
Z 5w 7 2 |interface type slot/port AUHE—T oA AFREE— REWBHLET,
i
switch(config)# interface ethernet 1/2
A7 73 [{ip|ipv6} policy route-map map-name IPv4 E7213 IPv6 WY o —_R—Z L—F ¢ 7D
#l - N—h vy T B—T x4 ATHY Y TET,

switch(config-inf)# ip policy route-map Testmap

B O LAY4-LAYTIRY FT—) H—EXDREDHEE
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Kyo—n—z yx1Ly rogEokER [

AU RFERET7TIV3 Y B#)

R T 7 4 |route-map map-name [permit | deny] [seq] =k =y TEAERT 20, EEEFEOL— R
Bl ~ FHIET B — b v v TREE— R L
switch (config-inf)# route-map Testmap ij“’ NV—h~wyTOx R %J”E\J?H‘HE) 2,

seq 2 AL ET,

R 7w 75 | match{ip |ipv6} addressaccess-list-namename[name...] | 1 > F 721385 IPv4 721X IPv6 77 A =22 b
i - r—/L U AL (ACL) (kLT IPv4 £721X IPV6 7
switch (config-route-map)# match ip address }\ LA f{’ﬁ‘gé\ Li TO pavs P@iﬂ‘ U :/_/\_
access-list-name ACL1 AN—T 4 THTOY, = T4 NVFZV T

FIIIHEA CIEEA S E T,

AT 76 | Setip next-hop addressl RY o —_R—=Z —F ¢ T FHDIPVA R 7 A iR
15“ : 7077 F\]/X%%ﬁb\i—a—o
switch (config-route-map)# set ip next-hop
192.0.2.1

AT 77 |setipv6 next-hop addressl RY —=_R=Z =T 4 T HDIPV6 %7 A bk v
15“ : 70 77 ]\\\]/X %%&ﬁbiﬁ—o
switch (config-route-map)# set ipv6é next-hop
2001:0DB8::1

ATw 78| (I£E) setinterfacenullO N—T 4 TR T DA H—T oA AEFHEL
Bl - EF9, Ny b Fry 7 T50Enullo A o F—

) . . T A AEHEALET,
switch (config-route-map) # set interface nullO

AT 79| (L&) copy running-config startup-config COREEBEZRFELET,

1

switch (config-route-map)# copy running-config
startup-config

R —AR=—R JFA LY FDEREDIEE
WY SN2 Y F A Ly NRERBETRT 51T, KOMEEOVT NN EITOET,

avw >R BHH#
show [ip | ipv6] policy [name] IPv4 £ 7213 IPv6 B U o —ICBT A 154 1
Liﬂ—o

show route-map [name] pbr-statistics

R —watEmE 2R LET,

route-map map-namepbr-statistics =~ > RZfEH L TRY > —Z2HIZ L EJ, clear route-map
map-name pbr-statistics 2~ > RZEH L TCZNHDORY > —%2 27 V7 LET,
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R O—R=X YFAL LY FDEREH
H—E 2 VTEP &<+ _XTDFTF > k VTEP TROFELXFEITLET,

feature pbr

ipv6 access-list IPV6_App group_ 1
10 permit ipvé6 any 2001:10:1:1::0/64

ip access-list IPV4 App group 1
10 permit ip any 10.1.1.0/24

ipv6 access-list IPV6_App group 2
10 permit ipvé6 any 2001:20:1:1::0/64

ip access-list IPV4 App group 2
10 permit ip any 20.1.1.0/24

route-map IPV6 PBR Appgroupl permit 10
match ipvé address IPV6_ App group 2
set ipv6 next-hop 2001:100:1:1::20 (next hop is that of the firewall)

route-map IPV4 PBR Appgroupl permit 10
match ip address IPV4 App group_ 2
set ip next-hop 10.100.1.20 (next hop is that of the firewall)

route-map IPV6 PBR Appgroup2 permit 10
match ipvé address IPV6_ App groupl
set ipv6 next-hop 2001:100:1:1::20 (next hop is that of the firewall)

route-map IPV4 PBR Appgroup2 permit 10
match ip address IPV4 App group_ 1
set ip next-hop 10.100.1.20 (next hop is that of the firewall)

interface VlanlO

! tenant SVI appgroup 1
vrf member appgroup

ip address 10.1.1.1/24

no ip redirect

ipv6 address 2001:10:1:1::1/64

no ipv6 redirects

fabric forwarding mode anycast-gateway
ip policy route-map IPV4_ PBR Appgroupl
ipv6 policy route-map IPV6_ PBR Appgroupl
interface Vlan20

! tenant SVI appgroup 2
vrf member appgroup

ip address 20.1.1.1/24

no ip redirect

ipv6 address 2001:20:1:1::1/64

no ipv6 redirects

fabric forwarding mode anycast-gateway
ip policy route-map IPV4_ PBR_ Appgroup2
ipv6 policy route-map IPV6 PBR Appgroup2

On the service VTEP, the PBR policy is applied on the tenant VRF SVI. This ensures the
traffic post decapsulation will be redirected to firewall.

feature pbr

ipv6 access-list IPV6_App group_ 1
10 permit ipvé6 any 2001:10:1:1::0/64

ip access-list IPV4 App group 1
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Enhanced-Policy Based Redirect (ePBR) .

10 permit ip any 10.1.1.0/24

ipv6 access-list IPV6_App group_ 2
10 permit ipv6 any 2001:20:1:1::0/64

ip access-list IPV4 App group 2
10 permit ip any 20.1.1.0/24

route-map IPV6_ PBR Appgroupl permit 10
match ipvé address IPV6_App group 2
set ipv6 next-hop 2001:100:1:1::20 (next hop is that of the firewall)

route-map IPV6_ PBR Appgroup permit 20
match ipvé address IPV6_ App groupl
set ipv6 next-hop 2001:100:1:1::20 (next hop is that of the firewall)

route-map IPV4 PBR Appgroup permit 10
match ip address IPV4 App group_ 2
set ip next-hop 10.100.1.20 (next hop is that of the firewall)

route-map IPV4 PBR Appgroup permit 20
match ip address IPV4 App group_ 1
set ip next-hop 10.100.1.20 (next hop is that of the firewall)

interface v1anl000

!L3VNI SVI for Tenant VRF

vrf member appgroup

ip forward

ipv6 forward

ipvé ipv6 address use-link-local-only
ip policy route-map IPV4_ PBR Appgroup
ipv6é policy route-map IPV6_PBR_Appgroup

Enhanced-Policy Based Redirect (ePBR)

NT T4y 7 BRIRCY XA L7 bt DY) a— gt LTOVXLANPBR I, Hf#liZz b
T4 DI FA VT NEZOBIETEET, VP—ERX Fz—r R — K RXT57
VT =R TTITAT U AOQEFEOBR Y, L0 EM R — 27— 2 TlX, PBR
OFEANRNEEIC 220 £, PBREFEA LY —E X F=—r I, 22—V —n /) — K2
LIC—EBOR) > —Z2ER L, F=z—rHNOTRTD /) — KTV LA VLT gy b—L&EFH
TEHTAVNENHAHZ LT, F/2, V—EY R ) —FKORT— IV RMWEEYEZ D L,

PBR L— LTV NR—RA 8T T 4 v 7 OXMPNEERGET 24E R HY . 22k PBRAY

T DORERR EEHEIN X DICEMEC 0 £,

Enhanced Policy-Based Redirect (ePBR) (%, #—bE A /—REZfHAL, hT 7 1 v 7 Z&RW
WCUVHA L7 FLTa—=RRT U 7T5700afENRY ) a—rva it L Ed,

ePBRIZ, hT7 74 v Fx—rbua— KT T =L EEKT D20 0/FEL SN
U—r 7u—%gHdrL iz, Y—ERTTIAT UV ADNVAE T 0 —T/[F=H L,
BEENRIEAE LSS EEHELH L7000 a U a I LE3, ePBRIZ, H—4 1
k&~ F P A DO STD VXLAN EVPN BRI CTHR— b SnuEz 4,
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Hosts

Cluster of

Firewall ;i
proxies

ZOMTIE, WANDOREESNDRIRR N T 7 4 v IR T 7 AT U4 — T =—2 S,
SESER A MIERE SNDENC, P T 74 v 237X s 7 A2 2K TARGEIEnET,
ePBRIZ, EH M E W HROW G DO NT 7 4 ZINTCP 7aX Dy 7 AZNODEUH—E A
TURFRA L MIUFA L7 FENDHEIICTHI LT, FFED T 0 —DORFMELHMERF L £
7

ePBR OFEMH, 1EEFEHE, BLXORERMIC DWW TIX., [Cisco Nexus 9000 Series NX-OS ePBR ##

BAARL . T 1. T] BEOMEERY == UZA L7 hRTA R 2
ZHOLAY4NbLA Y Layer 7TV —ER UEA L7 ] #BRLTIIEEN,
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