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IPVv42=%y AT RLRATZ77IVUTBGPETHZXRELET, IPvd 7 L 7 1 v 7 AH CloudSec
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VXLAN EVPN = /LFH A 2R EL. RO~ RZ&2#EH LT, CloudSec VXLAN EVPN
VEIMEEBALOET IPT RLAZT RRZ A X LET,

evpn multisite border-gateway ms-id
dci-advertise-pip
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FE ddi- advertlse-plp 72U CVXLANEVPN v L FH A hERETDHE, R—F—F— b U=A%
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FH A,
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BGW T7 27 /L RD WAL > TNHE S M C T, ROWTNPOERMELFEITLE
7
¢« 727 /LRD 2 BGW TRHESNTWAEAIT, ROFIELZETLET,
1. BGW IZBGPEM /XA %A LET,

router bgp as-num
address-family 12vpn evpn
maximum-paths number
additional-paths send
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additional-paths receive

BGW T#% L3VNIVRF D~ /LF 2 EZRELET,

vrf evpn-tenant-00001
address-family ipv4 unicast

maximum-paths 64
address-family ipv6 unicast

maximum-paths 64

Jb— h = NIZBGP BN R A ZEA L £,

router bgp as-num
address-family 12vpn evpn
retain route-target all
additional-paths send
additional-paths receive
additional-paths selection route-map name

route-map name permit 10
set path-selection all advertise

enodual rd 28 BGW TREINTWAEAE., £HF7V Ay van
T, WOFNEEFEITLET,

BGW /67 ]\‘\I/X 77 \: U &%jﬁ/\ox%gﬁﬁbiﬁ‘o

router bgp as-num
address-family 1l2vpn evpn
maximum-paths number

BGW T# L3VNIVRF D<=V F RAEZHZELET,

vrf evpn-tenant-00001
address-family ipv4 unicast

maximum-paths 64
address-family ipv6 unicast

maximum-paths 64
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BGP B/ N AL, b— b =" TIEILEH Y £HA,

configureterminal

[no] feature tunnel-encryption

[no] tunnel-encryption sour ce-inter face loopback number
tunnel-encryption icv

(ff=&)  copy running-config startup-config
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ARV RFEEETIVa Y

=)

R Fw 71 |configureterminal

1 -

switch# configure terminal
switch (config) #

Ja— VR ET— REBE L ET,

R w 72 |[no] feature tunnel-encryption

1

switch (config)# feature tunnel-encryption

CloudSec VXLAN EVPN bk v R /VEFEAL BRI L
ij‘o

X 7 3 |[no] tunnel-encryption sour ce-inter face loopback
number

1 -

loopback 2

switch (config) # tunnel-encryption source-interface|

MNoRNVDEETLEN—T R T A A —T A R
L LTBGPL—T RNy V7 EBELET, REINTZ
BEETA B —T A ZADIPT R A%, CloudSec
VXLAN EVPN b R /LBEBAL S — /b— N &3
572007V T 4w 7 AE LTHERASNET,

G¥) NVEEE LA v Z—7 = ATIT7e< .
BGP V—T Ny A X —T A A%
ADLFET,

GE) MTU OEFEL, A X —T = AD k

VR IEEBALER E DRNAT 5 LR H D
4, 2k, CRCrkry 7o —
MNERESIET,

R 7 4 |tunnel-encryption icv
f

switch (config)# tunnel-encryption icv

Integrity Check Value (ICV) ZHZhZ L £7, ICV
. R=hMIBETDH 7L —2DEENF = 7 %
TWET, EREINTZICVAT L—ANDICV L [H
CThUE, ZDO7 L —riFZT AL, FLT
RIFIUEHEES N ET, UL, CiscoNX-0S VU U —
A 93(7) LI, AR — FENET,

AT 75| ({E&E) copy running-config startup-config
1 -

switch (config)# copy running-config startup-config]

Effar 74 ¥al—vark, AX—hT v =
V74X al—valar—LET,

RDBERY

CloudSec VXLAN EVPN | > RV SAL 2 A0 LT, IROFBIEFIADO N2 FEITTE

ij‘o
CloudSec F—F = — 1 & F— DR IE,
Sl e
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CloudSec *—F x—> X —DERTE

T34 A2 CloudSec F—F = — 2 & F—Z{ERLTE £,

1R AR
CloudSec Zf#i [l L7=& % =7 VXLANEVPN ~ L FH A EWRENI /> TND I LR LE
ﬁ‘o
FIEDHE
1. configureterminal
2. [no] key chain name tunnel-encryption
3. [no] key key-id
4. [no] key-octet-string octet-string cryptographic-algorithm {AES 128 CMAC|AES 256 CMAC}
5. [no] send-lifetime start-time duration duration
6. (fEE) show key chain name
7. (f£E) copy running-config startup-config

FlgD 4
ARV FFEREET7OIVa Y B#

X w 71 | configureterminal JTa— )L a7 4 X2 lb—ay e— REG
1 - LET.
switch# configure terminal
switch (config) #

R T 72 |[no] key chain name tunnel-encryption CloudSec ¥ —F = — > Z{Fi L T CloudSec ¥ —®
1 - Ty NERFEL, R R —F = — U RE
switch (config)# key chain kcl tunnel-encryption T ]\%Eﬁﬁébij‘o
switch (config-tunnelencryptkeychain) #

R T v 7 3|[no] key key-id CloudSec ¥ —Z{FR L. b ¥ RILHFEF—3REET—
i - REBBLET, flE1-32427 v b T, &K
switch (config-tunnelencryptkeychain)# key 2000 YA X1 64 TT
switch (config-tunnelencryptkeychain-tunnelencryptkey) # GE) ﬂF__@jCF%L.;&Li{I%%(VCfOC H’Z}’Wi‘iﬁ T

/Vo

R 7 7 4 |[no] key-octet-string octet-string TOF—Doctet A U >V EBELET, octet-string
cryptographic-algorithm {AES 128 CMAC | FIHICIE, K 64 TFO 16 R CFEED D 2 L
AES 256 CMAC} MTEET, octet F—|IMECT L a— FEn BT
i : b, 7 VT TXF A KOF—{T show running-config

tunnd-encryption =~ > RO NIZFE RS NVER A,
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PKI % {57 L 7 CloudSec sEE~—2 02iiER [

AU RFERETIVa Y

B8

switch (config-tunnelencryptkeychain-tunnelencryptkey) #
key-octet-string abcdef0123456789%abcdef0123456789
abcdef0123456789%abcdef0123456789
cryptographic-algorithm AES 256 CMAC

ATvTh

[no] send-lifetime start-time duration duration

1 -

switch (config-tunnelencryptkeychain-tunnelencryptkey) #
send-lifetime 00:00:00 May 06 2020 duration
100000

X —DEEFETATHALEZRELET, T 74/ b
Tl T3 R ZBALEREM 2 UTC & L CTHRWE T,
start-time 31351, ¥—NT7 VT 4 T B HEET

9, durations5|$I o7 A 7 XA LDOES (B) TI,
HF I 1800—2147483646 F» ($9684E) T,

ATvT6

(f£%&) show key chain name

1 -

switch (config-tunnelencryptkeychain-tunnelencryptkey) #
show key chain kcl

F—F=z—rOREEZRRLET,

ATy T17

() copy running-config startup-config

1 -

switch (config-tunnelencryptkeychain-tunnelencryptkey) #
copy running-config startup-config

FiTar 74 X¥alb—vark, A4—F T v7 A
V74X al—valat—LET,

PKI {5/ L /= CloudSec

RDEZRY

CloudSec N U > — DR iE,

oL, WOBETHRSNWTVET,

CloudSec ~MDEFRAZEDT7 X v F

CiscoNX-OS 7T /3A A& N T A RMARA o h CA & B#fT 2 LE R H Y £7, CiscoNX-0S 1%,
RSA 7/ 3Y XABLOECC 224 BXW'521 £ b) 7= XAGEHEEZ S R—FLE
T, T A MKRA b ET2IF Secure Unique Device Identifier (SUDI) % cloudsec (2B} 1T 5

FIRDEE

WZiE, ROFNRHENE T, 22— =1L,

‘j—O

48 HREIIC

EEBHER—ZD

AoAALE AR A

WOWT LD a~ Ly REFEITTAHLERH D £

FTABRA L PR, ARRGERAEL A A b= FEiEA VR — M S HIEICONT

(I, TPKI DR Z2ZML TS,

1. tunnel-encryption pki trustpoint name
2. tunne-encryption pki sudi name
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FE D
ARV KRFERRETI a3 Y B#J
25 7 1 | tunnel-encryption pki trustpoint name RIARFAY N2 T Y K% a7 ¢ (2Bl
Bl - JET, FE ATy T 20avr REETLE
switch# tunnel-encryption pki trustpoint myCA 2K '?3—0 0:7:\——& E7 P 7 ﬁ‘qj%ﬁéﬁéfib\ }‘ 7 A
switch (config) # rARA B 7A/V@$ﬁéﬁfﬁﬁﬁfi9§ﬁ—fg FHA,
R T 72 |tunnel-encryption pki sudi name SUDI %7 77 Rt = )7 ¢ IR £,
K GE) Cisco 7 731 AIZiX, Secure Unique Device
sw%tch(conf%g)# tunne}—encryption pki sudi Identifier (SUDI) FEEHZE LRI D —E
switch (config-trustpoint) # @ﬁgﬂaﬁlj%ﬁlﬁ) ) SETO = DN ]\17177
AEAEIZ. AT v T 1oRD YV IZFIFAT
TETS

BRIDIL—T Ny
PKI /V—" /3y 7 R T HI21E,. ROWTALDOFIREZETLET,

FIEDHE
1. tunnel-encryption pki source-interface loopback
2. tunne-encryption pki source-interface cloudsec-loopback
FIED %
OV RFERETIVa Y B#
R 71 |tunnd-encryption pki sour ce-inter face loopback RO —T Ny 7 R LET, T, AT v
B - T2Dawr FeFTLET,
switch# tunnel-encryption pki source-interface
loopback0
switch (config) #
Z 5w 2 | tunnel-encryption pki source-interface cloudsec IEETTA v X —T = A A —TF /Ry 7 L[]
cloudsec-loopback CA—T7 RNy 72 ERHLET,
1 -
switch (config)# tunnel-encryption pki
source-interface cloudsec-loopback

CloudSec /R!') —MDEXRTE

BIpHIRTG A=A L THEED CloudSee R Y > —ZEf T E£94, L2rL, 1 2DA v
B—T a2 A ATT I T4 TICTELRY =T 1 DOHTT,
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CloudSec K') > —DEE .

1R AR
CloudSec # i L7z % = 7 VXLANEVPN v L FH 1 E AR/ > T D 2 & a2 L £
b@‘o
FIEDOHE
1. configureterminal
2.  ({E&) [no] tunnel-encryption must-secure-policy
3. [no] tunne-encryption policy name
4. ({£&) [no] cipher-suite name
5. ({£&) [no] window-size number
6. ({E&) [no]sak-rekey-timetime
7  (f£&) show tunne-encryption policy
8. ({£&) copy running-config startup-config
FIED
ARV RFERETI VI Y El:g)
R T 71| configureterminal 7a—NVREE— REE L ET,

1

switch# configure terminal
switch (config) #

ATy T2

(f£3) [no] tunnel-encryption must-secure-policy

1

switch (config)# tunnel-encryption
must-secure-policy

BElbIn v ry bty v a voEfRE
ML TERENZRWE S IZLET, CloudSec ~ v
H—Ffmik L7pWXry M Fry 7 ahEd,

Zoa<wr RO no L, BalbIhTnen b
Z7 4 v 7 &ZFFA LET, CloudSec FEXfItat A ko>
© CloudSec %t A R ~DOBATHIZO A, Kb
NTWRNWNT T 4w 72 T5Z L a0 L
£9, T 74/ FTiX, CloudSec #i 45 t¥F =
772 VXLANEVPN v L FH A NI X 2T E—
RCEMET D Z ENKETT,

ATvT3

[no] tunnel-encryption policy hame

1 -

switch (config)# tunnel-encryption policy pl
switch (config-tunenc-policy)#

CloudSec N U > —&1ERL L £,

ATvT4

(&)
1 -

switch (config-tunenc-policy)# cipher-suite
GCM-AES-XPN-256

[no] cipher-suite name

GCM-AES-XPN-128 % 7~ 1% GCM-AES-XPN-256 D\
THNHERELET, 7 74 /V M
GCM-AES-XPN-256 T,
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. CloudSec E7 DX E

ARV RFERETIVa Y

B8

ATy 75| (&) [no] window-size number AVE—=T 2 A ARHESNTT 4 R A XFK
i - WDy N EZIFANRNL DI, BEREY 4
,;M S o) window_s: VR EBRELE T, #iPHIT 134217728—1073741823
SwW1ltC conrig—-tunenc—-polic wWlndaow—-slize >
Teasiaroe 0 poTey P54y R TF, 77 4L ML 268435456 T,
ATvT6| (fEE) [no]sak-rekey-timetime SAK — AR Bk 2 5 9 2 IR 2 FD BAAL TRk E L
Bl - T, Zoavr REFEHLT Eyvaryx—%7F
swi.tch(confi -tunenc-policy)# sak-rekey-time 1800 {Eum‘ﬁ%foeﬂ#ﬁﬁlﬁ%ﬁﬁ%z:wﬁfgij—o ﬁ’;jﬁiﬁ%ﬁ@i
B P ! 1800 ~ 2592000 B T¥ . 77 4 /b MEIXSH Y 8
oo TRTOETIZR X —FERMEAEE AT 5 2
LR L ET,
ATw 71| ((£E) show tunnel-encryption policy CloudSec RV > —RELX LR LET,
1 -
switch (config-tunenc-policy)# show
tunnel-encryption policy
ATv 78| (f£E) copy running-config startup-config Fifrar74Xal—vark, AX—FT 7
1 V74 Xal—vailar—LEd,

switch (config-tunenc-policy)# copy running-config|
startup-config

CloudSec E7 D

RDRARY
CloudSec ©°7 ™

R
it

=L =

axX A&
OB, KONETHER S TOET,

CloudSec E7 DL E

FIRDEE

CloudSec 7 & T C&x £9,

1R BHEIIZ

CloudSec #fH A L7=t % = 772 VXLAN EVPN < /L F %1 k

configure terminal

[no] keychain name policy name
pki policy policy name

pPwWN=

[no] tunnel-encryption peer-ip peer-ip-address
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DCI 7 v 71 >4 T CloudSec £/ L= £% 1 74 VXLANEVPN T LF 41 &M< 5 [

FED
AR EERRTIVa Y B

R 7w 71| configure terminal Jua—s\ar7 4 Xal—vay E— KEHh
i - LETS

switch# configure terminal
switch (config) #

A7y 72| [no] tunnel-encryption peer-ip peer-ip-address BT DONVE EFTEA v H—T A ADIP T RLA
Bl EHEELET,
switch (config)# tunnel-encryption peer-ip
33.1.33.33

R 7 73| [no] keychain name policy name CloudSec B 7IZARY =% T ¥ v FLEF, AT v
i - T4, ZOAT vy TORDYICHEATE £,
switch (config)# keychain kcl policy pl

AT 7 4| pki policy policy name PKI Zf#f L CE 7 IZ cloudsec KV v —%7T 4 v
i - LTCWET,

switch (config) # pki policy pl

RDHBERY
DCI7 v 7V > 7 TCloudSec # i L7t % = 772 VXLANEVPN v /L FH% A N EH T 5

DCl 7w 71) >4 T CloudSec Z#{EMAH L=t % 21 77 VXLAN EVPN < /L
FHA LB/ T S

FT_XTOHODCI T 7'V 7 T CloudSec ZfEH L TE&% =77 VXLAN EVPN v V54 ~ %
FHINZT A2, O FNEIZHENE T,

)

GE) ZORTIE, VAV 2 A= MIITEATEEE A

\}

G¥)  R— FTCloudSec #A%hZ LT, CloudSec #ERNZT 5 & XITHR— FE2FHLTE L., VR
TAIZOR—= a2y AT LET, R—= BRI TIZHEHL TOEHEE, A—MIvy v
N2 R HBIRICEE L FET,

48 HHEIIZ

CloudSec ZfEH L7=E% =7 VXLANEVPN v /L FH A DA TWAZ L 2R LE
KR
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CloudSec %f M L 1=t ¥ 17 % VXLANEVPN VL FH A +DHEE |

FIEDHE
1. configureterminal
2. [no]interface ethernet port/slot
3. [no] tunnel-encryption
FIIE D
ARV FERET7IVa Y B#
R T w 71 | configureterminal 7Ta— )L a7 4 X2 lb—3ay B— REEG
15“ : L/ij‘o
switch# configure terminal
switch (config) #
Z 5 72 |[no] interface ethernet port/siot A B —T o f ARET— FEBBLET,
1 -
switch (config) # interface ethernet 1/1
switch (config-if) #
R T 7 3| [no] tunnel-encryption fRE LizA v % —7 = A AT CloudSec % {# Jf] L“CJZ

1 -

switch(config-if)# tunnel-encryption

% = 772 VXLAN EVPN = L% A N EBHZhT
-g‘o

CloudSec £ L 7=+ 2177 VXLANEVPN < )L FH A

~

CloudSec FZREBWMAMHEH L TEF 2 772 VXLANEVPN v L FH A 2 F 7T 51213, UUTFD

HAT DODWTNNEFEITLET,

avyU R

Sl

show tunnel-encryption info global

CloudSec Zffifl L 7=t % = 7 72 VXLAN EVPN
v NVFHA NOEREHRERRLET,

show tunnel-encryption policy [policy-name] | 5% CloudSec U & — % 7= (4= C D

CloudSec N U v —DEEEFRLET,

peer-ip-address] [detail]

show tunnel-encryption session [peer-ip

TV RARA LV NE OB a RN T h
I3y Y, CloudSec v a 4 A1
HaEFRLET,

show running-config tunnel-encryption

CloudSec Zffi /i L 7=t % = 7 72 VXLAN EVPN
< VTV A NOEITHOBREREF R LET,
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av Uk B#

show bgp ipv4 unicast ip-address BGP /L — h® b U R R BAUIE# A R L E
TO

show bgp [2vpn evpn LAf¥2VPNEVPNT KL R 773U &)L—
TH4 T T NERERFLET,

show ip route ip-address vrf vrf VRF /V— " EF R LET,

show 12route evpn mac evi evi LAY 2— MEREFRLET,

show nve interface interface detail NVEA v Z—T =2 ADFEMEERLET,

show running-config rpm FATFORETEF— TFA 2R RLET,
GE) key-chain tunnelencrypt-psk

no-show =~ > R&E(TT DRI
av REANTHE, F—TF
A MIFEATHORE CTHERRITAR
DEFT (TAREZUVRILLX)
reload ascii =~ K& A1 5%
L X =T XA MNIEITHORE
MHEMSNET,

show running-config cert-enroll A RNKRA U b EF—_T O ERTL
i‘a—o

show crypto ca certificates<trustpoint_label> | k5 % kA > FOIFHEBONEEZFE R L E
R

WOFHITIL, CloudSec i/ L7=tE % = 772 VXLANEVPN v L FH A K DOREHFHRAEFRL
F9,

switch# show tunnel-encryption info global
Global Policy Mode: Must-Secure
SCI list: 0000.0000.0001.0002 0000.0000.0001.0004

No. of Active Peers : 1

KIZ, BESNTWETRTD CloudSec R Y > —%2FR_T 502 R~rLET, BT, &K
VY —DRES, a4y RY AR, BLOSAK HRAITHRIEI N T R S E T,

switch# show tunnel-encryption policy

Tunnel-Encryption Policy Cipher Window SAK Rekey time
cloudsec GCM-AES-XPN-256 134217728 1800
pl GCM-AES-XPN-256 1073741823

system-default-tunenc-policy GCM-AES-XPN-256 268435456

WOHFITIE, CloudSec & v ¥ a NIETHEREFRRLET, HAOWKIZ, ETDIPT KLA
IR — e —F 2—r, By a7 nE 200w R_RENET,
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switch# show tunnel-encryption session

Tunnel-Encryption Peer Policy Keychain RxStatus TxStatus

33.1.33.33 pl kcl Secure (AN: 0) Secure (AN: 2)
33.2.33.33 pl kcl Secure (AN: 0) Secure (AN: 2)
33.3.33.33 pl kcl Secure (AN: 0) Secure (AN: 2)
44 .1.44.44 pl kcl Secure (AN: 0) Secure (AN: O
44 .2.44 .44 pl kcl Secure (AN: 0) Secure (AN: O

WOHFIL, PKIZEFAE K5 2 hBA o MMz < Cloudsec v a VICETABSRAFRL

TWET,

switch# sh tunnel-encryption session

Tunnel-Encryption Peer Policy Keychain
RxStatus TxStatus

20.20.20.2 pl PKI: myCA (RSA)
Secure (AN: 0) Secure (AN: 0)

32.11.11.4 pl PKI: myCA (RSA)
Secure (AN: 0) Secure (AN: 0)

&IZ, BGP L— D ko R AMEBALER OB A2 R LET,

switch# show bgp ipv4 unicast 199.199.199.199 [] Source-loopback configured on peer BGW
for CloudSec

BGP routing table information for VRF default, address family IPv4 Unicast

BGP routing table entry for 199.199.199.199/32, version 109

Paths: (1 available, best #1)

Flags: (0x800800la) (high32 0x000200) on xmit-list, is in urib, is best urib route, is
in HW

Multipath: eBGP

Advertised path-id 1
Path type: external, path is valid, is best path, no labeled nexthop, in rib
AS-Path: 1000 200 , path sourced external to AS
89.89.89.89 (metric 0) from 89.89.89.89 (89.89.89.89)
Origin IGP, MED not set, localpref 100, weight O
Tunnel Encapsulation attribute: Length 120

Path-id 1 advertised to peers:
2.2.2.2

WOHIE., MAC DMRAR ESTIZEER STV DENE I MERLTWET,

switch (config) # show bgp l2vpn evpn 0012.0100.000a

BGP routing table information for VRF default, address family L2VPN EVPN

Route Distinguisher: 110.110.110.110:32876

BGP routing table entry for [2]:[0]:[0]:[48]:[0012.0100.000a]:[0]1:[0.0.0.0]/216, version
13198

Paths: (1 available, best #1)

Flags: (0x000202) (high32 00000000) on xmit-list, is not in 12rib/evpn, is not in HW

Multipath: eBGP

Advertised path-id 1
Path type: external, path is valid, is best path, no labeled nexthop
Imported to 1 destination(s)
Imported paths list: 12-10109
AS-Path: 1000 200 , path sourced external to AS
10.10.10.10 (metric 0) from 89.89.89.89 (89.89.89.89)
Origin IGP, MED not set, localpref 100, weight 0
Received label 10109
Extcommunity: RT:100:10109 ENCAP:8
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ESI: 0300.0000.0000.0200.0309
Path-id 1 not advertised to any peer

Route Distinguisher: 199.199.199.199:32876

BGP routing table entry for [2]:[0]:[0]:[48]:[0012.0100.000a]:[0]:[0.0.0.0]/216, version
24823

Paths: (1 available, best #1)

Flags: (0x000202) (high32 00000000) on xmit-list, is not in 12rib/evpn, is not in HW

Multipath: eBGP

Advertised path-id 1
Path type: external, path is valid, is best path, no labeled nexthop
Imported to 1 destination(s)
Imported paths list: 12-10109
AS-Path: 1000 200 , path sourced external to AS
9.9.9.9 (metric 0) from 89.89.89.89 (89.89.89.89)
Origin IGP, MED not set, localpref 100, weight O
Received label 10109
Extcommunity: RT:100:10109 ENCAP:8
ESI: 0300.0000.0000.0200.0309

Path-id 1 not advertised to any peer

Wiz, VE—F VA FDBZIE LT EVPN Z A 7 5 b— b AIC/ERE &7z ECMP O 2R L
‘ij—o

switch (config)# show ip route 205.205.205.9 vrf vrf903
IP Route Table for VRF "vrfo03"

'*' denotes best ucast next-hop

'**!' denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

205.205.205.9/32, ubest/mbest: 2/0
*via 9.9.9.9%default, [20/0], 11:06:32, bgp-100, external, tag 1000, segid: 900003
tunnelid: 0x9090909 encap: VXLAN

*via 10.10.10.10%default, [20/0], 3d05h, bgp-100, external, tag 1000, segid: 900003
tunnelid: Oxa0aOalOa encap: VXLAN

KOHNE, VE—F YA FD552{E L7 MAC IZ ESI _X— 2D MAC ¥~ LV F RXANREEINT
WANE I MERLTWET,

switch (config)# show l2route evpn mac evi 109 mac 0012.0100.000a detail

Flags - (Rmac) :Router MAC (Stt):Static (L) :Local (R):Remote (V):vPC link
(Dup) :Duplicate (Spl) :Split (Rcv) :Recv (AD) :Auto-Delete (D) :Del Pending
(S) :Stale (C):Clear, (Ps):Peer Sync (O):Re-Originated (Nho) :NH-Override
(Pf) :Permanently-Frozen, (Orp): Orphan

Topology Mac Address Prod Flags Seqg No Next-Hops
109 0012.0100.000a BGP SplRcv 0 9.9.9.9 (Label: 10109)
10.10.10.10 (Label: 10109)
Route Resolution Type: ESI
Forwarding State: Resolved (PL)
Resultant PL: 9.9.9.9, 10.10.10.10
Sent To: L2FM
ESI : 0300.0000.0000.0200.0309
Encap: 1
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WO, PIPZfEH L7 VXLANEVPN L F ¥ A BB EINTWARZ LEZRLTWET,

switch(config)# show nve interface nvel detail
Interface: nvel, State: Up, encapsulation: VXLAN
VPC Capability: VPC-VIP-Only [not-notified]

Local Router MAC: 700f.6al5.c791

Host Learning Mode: Control-Plane
Source-Interface: loopbackO (primary: 14.14.14.14, secondary: 0.0.0.0)
Source Interface State: Up

Virtual RMAC Advertisement: No

NVE Flags:

Interface Handle: 0x49000001

Source Interface hold-down-time: 180

Source Interface hold-up-time: 30

Remaining hold-down time: 0 seconds

Virtual Router MAC: N/A

Virtual Router MAC Re-origination: 0200.2e2e.2e2e
Interface state: nve-intf-add-complete

Multisite delay-restore time: 180 seconds
Multisite delay-restore time left: 0 seconds
Multisite dci-advertise-pip configured: True
Multisite bgw-if: loopbackl (ip: 46.46.46.46, admin: Up, oper: Up)
Multisite bgw-if oper down reason:

WOENL, FITHOREDF— T F A &R L TWET, key-chaintunnelencrypt-psk no-show
avy REANTLHE, F—TF X MIFERRITRY 1,

switch# show running-config rpm

!Command: show running-config rpm

'Running configuration last done at: Mon Jun 15 14:41:40 2020
!Time: Mon Jun 15 15:10:27 2020

version 9.3(5) Bios:version 05.40
key chain inter tunnel-encryption
key 3301
key-octet-string 7
075£79696a58405441412e2a577£f0£077d6461003652302552040a0076015a504e370c
7972700604755£0e22230c03254323277d2£5359741a6b5d3a5744315£f2f cryptographic-algorithm
AES 256 CMAC
key chain kcl tunnel-encryption
key 3537
key-octet-string 7
072c746£172c3d274e33592e22727e7409106d003725325758037800777556213d4e0c7c00770576772
d08515e0804553124577£5a522e046d6a5f485c35425f59 cryptographic-algorithm AES 256 CMAC
send-lifetime local 09:09:40 Apr 15 2020 duration 1800
key 2001
key-octet-string 7
075£79696a58405441412e2a577£f0£077d6461003652302552040a0076015a504e370c7972700604755
£0e22230c03254323277d2£5359741a6b5d3a5744315f2f cryptographic-algorithm AES 256 CMAC
key 2065
key-octet-string 7
0729791£6£5e3d213347292d517308730c156c7737223554270£787c07722a513e450a0a0703070c062
€0256210d0e204120510d29222a051£f1e594c2135375359 cryptographic-algorithm AES 256 CMAC
key 2129
key-octet-string 7
075c796£6£2a4c2642302£5¢c56790e767063657a4b564£2156777c0a020228564a32780e0472007005530
c5e560f04204056577£2a222d056d1£5c4c533241525d cryptographic-algorithm AES 256 CMAC
key 2193
key-octet-string 7
07577014195b402336345a5£260£797d7d6264044b50415755047a7976755a574d350b7e720a0202715d7
a50530d715346205d0c2d525c001£6b5b385046365a29 cryptographic-algorithm AES 256 CMAC

switch# configure terminal
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switch (config)# key-chain tunnelencrypt-psk no-show
switch(config)# show running-config rpm

!Command: show running-config rpm
'Running configuration last done at: Mon Jun 15 15:10:44 2020
!Time: Mon Jun 15 15:10:47 2020

version 9.3(5) Bios:version 05.40
key-chain tunnelencrypt-psk no-show
key chain inter tunnel-encryption
key 3301
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key chain kcl tunnel-encryption
key 3537
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
send-lifetime local 09:09:40 Apr 15 2020 duration 1800
key 2001
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key 2065
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key 2129
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key 2193
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC

ROBNT, FTARRA L FEF—_TORELRLTWVET,

switch# show running-config cert-enroll

!Command: show running-config cert-enroll

'Running configuration last done at: Fri Apr 21 10:53:30 2023
!Time: Fri Apr 21 12:07:31 2023

version 10.3(3) Bios:version 05.47
crypto key generate rsa label myRSA exportable modulus 1024
crypto key generate rsa label myKey exportable modulus 1024
crypto key generate rsa label tmpCA exportable modulus 2048
crypto key generate ecc label srcl5 ECC key exportable modulus 224
crypto ca trustpoint srcl5 ECC _CA

ecckeypair switch ECC_key and so on

revocation-check crl
crypto ca trustpoint myRSA

rsakeypair myRSA

revocation-check crl
crypto ca trustpoint tmpCA

rsakeypair tmpCA

revocation-check crl
crypto ca trustpoint myCA

rsakeypair myKey

revocation-check crl

KOHNE, FTARRA L FTFTOIAE LTV ERLTWVET,

switch (config)# show crypto ca certificates myCA

Trustpoint: myCA

certificate:

subject=CN = switch, serialNumber = FBO22411ABC

issuer=C = US, ST = CA, L = San Jose, O = Org, OU = EN, CN = PKI, emailAddress =
abcl@xyz.com

serial=2F24FCE6823FCBE5A8AC72C82D0E8E24EB327B0C

notBefore=Apr 19 19:43:48 2023 GMT

notAfter=Aug 31 19:43:48 2024 GMT

SHA1l Fingerprint=DO0:F8:1E:32:6E:6D:44:21:6B:AE:92:69:69:AD:88:73:69:76:B9:18
purposes: sslserver sslclient
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CA certificate 0:
subject=C = US, ST = CA, L = San Jose, O = Org, OU = EN, CN = PKI, emailAddress =

abc@xyz.com
issuer=C = US, ST = CA, L = San Jose, O = Cisco, OU = EN, CN = PKI, emailAddress =

calca.com
serial=1142A22DDDE63A047DE0829413359362042CCC31

notBefore=Jul 12 13:25:59 2022 GMT

notAfter=Jul 12 13:25:59 2023 GMT

SHAl Fingerprint=33:37:C6:D5:F1:B3:E1:79:D9:5A:71:30:FD:50:E4:28:7D:E1:2D:A3
purposes: sslserver sslclient

CloudSec Z{# M L 7=t & 2 7 7% VXLAN EVPN < )L F4 1
k DIREEHRHRD R R

WD a<r REMHH LT, CloudSec fiatEMaHH L T ¥ =7 VXLANEVPN ¥ /LT 1 |
ERREZIZZ )T TEET,

avv kR B#

show_tunnel—encryption statistics [peer-ip CloudSec i/l L 7=t % = 7 72 VXLAN EVPN
peer-ip-address] ~NVFY A FOFEHERER R LET,

clear tunnel-encryption statistics [peer-ip CloudSec Zf#i [l L 7= % = 7 72 VXLAN EVPN
peer-ip-address] VT Y A RORGEEHRE 2 VT LET,

DL CloudSec i L7~ = 772 VXLANEVPN ~ L F %4 N OFEEHEROEI 2R L F
—é‘o

switch# show tunnel-encryption statistics
Peer 16.16.16.16 SecY Statistics:

SAK Rx Statistics for AN [0]:
Unchecked Pkts: 0

Delayed Pkts: O

Late Pkts: 0

OK Pkts: 8170598

Invalid Pkts: O

Not Valid Pkts: 0
Not-Using-SA Pkts: 0
Unused-SA Pkts: 0

Decrypted In-Pkts: 8170598
Decrypted In-Octets: 4137958460 bytes
Validated In-Octets: 0 bytes

SAK Rx Statistics for AN [3]:
Unchecked Pkts: 0

Delayed Pkts: O

Late Pkts: 0

OK Pkts: 0

Invalid Pkts: O

Not Valid Pkts: 0
Not-Using-SA Pkts: 0
Unused-SA Pkts: 0

Decrypted In-Pkts: 0
Decrypted In-Octets: 0 bytes
Validated In-Octets: 0 bytes
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SAK Tx Statistics for AN [0]:

Encrypted Protected Pkts: 30868929

Too Long Pkts: 0

Untagged Pkts: 0

Encrypted Protected Out-Octets: 15758962530 bytes

CloudSec £ L 7=t % 21 77 VXLANEVPN < )L FH 4

b DEX

E Bl

KIZ, keychain ZfifH L Ct¥ =27 VXLAN EVPN v /LT %A K ZHERT 012~ L ET,

key chain kcl tunnel-encryption

key 2006

key-octet-string 7 075£79696a58405441412e2a577£0£077d6461003652302552040
a0b76015a504e370c7972700604755£0e22230c03254323277d2£5359741a6b5d3a5744315£2fF
cryptographic-algorithm AES 256 CMAC

feature tunnel-encryption
tunnel-encryption source-interface loopback4
tunnel-encryption must-secure-policy

tunnel-encryption policy pl
window-size 1073741823

tunnel-encryption peer-ip 11.1.11.11
keychain kcl policy pl

tunnel-encryption peer-ip 11.2.11.11
keychain kcl policy pl

tunnel-encryption peer-ip 44.1.44.44
keychain kcl policy pl

tunnel-encryption peer-ip 44.2.44.44
keychain kcl policy pl

interface Ethernetl/1
tunnel-encryption

interface Ethernetl/7
tunnel-encryption

interface Ethernetl/55
tunnel-encryption

interface Ethernetl/59
tunnel-encryption

evpn multisite border-gateway 111
dci-advertise-pip

router bgp 1000

router-id 12.12.12.12

no rd dual

address-family ipv4 unicast
maximum-paths 10

address-family 12vpn evpn
maximum-paths 10

vrf vxlan-900101

address-family ipv4 unicast

CloudSec Z{EA L=t ¥ 177 VXLANEVPN Y /LFH 1 FDHRTE .



CloudSec %/ L =+ % 1 77 VXLANEVPN 3 LF 4 1 +D#EE |
B vezaEmsa<cLFo4 b0 S PP EERT BTALF YA FADHT

maximum-paths 10
address-family ipv6 unicast
maximum-paths 10

show tunnel-encryption session

Tunnel-Encryption Peer Policy Keychain RxStatus TxStatus

11.1.11.11 pl kcl Secure (AN: 0) Secure (AN: 2)
11.2.11.11 pl kcl Secure (AN: 0) Secure (AN: 2)
44.1.44.44 pl kcl Secure (AN: 0) Secure (AN: 2)
44.2.44.44 pl kcl Secure (AN: 0) Secure (AN: 2)

&Iz, CloudSec fFFAENR— 2 OFFFE M L T % =7 VXLANEVPN ~ /L F ¥ 1 2tk
LB &R LET,

feature tunnel-encryption

tunnel-encryption must-secure-policy
tunnel-encryption pki trustpoint myCA
tunnel-encryption pki source-interface loopback3
tunnel-encryption source-interface loopback2
tunnel-encryption policy with-rekey
sak-rekey-time 1800
tunnel-encryption peer-ip 7.7.7.7
pki policy system-default-tunenc-policy

interface Ethernetl/20
tunnel-encryption

interface Ethernetl/21
tunnel-encryption

interface Ethernetl/25/1
tunnel-encryption

WOBENL, 77 MU R A— =y 7 E2FELT, BGW DO/ SR EEKER/SACT B HiEE
RLTWET, ZOFREIX. vPCBGW 28 BGP TE 7 vPCBGW O PIP 7 KL A% %F 45 &
EIITbNET,

ip prefix-list pip ip seq 5 permit 44.44.44.44/32 <<PIP2 address>>
route-map pip ip permit 5

match ip address prefix-list pip ip

set as-path prepend last-as 1
neighbor 45.10.45.10 <<R1l neighbor - Same route-map required for every DCI side underlay
BGP peer>>

inherit peer EBGP-PEERS

remote-as 12000

address-family ipv4 unicast

route-map pip ip out

VIPZ{EHT ATILFYHAS S PIPEFERT ATILFY
14 ~ADF1T

VIP 2T 25~ /VFH A 06 PIP Z2EHT LTV A MCALA—XIIBITTHITIE, K
DFIEEZFEITLET, BITIZT—EIZ1 DA N TEITTLHILERDHY £, BITHD T
T4 VHEKITE/DBICIZ S Z N TEFET,
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1. TXRTOVA FDOFTRXTHOBGW % CiscoNX-0SYU U —R935) LIED Y V—R (2T v 77
L—RLZET,

2. T _XTOBGW TBGP I KN AERELET, THUL, ESIN—RAD MAC ¥ /LF /328

FOBGPREVPN X A T2 BI NI A T 5L— DT RXRTORI AN KRy TEL T m—
FF 27D ETT,

3. BITTAY A4 b&2 1 DT ORBIRL £,

4. 12O BGW #BRZ, FIULY A FOBGW > v v h& 7 L%d, NVEshutdown =<
RZERA LT, BGW 23 % v hE T TEF7,

5. b7 74 v OEKERBETSIZIX, T2 T 4772 BGW TPIP 2l 7-~ VT %A h &
AT HRNCEGEFAELET, ik, AUHA oYy > & U BGWREVPN
N— P NEROHETZENTEDLD, VE—FBGWIZT 77T A 7BGWEIFIZ N T 7 4 v
7 iME LET,

6. dci-advertise-pip 2~ RZREL T, 7277 4 77/2BGW TPIP #fif L7z~ /L FH A k
EHINCLET,

PIP %f)&s BGW Zfifi 2 7o~ /L F %A MiE. {48 ESI ® EVPN EAD-per-ES /L— &7 R34
AXLET,

PIP %fits BGW %1 2 7=~ /VF A M, (AR ESI, *7 A b &~y 7% PIP 7 KL A, PIP
A H—T x4 AMAC % RMAC (%% 9588) ELTDCIZT RAX AL XALET,
77TV T ~DEVPNZA T2BLIORAA T SN—F DT SAZA XCETHEFITH
D EHEA

MAC /V— FMR ESI CfE&Nb &, UE— b BGW [ ESI X—2Z2D MAC <= /LT XA EH
TLET,

7. dci-advertise-pip 2~ KZ AN LT, ALY A D BGW Z—JE(Z 1 >FOffffR L. PIP
TN THA MEEDZLET,

ESLIZTXRTORUYA b BGW ERIUTHAH7-H, UVE—F BGW I MAC /L— k@ ESI
R—2D MAC v VF X2 EEITLET,

J£— k BGW Tit. BGP T XA %~/ F 2L L GRIRL, EVPN ZA 75— FD
NRTCOXI ARy TeLAyra—RLET,

Bt#F D vPC BGW D #21T

Cloudsec ZfifHTE 5 L 912, BEED vPC BGW % A L — XIZBATT HI121E, IROFNEIZHEW
F9, BITII—EIZ1 2OV A FCTEITTHMLENSY T, BITHOMNT 7 4 v 7 BRITHK
INBIZHNZ D Z LM TEET,

1. W DVPCBGW %, vPCCloudsec 23 HH Sz DA A—INZT v 77 L—FKFLET,
2. VPCE DXV DA 2 —T =2 Anvel ¥ vy ME T LET,
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3. vPC 77 A <~V T dci-advertise-pip ZHN L E7,

4, A B —T x4 Anvel NETEVPCEA XY TU ¥ v FE— RIZR> TWHIREET, vPC
%) T dci-advertise-pip R L £,

5 VPCEHLHVDA L HE—T A Anvel DV ¥y NI U ERELET,

Cloudsec D vPCR—F— 45— kA DY HKR—

o rARv L, Cloudsec @ vPC R—4— ¥ —F 7 = A (BGW) OV HR—FEZRLTWNE
7,
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1: Cloudsec @ vPC BGW HR—

Mac1 = ESFS1(PIP1, PIP2) Mac1 = VIP2
Mac2 = ESFS1(PIP1, PIP2) Mac2 = VIP2
Mac3 = PIPL3 /J“ Mac3 = Local
BL-3 \ Leaf-3
(VIP2, PIP3) /" Fabric2 PPz | M3, Mac3
e
J/"_"\\ Cloudsec site-2
I/ DCI/WAN p
\ ) Cloudsec site-1
Mac1 = Local (VPC) Mac1 = Local (VPC) |
Mac2 = PIPL1 Mac2 = PIPL1
Mac3 = ESFS2(PIP3) Mac3 = ESI-S2(PIP3)

ESI-S1
| Site ESI R
(VIP1, PIP1) (VIP1, PIP2)

_/_“‘\

Fabric1 w
j

BL-1/BL-2: Site-1 VPC BGWs (with dci-pip enabled)
BL-3 : Site-2 BGW (with dci-pip enabled)
H1MAC : Dual homed FW attachment

( N

Maci =VIP1
Mac2 = Local
Mac3 = VIP-R1
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H2, Mac2

VPCIEX, BGW DT 2 7V —L T Z v FHERE T, BGWITTUERMD T2 DE—D VXLAN
TURBA L ME LTRIBAICHEEL . WMHFD AL v FITED = I = L— MAEIP T R L
A (VIP) #BFFT5Z Lk TT7 7747 F— RTHEL %Y, DCI LD VXLAN B 7+
JbIZ, BGW VTEP D7 T A4 < VU IP 7 KL R ZHESNTWET,

LR bR v UTIE, A A R HI/MACI 1%, Cloudsec %fht: vPC BGW BL-1/BL-2 IZT = 7 /L
A=A SN TWET, HIIE, 777U v 27 ~®DvPCBGW (VIP1) O&B &Y Lv—F
Ny ZIPT RVATEEmET RAXZ A XSINET, 7L DCLicxt LTix, BL-1/BL-2 ®
M HMNPIP & LTCHRIARKYy T2 EHLTHL Z7 RARAXA XL, 4 RESIH XA 72
NLRI ([ZBENET,
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B pcBow Cloudsec EBIDMIES v i—U R

T=—F % R B LU VvPC BGW @ Cloudsec #RED YA dei-advertise-pip (35 1 7 2/% 4 75
N— KR DCLIZT RANZ A XENDHFIEICBE LT, BGP FIEZEE T 5 L 9 Ik ST
F9, VA MRy NU—=INOZE LT XTOX A7 2/% 47 50— &, vPC BGW
DOPIP L LTRI AN KRy TEMEHLTDCLIZT RRZA XZNET,

W5 DVPCBGW i, TNENDT T A~ VIPT FLAZMEHLTCL— 2T RARAX A XL F
7, Site-ESTEMED Type-2 NLRINZIBI E I E T, vPCBGW EDOFTXTOT 2 7 /LA A k
I, PIP & LTHRI A RKRy 7 TT KX A XS4, 4 b ESLEMIZDCI 290 L CTHEEE S 1L
F9, TRTOIMNEA A M, DCI~DOPIP £ LTHRIZ A KRy FTT RAZAL XS, HA
N ESIEMEFfMME L EE A,

vPC BGW 7 vPCBGW D PIP 7 KL A& %E L, DCIITT RAZ A X586, Wil
D vPCBGW 725D BGP N A EMEIZRI T2 0 £9°, L7ei-> T, DCIHE ./ — RIZPIP T N
L A &FTA LTV VPCBGW MO DR A ZTRT 5 Z L ISR D alEEnH 0 £4, Zov
FTIVATIE, VE—F VA MDA LDOFFLSNTE T 74 v Z7IZMCT U v 7 MER S IVE
9, vPC BGW BGP |%, IRDLFAIZET vPCBGW D PIP 7 KL A &228 L £,

+ iBGP % vPC BGW [H CHE S L FE T,
*BGP L, 777 Vv I MlOT v X —VL A N—FT 47 T barlt L THERAEINET,

T UK=L A V=T 47 Fa bardt LTHEHIND IGP, BLWIGP /L— A BGP
WCHEEASNET,

vPC BGW 73 BGP TE'7 vPCBGW D PIP 7 RL A Z2ET A4, 77 RN R Lb— |
<~ v 7 HE LT, BGW ORXRAZHKER /N AZT HELERH Y £97,

UE— k%A hBGW Tli, BB SNZ L3R A MIW 5O vPCBGW /b8 SnuE 4,
W E R S U2 BGW DD DR AT, AS NABMMEW DB SvEd, L3FA MEIX
L3 %y FU—Z7 D vPC 7 BGW IZ HEH SN TWDEE, =— /b /S AL 5D vPC
TCEINENET,

vPC BGW CloudSec BRIDIERO >/ N\— T X

ek, H—DN—T Ry A H =T 2 ZAFEINVEEE LA v F—T 2 AA AL LTHES
N, vPC a7 Ly 7 ADPIP & VIP O F K S TWET, CiscoNX-0S U U —2A
10.3(2)F LAFE Tl&. CloudSec titi D vPC BGW [ZMEBI D /L— TR 7 Z 4Rk T& £, vPC Ji#
BTOa "=V AR EESEE72DIC, NNEO T TEEREZ=—F¥ X NPT R
ANAEBIDON—T Ry 7 A B —T 2 A RAEEHATHE2BEIOLET, EEFLA L F—
Tz A ARSI THBIPT RLVAZVWC /—ROPIP THY, T=—F ¥ XA f L ¥—
T oA ATHERENTWDIP T RLAZZEDVPC 27 Ly 7 2D VIP T, NVE T=—
FXYAPNA =T oA ZABHBRINTNDEAE, NVE Y =R L U F—T 2 f ATRIEIIN
72 Z ) IPIERIRN 72N IZEE L TL &N,

AsoN—T Ry 7 T 5L, DCIlZ5EHEE T 5T 2 7 VR EVPN 4 4 7 2 B X0V
ATSK T T4 7D NN—=V 2 ARKEINET,
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PSK CloudSec R/ & SEBI &~ — 2 323 CloudSec #~0H7 ]

I-—F v RARMA V=T A4 RA~DBT

=P —NE=—F Yy AN A U H =T oA AEEE LW E, 22—V —3EFOREET A
VH—T o AEERRRL, BRI A VAT 2 A AL T == F XY AN A L H—T 2 R
O CTHBERTA2MENHY £, ik, —HFR o770 v 7HBERRELET,
ﬁ&f®7) v 74—V REHTIEH, BESN-a A=Y 2 ADOMBEZ ERET 5720

EELAH T2 AR F Y AN A U F =T oA ADBMFERETH &R
@wbiﬁo

vPC BGW CloudSec B DRI V/N—2 DR ZFERALIZNVES U2 —D 24 ADEK

2 —HF—X, VPCBGWODONVEREF LA v H—T = f AL LIl =—F ¥ AN A VX —T =
A ABEETDHVNENDHY £9, BHIED VXLANVG JEBITlX, ¥Ec A v F—T =2 AL
==X Y AN E =T oA ADH S HIRET D70 T a = IRT TIFELTWET,
VXLANvV4 D vPC 2 R —V = VA WET HIZE, T=—F ¥ A L7 v a VBN ETT,

FREH

interface nve <number>
source-interface <interface> [anycast <anycast-intf>]

iBGP vy a v DEH

T A —1 A IPv4/IPv6 = =F ¥ A FiBGP & v ¥ 3 1%, vPCBGW v'7 / — Rl CHERLT 5
VERHY F9, ik, vPC BGW TO DCI 2B+ O X — (s kST 57~ T9,

PSK CloudSec &R H™ 5 SEBAEZE AN — X 25 CloudSec #& Rt~

Y: 26

BE)F —A1 > 7 ~DOBITHIT, #4%%%Lw%ﬁiti%A)XF’%ﬁLTPé%\VEP
Mty ar o7 V7 NI T7 0w 7 2EET02 s NET, 2O, ek T
WRWRT 7 4w Rty aryTRaeyrEngnk iz, AY »—% should-secure & L
THERT D 2VLERNH Y F7,

1. § TP/ — KT tunnel-encryption i% & % should-secure [ZAH L £,
2. 1 /= RTOBITEEITLET,
3. BT bEF—Fz—r & cloudsec R Y —EHIBRLET,

4, SSLIFAEZMHHT2HEAIE. AR CAEZEHA LTI A b RA > b EFEAEEZHERT
B, F7213 SUDI GEHEARHER L ET,

5. b7 A AKRA L % Cloudsec | Z#56: L Ed,
6. cloudsec RV > —ZETIZEH L F7,

7. TRTO/—FRHEF—A L JICERTENTZSH, MLEIZA U TR Z must-secure 1228
HLET,
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