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Procedure
Command or Action Purpose

R 71 |configureterminal Fa—r) Ay 7 4 ¥al—ag
Example: T FEBLET,

switch# configure terminal
switch (config) #

R Fw 72 |interface {ethernet dot/port| port-channel | ¢ » % —7 = f 2} EE— REBE L F
number } +.
Example:

switch# interface ethernet 1/1
switch (config-if)#
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Command or Action

Purpose

ATvT3

[no] storm-control {broadcast | multicast
| unicast} level { <level-value %> | pps <
pps-value> }

Example:

switch(config-if)# storm-control
unicast level 40

Example:

switch (config-if)# storm-control
broadcast level pps 8000

AB—=T oA A BWTHNT T 4w
JDRNTT 4y A M— Ll ZRE
LET, P— MNEEFLZFT1IRHZVOD
Ny NMEOEIS L LR L~ L &
RETHIEHLTEET, 774D
AT — MIT 4 E—T LTI,

ATvT4

[no] storm-control action trap

Example:

switch (config-if)# storm-control action
trap

N7 7 4 w7 A h— AHEIOBIBRIZE
T5L, SNMP 7 v
(CISCO-PORT-STORM-CONTROL-MIB
TEFR) 2AEKLET,

ATvTh

[no] storm-control-cpu arp rate

Example:

switch (config-if)# storm-control-cpu
arp rate

AR— K F ¥ RXNWIZAD ARP X7 hD
N7 47 A=Al — bk Z%
ELET, ZOL— NI, A—F F¥
FRIVD A U N—THEIZ R SN E
7

ATvT6

exit
Example:

switch (config-if)# exit
switch (config) #

Ao HF—T a2 Aa T A Fal—3
vE—REETLET,

ATy T17

(Optional) show running-config interface
{ethernet dot/port | port-channel number}
Example:

switch (config)# show running-config
interface ethernet 1/1

7T 4 v A= LHIEIORE 2 E
ALET,

ATvT8

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config
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T, ZAUE, §IHENT y ROGE. A M= AHIEIAR Y Y — OESENARZ S CoPP AR Y H— X0 b
B 72T, CoPPARY B —HEREL D LA F—2A RV Y —DELIAMNEZELSTDHE, LA
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HBXIRO T 7 4 7 437 — LoL LEWEIHATE 5, FUR THER ARG X 5
STV ERETE £

FIE
ARV KRFERRETI a3 Y B#J

R w 71 |system storm control multi-threshold Ja—/N)LCLLEZANLET, 2oz
i - <V Ry — LUV LEWEERET D
switch# system storm control EXCDOBLETT,
multi-threshold

R 72 | hardware access-list tcam region I TCAM U — 3 vid, V—1 UL
ing-storm-control 512 L& VMERANFICEEY A X512 TH—E
fil YITENET,
switch# hardware access-list tcam o<y REFH%. TS A% Ta— KL
region ing-storm-control 512 TR,

R 73 | configureterminal Ja—\)L a7 4 FX¥al—a
Bl T REHHLET
switch# configure terminal
switch (config) #
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| +F357499 R b —LHIEOE

Y—LALOLENED 571 v s R b—sgiEonE |

ARV RFEEETIIa Y B8
R T 7 4 |interface {ethernet dot/port | port-channel | 1 » % —7 = f 2 EE— REBE L £
number } +,
1 -
switch (config)# interface ethernet 1/1
switch (config-if) #
R T w 75 |[no] storm-control multiunicast {levell V— L YL LEVMEDA X —T = A A
<level-value %> | level2 <level-value %>} | 2@+ 2 S5 7 4 v 7D N7 4 v 7
1 - A b — Al Z R E L ET,
switch (config-if)# storm-control multi ﬂfb_}\2§§%0)/Q__fz>/§F__i}&:L/jfﬁ%@ﬁ
unicast levell 5 level2 10 . . i S
WLV ERETHIELTEET, 7
TFH N ENDAT—MNIT 4 ®—T LT
7,
R Fw 76 |[no] storm-control multi actionl {trap| |k, ENET:
shutdown} action2 {trap | shutdown} )
*SNMP ~7 v
K (CISCO-PORT-STORM-CONTROL-MIB
switch (config-if)# storm-control multi TIEFR) TA =2z =F1L
actionl trap action2 shutdown
F7,
s T T 4w A b — AHIFEIDHI R
BT DL, vART Avk—
UNERSINET,
A b — Al L & VEOR/ S LT
N7 TBIO Yy NETT 7
VERETDHIELTEET, L.
RN—FDE L EVME (levell) 22 ¥ v
N ACRET DA, A— FOEL
X UMl (level2) I3 % v ME 7 %3
ETHMLENHD £7,
ATy 71 |exit AV B—T oA AAL T 4 Fal—g
i - v E— REMETLET,
switch (config-if)# exit
switch (config) #
ATv 78| ({£E) showrunning-configinterface | k7 7 ¢ v 7 A b —AHIBEIORE %

{ethernet slot/port | port-channel number}
1 -

switch (config)# show running-config
interface ethernet 1/1

RLET,

FS524v9 2 b—LflEnEE [



B 5000 2 —Lsmonrnmwn

57499 R b —LbiEoRE |

ARV RFERFTIVaY =)

AT 79| (f£E) copy running-config FTar74¥al—vark, AX—
startup-config Ny ar74¥Fab—varila
I:Ob‘l_/gzwg‘*o

1

switch (config)# copy running-config
startup-config

S TJ4 99 X M—LFHIEHOD

&% TE DHERD

N7 74y 7 A b—LHIEORERRERTT 2ITIE, ROWTNPOEELITNET,

avwv kR =l

show running-config interface

NT7 747 A P—LHHIORTEEFRRLET,

show access-list storm-control arp-stats
interface [ethernet | port-channel] number

B2 —=Tx2AAEDARP /Ny FDA F— A
HEREEHE R 2R LET,

S J4 v R M—LFHIEHADIDE=

2)2T

N7 4 w7 2 M —LHIEEEIZE LT Cisco NX-OS T35 2N+ o0 v o 2 2E=X

Vo7 cEET,

avy kR

E[:0)

WOITIE, Vb~ LEVEIZOLEA SN ET,

show interface [ether net slot/port | port-channel number] counters
storm-control

FNZT7 4w A N—LHIED
TR EFRARLET,

WDOITIZ, V=L~ LEVWEICOAEH SN ET,

show interface[ether net dot/port | port-channel number] counters
storm-control multi-threshold

RIE ST A h— LRI
Y2k ERR LET,

show interface [ether net slot/port | port-channel number] counters
storm-control multi-threshold

TRTCOA v H—T =4 ZIT
BOES U A h— IO
VA MEFRFLET,

show interface [ether net slot/port | port-channel number] counters
stor m-control multi-threshold unicast

levell & level2 Dl J7 D~ /LF
T=F ¥y A MRy TDOY A
MNeFRRLET,
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| +F357499 R b —LHIEOE
k57494 2 r—nsipozEs [

avw Uk B&Y

show interface [ethernet slot/port | port-channel number] counters|levell & level2 Dl 5 D~ /LF

storm-control multi-threshold broadcast broadcast Kz 7D VY 2 %
FKRLET,

show interface [ether net slot/port | por t-channel number] counters|levell & level2 D 5D~ LF

stor m-control multi-threshold multicast Xy A RRrYyFOY R A
KR LET,

52499 X b—LFIEHDETEH
RIZ, TNV LEWAED N T 7 v 7 A b—LHIHORERZ R LET,

switch# configure terminal

switch(config)# interface Ethernetl/1

switch (config-if)# storm-control broadcast level 40
switch(config-if)# storm-control multicast level 40
switch (config-if)# storm-control unicast level 40
switch (config)# storm-control-cpu arp rate 150

WIS, V=LYV LEWED T 7 4 v 7 X b— Al ORER 2R LET,

switch# system storm control multi-threshold

switch# hardware access-1list tcam region ing-storm-control 512
switch# configure terminal

switch (config)# interface Ethernetl/1

switch(config-if)# storm-control multi broadcast levell 5 level2 10
switch(config-if)# storm-control multi multicast levell 5 level2 10
switch(config-if)# storm-control multi unicast levell 5 level2 10
switch (config-if)# storm-control multi actionl trap action2 shutdown

WIZ, T T LhSNEREV—FE, Fry 7SIz ARP N7 v FOREHE#RZ R T 5
Bz R L ET,

switch (config)# sh access-1list storm-control-cpu arp-stats
interface port-channel 132
slot 1

I FS524v9 2 b—LflEnEE [



57499 R b —LbiEoRE |
B 5000 2r—stmos x5 L nsom

S J4 99 A F—LFEDRATL OFOH

WROFNE, IL_XAVDOLEVMEZFSO N T 7 4 v 7 A M—LHIHO AT a0 %2R L TWE
—§_‘O

®* SETHPORT-5-STORM CONTROL ABOVE THRESHOLD: Traffic in port Ethernetl/5 exceeds the
configured threshold , action - Trap

WIZ, 2L~ LD L EVVMEEZFHFO N7 7 4 v 7 A b—AHIHIO AT v 7O Z s LET,

'%ETHPORT—5—STORM7CONTROL7ABOVE7THRESHOLD: Traffic in port Ethernetl/5 exceeds the
configured Broadcast threshold levell[10%], action - Trap

’%ETHPORT—5—STORM7CONTROL7ABOVE7THRESHOLD: Traffic in port Ethernetl/5 exceeds the
configured Broadcast threshold levell[15%], action - Shutdown

N\

GE) vARTAnZAvbt— 03, LEWVMEEZBATRHED N T T4 v I 24T, TORNT T 4y
DEALTINA B —T 2 A ADAM—LHIHT 7 g NCBRELZ LN EGEENET,

37499 X b—LFIHICEEYT S EMFHR

ZITE. bT T4 w7 A b= LHEO IR B IMERICOWTHA L £,

BEER
BEEIEH TZaTFILEAL I

CiscoNX-OSDF At A |CiscoNX-OST A o A A K
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



