A=—%+v X FRPFDETE

Z OFTIL, Cisco NX-OS 7 /34 A T unicast reverse path forwarding (uRPF) %% iET 25 Hik%
ML ET,

ZOFEZ, WOBETHERINTWET,

o L=+ A h RPF (Z-D\ VT, on page 1

¢ 2=F v A b RPF OFEFFHLHIRIFH (G ~—)

e =% % X [ RPF O7 7 4 /L FiXJE, on page 6

«-R 7 A J1— R%&HEH L7z CiscoNexus 9500 A A F D= A | RPF DX JE, on page
6

» Cisco Nexus 9300 A A v FDL=F v A h RPF OFFE (73—)

s 2= ¥ A k RPF D% EH, on page 10

e L= v A | RPF OF%E DR, on page 11

e =% % A |k RPF (287 2B/, on page 11

1=F v X LRPFIZDLT

2=F v A N RPFHFEZMH T2 &, Xy NI =2 WZEREEMBE R T—T7 40 7) &
A2 IPv4 721X TPv6 VY — A 7 RLABRFEASN THI SR Z SN HMEE . EAITF D70 IPv4
F7IXIPvE Xy R EFEIET DA HBEIC L VEMLET, =& 21X, Smurf=<° Tribal Flood Network
(TFN) 72 &, WL DO —fEi) /e — B X4 (DoS) BKEEIX, AiEDE(E 0 IPv4 £721%
IPv6 7 KL AR CICEE I NDHEEITCIPvE 721X 1Pv6 7 KL AZFIH LT, WBAZEX I
DIV T4 NEZ YT LT FEEGSIENTEET, =2=F v A F RPF TlI, *#F
T RUARENTIPA—T 4 v T —T N =85y MR T 2EETHZ LD,
S T I AP

AH =T 2 A ALTA=F Y X FRPFZAMNIT DL, A v TFREDA L F—T AR

ETCRESNIZTXTOAT ATy FERRET 2 2 &ICE 0 FMETT FLRERETLA

B—=T 2 A APN—T 4 7 T =T NAIZE N, LPb Ty MRESHTOA v Z—7 =1 X
E—HTHI LR LET, ZOFEILT FLAMEITEEFR—A (FIB) ITEKFELT
WET,

21=F%+v X ~RPFDETE .



1=%v X FRPFDEE |
. 1=-*%+XRLRPFFO+EX

A\

Note - —2%+4 %X h RPFIZANMEETH V., DT v 7 AR =L = RIZH DAL v FDAT)
AV B =T 2 A ACOHEHENET,

2=% % A FRPFIZ, FIBOYNR—=ZA )L I T w7 %FETTHZ LIk, AL vF AL Z—
T2 A ATOZENNT v RREO/NT v KOREFTA~OREBY X —2 XA (U H—2 )b— )
THELTWDZ 2R LET, N7y MREKHER ) N—Z X2 Jb— FDOWT DN HE
BEINHE, 7y MI@EF EBV ICIEINE T, Ty NaZELIA v F—T A A
FIZUAN—=R X2 — "R WGEA, WBEEIZE > TEFE LT FUARETE I D alaetEss
HVET, 2=F ¥ A RRPFRZD/NT v hD U IN—RZA XA % BO LWL, 7>
MIRey7SnEd,

N

Note =2 X hRPF ClX, ZA MPHELWTRTO [FRR] V¥ —2 SARFHE RSN E
T, DFEV, HEOV Z—2 RARFELTWT S, HX2ADONL—FT 47 ax ks (Ky7
AT MREHRIRE) MDA EELL, Z2O— R FIBHIZHLHBRY, 2=F ¢ X |
RPF (3#6E L £ 9. == =%+ A F RPF /%, Enhanced Interior Gateway Routing Protocol (EIGRP)
NYT U RBMERESNTWT, EIETTCIP T R L RITRED R TRVMER S ZBEET D54
IZHHERE L £,

—_— O
A=F%v A MRPF7O1EX
=% % X h RPF 21, F—OFEEFAIN N O0vH Y £,

X7y NI, Xy FOREERICKHT DR Y X —2 XA (b—F) BNhHDHA L H—
T2 A ZATZEINLLERHY £ (ZoF ot R 3dHL—T 4 o7 EFEINET) |
FIBIZZEA v X —T =2 A~D)— s E—HTDHL— FDNFETDHILERSH D FT, A
AT 497 V—h, Xy NT—I X, ZAFIvT V=T 4 7IZL>TFIBIZ/L— bk
NBEmEnEd,
cZEMA L H =T 2 A ATOIPEEILT FLRAE, ZDA U F—T =2 ADL—T 4
Tz M) E—HTILERLD T,
» =% ¥ A L RPF IIAEETH Y, HHEOT v 7 A R Y —L = FOT /A ZAD AT
A B =T 2 A A FICEAEINET,

AU AN —=A Ry NT—=TIZA v H—Fy h~DMOBERRHH>TH, XA MY —L4
Ry NTU—ZZz2=%+ A s RPF & TX £,

A

Caution I F/NHF LT RUANDIR R ANAZEE T HAREENRH 50T, MESLE—HL 7Y 77
VR EDL T a v OBGP BMEEFEHAT AR, +CiEE LTI, £RIZL S
T, =% % A b RPF OEAEIZHENHE T,

. 1=F%v X RPFDEE



| =%+ X FRPFOEE
a=xrz rRrroxEsELHnEE ]

=%y ARRPF & ACLEZRELIEA VX —T =2 ATy bRZEEND L., Cisco
NX-0S V7 FU = TIIROEEEZITVVE T,

1L AR R A H =T 2 ATAIACLEF =y 7 LET,

2. Z=F%F % ARMRFPEZEHA L., FIBT—7ILHADY R—2 )Ly 7T v TE2ETTHZ LK
D, FOXRTy EREETA~ADRBY X —0 RATHEELZZ L 2R LET,

3. Ny  NOEEEAFAME LTFIBIL Y77 v X2 ETLET,
4. TR R AL H—T 24 ATHNDACLEZF =y 7 LET,
5 Ny hEERELET,

A=F v X +RPFOEEFHLEHINFIR

=%+ A h RPF (uRPF) (ZBH9 21EEFHEFNERIIRO EBY TT,
*uRPF (X, KDT T v N7+ —ALTHAR—FINTWVET,

« N9K-X9636C-R & N9K-X9636Q-R T 1 » 51— R4#k D Cisco Nexus 9500 o U — & %
A v F

* NOK-X9636C-RX T 1 > 71— R#5#H D Cisco Nexus 9500 ' J — X A A v F

o Cisco Nexus 9300 75 v F 7 4 —2h AA v F (9300-FXP A1 v F %)

* Cisco NX-08 U U —2 10.1(2) LAF&, uRPF (XX CHAHR— h S E T,

« Cisco Nexus 9300-GX/GX2 >V — X 24 v FEBLONFEX 71 » B — K%&{i x. 7= Cisco
Nexus 9500 > U — X ZA »F (IPv4 3 L OV IPv6 H)

«EX T A v 51— R#&45# L 7= Cisco Nexux 95002 J — X A A v F
e vPC %R — 925 ToR BLNEoR A1 v F

* Cisco NX-0O8 U U —2 9.2(1) AR, uRPF (I THAR— h S E T,
« Cisco Nexus 9300-EX > U — X 2 A v F (IPv4 DIr)
* Cisco Nexus 9300-FX/FX2 > U —RX A A w5 (IPv4d B LT IPv6)
* CiscoNX-OS U U — % 9.3(5) LAF:. uRPF i Cisco Nexus 9300-FX3 7'F v F 7 4 —2L A A v
F (IPv4 BLOIPV6) THAR— b ET,

* Cisco Nexus Y U — 2 9.3(1) LAFE, uRPF (€Y =7 EX/FX 74 > B1— K 7 7 2 U dCisco
Nexus 9500 'V — X AA v FTHR—FZINTWET ( [ Cisco Nexus 9500 Cloud-Scale
Line Cards and Fabric Modules Data Sheet | #Z&/) .

21=F%+v X ~RPFDETE .


https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/datasheet-c78-736677.html
https://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/datasheet-c78-736677.html

B 2=+ xrrerozEssE

A

1=%v X FRPFDEE |
I ESE

GE)

. 1=FvR

TV 2T EX/FXTZ A > F— K® uRPF %, DUAL STACK MCAST
N—T 4 TE—= RTOLYR—FENET, uRPF 24 1 —7
/I/W—Téﬁm:\ system routing template-dual-stack-mcast @%ﬁﬁi—’
ZIRE LE T, DUAL STACK MCAST V—7 4 v 7 F— RO
TEHEIZ DN T, [Cisco Nexus 9000 Series NX-OSUnicast Routing
Configuration Guide] #Z ML T 72 &0,

CiscoNX-0OS U U —Z 10.12) LAFg, €27 EX/FX 74~ A —
ROURPFIZF 74/ h v—F 4 7 F— RTHHR— SN F
TO

*uRPF (X, X v hU—FTHNOLY KREREINOEDEL T AN —LDA L H—T = Af A
THEHATAIVLELNHY T (Xy U= Oy JIZHEATE2OREE LYY

cRDHRL AT U AN —ATURPF ZIEHMT 203, 7 RUART —T 4 0 T OB A
=T ENTT RVAORGEILOREDKEENEL 20 £7, L2, BT A AT
uRPF Zi# 132 &, Z< DX VAN =L Xy NTV—=J ET7 747 EhH0K
BABR CE DL LI, BHEHAMEICRY £, WROXETIIHETE EEA,
Fw hT—2 778X P — N uRPF 32 &, WROFHZKLY . HETE B
LT e0ET, 27 L, 2HOYA Moa=%¥ 2 NRPFZEMTAH L. v hT—
JHEFOFEBEa X S EINLET,

A =Xy P A TRy b, BEXOZ I AT Ry FDY Y —R(ZHT- - T uRPF
ZRAT LT AT A BN EL R DIFE, A F—Fy b A a=T 1 BIEO KRB
Xy hU—7 ORI AR TE DA REME L | BT A B TE SR Em < Y £,

« uRPF 1T, #HL—T 4 7 17 &ML (GRE) b FRIAD XS 7% N2 THTEIL
SNFIP ATy MIBELEFA, bRV T EDTRIUED LAY BTy R D
BROMLTINB uURPE B3Ry NU—2 RT 7 4 v 7 BT 5851, A—AF— U=
AZuRPF ZXETHLENH D £,

*uRPF T, XY hU—IMEDT 7R RAL L "R 1D, 72037 v 7 A MY — o
BN 1T THR—Fh—2] BECTHHATEEST, 778AFAA B 12OF v b
T — 73R —T 4 7 ERELET, ZHUTOFED, Ty EBRRYy NU—TIZAD
AE =T 2 A RFTZEDIP T Y NOEEIL~DREDY X —2 RATHEHDH LN T
LT,

*uRPF X, Xy NT—TWNERDA X —T oA AMFEHLRNTL S, NEA X —
Tx A AE, =T 4 T EIEFNCT D AEEERE L. Ty FOEFITEA~D L — RS
BEAET D2HADL0NHTT, uRPF 2R ET 2D, LA TH D0, R
EENTWEEEZITFICL T EE N,

*uRPF Z i 19" % & | E{E 7025 0.0.0.0 THEHEAN 255.255.255.255 D737 b Z @il S C,
7 —h A7 w7 7m hasr (BOOTP) & Dynamic Host Configuration Protocol (DHCP)
ZELLENESEDLZENTEET,

~ RPF DERE



| 2=%+vX rRPFOHE

a=xrz rRrroxEsELHnEE ]

*uRPF WG E. A v TFHRA LA =V TELmll0 ~\DAFT 4 v 7 b— D&
IX. [show hardware internal forwarding table utilization] ¢ [Max V4 Ucast DA TCAM table
entries ] DEIZHIIE S E T,

* Cisco NX-0S U U —2 9.2(1) LLFE, NIK-X9636C-R 35 L TN N9K-X96136YC-R A A ~F T
X, EHTATRER IPVA BLIPv6 2 =% ¥ XA N RPF 2 <w > ROANA—2 g U3 1 DT T
T, 727 L. ZHUT LY, IPv4 & IPv6 Dl F T2 =% v A h RPF BNANZ 720 F77,

cRDHA KT A 2 EHIRIZ, NIK-X9636C-R, NIK-X9636C-RX. F721LNIK-X9636Q-R 7
A v H— R&E#H L7- Cisco Nexus 9500 >V — 2 AA v FIZOHABEHINE T,

o BRES 72 URPEF A HERE S B AT, ANA LV E—T oA AL EETIPT FLARFEE X
NizA B —T 2 A ATHEMNTLET,

AL T e B e TR B ST 4 ST A AT o A LT
uRPF ZEEL A,

o B 72 URPF 1%, BB 72 URPE G A v X — T =2 A4 ADFE )L — T icEEINE
‘g_O

o JL— FXECMP & L TSNS & | strictuRPFIZ/NL— X E— RIZ 7+ —/L v 7 L
i—g—o

o 8Ty RPN T DN — R = 7 ORI LY | uRPFIEA /30 R TA—/3—
NRAYFERry MR SRV EAERNH Y 9,

cIP T T 4 v 7 DAL, IPv4 & IPv6 DREXFRIHZHENC LET,

e N— R =7 OHIFRIZE Y | NIK-X9636C-R, NIK-X9636C-RX, I35 TUINIK-X9636Q-R
TA v = FIFROMABEDEDHEZYR— b LET,

uRPF D E%E BEETIPT7RFLAD NS 7499 F vy DOiERA
IPv4 IPv6 IP Unipath IP ECMP MPLS NOKXIB6CRX
BxepVPNEOWP | 5 1 >y —

R @ Unipath
MPLS VPN

fLiE) g Al Fatll Fiall Al

Loose Loose uRPF loose uRPF loose uRPF loose |uRPF strict

Strict Strict uRPF strict uRPF loose uRPF loose uRPF strict

e Strict uRPEIL. 36564 > % — 7 = A AWK DCisco NX-0S T /314 ZD ICMPv6NA 737+ k
EZIE LA T, ICMPVONA 7y M EFEFELET,

e 7 AV I— K : N9K-X9564PX, NIK-X9564TX, NIK-X9536PQ, X9408PC-CFP2,
X9464TX., X9464TX2

« T VY FY 2—/b : NOK-M12PQ

a=x+Z +RPFOEE [}



1=%+v X FRPEDBE |
B 2-scxrrroFos0rEE

« A4 v F 1 93128TX, 9396PX. 9396TX. 9372PX. 9372PX-E. 3164Q. 31128PQ
e Strict uRPF |%, RO T v b7 +—L0 VXLAN R CTA ¥ —7 = A AZEE SIS
ICMP N7 7 4>/ % 7wy LET,
s Cisco Nexus 9200 77 >~ b 7+ —Lh A A v F
« Cisco Nexus 9300--EX/FX/GX 7T v R 7 4 —Ah AA v F
* N9K-X9700-EX ¥ J T N9K-X9700-FX 7 A o B — R & 4&#{ L 72 Nexus 9500 A A F

» Strict uRPF 2MER SN TWABEAIE. V7 %y hOERIZH DRMKLDAR A MR LT
urpfstrict B — R2MERET S L D12, ROz~ REBEIMLETS,

* no system multicast dcs-check

« har dwar e profile multicast max-limit [pm-entries 0

A= v XA FRPFOT 74 JL FEEE

WDFEIZ, 2=2F ¥ A MRPFRXTRA—=FDF 73 /)V FiREE R LET,

Table 1: 1 =% v XA b RPFIRS A —B DT I+ JL FRE

INSHA—4H FI+I
k

=% A b RPF | 4L

-R54 > h— K& L 7= Cisco Nexus 9500 X 1 v F )
A=F% %X +RPFDETE

RTIA2 1— RZfEH L T CiscoNexus 9500 >V — R A A v FDAS)A X —T = A AT
=% ¥ A FRPF ZRETE LT,
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Command or Action Purpose
AT 71 |configureterminal Ja— Vi EE— RERBLET,
Example:

switch# configure terminal
switch (config) #
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Command or Action

Purpose

ATvT2

interface ethernet slot/port

Example:

switch (config)# interface ethernet 2/3
switch (config-if) #
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ATvT3

{ip | ipv6} addressip-address/length

Example:

switch(config-if)# ip address
172.23.231.240/23

A B —T A AZADIPv4 F7-1X1IPv6 7
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{ip | ipv6} verify unicast source
reachable-via any
Example:

switch(config-if)# ip verify unicast
source reachable-via any
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ATy Th

(Optional) show ip interface ethernet
slot/port
Example:

switch(config)# show ip interface
ethernet 2/3

A B =T A ZAD P EREERLF
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(Optional) show running-config interface
ethernet slot/port
Example:

switch (config)# show running-config
interface ethernet 2/3

a7 4 X2 —T a3 NOA v
H—T A ADEHRERRLET,

ATy T1

(Optional) copy running-config
startup-config
Example:

switch (config) # copy running-config
startup-config
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configureterminal

1

switch# configure terminal
switch (config) #
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[no] system urpf disable
i :

switch (config)# no system urpf disable
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interface ethernet sot/port
fi

switch (config)# interface ethernet 2/3
switch (config-if) #
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ATV

{ip | ipv6} addressip-address/length
1 -

switch (config-if)# ip address
172.23.231.240/23
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{ip | ipv6} verify unicast source
reachable-via {any [allow-default] | rx}
fl

switch(config-if)# ip verify unicast
source reachable-via any
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exit
1 -

switch (config-if)# exit
switch (config) #
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ATy IT17

(f£&) show ip interface ethernet
slot/port

f5l
switch(config)# show ip interface
ethernet 1/54 | grep -i "unicast

reverse path forwarding"
IP unicast reverse path forwarding:
none

B =Tz ADIPIHFRETFERL,
=% ¥ A N RPF AN E 5 &k
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(&) show running-config interface
ethernet slot/port
i

switch (config)# show running-config
interface ethernet 2/3

FTar 74Xzl —Ta rNOA v
H—T A ADFEHRERRLET,
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(f£&) copy running-config
startup-config
1 -

switch (config) # copy running-config
startup-config
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Wiz, -R T A B— FZ&$##H, L 7= CiscoNexus 9500 > ) — X 2 A »F TIPv4 /37 v kD loose
=% % A RPF ZixET D204~ LET,
interface Ethernet2/3

ip address 172.23.231.240/23
ip verify unicast source reachable-via any
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interface Ethernet2/1

ipv6 address 2001:0DB8:cl8:1::3/64
ipv6 verify unicast source reachable-via any
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ERETDHHEZRLET,

no system urpf disable
interface Ethernet2/3
ip address 172.23.231.240/23
ip verify unicast source reachable-via any
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no system urpf disable
interface Ethernet2/1
ipv6 address 2001:0DB8:cl18:1::3/64
ipv6 verify unicast source reachable-via any
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no system urpf disable

interface Ethernet2/2

ip address 172.23.231.240/23
ip verify unicast source reachable-via rx
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no system urpf disable

interface Ethernet2/4

ipv6 address 2001:0DB8:c18:1::3/64
ipvé verify unicast source reachable-via rx
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j—O

show startup-configinterfaceethernet | 2 % — 7 v 7 a2 7 4 X a2l —3 a VINDOA X —

slot/port 7oA ADHREET TR LET,

show startup-configip AR — T v a7 4 F¥al—aryNOPERESY
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/label-switching/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_Label_Switching_Configuration_Guide_7x.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/label-switching/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_Label_Switching_Configuration_Guide_7x.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/label-switching/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_Label_Switching_Configuration_Guide_7x.html
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