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HENRAT— RERELET,
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RETHEHIND T a— LB — 2R ETEET,

7 a— VIR X — O EIE, H 4 O TACACS+ — "OF% ERFICHI R key 47 v 3 v
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F 74V h T, BiEShiza—YRa~vr I, 4 X —T = A (CLI) Ta~vy K&
AN LT=E&EIZ, CiscoNX-0S Y 7 b7 D —)T—H_X—= IR L Ta~vy RN
1ToET, F72. TACACS+ I L T, @it vica—HiZx L CiFrrasiica~y N4
B2 bTEET,
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N
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TACACS+ D ATIRSEMH
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« TACACS+ V' — RN H B F—2BET52 & (HDHEE) |
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TACACS+ MFEFH L HIKISEIA
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TACACS+ DERE .



TACACS+ DEEE |
B weacsioFo40 raE

Z DOEREIL., A —NEREED AAAREEZ VR —FLTWWEEA,
¢ Cisco NX-OS T /31 RITRETE D TACACS+ — D REL 64 TI,

o« 1 — /LD Cisco NX-0OS T /34 A FIZERTEINTWNWAB—Y T H 7 M, AAA —
FoVE—bha2a—Y TH T R ERIULARIOEE. CiscoNX-0S V7 U =7 id. AAA
=N ECRESNTWDH2—HF o — L TiEel, e—h Vv a—F 7Th v hOa2—F

o—/%YE—h 2—FIZHEHALET,

« TN—THNIC6EU LD —"RRESNTWEERIE. Ty ¥ LRRERETSZ
LEHELET, 6 BLLEDOY— B ET%ME#Z@&E/\& T v K24 LEHEE 0
KO RERMEIHREL, TAF 2—VLET AN NNRATU—RERETHZIET, T K
Y= XOF=X ) T EHHZL TN,

« TACACS+ H—_Th o< REIEL, av Y — b vyt v a il cEd 4, =
VY= alAliE, TAMETICERTS L EHERLET,

* N9K-X9636C-R 35 £ TN NIK-X9636Q-R 7 A > — F3 LT NIK-C9508-FM-R 7 7 7'V v
7 EY a—)VOPA . BT EE e — W44 D TACACS+ FHIF T AR L F9,

» Cisco NX-OS U U — =% 10.3(1)F LAKE, TACACS+ IZ Cisco Nexus 9808 A1 v FTH R —
SNET,

* Cisco NX-OS U U — & 10.4(1)F LA, TACACS+ i Cisco Nexus X98900CD-A 3 LN
X9836DM-A 7 A J1— K% #5#i L7 Cisco Nexus 9808 A A » FCH R — b &£ 7,

* CiscoNX-OS U U —Z 10.4(1)F VI, TACACS+ (L. X98900CD-A 1 L U X9836DM-A &
A v H— R&#HE L 7= Cisco Nexus 9804 A1 v F CTHHR— FENFET,

wmmmumx4y%@\J~$a@ﬂx7~meyfb@ﬁz&v4f%ﬁf L
TWEREA, AA vFTHAZLT O U T FERE LSS, FROIIEEINET,

TACACS+ DT 7 # )L FE%TE

WDFIZ, TACACS+ T A —ZDF 7 )L hREMHZEZRLET,

Table 1: TACACS+ /X5 A — A DT 7 + )L FERTE

INTA—4 T4 b
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T v K ZA~—FE 0%

2 A LT T MR 5%
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T34 L

TACACS+ O

25446 527—Fyx—t [

NS A—4H TI7AILE

P SOEME=2 ) F Dok, | test

P —ROTFEHHE=H ) T D/IRAT—F [T Ak

TACACS+ #F ] OFpHE L~JL H R — bk izl

INAT)— K HR—Fk

T oA LNAT— RHAR—bF (OTP) I&, 1|l vy varEidhoo¥roa
NCHB IR RA T — R TT, OTPIL, lH D (RAET 4 v 7)) RAU— BT L850 K
REFERELET, OTPIZHELZ ) LA T5 ) A7FH0 A, TTCICH—EZA~DB T A
VEIFEMEOFETITHEMN S OTP ZRAFEN L&KL LD L LTH, OTPITAWTIE/Ae<
o TWHTD, BHINERA,

OTP | RADIUS ° TACACS 711 h =1L F—F |2t L COAE M T& £9, RADIUS & k
2L 7T —F L OEETE, ASCH GRREE— REZ T 208N H Y £7, TACACS+7'1 k=
VT =EFOEEE, ASCUREREET— RE AT D0ENH Y £, TACACS+ #—/3 T
AU — RO ASCI RREZ A ZNCT 5 1Z1X, aaaauthentication login ascii-authentication =~ >
REFERLET,

E

Z ZTlX., Cisco NX-08 7731 2T TACACS+ %r— %5 ET 5 FIAZHH L E 7,

u]]]]]
Xd

)

Note

Y RERRDEDB D DIZDEBENBLETT,

Cisco I0S @ CLIIZEIL T WA A, Z OBERED Cisco NX-0S =2~ Rtk D CiscoI0S =1+

TACACS+ H—/\DERETAER

Procedure

ATvT1
ATvT2
ATvT3
ATvT4

ATy TH

TACACS+ & A X —7 /WIZ L ET,

TACACS+ H—/3 L Cisco NX-O8 7 /31 A & O # Mt LET,

TACACS+ $— " DOFE X — %258 E L £7,

VBTG U T, AAARGES RIS, TACACS+ - — 0¥ 7% v k%2 L T TACACS+ ¥—
NIN—T B ELET,

(fEE) TCPR— FZ%EL T,
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B roacsi o x—ute

ATV T6 (TE) MLEIZSU T, TACACS+ H—"OEME=F U L V2R ELET,
ATvTT1 (EE) TACACS+ DEAIMNA X —T AR > TWBEEIE, 77 7V v 712% LT TACACS+
WREEaAI Y FLET,

Related Topics
TACACS+ O A X —7 1t (8 ~X—7)

TACACS+ DA +— T )Lk

77 4L F T, Cisco NX-OS 7 /34 2D TACACS+ BREILT + B — 7 MR ESN TN E
. AT AT T 4 Fa e gy awy REBEEa~y KA 5I01%. TACACS:
HEBE A BRI A X — T CT BB B D 2T

Procedure
Command or Action Purpose
R Fw 71 |configureterminal Ja—r\L AT 4 X e — g
Example: ET— RNEBBLET,

switch# configure terminal
switch (config) #

AT 72 |featuretacacst TACACS+ & A R—7 ML E T,

Example:

switch (config)# feature tacacs+

AT 73 exit REE— R T LET,
Example:
switch (config)# exit
switch#

ZFw 7 4 |(Optional) copy running-config FTar 74 FXal—vark, AL—
startup-config FT YT Ay 4 ¥al—vavica
Example: E—L%97,

switch# copy running-config
startup-config

TACACS+ H—/\ KRR FDEE

JE— kD TACACS+ %— I T 7 B AF 5|21E, Cisco NX-OS T /34 A _T% @D TACACS+
YP—/NOIPT RUAPRA M ERET DLERH Y £, HkK 64 O TACACS+ Pr—/ &5
ETEET,
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Tacacs: +— iz kozE [
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Note TACACS+H— D IP 7 FL ZEIEAR A M % Cisco NX-OS 735 ZCHRETDHEE, 7
7 4V N TlE TACACS+ H— 357 7 4L D TACACS+ H— 1 Z L —FICBMENnE T,
TACACS+ Y—/ N353 TACACS+ — X T —T1BMT5Z b T ET,

Before you begin
TACACS+ ZH N LET,
JE— bk TACACS+ — "D IP 7 KL A (IPv4 £721XIPv6) F2IEFA M EZEEL TV 5

Z &,
Procedure

Command or Action Purpose

ATFvT1 configure terminal rTa— )L a7 4 FXal—a
Example: F— AR LET
switch# configure terminal
switch (config) #

RFwF2 |tacacsserver securetls TCACS+ H—/3— over TLS Z Ak L £

Example: g

switch(config)# tacacs-server secure
tls

R w73 |tacacs-server host <host> port <port> |7 2 F ORERE

Example:

switch(config)# tacacs-server secure
tls

AT v 74 |tacacs-server host <host> tls TLSZ A7 s hTARMKRA Y M
client-trustpoint <client-trustpoint> KR LET,

Example:

switch (config) # tacacs-server host
sectlsise-lnx.prime.cisco.com tls
client-trustpoint trusttplus

RTwF5 |tacacsserver host {ipv4-address| TACACS+ #— D IP 7 KL A (IPv4
Ipv-address | hostname ERIEIPVE) | EFIEAA MM HEE
Example: LET,
switch(config)# tacacs-server host
10.10.2.2

RTw 76 |(Optional) show tacacs+ {pending | BiAT 3 2 7o DIZPREMRBIC 7 o T D
pending-diff;} TACACS+ #iE & #m LET,
Example:
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B

TACACS+ DEXTE

Command or Action

Purpose

switch (config) # show tacacs+ pending

ATy T17

(Optional) tacacst+ commit

Example:

switch (config)# tacacs+ commit

— T —H _X—ZANIZ&H D TACACS+
DREEFEF(Tary 74 K2l —
Ta Al LET,

ATvT8

exit
Example:

switch (config)# exit
switch#

REET— & T LET,

ATvT9

(Optional) show tacacs-server

Example:

switch# show tacacs-server

TACACS+H— DR EEFRLET,

ATy 710

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FElTar 74 Xal—TarFk, R
H— K T a7 4 Xal—a
IZae—LET,

Related Topics

TACACS+ DA x—7 1Ak

(8 ~—72)

TACACS+ H— N Z)L—TFD#EE (13 2—)

4 '0—/s\)L TACACS+ ¥+—D

=JL ==

ax AE

CiscoNX-0S 7 /31 A CHAT 2T _RTOV— 2O T, 7 r— 3L UL THVE TACACS+
F—ARETEET, MEX— LI, CiscoNX-0S /31 Z & TACACS+ H— N Rk 2 Mook
HEWBETXAN AR V7T,

Before you begin
TACACS+ ZH N LET,
JE— F TACACS+ —R_DFE X —DEEZTE L £,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Juau—n)aryZ7 4 xXal—gy
F—FzfnLE7
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X JE

so—rTacacs: ¥—nEz [

Command or Action Purpose
R T 72 |tacacs-server key [0] 6| 7] key-value F T D TACACS+ H— D
Example: TACACS+ ¥ —Zf5E L £, key-value
switch (config)# tacacs-server key 0 ﬁ§§’U TTHxA Fﬂ%iﬁ <O) b)‘ 57/(:f
QSE£ThUkO 6 B ke (6) 2. ¥ A 7 THE &1L
Example: B (7) MEFRETEET, Cisco
switch(config)# tacacs-server key 7 N?(-OS Y7 b '717.’6@:‘ %Tj “7A
"fewhg” Foalb—a VIRFETDHHENICZ VT
TXAPDF—ZWALLES, 77+
VORI VT THRAMTT, &
KT 63 XFTT,
T 74V R T, B —IIRESNT
WER A,
Note
generate type7_encrypted_secret % {#
LT TICEARELREL TV DY
Havry FEfEHL T, ZFHOHIC
AT EIICHIAFICAD LET, FE
{22V TIE, RADIUS % 7212 TACACS+
DIEWEDOREESZR LTI TZEW,
AT 73| exit REE— REKTLET,
Example:
switch (config)# exit
switch#
R T v 7 4| (Optional) show tacacs-server TACACS+H —_DO#EEFR LET,
Example: Note
switch# show tacacs-server %M%‘#—ti?%ﬁ:f 74 X2l —Ig
AL SN ARSI E TS
5 SR — 2 R T D ITIE,
show running-config =~ > K& L
£,
AT w 75 | (Optional) copy running-config FHTar74F¥al—varik, AX—

startup-config

Example:

switch# copy running-config
startup-config

Ty a7 40Xl — g0l a
vE—LEd,

Related Topics
TACACS+ DA F—T7 b (8 _X—)
AES 7SA Y — RIFSALB LT 7 A < U5 F—I22o0 T
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B =0 neacss v — Rox—omE

Y57 D TACACS+ H—/\ADF—DERTE

TACACSHH — DOMEX— 2R ETEET, MEF— L1, CiscoNX-0OS T /31 A & TACACS+

P KA HOIHET FA D A Y ST,

Before you begin
TACACS+ ZHZhZ L £ 7,
U E— h TACACS+ H— RO —DMla S L £,

Procedure

TACACS+ DEE |

Command or Action

Purpose

&M

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—N)L a7 4 F¥Falb—g v
E—RFZBBLET

ATy T2

tacacs-server host {ipv4-address|
ipv6-address | host-name} key [0] 6| 7]
key-value

Example:

switch (config)# tacacs-server host
10.10.1.1 key 0 P1lIjUhYg

Example:

switch (config)# tacacs-server host
10.10.1.1 key 7 "fewhg”

H57E O TACACS+ - — R OFIE F — %45
ELET, key-value 7 U7 T F A b
B (0) 7, XA T 6lF LB (6)
n, ZA T TREFAER (7) ERE
T&F9, CiscoNX-0SY 7 rh7 =7 T
1L, BT 7 4 Fa b— g VICIRAE
TAHRMNCIZ VT TF A MDOF—%EE
fbLES, T740 bR Z VT
TXANTT, KT63LFTT,

70— VRME X —TiIR < . T O
F—nMEHINET,

Note

generate type7_encrypted_secret % {i
LT TICEARELZREL TVDY
Havry REfHLT, ZFBOHNC
AT X IICHIHAFICATI LES, M
{22V TCiX, RADIUS F 721X TACACS+
DIFREOREE S T IE IV,

ATvT3

exit
Example:

switch (config)# exit
switch#

BET— FERTLET.

ATv74

. TACACS+ DERE

(Optional) show tacacs-server

Example:

TACACS+Y— OB EEFRLFET,

Note
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| TAcACS+ DERE
Tacacs+ — T —TouE ]

Command or Action Purpose

switch# show tacacs-server ﬁ%%§5?“‘ki§§?f:1>/;74'5?:LL/“‘i/§
AL SN TRIFENE TS
Mo b SR % — 2 FR T 21213,
show running-config =~ > FZ&{Ef L
E

(Optional) copy running-config
startup-config

ATv S5 EfTar 74 Fal—ark, AX—
Ny a7 X¥al—vgila

Example: E—LET,

switch# copy running-config
startup-config

Related Topics
AES /RA U — RIFBALB LT T4 = VIS F—ITHONT

TACACS+ H—/N JIL—TDHRTE
PR ITN—TEEHL T, 1 BELIFEEEDY E— F AAA P— N K 52— P RGEEE 15

ETDHIENTEET, ZN—T DAL NR—FT9 T, TACACS+ 7’12 h Z/LIZE LTV B4
ERHY FET, RELFZIEFICE S TH—"RNRITENET,

INHDH =N TN —FITNDTHRETE T2,

AAA VP —BERTEATHILERH Y 5,

Before you begin

TACACS+ ZHNZ LET,

RE LT N—T 2/ DT,

Procedure
Command or Action Purpose

R w71 |configureterminal JTa—N) ary7 4 FXal—igy
Example: T—FEWMLET
switch# configure terminal
switch (config) #

R 5w 2 |aaagroup server tacacst+ group-name TACACS+H— 7 —T%EK L. £
Example: D7 N—TDTACACS+H—/~ T /L—7
switch(config)# aaa group server AT 4 Kalb—va s T }\%Bﬁﬁé
tacacs+ TacServer L/357fo
switch (config-tacacs+) #

R 73 |server {ipv4-address | ipv6-address | TACACS+ H— /3% . TACACS+ H—3
hostname; TN—T DA =L LTRELET,
Example:

TACACS+ DERE .
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B cacsi5— v —Toronrn—LsERSA v E—T 14 AOBE

TACACS+ D% TE

Command or Action

Purpose

switch (config-tacacs+)# server
10.10.2.2

FEE L72 TACACS+ U — "R H o) 5 7
WAL, tacacsserver host =~ R %
FERALT, Zoavy FRE2FRITLE
7,

ATv74

exit
Example:

switch (config-tacacs+) # exit
switch (config) #

TACACS+YV— T )—TF a7 4 X2
L—y gy BT—REKRTLET,

ATvTh

(Optional) show tacacs-server groups

Example:

switch(config)# show tacacs-server
groups

TACACS+V— R T )—T DORE & TR
Li‘a_‘o

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config) # copy running-config
startup-config

FElTar 7 4 Fal—rark, AX—
NPy a7 4 Xal—rgila
E—L ¥,

Related Topics

TACACS+ O A % —7 Ak

(8 ~—72)

UEt— K AAA —E R
TACACS+ P — R AR A FDOiRE (8 —)

TACACS+ T v K % A ARIEDORE

(23 =—)

TACACS+H —/N\TIL—TD=HDFT A—N\ILRETA I Z—T (4R

DETE

TACACS+ —R I N—T12T7 7 AT 5BE AT 5. TACACS+ — Z—THD 7
R—/SVRETA U H =T 2 A AERETEET, o, FHEDOTACACS+H Y — T L—TH
WCRRDRETA LV H—T 2 A RAERETHZEHLTEET, T 74/ F T, Cisco NX-08
V7 Ry =T FHARERS LA X —T oA AEFHLET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config)

Ja—nR_) a7 4 F¥al— g
E— FEBBLET

. TACACS+ DERE
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| TAcACS+ DERE

1—+Ick 5051 LD TACACS+ H— i [

Command or Action

Purpose

ATvT2

ip tacacs sour ce-interface interface

Example:

switch(config)# ip tacacs
source-interface mgmt 0

DT HRA ATRIESN TN DT NTO
TACACS+H— X T )L—7HD 7 a—
WIETLA L E—T oA AZHTELE
7,

ATvT3

exit
Example:

switch (config)# exit
switch#

BiEE— FERT LET

ATv74

(Optional) show tacacs-server

Example:

switch# show tacacs-server

TACACS+V— _DOFREHEREF R LE
j‘o

ATvTh

(Optional) copy running-config startup

config

Example:

switch# copy running-config
startup-config

FlTar 7 4 Fal—rarh, AX—
NPy a7 Xal—vgila
[:0_ Lij—o

Related Topics

TACACS+ DA *
TACACS+ H— N Z)L—T7D#ETE (13 2—)

—7 ik (8 —)

A—HIZkB05 4 BED TACACS+ H—/\ 5 ED ]

AA v F T directed-request (FFETR) 47T a v EAMNITHI LICED, FRREERDE

{EHED TACACS+H— N2 —VPNEETE D LD
FNA ZET 7 V0 D AAA FBFF T RUTES O CERFRE R ik L £,

12720 £9, 57/ b TIiL, CiscoNX-0S

Y AV I

FINZT 5 &, 22—t username@vrfnamehostname & L Ce 7' A & £9°, Z Z Twrfname

X3 % VRF T,

)

hostname 132 7E X417~ TACACS+ — DA EI T,

Note  directed-request 47" 7 » & A %
FREFEHEHAL, T 740 hou—a 0 FRIIER LRV X 5

— T2 T B &, CiscoNX-0OS 7 /3 A A TILERFEIC TACACS+

\—ch D 1’9‘*@

)

Note ——HIEEDE A idTelnetty g MBI R—FENET,

Before you begin

TACACS+ % A % —

T LET,

TACACS+ DERE .
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Procedure

TACACS+ D% TE

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)ary7 4 Xalb—g v
E— N&RBLES

ATy T2

tacacs-server directed-request

Example:

switch (config) # tacacs-server
directed-request

B A R — Y EEREE R OE(R S
L 725 TACACSH Y — NERETZH L
INZLET, T 74V N TIHED /2o
TWET,

ATv73

(Optional) show tacacs+ {pending |
pending-diff}

Example:

switch (config)# show tacacs+ pending

PRERIRFEIZ 72 > T 5 TACACSHIR T &
ForLET,

ATv74

(Optional) tacacs+ commit

Example:

switch(config)# tacacs+ commit

— T — & X— 2 NIZH D TACACS+ D
BELEFEFITa L 7 4 X2l — g
W L E,

ATy TH

exit
Example:

switch (config)# exit
switch#

REET— FafkTLET,

ATvT6

(Optional) show tacacs-server
directed-request
Example:

switch# show tacacs-server
directed-request

TACACS+ O directed request D% i€ & %
RLUET,

ATy 71

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FElTar 7 4 Fal—rarh, AX—
NPy ar 74 Xal—rgila
E—L ¥,

Related Topics

TACACS+ O A F*—7 Ak

. TACACS+ DERE

(8 ~—72)



| TAcACS+ DERE
TACACS+ H—/ 05 1 1.7 rEEoEE [

TACACS+ H—/\D 3 A L7 FERDERE

CiscoNX-O8S T/XA AN, XA LT U b =T —%ESTHHNT. TACACS+ T — 305 DA
ERET DX A LT T MEEERETEET, XA L7 7 MREIFEIZIZ, Cisco NX-0S 7 /34 A
MNTACACS+ Y — "N DISE ORI EZHRELE T, TNEBRED XA LT T —
W20 E£9,

Before you begin

TACACS+ % A 2 —7 /W LET,

Procedure
Command or Action Purpose
X 71 |configureterminal Sa— L AT 4 e l— g
Example: E— RNEBBLES

switch# configure terminal
switch (config) #

R T v 72 |tacacs-server host {ipv4-address| FEEDY— DX A LT U MHlRZHEE
ipv6-address | hostname} timeout seconds | |_ ¢4 57 4 L M3 2 a0 — S LfET
Example: D
switch (config) # tacacs-server host Note

serverl timeout 10

2D TACACS+ Y — NI E L= 4
A4 L7 7 MERRIE, T3 TDOTACACS+
P—RZHRE LA A L7 7 MMER X

DESESET,

A5 73 | (Optional) show tacacs+ {pending | BiAG Y% 72 DI (REARIELC 72 > TV B
pending-diff} TACACS+ X EX R R LET,
Example:
switch (config)# show tacacs+ pending

R T 7 4 | (Optional) tacacs+ commit — 7 — & _—ZNIZdH % TACACS+ D
Example: REETZFETary 74 F¥al—ray
switch (config)# tacacs+ commit ﬁiﬂﬁfﬁ L/j£7r°

AT 75| exit REE—REKTLET,
Example:
switch (config)# exit
switch#

R T 7 6 | (Optional) show tacacs-server TACACS+— RO EEE R LET,
Example:

switch# show tacacs-server

TACACS+ DERE .



B e k—rozx

TACACS+ DEE |

Command or Action

Purpose

ATy T17

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FlTar 7 4 Fal—rarh, AX—
Ny ar7 4 Xal—rgila
[:0_ Lij—o

Related Topics
TACACS+ DA 3x—7 Uk (8 _X—)

TCP /R— F DERTE

BT 7V r—3 g bR—  EFVREAS L TWAHEAIL. TACACSt — SHIZRID TCP
R—FE2RETEET, T 74/ FTIL, Cisco NX-0OS T34 2 1XT_TD TACACS+ BRIz
N—h 49 2L £,

Before you begin

TACACS+ ZH N LET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— g
E— FEBBLET

ATvT2

tacacs-server host {ipv4-address|
ipv6-address | hosthame} port tcp-port
Example:

switch (config)# tacacs-server host
10.10.1.1 port 2

P — 21k % TACACS+ A v & —JIff
AT H5TCPHR—FEEELET, 774
Jb b @ TCP AR — M X 49 TY, fHOHH
1% 1~ 65535 T,

ATvT3

(Optional) show tacacst+ {pending |
pending-diff}
Example:

switch(config)# show tacacs+
distribution pending

BT 2 72 DR IRBEIZ > TV D
TACACS+ #ZHTEEFK T LET,

ATvT4

(Optional) tacacs+ commit

Example:

switch (config)# tacacs+ commit

— BT — X _—ZAN|ZH D TACACS+ D
BELEEE T 74 F2b—a v
WA L ET,

. TACACS+ DERE



| TAcACS+ DERE

TACACS+ H— v n—ntEt=2 U snEE [

Command or Action

Purpose

ATvT5

exit
Example:

switch (config)# exit
switch#

REET— FafkTLET,

ATvT6

(Optional) show tacacs-server

Example:

switch# show tacacs-server

TACACS+ Y — DR EEF R LET,

ATy T17

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Frar 74 Xal—vark, AX—
NPy a7 4 Xalb—a0la
I:Ob‘l_/giyg‘*o

Related Topics
TACACS+ DA F—7 Al (8 ~—2)

TACACS+ H—/A\D I B—/N)LIGFEHE=2 U VU DEE

B —NIERNZT A B NTA—=F &

=Lt

ix AE

L72< T, TXTHOTACACS+H— "OT] HtE%

TR YT TEET, TANRTA=FRREIINLTORWNT—E, Z7a—3L0 LyL
DRGA=R R L CE=HX ) T ENET,

)

Note 4 — SIICREE ST R b /85 2

— 21X, =L DT A NRTA=F LB

Ta—/N)Lar7 4 Xal—vary RIA=FIL, P—A"THHTI 24 LA T—
R, BEOTA RV EA~—T2ERBY ET, 74 RV XA ~—ITiF, TACACS+H — 3 L
DL BWDOHIMER 25215 Lo 1233412, CiscoNX-0S T3 AT A b 2347 v F & %G
THMERELET, 2047 a v ERELTEHMNICY—"ET 2N LY, 1 RETT
A RNEFLTLIZY TEET,

)

Note 52 K RFA—H(T, TRTCOAL v FICHAAENET, 777V v ZWICIRY U —Z2 03848
LTWBAL v TFN1OTHHIEEIE. 777V v Z7HNOTRXTDAAL v TWZT AR XT
A—Z NN 720 £97,

Note o NU—2DtHX=l T ({RH#EDT-S, TACACSt 7 —F _X—ANDEAFED 2 —H 4 L[ L
a—PHEFEH L ARND EEHERE L £,

TACACS+ DERE .



TACACS+ D E |
B cacs: v —oso— s LnERE=4Y LT DR

\)

Note =74/l hDT A KL XA ~—fEIT05TT, T4 RV XA LR 053 DH4A. TACACS+
= NOEMRE=2 ) 7IFFATENE T A,

Before you begin

TACACS+ B LET,

Procedure
Command or Action Purpose
AT w 71 | configureterminal Ja—r\L Ay 7 4 Fal—g
Example: EF—FEBBLET

switch# configure terminal
switch (config) #

R w 72 |tacacs-server test {idle-time minutes | ra—~\)ip— RN T2 ) U THO
password password [idle-timeminutes] | | <5 X —x %$5FE LET. F7 4L FD
username name [password password LA T test. T AL R DR T —

[idle-time minutes]]} NIt test TF. 7 A KA 2 A v—DF

Example: 7 /b MEIZ 03 TY, AR 0
switch(config)# tacacs-server test ~ 1440 43 T,

username userl password Ur2Gd2BH

idle-time 3 Note

TACACS+ — DO EHH T =H Y
VI ERITHITIE, TA KL XA ~—IC
0LV KREREEAZRTTHLENH D F

D
AT 73 |tacacs-server dead-time minutes CiscoNX-0S 7 /31 A8, BiIENGEE L7
Example: 75)’) 7L: TACACS""H-_/{%%I P4 7#’5
switch (config) # tacacs-server dead-time| ES VG@E%}FEIEJ (57\) 75?*573; Liﬁ—o ’7‘ 7 %
5 b MELE 043 T, ARh7REIHIE 0 ~
1440 53 T4,
AT v 74| exit REE— REKTLET,
Example:
switch (config)# exit
switch#
AT 75 | (Optional) show tacacs-server TACACS+H—"OREE TR LET,
Example:

switch# show tacacs-server

. TACACS+ DERE



| TAcACS+ DERE
& 1acacs+ 4—oEsE=421 vronE [

Command or Action Purpose

R 7 6 | (Optional) copy running-config FTar 74 Xal—ark, AX—
startup-config "Ny arvr7sXal—3aila
Example: E—L %7,
switch# copy running-config
startup-config

Related Topics
% TACACS+ — O EME =&V 7 OFE (21 =)

% TACACS+ H—/\DEHE=42 ) VT DEE

K TACACS+ Y — O fEEZE=X ) 7/ TEET, a7 4 FX¥al—a /T A—X|C
W, =TT I22—FHZERRT—F, BLOT A KAV EA~—RERBVET, T4
NL & A <—I1ZiF, TACACS+HH— RN EDL BWOHIRIZERZ5ZAF L > 7235512, Cisco
NX-OS TXA ANT AR Ry NekGT o0EBELET, 2047V a2 ELTE
MY — N2 T AN LY, 1EETFTANEFTLEY TEET,

\}

Note &4 — SHICRESNIZT A R RTA—=F L, Zn—LDT A RTA—=2 L0 ERESh
iﬁ‘o

\}

Note o hU—2DUX=l T (R#EDD, TACACS+ T —F R—ANDEEAFDL—H 4 L[ L
=YL EHEA LRV EZHRL T,

\)

Note =74/l hDT7A KL XA ~—fEIZ05TT, T4 RV XA LR 05 DOHA. TACACS+
P —NOEFRRE=F ) U TIEETEINE R A,

\)

Note 52 | RFRXA—Z|F, TRTDOAA v FIRAAENET, TARNNRNTA—=F L, 777V v
THRDAA v FITITREEN T A,

Before you begin
TACACS+ %A Fx—7 /M2 LET,
1 >F 721385 D TACACS+ — N dm A & B L7,

TACACS+ DERE .
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Procedure

&
iy

B

TACACS+ DEXTE

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)ary7 4 Xalb—g v
E— N&RBLES

ATy T2

tacacs-server host {ipv4-address |
ipv6-address | hostname} test {idle-time
minutes | passwor d password [idle-time
minutes] | user name name [password
password [idle-time minutes]]}

Example:

switch (config)# tacacs-server host
10.10.1.1 test username userl password
Ur2Gd2BH idle-time 3

Y—RE=2H Y THONT A —F %
RN E L ET, T 74 hO=2—H
KX test, T 7 A/ RO T — RNiE
test C9, 714 KV AL ~—DFT 7 3 )b
MEIX 043 T9 . ARh7e&iHHIL 0~ 1440
5T,

Note

TACACS+ ¥ — RO EMH 2 E=4
YT ERATHIIZE. TA RV A <—IC
0LV RERMEARETHMLENHD F
R

ATvT3

tacacs-server dead-time minutes

Example:

switch (config) # tacacs-server dead-time|
5

CiscoNX-0OS 7 /34 A3, RIS L7
No T2 TACACS+H— & F v 7 §5
ETORE (43) ZEELET, 774
Jb MEIX 0 43T, AR REIZ 0 ~
1440 73 C9,

ATv74

exit
Example:

switch (config)# exit
switch#

BEE— FEMTLET.

ATvTH

(Optional) show tacacs-server

Example:

switch# show tacacs-server

TACACS+ Y —OEEEFRLET,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

a7 4 Xal—yark, AX—
N7y ary74F¥al—vgrila
I:O%L/i—é—o

Related Topics

TACACS+ Y — 3 FR A h D
TACACS+ YV — D7 a— " )LipEME= Y T OFRE (19 2—

. TACACS+ DERE

BE (B —)

>

)



| TAcACS+ DERE

TACACS+ 7V 2 A LfERDEETE

T _RTOTACACS+H— DT v R ¥ A AHEEZRETEET, 7 v K ¥ A LRIRIZIE, Cisco
NX-0S T /3A4 A0 TACACS+ r— % T v RIREETH D L EES LI, TOV—RBT T4
TIRBEICR S T2 E IR TE720ICT A Xy 2R ETLIETCoOMEBEEEELE

‘j—o

)

Tacacs+ 7 K 4« sramozz [

Note

T v R H A LD 05 D5AE. TACACS H— N, JGEEZIRIBWEETH, v heL

Ty =7 SNE¥A, Ty N AV —IZTNV—THA TRETEET,

Before you begin

TACACS+ % A Fx—T7 /MZLET,

Procedure

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 F¥Falb—g v
£ }“%‘/Fﬂlﬂﬁébij‘o

ATy T2

tacacs-server deadtime minutes

Example:

switch (config) # tacacs-server deadtime
5

Ta—r VT y K 2 A AERERE
LEd, T 74/ MEIZ0STYT, HL)
BT 1 ~ 1440 4> T,

ATvT3

(Optional) show tacacs+ {pending |
pending-diff}

Example:

switch (config)# show tacacs+ pending

PRERIRFEIZ 72 > T 5 TACACSHER T &
ForLET,

ATvT4

(Optional) tacacst commit

Example:

switch (config)# tacacs+ commit

— T — 2 _X—ZAN|ZH D TACACS+ D

REEREZFTas T4 X¥al—ay
WA L ET,

ATy TH

exit
Example:

switch (config)# exit
switch#

REET— FafkTLET,

ATvT6

(Optional) show tacacs-server

Example:

switch# show tacacs-server

TACACS+ Y — OB ELEF R LET,

TACACS+ DERE .



TACACS+ DEE |
B asonzsomE

Command or Action Purpose

R 77 | (Optional) copy running-config FTar 74 Xal—ark, AX—
startup-config Ny arvr7sXal—3gila
Example: E—L %7,
switch# copy running-config
startup-config

=5 )
ASCIl ZREEDEETE
TACACS+ ¥— 3T ASCI k% A F— T M TEET,

Before you begin

TACACS+ % A X —7 /I LET,

Procedure
Command or Action Purpose
R w 71 |configureterminal Jra—r\L Ay 7 4 Fal—g
Example: T—FZBBLES,

switch# configure terminal
switch (config) #

Z 7w 72 |aaaauthentication login ASCIHFSFiEZ A F—7 /M LET, 7
ascii-authentication TV N TIET 4 B—=T IR o TNE
Example: D

switch (config)# aaa authentication
login ascii-authentication

A 7w 7 3| (Optional) show tacacs+ {pending | {RELIRREIC 72 5 TV D TACACS+RRE %
pending-diff} ERLUET,
Example:

switch (config)# show tacacs+ pending

25y 7 4 | (Optional) tacacs+ commit T — 5 ~— AT & 5 TACACS+ D
Example: REERZFETa L T4 F¥alb—vay
switch (config)# tacacs+ commit ﬁ:ﬂﬁ;ﬁ L/§E7f°

R T v 75| exit REE— RERTLET,

Example:
switch (config)# exit
switch#

R T v 7 6 | (Optional) show tacacs-server TACACS+H— RO ELEFR LET,
Example:

. TACACS+ DERE



| TAcACS+ DERE

TacAcss 4—coavy rrangz |

Command or Action Purpose

switch# show tacacs-server

R 7 7 |(Optional) copy running-config FATar7 4 FXal—ark, A¥—
startup-config NP ary74¥al—gila
Example: E—LET,

switch# copy running-config
startup-config

TACACS+ H—/ATPHD T > FEFRIDERTE

TACACS+ —_Ca~ RFr 2R ETEET,

A

Caution

\}

a< 2 R#FFRTHI, T 740 b e—LaEgiva—Yon—L_—2Fr a2 hra—/1 (RBAC)
BT 4 E—T N0 £97,

Note

\}

ary—NEFEAL TNl A5 E, avr FRAET =720 4, R
ERX. v y—nkyvariary— kv arOmFIERTEET, T 74k
TiX, a~>y RFET 740 b GEary—n) By va VHICERESRLTWTH, a3
=y a KL CT 4=V T, avr Y=y arTCavy K E A X —
TIZTBHITIE, T =D AAA I — T FRENICRET DL ERH D 7,

Note

F 7 4L KT, RBMEE~AL TR L Ra~wr ROZ THRICE RSNSOI, HElo Y ThHh
lea— A Ta—PFIHT LI R— FRERSNWTWDH A~y RETTY, a~vy FiFalz A
F—T T B L CiscoNX-0S V7 =7 Tl, 2—HFZEV L ToHLNTWS r— L2
R WPURIGFA~ANLV T B XX THiEICT X TOa~y RRFREINDH L9128 £,

Before you begin

TACACS+ #HZIMC LET,

Procedure
Command or Action Purpose
X 71 |configureterminal Ja—r ) ar7 4 ¥al—i gy
Example: T—FEWBRLET

switch# configure terminal
switch (config) #

TACACS+ DERE .



B ecacs: v—icoa<y rBE0RE

TACACS+ DEE |

Command or Action

Purpose

ATvT2

aaa authorization {commands|
config-commands} {console| default}
{group group-list [local] | local }

Example:

switch (config)# aaa authorization
commands

default group TacGroup

Per command authorization will disable
RBAC for all
Proceed

users. (y/n)?

TACACS+ YV — DR EDKEZa~<
REFR 2R E L £,

commands¥—7 — R&fEHT 5 & J
TDOEXEC 2~ RO Y — A&k

JE T, config-commands ¥ — 7 — K%
FRTETRTDar 74 X2l —

vary avwy RO Y —RAEHRET
xFET,

console ¥ —7U — RNiZ, 2 Y—I)L kv
varoavy R EREL, default
F—U— NI, Fary—ntyia
YOavy R ERELET,

group-list 51%%i2i%, TACACS+ H#—
TN—T DA A=A TEY~72 1
ARNERELET, ZOZNA—TFIZBEL
TWDHHY—NZxt LT, a~vy FiFr o
72D T 7 AR Ed, local 7
XTIE, FAICE—HL B—L_R— 2
T R—=ANEHINET,

local FHix, REINTTXTOH—
N T N—TNOINENE LN -T2
LA, local &7 +—3y 7 5k
LCHRELTWD XIS E
I, T 7/ hDFRIT local T,

TACACS+H— X I N—TD Db &
27—\ 7 FFHEE L TR0
LT RTOY—R T —T DR
DG HINR D T2 A TR NI R L £
R

BT 7 N TEnter F—&M LT
HEDOF T H IV NDOT 7 aEnTT,

ATvT3

(Optional) show tacacst+ {pending |
pending-diff}

Example:

switch (config)# show tacacs+ pending

{REDIREEIZ 72 > TNV D TACACS+ R E S

FRLET,

ATvT4

(Optional) tacacs+ commit

Example:

switch (config)# tacacs+ commit

— BT —Z R_R—ZAN|ZdH 5 TACACS+ D
REEFEAFIATa L 74 FXal—av
WA L ET,

. TACACS+ DERE



| TAcACS+ DERE
TAcACS+ #—itnav > ka0 +

Command or Action Purpose
AT 75| exit Ju—sLar7 4 Xal—a v
Example: E—-FERTLES,
switch (config)# exit
switch#

X 76 | (Optional) show aaa authorization [all] | AAA FFA[EREEERLET, all F—

Example: U—REWRET D L. T 74/ MEDPE
switch (config) # show aaa authorization % é ﬂi?‘*o

A 77 |(Optional) copy running-config FFar T 4 Xal— gk, AX—
startup-config NT v S ar 7 4 Fal—aica
Example: E—LE7,

switch (config) # copy running-config
startup-config

Related Topics
TACACS+ DA X —7 4k (8 X—)
TACACS+ Y — T a~wy RZFEOT A~ (27 =—3)

TACACS+ H—/N\THDIT Y FEFAID TR k

TACACS+ $— T, 2—H|ZxfF b a~> RiFaf2 T A N TEET,
Y

Note ZrmfDIE LWV~ RAXEFELARWE, MEEROEBEMEINMEL 20 £9,

\}

Note test =~ RTIZFFANIC, v VY — A HFRTIEARLS T 740 8 GEar v —n) FREHHL
\i‘g_o

Before you begin
TACACS+ %A F—7 /2 LET,
TACACS+ Vr—N|[Za~ v RFRAIDRRTEENTWA Z L 2R L E T,

Procedure

Command or Action Purpose

AT w 71 |test aaa authorization command-type TACACS+H— T, <> FNizxtt+ 5

{commands| config-commands} user A—FOHFAETF A N LET,
username command command-string

TACACS+ DERE .
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TACACS+ DEE |

Command or Action

Purpose

Example:

switch# test aaa authorization
command-type commands
user TestUser command reload

commands ¥ —7 — NIZEXEC =2+ F
721 & f8E L. config-commands % —
J—RNIary7 4ol —ygrav
YREFERELET,

Note

command-string 5142 AR — 23 & &
AL, ZHESIH/ () THAE
7

Related Topics

TACACS+ O A F2—T Ak (8 ~X—)
TACACS+ — T a~<wr RFROHE (25 2—)

a—F T hH U hEB IO RBAC OFE

.

T2 FEHEAIRIEEDA *—TILbET 4 E—TILiE

FIFNIDA—F— v g rERdMOoa—F—LIcH LT, a2 RIAL 0 L HF—
7z A A (CLI) Ta~y FFARIEEZAZINC LD, M L0352 R TEET,

)

G¥)

FFATRGEZ A R —7 /W LIZHaE, A~y M TS EE A,

FIE

ARV KRFERERETY VY

B8

ATy T

terminal verify-only [ username username]

1

switch# terminal verify-only

av RIFFARGEE A X — 7 W2 LE
T, Zoavr KeEANT5HE, ASL
Toa<y RBFFAI SN THAENE 5 )0
CiscoNX-OS V7 7 = TIZ L5 TR
ET,

ATvT2

terminal no verify-only [ username
username]

1 -

switch# terminal no verify-only

g~y RFFARGEEE 7 4 E—7 M L%
-é‘o

EREO—/ILOA—Y o<y ROHFAE-ITES

Xy MU= EHEIT, MR — LV EAER LT, 2—FRREDa~v Ly FEFTTEL LI
L7 ETTERILIED T D52 EMTEET,

. TACACS+ DERE
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BRO—L01—5 a7 roRTEEs [

MR o — L DN — VB EET HGEE, ROEEFHIIEI RERH Y 7,

e priv-14 @ —/L & priv-15 B —/VIEE TE EH A,

« HAL— V1T priv-0 B — LT IBINTE £,

e priv-0 2 —/LCIILL F D 2~ o RITFIZFFAT & 4vEJ, configure, copy. dir, enable,
ping. show, ssh, telnet, terminal, traceroute, end. exit,

Procedure

Command or Action

Purpose

& A

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—_ ) a7 4 Xal—T g
E— FNLBABLES,

ATv T2

[no] role name priv-n

Example:

switch (config)# role name priv-5
switch (config-role) #

MERR B — VA R— T VETET ' —
TN LTC, Ba—)L a7 (¥ al—
varE—RFERBLET, nglEkic
I, FRHEL LA 0~ 13 OFE CHRE
L9,

ATvT3

rule number {deny | permit} command
command-string
Example:

switch(config-role)# rule 2 permit
command pwd

MR — LD —H a< o R L—/L%&
HELET, INHDONL—LT, 22—
WA EDa~ Ly ROFEITEHFAET-
ITHESLET, B— T LT RK256 D
IV—IVERETETET, L—ILEEIC
Lo T, A EH S NAIRFDRE
DET, —WIRIETEA S ET,
e zIiE. 1 oD — LR3I HOD)L—/L
R TWAEE, —L 33— 2
XV HENCEA S, — 21—
1 Xy bEiz#EAINET,
command-string 51802 iE, 223 AN— X
EEDDHIENTEET,

Note
MERRAOEI T Zoa~<r Rak
NIRLET,

ATvT4

exit
Example:

switch (config-role) # exit
switch (config) #

o—)L a7 4F¥al— gy EF—NR
ERTLET,

TACACS+ DERE .
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TACACS+ DEE |

Command or Action

Purpose

ATvT5

(Optional) copy running-config
startup-config
Example:

switch (config) # copy running-config
startup-config

FlTar 7 4 Fal—rarh, AX—
Ny ar7 4 Xal—rgila
[:0_ Lij—o

Related Topics
a—H 1m0 — /LB L UUL— L OIERL

TACACS+ H—/N\FE =T H—NHFIL—TOFEFHE=-42 Y 45

TACACS+ Y — R E /TP — R Fh—FI, FETT AR A vt —V%EETEET,

Before you begin

TACACS+ & A X —7 W LET,

Procedure

Command or Action

Purpose

ATy T

test aaa server tacacs+ {ipv4-address|
ipv6-address | hostname} [vrf vrf-name]
username password

Example:

switch# test aaa server tacacs+
10.10.1.1 userl Ur2Gd2BH

TACACS+H— 2T A b A vt —V%
BE LT Z RS L £,

ATy T2

test aaa group group-name username
password
Example:

switch# test aaa group TacGroup user2
As3He3CI

TACACS+H— N T N—TFIZT A b A v
U EE LT EMERELET,

Related Topics
TACACS+ H— N R A NDOFHE (8 2—)
TACACS+ Y—% )L —7 0O E (13 2—)

TACACS+ DT 1« E—TJJL1E

TACACS+ #F 4 E—7 Mz TxF1,

A

Caution

TACACS+ %27 4 =T NCT 5 &, BETEZTXTORENHEICEEINET,

. TACACS+ DERE
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Procedure

Tacacs+ —nE=2 >5[}

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—ary7 4 Xalb—g v
E—RFZRBLET,

ATvT2

no feature tacacs+

Example:

switch (config)# no feature tacacs+

TACACS+ #F 4 &—7 VI LE T,

ATvT3

exit
Example:

switch (config)# exit
switch#

RET— R TLET,

ATV

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FiTar74Xal—vark, AX—
FF a7 4 ¥al—vgla
vE—LEd,

TACACS+ H—/\DE=AZR )T

Cisco NX-08 T /34 ZABMEEF L TS TACACS+ — DT 77 4 BT 4 1T 558 %
T HTEET,

Before you begin

Cisco NX-OS 5314 Z®D TACACS+ Y —_"ZHE L FT,

Procedure

Command or Action

Purpose

&

show tacacs-server statistics {hostname|
ipv4-address | ipv6-address}
Example:

switch# show tacacs-server statistics
10.10.1.1

TACACS+ #itEHR ez Rz R L E T,

Related Topics

TACACS+ ¥— 3 78 A h DR IE

(8 2—2)

TACACS+ DERE .



TACACS+ DEEE |
B cacs: v—wEtEgO s U 7

TACACS+ YV — NiREHE#RO 7 V7 (32 3—2)

TACACS+ —/\ifETIREHRD Y U 7

Cisco NX-08 T /34 ZAMERF L TS TACACS+ — DT 77 4 BT 4 IZEHT 558 %
ForLET,

Before you begin

Cisco NX-08 T /34 2D TACACS+ V—_ZHE L E7,

Procedure

Command or Action Purpose

R T 71| (Optional) show tacacs-server statistics | Cisco NX-0S /XA A TACACS+ H —
{hostname | ipv4-address | ipv6-address} NEEHER R E R LUET,
Example:

switch# show tacacs-server statistics
10.10.1.1

R Fw 72 |clear tacacs-server statistics {hosthame| | TACACS+H— \¥istiEH s 27 V7 LE
ipv4-address | ipv6-address} +.
Example:

switch# clear tacacs-server statistics
10.10.1.1

Related Topics
TACACS+ #—/ 3 R A FOFRE (8 ~—)

TACACS+ D% TE DHERR

TACACS+ OFREZFRTHITIL. ROWTNLDIEEEZITWVE T,

av> Uk ]3]

show tacacs+ { status | pending | Cisco Fabric Services ® TACACS+ i% & D AT R,

pending-diff} ORI FEEE FR LET,

show running-config tacacs [all] FfTar 74X 2L —3 3 D TACACS+ XK E %
FRLET,

show startup-config tacacs AR —=KT T a7 4F¥al—arD
TACACS+#HEE R~ LET,

. TACACS+ DERE
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tacacs+ o

avw vk =EL:g]

show tacacs-server [host-name| ipv4-address | 25 & 3 & D 3T D TACACS+ P — 3D /85 X —

| ipv6-address] [directed-request | groups| | » %37 L £ 4,
sorted | statistics]

TACACS+ )% 7 5l
KIZ, TACACS+ — N FRA MBI —R I NV—T2RETHHERLET,

feature tacacs+
tacacs-server key 7 "ToIkLhPpG"
tacacs-server host 10.10.2.2 key 7 "ShMoMhT1"
aaa group server tacacs+ TacServer
server 10.10.2.2

WIZ, A~y FEFARRGREZ e L TR 2812 R L &£

switch# terminal verify-only

switch# show interface ethernet 7/2 brief
%Success

switch# terminal no verify-only

switch# show interface ethernet 7/2 brief

Ethernet VLAN Type Mode Status Reason Speed Port
Interface Ch #
Eth7/2 1 eth access down SFP not inserted auto (D) --

WIT, priv-SUL LD — L EZFFOT R TO—WF R pwd 2~ REETTED L HICT H61%
%Lij‘o

switch# configure terminal
switch(config)# role name priv-5
switch (config-role)# rule 1 permit command pwd

I, priv-5 A D 7 — /L & FFOF T O —H 73 show running-config 2~ > R&ZF{TT&E 7
WEIICT A ERLET, £ Z0a~vr FEITTHHERZ priv-0 1 —/L2s b IR %
VERHY £, KIS, 2= bpriv-5 TZ DI~ REFA L, priv-s L EOm—L &2 Fo2—
PILZDa~y REETTLHRDMEGIND LT OMERHY 7,

switch# configure terminal

switch (config)# role name priv-0

switch (config-role)# rule 2 deny command show running-config
switch (config-role)# exit

switch (config)# role name priv-5

switch (config-role)# rule 3 permit command show running-config

TACACS+ DERE .
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switch (config-role)# exit

RDEx

TACACS+ DEE |

INT, =N TN —THEDTAAA BT RNERETE L1220 £9,

TACACS+ [ZR89 % EMIFER

Z 2 TlE, TACACS+ OFEEEIZEAT 2 BMERIZ OV T L E T,

ESPERES

X=-aF7ILAR3A LI

Cisco NX-OS © T A & A

[CiscoNX-OS 7 A & A A K]

VRFa2 7 42l —3

> | [Cisco NX-OS 9000 Series NX-OS Unicast Routing Configuration
Guide]

m

i
SR E

54k
v

ZOWRERTY R — N INOIHHOFEEE L IIETINTBEEIHY A, F2, |—
BFEOEEOY R— FMIELESN T ER A,

MB®D!') >y

TACACS+ 2 BH# 3% MIB

PR—=FENTVWDIMIBERKRBIOF 7 m— RT5(2F, K
DOURLIZT 7 EALTL X,

ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html
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