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MNA[RETT, T 7N T, A—b X2V T 41370 —rVUIT 4 B—T IR >TWE

j‘o

R—=b X2 VT 42T 4 =TT DHE A F—T =2 ADTRTOR— K EF 2
TAREVIENZRVES, R—hEXFa2 VT 4270 =V T 4=k DL, T
TOR—K X2V T 4 REVKDOILVET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

T — VR EE— RE2BRBLET,

ATvT2

[no] feature port-security

Example:

switch (config)# feature port-security

=t txa2VT4 &7 m—rULTA
F—T ML LET, nod T 3 EE
HAT2LER—b X2V T 01372 —
SIS E T,

R—rtxauTs0%E [



B o v s—ozqrizmTak—t XU F 4D F—TUEELRT £—T L

K=k £¥2UT10HE |

Command or Action Purpose

R T 73| (Optional) show port-security N—=h X2 VT A DRAT—H A %R
Example: RLET,
switch (config)# show port-security

R w 7 4 | (Optional) copy running-config EHTar 74 X=a2lb—varkr, AX—
startup-config hFyFarz Fal—vavica
Example: E—LEd,

switch (config)# copy running-config
startup-config

LAN2A4 3 —T A R/ T HHR—btEXa)ToDAR—TIL
ItEf=lET 14 E—TILE

Procedure

LAY 2A A —T oA RIK LTR—FEX2 U T A EEDA X —T UL EZIZT 48—
JALRHERETT, T 74N Tl A—F X2V TF 4 13T TOA v F—T =4 A TTF 4
v —7 NV CT,

AV B—T A ZADR— X2 VT 42T 48— NZTEELE, FOAL L E—T A AZADT
RCDAA FR—=FDKR—F X2 T A BRENRKDLIET,

Before you begin
R—=h X2 VT 4B m—VUIA X =T SN T DRERH Y 7,

LAY 24—V Ry b AL E =T 24 ANRFR—=F F¥ RNV AL EZ—=T 2 A ADALXNTHD
BAE. LAY 24—V Ry P AL E—T oA RZKHTHR—F BF 2T 4134 RX—TLF
T =7 M TEER AL

X a2T LA Y2HR—F F RNV A F =T 2 ADA L NONTDDHR— K X2
FTAPA RZ—=T MRS TVDEAE, BICR—F Fr RN A F—T 2 ZAnSEF 2T A
YN —= R T _NTHIBRLRWIRY | £OR—F Fr VA FZ—T =2 ADHR—F EF=
VFr 4T 48— TEERA,

Command or Action Purpose
R w71 |configureterminal Ja— " ERTE— REBE L ET,
Example:

switch# configure terminal
switch (config) #

ATy T2 ROWTN IO av L REANLES, |A—F X2 VT 0 2%ETHA—V
« interface ether net slot/port Ay b AT —=T =g AFTFA— b
F XN A LS T = ADA S —

B f—rExauTs0HE
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AFAYEMACT FLR 5—=2 504 %—TLitEREF£—Tn [

Command or Action Purpose
« interface port-channel T AT 4 F¥al—T3g 0 F—
channel-number REBELET,
Example:

switch (config)# interface ethernet 2/1
switch (config-if) #

R T 73 |switchport FDOAHE =T 2 Al LAX2A
Example: B —T oA AL LTHELET,
switch(config-if)# switchport

Z 5w 7 4 |[no] switchport port-security A B =Tz A ALETHER—F X2V
Example: T4 A F—TMILET, not v e
switch (config-if)# switchport V%ﬁiﬁﬁ'ﬂ—é&\ DA F =Tz A
port-security DFR—F X2 T DT 4 E—T L

2720 £,

2w 75 | (Optional) §r1ow running-config R—h X271 ORELRRTLE

por t-security 5.

Example:

switch(config-if)# show running-config
port-security

25 7 6| (Optional) copy running-config FITar74X¥al—vark, AY4—
startup-config Ny a7 44Xl — g 020
Example: E—LET

switch (config-if)# copy running-config]
startup-config

ATAYEXEMACT7 FLRS—=25DA4 2—TI)IVILERIET 14—

7L

A EBE—T 2 A ADAT L Y FMACT RL XA S5—=0 7 %F 4 B—TVERITA R—TNIC
BETEXFET, AT 4 vXFBET 4 =T NITTHL, FOAL L E—T oA AIXAFT I
JMACT FL A F—=v2 (F7x+V 03 EHFR) TR £,

TITFHNVETIE, AT 4 vFMACT KL R F—= 7137 48— L TT,

Before you begin

R—br X2V T AN 0= A R =T LSRN TV D RERH Y 7,

R—rtxauTs0%E [
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Procedure

K=k £¥2UT10HE |

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja— " UERE— REBR L ET,

ATvT2

ROWTNPDa~ L R AT LET,

« interface ethernet slot/port
« interface port-channel

channel-number
Example:

switch (config)# interface ethernet 2/1
switch (config-if) #

AT 4 vFMACT RLAR F—=0 T %
RETHA L E—T A ADA L H—
TxA A A7 4FXalb—ay ET—
NZBRtE L ET,

ATvT3

switchport

Example:
switch (config-if)# switchport

TDA L F =T =2 A%, LAT¥2A
H—=T7 A AL LTRELET,

ATvT4

[no] switchport port-security mac-address
sticky
Example:

switch (config-if)# switchport
port-security mac-address sticky

FOALUHE—=T 2 A ADAT 4 %
MACT RV AR T —=2 7% A 33— )b
WCLET, nod 7o a2+ 3 &
2T 4 vFEMACT RL A T —= TN
NI £,

ATvTh

(Optional) show running-config
port-security
Example:

switch (config-if)# show running-config]
port-security

R—Ftx2UT 4 ORELFRLE
ﬁ—o

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config-if)# copy running-config]
startup-config

FiTary 74 Fal—rarr, AX—
NPy a7 X2l —g42a
[:O_Lij—o

ARA—TTARDAEIT4 v X227 MACT FLRADEM

LAXY2A A =T 2 A ARAAZT 47 BXa2T MACT RLAZBINTEET,

B f—rExauTs0HE
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Procedure

\)

48— 14 ZADRAT 49y tx 27 MACT FLznEm ]

Note

MACT7 RV AMEBDA v H—T 2 A ATEF 2T MACT RLATHBES., FOMACT

RLARTTIZEF2T MACT RLALRSTWNWAHA U A —T 2 ANGLED MAC T KL
2AHEHIERTDHET, FOMACT RLAZAZT 4 v 7 EX2T7 MACT RL 2L LTHIDA
VH—=T o ABINT A EiITTEERA,

TIANVETIE, A VX =T 2 RAZT 4 v 7 BX2T MAC 7 RLAEIRESNEY

A/o

Before you begin
R—=F X2V T4 BT 0 =LA F—T ML ENT WD SERH Y £,

A B =T 2 ADEXF2T MACT FLARKREICEL TWRWI L 2R LET, LIEIZ
LT, BX 2T MAC T RLAZHIBRT B0, £V F—T 2 ADKKT RUAEEEET

TET,
Command or Action Purpose

R w 71 |configureterminal Ja— "\ E— REBG L ET,
Example:
switch# configure terminal
switch (config) #

ATV T2 ROVTrDa~vy REANLET, [HBELEA LV E—T oA ADA 4 —

« interface ethernet slot/port ?14;2 AT A X2 A T
- interface port-channel FaRE L ET,
channel-number

Example:
switch (config)# interface ethernet 2/1
switch (config-if) #

R Fw 73 |[no] switchport port-security mac-address| BifED A > X —T = A ADFR— h ¥ =
address [vlan vian-1D] U7 AIWCAZT 47 MACT RL A%
Example: RELET, TOT RLANLD hT
switch (config-if)# switchport T4 w7 EHAT A VLAN 2R ET 5
port-security mac-address %/E]\&j\ vian ¥—U— R&ZFH L F
0019.D2D0.00AE

ﬁ—o
Z 5 7 4 | (Optional) show running-config Rk Exa T ORELRTLE

port-security

Example:

switch (config-if)# show running-confid]
port-security

‘@’_‘O

R—rtxauTs0%E [
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K=k £¥2UT10HE |

Command or Action

Purpose

ATvT5

(Optional) copy running-config
startup-config
Example:

switch(config-if)# copy running-config
startup-config

FlTar 7 4 Fal—rarh, AX—
Ny ar7 4 Xal—rgila
[:0_ Li‘ﬂ—o

AVBR—TITARADAET4 Y9 52127 MAC 7 kL XADHIK

LAVY2A LV H—T 2 A ADAET 4 v 7 X227 MAC T RLURAEHIBRTE £9,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

7 — SRR — R Blia L7,

ATy T2

wKOWTNIHDa~<wy RE AT LET,

« interface ethernet slot/port
« interface port-channel
channel-number

Example:

switch(config)# interface ethernet 2/1
switch(config-if) #

AB2T 47 BX2T MACT KL A%
HIfR G2, v X —T oA ADA X —
T2 A a7 4 Fal—g ) F—
K&BtB L ET,

ATvT3

no switchport port-security mac-address
address

Example:

switch (config-if)# no switchport
port-security mac-address
0019.D2D0.00AE

BIEOA B —T 2 A ADKR— ¥ =
UTAMOASLT 47 X 27T MAC
T RLURAEHIBRLET,

ATv74

(Optional) show running-config
por t-security
Example:

switch (config-if)# show running-configd]
port-security

R—hFtxF2UT 4 ORELFRRLE
—g—O

ATvT5

(Optional) copy running-config
startup-config
Example:

switch(config-if)# copy running-config
startup-config

FiTar74Xal—vark, AX—
Fr T ar7 4 ¥al—ygla
v—LEd,

B f—rExauTs0HE
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AT4vF Fa27 MAC 7T kL ADHEIBR

FIE

AT A4 vFEXF2TMACT FLAZHIBRCTE £, OB, HIFRT 57 RLANRERE

AT 4 vx t£H217 MAC T FLXDHIRKR .

shT

WAL B —T A AT, AT 4 v FXFHFROT RLRAFEEEZ—HICT 4 B—T7 ST A %LE

NV ET,

1R BHHIIZ

R—brF2 VT4 BT 0=V X =T MMEESNTWDORERDH Y £7,

ARV RFERETIVa Y

=)

R T 71 |configureterminal Ja— " ERTE— REBE L ET,
fl
switch# configure terminal
switch (config) #

ATy T2 RONTN PO~ REATLET, | AT 4 vF X227 MACT KL R &H|

« interface ethernet slot/port @T’Lé%\/&—?:n%%@/r‘/&_%l
« inter face port-channel A 7; AT FalmVa s T RE
channel-number idA L £

f1
switch(config)# interface ethernet 2/1
switch(config-if) #

R 73 |noswitchport port-security mac-address | 4 o % —7 = f ZD AT 4 v X MACT
sticky RLR SG—=2 %7 4 =7 Mz L
#l - £, UL, A F =Tz A AD
switch (config-if)# no switchport 7\?4 ‘y'\«?“TZﬁFz_TMACT }\\‘1/275§‘
port-security mac-address sticky HAFI v 7 X227 MACT RL AT

BRI ET,

Z 7w 7 4| clear port-security dynamic address BELEAATI v £% 2T MACT
address RLUAZHIBRL £,
fi
switch (config-if)# clear port-security]

dynamic address 0019.D2D0.02GD
ATv 75| ({£E) show port-security address X 2T MACT RLAZFIRLET,

interface {ethernet dot/port | port-channel
channel-number }
1 -

switch(config)# show port-security
address interface ethernet 2/1

HIR U727 FLRAERENET A,

R—rtxauTs0%E [



K=k X2y 740%E |
B 5 rzv5 exa7macT FLzOBIR

ARV RFEREET7TOVa Y BHY

RTv 76| ({EE) switchport port-security FDALE—T 2 ADAT 4 v F
mac-address sticky MACT KL 2 5—=1 7 % A F—
5l - T LET,
switch(config-if)# switchport
port-security mac-address sticky

FAL4F2vY %27 MAC T kL XDHI

HAFI v ZIFEENT-EF 27 MAC 7 RLAZHIBRTX E4,

Before you begin

A=K X2V T4 BN 00—, F—TILENTWELENDH D £7°,

Procedure
Command or Action Purpose
X 71 |configureterminal Jra—r\L Ay 7 4 Fal—gy
Example: T—FEBRLET

switch# configure terminal
switch (config) #

R w 72 |clear port-security dynamic {interface FAFI 7B INEEX 2T
ethernet slot/port | address address} [Vian | vac 7 R L % 25 L £ 4. ko Hik
vian-ID] THRETE £,

Example: # interface ¥ — U — R&MHT5 L, 45
switch(config)# clear port-securit = SN — S 27 N
dynamic interface ethernet 2/1 ! *T:Lf;/r /§ 71/{7\‘(&/{_}‘\ 77

I ENTET RLUARTRTHIERS R
i—a‘o

address ¥— U — F&#EHIT5 L. 5 €
LIEH DX A F Iy 75FR/T RLAMR
IS EJ,

BED VLAN OF7 R L A &2HIBRT 5 &

N a~ FIZHIBREZ X 512iE, vian
F—U—RFEFEHLET,

AT 7 3|(Optional) show port-security address |t =27 MAC7 FL 2% F R LET,

Example:

switch (config)# show port-security
address

B f—rExauTs0HE
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mac 7 kL zoBxsonz ]

Command or Action Purpose
R 7 4 | (Optional) copy running-config FTar 74 Xal—ark, AX—
startup-config "Ny arvr7sXal—3aila
Example: E—L %7,
switch(config-if)# copy running-config
startup-config

MAC 7 RLRADERKBDKTE

LAXY2A U H—T oA ATHEEABERMACT RLVAEITIAXT 4 v 7 IR E ATHEZR MAC
T RUVAORKREEZHFRETCEET, LA Y24 X —T7 A A LD VLAN BN TH MAC 7 K
VADRKREEFHECTEET, A2 — T2 AHETEZDHHRKT FLUAHIE 1025 TF,
AT ADRERT R AHIE 8192 T,

FIFNLINTIE, EA v E—T 24 ZADEF 2T MACT RLADREKKIZ1 TF, VLAN I
X, X =27 MACT7 RLREDOTFT 7 5V bORKEIZH Y 5 A,

\)

Note (25 —T 2 A RACTTTIZFFEINTNDET RLABEIEIA L E—T 2 A AR T 4 v
WCRESINTZT RUABED /NS WEERRBICIEET DL, 71 A X2 0avr FEE
HLFET, ¥4I v 7 HFXRTEEEINZT RUAZTXCTHIBRT 512i1E, shutdown 35 L O
noshutdown =2~ RZEHL T, A1 ¥ —T oA AZFHEB L ET,

Before you begin

Re kB Fa )T 4RI B U Z—T LSRN TV D LER D D £7,

Procedure
Command or Action Purpose
A7 71| configureterminal Ju—r S UHERRE— R Bita L £,
Example:

switch# configure terminal
switch (config) #

ATy T2\ koI Oa~v REANLET, (A X =Tz AT 4 Fal—T3
« interface ethernet slot/port ¥ E— Fahitn L E9, dot id, MAC
« interface port-channel T RVADRRBEREST oA 4 —

channel-number 7z A ATY,

Example:

switch (config)# interface ethernet 2/1
switch(config-if) #

R—rtxauTs0%E [



K=k £¥2UT10HE |
B 7o sqisrvmmeness

Command or Action Purpose

R 7 3 |[no] switchport port-security maximum |BiZED A & —T7 = A A THFEA[FE/
number [vian vian-ID] MAC 7 KL REF AT 4 v 7 17
Example: EFHEZE MAC T R L 2 D KA 3% E
switch (config-if)# switchport LET, BZh7e number DS ETE 1025
port-security maximum 425 <7, no T a v EERTAE .

MAC 7 RV ADJRKENT 7 /v ME
1wty bE&nEJ,

AR AT 5 VLAN 2 5E T 548
AlZ, vlan F—U—FEFEHALEI,

AT 7 4 | (Optional) show running-config A—htEXa )T ORELZRRFLE
port-security +,
Example:

switch (config-if)# show running-confid]
port-security

R 75 | (Optional) copy running-config FTarv4FXal—vark, AF4—
startup-config NPy a7 4 Xalb—vgila
Example: E—L £,

switch (config-if)# copy running-config]
startup-config

FRLRI—=DUT 34 TELUREZERET S

MACT7 RV A ==V 70X AT EHMEHRETEET, T AF, ¥4+ v 7 5T
FEINIEMACT RLARZ—Y JHRICEZET AR 2 HM T2 DIl b ORTEE
R LET,

TIANNDT—V T A A TR — D T,
TIANNDE—=T 07 XA KT05 (2= 73S <7,

Before you begin

= EXa VT4 BT B VHCEMC SN TODRERD D £7,

Procedure
Command or Action Purpose
R T 71| configureterminal 7 a— Ve — R BB L ET,
Example:

switch# configure terminal
switch (config) #

B f—rExauTs0HE
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b EFay T4 OB

FRLR I—2uy 84 T sunmeiEss [

Command or Action

Purpose

ATvT2

ROWTNNDa~y Re AT LET,

* interface ethernet slot/port
« interface port-channel
channel-number

Example:

switch (config)# interface ethernet 2/1
switch(config-if) #

MAC == 7 DX A 7 L Wi &R E
THALHE =T oA ADA L H—T = A
A ary74Fal—var ET— e
BLET,

ATvT3

[no] switchport port-security aging type
{absolute | inactivity}

Example:

switch(config-if)# switchport

AT Iy Z7IFEENTZMACT R

AT NRA AR T D=7 ¥
ATEBRELET, nod 7T 3 &l
HT2L, == 7 XA TRT 7 4

port-security aging type inactivity /L/bﬁﬁ (%@jﬁg;——i};/jf> 2y hX
NET,
X 7 4 | [no] switchport port-security agingtime | %4 3 v 7 |28 KN7=-MACT F L

minutes

Example:

switch (config-if)# switchport
port-security aging time 120

AN Ry FINDHETOT—T T
KA DESYEN TERELET, minutes
DI KRAEIZ 1440 T, noA 7 v a v %
ERTHE, ==V T XA LDBT T
IWVMETHDH0 (m—T 0 T3 |
Uty hanEd,

Note

Cisco Nexus 9200 35 &2 TV9300-EX 2 U —
XA v FDOGE, WRESNLZ—Y
VT EANIERR2DGENESS D
ERHVET, Lz, =—Tr T
A LENFICHETDHE, ==V 7
UMINT T4y BMEIELTHE 10
— 2 H5BICRELET,

ATy TH

(Optional) show running-config
port-security
Example:

switch (config-if)# show running-confid]
port-security

A= tF2UT7 4 ORELFRRLE
R

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config-if)# copy running-configd]
startup-config

a7 4 Xal—Yark, AX—
Ny ary74F¥alb—vgrila
to"—'[/ij—o

R—rtxauTs0%E [



B o7 arBonzomE

X2 TAERFOLEDERE

X2 VT A ERPRE LG BICT AN, ARETT DR AR ETEET, ERFOLIE
FE A= b EF2 VT 42X =T N A =T oA AT LITRETEET,

TN EOEF2 YT AL TIE, EF 2V T AEXNBEELLER— IR Yy y hF TS

nE7,

Before you begin

Re kB Fa VT 4RI B U A X =T LSRN TV D LER D D £7,

Procedure

K=k £¥2UT10HE |

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja— T — &R L ET,

ATvT2

TONWT RO a<wy READLET,

* interface ethernet slot/port
« interface port-channel
channel-number

Example:

switch (config)# interface ethernet 2/1
switch (config-if) #

X a7 4 EXRFOREZRET DA
VHE—T 2 ADA L H—T A A 2
V74Xl — gy ®—FERBL
£7

ATvT3

[no] switchport port-security violation
{protect | restrict | shutdown}
Example:

switch(config-if)# switchport
port-security violation restrict

BUEDA B —T 2 A ADFR— ¥
VT 4128 F 2 U T 8RO 2 5%
FELET, nod 7 a v alifldse,
B OIERINT 7 40 Ml (A 2 —
TxAADY vy M) IZVEY B
SNET,

ATvT4

(Optional) show running-config
por t-security
Example:

switch (config-if)# show running-configd]
port-security

R—bFtxF2UT 4 ORELFRLE
—g—o

ATvTh

(Optional) copy running-config
startup-config
Example:

switch (config-if)# copy running-config]
startup-config

FiTar74Xal—vark, AX—
FPyFar7 4 ¥al—ygla
vE—LEd,

B f—rExauTs0HE
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-t wxau7sogEorz

R—b X)) T 1 DEREDHESE

R—hEFx2) T4 OREFRERTT 2ITE. ROWTNPOEELITNET,

av v R ]3]

show running-config port-security AR—F X2V T A OBREEXFRRLET,

show port-security TNRAADHR—F X2 VT A DAT—H A KR
LET,

show port-security interface DA A —T 2 ADKR—F X2V T 4 DR

T—HARFIRLET,

show port-security address TX2T MACT RLAEZRRLET,

show vpc consistency-par ametersvpc id | i J7 0 vPC &7 DRETE & HER L £,

X217 MACT FLRADRTR

X =27 MAC 7 FLA%ZFRT 5HIZIE, show port-security address =~ > R&fEH L £,

R— kX271 DETEH

WITTRTHNL, VLAN E A v B —T oA ADEF 2T 7 RLARKENIBEIN TS A —
Y2y "2 A H =T 2 ADKR—F X2 VT ARETT, ZOBDA X —T7 A AT
N7 o7 R— T, EREEOLIT Restrict (HIFR) ITERE SN TWET,

feature port-security

interface Ethernet 2/1
switchport
switchport port-security
switchport port-security maximum 10
switchport port-security maximum 7 vlan 10
switchport port-security maximum 3 vlan 20
switchport port-security violation restrict

VWPC FA A VTOR—k X2 T 1 DEREH

WIZ, VPC RAAL LV TVPCET EOR—F vX2 VT 4 %A X—7 /W L TRET D627
LET, BHDAA v FNTITA~<UVVPCET THY ., 2FBDAAL v F Nt H &Y vPCE
TTCT, AAYFTR—bEFa2 VT 4 ZFET DHAN, vVPC KA EERK L, vVPCET Y
VU BRSNS SN TWD Z L AR L E T,

R—rtxauTs0%E [
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Bl : WALAR—FTOR—bFEF2UT4D

K=k £¥2UT10HE |

I

ax &

primary switch(config)# feature port-security
primary switch (config-if)#
primary switch(config-if)#
primary switch(config-if)#

primary switch(config-if)#

config-if) #

primary switch(config-if)#
primary switch(config-if)#
primary switch(config-if)#

(
(
(
(
(
primary switch(
(
(
(
primary switch(config-if
primary switch(config-if
secondary switch
secondary_ switch
secondary switch
secondary_switch
secondary switch
secondary switch

)
)
)

#
#

int el/1

switchport
switchport
switchport
switchport
switchport
switchport

port-security
port-security
port-security
port-security
port-security
port-security
switchport port-security mac-address 0.0.1 vlan 101
switchport port-security mac-address 0.0.2 vlan 101
copy running-config startup-config

max 1025

violation restrict
aging time 4

aging type absolute
mac sticky

config) # feature port-security
config)# int e3/1

config-if) #
config-if)#
config-if)#
config-if) #
secondary switch (config-if)#

switchport port-security
switchport port-security
switchport port-security
switchport port-security
switchport port-security

max 1025

violation restrict
aging time 4

aging type absolute

secondaryy switch(config-if)# switchport port-security mac sticky
secondary switch(config-if)# switchport port-security mac-address 0.0.1 vlan 101
secondary switch(config-if)# switchport port-security mac-address 0.0.2 vlan 101

(
secondary switch (

Bl :vPC Ly T EDR— b EF2)T1 D5

config-if)# copy running-config startup-config

=JL ==
ax ;&

primary switch(config)# feature port-security
primary switch(config-if)#

primary switch (config-if)#
primary switch(config-if)#
primary switch(config-if)#

primary switch (config-if)#

config-if) #

primary switch(config-if)#
primary switch(config-if)#
primary switch(config-if)#

primary switch(config-if

(
(
(
(
(
(
primary switch(
(
(
(
(
primary switch (config-if

)
)
)

#
#

int pol0

switchport
switchport
switchport
switchport
switchport
switchport
switchport

port-security
port-security
port-security
port-security
port-security
port-security
port-security

max 1025

violation restrict

aging time 4

aging type absolute

mac sticky

mac-address 0.0.1 vlan 101

switchport port-security mac-address 0.0.2 vlan 101
vpc 10
copy running-config startup-config

secondary switch(config)# feature port-security
secondary switch(config)# int polO

(
(
secondary switch (
(
(
(

config-if) #
secondary switch (config-if)#
secondary switch(config-if)#
secondary switch(config-if)#
secondary switch (config-if)#

switchport port-security
switchport port-security
switchport port-security
switchport port-security
switchport port-security

max 1025

violation restrict
aging time 4

aging type absolute

secondaryy switch(config-if)# switchport port-security mac sticky

secondary switch(config-if)#
secondary switch (config-if)#
config-if) #
secondary switch(config-if)#

(
secondary switch (
(

B f—rExauTs0HE

switchport port-security mac-address 0.0.1 vlan 101
switchport port-security mac-address 0.0.2 vlan 101

vpc 10
copy running-config startup-config
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MIB
CiscoNX-OS 3R — bk X 2 U F (1ZB L THAIY HHD SNMP #H KR —F L TWET,

MiB MIB®D Y %
CISCO-PORT-SECURITY-MIB MIB Z 55 KUY 7 v m— 35121k, ko
Note URLIZT Z7EALTLEE,

N7 w7 EF 2T MACT R L ADE | hitps://snmp.cloudapps.cisco.com/Support/SNMP/do/
KOBIENZDONTHR— F S TWET, | BrowseMIB.do?local=en&step=2

VXLANEVPN ODR— bk 22 !) 74 HR—

DV g3 TiE, VXLANEVPN DR — h % 2 U T (O TIEICOWTHBAL
ﬂqo

VXLANEVPN D R— bk X2 1) 74 H7R— MZBEAT B FEEIE &
i)
VXLANEVPN DR — kX 2 U T ¢ Yi— MIETAEEFHE S HNFEZKIRLET,

* Cisco NX-OS U U —A 103(3)F LARE, L2 AR—k % = U7 ¢ #EAEIL. Cisco Nexus
9300-EX/FX/FX2/FX3/GX/GX2. 9408. 9332C. 9364C ® VXLAN BGP EVPN (> v 7/ /v
VTEP) THHR— SN FET, 9700-EX/FX/GX T A > 71— R&# & L 7= Cisco Nexus 9500
AA TN, ROBIRNH Y £,

e BH—DOVTEP V) 22— a b OHENYR—FEINFET, 27ZL. EF=2T7 MACEE
U7 41X VXLAN BREE CIE VR — M S EH A,

* Cisco NX-0OS U U —Z 10.3(3)F LA, IPv6 7 % — L A %, Cisco Nexus
9300-EX/FX/FX2/FX3/GX/GX2 AA v F I LN 9700-EX/FX/GX 7 A J1— RE#HEH L=
Cisco Nexus 9500 2 A v FIZHB W T, VXLANEVPN DR— K ¥ = U5 ¢ (BE— VTEP)
THR—bENET,

e AR=hFEX2UT 41K, 777 Vv 7 BTV T TIEYR—FINLTOERA,
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https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseMIB.do?local=en&step=2
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L2 AR—F BX 2 VT A HERENE NN o TWAIE ., ROBMENBIZ SN ET,

s E¥ 27 MAC 3§ MAC & L CiEfE &4, U E— K VIEP TIX#EH MAC & LT
WEENnET, Lo 7T, VE— FVTEPL@tﬂEJTMAC%&W%i v 7 MAC
ELTHEEHLED E32RADBHLYE (AL MAC ZROEEOH 5B A N3 FIA

T) . FAUIRHIESvET,

HN L7 MAC (2 restrict 47" 3 URBRE SN TWDEHE, b OEKR L7 MAC
I¥ staticdrop £ h &M L CEFEENES, UE— b VIEP TIiX, MAC I35/ F
Ow FTHRENDTZD, VE—RVIEP DL INLDHRAMINT 7 4 v 7 BkE
Lko2&d45L, UE—FVIEPHK TRy 7SN ET,

O —HVOFEIMAC L X =27 MAC Dl TINAT 4 vF— Yy hEFEHALTT 7
T 7T RREARXENAT=D, UE— FVIEPIZOWTIL, U E— FEEFIMAC
NEX2T MAC F72ITHPIMACDOELE LD VIEP 6D HL D TH - THEWIELH
D FHA,

O—)v AET 4 BT TICHEETDHIHEIEL. VE—F XX T 47 (BF=aT
FRFRAET v 7)) Ko bELSNET,

MAC 2% L Cr—h Vv Tifrbiztdx 2 U T 4 OREITHESNWT, v—7h /L VTEP
MNHT7 77V 7 ~ODEXxa7 R— FTFEINT MACIZEE O EHNFIET H ]
BEMENH U T30, MAC D& X2 7 s BfEEr—h B IO £—h
VTEP T—E L TWET,

X 27 MACDinactivity [EZfRETE £3, 7277 4 ET 4 206, BF =T
MAC [FHIBR S, EF 27 MAC R A MIBIOR— MIBEITHZ LR H 0 £7,

VXLANEVPN D7R— bk %2 !) T4 YR— bDOFER

VXLANEVPN ODFERRAFRO R — X2 U T 4 bR — hEFRRTDHIZIE, ROWVTAND 2
~ U REANLET,

avy kR EL:y

show running-configinterface<interface-name> | [ o % —7 = 4 ZDOFEITHORER EF R L E
j—o

show port-security R b )T o HRERERT LET,

show running-config interface 2 < > F D4

switch(config-if)# show run inter el/48

!Command: show running-config interface Ethernetl/48

'Running configuration last done at: Thu Feb 16 08:39:43 2023
!Time: Fri Feb 17 06:07:33 2023

version 10.3(3) Bios:version 01.08

interface Ethernetl/48
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switchport

switchport mode trunk

switchport trunk allowed vlan 200
spanning-tree port type edge trunk
switchport port-security maximum 1025
switchport port-security

no shutdown

switch (config-if)# show mac address-table inter el/48

Legend:
* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False, C - ControlPlane MAC, ~ - vsan,
(NA) - Not Applicable

VLAN MAC Address Type age Secure NTFY Ports

————————— -t ——————

* 101 0012.0100.0001 secure - T F Ethl1/48

* 101 0012.0100.0002 secure - T F Ethl/48

* 101 0012.0100.0003 secure - T F Ethl/48

* 101 0012.0100.0004 secure - T F Ethl/48

show port-security 1< > F D4l

switch (config-if)# show port-security

Total Secured Mac Addresses in System (excluding one mac per port) : 1024

Max Addresses limit in System (excluding one mac per port) : 7168

Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action
(Count) (Count) (Count)

Ethernetl/48 1025 1025 0 Shutdown

switch (config-if)# show port-security address interface el/48

Vlan Mac Address Type Remaining Remotely Remotely Ports
age learnt aged
(mins) out
101 0012.0100.0001 DYNAMIC O No No Ethernetl/48
101 0012.0100.0002 DYNAMIC O No No Ethernetl/48
101 0012.0100.0003 DYNAMIC O No No Ethernetl/48
101 0012.0100.0004 DYNAMIC O No No Ethernetl/48
RVTEP
Standalone VTEP EX# show mac address-table
c 101 0012.0100.0001 static - F F nvel (20:20:20::20)
c 101 0012.0100.0002 static - F F nvel (20:20:20::20)
c 101 0012.0100.0003 static - F F nvel (20:20:20::20)
c 101 0012.0100.0004 static - F F nvel (20:20:20::20)
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