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importpkes 2~ > KX, M T A FARA > b TLD FIZCATEAEZEZ A A h—LF 25 L 9 ITHE
RINTNET, CANV RV EA VA=A TDHEIICSHITHLETEET, import2~ 2 R
EENZE T Z 40, pkesTIERDCAN Y RV T 7 A Vi d 5 72 Il S Hpkes7TA 7' =
UHRBIENE L,

Cisco NX-OS U U —2 10.1(1) LAFE, CA N> RAVZREE L, ME DT~ D FiZ4% CA F=—
VhA VAN VT LD, pkesT T 7 ANVERR YR —FINTWET, TULE AA
YEIARKRA LRIV VT v 7 AEBINT D2 LIk TERSNET,

A AN TDHE R RLADTRTCOCATF = — LV OFREANA T 4 7 1EH 0 %

B A,

PKCS7 ;X TD CASEBAE /N FILD A VR—

BELOMSL LTZFEET = — > TR S LD CAREEAN Y RO A AR — FatR— 15
7292, 'pkes?’ DA T T 3 U erypto import 2w RIZEA I LE LT,

FIE
ARV RFERIETY Va3 B#Y
R 71 |configureterminal Ta— ) ar7Z 4 ¥al—a
5l T REBIALET
switch# configure terminal
switch (config) #
25w 72 |cryptocaimport <baselabel> pksc7 | > RICI3250 A EIEA D D £

<urio> force T CanNy FAT 7 AL ThHD Y —2A
77 A ME, <urio>, AN T 7 A iR
pkes7 B THAMERH Y £7, Zh
/X cabundle 7 7 A VLV THDHZ L ERL
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FRA L MEAERLET, import 2
RiZ, Z7m— 3L CA N RAVEERL & |

EREINTA N TARRAL L NI ED

CA N FIVINIRERL D, 2 D DOHERL %
R LET,

force 47" a VEIREETH L, CANY
RUB X OBET S b T A FARA AR
DHIFRE A, R U8 RV &R L
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CANY FVIZEET 28 LW T A B
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crypto ca cabundle <bundle-name>

bundle-name (%, 1 > HR— hDLHED
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7

PR— FENDCANY RILOFREIE
20 TY,

ATv74

exit
1 -

switch (config)# exit
switch#

REE—F&Ef&TLET,

ATy TH

(f£&) show crypto ca certificates

1 -

switch# show crypto ca certificates

CAFFHEZFR R LET,

ATvT6

(f£%&) copy running-config
star tup-config
1 -

switch# copy running-config
startup-config

FTar 74 Xal—ark, AX—
NPy a7 4 Xalb— a0l a
I:Ob‘l/gzwg‘ﬂo

II PKI DERTE



| PriDEE
RADF—R7 A7 7171 EHE

RRADF— RT7ETATUT 4T «REAZE

TATF T 4T 4 iFAEZ AFTAHI20E. 1 OFITEEO RSA ¥— X7 %2/ER L. % RSA
F— X7 L CiscoNX-OS T34 AREERL LI E LTWD R T A MARA > b CAZBEATF
9, CiscoNX-OS T NA AX, CATEIZTAT T 4T 4% 1 DEFSEELET,
CAZ LTI DDF—= T L1 ODTAT T 47 FEHETHE SN TNET,

CiscoNX-0S Y 7 b =7 Tlid, RELENHRER X —DY A X (F/21FETP =T R) TRSA
X — NXTEERTEEST, TN FOF—DOH A XL 512 TF, F£/-. RSAF— X7 DT
NNAHBBRETEET, T 74N EOF—T~ULE, T3 ZADOZE2ER KA A >4 (FQDN)
<7,

FIARRAL P, RSAF— X7, BLXOT AT o T 4T 4 FHEBOBRREZELL- D%
WIZTRLET,

e FTARMKRA L b EIE, CiscoNX-OS T4 AN, HHdAET7 7Y r— 3 (SSH 72
E) OV TEAERICEET 28ED CA TT,

* CiscoNX-OS 7314 AT, 73 A LIZELS DT AMKA U FEES ZENTE, 7
NARAEDTRTOT IV r—2adi, FEDO R T AMKRA L FCAIZL > THITEN
e TREAEAEE TE ET,

KA RRA v MIFFEOT ) r—a VAICBESNER A,

CiscoNX-OS 7 /34 A(X, hTARFA L MIHHIGETDHCAIZEEK LT, TAT T AT 4
AEAEEZAFLET, T RTERDO R TR FRA » MCBRETEET, Zhid. £
TARNKA LV DR DETAT T AT AAEAEEZAFTCTELIEEBRLET, 74
TUT 4T 4 FEAEE, BITT D CAICK > GEHEBICHEESN TS AL L TT 7
Vi —vayCHERLET, iEAEO BT, FEAZEOIRREE S L GEEICRE S
9,

« NI A RRA Y MOBET D & EITIE, AT S RSA F— AT ZHETHLE N H

DET, ZOF—~T1E BREREZERT DANIER S THNT, 7 A RFRA M
BEEA T SR TWBRERBHY T, FFRAREA L b, F—<T | BLOTAF 74
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EHAETHIERL, HECADORY U—FIRIEA S EH LN TEET, T/ ATITEK
DRSA F— XT H/ER LT, EXF— T &2 xD T A MKRA L MIBHEAMT D Z ENTE
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TiX, SSHREDT FV r—2arDlddtx 2 )T 4 SO E T 5% 1 Blo 72 3FHH
BEBGELET, 77V r—a VIFETHEAEOEY A RIEL £7, CiscoNX-0S V7 k
U7 Tk, ETREEORIEOBIZRO FIAEEFEITLET,

s BTEHIENR T —HILDOETHTEX S CADOWNTUINERITEIN TSI 2R LE
j—o

« T EEIAENBERLICBW A TH S Z & WIRYIN TRV ZE 2R LET,
s BT RERHEMN, BITLTZCAIZL o THEYVHEINTW W L 2R L ET,

B #EZRIZ OV TIE, CiscoNX-0S V7 b = 7 TIZEEEL% Y 2 b (CRL) #¥R—FL
TWET, FTAMRA Y FPCATIZZOFEEZMA LT, E7EHERRYEINTO RN
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CiscoNX-0OS V7 b7 =7 TliL, CAGEBHZEOHHD AT — X A &R T %4, 77U r—
varTiE, BBELEZIERICHE > THIHMER A = X A&l T& 3, CRL. NDcPP:OCSP
for Syslog, 72 L., E72IZZNODOFROMAGOELIEETEET,

CRL OHHR— k

CA TIFFEMERZ Y A M (CRL) ZEH L T, AWIRATNCERY H S L7 REHEIZ SOV T o
AR L ET, CATIZCRLZ Y ARY R U TAR LT, BT LT _XCOIERAEOHIC A
vrua— RHOAR URLERZLE L TWET, ETEAEEZRIET 57 747 > ME, %
ITL7Z CADOERFIO CRLEZATF LT, TNEFEHALCGEHENRIY I TR0 nE S
DEMRTEET, 7747 ML, BHOEEHTELCADT R TELILTHOCRLE 17—
HMZHF ¥ v 2 LT, £0 CRLVAHIRUINIZAR 2 EFTCHBEIS U THHT L2 LN TEE
7

CiscoNX-0OS ¥ 7 b7 =7 Tl&, EIcF v ra— KL M7 A RRA L MIOWTOD CRL &
FEITRELT, TNET XA ADT— 7T v 2 (cert-store) I[ZF v v =2$DHIEMNT
XET, ETHEFHEORGEOR, CiscoNX-0S Y 7 k7 =7 1%, CRLAT TIC T —H/LIZx v v
TaEZNTWT, BUHERTIO CRL ZHTH X IRESNTWLHEEICIET, BITLE
CANSLDCRLZT =v 7 LET, TNLUANDEE, CiscoNX-0OS ¥ 7 k7 =7 Ti& CRL
Fx v 7 ZFATET, MOBIEMREFRADRRE SN TWDIEAEEZRE, AEAZERYEINT
Wienwe R LET,

NDcPP : syslog @ OCSP

Online Certificate Status Protocol (OCSP) (%, 7N Z ORMEREZIE L. TN A2 MAEL CAE
HERNAT —F AR T HDMEN D L5612, iEHERETF = v 7T 5HETT, Z0
FHRTIHE, 770 RENLTOCSPL AR HICEIET 5 7 OfkRE, F7-IXirERNIEH
ARG T HREHEEGEE DN T 4 —v L AL - T, GEHERNA T —Z ANRGIR S ET,

U E— b syslog #—/33 OCSP L AR % URL # foitHEEZLAGTLHE, 7747 M
P NGEHEZ AL OCSP L AR & (CA) H— NCEE LET, CAV— L2 OfFHES
BREL . ARN7RREAENR LIGEAENZ R LET, ZOBE. 2747 MIksL:
FEAEY A M Ew— VIR T D0 EITH D £E A,

RS EXIGT 2F— ATDA UR—hET Y XR—F

CARFELBED T AD—F L LT, T CAGENRE (FFHHEFz—) 747
VT AT A GEEEERED PEM (base64) X TA v R—FT&x £,

NFZARNKA Y NTOTAT T 47 A HEREEE, AT — R THR#EIND PKCSHI2 51
KA TT7 7 A NI AR— b TEET, ZOT77A4ME, BTRILT AL A (VAT LT
T aDBIRE) R LT A AA VR — T 52N TEET, PKCSHIZ 7 7 A
NANDIEHRIL, RSAX— X7 TAT T 4T 4:EAE, BLOCAGERE (F7213F=—
V) TSN TVET,
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PKI DFEEIE & HIFIFEIR

PKIZRH4 2 EESFHE & Hilf Tk D LB TT,
* Cisco NX-08 7 /3 AR ETE D ¥ — T O KEIL 16 TT,
*CiscoNX-OS 7 NA A THEFTED M T A N AFA v hORKEIL 16 TT,
* Cisco NX-OS 731 RAZRETE DT AT T 47 4 st EORKREIL 16 TT,
« CAGEHET = — U NOFEHZFE DO HAREIT 10 T,
« D CAICK L TRHIAETED T A MARA & FOFAEIT 10 TT,
cREDOT =Ny 7 TIEPKI OFEITFR—F L TOHERTA,

* Cisco NX-0S U U —2% 9.3 (5) A& TlE. Cisco NX-OS Y 7 k7 = 7 % NDcPP: OCSP for
Syslog # %A — kL TWET,

* Cisco NX-0OS U U — & 10.3(3)F LA, Cisco Nexus 9000 'V —RX 7T v h 7 g —h AA v
FCIEAEZ ARB L O VAR — F 272012, FM RS (ECC) F— X7 D R—
FRAE S UE T,

\}

(GE)  CiscolOS @ CLIIZEN TWDIEA, Z OBERED Cisco NX-0S 2~ > RIIHERK D CiscoI0S =1~
VREBRDEND DI OEENLETT,

PKIDT 7+ I FERTE

WDOFRINZ, PRKISTA—FDF 7 4V  NREE TR LET,

Table 1: PKI /X5 A —3 DT 7+ )L MME

INTA—4 TIAILE

[N N N el

RSA F¥— X7 7L

RSA ¥ — T D Z~ )L FRAL ZAD
FQDN

RSA ¥— X7 DEFVa—/b 512

RSA ¥— X7 DTy AR—rD#] | F—T )b

=
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INTGA—4H

HeiHffeRs 77 =

T4k

CRL

ETURIEERAE

Z ZTlE. CiscoNX-08 /314 2 FTCA & F P Z VEFAENHAICERE L CEET 2 X 512
TDHDIC, FEATHMEREEIC DWW TR L ET,

RARBEIP KA VBDETE

TNAADRA MLEILNTIP FAA B EZFERE L TWRWEEIE, RETDLERDHY

£9. ZhUE, CiscoNX-0S V7 b Y =7 TiE, TAT T AT 4iEAEOY 7V =7 ML
TegEfi KA A 4 (FQDN) ZEHd 57204, F£7/-. CiscoNX-0S V7 b7 =7 Tl

F—DIERRDBRC 7 L EE STV E | T34 ZD FQDN %275 7 # /L b DF— T
e LTHEHLET, 72& 21X, DeviceA.example.com & 9 A RTOFEHEIL, DeviceA &9
TR, ADFEA R L example.com E V) T NA ADIP KA A VZITHADNTNET,

A

Caution  ZERHE £ VERL L 721810 R A M E2IXIP AL VA2 AT 5L GEAENENICR D £,

Procedure
Command or Action Purpose

AT w 71 | configureterminal Jua—\) a7 4 X¥al—3g v
Example: T—FZBBLES,
switch# configure terminal
switch (config) #

Z F v 7 2 | hostname hostname FNRAADHTA NG EZELET,
Example:
switch (config)# hostname DeviceA

2w 7 3 |ip domain-name name [use-vrf vif-name] | /34 ZDIP KA A L4 5B/ ELET,
Example: VRF%%%ETE‘"%%L“CI/VXP&\ k=
DeviceA (config)# ip domain-name ~ ¥ RTET 74/ b O VRF 75_’1%% L
example.com 3

ATy 74| exit a7 4 Xal—va Ly T—RERT
Example: LE7,
switch (config)# exit
switch#
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rsA x— <70xm [

Command or Action

Purpose

ATvT5

(Optional) show hosts

Example:

switch# show hosts

IP RAAL U Z2RRLET,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

a7 4 Xal—yark, AX—
Ny a7 4F¥al—vgrila
to“*[/ij—o

RSA F+— R7 D ERK

RSAF =T, 7V r—va midoexa U7 ¢ 7'a b a/LOAZHRHT,

X274

N u— ROEL, KR, BIOEESLOEDIER LET, T4 2D OIEHEL
RSA F— X7 Z{ERTDLERH D £,

Cisco NX-0S U U — % 9.3(3) LAFE Tl, CiscoNX-OS T/3A A% KT A b WA >k CA ([Z[iE
1 DRMT, BIZRAJICRSA F— X7 2 BT 2 LE R H Y £3, CiscoNX-0S U U —29.3(3)
LV HEITIEH, EHTE WS, RSAT— X7 IXHBER I ET,

(SR RESY L] NN

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— g
E— FEBRBLET

ATy T2

cryptokey generatersa[label label-string]
[exportable] [modulus size]
Example:

switch (config)# crypto key generate
rsa exportable

RSA F— X7 AR LET, T3 R
ICRETE DL — T ORKREIL16 T
j—o

T AIVLFHNTIE, R E/NUTF %X
BILT, &K 64 LTFOEET CEE R
FELET, T 74/ DT UL LFS]
T, BUARFXFE () TRY-FR
N4 & FQDN T,

HEN72E Y 2T ADfEIL 512, 768.
1024, 1536, B L2048 T, T 7 %
VEDEY 2T ADY A X1L512 TT,

PKI DERFE II
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Command or Action

Purpose

Note WX —DFEY 25 2%
RET HFEIZIEX, Cisco
NX-OS 7 /34 AL CA (B
Rz FE L CWARR) O
X2V T4 R —%E
BT H20ENHY FT,

F 74V hTE, F—XT T AR —
FCEFEHA, =7 AR— MARERF—
ART 2, PKCSHI2 BT/ AR —
rCTEET,

Caution XF— R_NT7DOT T AR—FD

AIIIEETE EH A,

ATvT3

exit
Example:

switch (config)# exit
switch#

a7 4 X2l —valrET—RKEKT
L/i‘j‘o

ATvT4

(Optional) show cryptokey mypubkey rsa

Example:

switch# show crypto key mypubkey rsa

ERRLTcF —Z2FR LT,

ATvTh

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FlTar 7 4 Fal—rark, AX—
NPy ar7 4 Xal—rgila
E—L £,

ECC X — X7 DAERK

ECCHx— XTI, 77U r—varvmidotxaU7 0 72 ha VORI, %27 ¢
A a—ROE4, b, BIOESLOEZDITERLET, T35 AD7-DOFEHE %
9 BRI, ECC F— X7 Z{ERT DM ENH Y £7, ECC F—IL, M LEIDHE, RSA
F— L LT TT,

CiscoNX-0S U U —2Z 1033)F U U — R LI, ECC F— X7 &k LT, Cisco NX-0S 7 /31
A% RN T ARKRAL N CAIWCEEEMNITAZ EBNTEET,

II PKI DERTE
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ecc ¥— ~7 £

FIg
ARV KRFERRETI a3 Y B#J
AT 71 |configureterminal sa—r\ ) ary7 4 Fal—ig v
5l - E— FEBHLET,
switch# configure terminal
switch (config) #
AT 72| cryptokey generate ecc [label RSA ¥ — X7 &EAERLET, T8 A
ecc-key-label ] [exportable] [modulussize] | |~ zncx 2 % — 27 DR IHIT 16 T
{5 EE
switch (config)# crypto key generate v'j/\/]/jciﬁwzbi%j( 64 X$@£§ﬁ$
ecc exportable modulus 224 T1ﬁ%?§ﬁbiﬁﬂo j(j(?kd\jziﬂilz
MENET, 774V EDT LTS
E. BUF RCE () TREI-72AA
44 & FQDN T,
ANRET 2T AEIT, 224, 384, B X
V521 CTF, 774V MDEY 2T AD
P X3 224 TY
(6=3)) WY F—DET 2T A%
RET HEEITIL, Cisco
NX-0S 7731 2L CA (&
FREFHE L TV D RIER) @
X2 VT R —%F
BT H20ERNHY 7,
T 74N NTE, F—_XT =T AR —
FCEEHA, =7 AKR— MA[REZRF—
ATV, PKCSHI2 T T2/ AR —
FTEET,
8 F— T DT AF— RO
AIRIIERETEEE A,
AT 7 3 |nocryptokey generate ecc [label ECC ¥—%HIprL £,
ecc-key-label]
1 -
switch(config)# no crypto key generate
ecc label label-name
AT 74| exit REE—REKTLET,
1 -
switch (config)# exit
switch#

PKI DERFE II
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ARV RFERETIVa Y

B8

ATy TH

(f£&) show cryptokey mypubkey ecc
{1 -

switch# show crypto key mypubkey ecc

YER% L7= ECC ¥ —%Fr LET,

ATvT6

(f£&) copy running-config
star tup-config
1 -

switch# copy running-config
startup-config

FEifra 74Xl —rarr, AX—
NPy a7 ¥al—vgila
I:O— Liﬂ_o

FSAFRAEFCADTYIYOI—2 3 DER

CiscoNX-OS XA 2L F T A K RA v CA ZEEEMITALERNH Y 97,

Before you begin

RSA F%— T ZEf L E£7,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua—r Ui — K2R L E7,

ATy T2

crypto catrustpoint name

Example:

switch(config)# crypto ca trustpoint
admin-ca

switch (config-trustpoint) #

T ADMEIT D h T A RRA b
CAXEEL., RTAMRALV | a2
T4 Xal—varyET—FEHBLE
-é‘o

Note RETED M T A PRA

kD&KL 50 T,

ATvT3

cabundle baselabel

Example:

switch (config-trustpoint) # cabundle
test

FFEDCANY RV TRTARKRA
rEsN—fbLET, ZDOavr Ko
No XA+ H &, CA NV R
5RIZANRA Y EBUIVEESLET,
Zoa<w RiE, T AMKRA L MEEE
O CANNY ROVIZEEA I E3, Frl
VY CA NV RIVITERE LEH A

RATvT4

II PKI DERTE

enrollment terminal

Example:

FENTON Y b T R—Z MZ X DEE
HEDORERAEA X —T VM LET, 7
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CA DAL

canizii |
Command or Action Purpose
switch (config-trustpoint)# enrollment :72rlb]\jfki/r;?_A:f/vc:iﬁ,jjfb\ji
terminal
R
Note CiscoNX-OS V7 b =7
TiX, FEICoOI Y TV
R =2 FGRIT K D FER]
FEOBEIE T B AR—L
Tb\ij‘o
ATy 75 |rsakeypair |abel RSA ¥— X7 DI~V EFELT, o
Example: O) }\ ?X ]\ ﬂ‘\c)/r \‘/ }\ %é‘(ﬁﬁﬁ (:&ﬁ@{#aj’
switch (config-trustpoint)# rsakeypair 357?0
Switehs Note CA =52 150 RSA F—
RTLETEEETCEET,
AT v 76| exit FFGARRA L Far74X¥al—g
Example: Y E—=REKTLET,
switch (config-trustpoint)# exit
switch (config) #
Z 5 7 7| (Optional) show crypto catrustpoints | k5 % Fd5f > k@A #R LET,
Example:
switch (config)# show crypto ca
trustpoints
25+ 7 8 | (Optional) copy running-config T T 4 Fal—a R, AA—
startup-config Py ary T 4 F¥al—i g o
Example: E—LET,
switch (config)# copy running-config
startup-config

Related Topics
RSA F— X7 OAERK (11 =)

CA 73 Cisco NX-OS 7 /31 AZxf L CRGES LD &, CAZEHT LI 7B AORENTET L
F£7, £, PEMERDO CA DA EAGEHFEEZ AF L, CiscoNX-0S 7731 2% CAIZx L
THREET D HERDH Y £9, ZOFEHEFEIZIE, CAOARF—NEENTHET, ZOCAD
FEEIIA COES (CADHEFOMHEICEA LB D) ThoH72d, CADARF—IX, CA
T RI=ZARL—=H|ZEE L, CAGEHED Y 4 o H—7Y » b & L CFECRGHEET 544
ERH 7,

PKI DERFE II
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\)

Note ZHZEJ~2 CA 2MLod CA O FALCA TH HHA. Wil T 5 CAIXHCEA CA TEH Y £H A,
ZD LD CANSHIZHIO CA DT THLLELHY 9, KEOIZITA CES CAIZE|
ébi# ZDHATDCAFEHEL, HIET D CA D CAFEHEF = — 2 LIFNES, 20

Bl CARGEDORRIZ, FEAETFT =— 2 NOTXTD CA D CAFEFEDFELR U A & A
ﬁ?é%?#%@i?}CA&%%?:%/W®&%%®W%@&10T%

Before you begin
CA LTV o—3 g ZERLET,
CAGFAEEIXCAGIHNETF = — 2 AFLET,

Procedure
Command or Action Purpose

R Fw 71 | configureterminal Jra—r\L Ay 7 4 Fal—g
Example: T—F&BBLES

switch# configure terminal
switch (config) #

R Fw 72 |crypto caauthenticate name pemfileuriO |CA OEERREA H ~ h 7T v RX—Z T
Example: LE97Tm T IRFIRENE T, CA
ZES LI SIEM LIARTE R T4

switch (config)# crypto ca authenticate

admin-ca ﬁﬁé”fﬁ%ﬂq LiTo

input (cut & paste) CA certificate

(chain) in PEM format; F -, CA%;“‘V%T@%EL ?Fb'#ﬂéﬂ
end the input with a line containing 71:_ }‘72 }\T/]’/ }%"@f}ubi‘?—

only END OF INPUT :

HHCAIZKI L CERGETE D T A PR
4 > b OFKREIT 10 T,

) Note AL CA OFRFEDHA .
CiscoNX-OS V7 b =7
Tix, HCOE4 CA TR
9% CA GEEDER
T — U PREIZ) F
T, ZAUTFEAEDORGES
PKCS#12 T ATH T 7
R—MICAF =— 4
BB TT,

END OF INPUT
Fingerprint(s): MD5
Fingerorint=65:84: 9:27:06:71:03:33: C:12:23: R:38: 6= 78: 17
Do you accept this certificate?
[yes/no]: yes

PKI D& TE
16| |
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amsmsrRrzone

Command or Action

Purpose

ATvT3

exit
Example:

switch (config)# exit
switch#

a7 4 Fal—gr ET— REKT
l_/iﬁ‘@

ATvT4

(Optional) show crypto catrustpoints

Example:

switch# show crypto ca trustpoints

KA RKRAY FCADEREFZRLE
KR

ATvT5

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FlTar T 4 Fal—rarh, AX—
NPy ar7 4 Xal—rgila
[:0_ Lij—o

Related Topics
RTZARKA L FCADT VY vm—ra v OfERL (14 5—Y)

DIElaﬁijag:Iﬁq #q{ﬁgiﬂﬂﬁ

3 EAT—
/iia) ax A
7747 (SSHZ—H/2 L) LovXxa T 4 ZHOREIC
TAT U P HELNEETIEHEOKRIEZ FEITLET, ML v X2,

WOMERNE ENET,

CAMPSHH o a— RL7ECRLEMHERT D LS.
R —h L TCOBTIE, XAy hU—27 FIZ T 74 v 7138 AELETA, LL

BHE T m— R SOHRITERY L, T3 AT

Xy m— R

BEbEZLNET,

Before you begin

CA ZFEFEL £,

CRL F = v 7 AT 55

Procedure

A1, CRL 23§

. CiscoNX-0S /31 A%, 7
SEAAE O B

TNARIRETEET, CRLOF¥ DU a—

L. REHIH
EEDEY I LIZKT D372

REFHTHDZ L E2MBLET,

Command or Action

Purpose

&M

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja— R — REBE L ET,

PKI DERFE II
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Command or Action

Purpose

ATvT2

crypto catrustpoint name

Example:

switch (config)# crypto ca trustpoint
admin-ca

switch (config-trustpoint) #

NT7ARKA L FCAZFEEL, hT A
fRA Va7 40X —g >
ET— FEBRBLET,

ATvT3

revocation-check {crl [none] | none}

Example:

switch (config-trustpoint) #
revocation-check none

AEPAERGEMER S EERELET, T
7 v hD TR erl. TY,
CiscoNX-0S V7 b =7 Clit, f8 €L
T2NEFFIZHE - CRERAERE X E M L
F7,

ATvT4

exit
Example:

switch (config-trustpoint)# exit
switch (config) #

FoARHAL Fay T Fal—ya
v = ]\‘\%%@T Liﬁ—o

ATy Th

(Optional) show crypto catrustpoints

Example:

switch (config)# show crypto ca
trustpoints

KA RRA L FCADBEREF R LE
—g—O

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

FEifrar 74Xl —rarr, AX—
Ny a7 s X¥al—vgila
[:O— L/iﬁ—o

Related Topics
CA OFFE (15 ~—2)

CRL @

AEBAEERDIERK

L

e (24 =)

FEFHT 2% T A ADRSA F— XTHIZ, *I5T DM TANKA Y NCANLTAT T 4
T AFEAEEZ AT TH-0IC, BREERTILELRSD £, TOH, BRIN7-ERE
CASEDE A—/LEFITIWeb A "DOTH+—LITHy T v R_—ZX MLET,

Before you begin

CArtOTVIz—ariERLET.

CA

. PKI DERTE

AEHEEIX CAGERE ST =— 2 AFLET,
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Procedure

anzskokn ]

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua—r Ui E— REBR L F7,

ATy T2

crypto caenroll name

Example:

switch (config)# crypto ca enroll

admin-ca

Create the certificate request ..
Create a challenge password. You will
need to verbally provide this
password to the CA Administrator in
order to revoke your certificate.
For security reasons your password

will not be saved in the configuration.

Please make a note of it.
Password:nbv123
The subject name in the certificate
will be: DeviceA.cisco.com
Include the switch serial number in
the subject name? [yes/nol: no
Include an IP address in the subject
name [yes/nol: yes
ip address:172.22.31.162
The certificate request will be
displayed...

FREE L7 CAWZKT 2 REBEER & ERK
Li—a_o

Note F¥ LY RAU— K&
BLTRBOTLIZEW, o
D/NAT — RIERE &
WCRTFSNER A, GEHE
ZHOHETHEND L5
WZiE, 2R T— K& A
NTHVERHY T,

ATvT3

exit
Example:

switch (config-trustpoint) # exit
switch (config) #

FNZAMKRA L a7 4F¥al—3
VE—FREKRTLET,

ATvT4

(Optional) show crypto ca certificates

Example:

switch (config)# show crypto ca
certificates

CAFEHEZF TR LET,

ATvTh

(Optional) copy running-config
startup-config

Example:

FTa 7 4 Fal—rgrh, AX—
NPy a7 Xal—rgila
to_ I_/ij—o

pkinEE [



SIBAZEDA VR =)L

PKIDEE |

Command or Action

Purpose

switch (config)# copy running-config
startup-config

Related Topics
RTZARKRA L NCADT YV xm=— a3 OFER (14 X—)

FATOTATA

EFBRZEDA VX =)L

TAT T 4T 4 3FHEIT, CADSE A —/LE771% Web 77 79 H T based T o—
RENZTHFAMERTZETEET, CADODAFLETAT VT 4T AfEHERS, = a—
RENTEZTFARED Y TV RR—=ZXA ML TA VA M= TEHELERHD FT,

Before you begin

CArtoOT7TVIz=—arrERLET.

CA

Procedure

AEHEECIL CAGEAETF =— 2 AFLET,

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ta— AR — REBEELET,

ATvT2

. PKI DERTE

crypto caimport name certificate

Example:

switch (config)# crypto ca import
admin-ca certificate
input (cut & paste) certificate in PEM

format:

iw@@SEﬁﬁGﬂ%ﬂgﬁhnKﬂE@ﬂhgiﬁ&&wwﬁﬂmﬁ

admin-ca &\ 9 4 HID CAIZKTT BT A
TUTATAMAEEZ Y T RX—
A NTHEH, T IRERENE
KR

TNRA RRETEDTAT VT AT A

4 AEAEOHRRENT 16 T
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FSR bR Y boBESY T— bR snTnsctorR |

Command or Action Purpose

ATy 73| exit REET—FEf&TLET,
Example:

switch (config)# exit
switch#

Z v 7 4 | (Optional) show crypto ca certificates CAZFAELZFERLFET,
Example:

switch# show crypto ca certificates

Z 5w 7 5 | (Optional) copy running-config FATar74X¥al—vark, AH4—
startup-config NPy ar 74 Xal—vgila
Example: E—LET,

switch# copy running-config
startup-config

Related Topics
RTZARKALA L FCADT VY vm—ra v OfER (14 5—Y)

FSR MRS FDEREMN) T— FEDHF SN TS Z L DFERR

7 A RRA 2 FOEREN, CiscoNX-0S TNA AD Y 7 — MEHHEFFINTWD Z & 2R
TEET,

F T A RKRA» FOEREIL, #8HE D CiscoNX-0S T34 ADRETHY, AX—+ T v o
V74X 2=y a VBRI LA, VAT LADY T — MEBHERFSILE
T, NIRANRA UV MREEZAZ— T v 7 a7 4 F¥al—alat—LTRBITFIE
FZ A2 N ARA Y MCBET HREAE, $— X7, BIOCRL S HEIMICRFFSLE S,
o, FTARRAVEIBRAZ = T v a7 4¥al—r g qlab =S TWand,
RERAE, F— X7 BLOBE CRLIFRFFSNLERA, V7 — MR, *HETHFT A MK
AV NRENPMEIZRDNETT, RELCIEAE, ¥— 7, BLOCRL ZEEICRFFT
B0, BT, EfTar 74 Xal—varE R — T vl ar7Xal—vauila
E—LTLEEN, T, GEHEFE RIS — T 2HIBR L RITIE a7 2L —a v
ZORAEL T, HIBRDS AN IR S LD K 912 L TS EE 0,

FZ7 A MRA Y MIBEMITONZFEHES CRLIZ, FDO T ARKRA L FRTTIZAS —
cNF o7 a7 o Xal—ya U IRFEERTORIE, AV R—FLEEEET (DFEY 2Z—
rP oy a7 Xal—aiar—1La<Th) #HFEEND LR £,

IRAT =R CRELTTAT T AT AERAEO NNy 7T v P HER LT, ZNE2IEHoH—
NIRTFT A E2HELEL £97,

PKI DERFE II
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\)

Note o7 ¢¥al—varafih—Nicat—32L, AEBLOF— T bRFEINE
j—O

Related Topics
PKCS 2 JEXTOT A T T 4 T A FROT 7 ZR— K (22 =)

PKCS1N2 IR TOTATUoTA4TA4BERDIY AKR—F

TATUT 4T 45EHEE, P77 A RKRA L FORSA F— X7 RLCAGEHE (/1L TALCA
DEFEIET = — 2 2R) & —#EIZPKCSHI2 7 7 A WAy 7 T v THI T AR— 95
TENTEET, T/AADVAT LT T vy adbLOETORERL, A= R—= AP E T a—
IVDOZHDBINTIL, FEHESLPRSA ¥ — X7 2 A ViR— b5 N TEET,

\}

Note - 7 28— D URL ZF5ET 5 & I TE 5 DIL, bootflash:filename &\ 5 B2 T
_a_o

Before you begin
CA ##FEL £7,
TATUT AT AEHEEA VA M=V LET,

Procedure
Command or Action Purpose

R 71 | configureterminal Ja—\)L a7 4 FX¥al—a
Example: T—RFEBLET
switch# configure terminal
switch (config) #

AT wJ2|cryptoca prort name pkcsl2 TATUT AT AaEFEEL, T A MR
bootflash:filename password {2 FCADRET 5F— 7 & CAZF
Example: HELZTZ I AR—FLET, RAT—FR
switch (config)# crypto ca export (i j(jZﬁiéfd‘jZ§3%fE§%Uijf\ ﬁ%j(
admin-ca pkcsl2 bootflash:adminid.pl2| (28 j(ﬁig)ﬁiiﬁﬁijjmiéf$§ig[/Efvfo
nbvl23

ATy 73 |exit a7 4 FXal—Yary E— REKT
Example: LET
switch (config)# exit
switch#

PKI DE%E
2 I
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Command or Action Purpose

R T 7 4 | copy booflash:filename scheme: //server/ [url | PKCS#12 FER. D 7 7 A V% U T— k
[Tfilename P—NZav—Lx7,
Example: scheme 214z %t LT, tftp:. ftp:.

ivgt;fzzmiiig‘k;i;tflaSh:admlnld'plz scp:. * 7~ B Sftp: 7’&)\7‘]“(% iﬁ‘o

server 51 8U%, VE— I —rDOT R
AFEIFAFTH Y . url 5IEITY =—
f—NZHD Y —A T 7 A I~DIN
AT,

server. url, 3L O filename D £33
I, RCF/ICFEXBILTCASLE
KR

Related Topics
RSA F— X7 D4R (11 =)
CA OFEFE (15 ~—2)
TATT 4T AMEREDA A b= (20 X—2)

PKCS12F 1-1X PKCS7 74 —< v FTIDIFEHRDA > F— bk

TNLADYAT NI T ainbDETLORER, A==/ £V 2 — L ORHROBIC
I3, AEFHESRSA F— X7 2 A U AR— b THZENTEET,

\}

Note (> /K— ko> URL 2#5ET % & I TE 5 D%, bbootflash:filename f& V™ 5 B2 T
j—O

Before you begin

CAFGEIZ L o THF T A FARA » MCBEEMIT BN TWAD RSA F— X782 L BLO
FZ A RERA L MTBEEMTONTWE CARRNWZ L EHERLT, T ARKA L FRZET
HHrE oI LET,

Procedure
Command or Action Purpose
R T 71| copy scheme:// server/[url /]filename PKCS#12 T D7 7 A L% ) E— |k
bootflash:filename Ay N T
Example: scheme 513025k LTI, tftp:. ftp:.
switch# copy tftp:adminid.pl2 . . . <
bootflash:adminid.pl2 SCP=s i”f‘ L sftp: ZA)TE fiﬁ‘()
server 5IE0E, UE—F =T FL
AFEITAFTHY . url 5IEITY =—

PKI DEXE
|
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Command or Action

Purpose

F—=NIZHBY—A T 7 AIL~DIX
AT,

server, url, 3 XU filename D514k
1T, KXF/INLFEEXBLTCANLE
KR

R 772 | configureterminal Ja—\ )L a7 4 FX¥al—ay
Example: T— a2 LET
switch# configure terminal
switch (config) #
A7 73 |cryptocaimport name[pkscl2 |pkes7] | 7oA F T 4 T4 REIELE . R TR PR
bootflash:filename A2k CA DT 5 F— 27 & CAZE
Example: HEL A VAR—FLET,
switch (config)# crypto ca import
admin-ca pkcsl2 bootflash:adminid.pl?2
nbvl23
AT v 74| exit REE—FZKTLET,
Example:
switch (config)# exit
switch#
Z v 75 | (Optional) show crypto ca certificates CAIZFAELZFRLFET,
Example:
switch# show crypto ca certificates
Z 5w 76 | (Optional) copy running-config FHTar74F¥al—vark, AX—

startup-config

Example:

switch# copy running-config
startup-config

NPy ar7 4 Xal—vgila
E—LE9,

CRL D& E

NTZARKA Y MInBX 70— RLUECRLZ FEITHRET DI EMNTEET, CiscoNX-0S
V7 72T TliE, CRLET AL ADT — 7T v 2 (certstore) (ZF v v a2 LET, B
TAEHEORIEDOES, CiscoNX-0S V7 b7 = 7 INFEITLIZCANSLDCRLEZF = v 750D
X, CRLEZT A RZHX T — RLTWT, 20 CRL ZEHT 250 EBUEMER AR E L
TWAEAETEITTT,

Before you begin

SERAEREMEZEN A R — TN > TWDZ L 2R L E T,

II PKI DERTE



| Pz

Procedure

W L |

Command or Action

Purpose

ATy T

copy scheme: [//server/[url /]]filename
bootflash:filename
Example:

switch# copy tftp:adminca.crl
bootflash:adminca.crl

YE—F =L CRLEX Y 11—
I\v Lij‘o

scheme 51 Ekizxt LCid, tftp:, ftp:,
scp:. FolE Sftp: ZANTEET,
server 51 8U%., VE— =17 N
AETITARTH Y url 51T Y £ —
Y —NIZHD Y —A T 7 AL ~DIX
2T,

server. url, 3L O filename D £33
I, RCF/ICFEXBILTCASLE
KR

ATvT2

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥alb— g
E— FEBBLET

ATvT3

crypto cacrl request name
bootflash:filename
Example:

switch (config)# crypto ca crl request
admin-ca bootflash:adminca.crl

77 ANTHESN TV CRL Z&RE
T50, BIfEDO CRL LEXHx £,

ATv74

exit
Example:

switch (config)# exit
switch#

a7 4 X2l —varET—RKEKT
L/i‘g‘o

ATy TH

(Optional) show crypto ca crl name

Example:

switch# show crypto ca crl admin-ca

CA ® CRLIEHRZE=FR~LET,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FElTar 7 4 Fal—rarh, AX—
NPy ar7 4 Xal—vgila
E—L £,

CA DEREM b DEEFAZE DHIFR

FTZARNKRA LV MTREINTWAETAT T 4T A4 iEFHESCCATEHEZELHIRCTE 9, &
NZT AT T 4T AFEHELZHIERL., TOHB CCATEHELHIRLES, 74T 0T 4T+«

PKI DERFE II
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FERAEZHIBR L7258 T, RSAF— T L M TR MRA v FOBEEAMST 2 ERTE ET,

PKIDEE |

AlEAA

EOHIBRIE, WIREIAUC R 5 723 ESCHR Y M SN ZFEHE, HE L (D WIFE L L
Bbohd) $— X7, BHEFEEINL TV CA ZHIRT A 72D WETY,

Procedure

Command or Action

Purpose

&M

configureterminal

Example:

switch# configure terminal
switch (config) #

Ju— Ui — REBB L E T,

ATy T2

crypto ca trustpoint name

Example:

switch (config)# crypto ca trustpoint
admin-ca

switch (config-trustpoint) #

KN A RKRAL FCAZIEEL, FT &
RSV a7 4 Fal— gy
T— REHBELET,

ATvT3

delete ca-certificate

Example:

switch (config-trustpoint)# delete
ca-certificate

CAGEIE £ I3 EF = — o 2Bk
L/iﬁ—o

RATvT4

delete certificate [force]

Example:

switch (config-trustpoint)# delete
certificate

TATT AT A EAEEZHIBRLET,

HBELE D ELTWATAT T 4T 4
FERHEDSGERA BT = — U N OFH DFEH
ETHLILGHE., 75 ANOME—DT
AT T 4T A EAETH HHEEIL.

force 7 a U EHEATOLELRHY
F9, ZOFEHE, EAEF=—AD
s DFEAESCHE DT AT T 4T 4
RERAEZ S CTHIBRL CLE W, 77V
Jr—ay (SSH 72 &) T %5E
HENRL 72> T LEI Z L&D
IR BN TWET,

ATy TH

exit
Example:

switch (config-trustpoint)# exit
switch (config) #

FZARRA L Far74Xalb—vsy
v E—REKTLET,

ATvT6

(Optional) show crypto ca certificates
[name]
Example:

switch (config)# show crypto ca
certificates admin-ca

CA OFFAEFEHREFZ R LET,

II PKI DERTE
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Command or Action Purpose

R 77 | (Optional) copy running-config FTar 74 Xal—ark, AX—
startup-config "Ny arvr7sXal—3aila
Example: E—L %7,
switch (config) # copy running-config
startup-config

Cisco NX-0S 7 /\A4 XM 5D RSA F— X7 DHIFR

RSA X — T L0 OB THE L, BIEFEHA I TRVWERSND & Z(2iE, £DRSA
F— T % Cisco NX-OS T34 ZAMBHIRT D ENTEFE T,

)

Note N1 25 RSAF— T HYIE L%, CAT RI=AXA NL—XIZ, FOCAILHDBZDOF
WA AOFEAFELROET L OKBE L £, ZOEAELRINIER LI L ZITER LI F v
LY NAT = RE AT H0ERH Y ET,

Procedure
Command or Action Purpose
X w 71 | configureterminal Ja—r\ )L a7 4 FX¥al—a
Example: T—FEBRLET
switch# configure terminal
switch (config) #
AT F2|cryptokey zeroizersa label RSA ¥ — <7 & HIHB L £,
Example:
switch(config)# crypto key zeroize rsa
MyKey
ATy 73 |exit a7 4 Fal—ar ET— REKT
Example: LET,
switch (config)# exit
switch#

R Fw 7 4 | (Optional) show crypto key mypubkey rsa|RSA % — X7 D& EErF R LET,
Example:
switch# show crypto key mypubkey rsa

A7y 7 5 | (Optional) copy running-config FATar 74 FXal—Tark, AX—
star tup-config Ny a7 s ¥al—vgi0la
Example: E—LET,

switch# copy running-config
startup-config

PKI DEXE
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Related Topics
AEAEFE R OERK (18 ~—20)

PKI D&% E DHESE

PKI R EHHRZ T T DT, ROWTINODIEEEZITWVET,

avw kR EL:y)

show crypto key mypubkey rsa Cisco NX-OS 7 /34 A THERL
ST RSA AR ¥ — Dl %
#RLET,

show crypto ca certificates CALTAT T 4T 4 i
ZOWTOFHREFRRLE
ﬁ—o

show crypto cacrl CA ® CRL IZ2OWTDIHH %
#ZRLET,

show crypto ca trustpoints CA FT A KA MZHONT
DI ERTLET,

PKI 0 &% 7 11

Z Z TIiX. Microsoft Windows Certificate ¥-—/3%fi | L T Cisco NX-OS 7 /34 A CiEHE &
CRL Z % T DFEDFN DWW TR L £ 7,

)

Note % LZElAEDOIERICIZ. FD X O A TOY— "THLEHTEX £9, Microsoft Windows
Certificate ' — NIZIROEND Z EEH Y FH A,

Cisco NX-0S 7 /N1 X COIIBHEDNHRT

Cisco NX-OS 7 /3 A TIEAEZZET HI12F. ROTFNEIZHKE- TLTEE W,

Procedure

ATFYF1 T4 ZADFQDN ##%E L7,

switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# hostname Device-1

PKI DE%E
T I
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ATy T2

ATvT3

RATvT4

ATvTh

ATvT6
ATy T17

Cisco NX-08 7731 2 coitmEn®E [

Device-1(config) #

FTINA ADDNS RAAL VA ERELET,

Device-1(config)# ip domain-name cisco.com

N7 ARRA L FEAERLET,

Device-1(config)# crypto ca trustpoint myCA
Device-1(config-trustpoint) # exit
Device-1(config)# show crypto ca trustpoints
trustpoint: myCA; key:

revokation methods: crl

ZDF A ZAHD RSA F— X7 ZER L £9,

Device-1(config) # crypto key generate rsa label myKey exportable modulus 1024

Device-1 (config) # show crypto key mypubkey rsa
key label: myKey

key size: 1024

exportable: yes

RSA F— <7 L M T A MARA » b EBEEMNTET,

Device-1(config) # crypto ca trustpoint myCA
Device-1 (config-trustpoint)# rsakeypair myKey
Device-1(config-trustpoint) # exit
Device-1(config) # show crypto ca trustpoints
trustpoint: myCA; key: myKey

revokation methods: crl

Microsoft Certificate Service ® Web f > % — 7 = A AH CA XX ua— R LET,

T A RRA L MOBEKT D CA ZR8GEL £,

Device-1(config)# crypto ca authenticate myCA
input (cut & paste) CA certificate (chain) in PEM format;
end the input with a line containing only END OF INPUT

MIIC4jCCAoygAwIBAgIQBWDSiay0GZRPSRI1jK0Ze jANBgkqhkiGOwOBAQUFADCB
kDEgMB4GCSQGSIb3DQEJARYRYW1hbmRrZUBjaXNjby5jb20xCzAJBgNVBAYTAk10
MRIWEAYDVQQIEwW1LYXJuYXRha2ExEjAQBgNVBAcCTCUJhbmdhbG9yZTEOMAWGA1UE
ChMFQ21zY28xEzARBgNVBASTCm51dHNOb3JhZ2UXEjAQBgNVBAMTCUFwYXJuYSBD
QTAeFwOWNTA1MDMyMjQ2MzdaFwOwNzA1MDMyMjU1IMTdaMIGQMSAwWHgYJKoZIhvcN
AQkBFhFhbWFuZGt1QGNpc2NvLmNvbTELMAkGA1UEBhMCSU4xXEjAQBgNVBAGTCUth
cm5hdGFrYTESMBAGA1UEBXxMJQmMFuZ2Fsb3J1MQ4wDAYDVQQOKEWVDaXNjbzETMBEG
AlUECxXMKbmV0c3RvcmFnZTESMBAGA1UEAXMJQXBhcm5hIENBMFwwDQYJKoZIhveN
AQEBBQADSWAwWSAJBAMW/ 7b3+DXJPANBsIHHz1uNccNM8 7ypyzwuoSNZXOMpeRXXI
0zyBAgiXT2ASFuUOwQ1iDM8r0O/41jf£8RxvYKvysCAWEAAaOBvzCBvDALBgNVHQSE
BAMCAcYwDwYDVROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQUJyjyRoMbrCNMRU20yRhQ
GgsWbHEwawYDVRO £BGQwY jAuoCygKoYoaHROcDovL3NzZSO0wOCODZXJORWSyb2xs
LOFwYXJuYSUyMENBLMNybDAwoC6gLIYqZmlsZTovL1lxcc3N1LTA4XENlcnRFbnJv
bGxcQXBhem5hITIWQOEUY3JsMBAGCSsGAQQBg ) cVAQQODAGEAMAOGCSGGSIb3DQER
BQUAAOEAHV6UQ+8nE399Tww+KaGrOgONIJagNgLhOAFcTOrEyuyt/WYGPzksF9Ea
NBG7EOON66zex0EOEfG1lVs6mXpl//w==

END OF INPUT

Fingerprint(s): MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12

Do you accept this certificate? [yes/no]l:y

PKI DERFE .
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ATvT8

ATvT9

ATy 710

PKI DR TE
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Device-1(config)# show crypto ca certificates

Trustpoint: myCA

CA certificate 0:

subject= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/
L=Bangalore/O=Yourcompany/OU=netstorage/CN=Aparna CA

issuer= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/
L=Bangalore/O=Yourcompany/OU=netstorage/CN=Aparna CA
serial=0560D289ACB419944F4912258CAD197A

notBefore=May 3 22:46:37 2005 GMT

notAfter=May 3 22:55:17 2007 GMT

MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12
purposes: sslserver sslclient ike

N7 A RRA  MTBEKT D7 O 23EHEZRZER L 7,

Device-1(config)# crypto ca enroll myCA

Create the certificate request

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Please make a note of it.
Password: nbv123

The subject name in the certificate will be: Device-1l.cisco.com
Include the switch serial number in the subject name? [yes/nol: no
Include an IP address in the subject name [yes/no]l: yes

ip address: 10.10.1.1

The certificate request will be displayed...

MIIBgzCCARQCAQAWHDEaMBgGALUEAXMRVMVNYXMtMS5jaXNjby53b20wgZ8wDQYJ
KoZIhvcNAQEBBQADGYOAMIGJAOGBALS8Y1UAJ2NC7jUJ1DVaSMgNIgJd2kt8rl141KY
0JC6ManNy4gxk8VeMXZSiLJ4JgTzKWAdxbLDkTTysnjuCXGvib+wjOhEhv/y51T9y
P2NJJ8orngShrvFzZgC7ysN/PyMwKcgzhbVpj+rargZvHtGJI91XTg4WoVkSCzXv8S
VgyHOVEVAgMBAAGYTzAVBgkghkiGOw0OBCQcxCBMGbmJI2MTIzMDYGCSQGSIb3DQEJT
DIEpMCcwJIQYDVRORAQH/BBSwWGY IRVMVNYXMtMS5jaXNiby5ib2 2HBKwWH6 ITwDQY J
KoZIhvcNAQEEBQADGYEAKT60KER6Q08nj0sDXZVHSfJZh6K6JtDz3Gkd99G1lFWgt
PftrNcWUE/pw6HayfQl2T3ecgNwel2d15133YBF2bktEx1iI6U188nTOjglxXMjjas8
8a23bNDpNsM8rklwA6hWkrVL8NUZEFJIxgbj fngPNTZacJCUS6ZgKCMetbKytUx0=

Microsoft Certificate Service @ Web £ > Z — 7 = A4 ANSLT AT T 4T 4 EHELER L E
7,
TATYT AT A EE A R —-FLET,

Device-1(config) # crypto ca import myCA certificate
input (cut & paste) certificate in PEM format:

MIIEADCCA6qgAwWIBAGIKCjOO0QAAAAAAIDANBgkghkiGOwOBAQUFADCBKDEGMBAG
CSQGSIb3DQEJARYRYW1hbmRrZUBjaXNjby5jb20xCzAJBgNVBAYTAk 1OMRIWEAYD
VQQIEwlLYXJuYXRha2ExXEjAQBgNVBACTCUJhbmdhbG9yZTEOMAWGA1UEChMFQ21z
Y28xEzARBgNVBASTCm51dHNOb3JhZ2UxEjAQBgNVBAMTCUFwYXJuYSBDQTAeFwOw
NTExMTIwMzAyNDBaFwOwNjExXMTIwMzEyNDBaMBwxGjAYBgNVBAMTEVZ1Z2FzLTEu
Y21zY28uY29tMIGEMAOGCSQGSIb3DQEBAQUAA4GNADCBiQKBgQC/GNVACdjQu4dlcC
dQ1WkjKjSICApLEfK5eIJSmMNCQujGpzcuKsZPFXjF2UoiyeCYE8ylncWyw5E08xrJ47
glxr42/sI9IRIb/8udU/cj9jSSEKK56koa7xWYAu8rDfz8 jMCnIMAWlaY/q2q4Gb
x7RifdV06uFqFZEgsl7/Elash9LxLwIDAQAB04ICEzCCAg8wJQYDVRORAQH/BBsw
GYIRVMVNnYXMtMS5jaXNjby5jb22HBKwWH6 IWHQYDVROOBBYEFKCLi+2sSpWEEGrR
bhWmlVyo9jngMIHMBgNVHSMEgcQwgcGAFCco8kaDG6wjTEVNjskYUBoLFmxxoYGW
PIGTMIGQOMSAwWHgYJKoZIhvcNAQkBFhFhbWFuZGt1QGNpc2NvLmNvbTELMAkKGA1UE
BhMCSU4xEjAQBgNVBAgGTCUthcm5hdGFrYTESMBAGA1UEBXMJIQOmMFuZ2Fsb3J1MQ4w

II PKI DERTE
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DAYDVQQKEwVDaXNjbzETMBEGA1UECxXMKbmV0c3RvemFnZTESMBAGA1UEAXMJQXBh
cm5hIENBGhAFYNKJIrLQZ1E9JEiWMrR1 6MGsGA1UdHWRkMGIwLgAsoCqGKGhOdHA6
Ly9zc2UtMDgvQ2VydEVucm9sbC9BcGFybmE1MjBDQS5 jcmwwMKAuoCyGKmZpbGU6
Ly9cXHNzZSOwOFxDZXJORW5yb2xsXEFwYXJuYSUyMENBLmNybDCBigYIKwYBBQUH
AQEEfjB8MDsGCCsGAQUFBzAChi90dHRwOi8vc3N1LTA4LONlcnRFbnJvbGwve3N1
LTA4X0FwYXJuYSUyMENBLmNydDA9BggrBgEFBQcwAOYxZmlsZTovL1xcc3N1LTA4
XEN1lcnRFbnJvbGxcc3N1LTA4X0FwYXJuYSUyMENBLMNydDANBgkghkiG9wOBAQUF
AANBADbGBGsbe7GNLh9xeOTWBNbm24U69ZSuDDcOcUZUUTgrpnTqVpPyejtsyflw
E36cIZud4WsEXREqxbTk8ycx7V50=

Device-1 (config) # exit
Device-1#

AFyv TN FFHEOREEZWR LT,
ATFvT12 FHEORELZAZ— T v a7 4 X2 lb— g VIRIELET,

Related Topics
CATEIHD S 7 m—F (31 5—)
TAF LT 4T AFEREOER (37 =—)

CASFFARZEMD A H>nO—FK

Microsoft Certificate Service ® Web 1 % —7 = A A5 CAFEFAEEZ X v oo — R4 5 F)E
X, ko EBY TT,

PKI DEXE
|
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Procedure

AT 71 Microsoft Certificate Services ® Web A > % —7 = A A7) [Retrieve the CA certificate or certificate
revocationtask] 7 U w7 L, [Next] #27 U v 27 LE T,

Microsoft Cerificate Services - Aparna CA

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or ather s

will be able to securely identify yourself to other people aver the web, sign your e-mail mes
depending upon the type of certificate you request.

Select a task:
& Retrieve the CA certificate or certificate revocation list
' Request a certificate
' Checlon a pending certificate

PKI D& TE
I |
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ATV T2 FRENTZIVA MDD, FUra—RT5CAGEAEY 7 A VZEIRL £9, [Base 64 encoded]
%27V v 7 L. [Download CA certificate] #27 V v 7 L ¥7,

Microsoft Cerificate Services - Aparna CA

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from t

It is not necessary to manually install the CA certification path if you request and install ;
CA cerification path will be installed for you automatically.

Choose file to download:
A Certificate: (il el

T DER encoded or & Ease 64 encoded

Download CA certificate
Download CA certification path
Download latest cerificate revocation list

pkinEE [
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AT w73 [File Download] # A 7 0 7R v 7 A2 % [Open] 7 U v 7 LET,

Microsoft Certificate Services -- Aparna CA

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust cerificates issued from this

It is not necessary to manually install the CA

CA certification path will be installed foryou
@ Some files can harm pour computer. [ the file informs

looks sugpicious, or vou do not fully trust the zource,
zave thiz file.

Choose file to download:
CA Certificate: (il aar e e

File name: certnew.cer
File type:  Secunty Certificate

Frorm: 10.76.45.108

[ i
DER encoded or Bas ,ri\, Thiz type af file could harm your camputer if it o

Download CA certificate MElCEERer
Download CA certification pi whould vou like to open the file or save it to your com
Download latest certificate re

Open | Save Cancel

¥ | &lwavs ash before opening thiz pe of file

PKI D& TE
T |
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AT v T4 [Certtificate] XA 7 7R v 7 A& % [CopytoFile] 27 Vw27 L, [OK]Z27 Vv LET,

Microsoft Cerificate 5

Retrieve The CA Certificate Or Certificate Revocation List

Certificate

Install this CA certification path to allow canesl Dekais |.:Ertiﬁcatim Path |

Itis not necessary to manually install th -~ shaw: {<all> |

A cerification path will be installed fio
Field | Walue

Choose file to download: Elversion V3

CA Cerificate; SR i ey [ serial number 0560 D289 ACE4 1994 4F4
ESignature algorithm shalRsa
Elssuer Aparna A, netstarage, C
E'-.-'alid From 04 Mei 2005 ¢ 16;37
Elvalid o 04 Mei 2007 4:25:17

¢ DER encoded or ¢ Eﬁubject Aparna CA, netstorage, C
Download CA certifica | Elpublic key RSA (512 Bits)

Download CA certifica
Download latest cerific

Edit Properties, .. Copy

PKI DERFE
|
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AT w75 [Certificate Export Wizard] % A 7 1 277K v 77 A/ & [Base-64 encoded X.509 (CER)] %3 L |
[Next] 27 U v 7 LET,

Microzsoft Certificate Senices -- Aparna CA

Retrieve The CA Certificate Or Certificate Revocation List

Certificate

Install this CA certification path to allow cores  Detais |cErtiﬁcatiDn Path |

Itis not necessary to manually install th - show: | <al> |
CA certification path will be installed fc

Field Certificate Export Wizard
ChOOSE. ﬁ|E! tﬂ GWH'OEd. — E'u‘er.suljn " Export File Format
CA Certificate; (SN EnaElE R Serial numbe Cettificates can be exported in a wariety
ESignature alg
Elssuer
E'-.-'alid From
E'-.-'alid ko Select the Format wou wank o use:

T DER encoded or o Blsubject

Download CA certifica |ElPublic key
Download CA certifica
Download latest cerdific

{” DER encoded binary ¥.509 ¢ CER

{* Base-64 encoded %.509 { CER)

i Cryptographic Message Synkax S

™| Include &l cetbificates inthe

= Bersonal Information Exchange -

[T Induds &l certificates in the o

[T Enable strong protection freg

[T Celete the private keyif Eheie

AT w76 [Certificate Export Wizard] Z A 7 12 77K v 7 ZZ&% % [Filename:] 7% A b R v 7 AR FET D
Ty ANGLEATIL, [Next] 227 Vw7 LET,

AT 71 [Certificate Export Wizard] % A 7 7@ 77K > 7 AT, [Finish] #7 U » 7 LET,

PKI DERTE
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AT v 78 Microsoft Windows @ type 2~ > K% AJj LT, Base-64 (PEM) JER TERIFEI TV 5 CA GE
HELXRRLET,

MWINNT system32hcmd.exe

D:stestcerts2type aparnalCl.cer

BEGIN CERTIFICATE
MIIC4jCCAoygAwI BAgIQBWDS iayAGERPSRI 1 jKBZe jANBgkaghkiGYwABAQUFADCE
kDEgHB4GCSgGS I h3DQEJARY RY U1 hbmRrZUBjaXNjbyS jh28xC=zAJBgNUBAYTAK 1O
MRIwEAYDUQQI EwlLY X Ju¥iRhaZ2ExEjAQBgNUBAcT CUJhbmdhbG? wZT EOMAWGALUE
ChMFQ2 1=¥Y28xEzARBgHUBA=TCnS 1dHNAL3JhZ2UxEjAQBgNUBAMT CUFwY X Ju¥ SBD
QTAe FuBuwNTA1IMDMyM jO2MzdaFuBuNzA1MDMyMjU1IHT daMI GGMSAvHgY JEo ZT hucH
AQkBFhFhhUFuZGt 13GHpc 2Ny LmNv bT ELMAKGA1UEBhMCEU4xEjAQBgMUBAgTCUth
cmShdGFrYTESMBAGALUEBxMJQnFuZ2Fsh3J1MQ4uDAY DUQQKEWUDaXNijhzETHBEG
ALUECxMEbmUBc IRvcmFnZT ESMBAGALUEAXMJQX BhecmShl ENBMFuwwDQY JKoZI hucN
AQEBBGQADS wAwSAJBAMY . 7h3 +DEJPANBz IHHz JuNcc MM Pypuzuuo SHZE OMpe REXE 1T
Oz yBAgiT2ASFulO0wQl iDMB8r 041 jf 8RxvYKvys CAwWEAAaQBv=zCBvDALBgNUHQBE
BAMCAcYwDuwYDURBT AGH /BAUwAWER/zAdBgNUHG4EF QU Jy jyRoMh»CHMRU2 O uRhG
GgzWhHEwawY DURBE BGQuY jAuoCugKoYoaHRBcDovL3NzZ5Aw0C? DEE JARWS yh2 xs
LAFuY ¥ JuYSUyMENBLmMubDAwo CogLIYgZmlsZTovLl xccIN1ILTA4REM1ecnRFhndu
hGxcQEBhemShJT I w@AEWY3JsMBAGCS s GAQQBy jeVAQQDAGEAMABGCEgGSTh3DQER
BQUAABEAHuvGUG+8nEI??Twuw+KaGrBglNI JagNgLhBAFc THrEyuyt AUYGP=zksF?Ea
MBG7EBoMNbbzexAEQEf GiUsbmA pl ~ /v

END CERTIFICATE

D:stestcerts?

TATUTA4T4BAEDEXR

PKCS#12 FERAEE 4 Zk (CSR) % f# [l L T Microsoft Certificate %-— /N2 7 A T 27 4 7 A Gk
B2 R 5121%, ROFIRIZHE> TS ZSVY,

PKI DERFE .
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Procedure

AT w71 Microsoft Certificate Services ® Web f > % —7 = A A5, [ZEBAZDOEXR (Request a
certificate) | #27 U w7 L. [R~ (Next) | &2V v 27 LET,

Microsoft Cerificate Services - Aparna CA

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or ather s

will be able to securely identify yourself to other people aver the web, sign your e-mail mes
depending upon the type of certificate you request.

Select a task:
" Retrieve the CA certificate or certificate revocation list
& Request a certificate
' Checlon a pending certificate

PKI D& TE
T |
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ATw 72  [EMLTER (Advancedrequest) |27 U v 7 L, [R~ (Next) 1227V v LET,

Microsoft Cerificate Services - Aparna CA

Choose Request Type

Flease select the type of request you would like to make:

C User cerificate request:

E-Mail Protection Cerificate

& Advanced reguest

AFv 73 [Baseb4 T a— RFEHPKCSHIOZHEMT SR EERF 1= ($ basess T > O — FiFH PKCSHT
T7AIIWVEFERTIEHEREEIET S (Submit a certificate request using a base64 encoded
PK CS#10 file or arenewal request using a base64 encoded PKCSH7 file) 1 227 U v 7 L. [&RA~

PKI DERFE
|
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(Next) 1227V v 27 LET,

Microsoft Cerificate Services - Aparna CA

Advanced Certificate Requests

You can request a cerificate for yourself, another user, or a computer using one of the foll:
cerification authority (CA) will determine the cerificates that you can obtain.

C Submit a certificate request to this CA using a form.
& Submit a cerificate reguest using a basetd encoded PRCS #10 file or a renewal rec

¢ Request a certificate for a smart card on behalf of another user using the Smart Card
You must have an enraliment agent certificate to submit a request for another wser,

ATy T4 [RIFFEADER (SavedRequest) |7 F A b 7R v 7 AT, base64 D PKCSH#10 FEAHEF K &R —
ARL, [N (Next) |27V w7 LET, GEFZRD CiscoNX-0OS 7/3A ADa —)b

B rroEE
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MHharv—shET,

Microsoft Cerificate Services - Aparna CA

Submit A Saved Request

Faste a basetd encoded PKCS #10 cerificate request or PRCS #7 renewal reguest
server) into the request field to submit the request to the cerification authority (CA).

Saved Request:

vqngEIvaAgHBAAGgTzA?ngqhkiGBwDBCchCBHGZ;I
DIEpMCowIQYDVRORLAQH BEswGY IRVHWVn TEME M35

Easebd Encoded |KoZIThweNAQEERQADGYEAKTEOKERAQOEN O=DIZVH
Certificate Reguest |[PECrNoWUE/ pudHayfQl2 Tiecolwe 12415133 VEFZ]
(PKCS #10 or #): |3823bNDpNsMSr k1wl hTkr VLENUZEF Txob j £ngPH
————— END CERTIFICATE REQUEZT-————-

4| |

Browse for a file to insed.

Additional Atributes:

=
Attributes: -
i k

pkinEE [
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ATFYTE CATRI=ZAPL—ZMBiFHENREITENDET, 1 ~2 BB E T,

Microsoft Cerificate Services - Aparna CA

Certificate Pending

Your certificate reguest has been received. Howewer, you must wait for an administrator te
Flease return to this web site in a day or two to retrieve your certificate.

Hote: You must return with this web browser within 10 days to retrieve your certificate

PKI DERTE
L2 I



| PiozEE

71457571571 mnE0ER ]

ATYT6 CAT FI=AML—ZNRFEHEEREZKRTL202MRELET,

{3 Certification Authority

J Action  Yiew |J a o= | | | @

Tree I

@ Certification Authority (Local)
El@ Aparna Ch

i 7] Revoked Certificates
[ Issued Certificates

: £ Pending Requests
D Failed Requests

Request ID | Binary Reguest | Request Disposition Message | Reguest S

----- BEGIM ME. ., Taken Under Submission

Refresh

Help

<] |

I |C|:|ntains operations that can be performed on the object,

PKI DERFE .
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B 777 7 umzoEk

AT wF1  Microsoft Certificate Services O Web A > % —7 = A Anb, REBRDIBAEEX*F I vI T3
(Check on a pending certificate) 147 U v 27 L, [R~ (Next) 127 U v 27 LET,

Microsoft Cerificate Services - Aparna CA

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or ather s

will be able to securely identify yourself to other people aver the web, sign your e-mail mes
depending upon the type of certificate you request.

Select a task:
" Retrieve the CA certificate or certificate revocation list
' Request a certificate
& Checlon a pending certificate

B rroEE



| PiozEE

71457571571 mnE0ER ]

ATYT8 Fx=v /T HEAFHEEREZBIRL T, [RN (Next) |27V v 7 LET,

Microsoft Cerificate Services - Aparna CA

Check On A Pending Certificate Request

Flease select the certificate request you want to checls

Saved-Fequest Cerificate (12 Mo 2005 20:30; 22

PKI DERFE
|
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B 77 7 7 amgoEx

ATv 79 [Base64 Tra— KFH (Basebdencoded) |27 U v 7 LT, [CASEAEDA Y O—FK
(Download CA certificate) | #27 U v 27 L&,

Microsoft Cerificate Services - Aparna CA

Certificate Issued

The certificate you requested was issued to you.

T DER encoded or & Base 64 encoded

o] Dowinload CA certificate
= Download CA certification path

PKI DERTE
L6 I



| PiozEE

ATy 710

ATvINn

71457571571 mnE0ER ]

[Z7ANVDF T a—FR (FileDownload) 1% A 712 Ry 7 AT, [B< (Open) |27V v
7 LET,

Microsoft Certificate Services - Aparna CA

Certificate Issued

The certificate you requested was issued to you.

: :
C DER encoded of & Base 6 ilaaui i

i Download CA certificate Some files can harm vour computer. I the file infar
== Download CA cerdification path looks suspiciouz, of you do ot fullp st the sour
zave this file.

File name: certhew. cer
File tupe:  Security Certifizate
Frorm: 10.76.45.108

& Thiz type aof file could harm vour cormputer if §
malicious code,

“WWould yau like to open the file or zave it ba pour o

Open | Save Canicel

¥ | &lwaps ash before opening this pe of file

[Certificate] 7~ v 7 A C, [Details)] # 7% 2 U2 L, [CopytoFile.] %7 Vv 27 LEd, .[GE
BHEDxT 7 AR —k ¥4 71/ (Certificate Export Dialog) ] v 27 AT, [Base64 T>a—FK
FEH X.509 (.CER) (Base-64 encoded X.509 (CER)) 1 %7 U v 7 L, [R~ (Next) |27 U v

PKI DERFE .
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B 77 7 7 amgoEx

=M Mirrgen prbificabe Servires - Micrnsn eroel B E ide Cisco Systems, Inc.
; Certificate , il
_.1 General Details |Certificatinn F‘athl év = E s
=":" Show: I::.ﬁ.ll:b j
= = | —
E'-.-'ersiu:un W3
=] serial number 0433 SEAL 0000 0000 0074
Eﬁignature algorithm shalRSA
Elssuer Aparna CA, netstorage, Cisca. .. i
[=]valid from 12 Nopember 2005 8:32:40
[F]valid to 12 Mopember 2006 5:42:40
ESubject Vegas-1.cisco.com
[Fpublic key RS54 (1024 Bits) |

Certificate Export Wizard

Expott File Format
Certificates can be exported in a va

Select the Format wou wank fo use:

™ DER encoded binary ¥.509 1,

Edit Propertiss.. St (% Base-54 encoded ¥.509 (. CE

. Cryptographic Message Swnt
(0] 4
[ | Include all cerbificates in

" Personal Information Exchan

[ | Include all cerkificates in
™| Enable strang proteckon
[T | Celete bheiprivate keyit

ATYF12 [FEHETZ AKR— K 7 4% — K (Certificate Export Wizard) XA 707 Ry 7 AZHDH[7 7
A4 . (Filename:) | 7F A N Ry 7 ARG TH7 7 ANV EATIL, [RN (Next) 1%

PKI DERTE
N I



| PriDEE

7145707471 EBEOER [

7V w7 LET,

='-.-'ersinn
=Serial nurmber 0&a33 SEAL 0000 0000 0074
ESignature algarithm shalR5A
EIssuer Aparna CA, netsborage, Cisca. ..
E'-.-'alid Fram 12 Mopernber 2005 5:32:40
='-.-'a|iu:| ko 12 Mopember 2006 3:42:40
= Subject Vegas-1.cisco.com

1S public key RSA (1024 Bits)

CnikestoertsimyID, cer

PKI DE%E
I
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AFy T3 [ET

Show: | <Al -]
Field | Yalue i -
E'-.-'ersiu:un W3
Eﬁerial number 0A33 SEAL 0000 0000 0074
ESignature algorithim shalRs5A
Elssuer Aparna CA, netskorage, Cisco, ., o
E'-.-'alid From 12 Mopember 2005 3:32:40
E'-.-'alid ko 12 Mopember 2006 3:42:40
ESubject Vegas-1.cisca, com
[ElPublic key RS54 (1024 Bits) |
Edit Fraperties. .. Copy to F

. PKI DERTE

Completir
Wizard

‘fou have succes
wizard.

‘fou have specifi

File Mame
Export Keys
Include all certi
File Format




| PriDEE
amzomysl

AT 714 Microsoft Windows Dtype 2~ RE AT LT, TAT 7 47 1k #E% Base-64 T2 22—
RENEATERRLET,

D:stestcerts>tupe mylD.cer

————— BEGIN CERTIFICATE———

MI IEADCCAGggAw] BAgI KCj00oQAAAAAAdDANBykghkiG?uwABAQUFADCBLDEgMB4G
CSgGE I h3DQEJARY RY U1 hbhmRrZUB jalNjbyb jh28xCzAJBgNUBAY TAK1OMRI wEAY D
QI EulLYEJu¥Y2Rha2 ExEjAQBgNUBAc T CUJThbmdhbhG? yZT EOMAWwGALUEChMFQ2 1=
Y28xE=ARBgNUBAsT Cm5 1dHNAL3 JThZ2UxE jAQBgHUBAMT CUFwY X JuY SBDQT A e Fubw
MT ExMT I wMzAyNDBaFuluM jExMT I wHz EyNDBaMBuxGjAY BgNUBANTEUZ1Z2F=LT En
Y21=¥28uY22tHIGFHAAGCS gGS I h3DQEBAQUAA4GNADCEiQKBgQC GNUACA jOud1 G
dQ1 Wk JHISICdpLf KSe JEmMNCQu jGpzcuksZPFE jF2UoiveCYEE ylncyuSEAS »J47
glxrd2-,21?IRIh/Budl cj? 55 f KKS6koa?xWYAuBrDf =8 jHCn I H4WM a¥ g2 g4Gh
WIRif AB6uFgFZEg=17-Elazsh?LyLuwl DAQABo 4] CEzCCAgEwJQY DURARAQH ~BB=u
GY I RUmUnYAMtMES5 jakNjbyS jh22ZHBKEwWHG [ wHQY DURAOBBY EFKCLi +Z25 s pUWESf grR
bhiim1Uyo? jngMI HHBgNUHSHEgc Quagc GAFCe o8 kaDGow jTEUN = kY UBo LEFmyxoxo ¥ GU
pIGTHI GQMEAwHgY JKoZ1 hecNAQKBFhFhhUFuZGt 1QGHpc 2Nv LmNvhT ELHAKGALUE
BhMCSU4xEjAQBgHUBAgT CUthemShdGFrY¥ TESMBAGA1IUEBxMJOmFuZ2Fzh3J1MQ 4w
DAY DUQQKEWUDaRNjb=ETMBEGA1UECxMKbmUAc 3RvemFnZT ESMBAGALUEAxMJQRBh
cmShl EHNBghAFYNEJrLQZ1E?JEilMrR16MG= GA1 UdHwRKMGI wLgAs o CgGKGhAdHAL
Ly?zcZUtMDguQ2Uyd EUucm? s hGC?Be GFybmE1MFBDASS jemuuwMKAuo CyGKnZphGlU 6
Ly?cXHNzZ5 BulFxDZXJARWS yh2 s KEFuY X JuY S U yMENMBLmNybhDCBigh I KuY BBQUH
AQEEf jBBHD=GCCsGAQUFBzAChi?odHRw(iBvcINILTA4LANlcnRFhnduhGuec 3N
LTA4ZAFuY Ju¥SUyMENBLmMydDA? BaggrBgEFBQcwAoY xZml s ZTovLl xcc3N1LTA4
AENM1cnRFhbnduhGxcc3N1LT A48 BFwY S JuY SU yMENBLmMyd DANBykghkiGFwABAQUF
AANBADhGBGs he ?GHLh? xe OTWBNbm2 U6 Z5uDDe OcUZUUT grpnTqUpPye jtsuf 1w
E3bc I ZudWsExREqxhT kB yecx?USo=

————— END CERTIFICATE———

D:stestcerts

Related Topics
AEEEDROERL (18 X—2)
Cisco NX-O8S 7 /341 A TOFERAEDHRE (28 X—)

SEEAZEMELY B L
Microsoft CA BHE 70 77 A& H L CGGEFAELZIY ETFIEX, RO LBV TT,

Procedure

AT w71 [Certification Authority] > U —72>5 . [Issued Certificates] 7 #/V &% 27 UV w7 LEd, U A k)
b, MO EITRELL27 Y v 27 LET,

PKI DEXE
|
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FEBREDER YA L

AT w 72 [All Tasks] > [Revoke Certificate] DIEIZEIN L F 9,

Pt

& Certification Authority

Ackion  Wiew |J o = | [| |@

—

Tree I Reguest I | Requester Mame | Binary Certificate | Serial Mumber |
£ Certification Autharity (Local) Edsa SSE-08YIUSR_55... ---- BEGIN CERTL.. 786263d00000000000S
= Aparna CA Edao SSE-DS\IUSR_S5... - BEGIN CERTL... 7862643d00000000005;
" (27 Revoked Certificates Edn SSE-0&\IUSR_55... - BEGIMN CERTL... 786264d900000000005E
{‘3 Issued Certificates 92 SSE-03\IUSR_S5... - EEGIN CERTIL... 7c32781800000000005:
D Pending Requests 93 S3E-0IUSR_55... - EEGIN CERTIL.., 7327827 00000000005:
fni D Failed Requests 94 S3E-0IUSR_S55.., - BEGIN CERTL... 7c32783700000000005e
95 S3E-0IUSR_55.., - BEGIMN CERTI... TC3Z2784700000000005F
o5 S3E-0IUSR_55.., - BEGIN CERTIL... 7cadSc2200000000006:
'?J'?J S3E-0&IUSR_55... - BEGIMN CERTI... 021a9d1a00000000006:

100 SSE-0AMIUSR_55... - BEGIMN CERTI... 1c1013cFO00000000064
101 SSE-084IUSR_S5... - BEGIM CERTI... 1c10d191000000000068
102 SSE-03\IUSR_S5... - BEGIM CERTI... 2b4eb3a700000000006¢
103 S3E-0IUSR_55... - BEGIM CERTI...  453beb43000000000067
104 S3E-0IUSR_S55.., - BEGIMN CERTI... 4ebSh32700000000006E
105 S3E-0IUSR_55.., - BEGIMN CERTI... <fE00&84 1000000000069

106 S3E-0IUSR_55.., - BEGIMN CERTI... <4fdFeSa<400000000006a
107 S3E-0&IUSR_55... - BEGIMN CERTI... Sf3edc9s000000000060
108 SSE-0AMIUSR_55... - BEGIM CERTI... Sf413d2000000000006:
109 SSE-084IUSR_S5... - BEGIM CERTI... 17b22ded00000000006:
110 SSE-03\IUSR_S5... - BEGIM CERTI... 17b3067400000000006:
111 S3E-0IUSR_55... - BEGIM CERTI... 11ea380s0000000000aF
112 S3E-0IUSR_S55.., - BEGIMN CERTI... 170beaSb00000000007(

113 S3E-0IUSR_55.., - BEGIM CERTI... <aafffz2e00000000007 1
114 S3E-0IUSR_55.., - BEGIN CERTIL... 78cceebc00000000007:2
115 S3E-0&IUSR_55... - EEGIN CERTIL... 78e341a100000000007:

1]

Conkains operations that can be performed on the object,

PKI D& TE
[ 52| |
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% Certification Authori

|J fckion  View |J = o= | |

|

amzomysl

AT w73 [Reasoncode] K v 7 H D UARNNLEDIELOBEEEZEIINL, [Yes] 227V v 7 LET,

Tree I

@ Certification Authority {Local)
El@ Aparna Ch
i Revoked Certificates

Request I | Requester Mame | Binary Certificate | Serial Mumber |
a9 S3E-0IUSR_55.., - BEGIN CERTI... 7E6263d000000000
an S3E-0&IUSR_55... - BEGIN CERTI... 78626<43d00000000
91 SSE-0AMIUSR_55... - BEGIMN CERTI... 7E6264d900000000
92 SSE-084IUSR_S5... - EEGIN CERTL... 7c32721800000000C
a3 SSE-03\IUSR_S5... - EEGIMN CERTIL... TFc327327000000000
a4 S3E-0IUSR_55... - EEGIN CERTIL... 7c327a3700000000c
95 S3E-0IUSR_S55.., - BEGIN CERTL... 7327847 700000000C
98 el e et T AR 00C

ifi i i 7

B Certificate Revocation : el i
100 Are pou sure you want to revoke the selected certificate(s]? oo
101 hooo;
10z “f'ou may zpecify a reazson for this revocation. hOa
103 Reason code: oo
104 Ihzpecified j o
105

108

107

108 =

109 SSE-0AMIUSR_55... - BEGIMN CERTI... 17b22des00000000
110 SSE-084IUSR_S5... - BEGIN CERTI... 17b30&67a00000000
111 SSE-03\IUSR_S5... - EEGIMN CERTIL... 11ea380c00000000
112 S3E-0IUSR_55... - BEGIM CERTI...  170beadbO000o000o:
113 S3E-0IUSR_S55.., - BEGIMN CERTI... <aafffze000000000
114 S3E-0IUSR_55.., - EEGIN CERTIL... Vacceetc000000000
115 S3E-0IUSR_55.., - EEGIN CERTIL... VSe341a100000000
116 S3E-0RIUSR_S55.., - BEGIMN CERTIL... Da338eal00oooooo

<

pkinEE [
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AT 74 [Revoked Certificates] 7+ /X %27 U v 7 LT, GEAZEORVELZR B L OWMRELET,

{&3 Certification Authority

Jﬂctiun Yiew |J¢' -P|||@

Tree I Request ID l Requester Mame | Binary Certificate | Serial Mumber |
29 Certification Authority (Local) 15 SSE-08IIUSR_S5... - BEGIN CERTIL... SdaeS3cd00000000000F
=03 Aparna CA 16 SSE-ORIUSR_SS.., - BEGIMN CERTL.. Sdb140d300000000001C
Y oked Certificates 17 SSE-DBVILSR_SS.,, ---- BEGIMN CERTL... Serd7cibO00000000011
[ Issued Certificates 18 SSE-08\IUSR_S5... - BEGIM CERTI.. 16db4f8f000000000012
(1] Pending Requests 19 SSE-0S\IUSR_5S5... - BEGIM CERTL.. 261c3924000000000013
& CI Failed Requests ZEI S3E-0IUSR_55.., - BEGIMN CERTI.., 262bS202000000000019
21 S3E-0IUSR_S55.., - BEGIM CERTI..., 2634cyfz2000000000015
22 S3E-0IUSR_S55.., - BEGIM CERTI.., 2635b00000000000001¢
23 S3E-0IUSR_55... - BEGIMN CERTIL... 28435040000000000017
24 SSE-ORIUSR_55.., - BEGIMN CERTIL... 2az276357000000000018
25 SSE-08IUSR_S5... - BEGIM CERTI..., 3fE3chF7000000000019
26 SSE-03\IUSR_S5... - BEGIM CERTI.., GedbSFEFO00000000014
2? SSE-0FIUSR_55... - BEGIM CERTI... 725b89d500000000001k
28 S3E-0IUSR_55.., - BEGIN CERTIL... 735a587300000000001¢
29 S3E-0IUSR_S55.., - BEGIM CERTI.., 148511c700000000001d
3I:I S3E-0IUSR_S55.., - BEGIN CERTL... 14a7170100000000001¢
31 S3E-0IUSR_55... - BEGIM CERTI... 14fc<4ShS0O0000000001F
32 SSE-ORIUSR_55.., - BEGIM CERTI.., 486ceS0b000000000020
33 SSE-08IUSR_S5... - BEGIM CERTIL... 4catazaal00o00oo00zl
47 SSE-03\IUSR_S5... - BEGIM ZERTI... 1aaS55cSe00000000002F
&3 SSE-0FIUSR_55... - BEGIM CERTI.,. 3f0S845dd00000000003F
(a1} S3E-0IUSR_55.., - BEGIMN CERTI.., 3f619b7e000000000042
82 S3E-0IUSR_S55.., - BEGIN CERTIL... 6313c46300000000005:
96 S3E-0IUSR_S55.., - BEGIN CERTIL... 7c3861e3000000000060
'.:J? S3E-0IUSR_55... - BEGIMN CERTIL... 7ceee3S1000000000061
116 SSE-ORIUSR_55.., - BEGIMN CERTIL... 0a332eal000000000074
1] |

CRL D ERL & 2B

Microsoft CA BHE 71 /7 A% H LT CRL #1ERB L OABRTA2FIE X, kOB T
7,

PKI D& TE
[ 5| |
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Procedure

crLofeme 28 [

AT w71 [Certification Authority] D[H[Hi />, [Action] > [All Tasks] > [Publish] DJEIZEIN L F 9,

BB 2

Al Tasks Publish Request ID | Requester Mame | Binary Certificate | Serial Mumber |
¢ Refresh by (Local) 15 SSE-08YIUSR_S5... - BEGIM CERTI... Sdae53:d00000000
E: Export Lisk. .. 16 SSE-08IUSR_S5... - BEGIM CERTI... Sdbi40d3000000001

= 17 SSE-08\IUSR_sS5... - BEGIM CERTI.., Se2d7clbO000o00on

Fkeiics 13 SSE-DE\IUSR_55.., - BEGIN CERTIL... 16db4faf00000000C

Help 19 S3E-0IUSR_55...  --—--- BEGIM CERTIL.., Z261lc39z400000000i

ZEI S3E-0&IUSR_55.., - BEGIM CERTI..., 262bS202000000001

21 S3E-0IUSR_55..,  --—--- BEGIM CERTI.., 2634c7f2000000000
22 S3E-0#IUSR_55..,  --—--- BEGIM CERTI..., 2635b00000000000!
23 SSE-OAIUSR_S55...  --—--- BEGIM CERTI... 2643504000000000
24 SSE-08IUSR_S5... - BEGIM CERTI... 2a27c35700000000
25 SSE-08\IUSR_sS5... - BEGIM CERTI.., 3fS8chfFo00000000
26 S3E-08\IUSR_55... - BEGIM CERTI... &e4bSFr000000000
2? S3E-0IUSR_55...  --—--- BEGIM CERTI.., 725b&9da00000000l
28 S3E-0&IUSR_55.., - BEGIM CERTI... 7F35agg7a00000000
2'3 S3E-0IUSR_55..,  --—--- BEGIM CERTI... 14851 1c700000000i
3EI S3E-0#IUSR_55..,  --—--- BEGIM CERTI... 14a7170100000000
31 SSE-OAIUSR_S55...  --—--- BEGIM CERTI..., 14Fc45bS000000000
32 SSE-08IUSR_S5... - BEGIM CERTI.., 486ceS0b00000000;
33 SSE-08\IUSR_sS5... - BEGIM CERTI... d4catazaal0oooao
4? S3E-08\IUSR_55... - BEGIM CERTI... 1aaSScSe00oooooo
63 S3E-0IUSR_55...  --—--- BEGIM CERTI..., 3f0845dd00000000r
E-E- S3E-0&IUSR_55.., - BEGIM CERTI... 3f619b7e000000001
82 S3E-0IUSR_55..,  --—--- BEGIM CERTI... 6313c4a300000000i
96 S3E-0#IUSR_55..,  --—--- BEGIM CERTI... 7c386le3000000001
'.:J? SSE-OAIUSR_S55...  --—--- BEGIM CERTI... FcoeeaS100000000i
116 SSE-08IUSR_S5... - BEGIM CERTI... 0a332eal00000oo0
| |
Conkains operations that can be performed on the object, o

pkinEE [
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AT w 72 [Certificate Revocation List] A 7 2 7R v 7 AT, [Yes] %7 U v L THHO CRL ZABL

£7,

L
153 Ler

tification Authorit

|J fction  Wiew |J . -I'|| |@

Tree I

B8

@ Certification Autharity (Local)

Aparna Ch
5 Revoked Certificates

I:l Issued Certificates
I:l Pending Requests
i []] Failed Requests

Request ID | Requester Mame | Binary Certificate | Serial Mumber |
15 SSE-OAIUSR_S55...  --—--- BEGIM CERTI.., SdasS53cd00000000000F
16 SSE-08IUSR_S5... - BEGIM CERTI.., Sdb140d3000000000011
17 SSE-08\IUSR_sS5... - BEGIM CERTI.., Se2d7clb000o00o00o] |
15 S3E-08\IUSR_55... - BEGIM CERTI... 16db4f3f000000000012
19 S3E-0IUSR_55...  --—--- BEGIM CERTIL... 261c392400000000001:
2EI S3E-0&IUSR_55.., - BEGIM CERTI.., 262b520200000000001:
21 S3E-0IUSR_55..,  --—--- BEGIM CERTI.., 2634c7fz000000000015
22 S3E-0#IUSR_55..,  --—--- BEGIM CERTI.., 2635b00000000000001:
23 SSE-OAIUSR_S55,.,  --—--- 2648504000000000001°

BEGIM CERTI...

& The last published CRL is skill valid and can be used by clients, Are wou sure you wank to p

Mo

752 e}
75 e
F5: ok

F5;
Edes

P52 [
752 [
5 [T

75 BN
s

al

SSE-08\IUSR_SS...
SSE-08\IUSR_SS...
SSE-08\IUSR_SS...
S3E-08\IUSR_SS. .,
SSE-08\IUSR_SS..,
SSE-08\IUSR_SS. ..
SSE-08\IUSR_SS. ..
SSE-08\IUSR_SS. ..
SSE-08\IUSR_SS...
SSE-08\IUSR_SS...

BEGIM CERTIL..
BEGIM CERTIL..
BEGIM CERTIL..
BEGIM CERTIL...
BEGIM CERTIL..
BEGIM CERTI...
BEGIM CERTI...
BEGIM CERTI...
BEGIM CERTIL..
BEGIM CERTIL..

14fc45b500000000001F
4586ceB0b000000000021
4catadaaioo0oononoz
15555c5e00000000002f
3f0345dd00000000003f
3f613b7=00000000004:
631 3c46300000000005:
Fr3861e300000000006(
Fobee35100000000006
0a33582a100000000007:

[

CRLOAo>ro—Fk

Microsoft ££> CA @ Web ¥4 25 CRL 24X v v — K35 FEIX, kDO LBV T,

B rroEE
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Procedure

AT 71 Microsoft Certificate Services ® Web A > % —7 = A A7) [Retrieve the CA certificate or certificate
revocation list] 7 U w7 L, [Next] 227 U v 7 LET,

Microsoft Cerificate Services - Aparna CA

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or othe
will be able to securely identify yourself to other people over the web, sign your e-mail n
depending upon the type of certificate you request.

Select a task:
& Retrieve the CA certificate or certificate revocation list
' Request a certificate
' Checlon a pending certificate

pkinEE [
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AT w72 [Download latest certificate revocation list] 27 U v 7 L £7°,

Microsoft Cerificate Services - Aparna CA

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this

It is not necessary to manually install the CA certification path if you request and install a ¢
CA cerification path will be installed for you automatically.

Choose file to download:
A Certificate: (el

T DER encoded or & Ease 64 encoded

Download CA certificate
Download CA certification path
Download latest cerificate revocation list

B rroEE
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cLogyro—r [

AT 73 [File Download] ¥4 72/ ARy 7 AT, [Savel &7 Vv 7 LET,

Microsoft Certificate Services -- Aparna CA

Retrieve The CA Certificate Or Certificate Revocation List

CA certification path will be installed foryoL @

Choose file to download:
A Cerificate. MilCIaar T

T DER encoded or & Ea

Download CA cerdificate
Download CA cerification ¢
Download latest certificate t

Install this CA certification path to allow your computer to trust certificates issued from t

It i5 not necessary to manually install the CA RS

Some files can harm vour computer. [F the file infar
looks suzpicious, or wou do not fully trust the zour
zave thiz file.

File name: certcrl.cil
File type:  Certificate Revocation List
Frorm: 10.76.45.108

Ywould pou like to open the file or zave it to your o

Open | Save Canicel

¥ Always ask before opening thiz type of file
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ATV T4 [SaveAs| XA TRy 7 AT, IRTGGFT D77 ANLEANTILT, [Save] &7 U 7 LET,

Microsoft Certificate Services -- Aparna CA,

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA cedification path to allow your computer to trust certificates issued from this

It is not necessary to manually install the CA ¢

CA certification path will be installed for you & i 4

Save in: I ] testcerts

3

Hiztory
T DER encoded or & Base ri”f

Download CA cerdificate

Download CA certification pa .mi\
Download latest certificate re

Choose file to download:
CA Certificate; (6ol e

documents

File name: Iaparnam.crl

Save as type: IEertificate Revacatis
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AT w75 Microsoft Windows @ type =~ > K& AJJL T, CRL ZF/RL 7,

) f
i HY H
i Ha8CAG ILF 0 iLF BN i A eH FwHBCG
H B 9 ¥ Y DUGQ BAGA ' A
H A Y DU G I jAMH HAoTH H QY DUQG
i g i Y DUGQT i QAERDTF A o RDTH
(0 i : AAAAAAATLXDTALMD Olo
DU O fi b § ;
[ : AAARAAAUEDTALMD i 2PIAAAAAAR
i I i 4MDF AL A b § ; i
RYAAAAAAAgADTA oKy AAAAAAACH !
AN=H AMMA o GF QT AARAAAAOXDTALME [
owDDAKBgMUHRUEfivo BA jAph 5 i 3MD O ODAAMT g
DURBUBAMKRAG RS6=zgAAAAAADE DU T HpH ¥
g 1 1 1 DURBUBAMKEAQ
I I AMDA i b PNARAAAAAPFWE fi4 i
GHMARARAABAXDTALMD oK BGuwARARAAEH [ 1
AMMA o GF ¥ i 48AAAARABI XDTA1MI
i [ OD i bl oo g
: QuMD BaMH § AARARABUXDT A1 MI i ANU o
[ AMDF i bl oo g : QuMD
i i AAAAAABGXDT AL MI 0 p
[ OD fihi) g 1 :
AAAAAABsXDTA1MI 0 DU
ibfigoUhRHHAARAARA g 1 :
DTA1MD 0 p QARARAAR LT 11 fi b
OgLAARAARR g 1 0D [ : pGoRARAAR DTALMD
fIAM1 o DU OT A 7 fibAgo
g ASMI DI : g DT A1 MDkwOT DAAOFo
p i) 4U JAbAg PR § i i
: DTALMD [ i 0o QARAARR
i ) [ 3 3 ) DUHA jBH il RO H OuyRh(
3 HEN HEN AR wDG 0 A HGA D GN 11
0 HmY b8 3 B H b 3
) i, H

Related Topics
AEERGE MR TEORE (17 =)

CRLD A R— k

CRL % CAIZKHET A R T A RRA v ML AR — T BHFET, kOEEBY T,

Procedure

AFv7T1 CRL77A/% CiscoNX-OS TA ZADT— 7T v aillat—LET,

Device-1# copy tftp:apranaCA.crl bootflash:aparnaCA.crl

ATw T2 CRLEZEELET,
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Device-1# configure terminal
Device-1(config)# crypto ca crl request myCA bootflash:aparnaCA.crl
Device-1 (config) #

ATv T3 CRLONEEHRZRLET,

Device-1(config)# show crypto ca crl myCA
Trustpoint: myCA
CRL:
Certificate Revocation List (CRL):
Version 2 (0x1)
Signature Algorithm: shalWithRSAEncryption
Issuer: /emailAddress=admin@yourcompany.com/C=IN/ST=Karnatak
Yourcompany/OU=netstorage/CN=Aparna CA
Last Update: Nov 12 04:36:04 2005 GMT
Next Update: Nov 19 16:56:04 2005 GMT
CRL extensions:
X509v3 Authority Key Identifier:
keyid:27:28:F2:46:83:1B:AC:23:4C:45:4D:8E:C9:18:50:1
1.3.6.1.4.1.311.21.1:

Revoked Certificates:
Serial Number: 611B09A1000000000002
Revocation Date: Aug 16 21:52:19 2005 GMT
Serial Number: 4CDE464E000000000003
Revocation Date: Aug 16 21:52:29 2005 GMT
Serial Number: 4CFC2B42000000000004
Revocation Date: Aug 16 21:52:41 2005 GMT
Serial Number: 6C699EC2000000000005
Revocation Date: Aug 16 21:52:52 2005 GMT
Serial Number: 6CCE7DDC000000000006
Revocation Date: Jun 8 00:12:04 2005 GMT
Serial Number: 70CC4FFF000000000007
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 4D9B1116000000000008
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 52A80230000000000009
Revocation Date: Jun 27 23:47:06 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
CA Compromise
Serial Number: 5349AD4600000000000A
Revocation Date: Jun 27 23:47:22 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
CA Compromise
Serial Number: 53BD173C00000000000B
Revocation Date: Jul 4 18:04:01 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Certificate Hold
Serial Number: 591E7ACE00000000000C
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 5D3FD52E00000000000D
Revocation Date: Jun 29 22:07:25 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Key Compromise
Serial Number: S5DAB771300000000000E
Revocation Date: Jul 14 00:33:56 2005 GMT
Serial Number: S5DAE53CD0O0000000000F
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Revocation Date: Aug 16 21:53:15
Serial Number: 5DB140D3000000000010
Revocation Date: Aug 16 21:53:15
Serial Number: 5E2D7C1B000000000011
Revocation Date: Jul 6 21:12:10
CRL entry extensions:
X509v3 CRL Reason Code:
Cessation Of Operation
Serial Number: 16DB4F8F000000000012
Revocation Date: Aug 16 21:53:15
Serial Number: 261C3924000000000013
Revocation Date: Aug 16 21:53:15
Serial Number: 262B5202000000000014
Revocation Date: Jul 14 00:33:10
Serial Number: 2634C7F2000000000015
Revocation Date: Jul 14 00:32:45
Serial Number: 2635B000000000000016
Revocation Date: Jul 14 00:31:51
Serial Number: 26485040000000000017
Revocation Date: Jul 14 00:32:25
Serial Number: 2A276357000000000018
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 3F88CBF7000000000019
Revocation Date: Aug 16 21:53:15
Serial Number: 6E4B5F5F00000000001A
Revocation Date: Aug 16 21:53:15
Serial Number: 725B89D800000000001B
Revocation Date: Aug 16 21:53:15
Serial Number: 735A887800000000001C
Revocation Date: Aug 16 21:53:15
Serial Number: 148511C700000000001D
Revocation Date: Aug 16 21:53:15
Serial Number: 14A7170100000000001E
Revocation Date: Aug 16 21:53:15
Serial Number: 14FC45B500000000001F
Revocation Date: Aug 17 18:30:42
Serial Number: 486CE80B000000000020
Revocation Date: Aug 17 18:30:43
Serial Number: 4CA4A3AA000000000021
Revocation Date: Aug 17 18:30:43
Serial Number: 1AA55C8E00000000002F
Revocation Date: Sep 5 17:07:06
Serial Number: 3F0845DD00000000003F
Revocation Date: Sep 8 20:24:32
Serial Number: 3F619B7E000000000042
Revocation Date: Sep 8 21:40:48
Serial Number: 6313C463000000000052
Revocation Date: Sep 19 17:37:18
Serial Number: 7C3861E3000000000060
Revocation Date: Sep 20 17:52:56
Serial Number: 7C6EE351000000000061
Revocation Date: Sep 20 18:52:30
Serial Number: OA338EA1000000000074
Revocation Date: Nov 12 04:34:42

Signature Algorithm: shalWithRSAEncryption
Ob:cb:dd:43:0a:08:62:1e:80:95:06:6f:4d:ab:0c:d8:8e:32:
44:8e:a7:94:97:af:02:09:a6:9c:14:fd:eb:90:cf:18:c9:96:
29:bb:57:37:d9:1f:d5:bd:4e:9a:4b:18:2pb:00:2f:d2:6e:cl:

la:9f:1a:49:07:9¢c:58:24:d7:72

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

<--
2005

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

caLos>i—+ i

Revoked identity certificate

GMT
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Note BOEENTZT AL ADTAT T 47 47EHE (U 7 AEEIX
0A338EA1000000000074) iz FRENTWVET,

PKI 2B 9 % B MN1FER

Z 2T, PKI 0TI 2 BIMEHICOWTE L £,

PKI DB EE

ESPEREYS T=aTFILRAL L

CiscoNX-OS D7 A A |CiscoNX-OST AL A HA K

VRF 27 ¢ ¥ =2 L— 3 | [CiscoNexus 9000 Series NX-OS Unicast Routing Configuration
g Guidel

PKI D ZZEFT &

=23 54 b
)

ZOMEETY R — FSNDFHROEEE LI IEE SNTEETH Y A, £, | —
BFOEEDOH RN — MILE S LTV ER A,

Resource Public Key Infrastructure (RPKI)

RPKIiX, BGP (f > X —F > ) TV T 4 v I AR HLDEETLTASEFII vy B TT
HiERAGT. 7o — LI E ST — 2 _X— 2T, BGP /X ADEIETT AS ZMiET 5
7012, BGP ZFETLTWA /L —& L, RPKIIZHHE TX £,

RPKI-Cache-to-Router ##5t 12 %/ 21295 Z LN TE, 1 DD RPKI F v v ¥ 2 13D /L—
# —|Z origin-AS MiFET — # AR T X | 1 DDV — % — 13O RPKI F ¥ v & = ([ T
FT, L—F—IERPKIF ¥ v =l L TEHREFX 7o m— KL, BGP A & —F > K
N—T 4 T T =T IDR[GIE AS s RAET D T2 DI TX 275572 RPKI 7 — & < —
AEMEELET,

RPKI 7 — % X— 2 (X, BGP Mt T 5 X EFIE/Z2 RPKI ¥ v v anbERN Iz
Route-Origin-Attestation (ROA) 47 =7 h®dt v FTT, ROAZFT7 V=7 NI, BGP 7L
T4y I ATyl 2070y ORELTASNTCASTE T EDORIO~ v 7 it
LET,
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RPKI #& Rk

RPKI M EIFR D L 9 IZmESnE T,

*RPKI & v ¥ 2 (T T D 7coDa~v 2 R,
cZET VT 4 v 7 AT RPKIGEREE ~— 27 T HcdDa~v U R,
* BGP A /R ZFHE T RPKI BGRIREE 2T 2 70D < > |,

« route-map Z i U CHEDIKGEIREEZ RO L 7 4 v 7 R ZHIBRE T2ITHET 572D D

o< R,

RPKI v v alliEHiIT SNk

RPKI ¥ v v & = ffEkiX. router-bgp %7 &— FOH L\ rpki-cache 7 E— R TITWET, Z
UL, 774/ F®D VRF TO BGP 7 ORI TWES, 7 F— NIZADIZIEL,  Trpki
cache <IP address>| a2~ R&EMHLET, +7E—FNIAD L, RPRKIF ¥ v =2DIEX
FERNTA—Z R TEET,

router bgp 100
rpki cache 147.28.0.11

description A description to identify the cache

shutdown Shutdown the cache

transport tcp port Transport port on which cache is listening

vrf Vrf in which RPKI cache is reachable

refresh-interval Specify periodic wait time between cache poll attempts
retry-interval Specify wait time before retrying failed serial or reset query
expiry-interval Specify how long to use current data while unable to perform

successful query

N

G¥) kZ AR — K TCP A" — F SBZRAVICHERL S AL TWRUWRY | BGP (X RPKI-RTR A" — | 323
TRPKI ¥ v~ LET,

BRIIIZERE SNV TWARWER YD . T XTOREIZ, T—% PDU OFKED RPKI ¥+ » 3 =|Z
FoTHRREEINZEBICESNE T,

ZIETLIT4 v I A% RPKIRIPRKRETY—9 T 5-HDaT UK

RPKI 7'V 7 v 7 ARFLILOBEE IS 272000 ) TRB Y E£3, 2hbn /) 7iE, 7
I\‘l/;( 77 \: U V&/V?*%EE?% i—a—o

. origin-asvalidate: 7 KL 2 77 2 U L~ULTHERT 5 &, ROA T — X _X— R %15
eBGP /S AMRFEN ANV £7, 7 7 4 /L M TIHEZIT /R > TWET,
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B sor s <xEETRPKIRIEREEERT 50007 K

\}

GE)  Zoa<r FiE, iBGP ANAIIZEGEH Y £ A, iBGP /XA,
ROA 77— & _X— 2 Zxf L THEES N EH A, iBGP /XA T/R AR
AEREEE ~— 7 T 5ME— D HEIL, BGP 7 V7 4 v 7 ARG T
FERREILE 2 R 2 =T 4 2ZETHZ L THY, a~vr RaefEk
PN T 74V P TEITESNET,

- origin-asvalidatesignalibgp : 7 KL 2 77 X U LULTHERL T2 &, BGP L7 4 v 7
ARG TERGEIREEILIE 2 R 2 =7 ¢ 240 LI2RGEEIREED iBGP > 7 U I/ D
£,

BGP &/ \A 5t HE T RPKI BREEPRREZ AT 210D U F

RPKI 7'V 7 ¢ v 7 ARG OBEMEZ G T 57200~ FRAHV ET, ZhbDa~vy
FiZ, 7RV 2 773U LNLTHERRTE £,

« bestpath origin-asuse-validity : 7 KL 2 77 2 U L-ULTHERE T % Z & T, BGP X% |
AT ONRADT Y 7 7 L AT H BGP N ADANMHRIEE A L E T,
T 7 F b N TCIEENZ /e o TWET,

* bestpath origin-asallowinvalid : 7 KL 2 77 I U L)L THERTH I LT, §XTO
M5 70 | 7S AN BGP il /S AFHR DO DIZEE SN D K5I LE T (best-path origin-as
FRREDNHE SN TV DAEE, ZOX I /N RAIEN O RENSAEFHTIEH Y EEA) o T
7 v b TIRENIZ A > TV E T,

route-mapx {F A L THEDRIDREZHE DT L 714 v I X FHIBRFT-
(XET 66D K

PLFIE, v— b~y 720 L CREDRIBIREEZ FFOT L 7 ¢ v 7 A EHIRE I3 B ET 2
D awy RT9,

route-map samplel permit 10
match rpki {not-found | invalid | valid}

match rpki =~ > RDO/NT A —=Z([FRDEBY T,
* not-found : Z ® origin-AS |% RPKI 7 —# _X— XTI R T,
* invalid : RPKI 7 —# ~_— 2N DL 7 origin-AS T,
valid : RPKI 7 — &% ~_X— A NDOAF %7 origin-AS T,

Z O match TlE, A1 XD R )b—h<w FIZOHEEL £,

iBGP THE INT-RNADES . WHOASIBGP F L7 4 v 7 AREITCHRIFRESEa I 2 =
TAD, TON— by TEEEBREINET,
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eBGP FEE R ADEAE, ROAT —H X—RA )L 7T v 7L > TS SN BIRRER, 0

N— b~ Al EInEd,

BERRENE ThA L ~— T NV 7 ¢ v 7 AT, BGP TORE/RADEEIZEE XN
N, BN 4N, FEFIT. AT AAEYERENTAEDIC, FOLIRT L
T4 v 7 AEFERIHIRT D LOICRETAHERHY £, ZOHMIZIE, ROA R T

Rb—h = 7S Ed,
route-map sample deny 10

match rpki invalid
route-map sample permit 20

RPKI Show a7 > F

RPKI # A IE R & TR T DI121E, ROWTNNHDOX AT BITWNET,

avwU kR

B

show bgp rpki summary

RPKI % v v ¥ = O$ % & e RPKI AR HEHR D
BELFRLETS,

show bgp rpki table {ipv4 |ipv6} {IP
address/masklength}

BLED RPKI ROA 7 — # ~_— X (2B 5 1
ERRLET, A7 a v EIREE LR
A, 2~ RIZIPV4ROA T —H N— R &K
RLET, IPv647 T 3 > (showbgprpkitable
ipv6) ZETHE. ZOa~ RiXIPv6ROA
F— A R—=2EFRLET, EHEHOMER
SlZXY) I T LTS Ty vz
MB35 L7 ROA X (*) TERENET,
FyrolabtyialRNEOXFY v aD/—
CIFENICHENL SR WS, 25 O ROA
IZ RPKI 57— Z R— 2 bl S ET,

table show =~ > RDRIZROA T L7 4 v 7

A7y I PRESN TV DS (T2E 23,

show bgp rpki table 67.21.36.0/24 max 24) . %

DR EDROA T MU DBFEMICRRINET
(ROA BHET 2 5B

GE) 1 2D ROA (IP 7 N L A/fg/ -k
K) 1F, EEOA Y P AS ZH
DIENTE, HHEOF Y v =
NHY—AERGTEET,
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show bgp rpki cache {IP address}

RSN TNATRTOF vy v o lZonN
Z A—4 (showbgpsummary 72 &) O
A NERRLULET,

AiDa~y RCTxy v =2 IPT RLUANREE
ENTWBEE, ZTOF v v 2 OFEMIER
NERINET,

show bgp {ipv4 unicast | ipv6 unicast} origin-as
validity-state {valid | invalid | unknown}

BGP B 7T 2 F AR LES, ZD=
<> RiZif, 73& (validation_state) (ZH&2U
TBGPT—T N7 4 VH ) 75 D8
LWATvarnbEd, Z0oav T
BRNMERRE (F%h, M), £7213AH) &f5
ETHE BGP T — 700 b BEEE RN 7 ¢
NE VT EN, EOFEMERREIC KT D
BGP NADHNE RS NET,

RPKIClear A< > K

LLAFIX RPKI Clear =<~ > R T9,

e clear bgp rpkicache* - ZdD @~ NiE, RSN TWDLTXTORPKIF ¥ v adD 7
VAR—=FEyvarEty bL, IRTOF Y v anbZE LT XTOIPE B
L OVIPV6 ROA @ RPKI 7 — & _X— A # QI E L ET,

RPKI Debug # & T Event History 3 < > K

LUF X, RPKI Debug 33 & OY Event History =2~ > KT,
«debugbgprpki- ZDa~ 2 Rk, V7 ¢ v 7 AREGEE R < 9T o RPKI BE#IED T

Ny Thd AT LET,

ZHIUTIE, RPKI F v v =¥, RPKIF¥ ¥ v =D v k=

VAT — bk v ROA DFARCHIER/ ED RPKI 7 —F X=X A X MR EDT /Ny

T AR IR EENET,

« sh bgp event-history rpki - Z® =~ > X,

j‘o
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