INRA D) — FEESEDERTE

ZDOE T, Cisco NX-0S T34 RN A T — RIEBAbL A ET 5 FIEICHOW T LET,
ZOFEE, WOBETHERINTWET,

¢+ AES RA U — RIF LB L O T 74 < U EEF—{Z o\ T (1 ~X—)

¢ NMAU— R BALOFEEFHEEFHREE 2 4—)

¢ RAY— RIFEALDT 7 40 FiRE (4 3—Y)

¢ NAT— REEELORE (4 —2)

o RAY — RIF SO EDOTER (8 2—2)

o IRAT — RIFZALDOFRER] (8 ~—)

AES /SR —FEBEIEtHE LU TSATUESXT—(ZDLY
T

BRSIC, KERFIREZR 128 By MO EER S LB (AES) "R U — RIES{bZ G52 &
NTEFET, XA T 6ELELSVET, A T 6B AL Z BT 521X, AES /XA
U — N SLIEREZ AT L, AV — NS bB X MESLIZEH SN 7T 4~ U K=
X —EERTHMLENDH Y F7°,
AES /XA U — R SALZANILTCT T4~ F—%MRTHE, #4762V — R
LN LRVERD , R — SN TWBT 7Y r— a3y (BIEIZRADIUS & TACACSH)
DOEEFERB L OHHIER SN VT TF A b RRAT—= BT RT, X147 6L T
RfEEShET, £, BEEOFHNT X TOEEL/SAT — &2 X A T 65t/ XA T — NIZE
195 X 912 CiscoNX-OS k22 L b T,
BELEYY

T4 <) F—DREB L NAES 7$2 T — FREEBALEESRED H M (4 ~—)

711 —/3)L RADIUS F— DR

¥F7E D RADIUS H— O F— D% E

711 —/3)L TACACS+ F— DR E

K58 D TACACS+ H— D F— D% E

nz7—risttozte I
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RRT—FiEEtoEE |
B <xo—rmetorssmEssinEE

TTA~Y X—DOFER L AES SA U — R B LBfEO AL (4 =)

AT — FESIEDTEFE L HIFEIR

NAY — R SALRE R O FHIE & IR FHITRO LB Y T,

« AES /XA U — R S{bEERE. BEEAHT BB bt HE ko a~ 2 K, BLOT 74~
U F—ZRETEDHDIL, BHEEMIR (network-admin) ZF oo —H 7217 CT1,

* CiscoNX-0OS U U —2Z 10.3(3)F LIk, RPM ¥ —F =—> £ 7T A T 7 F v|L, Cisco
Nexus 9000 >V =X 7T v b7 4 —L A v FDORPM LT ¥ — F—F = — D AES /X
AU — Kbz HR—hLET,

o XA T 6HEALNAT — REEefkIE, v — /Ny ZIZHILL T ER A,

c 7T A=Y =272 ThH AES XA U — R SLIKEEZ AN TEETN, 7T7A4~V
F—BY AT KAFHET DB IR R AL BkG S E T,

« TACACS+ 3B L ORPM L T — F—F = — L DA, AES /X2 T — RNIEB(LEREs A R —
TMIL, T4~ F—%FHE L. encryption re-encrypt obfuscated =~ > K% 5
ITLTC, WNRAU—REZAT 6L/ XA T — RICEMT HLERH D £,

e T4~ X—FHIRTHLLIA T 6RFEFEELIN, RLTT7A4~Y T —0NFHHK
SNRVIRY | BFOFTNTOLA T 6 IS/ SAT — R TE 22 <720 L7

o TS ZABREENDOT SA ZNZBATT HIT1E, DT /34 RS DRI EEZE 5
TAHEN, FREREPEHAEINAT A A LRI T 94~ F—2FRELET,

« XA 765 bIZ. MACsec ¥ —F =— B LORPM L T —F —F = — L TOBYR—
FEFET, cloudsec F—TIEV AR —F N TWERE A,

* Cisco NX-08 U U —2Z 93(6) LAFE, & A 7 6 5 b/ N AT — RAEJTLORIEICRE T Z &1,
MACsec F¥—F = — > TliEV R —F N TWHEHA,

* CiscoNX-0S U U —A 1033)F LA, XA 7 6 K55t/ S AU — R&JLOREBICRET Z &

X, RRM LS —F = — o TIEHAR— b TWER A,

« XA 76 W bIL, AES NA U — RIESABEREN AT, 7714~ F—DDREINT
WHIGEIZDOREETE ET,

c 74 = U =S, AES XA U — RIE S LMEREN A A v F THERNC 2> T\ 5D
WA, ¥—F = —infra D TOE MACsec ¥ — A MNY 7 HRkIZ. A4 7 6554k TTH
Bk Sk nE 4,

¢« I F—OREIX. AL vFIHKHLTr—HNLTT, HDAAL vTFnH XA T6IC
B SN EITT — 2 2 BE L, BT 74 <) F—BREINTWEHD AL v FITiHE
4oL, HILWAAL v F TOESLIZEKR L E4,

B SR7—FEStoEE
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nzxo—reetoxssEcsnsE

« AT OMEBALDRIZAZ — T v TR ATHE L, kOB EZ IS 2L, 77

A=V F—D PSS IZRIFS NN, MO EHITIIM L £, L7=23> T, MACsec
AT 6 K EAL S — LR O N KbV E T,

A AT 6DX—%MERT DL, SKSD BT HESTa~v L FEe@EA LRV E, BEfFOX

A7 6 DHFBALF—3FINE X A 7T Ol HbF —LFFNEETEEH A,

s A AT O LN R — F SN TWRNVEWNA A=V Ta—L K 7 — M MILoTU AT

LaB 7= RE55813, 23—V F U7 — FaffTT DRNCREZ Y H 052808
HYVET, IhEITDRNE, BRENVKDILET,

VAT LREXTUTL—RTBHE, AT 6 ORI bIET,
¢ISSDIZE STV AT LAEL T T L—RT 5 &, MREMHRT = v 7 O S, X

V7 L— RICETR RN E A HIRT 2 X )@ S uE 4, encryption decrypt =~ K
EHEHLT, #4765 kX —%2 2 A 7T S bd —IZEB|RLThE, ¥ U7 L—R
AT CTEET,

ISSUDT w77 L— KL, AT T LF—2 G WA A=V D XA T 6 k55

fbZYR— R T8 LA A—=DICBITT 256, RS L235RE 2 £ T, rpmEEE
FOX—% 2 A7 6ot F—ICEHB L A, BERS(LEEAT5I21E, encryption
re-encrypt obfuscated =~ > Kz L £7°,

A AT TR —ZE LT WA A= NE XA T 6B b EZ YR — T BH LA A —

TADISSUT v 77 L— Rk, HnA A—VIRFESNTOWDER T 7 AV, £720137 v
T T L— RBIZH A 7 61Zx L T/RAY — R&EFRE S TICRES NIRRT 7 A V%
i L TR O BN TTHON -4 (encryption re-encrypt obfuscated =~ > &M L
T) . HERROERITE L £,

s XA TOREBALDRIZT TA<) F—%ELHT DL, BEFEOX A 7 6b5 b —XFHZ

ST sFa~y RIZERMLET, BBFEOZX A T6XF— AN 7 H2EIBRL, LV FE—
AN) T ERETHDLENDY 7,

*RPM L ¥ — F—F =2— DA, A7 6F%F— A MY U FI1E,. AES /SR U — KiFE1k

MEREZ AN L T T IA4~Y F—Z2RELR THLHER TN, 2hbDZ 176
X— X MY 7L, AES SR T — REFEBALSBENBE N2, XA 7 6F— A RNV T
NERINTZTTA~) F—NREINDH>ETIHMEHATEEEA,

* Cisco NX-0S U U —2Z 10.3Q2)F LAFt, DME <A 02— RBIOHEA X F7 7T 47 £—F

ZEALT, 774~ F—ZWlTEE7,

T T T L — KR, TARALADY r— RHZ, ATV ZETETIT ASCIH HA2 R U

—ande, 7794~V I—nNKkbihvEd, 774~ =L, 7/ 2DYr—F
BICHRETHLENRH Y £, key config-key astii =~ > RZEHA LT, 7I7A4 <V
F—AHREL, B boORMEZERELET, 2L, "M TV EREERA LT v 77
L— KT, HEER®%ICT 74~ F—D3MrRRShET,

CKEIAA—TEI =Ty b ARA=VOWMGNIA T 6 W olba P R— T80T

L— R, 78 A0 Y m— RIS F Y £HEETIT ASCILFZES h U H—&n%
L. TIIA~Y =nEbhET, A4~ F—lF. TS ADY B — FEICHERE

nz7—risttozte I
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THMENGH Y £9°, keyconfigkeyascii =~ REHH LT, 7794~V F—Z2HFHRE
L, WE{bORMELFERELE T, 72720, BHMETXA A=V EE—T Y M A A=V DM N
2A T oM FLEYR—FLTWAEHE, N FTVETCEFEHLX U7 L— FTIL,
BR#GO 774~ I—PMEEShET,

YA T OHERALEY R R T BA A=V Db S A TR LE S H— b LIRA A—TIC
VAT RER G L= R DL, BT =y 73R L E T,

° S nyz = — I
INA)—FBE1EDOT 74 )L FERTE
KDFIT . AT — REEEAL ST A— 2 DF T 4L NREER LT,

FR1:RT— FEBE/IRSA—EDT I+ FRE

NS A—4H T4
k

AES 7R 2 T — RISV HERE | M%)

T4 <) REXTE

INAT)— FEESEDERTE

Z Z TlX. CiscoNX-OS T34 A T/RAT— RIF B L 2R ET D FIEICOWTEBA L F9,

TSR F—DRES &V AES /S 7 — FIEELMEEO AN
AT OREHALMOT T4 < I F—aMi L, SER LB (AES) /327 — FREFS(LHRE
EHMCT 2 ENRTEETS,

Cisco NX-0S U U — 2 10.3(3)F LA TlZ. RPM L ¥ — F—F = — 2 TH A 7 6 b4
A—hESHTWET,

Procedure
Command or Action Purpose
R 7w 71 |[no] key config-key ascii[ <new_key>old | 75 <V ¥— (vzxx— %—) %, AES
<old_master_key>] INAY— RS b RE CREHT 2 K o1
Example: RELET, 774 ~Y F—IF, 16 ~
switch# key config-key ascii 32 i?wﬁéﬁ?%{ﬁﬁﬁ'{% jﬁjﬂo ZD
New Master Key: avy RO noBREHAT S &, 1o

Retype Master Key:

THLT7I7A4~ U F—ZHIRTEET,

B SR7—FEStoEE
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Command or Action

Purpose

TITA <Y F—EHET HANT AES /X
AT — RS tiie a5 &, 7
TA<Y F—PRESIILTWRNVED
INAT — REGALNFATEN RN & %
IRTAvE—URFRENET, T4
< F—BITICEEINTWDIEHE
X, LW o794~ F—%2 ANTDH
ANCBIED T T4~ F—% AT 5D
IolkwonEd,

Note

Cisco NX-0S U U — 2 10.3(2)F LI,
DME XA B— RBLIOFEAS ¥ T
TA47 E—RNEHEHALT, 774 <Y
Xtk T ET,

ATy T2

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua— N VBEE— FEBBLET,

ATvT3

[no] feature passwor d encryption aestam

Example:

switch (config)# feature password
encryption aes tam

AES /XA U — R SAbiBe 2 /oMb &
PS5 A D= S

ATv74

encryption re-encrypt obfuscated

Example:

switch (config)# encryption re-encrypt
obfuscated

BEA7E D Bl CMas 7o Bk AU — K%
2 AT 6RFEAL /SN A T — RIZE# £
ﬁ—o

ATvTh

(Optional) show encryption service stat

Example:

switch (config) # show encryption service
stat

AES NA U — RiFSAbpeE L 7T A ~
VX —DREARAT —H AT RLET,

ATvT6

copy running-config startup-config

Example:

switch (config) # copy running-config
startup-config

FfTary 74 Fal—vark, AX—
Ny a7 s¥alb—vgilz
E—L%7,

Note
ZOavry R Erarv 4 ¥al—
VarvbtARF— TS aryT ¥
L—ya D7 oA~ F—ZEMT
BIeOITVETT,

nz7—risttozte I
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Related Topics
AES XA U — RIFFALB L O T 74 < UK 5F—I2o0nT (1 X—2)
AES NAT— REF LB LT 7 A4 <~ VI EF—IZo0nT (1 =)
XF—DT F A FDOEE
F—DZITFANTA T EZALBIOEETA 7 XA LORE

BEEFEDINRAT—FKDRA T6EBIL/A\RT— FADLiHR

BEAF OB CHET 2R 5k XA T — R&2 X A 7 6 B b/ S A U — RICE#HlTx £,

Before you begin

AES XA U — FIG B LHBEZ ARNC L., 794 <) 2 —52RE L2 L 2R LE T,

Procedure
Command or Action Purpose
R w 71 |encryption re-encrypt obfuscated WEAE O ¥l CHEEs 22 B XA U — R &
Example: HAT 6B AT — RIZEH L F
switch# encryption re-encrypt 7r°
obfuscated

BATOREBIL/SNRT— FOITDIRE~ND LT

B AT oREFALNA T — K&t OIRBEBICAEBTE £9, ZDOHEEIL. macsec ¥ —F = — > Tl
PFHR—FENTHEREA,

Before you begin

TIA~) F—ERELLLI MR LET,

Procedure
Command or Action Purpose
AT 71 |encryption decrypt typeé B A T 6HEEAL S A T — R & TEOIREEID
Example: %*ﬁ LETO

switch# encryption decrypt type6
Please enter current Master Key:

MACsec *— TN 42 1 T 6IES1LDE®E

Advanced Encryption Standard (AES) /XA U — REFS{UHRE & HIFEIXND ¥ A1 7 6 B 5 {bi%RE
EERT L. 247 6 LA T MACsee ¥ —Z2 ZRIRFTEET,

B SR7—FEStoEE
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FIE

MACsec —<n 4« TS toaMnt [

CiscoNX-0S U U — % 9.3(5) LABETix, MACsec #§8E% 7R — k92 3T Cisco Nexus 9000

VU —RX AL vTFIT,

H A7 6B ELIER T MACsec ¥ —ZR1FTE £7,

ARV KRFERERETYVa Y

=)

R 71 | configureterminal T a— VR ET— RERGLET,
{5
switch# configure terminal
switch (config) #
A7y 72 |[no] key config-key ascii FIAwY F— (vax— %) ZHEL
15“ : Liﬁ—o
switch (config)# key config-key ascii
switch(config)# New Master Key:
Switch (config) # Retype Master Key:
AT 7 3 |[no] feature password encryption aes AES /XA U — R SALBE A A2k £
15“ : 7L: Liﬁ%;ﬂj/ﬂ: Lij—o
switch (config)# feature password
encryption aes
ATy 7 4 | key chain name macsec MACSec ¥ —F = — > Z{E L T
i - MACSec F¥—DFt v M & {RE L.

— 1 s A Ly
switch (config)# key chain 1 macsec MACSec F—F = /D&E{— D %F’)“ﬁﬁu
switch (config-macseckeychain) # L/jf7fo

A7 75 | key key-id MAC secF — % {E L, MACsec F—i%
Bl - EE— Rt LUEd, #PHX1—32
-~ ) =] 3 S
switch (config-macseckeychain) # key 1000 AT }\7:‘ ngti%/r;z&j:64 TT?fo
switch (config-macseckeychain-macseckey) # AES_128 32y bk T’fjdiﬁﬁ = j/L\
AES 256 1364 £ N TEH SNET,
A7y 7 6 | key-octet-string octet-string ZDOF—Doctet A MY VT EGRELE

cryptographic-algorithm
{AES_128 CMAC | AES 256 CMAC}
f

switch (config-macseckeychain-macseckey) #
key octet strlng

cryptographic-algorithm AES 256 CMAC

9, octet-string 51ETIE, K 64 LF
D16 EB L FEEH s ENTEE
T, A7 T v b F—FNH T a—
K& 572, show running-config
macsec 2~ ROHINZZ VT TF R

R OF—NBIND T L b0 AL

X—F7 T v FCFHNT
EENFET,
0B HAb X A7 -
Zx LK)

. OB DN

ekl (7

nz7—risttozte I
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ARV RFEREET7TOVa Y ]3]

* 6 Encryption Type-Proprietary (Type-6
encrypted)

« THETALY A T - FK 64 SLFD
M AR WORD ¥ — 42 7~ XL
|

24 T6REEIL/ AR T — FDHIBR

Cisco NX-O8 T34 ZANB TR CDOXA T 6B b/ XA T — REHIBRTE £,

Procedure
Command or Action Purpose
R w 71 |encryption delete type6 FTRTOZA T 6HERAL/SZA T — K& Yl
Example: BRL =
switch# encryption delete type6

/{;(tj__ls %%1b0) iEODEEmu

INAT — R ALDBRER WA TR T HITIE, ROEXEEZITVET,

avw Uk =]

show encryption servicestatus| AES /<2 7 — R E{biie L 74~ U F—D
AERRLET,

Re
fit
N
N
[
NS

INA D — FEEE 1L DEREHI

WOBNL, 774 <Y X—%/ER L, AES/SA U — REF B LiEE 2 H%2hi2 LT, TACACS+ 7T
TV — g DDA A T 6t/ N2 T — R+ 2 HiEE2 R L TWET,

key config-key ascii
New Master Key:
Retype Master Key:

configure terminal

feature password encryption aes tam

show encryption service status
Encryption service is enabled.
Master Encryption Key is configured.
Type-6 encryption is being used.

feature tacacs+

tacacs-server key Ciscol23

show running-config tacacs+

B SR7—FEStoEE
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feature tacacs+

logging level tacacs 5

tacacs-server key 6
"JDYkqyIFWeBvzpljSEWmRZrmRSRE8syxK10SjPIRCCkFinZbJI3GD5c6rckIJR/Qju2PKLmOewbheAA==""
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



