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switch (config-macseckeychain-macseckey) #

MAC sec¥ — & 1Ea% L, MACsec ¥ —#%
EE— RZBMG L E3, ®pHIX1-324
7T NT, R A XX 64 T,

GE)
F— DX FRIIMBTRIT TR
NEVVS

ATvTh

key-octet-string octet-string
cryptographic-algorithm
{AES 128 CMAC | AES 256 CMAC}

1 -

switch (config-macseckeychain-macseckey) #
key octet strlng

cryptographlc algorithm AES 256 CMAC

FDOXF—Doctet A MY T EHRELE
9, octet-string 51ETIE, K 64 LF
D16 EB L FEEhd ENTEE
T, A7 T v b F—FNHP T a—
K& 572, show running-config

| macsec =1~ FOHIZ7 VT TF% A
|l FOF—RENDZ LEH Y FHA,

X—A7 7 v FXFFN
BENET,

X, OB DN

MACsec D% E .



. MACsec F—F = —2 & F—DHRE

MACsec D& E |

ARV RFERETIVa Y

B8

COMFEALZ A 7 - Bk L (5
ENIAY)

s 6IF AL H A 7 - B (XA
6 E51k) o FEREIZ DUV TIE,
MACsec F—TD X A 7 65 ={b.D
BMbEZR L T &,

cTHEEALZ A 7 - K 64 SLFD,
MBEMAAEWORD ¥ —F 27T v M
5|

GX)
AES 128 CMACH§BALT v Y X L%
FEHTBH72D121%, MACsec £ 7 1A

L Cisco NX-0S V V — X & Ef74 B4
ERdHVET, Ao J—R &
CiscoNX-0S U U — 2 7.0(3)I7(2) LAKED
VY —AMTHAEHTE L2127
%I, F—% AES 256 CMAC 55
b7 ) RATHEATLZLERDH Y
£

ATvT6

send-lifetime BH4AFFRH duration £ &
1 -

switch (config-macseckeychain-macseckey) #
send-lifetime 00:00:00 Oct 04 2016
duration 100000

F—DEETA THA LERELET,
F 7 x )V F T TN ARG A
UTC & L CTHWET,

start-time 548X, =07 27T 4 7IZ
725 AT, durationg #5374 7 #
A LDES (M) T, &XEX
2147483646 # (F) 68 ) T,

ATy T1

(f£&) show key chain name
1

switch (config-macseckeychain-macseckey) #
show key chain 1

F—TFz—rOREEZFRLET,

ATvT8

(f£&) copy running-config
startup-config
fi

switch (config-macseckeychain-macseckey) #
copy running-config startup-config

FETar T 4 Fal—rah, AX—
NPy a7 s X¥al—vgila
[:O—Lij—o

. MACsec D% E


cisco-nexus-9000-series-nx-os-security-configuration-guide-release-104x_chapter20.pdf#nameddest=unique_667
cisco-nexus-9000-series-nx-os-security-configuration-guide-release-104x_chapter20.pdf#nameddest=unique_667

| MACsec DX E

MAcsec /34 v FES0ER [

MACsec /N7y FE S D EE

A MACsec 7 L—AZIE32 By b X7y REE (PN) BDEENTEY, fFFEOEX=2 U 7«
TYYE— 3y F— (SAK) IZxtLC—ETY, PNINEER 2321 D 75% I L-%) .|
SAK U ¥ —IZBEEMIC/Thil, 5—% FL—r F—%FH L, PN Z2FEFEICRE L E T,
7=& 0L, 6434 FD10G 7V T A2 L— FTiE, PN OFEEIZ LY 216 B T & 12 SAK F—
HARSRELET,

ZhiE. GCM-AES-PN-128 £7-1% GCM-AES-PN-256 5 52 4 — M i+ 2 BESICEA SN
ij‘o

GCM-AES-XPN-128 F 721X GCM-AES-XPN-256 i 5 A A — " 2MEF STV 534, SAK —
FERIZ2%-1 D 75% 103ET 2 L HENIZITbRET (7 vy FOFBSHT 2 EET 2 DI
BAEDD £77) . K55 AA — Md macsec AU O — T EAIHET, BIET DM 5 A A — MiX
F— P =N TS R LS THREINFE T,

NIK-X9732C-EXM A o #1— R TCXPNIKFZAA — N2 fEHTAHZ L E2HER L E7,

MACsec 7+ —JL/\v Y X—DEFE

FIE

CiscoNX-OS U U —R92()LIETIX, 7I7A4 <~ By alBAL v F EETRHIOF—/F—
4 (CKN) DA<y FFHIEF—DEIHIROFER L L TR LIZE/ICNNy I T v Ty
VarERBTLEOCT AL ADT Ny 7 F—ERETEET,

1R BRI

MACsec XA 72 >TEY, 7794~V BIOT7 43— NN ) F—Fx—0 LF—IDMRH
ESNTWAZEZHERLET, MACsec ¥—F x— L X —DOHKE] 2R L TLIFE
Uy,

ARV REEEFET7IVa Y B8
R w71 |configureterminal Ja—r L ary 7 4 Xal—g
5l - T FEMBLET,

switch# configure terminal
switch (config) #

AT 72 |interface name RET DA F—T = AZIEELE
Bl - T A F =T A AFATLID %R

TET — ) Re— =
switch(config) # interface ethernet 1/1 }Ef%iﬁ—o A ’U_Z\ v bR }\0)%
switch (config-if)# A1%. [ethernet slot / port| HERALE
T

MACsec D% E .



MACsec D& E |
. MACsec /K1) —DEEE

ARV RFERFTIVaY =)

R 7y 73| macsec keychain keychain-namepolicy | % —/%—ID?D I A ~v v F £ TF —D
pohcy-name fallback-keychain HIRREINIZ L D MACsecE v v a Dk
keychain-name WRICEN T2 74—y 7 F—
- Fr—VEBELES, 74— 7

switch (config-if) # macsec keychain kc2 F—IDE, 794~ F—F=z—2D
policy abc fallback-keychain fb kc2 ﬂg-»a 1D k#ﬁ L-*Cki;‘oc @ i’tjf/uo

TH =Ry F—F 2 AR
LCRILa~y REHREITTHZ LT,
MACsec % E & HIFRETIT, &1 ¥ —
T2 A ADT F—)LNy J F—F = —
VREERIET DA H—T = ATE
HTxET,

GE)

a<w RiE, 74— Ny T F—
Frx—rERE, A F—T AR
OFEOa 7 4 Fal—rgy av
VREFSTELKFILLSICANT DN
ERH FET,

MACsec ¥ —F = —2 & X — DT
FERLTLEEN,

ATw 74| ({£&) copy running-config FTar 74 ¥al—vark, AZ—
startup-config Py a7 s XaL— gl
15“ : towl/i?o

switch (config-if)# copy running-config]
startup-config

MACsec ') —DERTE

BIANRG A= fEH L THEED MACSee R Y > —2{ETEXF4, LrL, 1 DDA
H—=T 2 A ATT I T A TICTEDLRY) =T 1 DOHRTT,

1R BHHIIZ
MACsec WA THDH Z L iR L ET,

. MACsec D% E



| MACsec DX E

FIE

MACsec 7R —DE&E .

AU RFEREETO 3y

B8

ATy T

configure terminal

1 -

switch# configure terminal
switch (config) #

Ja—nRN) a7 4 FX¥al— g
E— FEBBLET,

ATy T2

macsec policy hame

&1

switch (config)# macsec policy abc
switch (config-macsec-policy) #

MACsec R U > —&ERE L £,

ATvT3

[no] cipher-suite { { enforce-peer
<allowed-peer-cipher-suitel>
[allowed-peer-cipher-suite2>
[allowed-peer-cipher-suite3>
[allowed-peer-cipher-suited>1]] } |
<suite>}

1 -

switch (config-macsec-policy) #
cipher-suite enforce-peer
GCM-AES-XPN-256 GCM-AES-XPN-128

WO 5 AL — NOIEFZ, & bHEEL
EOENS DN LR BRSO~ L1
WMLET, Byiavii, 7 TH
A= F SN TWDERHELI DK
ZA—h (GCM-AES-128,
GCM-AES-256, GCM-AES-XPN-128,
F721% GCM-AES-XPN-256) Tl &
nNE7,

FERR & fEBR T A%, no 7 #— AL & fF
H3 250, BERIEFHE CEEFOIE
FrzltEXLET,

)
. ORRERBIE S BICHL, Cisco
NX-08 AA o F 7% — 3
LLTRESN TG Z & 2R
LET.

« cipher-suiteenforce-peer =2~ > N
TEZRSINIE AL —FDOE Yy
MZEENTOZROEEFEAA — |
EETRHAR—FLTWDHEE,
MKA & v > 3 VIREEITR#E S
T RBEIRRBICR D £,

ATvT4

(f£&) [no] include-sci

51

switch (config-macsec-policy)# no
include-sci

SecTAG D SCI # Nz LET, T 7 4
JV b T, SCLIZFIZH RN 72> T
F7,

GE)
N7y v Ra sy 7 EEEIZIE, SCI
BX L TRENDANEA N EHIIR

MACsec D% E .



. MACsec /K1) —DEEE

MACsec D& E |

ARV FFEREETIVa Yy

S

A MOHET—ELTWDHI L&
ALET,

ATy Th

key-server-priority number

1 :

switch (config-macsec-policy) #
key-server-priority 0

X —AZHAT I BT R OB MR S 1
HLE91, F—YV—ROFF 144
T ERE LET, @I Urm) —
255 (%K) T, F7#/V MEIX 16 T
7,

ATvT6

security-policy name

1 :

switch (config-macsec-policy) #
security-policy should-secure

WKONTNIPOEXF=2UT 4 KR —
ERTELT, T—XBLOHIHE 7
NOWMEEERLET,

* must-secure : MACsec &~ & —
F7=7p 0wy M Fry 7’ &0
*7,

« should-secure : MACsec -~ > & —

e R ANTAVAY,/ Al N S R g =3
T, ZHUELT 7 4L METT,

ATy T17

window-size number

51

switch (config-macsec-policy) #
window-size 512

AVH—=T oA AN, REINTZT 4
Y RO YA RGOS T y T A
ninwk oz, BAEREY v N E
FE L £, #PHIE 0 ~ 596000000 T
R

ATvT8

sak-expiry-timetime

51

switch (config-macsec-policy) #
sak-expiry-time 100

SAK ¥ — Ak & o9 2 REf 2 FP
MTHRELET, Zoavy RafH
LT, BEyiarx—%PRITRE/ R
MMRBICER X E9, T 740 NI
0 T,

ATvT9

conf-offset name

1 -

switch (config-macsec-policy) #
conf-offset CONF-OFFSET-0

Wb & BadT oL 472 7L —A0
WEtEt 72y ho1 2L LT,
CONF-OFFSET-0, CONF-OFFSET-30,
F 72 1ZCONF-OFFSET-50 DWW 3%
RELET, Zoa<r Rk, FRA
A v FBT b~y — {dmac,
smac, etype! & MPLS % 7' X 5 |Zfifi
BT 57-0IcnETY,

ATy 710

. MACsec D% E

(f£&) show macsec policy

51

MACSec R Y v —FKTEEFRRLET,



| MACsec DX E

MACsec EAP D#& Rk .

ARV FFEREETIVa Yy

E:)

switch (config-macsec-policy)# show
macsec policy

ATvIN

(f£&) copy running-config
startup-config
1

switch (config-macsec-policy)# copy
running-config startup-config

EfFar 74 X¥al—Tark, A
H— K Ty Fars7 4 Xal—a»
ICae—LE9,

MACsec EAP D #ERK

CiscoNX-0S U U — 2 10.4(1)F LAFE TiE. 802.1X FRFEIC MACsec EAP 711 7 7 A L&Al T &

£,

18 HHIIZ

* Cisco NX-0O8 7 /34 2T 802.1X e & 1 *—7 MIZ L £,

e MACsec < RZERE L. should-secure (57 #/V k) F 721 must-secure macsec 7 Y
—EEELET,

FIE

ARV RFERERTI VA Y

E]:)

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

Ja—)L a7 4 Fal—g
ET— RZHBLET,

ATy T2

interface ethernet slot/port
f

switch(config) # interface ethernet 1/30
switch(config-if) #

BETHA LB —T = REEIR L, A
AT mA A YT 4 Ra b=
v E— NEBBLET,

ATvT3

[no] macsec eap policy policy name

1

switch (config-if)# macsec eap policy
Pl
switch (config-eap-profile)#

MACseceap 7' 1 7 7 A )V EAERL L &
ED

a<2 RO no 7 #+—2Al%, MACseceap
Ta T 7 A NEBENT DI OIEN S
NET,

ATvT4

[no] dot1x supplicant eap profile eap
profile name }

1 -

Ja—nR) a7 4 F¥al— gy
T FEBIBLET,

MACsec D% E .



MACsec DEEE |
B scastepoLomre 1 —4 5y k44 F2DNT

ARV RFEREET7TOVa Y BHY
switch(config-if)# dotlx supplicant YUY B RAMERAT S eap =0y vt
eap profile .

/V%HXE L/iﬁ—o

EARE/ZEAPOLDSER &A1 —U Ry b B A TIZTDUVT

Cisco NX-OS U U —% 9.2(2) LAF& ClZ, WAN MACsec {3 % % v b7 —2% <, Extensible
Authentication Protocol (EAP) over LAN (EAPOL) 7'u b /L D%k 7 KL AL A —HP xR b
S AT D% IFEEICEE TEET,

BREAHEZREAPOLMAC B L O —H Ry N A 7 TlE, EEMKA Ny NE2HET 54—
YHxy bRy hU—2 ETCETNA ABMKAYE v a EZRTED L D2, MKA/ Y v
FOMACT RLAEA =V Ry b XA THEEETETET,

EAPOL 585 A —H %> b ZA4 3. T 74NV DA —Y %> b Z A 7 0x888E 7> HALEHEIZ

BETEET, E£7-1%. EAPOLSEEMACT FL AL, 57 +/L F DMAC @ 01:80:C2:00:00:03
MHERBEICEETEET, 74— T ) oIk THESNRNE DI LET,

ZOMBEIFA v F—T 2 A A LoYULTHETE, REREAPOL R EIL, RO XD IEEDA
H—=T o2 ATWDOTHLEHRTEET,

* MACsec 3 A ' #—7 = A ATT TICHESINTWDEHE, v a id# LW EAPOL
RETHEEILET,

DI"I

e MACsec 3 A > H —7 = A ATH Eéﬂfw@w%éJ%Km§Ei4V$ 7 A AT
WHI., MACsec DFDA L HZ—T 2 ATHEREINTWAS A0 £97,

EAPOL X EDE 1L
EAPOL X TiL. HEHAREREEDA v X —T = ATHIMITE ET,

1R BHEIIZ
MACsec AN THD Z EEHERLET,

FE
ARV FERET7IVa Y Br
AT w 71 | configureterminal Jua—N)ary7 4 Xal—g v
%l - ET— RZHBLET,

switch# configure terminal
switch (confiqg) #

R Fw 72 |interface name Mg Z LR T e f ARPEELE
fi T, A E—T A AZALTLID %R

. MACsec D% E



| MACsec DX E

earoL 20 EM L [

AU RFERETOVa Y

B8

switch(config)# interface ethernet 1/1
switch(config-if) #

ETEET, /=%y hAR— D5
1%, lethernetslot/port] ZfliH L &
-é‘o

ATvT3

eapol mac-addressmac_address[ethertype
eth_type]

BESNIA Vv E—T =2 A XATE
L OVID CEAPOLEREAX AN L E T,
GE)

A =B Ry b FATHEEINLTN
WA, MKA X7y hOT 7 4L K
A—HFv kXA (0x888e) THD
LR LET,

ATV

eapol mac-address broadcast-address
[ethertype eth_type]

To— KXy A LT FLAZRBEMAC
T RLAELTHIIILET,

ATy Th

(f£&) copy running-config
startup-config
1 -

switch (config-macseckeychain-macseckey) #
copy running-config startup-config

FETar 74 Xal—arkr, AX—
Ty a7 40Xl — g0l
I:O*‘[/ji—g«o

ATvT6

show macsec mka session detail

EAPOL R ExZ £ LFET,

EAPOL &% 7€ D #E:xh1E

fEHATEE/ R A o Z— 7 = A A T EAPOL

FIE

R & WA T ET,

ARV RFEERTI VA Y

=)

&

configureterminal

1 -

switch# configure terminal
switch (config) #

Ja—_ ) a7 4 Xal—T g
T— FERHIBLET,

ATy T2

inter face name

1 -

switch (config)# interface ethernet 1/1
switch (config-if)#

RETHA L H—T oA A& ELE
T, AV H—T 2 A AZATLID &
ETCEET, 41—y h K= LDH
1%, lethernetslot/port] ZflH L
—é—o

ATvT3

[no] eapol mac-address mac_address
[ethertype eth_type]

BESINEA LV E—T A A FATE
L O'ID TEAPOL R EZ HNIZ L ET,

MACsec D% E .



MACsec D& E I
. MACsec 5% DHEER

ARV RFEREET7TOVa Y ]3]

ATw 74| ({£&E) copy running-config Fl1ar74Xal—ark, AX—
startup-config Ny ar74¥Fab—varila
15“ : I:b‘l_/giwg‘*o
switch (config-macseckeychain-macseckey) #
copy running-config startup-config

MACsec % F D &R

MACsec i EMHH 2 ZR T 5121E, ROWVWTINOIEREZFEITLET,

avy kR BHY
show key chain name F—F ==V DORELRRLET,
s_howmacsecmkas&&sion BEDA VA —T 2 A AEEITT R TOAL L F—T 24 AD
deer' T?Ce type slot/port] MACsec MKA t v ¥ 5 VT 21504 R LET,

etal
show macsec mka session T _TPHDEAPOL X7 bDA »H—7 = A ATHEMH SN
details TWHMACT RLABIOA —HF v b XA FITHET HIEH

ERRLET,

show macsec mkasummary | MACsec MKA & iExFr L £,

show macsec policy FFE D MACsec R Y o —F 72137 XTD MACsec R U o — D%
[policy-name] EEFRLET,

show running-configmacsec | MACsec DF{Ta 7 4 Fa b— g UIEREF R LET,

WIZ, T_RTDOA BZ—T A ZAD MACsec MKA & v g AT AERE TR S04 =

LET. »

switch# show macsec mka session

Interface Local-TxSCI #Peers Status

Key-Server Auth Mode

Ethernet2/2 2¢33.11b8.7d14/0001 1 Secured
Yes PRIMARY-PSK

Ethernet2/3 2¢33.11b8.7d18/0001 1 Secured
Yes PRIMARY-PSK

Total Number of Sessions : 2
Secured Sessions : 2
Pending Sessions : 0

Il MACsec D%



| MACsec O

el
R

MACsec 5% DHERR .

W, BFEDA v Z—T A AD MACsec MKA £ v 3 ANCBTAHREETRT LR 2R L
F9, BIOBEITHA LT —7 VORI REFRITINA T, BED MACsec Zy v ay XA
ThREFRTARME— LR LET,

switch# show macsec mka session interface ethernet 1/1

Interface Local-TxSCI # Peers Status Key-Server Auth Mode
Ethernetl/1 70df.2fdc.baf4/0001 0 Pending Yes PRIMARY-PSK
Ethernetl/1 70df.2fdc.baf4/0001 1 Secured No FALLBACK-PSK

WIT, BEDA—Y Ry h A F—T x4 AD MACsec MKA & v ¥ = 2B A 3@ A
FoRrT BHERLUET,

Interface Name Ethernet2/2
Session Status SECURED - Secured MKA Session with MACsec
Local Tx-SCI : 2¢33.11b8.7d14/0001
Local Tx-SSCI : 2
MKA Port Identifier : 2
CAK Name (CKN) : 12

CA Authentication Mode PRIMARY-PSK
Member Identifier (MI) : B54263EF7949A561E25CE617
Message Number (MN) : 523

MKA Policy Name tests2
Key Server Priority : 16
Key Server : Yes
Include ICV : No

GCM-AES-XPN-256
GCM-AES-XPN-256
148809600

SAK Cipher Suite
SAK Cipher Suite (Operational)
Replay Window Size

Confidentiality Offset

Confidentiality Offset (Operational):

Latest SAK Status
Latest SAK AN
Latest SAK KI
Latest SAK KN
Last SAK key time
CA Peer Count
Eapol dest mac
Ether-type

Peer Status:

Peer MI

RxSCI

Peer CAK

Latest Rx MKPDU

CONF-OFFSET-0

CONF-OFFSET-0

Rx & TX

0
B54263EF7949A561E25CE61700000001
1

12:59:38 PST Tue Mar 19 2019

1

0180.c200.0003

0x888e

2C2C090E62A96F4D6E018210
2c33.11b8.8b88/0001

: Match

13:16:54 PST Tue Mar 19 2019

RIZ, MACsec MKA R ExFRT DB RLET,

switch# show macsec mka summary

Interface MACSEC-policy Keychain
Ethernet2/13 1 1/10000000000000000
Ethernet2/14 1 1/10000000000000000

WIZ, T_TD MACsec R o —DRELXZFRTRT HH 2R~ L FE T,

switch# show macsec policy
MACSec Policy Cipher Pri Window
ICV Indicator Include-SCI

Offset Security SAK Rekey time

MACsec D% E .



. MACsec #i5t D &=

MACsec D& E |

KC256-Poll7b GCM-AES-256 16 148809600 0 should-secure pn-rollover
FALSE True

poll GCM-AES-XPN-256 100 148809600 30 must-secure 60
FALSE True

pol256-Fan0O GCM-AES-XPN-256 16 148809600 0 must-secure 60
FALSE True

pol256-MCT GCM-AES-XPN-256 16 148809600 0 should-secure 60
FALSE FALSE

system-default-

macsec-policy GCM-AES-XPN-256 16 148809600 0 should-secure pn-rollover
FALSE FALSE

testl GCM-AES-XPN-256 16 148809600 0 should-secure pn-rollover
FALSE True

R OFITIL, show running-config ¥ X O show startup-config =~ > RO IIZF— 47T v
FCTFHINFERSIND Z EERLTWET, 7272 L, key-chain macsec-psk no-show =2~ > K
DREINTWDLLEZREET,
key chain KC256-1 macsec
key 2000
key-octet-string 7
075e70lelc5a4a5143475e5a527d7¢c7c706a6c724306170103555a5¢c57510b051e47080

a05000101005e0e50510£f005c4b5£5d0b5b070e234e4d0a1d0112175b5e cryptographic-algorithm
AES 256 CMAC

WOHITIX, show running-config ¥ & UOF show startup-config 2~ > RO NIZF— 427 T v
FCFFINEREND Z L 2R L TWET, 2551, key-chain macsec-psk no-show =t~ >~
RBBRESNTWDHEAETT,

key chain KC256-1 macsec

key 2000
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC

MACsec #t5T DR~

. MACsec 0

WD a< REFEH LT, MACsec #eHEHRAZ TR T £,

TR 35

show macsec mka statistics[inter facetypesot/port] | MACsec MKA #atHE#H 4 F~ LE T,

show macsec secy statistics|interfacetypesiot/port] | MACsec = % = U 7 1 ki A #r L £,

W2, BEDA —V Ry b A H—T7 A AD MACsec MKA #EHESR O 2R L E9,

switch# show macsec mka statistics interface ethernet 2/2

Per-CA MKA Statistics for Session on interface (Ethernet2/2) with CKN 0x10

CA Statistics
Pairwise CAK Rekeys..... 0

SA Statistics

SAKs Generated.......... 0
SAKs Rekeyed............ 0
SAKs Received........... 0



| MACsec mExE

SAK Responses Received.. 0

MKPDU Statistics

MKPDUs Transmitted
"Distributed SAK"..

MKPDUs Validated & Rx... 0

"Distributed SAK"..

MKA Statistics for Session on interface

0

(Ethernet2/2)

CA Statistics

Pairwise CAK Rekeys

SA Statistics

SAKs Generated
SAKs Rekeyed
SAKs Received

SAK Responses Received.. 0

MKPDU Statistics

MKPDUs Transmitted
"Distributed SAK"..

MKPDUs Validated & Rx... 0

"Distributed SAK"..

MKPDUs
MKPDUs
MKPDUS
MKPDUS
MKPDUS
MKPDUs
MKPDUs
MKPDUs

Tx
Tx
Tx
No
No
Rx
Rx
Rx

0

Pkt build fail... O
Tx on intf down.. O
Rx on intf down.. O

CA Not found

MKPDU Failures

MKPDU
MKPDU
MKPDU
MKPDU
MKPDU
MKPDU
MKPDU
MKPDU
MKPDU

SAK Failu

Rx
Rx
Rx
Rx
Rx
Rx
Rx
Rx
Rx

res

Validation
eer MN.

Bad P

Non-recent Peerlist MN..........

Drop
Drop
Drop
Drop
Drop
Drop

SAK Generation

Hash Key Generation
SAK Encryption/Wrap
SAK Decryption/Unwrap

CA Failur

es

ICK Derivation
KEK Derivation
Invalid Peer MACsec Capability... O

MACsec Failures

Rx SA Installation
Tx SA Installation

SAKUSE,
SAKUSE,
SAKUSE,
SAKUSE,
SAKUSE,
Packet,

KN mismatch........
Rx Not Set.........
Key MI mismatch....
AN Not in Use......
KS Rx/Tx Not Set...
Ethertype Mismatch.

0
0

MACsec #5t D &R .

Wz, BEDA—Y Ry N A Z—T A AD MACsec TX = U T 1 eHERE FRT B4
R LET,

MACsec D& E .



. MACsec #i5t D &=

\)

MACsec D& E |

GE)  Rx BLOTx HAHEROIEHIE T b EHIEAT Y MTE, ROBEWRH Y £7,

* Rx #tit
o FEE=RE AL d K OFERE 51k
o il = FERE Sk
« TX HEat R
« JEE = JErE Bk
o Hl4E = M Bk
« 358 = W5 {bds L UFERE b

switch (config)# show macsec secy statistics interface e2/28/1

Interface Ethernet2/28/1 MACSEC SecY Statistics:

Interface Rx Statistics:
Unicast Uncontrolled Pkts: 14987
Multicast Uncontrolled Pkts: 1190444
Broadcast Uncontrolled Pkts: 4
Uncontrolled Pkts - Rx Drop: 0
Uncontrolled Pkts - Rx Error: 0
Unicast Controlled Pkts: N/A (N9K-X9736C-FX not supported)
Multicast Controlled Pkts: N/A (N9K-X9736C-FX not supported)
Broadcast Controlled Pkts: N/A (N9K-X9736C-FX not supported)
Controlled Pkts: 247583
Controlled Pkts - Rx Drop: N/A (N9K-X9736C-FX not supported)
Controlled Pkts - Rx Error: N/A (N9K-X9736C-FX not supported)
In-Octets Uncontrolled: 169853963 bytes
In-Octets Controlled: 55027017 bytes
Input rate for Uncontrolled Pkts: N/A (N9K-X9736C-FX not supported)
Input rate for Uncontrolled Pkts: N/A (N9K-X9736C-FX not supported)
Input rate for Controlled Pkts: N/A (N9K-X9736C-FX not supported)
Input rate for Controlled Pkts: N/A (N9K-X9736C-FX not supported)

Interface Tx Statistics:
Unicast Uncontrolled Pkts: N/A (N9K-X9736C-FX not supported)
Multicast Uncontrolled Pkts: N/A (N9K-X9736C-FX not supported)
Broadcast Uncontrolled Pkts: N/A (N9K-X9736C-FX not supported)
Uncontrolled Pkts - Rx Drop: N/A (N9K-X9736C-FX not supported)
Uncontrolled Pkts - Rx Error: N/A (N9K-X9736C-FX not supported
Unicast Controlled Pkts: N/A (N9K-X9736C-FX not supported)
Multicast Controlled Pkts: N/A (N9K-X9736C-FX not supported)
Broadcast Controlled Pkts: N/A (N9K-X9736C-FX not supported)
Controlled Pkts: 205429
Controlled Pkts - Rx Drop: N/A (N9K-X9736C-FX not supported)
Controlled Pkts - Rx Error: N/A (N9K-X9736C-FX not supported)
Out-Octets Uncontrolled: N/A (N9K-X9736C-FX not supported)
Out-Octets Controlled: 20612648 bytes
Out-Octets Common: 151787484 bytes
Output rate for Uncontrolled Pkts: N/A (N9K-X9736C-FX not supported)
Output rate for Uncontrolled Pkts: N/A (N9K-X9736C-FX not supported)
Output rate for Controlled Pkts: N/A (N9K-X9736C-FX not supported)
Output rate for Controlled Pkts: N/A (N9K-X9736C-FX not supported)

)
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SECY Rx Statistics:

Transform Error Pkts: N/A
Control Pkts: 952284
Untagged Pkts: N/A

No Tag Pkts: 0
Bad Tag Pkts: O
No SCI Pkts: O
Unknown SCI Pkts: 0

Tagged Control Pkts: N/A
SECY Tx Statistics:
Transform Error Pkts: N/A

967904
N/A

Control Pkts:
Untagged Pkts:

SAK Rx Statistics for AN
Unchecked Pkts: 0O
Delayed Pkts: 0
Late Pkts: 0
OK Pkts: 1
Invalid Pkts: O
Not Valid Pkts: O
Not-Using-SA Pkts: 0
Unused-SA Pkts: O
Decrypted In-Octets:
Validated In-Octets:

[3]:

SAK Tx Statistics for AN [3]:
Encrypted Protected Pkts:
Too Long Pkts: N/A

SA-not-in-use Pkts: N/A

Encrypted Protected Out-Octets:

switch (config) #

&% TE 151
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(N9K-X9736C-FX not supported)

(N9K-X9736C-FX not supported)

(N9K-X9736C-FX not supported)

(N9K-X9736C-FX not supported)

(N9K-X9736C-FX not supported)

235 bytes
0 bytes

2
(N9K-X9736C-FX not supported)
(N9K-X9736C-FX not supported)

334 bytes

L. ZORY =% A =T =A AZHEMT 2

switch (config) # macsec policy 1

(
switch (config-macsec-policy) #
switch (config-macsec-policy) #
switch (config-macsec-policy) #
switch (config-macsec-policy) #
switch (config-macsec-policy) #
switch (config-macsec-policy) #

switch (config)# int e2/13-14
switch (
switch (config-if-range)# exit

cipher-suite GCM-AES-256
window-size 512
key-server-priority 0
conf-offset CONF-OFFSET-0
security-policy should-secure
exit

config-if-range)# macsec keychain 1 policy 1

switch (config)# show macsec mka summary

Interface MACSEC-policy Keychain
Ethernet2/13 1 1/10000000000000000
Ethernet2/14 1 1/10000000000000000
switch (config)# show macsec mka session

Interface Local-TxSCI # Peers Status Key-Server
Ethernet2/13 006b.flbe.d31c/0001 1 Secured Yes
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Ethernet2/14 006b.flbe.d320/0001 1 Secured No

switch (config)# show running-config macsec
!Command: show running-config macsec
!Time: Mon Dec 5 04:53:40 2016

version 9.2 (1) feature macsec
macsec policy 1
cipher-suite GCM-AES-256
key-server-priority 0
window-size 512
conf-offset CONF-OFFSET-0
security-policy should-secure

interface Ethernet2/13
macsec keychain 1 policy 1

interface Ethernet2/14
macsec keychain 1 policy 1

WIZ. MACsec ¥ —F =2 — LV ZREL, A1 VX —T A ATV AT LT 7 4/ D MACsecih
Jo—%mBnT 542 R LET,

switch(config)# key chain 1 macsec

switch (config-macseckeychain)# key 1000

switch (config-macseckeychain-macseckey) # key-octet-string
abcdef012345678%abcdef0123456789%abcdef0123456789%abcdef0123456789 cryptographic-algorithm
aes_ 256 CMAC

switch (config-macseckeychain-macseckey) # exit

switch (config)# int e2/13-14

switch (config-if-range)# macsec keychain 1
switch (config-if-range)# exit

switch (config) #

switch (config)# show running-config macsec
!Command: show running-config macsec
!Time: Mon Dec 5 04:50:16 2016
version 7.0(3)I4(5)
feature macsec
interface Ethernet2/13
macsec keychain 1 policy system-default-macsec-policy
interface Ethernet2/14
macsec keychain 1 policy system-default-macsec-policy

switch (config)# show macsec mka session

Interface Local-TxSCI # Peers Status
Key-Server Auth Mode

Ethernet2/2 2¢33.11b8.7d14/0001 1 Secured
Yes PRIMARY-PSK

Ethernet2/3 2c33.11b8.7d18/0001 1 Secured
Yes PRIMARY-PSK

Total Number of Sessions : 2

Secured Sessions : 2

Pending Sessions : 0

switch (config)# show macsec mka summary
Interface Status Cipher (Operational) Key-Server MACSEC-policy Keychain
Fallback-keychain
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Ethernet2/1 down - - testsl keychl
no keychain

Ethernet2/2 Secured GCM-AES-XPN-256 Yes tests2 keych2
no keychain

Ethernet2/3 Secured GCM-AES-256 Yes tests3 keyc3

no keychain

RIZ. Peer Enforce Cipher % EHEHE MACsec DR E & H S DHIZ R L ET,

switch# show key chain

Key-Chain KC1 Macsec

Key 10000000 -- text 7
""0729701e1d5d4c53404a522026090£010e63647040534355560e007971772a263230080a0407070303530227257657321.3556550958525a77 7110165038273
4362e2a"

cryptographic-algorithm AES 256 CMAC

send lifetime (always valid) [active]

Key-Chain KC2 Macsec

Key 10100000 -- text 7
""0729701e1d504c53404a522026090£010e63647040534355560e007971772a263230080a040707030353022725 717321 3556550958525a 7710165038273
4362e2a"

cryptographic-algorithm AES 256 CMAC

send lifetime (always valid) [active]

switch#
switch# show run macsec

!Command: show running-config macsec
'Running configuration last done at: Mon Apr 17 16:49:57 2023
!Time: Mon Apr 17 16:50:09 2023

version 10.3(3) Bios:version 05.47
feature macsec

macsec policy MPL

cipher-suite enforce-peer GCM-AES-XPN-256 GCM-AES-XPN-128
macsec policy MP2

cipher-suite enforce-peer GCM-AES-256

interface Ethernetl/97/1

macsec keychain KC1 policy MP1

interface Ethernetl/97/2
macsec keychain KC2 policy MP2

switch#

switch# show macsec policy
MACSec Policy Cipher Pri Window Offset Security SAK Rekey time ICV Indicator Include-SCI

MP1 Enforce-Peer 16 148809600 O should-secure pn-rollover FALSE TRUE

MP2 Enforce-Peer 16 148809600 O should-secure pn-rollover FALSE TRUE
system-default-macsec-policy GCM-AES-XPN-256 16 148809600 0 should-secure pn-rollover
FALSE TRUE

MACSec Policy Cipher-Suite Enforce-Peer
MP1 GCM-AES-XPN-256 GCM-AES-XPN-128

MP2 GCM-AES-256

switch#
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switch# show macsec mka session details

Detailed Status for MKA Session

Interface Name : Ethernetl/97/1

Session Status : SECURED - Secured MKA Session with MACsec
Local Tx-SCI : c4f7.d530.1484/0001

Local Tx-SSCI : 1

MKA Port Identifier : 1

CAK Name (CKN) : 10000000

CA Authentication Mode : PRIMARY-PSK

Member Identifier (MI) : D94B90E3FDB111CE583E7158
Message Number (MN) : 111

MKA Policy Name : MP1

Key Server Priority : 16

Key Server : Yes

Include ICV : No

SAK Cipher Suite : GCM-AES-XPN-128

SAK Cipher Suite (Operational) : GCM-AES-XPN-128
Replay Window Size : 148809600

Confidentiality Offset : CONF-OFFSET-0
Confidentiality Offset (Operational): CONF-OFFSET-0
Latest SAK Status : Rx & TX

Latest SAK AN : 1

Latest SAK KI : D94B90E3FDB111CE583E715800000001
Latest SAK KN : 1

Last SAK key time : 16:48:41 PST Mon Apr 17 2023
CA Peer Count : 1

Eapol dest mac : 0180.c200.0003

Ether-type : 0x888e

Peer Status:

Peer MI : 001100000001000100000001

RxSCI : 0011.0000.0001/0001

Peer CAK : Match

Latest Rx MKPDU : 16:52:07 PST Mon Apr 17 2023

Interface Name : Ethernetl/97/2

Session Status : SECURED - Secured MKA Session with MACsec
Local Tx-SCI : c4f7.d530.1485/0001

Local Tx-SSCI : 1

MKA Port Identifier : 1

CAK Name (CKN) : 10100000

CA Authentication Mode : PRIMARY-PSK

Member Identifier (MI) : 43AE54C19982238C298E0241
Message Number (MN) : 107

MKA Policy Name : MP2

Key Server Priority : 16

Key Server : Yes

Include ICV : No

SAK Cipher Suite : GCM-AES-256

SAK Cipher Suite (Operational) : GCM-AES-256
Replay Window Size : 148809600

Confidentiality Offset : CONF-OFFSET-0
Confidentiality Offset (Operational): CONF-OFFSET-0
Latest SAK Status : Rx & TX

Latest SAK AN : O

Latest SAK KI : 43AE54C19982238C298E024100000001
Latest SAK KN : 1

Last SAK key time : 16:48:42 PST Mon Apr 17 2023
CA Peer Count : 1

Eapol dest mac : 0180.c200.0003

Ether-type : 0x888e

Peer Status:
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Peer MI : 002700000001000100000001

RxSCI : 0027.0000.0001/0001

Peer CAK : Match

Latest Rx MKPDU : 16:52:06 PST Mon Apr 17 2023
switch#

MACsec (%, |xml ZfH L7z 227 U7 Mk show 2= R XML & #HR—F LE
j—o

+ show key chain name | xml

« show macsec mka session interface interface slot/port details | xml
+ show macsec mka statistics interface interface slot/port | xml

« show macsec mka summary | xml

+ show macsec policy name | xml

« show macsec secy statisticsinterface interface slot/port | xmi

+ show running-config macsec | xml

Wiz, FRo% show 2~ RO AFIEZRLET,
Bl1: F—Fz2— 0 OREXTHFZRLET

switch# show key chain "Kec2" | xml
<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0:rpm">
<nf:data>
<show>
<key>
<chain>
< XML OPT Cmd rpm show keychain cmd keychain>
<keychain>Kc2</keychain>
</ XML OPT Cmd rpm show keychain cmd keychain>
</chain>
</key>
</show>
</nf:data>
</nf:rpc-reply>
11>11>

B2 BEDA A —T 2 A AD MACsec MKA & v a3 VT AIERAEAERLET,

switch# show macsec mka session interface ethernet 4/31 details | xml
<?xml version="1.0" encoding="IS0O-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0">
<nf:data>
<show>
<macsec>
<mka>
<session>
<__XML_OPT_Cmd_show macsec_mka session_interface>
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<interface>

< XML INTF ifname>
< XML PARAM value>
< XML INTF output>Ethernet4/31</ XML INTF output>
</_ XML PARAM value>

</_ XML INTF ifname>

</interface>

< XML OPT Cmd_show macsec mka session details>
<details/>

< XML OPT _Cmd_show macsec mka session__ readonly >

<__readonly >
<TABLE mka session _details>
<ROW_mka session details>
<ifname>Ethernet4/31</ifname>
<status>Secured</status>
<sci>0c75.bd03.5360/0001</sci>
<ssci>1</ssci>
<port id>1</port id>
<mi>0200000000000000000000000000000000000000000000000000000000000000
</mi>
<mi>F511280A765CE41C79458753</mi>
<mn>2770</mn>
<policy>am2</policy>
<ks_prio>0</ks_prio>
<keyserver>No</keyserver>
<cipher>GCM-AES-XPN-256</cipher>
<window>512</window>
<conf offset>CONF-OFFSET-0</conf offset>
<sak status>Rx & TX</sak status>
<sak_ an>1</sak_an>
<sak ki>516486241</sak ki>
<sak_kn>90</sak_kn>
<last sak rekey time>07:12:02 UTC Fri Jan 20 2017</last sak rekey ti
me>
</ROW_mka session details>
</TABLE mka session details>
</__readonly >
</ XML OPT Cmd show macsec mka session _ readonly >
</ XML OPT Cmd show macsec mka session details>
</ XML OPT Cmd show macsec mka session_ interface>
</session>
</mka>
</macsec>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
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switch# show macsec mka statistics interface ethernet 4/31 | xml

<?xml version="1.0" encoding="IS0-8859-1"?>

<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0">

<nf:data>
<show>
<macsec>
<mka>
<statistics>
<_ XML OPT Cmd some macsec _mka statistics_interface>
<interface>

< XML INTF_ ifname>
<__XML__PARAM value>
<__XML__INTF_output>Ethernet4/31</__ XML __INTF_output>
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< XML INTF output>Ethernet4/31</ XML INTF output>

</__XML__PARAM value>
</_ XML _INTF ifname>
</interface>

< XML OPT Cmd_some macsec mka statistics readonly >

<__readonly >
<TABLE mka intf stats>
<ROW_mka_ intf stats>
<TABLE_ca_stats>
<ROW_ca_stats>
<ca_stat ckn>0x2</ca stat ckn>

<ca_stat pairwise cak rekey>0</ca stat pairwise cak rekey>

<sa_stat sak generated>0</sa stat sak generated>

<sa_stat sak rekey>0</sa stat sak rekey>

<sa_stat sak received>91</sa stat sak received>

<sa_stat sak response rx>0</sa stat sak response rx>
<mkpdu_stat mkpdu tx>2808</mkpdu_stat mkpdu tx>

<mkpdu_stat mkpdu tx distsak>0</mkpdu_stat mkpdu tx distsak>
<mkpdu_stat mkpdu rx>2714</mkpdu_stat mkpdu rx>

<mkpdu_stat mkpdu rx distsak>91</mkpdu_stat mkpdu rx distsak>

</ROW_ca_stats>
</TABLE ca stats>
</ROW mka intf stats>
</TABLE mka intf stats>
</__readonly >

</ XML OPT Cmd some macsec mka statistics readonly >

<interface>
< XML INTF ifname>
<__XML__PARAM value>

< XML INTF output>Ethernet4/31</ XML INTF output>

</__XML__PARAM value>
</_ XML _INTF ifname>
</interface>

< XML OPT Cmd_some macsec mka statistics readonly >

<__ readonly >
<TABLE mka intf stats>
<ROW_mka_ intf stats>
<TABLE idb_stats>
<ROW_idb_stats>

<ca_stat pairwise cak rekey>0</ca stat pairwise cak rekey>

<sa_stat sak generated>0</sa stat sak generated>

<sa_stat sak rekey>0</sa stat sak rekey>

<sa_stat sak received>91</sa stat sak received>

<sa_stat sak response rx>0</sa stat sak response rx>

<mkpdu_stat mkpdu tx>2808</mkpdu_stat mkpdu tx>

<mkpdu_stat mkpdu tx distsak>0</mkpdu_stat mkpdu tx distsak>

<mkpdu_stat mkpdu rx>2714</mkpdu_stat mkpdu rx>

<mkpdu_stat mkpdu rx distsak>91</mkpdu_stat mkpdu rx distsak>

<idb_ stat mkpdu tx success>2808</idb_stat mkpdu tx success>

<idb_ stat mkpdu tx fail>0</idb_ stat mkpdu tx fail>

<idb stat mkpdu tx pkt build fail>0</idb_ stat mkpdu tx pkt build fail>
<idb_ stat mkpdu no tx on intf down>0</idb_ stat mkpdu no tx on intf down>
<idb_ stat mkpdu no rx on intf down>0</idb_ stat mkpdu no rx on intf down>
<idb_ stat mkpdu rx ca notfound>0</idb stat mkpdu rx ca notfound>

<idb_ stat mkpdu rx error>0</idb stat mkpdu rx error>

<idb_ stat mkpdu rx success>2714</idb_stat mkpdu rx success>

<idb stat mkpdu failure rx integrity check error>0</idb stat mkpdu

failure rx integrity check error>

<idb_ stat mkpdu failure invalid peer mn error>0</idb_stat mkpdu fai

lure invalid peer mn error>

<idb stat mkpdu failure nonrecent peerlist mn error>1</idb stat mkp

du failure nonrecent peerlist mn error>

<idb stat mkpdu failure sakuse kn mismatch error>0</idb stat mkpdu

failure sakuse kn mismatch error>

MACsec D% E .



MACsec D%
B xvon

<idb stat mkpdu failure sakuse rx not set error>0</idb stat mkpdu f
ailure_ sakuse rx not set error>
<idb stat mkpdu failure sakuse key mi mismatch error>0</idb stat mk
pdu_failure sakuse key mi mismatch error>
<idb stat mkpdu failure sakuse an not in use error>0</idb stat mkpd
u_failure sakuse_an not _in use error>
<idb stat mkpdu failure sakuse ks rx tx not set error>0</idb stat m
kpdu_failure sakuse ks _rx tx not set error>
<idb stat mkpdu failure sakuse eapol ethertype mismatch error>0</id
b _stat mkpdu failure sakuse eapol ethertype mismatch error>
<idb stat sak failure sak generate error>0</idb_stat sak failure sa
k_generate_error>
<idb stat sak failure hash generate error>0</idb_stat sak failure h
ash_generate error>
<idb stat sak failure sak encryption error>0</idb stat sak failure
sak_encryption error>
<idb stat sak failure sak decryption error>0</idb stat sak failure
sak decryption error>
<idb stat sak failure ick derivation error>0</idb stat sak failure
ick derivation error>
<idb stat sak failure kek derivation error>0</idb stat sak failure
kek derivation error>
<idb stat sak failure invalid macsec capability error>0</idb_stat s
ak failure invalid macsec_ capability error>
<idb stat macsec failure rx sa create error>0</idb_stat macsec fail
ure_rx_sa_create_error>
<idb stat macsec failure tx sa create error>0</idb_stat macsec fail
ure_tx sa create_error>
</ROW_idb_ stats>
</TABLE idb stats>
</ROW mka intf stats>
</TABLE mka intf stats>
</__readonly >
</_ XML OPT Cmd some macsec mka statistics__ readonly >
</ XML OPT Cmd some macsec mka statistics_interface>
</statistics>
</mka>
</macsec>
</show>
</nf:data>
</nf:rpc-reply>
11>11>

5] 4 : MACsec MKA iREZFrm LET,

switch# show macsec mka summary | xml
<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0">
<nf:data>
<show>
<macsec>
<mka>
< XML OPT Cmd some macsec_summary>
< XML OPT Cmd some macsec__ readonly >
<_ readonly >
<TABLE mka_ summary>
<ROW_mka summary>
<ifname>Ethernet2/1</ifname>
<policy>am2</policy>
<keychain>kc2/02000000000000000000000000000000000000000000000000000000
00000000</keychain>
</ROW_mka_summary>
<ROW_mka summary>
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<ifname>Ethernet3/1</ifname>

<policy>am2</policy>

<keychain>kc2/02000000000000000000000000000000000000000000000000000000
00000000</keychain>

</ROW_mka summary>

[TRUNCATED FOR READABILITY]

<ROW_mka_summary>
<ifname>Ethernet3/32</1ifname>
<policy>am2</policy>
<keychain>kc2/02000000000000000000000000000000000000000000000000000000
00000000</keychain>
</ROW_mka summary>
</TABLE mka summary>
</__readonly >
</ XML OPT Cmd some macsec__ readonly >
</ XML OPT Cmd some macsec_summary>
</mka>
</macsec>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
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switch# show macsec policy am2 | xml
<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0">
<nf:data>
<show>
<macsec>
<policy>
< XML OPT Cmd some macsec_policy name>
<policy name>am2</policy name>
< XML OPT Cmd some macsec__ readonly >
<_ readonly >
<TABLE macsec_policy>
<ROW_macsec_policy>
<name>am2</name>
<cipher suite>GCM-AES-XPN-256</cipher suite>
<keyserver priority>0</keyserver priority>
<window size>512</window_ size>
<conf offset>0</conf offset>
<security policy>must-secure</security policy>
<sak-expiry-time>60</sak-expiry-time>
</ROW_macsec_policy>
</TABLE_macsec_policy>
</__readonly_ >
</__XML__OPT_Cmd_some_macsec__ readonly >
</__XML__OPT_Cmd_some_macsec_policy name>
</policy>
</macsec>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
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switch# show macsec secy statistics interface ethernet 4/31 | xml
<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0">
<nf:data>
<show>
<macsec>
<secy>
<statistics>
<interface>
< XML INTF ifname>
<__XML__PARAM value>
<__XML__INTF output>Ethernet4/31</ XML _INTF output>
</__XML__PARAM value>
< XML OPT Cmd some macsec_secy statistics  readonly >
<_ readonly >
<TABLE statistics>
<ROW_statistics>
<in pkts_unicast uncontrolled>0</in pkts unicast uncontrolled>
<in pkts multicast uncontrolled>42</in pkts multicast uncontrolled>
<in pkts broadcast uncontrolled>0</in pkts broadcast uncontrolled>
<in rx drop pkts uncontrolled>0</in rx drop pkts uncontrolled>
<in rx err pkts uncontrolled>0</in rx err pkts uncontrolled>
<in pkts unicast controlled>0</in pkts unicast controlled>
<in pkts multicast controlled>2</in pkts multicast controlled>
<in pkts broadcast controlled>0</in pkts broadcast controlled>
<in rx drop pkts controlled>0</in rx drop pkts controlled>
<in rx err pkts controlled>0</in rx err pkts controlled>
<in octets_uncontrolled>7230</in octets uncontrolled>
<in octets controlled>470</in octets controlled>
<input rate uncontrolled pps>0</input rate uncontrolled pps>
<input rate uncontrolled bps>9</input rate uncontrolled bps>
<input rate controlled pps>0</input rate controlled pps>
<input rate controlled bps>23</input rate controlled bps>
<out pkts unicast uncontrolled>0</out pkts unicast uncontrolled>
<out pkts multicast uncontrolled>41</out pkts multicast uncontrolled>
<out pkts broadcast uncontrolled>0</out pkts broadcast uncontrolled>
<out rx drop pkts uncontrolled>0</out rx drop pkts uncontrolled>
<out rx err pkts uncontrolled>0</out rx err pkts uncontrolled>
<out pkts unicast controlled>0</out pkts unicast controlled>
<out pkts multicast controlled>2</out pkts multicast controlled>
<out pkts broadcast controlled>0</out pkts broadcast controlled>
<out rx drop pkts controlled>0</out rx drop pkts controlled>
<out rx err pkts controlled>0</out rx err pkts controlled>
<out_octets uncontrolled>6806</out octets uncontrolled>
<out octets controlled>470</out octets controlled>
<out octets common>7340</out octets common>
<output rate uncontrolled pps>2598190092</output rate uncontrolled pps>
<output rate uncontrolled bps>2598190076</output rate uncontrolled bps>
<output rate controlled pps>0</output rate controlled pps>
<output rate controlled bps>23</output rate controlled bps>
<in pkts_transform error>0</in pkts transform error>
<in pkts control>40</in pkts control>
<in pkts_untagged>0</in pkts untagged>
<in pkts no tag>0</in pkts no tag>
<in pkts badtag>0</in pkts badtag>
<in pkts no sci>0</in pkts no sci>
<in pkts_unknown sci>0</in pkts_ unknown sci>
<in pkts_ tagged ctrl>0</in pkts tagged ctrl>
<out pkts_ transform error>0</out pkts transform error>
<out pkts control>41</out pkts control>
<out pkts untagged>0</out pkts untagged>
<rx sa an>1</rx sa an>
<in pkts_unchecked>0</in pkts unchecked>
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<in pkts delayed>0</in pkts delayed>
<in pkts late>0</in pkts late>
<in pkts_ok>1</in pkts_ ok>
<in pkts invalid>0</in pkts invalid>
<in pkts_not valid>0</in pkts not valid>
<in pkts_not using sa>0</in pkts not using sa>
<in pkts_unused sa>0</in pkts_ unused sa>
<in octets_decrypted>223</in octets decrypted>
<in octets validated>0</in octets validated>
<tx sa an>1</tx sa an>
<out pkts_encrypted protected>l</out pkts_ encrypted protected>
<out_ pkts_too long>0</out pkts too long>
<out pkts_sa not inuse>0</out pkts sa not inuse>
<out_ octets_encrypted protected>223</out octets_encrypted protected>
</ROW_statistics>
</TABLE statistics>
</__readonly >

</ XML OPT Cmd some macsec secy statistics__ readonly >
</_ XML _INTF ifname>
</interface>
</statistics>
</secy>
</macsec>
</show>
</nf:data>
</nf:rpc-reply>

11>11>
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switch# show running-config macsec | xml

!Command: show running-config macsec
!Time: Fri Jan 20 07:12:34 2017

version 7.0(3)I4(6)

R R R R R R R R R R R R

This may take time. Please be patient.
R R R R R R R R R R R R
<?xml version="1.0"?>
<nf:rpc xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://www.cis
co.com/nxos:7.0.3.I4.6.:configure " xmlns:m="http://www.cisco.com/nxos:7.0.3.I4.
6.: exec" xmlns:ml="http://www.cisco.com/nxos:7.0.3.I4.6.:configure macsec-poli
cy" xmlns:m2="http://www.cisco.com/nxos:7.0.3.I4.6.:configure if-eth-non-member
" message-id="1">
<nf:get-config>
<nf:source>
<nf:running/>
</nf:source>
<nf:filter>
<m:configure>
<m:terminal>
<feature>
<macsec/>
</feature>
<macsec>
<policy>
< XML PARAM policy name>
< XML value>am2</ XML value>
<ml:cipher-suite>
<ml: XML __PARAM suite>
<ml: XML value>GCM-AES-XPN-256</ml: XML value>
</ml:_XML__PARAM suite>
</ml:cipher-suite>
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<ml:key-server-priority>
<ml: XML PARAM pri>
<ml: XML value>0</ml: XML value>
</ml: XML PARAM pri>
</ml:key-server-priority>
<ml:window-size>
<ml: XML PARAM size>
T o o <ml: XML value>512</ml: XML value>
</ml: XML PARAM size>
</ml:window-size>
<ml:conf-offset>
<ml: XML PARAM offset>
<ml: XML value>CONF-OFFSET-0</ml: XML value>
</ml: XML PARAM offset>
</ml:conf-offset>
<ml:security-policy>
<ml: XML _ PARAM policy>
<ml: XML value>must-secure</ml: XML value>
</ml: XML PARAM policy>
</ml:security-policy>
<ml:sak-expiry-time>
<ml: XML PARAM ts>
<ml: XML value>60</ml: XML value>
</ml: XML PARAM ts>
</ml:sak-expiry-time>
</ XML PARAM policy name>
</policy>
</macsec>
<interface>
< XML PARAM interface>
_z__XML__value>Ethernet2/1</__XML__value>
<m2:macsec>
<m2:keychain>
<m2: XML _PARAM keychain name>
<m2: XML value>kc2</m2: XML value>
<m2:policy>
<m2: XML __PARAM policy name>
<m2: XML value>am2</m2: XML value>
</m2: XML PARAM policy name>
</m2:policy>
</m2: XML PARAM keychain name>
</m2:keychain>
</m2:macsec>
</ XML PARAM interface>
</interface>

[TRUNCATED FOR READABILITY]

<interface>
< XML PARAM interface>
< XML value>Ethernet4/31</_ XML value>
<m2:macsec>
<m2:keychain>
<m2: XML _PARAM keychain name>
<m2: XML value>kc2</m2: XML value>
<m2:policy>
<m2: XML __PARAM policy name>
<m2: XML value>am2</m2: XML value>
</m2: XML PARAM policy name>
</m2:policy>
</m2: XML PARAM keychain name>
</m2:keychain>
</m2:macsec>
</ XML PARAM interface>
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</interface>
</m:terminal>
</m:configure>
</nf:filter>
</nf:get-config>
</nf:rpc>
11>11>
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