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(all) 2EISHVE LTz,

MACACL DT 7 #JL FERSE

WDFEIZ, MACACL XT A —XDF 7 )V MiREEZRLET,

Table 1: MACACL DT 7 # )L b IX5 A—4

NS A—=B | FTITHIL b+

MACACL |57 4/ h TIZ MAC ACL IZf#7E L £/ A,
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Procedure
Command or Action Purpose
Z 5 71 |configureterminal Jua—N\)aryZ 4 Xal— g
Example: ET—FZBBLES,

switch# configure terminal
switch (config) #

AT 72 | mac access-list name MAC ACL #{ER L C, ACL 27 ¢
Example: Fal—varE—RFelBLET,
switch (config)# mac access-list

acl-mac-01
switch (config-mac-acl) #

R T 73| {permit|deny} sourcedestination-protocol | MAC ACL PNIZ/L—/L & 1Bk L £ 9,
Example:
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Command or Action

Purpose

switch (config-mac-acl)# 100 permit mac
00c0.4£00.0000 0000.00ff.ffff any
0x0806

permit 2+ > R & deny =~ NIZIX,
NI T4y WA Do D
ERHEINTWET,

ATv74

(Optional) statistics per-entry

Example:

switch (config-mac-acl)# statistics
per-entry

Z® ACL D/V—)v & —E3 253 v |
DI a—rAE 2 TN ADHERFT D
EOTRELET,

ATy Th

(Optional) show mac access-lists name

Example:

switch (config-mac-acl)# show mac
access-lists acl-mac-01

MAC ACL O EEF R~ LET,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config-mac-acl)# copy
running-config startup-config

FElTar 7 4 Fal—rarh, AX—
NPy ar 74 Xal—rgila
E—L £,

UDF X— X MAC ACL @

=L

ax A

Cisco Nexus 9200, 9300, 35 L N9300-EX U —X AA »F @ UDF _X—AD MAC 7 7 & A

YA K (ACL) ZRETEET, ZOREIZLD,

FRA A I —HFEHZZ 4 —/L K (UDF)

THRAEL, —&T53y 2 MACACL IZ#EHACTE£9,

CiscoNX-0S U U — 2% 9.3(3) LAF&, CiscoNexus 9364C-GX, CiscoNexus 9316D-GX, 3 J (X Cisco
Nexus 93600CD-GX A A v F CUDF X—AMACT7 7%t A UAL (ACL) #%ZETEET,

FIRr

AR RERIFTIa Y

E:)

ATy T

configure terminal

&1

switch# configure terminal
switch (config) #

Ja—nR) a7 4 FXal— g
F— Nz L £7

ATy T2
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udf udf-name offset-base offset length
i

switch (config)# udf pktofflO
packet-start 10 2

KDEH>IZUDF #EHZELET,
« udf-name : UDF O 4 iiEfEE L £
I, ARNCITRK 16 LFOFE T
EATEET,
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ARV FFEREETIVa Yy

E:)

« offset-base : UDF 47 & v k ~X—
A % {packet-start} @ X 9 IZHEE
LET,

ATy b ATEY FN—R0
ONRAL " ATy FOEEREL
F9,

RS A TRy bSO
FRRELET, 1 £720F2 84 b
DHPYR— R ENTHET, B
DA M—HIE LTI

X, #%D UDF % €F%1 2 MLE)N
HoET,

HEHOUDFEZE#ZETEETN, VA
IV BE/2 UDF DA EFRT B 2 L a it
LET,

ATvT3

har dwar eaccess-list tcam region ing-ifacl
qualify {udf udf-name }

&1

switch (config)# hardware access-list
tcam region ing-ifacl qualify udf
pktoffl0

IPv4 £7-1% IPv6 " —  ACLIZH A4
% ing-ifacl TCAM Y —< =1 /|2 UDF %
THyFLET,

B 18 > UDF 3% — F SN F
7,

GE)

UDF &fifi-28M&ih b &, TCAM
U — g ATy v TIVIED B AR
RKLET, +OREEZAR—ZABH D
ZEEMERLTLIEEY, ENLSD
LeZoavy MidESESnEd, &
FGAe, RMEADOY —Ya vinb
TCAM AN—ZR3 Y £4 DT, ZD
o~ REHADLET, FFEc-oN
TiX, TACLTCAM UV — 3> YA
AOFEE] SR LTI,

GE)
Zoa<wy Ko no KL, UDF %
TCAM YU —a v mnbEI0EEL, U —
VarEI U NVEBICR LET,

ATv74

WiZH: copy running-config startup-config

151

V77— FBLIWRNY AZ— "I ET=
V74Xl = arE AT =T
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S

switch (config) # copy running-config
startup-config

Tars 74X al—vgilar—_L
T, BHEEMFGEIITRIE L E T,

ATy Th

WaZE: reload
B -

switch (config)# reload

FALARY B— FSHET,

GE)
UDF &% & 1% copy running-config
startup-config+reload % A7) L7-# D
BB 7,

ATvT6

mac access-list udf-acl

1 -

switch (config) # mac access-1list udfacl]
switch (config-acl) #

MACT7 /7 tEAXarba—L AR

(ACL) #{ERtL T, MACACL ==
T4 X2l —Ta T — REBBLE
kR

ATy T1

per mit mac source destination udf
udf-name value mask

51

switch (config-acl)# permit mac any
any udf pktoffl0 0x1234 Oxffff

MAC ACL % % & L T, /3 » b
T4 =L RIZOWTHEDT 72 2
v bhrue— =Y (ACE) &fFHET
UDF C—H ¥ LX) ICRELET
(5 2) . fli&~ A7 OB OHFHIL

0x0~0xFFFF T,

V7 VACLIE, UDFR®H 556 L 7%
WEGOm &L, ACEXFT5Z &
NTEFET, FACEIIT KT DR
HUDF 7 4 —/V RBH D0, TXTDH
ACE % UDF ORI LY A MI—EXH¥
HZEWTEET,

ATvT8

interface port-channel channel-number

1 :

switch (config)# interface port-channel]
5
switch (config-if)#

LAX2DOR—K F¥ RV A HF—
T2 ADA L H—T 2 A AT 4
Xal—agrE— ReBELET,

ATvT9

mac port access-group udf-access-list

1 -

switch (config-if)# mac port
access-group udf-acl-01

UDF X—ZMACACLA* A > % —7 =
AL ET,

ATy 710

(L&) copy running-config
startup-config

51

switch (config) # copy running-config
startup-config

ETar 74 Xal—TarEF, R
H—= KT oFar7 4 F¥al—gav
IZar—L%E9,
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MACACLDZEE

MAC ACL ZF A A G HIBRTE £9,

Before you begin

MAC ACL 73

=Lk

ax &

summary ¥ —7 — RZHEE L TEITLET,

Procedure

macacLozE i

INTWDA VH—T7 oA ABEETITIL, showmacaccesslists =~ N %,

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (confiqg) #

Jua—)aryZ 4 xXal—gy
F—FzfmLE7,

ATy T2

mac access-list name

Example:

switch (config)# mac access-list
acl-mac-01
switch (config-mac-acl) #

LAETTHE L ACLD ACL =227 4
Xal—gy F— REEBELET,

ATvT3

(Optional) [sequence-number] {per mit |
deny} source destination-protocol

Example:

switch(config-mac-acl) # 100 permit mac
00c0.4£00.0000 0000.00ff.ffff any
0x0806

MAC ACL Wiz — VA ERR L,
= U AFFERET DL, ACLN
DN—AFAIEEIEECEET, v —
AR S ERE LRV E, —iX
ACL OEKREITBEMENET,

permit =< > K& deny =~ > NI,
N il RV oIOF 2PV
EPRHEINLTHET,

ATv74

(Optional) no {sequence-number | {per mit
| deny} source destination-protocol }

Example:

switch (config-mac-acl)# no 80

FBE LI/ —/L % MACACL 2> 5 IR L
F9,

permit =~ K& deny =1~ & NI,
NI T4 w7 WA DI DEL DS
EPHESNTHET,

ATy TH

(Optional) [no] statistics per-entry

Example:

switch (config-mac-acl)# statistics
per-entry

Z® ACL D)LV—)L b —Fd 534 |k
DT 0= NG 2 T3 RDSHERFT %
EOTRELET,
noAd7>ariEfTosE, 74 A
£ D ACL O 7' 11—V EH O#ERf 2
EIE L £,

MAC ACL DE&FE .
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Command or Action

Purpose

ATvT6

(Optional) show mac access-lists name

Example:

switch (config-mac-acl)# show mac
access-lists acl-mac-01

MAC ACL OFBRExFrR L FET,

ATy T17

(Optional) copy running-config
startup-config
Example:

switch (config-mac-acl)# copy
running-config startup-config

FEfTar 7 4 Xal—arr, AX—
KTy ary7 4 X¥al—grila
to“* Lij—o

MACACLAD > —/ 7 D ABSDER

MACACLND L — VAT BT _XRTD— A AR EZEHETXF 4, ACLIZL— /L%

AT DN D L6 T,

B

Procedure

VAT ENRE LTS L &L, BHEID YT B EEMNT

Command or Action

Purpose

& A

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 FXal—g
T— F&ERHEELET

ATvT2

resequence mac access-list name
starting-sequence-number increment
Example:

switch (config)# resequence mac
access-list acl-mac-01 100 10

ACL NIZREIR EN TN HL— LTy —
r v AT £, starting-sequence
number {ZFEE LTV —7 v AF S0
WO — AT B ET, B0

JL—UIZiE, BRIONL—L LD BRI N
TP onEd, HrofkRElL, i
ELTHSICE>TIRED 9,

ATvT3

(Optional) show mac access-lists name

Example:

switch (config)# show mac access-lists
acl-mac-01

MAC ACL OB EE KR LET,

ATv74

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

FElTar I 4 Fal—vark, AX—
Ty a7 40Xl — g0l
v—LEd,

. MAC ACL DE&FE
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MAC ACL ZF A A G HIBRTE £9,

Procedure

mac acL o&i% |

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 Fal—g v
ET— RZHBLET,

ATvT2

no mac access-list name

Example:

switch (config)# no mac access-list
acl-mac-01
switch (config) #

ZETTHE L7 MAC ACL #FE 72
TA4X 2l —Ta rnbHIBRLET,

ATvT3

(Optional) show mac access-lists name
summary
Example:

switch (config)# show mac access-lists
acl-mac-01 summary

MACACL D% Ex &K~ LET, ACLN
AV H—T A ATH| XA I T
WHBEIE, A2 —T oA ANFRE
nE4,

ATvT4

(Optional) copy running-config
startup-config
Example:

switch (config) # copy running-config
startup-config

FETar 7 4 Fal—rarh, AX—
NPy a7 s Xal—vgila
E—LE7,

7R"— k ACL & L T MAC ACL 03 F
MACACL #4/— K ACL &£ LT, ROWTINDDA v H—T = A XA TIZHEHATEET,

L AF2A— PRy P A H—T = R
LAY 2AR—NFXx RV A HE—T MR

Before you begin

WHT 2D ACLTFEL, MBERFIETIN I 74 v I8 T74NVF VT THIIITHREINT
WHZ L EHMEER L ET,

MAC ACL DE&FE .
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Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja— " UERE— REBR L ET,

ATvT2

ROWTNPDa~ L R AT LET,

« interface ethernet slot/port
« interface port-channel
channel-number
Example:
switch (config)# interface ethernet 2/1
switch (config-if) #
Example:

switch(config)# interface port-channel
5
switch(config-if) #

s LAX2FELIFILAYIDA L H—
T AT A Fal—3
E— NERBLET,

LAY 2FEFIFLAYIDOER—F
Fr RN AL H =T A ADA
R—=T A AT 4 Fa2l—3
v E— NERBLET,

ATvT3

mac port access-group access-list

Example:

switch (config-if)# mac port
access-group acl-01

MACACLZ A v Z—7 = A AZmHA L
i‘a‘o

ATvT4

(Optional) show running-config aclmgr

Example:

switch (config-if)# show running-config]
aclmgr

ACL OB EERRTLET,

ATvT5

(Optional) copy running-config
startup-config
Example:

switch(config-if)# copy running-config
startup-config

FETar 74 X¥al—vark, AX—
KNPy 7T ar7 4 ¥al—auica
[:O‘_I_/i‘j—o

MAC ACL @ VACL & L T F

MACACL % VACL & L Gl C&E £,

MAC /N7y bR EED A r—TILEF =L EML

LAY2A 0 H—T 2 A AZx LTMAC 37y N2 B E I3 ENCHEE TE 97,
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MAC /84 v F 55D 4 2— I i@t [

1R BHHIIZ
A B =T 24 A%, LATY2A LV Z—T2A AL LTRETHLERHD F9,

\}

GE) A ¥—7xA AN ipport access-group =~ > RE =X ipv6 port traffic-filter =~ > K& ffi A
LTRESNTWAEAIE, A X —T A XA a7 X2 b—3 3 )b ipportaccess-group
av > KB X Wipv6 port traffic-filter @~ > RZHIFRLZRWERY . MAC N7 v 3 E A%

ICTEEE A,
F|E
A RFERET7IIY B
Z v 71 |configureterminal Ja— VR — REBB L 9,
B -

switch# configure terminal
switch (config) #

AFy T2 | kROWTNIDa~w R AN LET, N st SV N GV S e e
HLTCA v HF—T AR AT 4

« interface ethernet slot/port \
Fal—raryE—FREMBLE

« interface port-channel

channel-number EE
i) : e AR—=KF¥RNV A H—T AR
switch (config)# interface ethernet 2/1 DAVHE—T A A AT fF =
switch (config-if)# L — ) F— }\%F}ﬁﬁébij«o

1

switch(config)# interface port-channel
5
switch (config-if) #

R T 7 3| [no] mac packet-classify A B —T = ZDMAC /Y v NYHE
i - EHMMCLET, nod 7T a v EHEH
THE, A F—T A ADMAC /¥

by NP N0 T,

switch (config-if) # mac packet-classify]|

ATvT4| (EE) kKoVnWTFhmnroa~y RaeA s =YXy b A HE—T A AD
LET, FITa T4 X2l —a U ERR
LET,
cAR—hF¥RNV A H—T AR
DFIFa L T 4 Xal—arrk
RLUET,

+ show running-config interface
ethernet dot/port
« show running-config interface

port-channel channel-number
i

switch (config-if)# show running-confid]
interface ethernet 2/1

MAC ACL DE&FE .
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B svp i 2 MAC ACL L— L OB SIES 1+ D3ER

ARV RFEEETIII Y B8
1

switch (config-if)# show running-confid]
interface port-channel 5

ATw 75| ({£&) copy running-config FiTar 74 ¥al—vark, AZ—
startup-config NPy a7 40Xl — g0l a
5 - E—LFET,

switch (config-if)# copy running-config]
startup-config

SUP JL—)LIZxt9 % MAC ACL JL— )L D& S IE L F 0D & A

CiscoNX-0S U U —Z 10.4(1)F LI TlX, MACACL T#H LW ACE ¥—7— R (all) W H—
FENTWET, 2Tk, FAUEHT—ET 5o SUPACL/L—/L LD § ACL/L—/LD
BERNENLAS EAZ D . 0 (Bed) 12720 £,

=31

OV RFERETIVa Y B

AT w 71 | configureterminal Ta—r ) ar7 4 X¥al— gy
51 T— REBBELET,
switch# configure terminal

R T 72 | mac access-list name MACACL Z{Eik L C, ACLA#RE— K
Bl - B L £, names | #ud 64 SCF LA

THEELET,

switch (config)# mac access-list
acl-mac-01
switch (config-acl) #

R T 73| {permit | deny} sourcedestination-protocol | SUP /. — /L L ¥ % MAC ACL /L —/L %
all BT 5 al F—U— REMH LT,
Bl - MAC ACL [Z/V—/LZ B L £,

switch (config-mac-acl)# 100 permit
00c0.4£f00.0000 0000.00ff.ffff any all

ATV T4 | RONT OO a~vy REANLET, |[HBELLAVE—T A A XA T D=
« interface ether net slot/port Y7AFXalb—vary T ReRhl

« interface port-channel ESR
channel-number
1 -

switch (config)# interface ethernet 2/3
switch (config-if) #

. MAC ACL DE&FE
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macAcL ozowkR |

AU RFERETOVa Y

B8

ATy TH

mac port access-group access-listin

1

switch(config-if)# mac port
access—-group acl-mac-01 in

MACACL A v #Z—7 =A AE 7%
A—h Fr @A LET, A—F
ACL TiE, £ N TU R T4 HZ U
TIETFBRYR—FEINTHEST, 12D
A B =T A A1 DDKR— K ACL
A CTEET,

ATvT6

CE=D)
1

switch (config-if)# show running-config]
aclmgr

show running-config aclmgr

ACL DFEEEFRTLET,

ATy T1

(f£%&) copy running-config
startup-config
{5

switch (config-if)# copy running-confid]
startup-config

FTa T 4 Fal—rah, AX—
NPy a7 X¥al—vgila
[:0_ Lij—o

MAC ACL D&% E D FE2

MAC ACL & ETH#REZ R RT DL, ROWTNHOEELEZFZEITLET,

avwU kR

=)

show mac access-lists

MAC ACL O EEFr~LET,

aclmgr [all]

show running-config

Note

HTNRFRSINET,

MACACL BLXO'MACACL N ERHENZA v H—T =2 AEED
T. ACL DEEE R LET,

Zoavwr NI FTar 74X al—3ia roa—HEFE ACL
PERRLET, alA 7 arafEiHTs L,
2 avDF 74k (CoPP

FiTar 7 4 F¥aL—
La—HERICTL D ACL O

2 5E)

ix AE

aclmgr [all]

show startup-config

Note

ACLOAX— R T v arv 74Xzl —ar2FELET,

TpawyRiE, A= T v T arg 4 Fal—rarDa—
PHREACLAF R LET, al A7 va v a2lifl+sL, A%—F
Tolar74Xal—varyDF 7405 (COPPRE) &a—
PEHRICE D ACL Dl FNFRENET,

MAC ACL DE&FE .



MACACLDEE |
B vacacLosstEmoE=2U s 07

MAC ACL D#ETEHRODE=R )T &EHD )T

MAC ACL OFEFHEROE =X 72137 VU T 21T HI2E, ROFIRT a~<wr ROoWTng

AL ET,
avy kR B#)
show mac access-lists MACACL D% E# s LE T, MACACL | Satisticsper-entry

o<y RREENTWDEAIL, showmacaccessliss 2~ N
O, ZL—ve =Ly hOBREENET,

clear mac access-list counters | MAC ACL OffiEtE#% 27 U 7 L £,

MAC ACL 05 E 51

KIZ, acl-mac-01 &9 4RO MAC ACL #Epk L. Zina A —VHry b A F—T AR
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mac access-list acl-mac-01
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interface ethernet 2/1
mac port access-group acl-mac-01
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