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Device# configure terminal
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ipv6 nd raguard policy policy-name
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LET, LexiX, FF0 7 K—

FDZ~Le LTERTEET,

device-role monitor : = DT /3 A A
Xy NT—7 NI T4 w7 kE=
ZLET, X, RSN v b
ZDA =T oA ATEFEEND
Z & &FRE. device-role 8 A ks & H]
FRICEMEL £, Z4ud, 7
T4y I DFYTFXIKILD E
7T

device-role router : /L — & |ZH5f¢
AAVHE =Tz A, TDOA L H—
7 x4 A%, HERS, RA, 721X
RR N7 M&EFFAILET,
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B 5 xToIPeRA Hi— F Ky v —0RE

IPv6 77—k Ry T X171 DEE |

ARV RFERETIVa Y

B8

ATvT4

hop-limit {maximum | minimum limit}

1

Device (config-raguard-policy) #
hop-limit minimum 3

(FEE) 7 ERZARENTR YT
v MROBGEE A F—7 /MW L&
B

BTE SN TWVARWVIES .
ZIEEREES N ET,

ZDF v

ATvTh

managed-config-flag {on | off}

1

Device (config-raguard-policy) #
managed-config-flag on

(FEE) 7 AR AL RENT-EHT KL
ADBRET T 7D on THDHIZ L DOHEE
A R—T M LET,

G¥) M 77 7 BNT 555

X, A7 7 T EBEHCT D
ZleaBEIOLET,

 EINTVARWNES .
ZIXFERRESVE T,

ZDF v

ATvT6

other-config-flag {on | off}

1

Device (config-raguard-policy) #
other-config-flag on

(EE) 7 RA3Z A A& iz [Other] 7%
ENT A—H DOfGEE A X —T WM LE
R

ATy T1

router-preference maximum {high | low |
medium}
i) :

Device (config-raguard-policy) #
router-preference maximum high

EE) 7 RRE A XENT=FT 74V b
=K DFRTE/NT A —X DIENFEE S
7= HIRELL T TH D 2 & OMEEE A R—
T LET,

ATvT8

trusted-port
fi

Device (config-raguard-policy) #
trusted-port

EE) ZORY > —EHETX HHR—
MoERENZ 2B ELET,
e T RTORAH— KRR IN
M2 £,

ATvT9

exit
1 -

Device (config-raguard-policy) # exit

RAHN—RFRARIv—ar74Fal—
YaryE®E—REKTLTIe—\)L o
V74 F a2l —T gy E— RNIIRDF
KR
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A3 —TTALAADIPv6RA H— FDHTE

FIE

A28 —J x4 XD IP6RA HH— FDEETE .

ARV RFERETIVa Y

E:)

&

configure terminal

1

Device# configure terminal

Jua—) a7 4 Xab—g v
E—RFZBRBLET,

ATvT2

interface type number

1

Device (config) # interface ethernet 1/1

1 -

Device (config) # vlan configuration 10

A B —T A ADEA T TR HIEE
L. TAAMREAL L H—T o2 A FE—
KiZ9 57, VLANREET— RIZLZF
7,

ATvT3

ipv6 nd raguard attach-policy
[policy-name]

1

Device (config-if)# ipv6 nd raguard
attach-policy

FE LA v B —T A A2 IPv6 RA
H— FHpex A L £,

ATv74

exit
1 -

Device (config-if)# exit

AV HF—T oA AT A Fal—3
VE—REETLET,

ATvTh

show ipv6 nd raguard policy [policy-name]
1 -

switch# show ipv6 nd raguard policy

host

Policy host configuration:
device-role host

Policy applied on the following
interfaces:

Et0/0
Et1l/0

vlan all
vlan all

RAN—FEEHL TRESNATNDT
NTDOA 2 HZ =T =2 ATRAT—F
RNY—aFRLET,

ATvT6

debug ipv6 snooping raguard [filter |
interface | vianid]

1

Device# debug ipv6 snooping raguard

IPV6RA H— R ZAX—E v JIEHROT
Ny TE/{IMZLET,
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DHCP D&% : DHCPv6 /i — k

FIE

IPv6 77—k Ry T X171 DEE |

ARV FFEREETIVa Yy

S

&

configureterminal

1 -

Device# configure terminal

Ja—) a7 4 Xal—g v
£ F‘%Fﬂlﬁﬁébijﬂo

ATvT2

ipv6 dhcp guard policy policy-name
i -

Device (config)# ipvé dhcp guard policy]
poll

DHCPv6 H— R RV o —Z %2 EHL
T.DHCPH— KR a7 4 Fal—
vary ®—REBMBLET,

ATvT3

device-role {client | server}

1 -

Device (config-dhcpg-policy) #
device-role server

B—ry h (B —T A ZAFETIZ
VLAN) {ZER SN TWVWBT /N, AD
FRA A a— L EEELET,

« device-role client : i ¥, © DHCPv6
IIAT MBI NTWDA
VHE—T 2 A A, FHEP— IR
rybheTay s LET,

« device-role server : i ® DHCPv6
P— "N INTNDHA o Z—
Tz AR, TDAHE—T AR
M BIEE S D3~ T?D DHCPv6
Ny NEFFRILET,

ATv74

preference min il fR

1 -

Device (config-dhcpg-policy) #
preference min 0

(A7vay) T RREZALA RSN
U7 7 LA ([preference] &7+ = >
W) DHEE S NTHIBRZ i LT D
ME D INDOBREEZ AN LET, BRE
SNTW WSS, ZOF = v 7i3m
BEENET,

ATvTh

preference max il [
1)

Device (config-dhcpg-policy) #
preference max 255

(FFvary) 7 RRZLXSINTT
U7 7 LA ([preference] 7'+ =z >
W) DHRE SNICHIRAT TH 270 &
D MOREREZ AN LET, BXE I
TWeWEE, ZOF = v 7 i Fah S
ET,
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DHeP (25 - DHePvs 7i— 1 I}

ARV RERETI3 Y EL:Y
A7y 76 |trusted-port (ER) ZORY »—BNEHETE D
Bl H— MCBA SRS L2 HRE L%
T TRTODHCPH— K KY v 7
Device (config-dhcpg-policy) # D20 F,
trusted-port
ATy 1 |exit DHCP #— K av 7 4 Xal—vay
i - E—REHKTL, Ze—Lar7g
Fal—raryE—FIREYET,
Device (config-dhcpg-policy) # exit
AFw 78 |interfacetype number A B—T A ABEEL, 44—
i - Tz AT 4 FXal—Ta s T—
% BHta L £,
Device (config)# interface
GigabitEthernet 0/2/0
ATy 79 |switchport LAY 3E—RIZRoTNDHA 4 —
B - T Rk, LAV 2RIERICLAY
2EF—RNIZLET,
Device (config-if)# switchport
R 710 |ipv6dhcp guard [attach-policy DHCPv6 W/ — FARY v —% A v 4 —7 =
policy-name] A AZHEHLET,
i -
Device (config-if)# ipv6é dhcp guard
attach-policy poll
ATyTN |exit Ao B =T 2 A AT 4 ¥ L—
Bl YarE—RERTL, /r—s3L =
V74X 2 lb—varyE—RNIEDE
Device (config-if)# exit Tro
A w 712 |vlan configuration vian-id VLAN #4574 L, VLAN 27 ¢ ¥ =
Bl - L—vay B— RERBLET,
Device (config)# vlan configuration 1
27w 713 |ipv6 dhcp guard [attach-policy DHCPv6# — F7R U 3 —% VLANIZJ#

policy-name]

1 -

Device (config-vlan-config) # ipvé dhcp
guard attach-policy poll

LEY,
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IPv6 77—k Ry T X171 DEE |

ARV FFEREETIVa Yy

S

ATy 714

exit
1 -

Device (config-vlan-config)# exit

VILANZ > 7 4 X2l —1 gy F—FR
PRRTL, Fa—L a7 40X
L—y gy B—RIZEY 9,

ATy 715

exit
1 :

Device (config)# exit

Ja—n\) a7 4 Fal—ar
E— NE&T L, FfHE EXEC E— NI
RO ET,

ATy 716

show ipv6 dhcp guard policy
[policy-name]

51

Device# show ipv6 dhcp policy guard
poll

(FFvay) RIv—FEELE., TD
RN —REHINLIA X —T A
AERRLET,

IPv6 A X—E VT DERTE

FIE

ARV RFERRERTI VA Y

E[:)

&M

configure terminal

51

Device# configure terminal

Ja—n) a4 Fal—g
£ F\;’&E:ﬁﬁé\]\/iﬁ—o

ATy T2

ipv6 snooping policy  policy-name

51

Device (config)# ipv6 snooping policy
policyl

IPV6 AX—E TR —%REL,
IPv6 AX—E T a7 4Fal—
vary T—RFERBLET,

ATvT3

device-role { node| switch }

51

Device (config-snoop-policy) #
device-node switch

B—lry N (Ao H—T A AFE1T
VLAN) [ZEEF SN TWABTNA ZAD
o—/LEEELET,

enode - NF 7 #/L KT, A
R T INESANE
Tu—7ENnET,

AT MU —T X

Ny, EETEX 5K — MREIC
o TWDAEGH. "M T 47
IEER SN EE A,
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IPv6 RX—E 27 DEE .

ARV RFEEIETIa Y B
ZFw 74 |[no] limit address-count NAT T2 b OFERIRL
i - F* 9, no limit address-count IZfHIfE 7 L
EEWRLET,

Device (config-snoop-policy)# limit
address-count 500

AT w75 |[no] protocol dhcp | ndp DHCP £72/EZNDP 7' U —=> 7 D7
Bl NEF L ERIIATICLET,
Device (config-snoop-policy) # protocol]
dhcp
Device (config-snoop-policy) # protocol]
ndp
AFw 76 |trusted-port R —ZFHETE 5 — MI#EM T
5l - HIEEIRELET. = b AEH
eviee (eom i emoonono TEHH— L THIHEA, ZTDOLT
vi ig-snoop-policy) # R R ,
trusted-port T4 ZF7ayE I Rey s
WEE A,
ATy 1 |security-level glean | guard | inspect RV =T 58X 2 YT 4D
Bl - A7 (T V—=27 T—=F, £72&
Device (config-snoop-policy) # R#&) %fﬁbi'ﬁ—o HEx2 VT 1
security-level guard LAULOEBRIZIRO LB Y TF,

sglean : A T 4 U T HEFELE
T, NTy MIkry T LERE
Ao

s inspect : 7 N L A ¥#E7e & ORI
ERMLIESGAIC, N T v
TrRFEL, Ny e RFay
LET,

« guard : inspect & [RIERICHERE L £
B EBIEBOEEIZ IPV6,
ND, RA, B XU IPv6 DHCP #—
Ny be ey 7 LET,

AFw 78 |tracking NI oXx T EAFR—T M LET,
i -
Device (config-snoop-policy) # tracking
enable

ATy |exit IPV6 AX—E T arv7 4 Fal—
e varE—KREKTL, Fr—3La
Device (config-snoop-policy)# exit ;_7 A Falb—vart— }\ Gz)j:é 9 i

P6 77— bRy T X2 )T 0%EE |



B rexx—cosomz

IPv6 77—k Ry T X171 DEE |

ARV FFEREETIVa Yy

S

ATy 710

inter face type-number

1 -

Device (config-if)# interface ethernet
1/25

A HF =T A RAEBFREL, 4 H—
Tx2AAAL T 4 X2l —T g F—
RZ&2BE L £9,

ATvIN

[no] switchport

1 :

Device (config-if)# switchport

LA ¥ 2F—FRELAV3IE— K&
DEEZFT,

AT T12

ipv6 snooping attach-policy policy-name
i

Device (config-if)# ipv6é snooping
attach-policy policyl

A B —T A AIZIPV6 A X—E T
RN v—%#EHLET,

ATy 713

exit
51

Device (config-if)# exit

A B =Tz AT 4 Fal—
varyrE—RFEETL, Fr—L o
V74 F 2l —varyE—RNIRDE
TO

ATy 714

vlan configuration vian-id

1 -

Device (config)# vlan configuration
333

VLAN ZfE%E L. VLAN 27 (¥ =
L—yay B— RE2BELET,

ATv 715

ipv6 snooping attach-policy policy-name
1

Device (config-vlan-config) # ipvé
snooping attach-policy policyl

IPv6 A X —t' 27 R 2 —% VLAN
Wi L ET,

ATy 716

exit
1 -

Device (config-vlan-config)# exit

VLANa2 > 7 4 Falb—v g E—FK
ERTL, ZFa—)L a7 4 ¥
L—v gy T—RZREY £,

ATy I

exit
&1

Device (config) # exit

Ja—n\)arysZ 4 Fal—a
E— R&EH&T L, FpbE EXEC £— RiZ
R0 ET,

ATy 718

show ipv6 snooping policy policy-name
1 -

Device (config)# show ipvé snooping
policy policyl

WY —REEL., TORY —05EH]
SNDHA L E—T = AFRLE
j—O
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IPv6 X —E > T ORBE LS5 TLva—F125 |

IPv6 R X—EVTDERE NS TN a—TFTa25

FIE
ARV RFEREET7TIVa Y BHY

R T 71 |show ipv6 snooping capture-policy ARX—EVINDA v =T F % I F ¥
[interface type number] HY L —rERLET,
fi

Device# show ipvé snooping
capture-policy interface ethernet 0/0

Z w72 |show ipv6 snooping counter [interface |4 % —T7 A4 A BT XIZL-TH
type number ] Uy NENT Ty MIET DR AR
il - ALET

Device# show ipv6 snooping counter
interface FastEthernet 4/12

AT v 73| showipvb snooping features T ACE SN TS AR —E L
i BB BT B R L %

Device# show ipv6é snooping features

R v 7 4 | show ipv6 snooping policies[interfacetype| g S TWARY o —& . RY —n
number | BEE SN TWAA v X —T = A R
i - HiEmERR LET,

Device# show ipvé snooping policies

A v 75 | debug ipv6 snooping IPv6 TAX—E L TIEHRDT Ny 7%
i - A X =T M LET,

Device# debug ipv6 snooping

&% 7 15l

{5 : IPv6 RA T — F DEXTE

Device (config) # interface ethernet 1/1

Device (config-if)# ipv6é nd raguard attach-policy

P6 77— bRy T X2 )T 0%EE |
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Device# show running-config interface ethernet 1/1

Building configuration...

Current configuration : 129 bytes
|

interface ethernetl/1

switchport

switchport access vlan 222
switchport mode access
access-group mode prefer port
ipv6é nd raguard

end

{5) - DHCP—DHCPv6 77— F DE&TE

& OFIIL., DHCPv6 ' — ROFER|Z R L TCWET,

configure terminal
ipvé dhcp guard policy poll
device-role server
preference min 0
preference max 255
trusted-port
interface GigabitEthernet 0/2/0
switchport
ipv6 dhcp guard attach-policy poll
vlan configuration 1
ipv6 dhcp guard attach-policy poll
show ipvé dhcp guard policy poll

Bl:IPv6 27 —RA MRy T Xa)To N4 T4 T—TILD

=JL ==

ax AE

config terminal

ipvé neighbor binding vlan 100 2001:db8:

ipvé neighbor binding max-entries 100
ipvé neighbor binding logging

ipvé neighbor binding retry-interval 8

exit
show ipv6 neighbor binding

Bl IPv6 AX—E 2T NDERE

:1 interface ethernet3/0

switch (config)# ipvé snooping policy policyl
switch (config-ipv6-snooping)# ipv6é snooping attach-policy policyl

switch(config-ipv6-snooping) # exit

Device# show ipv6é snooping policies policyl

Policy policyl configuration:
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IPv6 77 —Z bk T %1y 7 ¢ BT samiEg ]

trusted-port
device-role node
Policy applied on the following interfaces:
Et0/0 vlan all
Et1/0 vlan all
Policy applied on the following vlans:
vlan 1-100,200,300-400

IPv6 7 7—X bRy T £xa ) T4 12T 5 EBMIEHR

CITIE IPV6E 77— A MRy 7 X2 )7 2 12T 2BMMEFHRICOWTHALE T,

BEEIEH Y=aTFILBRA I

CiscoNX-0S 7 A & A% | [CiscoNX-OS T A & A A K]

avw R U777 LR ['Cisco Nexus 7000 Series NX-OS Security Command Reference]
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