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AT LRERDHY 4,
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1LOU ZfEH L %9,
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IP7 RL A, AR — MEICE - TERSNET, 7o —0OKFHERICIT, ImEIhiz 7y
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7T PRELTZ & FITT AN, ADRBARBIFE RN & T AT v 7T — b ek
KEMHELEDL LD ET,

IPv4, IPv6, B L UMAC D& ACL IR Z Y R— ML TCWET, TXA AN T T 14 >
JIZACL Z T 256, A — v idiko L0 T,

« B #HE R E STV AR NS RToO/L—)L

« TNAAWZEDACLE T 7 v 7T L7clkis. (B) 2SFIcE EnTun 51—
%
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FEREFHICIX, 1 D FITEE O — L THEREINE T, ZE0N— LTk 2 FEEIC 08
TEFET,

st

FREOBMBR, & THE, TOWFE2EOL—L, FRE20L5EL L0 L—
Ivo MERTEEREPH OV —LINT 75 4 738 5%, BlA A £ 721388 T Ao A 452
roT, DX HThEY £,

« BHAR HBE & KT BB TR E STV D« Z ORFFEIE/V— /LI, BIEDORZ 3B
GHRFE D BB TR THRELY bRTOGEICT 77 4 71220 £,

« BAR AR E S AU, T ARFITHEE STV Ry - Z ORFREHEPH LV — LR, BIED
WFZISBAAE AR L W bR THLEEICT 77 4 712730 9,

BB RARHIRE ST, KT HEREES N TWD « Z ORFFHEHLV—LIE, BIED
R T RREE D bRTCTH LG EITT 77 4 712720 £,

BRI HERF BT HIFBIRE STV« Z oKL — TFICT 77 4 7T
D

ez LW T Xy bA~DT 78 AEHAITLEICry NU—T 2RET D5
B FTOV TRy " et TA VT DITEBOERPINLT 72 RAEFHAT5 LD el
MHEPHZFE L, ZORMEHZ 207 3ry MIEHT 5 ACL V—/ VI L E7,
TNARIZDON— & ET ACL ZHH T 256, FMARNSME D &, 2 ORFHHHH
AT 20— O % BEIICBIAE L E T,

B LB LT 77 ¢ Tl —b, T2k 202, EYREMEHZFER T2 &, FRHOE
T T, FEEOY TRy MIT 7 BATEXLLHICTHIENTEET, 731
A%, FON—VEET ACL Wi H ST\ T, BM#EHN T 7 7 4 715820,

Z ORI AT 5 ACL L— /& AEAgICEAE LE T,

Note 5=/ 1%, WEEIREFAN O — L DNEFIZBIfR 22 <. BERIEEEADS T 27 7 ¢ 7/ & 5 haHllr L

F 9, Cisco NX-OS %, FH#PHZRE T 5 L o ICRMEHANIC Y — 7 v 2K 5452 AN
7,

RFRIEEDH I IS 2300 Z e b TS 9, WA LMEMT L L, RM#EMHIC 2 A > P 2HAT
EET, HEIE. R&K 100 LFOREFTHEL T,

TS AVFTIR O FF 1 THRERIEIAA 7 7 7 4 703 E D ina il L E 9,

o FERIEEBH IS KX L — LN 1 D E T IFEEE TN TV D L BIIEEORRZDN 1 D F 72135 0HE
K— L OFHEANTHIILX, FORMEEIZT 77 4 7 TT,

o RFREIEPHICES L — AN 1 D ERITEBE TN TV D BUEORZIN 1 DX 73RO E
A — N OFEHENTHIUL, T ORREMRIET 77 4 7 TY,
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« B ICH o L — L & EIIL— LRl E E N TV D BIEORZ N 1 S £ 72138 D
M — & 1L EOEIL— L OFFANIZH DA, FORFBEILT 77 4 7 T
ﬁ—o

FREE I L — L & BN — A NH T EEN TV DEE. THMA—LVNT 7T 4 72 b
DL, K 1 DOV — AN T 7T ¢ TSI T3,

R —A~A—ZX ACL

T AEAR Y > —~_—RAACL (PBACL) #HA—FLTWET, PBACLEZMHT S L, 4
T2 NN —TRIRIZT IR aryhu— LR —FEmATEET, ATV NS
N—F1E, IPT7T RLADIN—TF72ETCP A— b LLIZ UDP R— F D7 —7T1,
= AERRIFFIZ, IP T RV AR — MERET 5D TR, 7V =7 N I V—T%5EE
TEET,

IPv4 £721X IPv6 D ACL OREICAT V=V N V=T 52T L, V—NLOEETER
IFFEEICH LTT R AE TR — FOBIMCHIBR AT 5 HA12. ACLZHICT v 77— b
TEET, HE2IE 30OV —=ANRELIPT RLA TV —TFT7 V27 hEBRLTND
BalE, 3 200FT R TOAL—LVEEB LR TH, 7Y =7 MIIPT RUAZBNTIULHE
HET,

PBACLZHLTH, A v F—7 =4 AZACLEZHEHT 2BICZDOACL NI LS5 V) —
A £ A, PBACLO#E MK, F7/213 9 Tl SN TWSPBACLD T v 75— MR
X, T RIAT V2V NIV —T5RSRTLHENV—NVERAL, JV—THNO{ZEAT V=
7 FEACL= FUN I 1IZR2DE9ICLET, HDHL—T, BETEmENTH T &b
FT 2 N TN—TE LTHREINTWDSE. 2O PBACL ##HT AFEICI/0OEY 2 —
JTHERR SN D ACL =2 h U OHUL, EIE LI/ N—TNOA TV =7 MRS 7 V—T N
DAT V=7 NMEENTEIZRY £77,

N— k. /b—% Policy-Based Routing (PBR) . VLANACL (Zi%, ROF TV =7 |k 7 )L—
T EATREASNET,

IPVA7 RLR ATz b GL—7

IPv4 ACL WV — /L CEE TR E RIS T FUADIEEIMHEATE £, parmit 2~ KE
7oiXdeny 2~ REMEH L TL—L 28R ET HBRIZ, addrgroup ¥— YV — RZEHT 2
L EEREREBEOF TV N ST EREBEETEET,

IPV6 7 KLA ATz T L—7TF

IPv6 ACL L — /L CREE T 721356567 FL ADIEEICHEHTE 4, permit =~ FE
7oiddeny a2~ REMH L TL— &5 ET 22, addrgroup ¥ — 7 — R&ZEHT %
L BEETEREREDA TV 2 N IN—TERIEETE ET,

=N = DIVR: el N v B 78 S | )
IPv4 33 L OV IPV6 O TCP 5 KON UDP /L— /L CREE T £ 7213560 DR — DI EICHE T

EFE9, permit Tzl deny 2~ REMH L TL—LZ2ERET HERIC, portgroup & —
U—RE#ATHE BMETERIHEOF TV 27 N V=T ERETEET,
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Note /KU —_—2)L—F (27 (PBR) ACLIE, /L—/LARETH720Ddeny” 7 Z A K
n—/nx> U (ACE) £7lddenyz~> FEVR—FLTHERHA,

h—=xIL X2 v ACL

H—F )V AH 7 ACLIZ, A VXV RaviR—R o " T 7 R FaviR—x haEH
T 572D ACL KT D700 — M7 CLIA > 7 T A NTF 7 F % TT,

H—F) AH 27 ACL %, NX-OSACLCLI #fifH LT, FHBIUO 7o k x/L HK—h
LtOEET IV r—varEaELET, oD ACL 2#RETHZ LT, NX-08 Eod T
OEBT 7 ) r—ra B TEAILENRDHY 9,

=N AL 7 ACLIX, 2—HF—DFENALZEEL, ACL 23 mgmt0 A > ¥ —7 =4 A
WEH &5 & &2 iptable =2 MY A BEIIC Y 0 ST AT Har R —xRy F T,

LR, —x/Vv A% v 7 ACL %7 25 T9,

swtich# conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# ip access-list kacll

switch (config-acl)# statistics per-entry

switch (config-acl)# 10 deny tcp any any eq 443

switch (config-acl)# 20 permit ip any any

switch (config-acl)# end

switch#

switch(config-if
switch(config-if
switch(config-if
switch(config-if

interface mgmtO
ip access-group acll in
ipvé traffic-filter acl6 in

HH FH o I

switch# sh ip access-lists kacll

IP access list kacll

statistics per-entry

10 deny tcp any any eq 443 [match=136]
20 permit ip any any [match=44952]
switch (config) #

PUFIE, #ERICEE Sz iptables T2 R U DB —F)v AKX v 7 T 4 NVE Y 7T,

bash-4.4# ip netns exec management iptables -L -n -v --line-numbers
Chain INPUT (policy ACCEPT 0 packets, 0 bytes)

num pkts bytes target prot opt in out source destination

1 9 576 DROP tcp -- * * 0.0.0.0/0 0.0.0.0/0 tcp dpt:443

2 0 0 ACCEPT all -- * * 0.0.0.0/0 0.0.0.0/0

3 0 0 DROP all -- * * 0.0.0.0/0 0.0.0.0/0

Chain FORWARD (policy ACCEPT 0 packets, 0 bytes)
num pkts bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT 0 packets, 0 bytes)
num pkts bytes target prot opt in out source destination

bash-4.44#

H—x% v AH 7 ACL ¥R — hOHIRIZKRD & B Y T,

. IPACL DE%E
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getrsme acL [l

o ZOMREIEL. mgmt0 A X —T 2 A ATOHYR—FZfL, oA R 7 —T =
AATIEYR—FSNEEA,

cACL=> KU D 5-20% 7L (protocol, source-ip, destination-ip, source-port, 33 &
destination-port) X, iptables|Z7' 27T AN TWET, ACL=> MY TRt 550
DA 7 avidiptables TR T T AINTELT, Z0O XI5 BRGEITEE D syslog & A
r—LET,

& xIE, T —3o0 ACL A7 3 Uidkstack TIEHR—FENTWER A, HOH
IRIV—ILDIINA VA R —LENET, |

¢ THNA A =P =R K bash 7 7 ¥ AL FF o> TV DA, 22— — 3 FH) T iptables
EFEHTCEET, ZOTHICEY, I r s T ATV iptable /L — /L 23MEHE 95 ATRENE
WY ET,

s RAE S 4D ACE O KEIL, IPvd N T 7 4 v 7 DAL 100, IPv6 T 7 4 v 7 OE
IIMATESBIZI00TT, 20— AU EZREATHE, ZNV—Ty MIEEL> 52 5
AREMED B VD £ 9,

Mat1EE & ACL

ZDOT A AT IPv4, IPV6, 35T MAC D ACL IZRRE LT/ —/b D 7 1 — Uit %
BTxEd, 1 OOACLBEEDOA v Z—7 oA R END5HE. V—IAfmEHciE, =0
ACLBEMENDTATOA v F =T =2 2L —FF 5 (b v b D) 7y FOGRFHEKDHE
FfFEhEd,

\}

Note (. %—7 -4 2L~LD ACL#EHIHFA—FERTOWERA,

RIETHACL Z &1, D ACL DREHERE T /3 ADHERFT 20 E 20 EfRETEET,
THUWZED, ACLIZE D NI T 4w T4 NE ) U TRULEDNE S NG LT ACL#EFHDO A
V. ATEBRETEET, £, ACLERED T TNy a—T 4V ZICHENHET,
T8 ZZ1X ACL ORFBRL— L OFEFHERITMEFF S EF A, 72 & 212, 3 TD IPv4 ACL
DRRBIZH HHEER O denyipanyany /LV—/L & —ET 587y bDOJ T MEIT /8L AUTHERF S
IWEE A, BEEL— L OREHEREMERFT 25613, BRL— L E[H UL —/LZ$57E L7- ACL
EHURIOICERET DL ERH Y £7,
Related Topics

IP ACL OFEFHEROE=H2 V7 L7 U T (79 —)

IP ACL 3 X UYMAC ACL DIFERL—L (5 2—2)

Atomic ACLD 7 v 75—k

7 4L N T, CiscoNexus 9000 >V — X DT /NA ZADA—X— AP £ 2—/L T, ACL
DEFZ 10 EY 2—/WZT v 77— M HBITIE, Atomic ACL D7 v 77— M & F(T L&

IP ACL D& E
|
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. IP ACL I=%t3 % Session Manager O+ 7R—

9, Atomic 7 77— R TlX, 7y 77— SND ACLBEHASND FT 7 4 v 7 S
BBHZEBHY ERA, LL, Atomic 7 v 7T — hTld, ACLDOT v 77— Ma TS
VO &Y a2—iZ, BfRT5 ACLDBEFOT_XTCHO NIZIAT, 7Ty 7 75y—hrEhiz
MII/FJ%%fTé® TG Y —ARS L ENRRETY, 7Ty T — MM Thiv:
%, T 7T—RMNMUEHENZY Y—REFRAKEINET, VO TV 2 — I+ G7R Y J— AN
RWEEIX, TAAANLTET— Ay e—URHAE, 2O V0EY 2 —/LiZxfd % ACL
DT v 7T — MIKELET,

/O &Y = —/UIZ Atomic 7 > 77 — NMIME/2 U YV — AN 041X, nohardware accesslist

updateatomic =~ > RZEH LT Atomic 7 v 77— haT 4 E—T7MITHZ ENTEET
B, THAAATHGFEO ACLZHIBR LT, 7 v 77— h&Niz ACL #4521, £V Dk

B3 23000 £F, ACLBRWHIND NI 74w 71k, 774NV TRryFIhET,

Mlﬁﬁ%éhé?ﬁf@b?74/7%ﬁTb [FIRFIZIE Atomic 7 v 77— M & %Z{ET 2
(295121, hardware access-list update default-result permit =~ > K& H L T 72 &
b‘o

WOFITIE, ACLIZX T2 Atomic 7 v 7T — baT 4 B—T I T B HEEZRLET,

switch# config t
switch(config)# no hardware access-list update atomic

OB TIL, FE Atomic ACL 7 v 77— FOREIZ, BI#ET D T 7 4 v 7 B33 5 HEER
LET,

switch# config t
switch (config)# hardware access-list update default-result permit

WOHFITIE, Atomic 7 v 77— M FRUTED FiExErmLET,

switch# config t
switch(config) # no hardware access-list update default-result permit
switch (config)# hardware access-list update atomic

IP ACL [Z%t 3 % Session Manager ®H-7R—

Session Manager X IP ACL 3 X O'MAC ACL DR T4 VAR —hLTCWET, ZOHKIEEZMHEHT
HE. ACLORFEZFNT, TOREIIKLELEINDY Y —ADRFIHFARETH L0 E ) 0k,
VY —=R%&Ff7ar 74 F¥al—vailaly b HANCHERTEET,

ACLTCAM ')—2 3>

s~n— K17 =7 @ ACL Ternary Content Addressable Memory (TCAM) U — 3 > O A A& H
TEET,

Cisco Nexus 9300 35 & 1V9500 >V — X 2 A »F & Cisco Nexus 3164Q, 31128PQ., 3232C, B &
03264Q AA v F T, HiH TCAM A X3 1K T, 4 50 256 =2 k J Iy EISHET,

Cisco Nexus NFE2 %}i~7 734 A (Cisco Nexus 3232C 3 LT 3264Q A1 v F 72 L) Tik, AS
TCAM HA XL 6K T, 12fHD 512 AT A R EISNET, 3DDATA AN DDT )L—

. IPACL DE%E
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accteam y—>a> i

TIZEENFE T, o CiscoNexus 9300 35 L V9500 U — R A A v F, 3164Q 35 L V31128PQ
AA v FTiE, AJTTCAM B A XiZ 4K T, 8§ DOMD 256 AT A AL 425D 512 AT A AITHE|
SNFET, AT RFED Y TOHEMNTT, 1 DDA TA ZAZEIV LB THZENTXLHDIT 1
DDV —T a3 T T, TR, A ABRS20ORT A4 A EFEHA LT, A ARZENEF
256 D2 OOMEREARET HZ LIXTEEHA, RERIZ, 256 T4 XDAT A A&HEH LT,
P A XIPENZEI 128 D2 ODOKREZFRET HZ LIFTEEHA, IPVATCAM U —V 3 X
T ETY, IPve, QoS, MAC, CoPP, BL OV AT ATCAM U — 3 X T IVIE T,
MEITCAM = R Z 2 fFHEBE LET, & xE, A X256 Ofg) —Ya > = hU N
EEICHET DML TCAM = b U 1% 512 T,

IPv6, "— h ACL, VLAN ACL, X OUL—# ACLZ{ERKTE, QoS @ IPv6 & MAC 7 KL
AEETEET, 727201, CiscoNX-08 TIXT RN CTERFICYAR— T HZ EIFTEEH
o Ipve, MAC., BIORZDMALD TCAM U — 3 » 24802 T 512id. BEFED TCAM
U—vay (TCAM I—E ) OV A REHIREZIIHRT A LERH Y £9, T3TO
TCAM U — 3 VO Ea~ > KTl Hi-2E T % TCAM ICHLAIATe Z & N TE 0% FF
fliLET, TERWVWEAIF, =7 —%2#HE L, a~vr FMESIhET, BEFO TCAM U —
VarDW A AEHIBRELITEIEL T, FTLWVWEHDOZDDAR—RAZHERTILENH D F
R

Cisco Nexus 9200 >V — X A A v FTiL, HJ) TCAM A XiZ 2K, AJ) TCAM WA XL 4K
T9, TCAM AT A AB LR ZVIEE X T IVIEOTEROMSIL. ZHSD AL v FIZITHE
HEnEdA, =& 2, ing-ifacl Y — a3 i, IPv4, IPv6, EIEMACH A 7D U
ZARAFTEET, IPMBLIOMAC A 71T 1 DO TCAM = F U ZEH L, IPv6 XA 7
X2 5O TCAM = R &2 5L %7,

NI9K-X9636C-RX TliX. PACL 23N TCAM V —< g U &4 554, HE TCAM i ifacl
W2 2K ZFE T 208N H Y . NS RACL-IPv4 [ T8k 2044 2T ¥4, /1 PACL 4N
TCAM YV —> a U EHAT A58, B0 450 MY BLETT,

ACLTCAM YV —v 3 ¥ B A XZiE, WOTFEFHEGFFERRH Y £,

» Cisco Nexus 9500 3 U — & A A »F Ti&, CiscoNX-0S U U —Z 6.12)I1(1) 2T, 7
T ANV EDANTCAM Y —2 3 VEIL, 1207V —D256 = hUDATAANRHY
3, ZOATF A AL, CiscoNX-0S UV —2 6.12)12(1) IZHB T, SPANDY —V 5 v
ZEI M THERET, FERIZ, RACL U — 3 & CiscoNX-08 U U —2 6.12)12(1) 125
VT 2000 726 1500 IZHIE S 41, 512 =2 R U D VvPC A /N— = U AFE AN— 2 %
PR L ET

« BEFD TCAM V — 5 CRACL £721X PACL A X —7 /UL A%, 12,288 i %
5TCAM Y — a v EGEITHMLENH Y £7,

« Cisco Nexus 9300 ' U — X A A v F Tl, X9536PQ. X9564PX, 5L 1N X9564TX 7 A »
H—REMFEH LT, 40GAR— MI#EH S5 QoS AR v—ZmHALEd, =2 T,
256 = b U DRIETOA—E L 7T TE % 768 D TCAM = U 235 ATRE T,
ZNHDY =g AT T VT 4 v 7 R Tns-] BT HILET,

* X9536PQ. X9564PX. L NX9564TX 71 1— FDHEA., IPV6TCAM U — a3 > DI
BEEOT N ZHEELET, o TCAM V—" 3 U, Yoo U 27
#TLET,

IPACL DERFE .
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IPACLDEE |

VACL Y =2 a v ZRETHHEAIL. ANWBIOHADFTROM ST TR UV A AR E S
T, V=V a3y A ARWNT O FHICKIG TERWREITIEST INET,

Cisco Nexus 9200 > U — XA A v F TlE, ing-sup FHIK D/ A XL 512 =2 h U T,
egr-sup U — a YO/ A XF256 2 MY TY, ZNHDY—T g U E/NSVMEIZH
ETDHILFTEEEA, FBEDOY —Va A X% 256D b Y OfE721F T
U035 2N TEET (72720, spanV — ¥ a3 NI51206E8 0= ~ U THI Y 431)
HIEMTEET) .

RACL v6, CoPP, BLU~/LFF v Z F®D TCAM %A RXZF 7 4+ /L METT, LD
Cisco Nexus 9504 33 JL 0¥ Cisco Nexus 9508 74 > I — K TiZ, Ve—FHIZo7 A1 —F
EENFAELLNLIIC, 26D TCAM A Xx B alldMiT 2 LERH D £,

« N9K-X96136YC-R
« N9K-X9636C-RX
« N9K-X9636Q-R

« N9K-X9636C-R

17 RACL 7% 4K Z# 2 2 %5, TCAM B — &> 7 #ETIE, AJJRACL (RACL) +
JIRACL (e-rac) DERFZ 20480 (IZT 2 M4 E N H Y £3, RO TCAM I —E> 7 D%
ZRL TSN,

hardware access-list tcam region ifacl O

hardware access-list tcam region ipvé6-ifacl 0

hardware access-list tcam region mac-ifacl 0

hardware access-list tcam region racl O

hardware access-list tcam region ipvé6-racl 0

hardware access-list tcam region span O

hardware access-list tcam region redirect v4 0

hardware access-list tcam region redirect v6 0
hardware access-list tcam region e-racl 20480

IPv6 RACL % IPv6 IFCAL CH /0 EH T £9, ZHld, NIK-X96136YC-R,
NIK-X9636C-R, NIK-X9636Q-R, 3 L TUINIK-X9636C-RX 7 A1 » H1— KZ&#58# L 7= Cisco
Nexus N9K-C9508 1 L 1Y N9K-C9504 (i@ H S E 9,

NIK-X9636C-R 35 L TV NIK-X9636Q-R 7 A > H1— Ri%, K 12K D TCAM ) — 5 > #
A X%V R—FLET, FOVREREEZHRELTH, TCAM J —Y 3 T RKITHRE S
nEJ,

NI9K-X96136YC-R 35 L TUNNIK-X9636C-R 71 > 1 — NiE, 2K DHFJRACL ZHAR— kL
i‘j‘o

NIK-X9636C-RX 7 A > 1— KiZ, 2K B 25 TCAM U —Y 3> %A XaPR—KL
%4, RACLIPVATCAM U — 5 > % 100K ICRE L& XD TCAMY —2 3 »DH A X
1%, NIK-X9636C-R 35 . TNNIK-X9636Q-R 7 1 > 71— RDFEIL 12K 12, NIK-X9636C-RX
FTA L — RFOGEIF 100K ITRESNET (LOTXTDOTCAM U — 3 VITRE S

NTHEY, NIK-X9636C-R F L TN NIK-X9636Q-R T 1 > H— FHIC 12K [Tk 5720
DAR—=ANH DL EafE LET) |
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accteam y—>a> i

e N9K-X9636C-RX 7 A > H— R TlX., NE TCAM Nz T, 128K DO#ES TCAM 2T

cET,

ORI, FFEDHKELINESELTEDICHET LIBERDHL ) —VarefwEd, UV—
Vay YA XL FREDHEED A7 — VEMHZHES W TEIRT 2 0ER H Y £7,

= 2:ACLTCAM ') —2 3 > Z & DHkE

HEEESR y—o3v4f
A~— K ACL ifacl : IPv4:"— FACLH

ifacl-udf : IPv4 7" — ~ ACL @ UDF H

ing-ifacl : AJj IPv4, IPv6, I L
MAC "— ~ ACL H

ing-ifacl : AJJ IPv4, 1Pv6, MAC
A— K ACL, BLUMAC &A— h
ACL @ UDF H

ipvé-ifacl : IPv6 R— ~ ACL H
mac-ifacl : MAC -"— ~ ACL A

A—F QoS (LA ¥ 2AHR—bFELEFFR—F FrvxIZ
WHINS QoS WHEARY v —)

gos. qos-lite, rp-qos, rp-qos-lite,
ns-qos. e-qos. F72i¥ e-qos-lite : IPv4
Ny B

ing-12-qos : AJjL A ¥ 2,37y hD
Sy E

ipv6-qos. rp-ipv6-qos. ns-ipv6-qos.
F 7213 e-ipv6-qos : IPv6 /37w Ny
FEH

mac-qos, rp-mac-qos, ns-mac-qos. =
7213 e-mac-qos : FEIP N7 v F43JA
H

GE)
Cisco Nexus 9300 > J — X A A wF
DA0G AR — P THEHT LMENDH D
N7 74y 7 DAL qos U—
¥ a v X 5 ns-* qos fEIk A& 4y
BT H50ERHY FT,

VACL

vacl : IPv4 X4 >
ipv6-vacl : IPv6 /3~ R
Mac-vacl : FEIP N4> R A

IPACL DERFE .
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-

IPACL DERE

y—o3 v

VLAN QoS (VLAN (Zi#f S415 QoS #3¥EHR U v —)

vqos F 721 ns-vqos : IPv4 /37 > |
D5yFEH

ipv6-vqos &% 7213 ns-ipv6-vqos : IPv6
Ny h O

ing-13-vlan-qos : AJJ LA ¥ 3,
VLAN. 3 X TESVIQoS /%% v ko
57

S

mac-vqos or ns-mac-vqos : FEIP /37 v
~D5FEM

GE)

Cisco Nexus 9300 > J — X A A v
DA0G AN — P THEHT LBENDH D
T 7 4 w7 DAL, qos fEIK &
KT 5 ns- * qos FEI & 3 El T 5

EnRbD £,

RACL

egr-racl : {1177 IPv4 33 L UM IPv6 RACL
!

e-racl : HiJ) IPv4 RACL H
e-ipv6-racl : 117) IPv6 RACL H

igr-racl : AJJ1Pv4 35 X OVNIPv6 RACL
M

racl : IPv4 RACL D355

racl-lite : TPv4 RACLH

racl-udf : IPv4 RACL =@ UDF H
ipv6-racl : IPv6 RACL O%4&

LA¥3QoS (LAY 3AR—MEITA—F FrxriL
W &4 D QoS HEA Y v—)

L3qos. 13qos-lite, ZF 7213 ns-13qos :
IPv4 737 b D53

Ipv6-13qos F 7213 ns-ipv6-13qos : IPv6
Ny NS ¥R

G
Cisco Nexus 9300 > — X & A wF
D40G AN — b THHT DMENDH D
T 7 4 w7 OEEIL, qos fEIK &
X9 % ns-* qos TEHIK A 43I T 5
ERHY £T,

IPACL DE%E
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accteam y—>a> i

HaE

iy

y—o3 v

VLAN ZEETLE 71X VLAN 7 ¢ /L' Z SPAN (Cisco Nexus
9500 £721% 9300 >V — X 2 A v FH)

40G 7" — b @ Rx SPAN (Cisco Nexus 9300 U — X &
A F D)

span

SPAN 7 4 V&%

Ifacl: L' A4 ¥ 2 (RA vF FR—}K)
EETA v Z—T = A ATDIPv4
T4 I DT 4K T,

ifacl-udf : IPv4 &8— ~ ACL ® UDF H

Ipvé-ifacl : LA ¥ 2 (AA »F FK—
K EETLAH—T = A ATD
IPV6 T 7 4 DT 4 E ) T
%O

Mac-ifacl : VA4 V¥ 2 (AA v F KR—
K EETLA v H—T =2 ATDOL
AVY2 LT T4 DT 4 NF)
7 M.

racl-udf : IPv4 RACL F® UDF H

vacl : VLAN X{E550 IPv4 ~ 5
TUATETANEZY T LUET,

ipv6-vacl : VLAN =560 IPv6 k7
TAw T uaTANE )T LET,

mac-vacl : VLAN IZE 7t LA ¥ 2
N7 4T 4 NE2Y) T LFE
ﬁ‘o

Racl: LA ¥ 34 HZ—T A AT
DIPVANT T 4T DT IVHF Y
7 M,

Ipv6-racl : LA Y3 A H—T = A

ATDIPV6 T 7 4T DT 4)VF
IS

ing-12-span-filter : AJJ L 1 ¥ 2 SPAN
NG T4 D7 402 T H

ing-13-span-filter : AJJL A ¥ 3 B X
"VLANSPAN h 77 4 w7 D7 4
USRI

IPACL DERFE .
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HEEA y—o3 v
SVI 1o % svi
GE)
ZOEKIT, LAY 3SVIA A —T A ADNRT
N IO ERHCLET,
BFD. DHCP V L —, F 721X DHCPv6 V L — redirect
GE)

BFD /L ing-sup U —3 =3 > &
L. DHCPv4 U L-—, DHCPv4 A
X—v 7, BILUDHCPv4 7 7 A
7 > M ing-redirect U —3 3 > & ff
HLET,

CoPP

copp
GE)

V—=yar A %0275 Lix

TEEHE A,

VAT LEFACL

system

G¥)
TRl A RIEETE EE A,

VPC 2/ R—T =2 A

GE)

ZOMEEIE, vVPC Y I N E L, VT T 4 v T E
BTV EA VT NTOHARERD LGRS
NP v AR 2 N S £,

VPC 2/ R—T 2 A

GE)
Z DMWY A A& 0IZHRTET D &
VPCU V7 EEDa L X— 2 A
REMI N A2 T B REME N H 0 £
7,

777V 2y AT K% (FEX)

fex-ifacl, fex-ipv6-ifacl,
fex-ipv6-qos, fex-mac-ifacl,
fex-mac-qos. fex-qos. fex-qos-lite

HZAF v ARP A A7 v 2 (DA

arp-ether

IP Y —2Z Ji—F (IPSG)

ipsg

< /)LFF ¥ A b PIM Bidir

mcast_bidir

AL T 4 7 MPLS mpls

Ty bT—2 T R A% (NAT) nat
NetFlow ing-netflow
OpenFlow OpenFlow
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AcL 5 1 FTyf— b xhdBAS L H1X [}

y—o3 v

sFlow

sflow

A== NP T 2—)L

egr-sup : 1) A — 3= 31
ing-sup : AJJ A —/ 38— 31 4

BMELEYY
ACLTCAM V —Y g v H A XOERE
TCAM B — B VT OETE (55 2—)

(41 =—2)

TCAM 51— &> 7 OFRFE : Cisco NX-08 U U — 2 6.1(2)11(1)

ACLZ A4 JTHR—FENEZRBAIANIL YA X

CiscoNX-0S A A v FIit, #hindTDACLZ A S L TCIRD T~ P A AP R—K LET,

RIVACLZATERRKIRNIL YA X

ACLZ AT AT (Direction) | 5L (Label) |SR)LEZA T
RACL/PBR/VACL/L3-VLAN QoS/L3-VLAN | = (=i 62 BD

SPAN ACL

PACL/L2 QoS/L2 SPAN ACL =2 62! IF
RACL/VACL/L3-VLAN QoS S 254 BD

L2 QoS A 31 IF

RACL A 510 L3

1

T A X Q2 ITHERT LN TEET,

CiscoNX-0S U U —2 9.3(6) C., hardwareaccess-list tcam label ing-ifacl 6 =~ > K3 A
SHLE L7z, CiscoNexus 9300-FX 77 v b 74— A v FIZOHEHA I NET,

har dwareaccess-list tcam label ing-ifacl 6 2~ > KEZ AN L TAAS v F &2V a—KT5H L,

Cisco NX-OS U U — 2% 10.1(2) LAK& TiL, hardware access-list tcam label ing-ifacl 6 =~ >
K1, Cisco Nexus 9300-FX2 7'J v b 74— AA v FTHLHHR— FSINET,

IPACL DRIREH

IP ACL DRESM T RDO LB T,

«IP ACL % ET D 7=,
j—O

IP7 Ry 78X o b VBT 28BN 0HET

IPACL DERFE .
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B racoxssEcnnss

cACL 2B ETHA L H—T 2 A A B A LITONTOHEDYETT,

IPACL OEESIA L HIFFEIR

IP ACL OFX BT 2B FH L HINEFRIZKRO LBV TT,

N

GE) UV U—R7.03)7()MHHEDY V—RFTOSFEIFE2HREL Y 7R — K35 CiscoNexus 9000
VIR T Ty N T =5 AL FOFFEMIZONTIX, Nexus AA v F 77w F 74 —L
R—=F~ M) w7 2AEHRLTIIZIN,

« Cisco NX-O8 U U —Z 10.2(1)F LARE, AJJ PACL I Cisco Nexus 9364D-GX2A 35 LY
9332D-GX2B AA v F THR—hEhET,

mﬁPMm&mﬁVME%HL4/ﬁ TxA RIHEETDHE, 1 VACL 72 BEZD

2720 £,
« ACL OF%JEIZIE Session Manager Zffi 95 Z & 2 HE4E Liﬁ‘ Z ORREIC X > T, ACL
DEREEMR L, BEEFITa L 74X alb—rvailaly bTHRENC, ZORENL

LD Y— x#ﬂ%TAhaﬁh%%%T%iﬁo:@%%@\mmuimw—w
DEFEITND ACL T L CHRAICHESE S 4L E J7, Session Manager DFFEHIIZ DUV T,
[Cisco Nexus 9000 ¥ U — & NX-OS v A7 AEHFREA A R 22 L T IEE,

o 12K — 64K O#iPH D IPv4 PACL D& EIL. -RX T A I — K& ## L7~ Cisco Nexus 9500
V=X AL v FTHR—FENET,

s BB AT OBEME LT ACL = MY X, BETHTINET, =77 L
INOLOEBET L N)IFANA— R 27 77 A VANMITR S I LhENER A,

e K62D—EDACLEZRETEET, £ ACLIZ, 1 2OF7~VLaFHLET, [F L ACL
WEBDOA =T 2 A ATREINDIGE., RLI7IAnEFanET, 2720, &
ACL N —EDx > M) Z2FO84A, ACL DT ~LZiFEsnT, 2070 LRI 62
T9, ZiUX, Cisco Nexus 9500 U — & A A v F I LN Cisco Nexus 3636C-R A A F
ZIxEA SN EE A,

« W IP/NAy MIXFT A ACLAWEIZVOEY 2 — L FCIATEINET, ZiliE, ACL
WERZNEL T D N— R =7 ZH L ET, BARICE - TUL, A== RSP ETa—
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per-entry-statstemplateracl =~ R LIZRICAA v F DU v — FPRNLETT,

» Cisco Nexus 9808/9804 A A v FI1ZiL. CoPP ¥R — MIBETHEXOHIENH Y 4,
AT —U 1, AT —V2. BIORATF—I 3D CoPP R Y Y —#EHIPPSICH Y 1,

N

GE)  CoPP A7 — 3 DIEHERIZ., VAT L2DAAL v F A ——H#
ety hEET,

« AT =V 2 OHINILC/IEY 22—V LLT, AT — 3 O SUP/CPU L)L
"C‘\ﬁ—o

¢ WAZ L CoPP Tix, WU H— L —hr& CoSDEHENRYR—FINTWVET,
« 77TV I FMIEIA LR R RRIZEENE A,

s CoOPPHEAMT = v I —FFFR—FENTVEETA

e FAR— K& D CIR O/ MEIE 125 PPS T,
*CIRODHAR—FSHNTNET,

*CoPPACL = MU= M) ZEOMEHIH Y 8 A,

* MACsec /X% > MIBPDU ¥z —|ll~v v B 7SN ET,

o —BDONR—Z ME (16f8) ORI R—FENTWET, 2D, 22— —NEEL
o= MEIZ, &btV 2 EE (/b 64 DK 65536) (v v B SE
—a—o

U ALY N AT g E M LT MAC ACL £721Z PACL (A"—  ACL) O ACE
I%. CiscoNexus 9000 >V — X Z A v F TIIHAR—FENTWEHA,

* CiscoNX-0OS U U —2 10.3(2)F LAKE, ACL HE)% AJJHEREIT Cisco Nexus 9000 & U — X 7
Ty b7 —b A vy FTHR—FINLTVET,

* Cisco NX-0O8 U U —2 10.4(1)F LA TIL, Cisco Nexus 9300-EX/FX/FX2/FX3/GX/GX2,
C9364C, (€9332C, # L TW9700-EX/FX/GX 7 A » 71— R %444k L 7= Cisco Nexus 9500 T,

. IPACL DE%E
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IPACLDT 7+ )L hEEE .

SUP /L —/LZ%FT 5 IP F 7213 IPv6 ACL L — /L DB SENEA 25 i+ A 7- 912, # LU ACE
X—U—F (all) BRI THET,

* CiscoNX-0S U U — 2 10.4(1)F LAK., &= U 7 1 ACL I Cisco Nexus 9332D-H2R 77
M7= AL v FTHR—FZNTWVET,

o F2lik 72 TCAM 32 E1Z. CiscoNexus 9332D-H2R A A v F THR— FENTWET, ANB
FOHAHY =TV avid. 2T Ty T F—h AA vF T 14K DA TCAM 2 L £
j‘o

A\

GE) * Cisco Nexus 9332D-H2R A1 »» FCld, Cisco Nexus 9300-FX3.
GX2 AA v FD X H7, A TCAM ET /LD HNZ EDE
FFTCAM A ZOHIRIZH V £ A, 14K OFIBRIZ, 51
? TCAM %A ZOEFICHEA SN E T,

4K X, ZnENnS12 = R D28 7 ry 7 |ZpEEiE
T ANFEZITHNFTHO TCAM~DEIN BT, Trvs
A ZORETITONET, RESNTZANY —Ta A
ADEFIN256 DERTHLGH. 7ry 7 LLOED Y
TRIEIZE HIZ256 ZNF 0 Y TonET2, FEHIXTSER
No RESNTWAEHAY =V a v A XOEFHITHONTH
R,

IPACLDT 7 # )L FERTE

WDFIZ, IPACL ST A—ZDF 7 4 )L " NREEL T LET,

Table 4:IPACL/X5 A — 32 DT 7+ )L MME

INT A=A TIAILE

IP ACL 77 4V N TILIP ACL I3fF7E L 8 A,
IPACL=T> VU 1024

ACL /L —/)L FR_TD ACL IZHFER D L— L N S E T,

AT N ITN—F | F IV NTIEIAT V27 N TN —T I3 ELE R A

R ] 3 R 77 &b b TIIREIHEPH IIFE L R A,

Related Topics
IP ACL 3 L TXMAC ACL OIEERL—L (5 _X—)

IPACL DERFE .
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IP ACL D% E

IP ACL D{ERK

IPACLDEE |

T34 AT IPv4 ACL F£7213 IPv6 ACL Z{ER L. ZHIZN—LZBINT&EFE9,

Before you begin

ACL D% EIZ1% Session Manager Z {75 Z L ZH#ELE L £9, ZOMEEIZ L > T, ACL O

TE 2 RS L

REEXFITar 74X alb—yailasly MTARNTS, FORENPMLEL TS

UV — AR AREDE D AR TE 9. ZORREIL. £ 1,000 Ll EDOL— ARG E T

W5 ACL 12

Procedure

XL THRITHEZ T,

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja— Ui — REBG L ET,

ATvT2

ROWFHNDa~wr FEANLE
R

* ip access-list name

* ipv6 access-list name
Example:

switch(config)# ip access-list acl-01
switch (config-acl) #

IP ACL Z{ERk L C, IPACL =27 ¢
Xl —varE®—REHEEBLET,
names | 51X 64 SCTFUUNTHRE L £,

ATvT3

(Optional) fragments {permit-all |
deny-all}
Example:

switch (config-acl)# fragments
permit-all

VIHPREE TN T T T A v DT T T
A ML Z faw kL E 9, fragments
awr RREFENTHD ACL BT /31
AL TI I 7w 7SN
WA, fragments =t~ RIZWIHRAE
TRWTFZITA N (ZDT7TT A
RiE. ACL N E DR permit

a< RERT deny o~ FEd—
BLEEA) OHE—HLET,

ATvT4

. IPACL DE%E

[sequence-number] {permit | deny}
protocol {source-ip-prefix | source-ip-mask}
{destination-ip-prefix | destination-ip-mask}

Example:

IPACLNIZ/V— V2B L £, 25k
DNV—NEERTEET,
sequence-number 5 %x121%,

4294967295 DI ERTE L £,

1~
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wpact otes [l

Command or Action

Purpose

switch (config-acl) # permit ip
192.168.2.0/24 any

Example:

switch (config-acl)# 10 permit ipv6
1::1 2::2 3::3 4::4

permit =~ K& deny =2~ NI,
N T4y AT D72 DE L D
FTEPAE SN TWET,

IPvd B L WNIPv6 77 A U X DY
A EEIC L 5D IPv4 £ 71T IPv6
TVT 4y I AERRETEET, I
X, BHIOERT HE Y b TOR—E
LET, £, 7 RrroWndin
DEy MZ—HT2FELskD
IPv4 £72131Pv6 VAV K I— R+ &
JHIRETEET, IPv6 VAL R —
R <= A7 1%, Cisco Nexus 9200,
9300-EX. I £ TN 9300-FX/FX2/FXP A
A & CiscoNexus 9364C A A~ F T
FAR—FINFET,

ATvT5

(Optional) statistics per-entry

Example:

switch (config-acl)# statistics
per-entry

FDACLDNL—L & —ET 587 b
DT v —NViREN T A A DPHERET
HEITHEELET,

Note

Cisco NX-0S U U —2 9.2(3) LAK: T

X, -R 74~ I— K% 2 7= Cisco

Nexus 9500 A A~ F D WK — k3B
INTWET, CiscoNexus9500 77 v
N7 —LAA v TFEFEHALTNEE
Ay ZHUIREDOFIETT,

ATvT6

har dwar e profile acl-stats module xx

Example:

switch (config-acl)# hardware profile
acl-stats module 10

NS TCAM & 445 TCAM O 5 ¢
ACLTCAM =~ KN DB o 2 E2HZ
ZLET,

Note

ZDavwr N, RBIORXTA

> J3— K & Cisco Nexus 3636C-R 35 &
W36180YC-R A1 v F % 2 7= Cisco
Nexus 9500 77 v N 7 4+ —LAA v F
WCOHBBHENET, B2 E2HY)
\29° % &, VLAN & SVI Ot Ix
KbhEd,

ATy T17

reload module xx

Example:

switch (config)# reload module 10

A v Fa)un—RFLET,

Note
Cisco Nexus 9500 77 v N 7 — A5 A
A v FOEE., ZOa<y Nii47

IPACL DERFE .
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IPACLOZERE

IPACLDEE |

Command or Action Purpose

v a»THY ., hardwareprofile
ac-stats A I N TWVWHEY = —/b
DOHEVa— NTHLERH Y 7,

AFw S8 |ignorerouteable Cisco Nexus 9300-EX 35 X 18 9300-FX 7
Example: 7Y T AL AL v TFTwNTFFy
ANBMT T4 ITDT4NEY) T
BN LET,

switch (config)# ignore routeable

AT 79 | (Optiona) IROWFHNDa~ RKEA|IPACL OREEF R LET,
HLET,

« show ip access-lists name

» show ipv6 access-lists name

Example:

switch (config-acl) # show ip
access-lists acl-01

Z 5w 710 |(Optional) copy running-config F{far T 4 Fal—La k. A
startup-config F— Ty T arT g Fal—ay
Example: WZav—L%7d,

switch(config-acl)# copy
running-config startup-config

BEFF D 1Pv4 ACL £ 7213 IPv6 ACL O/L— L DB & HIBRIZFEITTE £28, BEFOL— L%
BETHZEIITEETA, W= EBEETTHITIE, TONL—LEHIFRELThLL, BEEZMZ
7oV — R L E T,

BEAE D IL— LV DRINZHT LW V=L AT D MEN D DA T, BIEO Y —7 v AFFD2EX
R TITTRTEIFEATERNE ZT, resequence 2~ > REHH LTy —47 v 2K 5% HE|

Before you begin

ACL D% EIZIL Session Manager #1345 Z L ZH#5E L 9, ZOMEEEZMEHAT 5L, ACL
DREETHRT, ZTOREICHKEL INDH ) Y —ARFFATRETH LN E I nE, VY —R%
FTar 74 Fab—vaiialy FTORNCHEER T £, 2 OMBRRIE. 91,000 LI LD
L=V IRE ENTWD ACLIZKE L CTHRECHZI T,

. IPACL DE%E
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Procedure

raccozz [

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—UERE— &R L ET,

ATvT2

ROWTNNOa~ R AN LET,

* ip access-list name
* ipv6 access-list name

Example:

switch(config)# ip access-list acl-01
switch (config-acl) #

ZETTCHEELIZACLOIPACL =7 4
Xal—gry ET—RFEHBLET,

ATvT3

(Optional) [sequence-number] {permit |
deny} protocol source destination
Example:

switch(config-acl)# 100 permit ip
192.168.2.0/24 any

IP ACL WIZ— v Z2ERR L3, v—
U ARG REET DL, ACLND/L—
JAEMMIEZRECEET, v—FT A
FegwigE LW E | L—LT ACL @
REBEIMEET, sequence-number
FIEITIZ. 1 ~ 4294967295 DI %45
ELET,

permit 2~ R & deny =+ NITid,
NI T 4w 7 AT DT 0D DI
ERHESNLTHET,

ATv74

(Optional) [no] fragments {permit-all |
deny-all}
Example:

switch (config-acl) # fragments
permit-all

PIHRRE TN T T T A hDT T T R
v MO SRk L E 9, fragments =
<V RBREENTWVD ACL AT /31 A
LTI 74 w7 IR END Y
A . fragments =~ > RIZWIHLIRAE T2
WI T T AN (ZDT7FT7 A2 M
ACL WD £ DRI permit =2~ > K
Flolddeny a~v > FEb—HLEH
) DIE—FLET,

not7varefffdsE, 7772
v N O REAL S EIRE S L E T,

ATvTh

(Optional) no {sequence-number | {per mit
| deny} protocol source destination}

Example:

switch (config-acl) # no 80

BE LI /L—L% IPACL 2 HHIR L F
—é—o

permit =< > K & deny =~ NI,
N E s Gl AV olOF AQPb]
EPHE SN TVET,

IPACL DERFE .
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IP ACL D&%

Command or Action

Purpose

ATvT6

(Optional) [no] statistics per-entry

Example:

switch (config-acl) # statistics
per-entry

Z®D ACL D)L—)L & —FT 537 v b
DT —r SV E TS ADHERFT D

LOICERELET,

noA7varuEHTsE, T34

X% D ACL @7 a — N )UEEF DR %2
iU ET,

ATy T17

(Optional) IROWFT I ND I~ RaE A
SILES,

* show ip access-lists name
« show ipv6 access-lists name

Example:

switch (config-acl) # show ip
access-lists acl-01

IPACL O EEFRLET,

ATvT8

(Optional) copy running-config
startup-config
Example:

switch (config-acl)# copy running-configd]
startup-config

FiTar74Xal—vark, AX—
FF T ar7 4 ¥al—vgla
E—LEd,

Related Topics
IP ACL ND > —/47 v AF G DT (40 ~—3)

VTY ACL D 1ERK

AN FHEEZIFIH I B O4 VTY BFR T, $XTOIPv4 £72013IPv6 T 7 4w 7 ~DT 7
TRAEHETHZLICLY, VIYACL 23R ETE £,

Before you begin

FTRTOFEAEREFRIC 2 —F BB TE 5720

HMENRH D T,
ACL DFTEIZIT Session Manager Z i35 Z L 2R L £, ZOEAMHHIT 5L, ACL

DEX ﬂi%ﬁﬂﬁf\7:\ FDOFREL
FTar 74X lb—r 30

23 v T ARIIC

ACL T B E9,

. IPACL DE%E

v T ARTOfAREREAREIRR I [R] Uil & feE

IHMEEINDY Y —ARFHAFRETHINE I E, VY —2%
BT, BITK 1000 YA Eor—L a2 Ede
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Procedure

vivacLo#it I

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—ary7 4 Xalb—g v
E—RFZRBLET,

ATvT2

{ip | ipv6} access-list name

Example:

switch (config)# ip access-list vtyacl

ACL Z1E L., D ACLDIP 77 &
AR Nary74F¥alb—v gy E—
RZBME L ET, name 5l OEKEIT
64 L7 TY,

ATvT3

{permit | deny} 7' & k =)L 245 T BEfE
¢ [log] [time-range Ff#]
Example:

switch (config-ip-acl)# permit tcp any
any

ACL V—/VZ1ER L. F8€ L7=1EE 50
EDOFTRTDOTCP T 7 v 7 &
LET,

ATvT4

exit
Example:

switch(config-ip-acl)# exit
switch (config) #

P77EA VAN T X2 l—
varyE—FREKTLET,

ATvT5

line vty

Example:

switch (config)# line vty
switch (config-line) #

A EIREL, 74 a7 4% a
L—ay ®—RE20BLET,

ATvT6

{ip | ipv6} access-class name {in | out}

Example:

switch (config-line)# ip access-class
vtyacl out

FRESNTZACL ZHHALTITo

VTY [BIFRIZ x5 515 F L OV (5 Hake
ZHIR L E9, name s O KE I 64
LFTY,

ATy T17

(Optional) show {ip | ipv6} access-lists

Example:

switch# show ip access-lists

fEED VTY ACL # &8, REINT-

ACL ZRRL%ET,

ATvT8

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FEfTar 7 4 Xal—arkr, AX—
Ty a7 44Xl — g0l
I:O*‘ Li‘?’*o

IPACL DERFE .
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B ramos—yozEs0zE

IPACLAD L —4H VABFDER
IP ACL NDO/L— WA BT R TO—r U AHF S AR TEET,

Before you begin

ACL DX EIZIL Session Manager #1345 Z L 2 H#5E L 9, ZOMEEZMEHT 5L, ACL
DFREETART, TOREICKELINDY V—ARFHAETHDINE Ik, VY —RA%
FTar 74 FXab—rarilaliy MYORNCHRR TS £9, ZoMEEE. K 1,000 LLED
L= RE ENTWD ACL TR L TRICHEI T,

Procedure
Command or Action Purpose
X 71 |configureterminal Sa— L AT 4R e l—g
Example: E— RNEBBLES

switch# configure terminal
switch (config) #

R 2 |resequence {ip | ipv6} access-list name ACL NIzt ENCWVWAL— Ly —

starting-sequence-number increment b AF R AT ET, SE LB

Example: = U A E AN D= AT &

switch (config)# resequence access-list] WET, BlEDOK /L —/VITIE, ERID
ip acl-01 100 10 = X0 HEREVESHFIT HNE

T, HHORRRIL. fEE LIz k-
TWED £9, starting-sequence-number
5% & increment SIEIE, 1~
4294967295 DEHTHRE L X7

Z 5w 7 3 | (Optional) show ip access-lists name IP ACL DRREZFRLET,
Example:
switch (config)# show ip access-lists
acl-01

A5 7 4| (Optional) copy running-config Effar T Kol —ta Lk, AX—
startup-config NPy T ar74Falb—a il
Example: E—LET,

switch(config)# copy running-config
startup-config

IP ACL D HlIB%

IP ACL %7 XA AL HIBRTE £97,

. IPACL DE%E
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Procedure

acLteam y—va v 44 2oxE [

Before you begin

ZDACLINA A —T oA ATHAEINTWDENE I D EMRLET, HIRTED01F, B
EEH SN TVWHACLTY, ACLZHIFRLTH, ZOACLAEH I WA X —T = A
ADFENTELZ T EE vy 735 RFHIBRS N ACL ZETHDH L e LE T, IPACL
DEREINTWNWEA VX —T = A AEHETITIL, ShOWIpaCCESS-hSS:I’?/]\if_

show ipv6 access-lists 2~ > R & —#£Z summary ¥ — 7 — FZEH L £ 7,

Command or Action Purpose
Z w71 |configureterminal Ja— T — REBE LET,
Example:

switch# configure terminal
switch (config) #

ATV T2 ROVTNIOa~wy REASJLET, |ARTCHELZIPACL #7207 «
+ noip access it narme Fal—varnbHlRLET,
* NO ipv6 access-list name

Example:

switch(config)# no ip access-list
acl-01

AT 73 |(Optional) ROWFNNDa~2 RaE A |IPACL D% EEFK/xLET, ACL A
SILET, VH—T 2 A ATFIE R EEA ST
* show ip access-lists name summary DERIE, A =T = A ARFRSI
* show ipv6 access-lists name ESER
summary
Example:

switch (config)# show ip access-lists
acl-01 summary

R 7 4 | (Optional) copy running-config FTar74FXal—vark, AL—
startup-config NPy ar74Xal—g 0o
Example: E—L £,

switch (config)# copy running-config
startup-config

ACLTCAM ') —> 3 > H A4 XDEKRTFE

s~n— K17 =7 @ ACL Ternary Content Addressable Memory (TCAM) U — 3 > O A A& H
TEET, TCAM A —E 71T, REZRFLTAA v F 2 n— RT3 0ERH D F
To AA Y FIEEOHDEY 22—V HL5EIE. REDRIFITRER B 200 77,

ZOFIEIZ., NFE2XHET /SA % (X9432C-S 100G T A » J1— RRLCI508 -FM-S7 7 7' U w 7 &
Va—) | TCAMT > 7 L— 2 L CTACLTCAMY — 3 U A XEHRET HHLENH

IPACL DERFE .
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B aciteam y—vaL v axomE

D E£9, TCAMT > 7 L— FOFEAFEOFEMIZONTIE, T 7 b— h&2fiH L7ZACL
TCAMYU —V g VA ADOFRE] #ZM LT ZEW,

\}

GE) e (BEHLTC) o7 L—FaEHATHE. ZDET v 3 Dhardware access-list tcam
region2~ > NiFHE L A, 707 L — FE2HH L ACLTCAM UV —Y 3 > A4 X
DORTE (53 =) a<w s FEfH+T100F. 77— e a3y MERT LR
HYEI,

o ¥ /LT F ¥ A |k PIM Bidir #£HE ™ har dwar e access-list tcam region =~ > K{%, Broadcom
~— 2D Cisco Nexus 9000 > — R A1 v FIZOHrmHAINE T,

* QOSTCAM 1 —E > Z DR EIZ SV TIE,  [Cisco Nexus 9000 SeriesNX-OSQuality of Service
Configuration Guide] =&ML T 72 &0,

FE
AT RFERET7IOI Y Br
X w 71 | configureterminal Ja—r\)L a7 4 FX¥al—a
Bl - E— NEBBLET,

switch# configure terminal
switch (config) #

R 72 |[no] hardware access-list tcam region ACLTCAM U —2 g > YA AZZERL

region tcam-size FF, BHERER Y —Y s VIR0 L B
15“ : D ‘/Gﬁ‘o
switch (config)# hardware access-list » n9k-arp-ad : CPUIZ A9 B TA

tcam region mpls 256

VHE—T A AT ANDBARP/ v |
DL — MillRZRE L ET, arp /¥
Ty NSERE Sz b— MCYERLT
HEINT, AVE—T A AT LT
ZO L — MlfRZERET 2 LERH
nET,

arp-ether : ARP /1 -¥2 Ethertype
TCAMY — 2 v OH A X&fHEL
EJras

copp : COPPTCAM U —¥ 3 > H o
RaeRELET,

E-rad : HAoOo—: Hh7ue—h
7 TCAM Y —Ya v A4 X%
WELET,

. IPACL DE%E
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acLtcam y—> a3 44 20%z |

AU RFERETOVa Y

B8

s copp : COPPTCAM J —¥ = » H A
AR ELET,
s egr-racl : 77 1Pv4 F 7213 IPv6 L—

% ACL (RACL) TCAM U —Y g
A XEHELET,

s egr-sup : 71 A — 31 % TCAM
U—Vay A REFRELET,

* e-ipv6-qos : IPv6 {1 /) QoS TCAM
V=g A XeBRELET,

s eripv6-racl : IPv6 (/)L —% ACL
(ERACL) TCAM U — 3 > A
AeBELET,

« emac-qos : MAC QoS TCAM U —
Var A XERELET,

* eqos : IPv4 i 7] QoS TCAM Y —
Var A X ERELET,

« e-qos-ite : IPv4 {77 QoS Lite TCAM
V= a A XE2RELET,

«eracl : [Pv4 HiJj/L—4% ACL
(ERACL) TCAM J —v 3 v # A
R ELET,
- fex-ifacl : FEX IPv4 /"— I ACL
TCAM UV —V 3> YA XEREL
e

« fex-ipv6-ifacl : FEXIPv6 /R — K ACL
TCAM U — 3> g REkiE L
\i‘g_o

» fex-ipv6-qos : FEX IPv6 7~— I QoS
TCAM Y —Y g v A REREL
7,

« fex-mac-ifacl : FEX MAC i~ — b

ACLTCAM V— g 0 A X&3%
ELET,

» fex-mac-qos : FEXMAC K— b QoS
TCAM U —Y g v A XEFREL
iﬁ‘o

IPACL DERFE .
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IPACLDEE |

ARV RFERETIVa Y

B8

. IPACL DE%E

« fex-qos : FEX IPv4 78— bk QoS
TCAM U — 3 v A XEEBREL
i‘g—(}

fex-qos-lite : FEX IPv4 R — k QoS
TCAM Y —Ya v A REREL
£7

fhs: fhsTCAM U —> 2 > OH A X
T L FE T, Cisco Nexus 9300 }5
FN9500 > — R A A v F D ths
J—2 3 2 TCAM Z%ECTE &
7T

flow: AJy7w— 7724 TCAM
V—=Var A RERELET,

ifacl : IPv4 7"— M ACL TCAM V —
Var A REHELET,

ifacl-udf : IPv4 &"— ~ ACL ==—#
E#F7 4 —/V K (UDF) TCAM Y —
Var DV A R ERELET,

ing-ifacl : AJJ IPv4, IPv6, F721%
MAC 7R— r ACLTCAM U —¥ =
VYA REHFRELET,

(6z3))
2—HEXKZ +—/L F (UDF) %
ing-ifacl TCAM U —< = 2L
T. UDF~— 2D IPv4 £ 7213 IPv6
AN—FMACLZEETE £J, UDF
NR—Z2DIPv6 R— ~ ACL, #ffll7e
s L USEDFNEIZ OV T,
[UDF ~X—Z 7R— | ACL ORE
(63 X—) | 2L TLES
VN,

ing-12gos : A71L 1 ¥ 2QoS TCAM
J—Vay A XemELET,

ing-12-span-filter : AJJj1LA1 ¥ 2
SPAN 7 4 /L% TCAM V) —> 5
A RXERELET,
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acLtcam y—> a3 44 20%z |

AU RFERETOVa Y

B8

« ing-I3-span-filter : AJJL A ¥ 33
J OYVLAN SPAN 7 ¢ /L% TCAM
V—ary A XeFHELET,

s ing-13-vlan-qos : AJjL A ¥ 3,
VLAN, BLOSVIQoSTCAM VU —
Var YA XeRELET,

* ing-netflow : NetFlow TCAM U —
Var A XERELET,

sing-racl : IPv4 £ 721X 1Pv6 A JjL—
% ACL (RACL) TCAM U — 3
YA XEHELET,

e ing-redirect : DHCPv4 U L —,
DHCPv4 AX—E' 7 BLW
DHCPv4 7 AT bDU XA LY
N TCAM U — 5 v A ZEHE
L%,

eing-sup : AJJA—,%—/34 FTCAM
V=V gy A XeRELET,

cipsg : IP ¥ — A ' — K SMAC-IP /X
AF 4 TCAM Y —2 a3 D
YA XEEHELET,

s ipv6-ifacl : IPv6 ;" — ~ ACL TCAM
V—Yar A XEHELET,

* ipv6-13qos : IPv6 L -1 ¥ 3 QoS
TCAM U —Y a3 v A XEBEL
i‘g—(}

« ipv6-qos : IPv6 48— I QoS TCAM
U—=Var A XeRELET,

s ipv6-racl : IPv6 RACL TCAM VU —
Var YA XERELET,

« ipv6-vacl : IPv6 VACL TCAM Y —
Vary VA XERELET,

* ipv6-vgos : IPv6 VLAN QoS TCAM
V—Yar A AR ELET,

*13gos : IPv4 L' 1 -¥ 3 QoS TCAM
V=V ar A X=RELET,

IPACL DERFE .
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« 13gos-lite : IPv4 L1 ¥ 3QoS TCAM
)=V ay YA RERELET

» mac-ifacl : MAC i"— F ACL TCAM
V=g A XEeRELET,

» mac-13qos : MAC L1 ¥ 3 QoS
TCAM Y —Y g v A XEFREL
iﬁ‘o

+ mac-qos : MAC 7~— k QoS TCAM
V—ary A XeFHELET,

» mac-vacl : MAC VACL TCAM U —
Var YA XeRELET,

» mac-vqos—Configures the size of the
MAC VLAN QoS TCAM region.

» mcast_bidir : ¥/L'FF v A FPIM
Bidir TCAMYU — 5 > O% A X%
HELET,

e mpls: MPLS TCAM U — = o
A RAERELET,

*Nat : *v kT —7% : network address
translation (NAT) TCAM U — 3
VYA XERELET,

* ns-ipv6-13qos : X9536PQ.
X9564PX, I L TUX9564TX T A
1 — R L OMI2PQILAYLIEE
Y a2—/L (GEM) ODIPv6L A Y3
QoSTCAMU — 5 DY A &%
ELET,

* ns-ipv6-qos : X9536PQ. X9564PX.
FBEUXISATXT A o 1— RB LD
MI2PQIHPLIEE ¥ = — b

(GEM) DIPv67R— FQoS TCAM
V—2a DA XERELET,

* ns-ipv6-vqos : X9536PQ. X9564PX,
BILOXISATX T A 1 — B LD
MI2PQILAHETRE ¥ 2 — /b

(GEM) ®DIPv6 VLAN QoS TCAM
V=T arDh A XERELET,
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* ns-13qos : X9536PQ. X9564PX,
FLOX564TX T A 1 — FB LW
MI2PQILHEHRE Y = — /L

(GEM) ODIPv4l A 3 QoS TCAM
V=2 a DY A RERELET,

* ns-mac-13qos : X9536PQ,
X9564PX, I L UX9I564TX T A
B — R L OMI2PQILAYLEIEE
Y a—/ (GEM) ®OMACL A ¥3
QoSTCAMYU — 5 DY A X&i%
ELET,

* ns-mac-qos : X9536PQ. X9564PX.
BILOXIS64TX T A o — RB LW
MI2PQILHPLIEE Y = — 1

(GEM) OMACHK— FQoS TCAM
V= arDh A XERELET,

* ns-mac-vqos : X9536PQ, X9564PX,
BELUXS64TX T A I3 — FB LT
MI2PQILHILIRE ¥ = — L

(GEM) ®MAC VLAN QoS TCAM
U=V a O A XEFELET,

* ns-qos : X9536PQ. X9564PX., B X
OX9564TXT7 A I — FB LW
MI2PQILAPEIEE v = — L

(GEM) ®DIPv47— QoS TCAM
V=T arDh A XERELET,

* ns-vqos : X9536PQ, X9564PX. ¥
L UXI564TX T A I— FEB LW
MI2PQILAIEIEE Y = — L

(GEM) ®DIPv4 VLAN QoS TCAM
V= a P A XERELET,

« openflow : OpenFlow TCAM Y — 7 3
YDA RERELET,

*qos : IPv4 7"— K QoS TCAM V —
Var A XERELET,

s gos-ite : IPv4 7" — |k QoS lite TCAM
V=V ar A AR ELET,

IPACL DERFE .
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eracl : IPv4 /L'— % ® ACL (RACL)
TCAM V— g 2 B A ZEFRIEL
i‘g—(}

racl-lite : IPv4 /.L'— % ACL
(RACL) Lite TCAM U — 3
YA XEFHELET,

racl-udf : IPv4 /L— % ACL
(RACL) =—HEFK7 4 —/L K
(UDF) TCAM UV —Y a3 > OHA

AEFELET,

redirect : U XA L7 k TCAM U —
a4 XEERELET,

redirect-tunnel : VXLAN Z /1 L7z
BFD IZfEHH &5V %A L7 K b
YFINVTCAM U —2a D% A X
ERELET,

GE)

ZDa~wr RNk,
TP _SERVICES PKG 7 A & A
ALVAR—=LEINTWVDLELEIZD
HYHR—hSNET,

* rp-ipv6-qos : 100G 9408PC 7 1 >
71— R X TN00G M4PCIHLAHEHE
Y a2—/b (GEM) ODIPv6H— h
QoSTCAMU — g »DH A X&i%
ELET,

* rp-mac-qos : 100G 9408PC 7 1 > J1—
R L UM100G MAPCIHL LR
Ya—L (GEM) OMACHE— FQoS
TCAMYU — 2 v D A REFHEL
*7,

rp-qos : 100G 9408PCZ A > J1— K
$ L UN00G MAPCIH LR E ¥ = —
L (GEM) ODIPv47R— kQoSTCAM
V= a DY A XEFHELET,

* rp-qos-lite : 100G 9408PC 7 A > 1 —
R 3 £ TUM00G M4APCIHL LR E
Y a—/L (GEM) ®DIPv47"— FQoS

. IPACL DE%E
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Litt TCAM U —< 5 > DY A X%& 3%
E LiTO

e sflow : sFlow TCAM U —> 3 >
ARXEHELET,

s span : SPANTCAM U — =
A ReRE LET,

*svi: AJJSVIA D% TCAM U —
Var YA RERELET,

evacl : IPvd VACLTCAM U —> 3 >
A XEHELET,

s vpe-convergence : VPC2 2 /3 —3 =
Y ATCAMY — ¥ a v DA X5k
ELET,

* vqos : IPv4 VLAN QoS TCAM Y —
Var A XERELET,

* vgos-ite : IPv4 VLAN QoS lite TCAM
=gy A REeBRELET,

s tcamsize : TCAM %1 X, H A R
256 DFFELTT, YA XH3256 L0
KEWEEIT., S20[EETRITN
I$72 0 £, FHS O4. i
1% 0—4096 T,

Zoavry Ron X EEH LT, 7
7 HV D TCAM U —2 3 > $ A X|Z
RLET,

GE)
har dwar e access-list tcam region {racl |
ifacl | vacl} qualify udf udf-names ==~ >~
RZfH L CIPvd 2 — Y EFHKT 1 —/L
K (UDF) % racl, ifacl, 340" vacl
TCAM Y —>Y g NI T7 % v»F LT, IPv4
UDF ~X— 2 ® ERSPAN % #%E L 7,
har dwar e access-list tcam region
{ing-ifacl | ing-12-span-filter |
ing-13-span-filter } qualify veudf
véudf-names =~ > K& LT, IPv6
UDF % ing-12-span-filter and
ing-13-span-filter TCAM |27 % & F L

IPACL DERFE .
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T. IPv6 UDF ~X— Z ® ERSPAN % % &
LET, 5l & BRERRIZOWTIL,
['Cisco Nexus 9000 3 J — X NX-OS 3
AT NEBERE] R LTSN,

ATvT3

copy running-config startup-config

1

switch (config)# copy running-config
startup-config

FiTar74Xal—varvk, AX—
FP a7 4 ¥al—vgla
vE—LEd,

ATv74

(f:&) show hardware access-list tcam
region
B

switch(config)# show hardware
access-list tcam region

TRA ATHRD Y v— REFCHEH IS
TCAM VA X&EFRLFET,

ATy TH

hardwar e access-list tcam label vrf-nat

1

switch (config)# hardware access-list
tcam label vrf-nat

VRF T ITD NAT #:%E L £,

(6=3))

Cisco NX-OS U U — 2 10.3(1)F LAk,
Z ® a2~ R Cisco Nexus 9300-GX A
A v FTHR—FINET,

ATvT6

reload
B

switch (config)# reload

FAL AR B— RSRET,

GE)

B LW A ZDfEIE. copy
running-config startup-config+reload %
AT $_XTDOITA o T—F &
Va—n&Yua— RNLERIZOBELR
(2720 £,

1

RIZ. Cisco Nexus NFE %tz A A 9T RACL TCAM

BlzmLET,

switch (config) #hardware access-1list tcam region n9k-arp-acl 256switch (config) #copy r s
switch (config)# reload
Configuring storm-control-cpu:

switch
switch
switch

slot 1

. IPACL DE%E

(config) # interface ethernet 1/10switch
(config-if)# storm-control-cpu arp rate 150
(config) # show access-list storm-control-cpu arp-stats interface ethernet 1/10

V=VarD¥hA XeLET %
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&Iz, Cisco Nexus 9500 > J — X ZA v FTRACLTCAM V —Y 3 v DOV A REEE

THHZRLET,

switch (config)# hardware access-list tcam region racl 256

[SUCCESS] New tcam size will be applicable only at boot time.

You need to 'copy run start' and 'reload'

switch (config)# copy running-config startup-config

switch(config)# reload
WARNING: This command will reboot the syst
Do you want to continue? (y/n) [n] y

em

WIT, BEEMRTHZHOIC, TCAM Y —2 3 VOV A REFnT 20257 LE T,

switch (config)# show hardware access-list tcam region

TCAM Region Sizes:

IPV4 PACL [ifacl] size

IPV6 PACL [ipvé6-ifacl] size

MAC PACL [mac-ifacl] size

IPV4 Port QoS [gos] size

IPV6 Port QoS [ipv6-gos] size

MAC Port QoS [mac-gos] size

FEX IPV4 PACL [fex-ifacl] size

FEX IPV6 PACL [fex-ipv6-ifacl] size

FEX MAC PACL [fex-mac-ifacl] size

FEX IPV4 Port QoS [fex-gos] size

FEX IPV6 Port QoS [fex-ipv6-gos] size

FEX MAC Port QoS [fex-mac-gos] size

IPV4 VACL [vacl] size

IPV6 VACL [ipvé6-vacl] size

MAC VACL [mac-vacl] size

IPV4 VLAN QoS [vgos] size

IPV6 VLAN QoS [ipv6-vgos] size

MAC VLAN QoS [mac-vgos] size

IPV4 RACL [racl] size

IPV6 RACL [ipvé-racl] size

IPV4 Port QoS Lite [gos-lite] size

FEX IPV4 Port QoS Lite [fex—-gos-lite] size

IPV4 VLAN QoS Lite [vgos-lite] size

IPV4 L3 QoS Lite [1l3gos-lite] size

Egress IPV4 QoS [e-gos] size

Egress IPV6 QoS [e-ipv6-gos] size

Egress MAC QoS [e-mac-gos] size

Egress IPV4 VACL [vacl] size

Egress IPV6 VACL [ipv6-vacl] size

Egress MAC VACL [mac-vacl] size

Egress IPV4 RACL [e-racl] size

Egress IPV6 RACL [e-ipvé6-racl] size

Egress IPV4 QoS Lite [e-gos-lite] size

IPV4 L3 QoS [1l3gos] size

IPV6 L3 QoS [ipv6-13gos] size

MAC L3 QoS [mac-13gos] size

Ingress System size

Egress System size

SPAN [span] size

Ingress COPP [copp] size

Ingress Flow Counters [flow] size

Egress Flow Counters [e-flow]

Ingress SVI Counters [svi] size

Redirect [redirect] size

NS IPV4 Port QoS [ns-gos] size

NS IPV6 Port QoS [ns-ipv6-gos] size
NS MAC Port QoS [ns-mac-gos] size =

size

512

o N O O
u
()}

O O OO NOOUIOO OO OO0 OUoOoOOOOOoOUooooooo

o

256
256
256
256

0
=0

0
512
256
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B aciteam y—oaL v r 205

NS IPV4 VLAN QoS [ns-vqgos]

NS IPV6 VLAN QoS [ns-ipv6-vgos]
NS MAC VLAN QoS [ns-mac-vgos]

NS IPV4 L3 QoS [ns-13qgos]

NS IPV6 L3 QoS [ns-ipv6-13gos]

NS MAC L3 QoS [ns—-mac-13gos]

VPC Convergence [vpc-convergence]
IPSG SMAC-IP bind table [ipsg]
Ingress ARP-Ether ACL [arp-ether]
ranger+ IPV4 QoS Lite [rp-gos-lite]
ranger+ IPV4 QoS [rp-gos]

ranger+ IPV6 QoS [rp-ipvé6-gos]
ranger+ MAC QoS [rp-mac-gos]

NAT ACL[nat]

Mpls ACL

Ingress IPv4 N3K QoS

Ingress IPv6 N3K QoS

MOD RSVD

sFlow ACL [sflow]

mcast bidir ACL

Openflow

size =

size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size

size =

switch (config)# show hardware access-list tcam region

TCAM Region Sizes:

IPV4 PACL [ifacl

IPV6 PACL [ipve-ifacl

MAC PACL [mac-ifacl

IPV4 Port QoS [gos

IPV6 Port QoS [ipv6-gos

MAC Port QoS [mac-gos

FEX IPV4 PACL [fex-ifacl

FEX IPV6 PACL [fex-ipvé6-ifacl
FEX MAC PACL [fex-mac-ifacl
FEX IPV4 Port QoS [fex-gos
FEX IPV6 Port QoS [fex-ipv6-gos
FEX MAC Port QoS [fex-mac-gos
IPV4 VACL [vacl

IPV6 VACL [ipv6-vacl

MAC VACL [mac-vacl

IPV4 VLAN QoS [vgos

IPV6 VLAN QoS [ipv6-vgos

MAC VLAN QoS [mac-vgos

IPV4 RACL [racl

IPV6 RACL [ipv6-racl

IPV4 Port QoS Lite [gos-lite
FEX IPV4 Port QoS Lite [fex-gos-lite
IPV4 VLAN QoS Lite [vgos-lite
IPV4 L3 QoS Lite [l3gos-lite
Egress IPV4 QoS [e-gos

Egress IPV6 QoS [e-ipv6-gos
Egress MAC QoS [e-mac-gos
Egress IPV4 VACL [vacl

Egress IPV6 VACL [ipv6-vacl
Egress MAC VACL [mac-vacl
Egress IPV4 RACL [e-racl
Egress IPV6 RACL [e-ipv6-racl
Egress IPV4 QoS Lite [e-gos-lite
IPV4 L3 QoS [l3gos

IPV6 L3 QoS [ipv6-13gos

MAC L3 QoS [mac-13gos

Ingress System

Egress System

SPAN [span]

]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
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size =

size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size

size =

O O O O o o

153

N ~J
(€] )}
O OV O O 0O O OO OO OO0 OO0 O OOOOOOoOoOoOooOoooooooo

N
(€]
o O

256
256
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Ingress COPP [copp] size = 256

Ingress Flow Counters [flow] size = 0
Egress Flow Counters [e-flow] size = 0
Ingress SVI Counters [svi] size = 0
Redirect [redirect] size = 256

NS IPV4 Port QoS [ns-gos] size = 256

NS IPV6 Port QoS [ns-ipv6-gos] size = 0

NS MAC Port QoS [ns-mac-gos] size = 0

NS IPV4 VLAN QoS [ns-vgos] size = 256

NS IPV6 VLAN QoS [ns-ipv6-vgos] size = 0
NS MAC VLAN QoS [ns-mac-vgos] size = 0

NS IPV4 L3 QoS [ns-13gos] size = 256

NS IPV6 L3 QoS [ns-ipv6-13gos] size = 0

NS MAC L3 QoS [ns-mac-13gos] size = 0

VPC Convergence [vpc-convergence] size = 512
IPSG SMAC-IP bind table [ipsg] size = 0
Ingress ARP-Ether ACL [arp-ether] size = 0

Iz, T 74V D RACLTCAM V— g v A XICETHIZ R LET,

switch (config) # no hardware profile tcam region racl 512
[SUCCESS] New tcam size will be applicable only at boot time.
You need to 'copy run start' and 'reload'

switch (config)# copy running-config startup-config
switch(config)# reload

WARNING: This command will reboot the system

Do you want to continue? (y/n) [n] y

FUOTL—FEFERALE-ACLTCAM Y —> 3 Y 4 XDERTE

HAR LT T U— NefH, ik, BEOWEMAT52E T, ACLTCAMY —Y 3> A4 X
ERETEET,

T D Cisco Nexus 9200, 9300, L9500 >V — X AL v FTiE., ZOFIEFE-IZACL
TCAM U — 3 > YA AOHERTFIEEZHEH L TACLTCAM UV — 3 > A RaHRTE £
9, 7272 L. NFE2 ¥fJ5T /34 A (X9432C-S 100G 7 A > 51— F<° C9508-FM-S 7 7 7'V v 7
EVa—/7 ) 1, hardwareaccesslist tcamregion =¥ K& YR — F LT\,
ACLTCAM YV —Y 3y A XEHETLHLENRH D £,

Y

GE) *TCAM 7 > 7' L— h %5 H7 5 &, hardware access-list tcam region =~ > RiZf§EE L £
Hh, a~vU REFEHATZICE, 77— 2aly MERTLAZVLERH Y £7,
* QoS TCAM 1 —E > 7 DR EIZOWTIiL, [CiscoNexus9000 3 U — X NX-OSH— bR i
BHRETA N] 22 L TIZIV,
sTCAM 7' 7 7 A )T 7 L— KX, CI508-FM-S7 7 7 U v 7 EV 2 — /LTI AR— |k
SNERA,

IPACL DERFE .
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ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— gy
T FEBIBLET,

ATy T2

[no] hardware profile tcam resource
template template-name ref-template {nfe
|nfe2| {12-13|13}}

1

switch(config)# hardware profile tcam
resource template SR MPLS CARVE
ref-template nfe2

switch (config-tcam-temp) #

ACLTCAM V —> 3 > YA X5 ET
5707 b — MNefERR L ET,

nfe : Network Forwarding Engine (NFE)
*}hix Cisco Nexus 9300 3 L 19500 © U —
R, T 74/ TCAM 77 L— |,

nfe2 : NFE2 %})t Cisco Nexus 9500 > 1 —
R, TINNA ADT 7 vk TCAM T
Al

[2-13: LAV 2BLOLAVIREDT
TH NN TCAM T 7 L— K,

[3 : Cisco Nexus 9200 >V — X A A v F
T,

ATvT3

CE=D)
1

switch (config-tcam-temp) # mpls 256

region tcam-size

WVBERTCAMY —V a 2DV A X%
T —NIEBNLET, 77—
MIEBMNT5)—YarZlEiczma~w
YREANLUES, EHARERY —V
DY A RNMIDONTIE, ACLTCAM Y —
Vary A XAOERESRLTLES
A%

ATvT4

exit
51 -

switch (config-tcam-temp) # exit
switch (config#)

TCAM T 7'L—h a7 ¥ alb—
varyE—REKTLET,

ATvT5

[no] hardware profile tcam resource
service-template template-name

1 -

switch (config) # hardware profile tcam
resource service-template
SR_MPLS CARVE

TRTCOITA L H—REBLOT7 77U v
T a— )W IHAZ LT L—
wWHLET,

ATvT6

IPACL DE%E

"

(f£&) show hardware access-list tcam
template {all | nfe| nfe2 | 12-13]13]
template-name}

T_TO TCAM 7> 7 L— ~NE 7= 134
EDT T L— DR ELF R LET,
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1

switch (config)# show hardware
access-list tcam template SR MPLS CARVE

ATy T17

(f£&) copy running-config
startup-config
fi

switch (config)# copy running-config
startup-config

FEifrar 74X al—arhr, AX—
Ny a7 4X¥al—3 g0l a
vE—L$9,

ATvT8

reload
1 -

switch (config)# reload

FAL AR B— FERET,

GE)

Z DFEEIL, copy running-config
startup-config + reload %z A7) L 721
DHAMII2Y £7,

TCAM Hh—E 5 DEFE

F 74V EDODTCAMY —V 5 VBREIZ T T N7 +—

DI -THERY . $XTOTCAMY —

Va Al L TWAEDITTIEH Y FH A, HLEDY —Ta U EFIICTHITIE. 1 DDV —
Ta D TCAM VA XZ2WH L Torb, HEDY —T 3 D TCAM YA A& L E9,

QoS TCAM B —E > 7 DR EIZDOWTIL,

Configuration Guidel] & L T Z &,

['Cisco Nexus 9000 Series NX-OS Quality of Service

=)

Ay FTHEMINET,

e TCAM I —E L IV R—FENTWERTA, 727700, lHx OMEEICEREE Y Y TOHNT

Cisco NX-0OS U U — 2 10.3(1)F L%, & TCAM DR A Cisco Nexus 9800 77 » k7 4 — L

VW5 TCAM Z#FRTEE T, BEHID ¥ THA TN D TCAM %K 5I1C1%, show
har dware access-list resourceusage =~ > R&fiH L £7°,

o L TCAM XY R— b ENTWET, 72720, AJJTACL L1 ACL ol TG &N

iTo

WDFEIZ, D577 v 74 —2DAHITCAM ) =V a o DOF 730 A XaxLE

j—_O

IPACL DERFE .
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R5:TIHILETCAM ') —> 3 VERE (AH)

IPACL @

: Cisco Nexus 9500 > ') —X R4 v FH

B

ax ;&

)—23 4 Y4 X iz At X
IPv4 RACL 1536 1 1536
IPv4 L A ¥ 3 QoS 256 2 512
SPAN 256 1 256
CoPP 256 2 512
VAT A 256 2 512
V&AL bk 256 1 256
VPC o R—T = % 512 1 512
4K

RKE6:TIHILLTCAM ') —2 3 URE (HH)

: Cisco Nexus 9500 ') —X XA v F A

)—Tarvd R (N U=} Bt X
IPv4 RACL 768 1 768
VAT A 256 1 256

1K

R7:TITHI LD TCAMY A X : Cisco Nexus 9504 £ =1V 9508 TS5 b T+ —L AL v F

Hhigk Y4 X (Size)
MAC PACL [mac-ifacl] 1952

IPV6 78— b QoS [ipv6-qos] 256

PV6 L3 QoS [ipv6-13qos] 256

SPAN [span] 96

Ingress CoPP [copp] 128

VAL LT b IPv4 2048

VA4 L2k IPV6 2048

RE:TIHILETCAM ') —2 3 VEE (AH)

: Cisco Nexus 9300-FX ') —X A4 v FH

J—oavk HA4 X ] CERE S
IPv4 RACL 2304 1 2304
LA ¥ 2 QoS 256 1 256

. IPACL DE%E




| PAcLDE
eamr—ev gz |

)—oav4 a4 X e B4 X
LA ¥ 3/VLAN QoS |512 1 512
VAT A 512 1 512
LA ¥ 2SPAN 7 ¢ /L |256 1 256
v
LA ¥ 3 SPAN 7 ¢ /L |256 1 256
v
SPAN 512 1 512
NetFlow/Analytics 7 « | 512 1 512
i

5K

R TIHIETCAM')—2 3 VERE (HH) : Cisco Nexus 9300-FX ') —X XA v FH

JES DY 4 X g &FHA R
IPv4 RACL 1792 1 1792
VAT A 256 1 256

2K

R10: T+ ETCAM')—> 3 VRE (AHA) : Cisco Nexus 9300-EX ') —X XA v FH

)—o a4 Y4 X e BEtYA4X
IPv4 RACL 1792 1 1792
L4 ¥ 2 QoS 256 1 256
LA ¥ 3/VLAN QoS |512 1 512
VAT A 512 1 512
LA ¥ 2 SPAN ACL |256 1 256
LA ¥ 3/VLAN SPAN |256 1 256
ACL
SPAN 512 1 512
4K

RNMN:TIHIETCAM')—> 3 VRE (HH) : Cisco Nexus 9300-EX ') —X XA v FH

J)—2arvsd R N & BEtHa4 X
IPv4 RACL 1792 1 1792
VAT A 256 1 256

IP ACL D& E
|



B cwvs—coro

-
%

IPACL @

)

ax ;&

)—23a3 4 H4 X ] Bt a4 X
2K
R12:TITHILETCAM ') —2 3 VE&TE (AAN) : Cisco Nexus 93003 ') —X XA v F
)—23 4 H4 X i Bit4A4 X
IPv47R— N ACL 512 1 512
IPv47R— 1~ QoS 256 2 512
IPv4 VACL 512 1 512
IPv4 RACL 512 1 512
SPAN 256 1 256
CoPP 256 2 512
ACIY —7 F A 71— |256 1 256
R DIPv47R— R QoS
ACIU —7 F A 71— |256 1 256
K ?DIPv4 VLAN QoS
ACIY —7 F A 91— |256 1 256
ROIPv4 L A 3 QoS
VAT I 256 2 512
UyxA L7k 512 1 512
VPC a2 /83— = A 256 1 256
4K
R13:TITHILETCAM ') —2 3 VE&TE () : CiscoNexus 93003 ') —X XA v F A
)—oav4 H4 X ] Bt 4A4 X
IPv4 VACL 512 1 512
IPv4 RACL 256 1 256
VAT I 256 1 256
1K

RU:TIHILETCAM ') —2 3 VBRE (AH)

: Cisco Nexus 9200 >') —X XA v FRL AV 2~ L4V 3E%E

Jy—oa v H4 X ] it 14 X
AJJ NAT 0 1 0
AJiR— K ACL 256 1 256

. IPACL DE&RE



| PAcLDE
eamr—ev gz |

)—23a3 4 H4 X ] Bt a4 X
AJJ VACL 256 1 256
AJJRACL 1536 1 1536
AST A% 2QoS 256 1 256
AJjLA ¥ 3VLAN |256 1 256
QoS
A A —r =3B | 512 1 512
A1 A% 2ACL 256 1 256
SPAN
AJ1v A% 3ACL 256 1 256
SPAN
R— F_X— 2D SPAN | 512 1 512
4096
RI15:TITHILETCAM ') —2 3 VERTE (HA) : Cisco Nexus 9200 ') —X ZAA vy FRLAY 2~ LAY IKE
)—23 4 H4 X i Bit4A4 X
1) VACL 256 1 256
/7 RACL 1536 1 1536
H o 2 — = 256 1 256
2048

R16:TIHILETCAM ') —2 3 VE8E (AAH) : CiscoNexus 9200 ') —X XA v FRAL A 3%

)—23a3 4 H4X e BEtHa4 X
A7) NAT 0 1 0
AJJ7R— K~ ACL 0 1 0
AJ7 VACL 0 1 0
AJJ RACL 1792 1 1792
AT A% 2 QoS 256 1 256
AV A ¥ 3VLAN |512 1 512
QoS

AF A —r8— (| 512 1 512
AJ1LA ¥ 2 ACL 256 1 256
SPAN

IP ACL D& E
|



IPACLDEE |
B cwvsr—corom

)—o 3 4 H4 X ] Bt a4 X
ASv A% 3ACL 256 1 256
SPAN
R— h_X— 2 SPAN | 512 1 512
4096

R17:TIHILETCAM ') —2 3 VRTE (HA) : CiscoNexus 9200 ') —X A v FRALA Y IRE

y—Tav# B4 X 2 BEHA X
/) VACL 0 1 0
/1 RACL 1792 1 1792
i A — SN [256 1 256
2048

KIZ. Cisco Nexus 95003V — X 2 A+ F TIPv6 RACL TCAMM A X&256\1C%ET AFl A= L
£, YA X256 D IPv6 RACL 1L, IPv6 NEZ TR TH L=, 512 = F U 2L £
ﬁ‘o

)

GE) BV —Ta DOTCAMBREZZEFE LY, BTN ADOTCAMREEZZEE L0 T 5IT
WX, RO FNEIZEVFE T,

Cisco Nexus 9500 >V — X A2 A v F TCASTIPV6 RACLTCAM V) — 3 DOV A REHRET D
12X, 2o0F T aronTFnnsl 2xETLET,

FFoav#
AJTIPVvARACL %7 1024 —> R U S L (1536-1024=512) . AJIIPv6 RACL # 512 = |k
VR LET, ZOF T a UBNMELEEISNET,

switch (config)# hardware access-list tcam region racl 512

Warning: Please reload the linecard for the configuration to take effect
switch (config) # hardware access-list tcam region ipvé6-racl 256

Warning: Please reload the linecard for the configuration to take effect

& 18:IPv4RACL (AH) L LI-EDEHF SN TCAM ') —2 3 V%

)—Ta v Y4 X ] At X

IPv4 RACL 1024 1 1024

IPv6 RACL 256 2 256fHO= FY 2T
A ZAMEHTE 2
B, 1024 {5 02

IPv4 L 1 ¥ 3 QoS 256 2 512

SPAN 256 1 256

. IPACL DE%E



| PACLD

BRE

eamr—ev gz |

)—oav4 H4 X ] Bt a4 X
CoPP 256 2 512
VAT A 256 2 512
VEA V7 bk 256 1 256
VPC o=z A 512 1 512
4K

Zx512 Ty N AT A AREY ST HNET,

FTFoar#

IPv4 3 QoS DH A X% 0125 L THIFR L., AJIIPV6 RACL #BMLET, ZDA S a v

X, IPv4 L4 ¥ 3 QoS ZfEH L CWARWGAICEATE £97,

switch (config)# hardware access-list tcam region 1l3gos 0

Warning: Please reload the linecard for the configuration to take effect

switch (config) # hardware access-list tcam region ipvé-racl 256

Warning: Please reload the linecard for the configuration to take effect

R19:L (Y308 (AN) ZHIBRLI-EOEH SN TCAM')—2 3>

)—oav4 H4 X ] Bt 4A4 X
IPv4 RACL 1536 1 1536
IPv6 RACL 256 2 512
IPv4 L ¥ 3 QoS 0 2 0
SPAN 256 1 256
CoPP 256 2 512
VAT L 256 2 512
VZA V7 bk 256 1 256
VPC o=z A (512 1 512
4K

P X256 DH S IPv6 RACL %A R —T7 W29 5HI2iE, 7 IPvd RACL % 256 (296 L., H
77 IPv6 RACL ZiBIN L E£7,

switch (config) # hardware access-list tcam region e-racl 256

Warning: Please reload the linecard for the configuration to take effect

switch (config)# hardware access-list tcam region e-ipvé6-racl 256

Warning: Please reload the linecard for the configuration to take effect

IPACL DERFE .



B cwvsr—covoms

= 20:IPv4RACL (HiH) EF5 LI=EDTI+ILETCAM ') —2 3 UERE

IPACLDEE |

J—Yara Y4 X U=} BEt4 X
IPv4 RACL 256 1 256
IPv6 RACL 256 2 512
AT 256 1 256
1K

R2A:TI4I D TCAM A X : Cisco Nexus 9800 75y kT4 —L A1 v FDIFE

HaE

iy

Y4 X (—RT)

ANJ1RACLv4

A 77 QoSv4

AJ1SPAN 7 4 L% v4

H 77 RACLv4

AJJ SUP

9216

AJ1RACLvV6

A 77 QoSv6

AJJ SPAN 7 4 L& v6

77 RACLV6

4608

\)

6=

£ 1Pv6 ACL 1% 1,000 ACE (IZHIBR SV TWES, Ziuk, +3TD IPv6 ACL (RACL, QoS,
F7-1XSPAN 7 4L %) ICHEAENET, 20X 5 RHIRIZIPvA ACL IZITHEM S EH A,

TCAM UV —Y 3 »OY A X%

W L7=1% . show hardware access-list tcam region =~ > K& A

JILT, TAA Z2DRE Y m— RRFZE A FIREZ: TCAM ¥4 X & For L £ T,

[ ]

EBE TR TCOEV 22— NVORMEZHRFTHI2E, TXTOTA U I—FEV2— L&) a— K15
7>, copy running-config startup-config+reload # AJJ L CTTF /A 2% U o — RT 50BN H Y
PEETH->TH, Vr— FT30ERHDDIT1ETEZT TT,
TNA A rm— RT&EET,

¥4, TCAMY —2 3 >
TCAM V=2 3 VURIENTRTETTDHDERFS TG,

Ean==4

ax A&

. IPACL DE%E

RIEIL L >TE, TCAMY A ALY, ATAAPRRLIEDVTHZLBHY £,



| PACLOEHE

uof ~—2 #K—+ acL oz I

TCAM U —< 3 VOORERIZ, T _XTOTCAM YV — a3 D 4K ANHIBEBZ D L. RO
Av—UnEREINFET,

ERROR: Aggregate TCAM region configuration exceeded the available Ingress TCAM space.
Please re-configure.

ATAADBEEBAD L, MDA v E—URFREINET,

ERROR: Aggregate TCAM region configuration exceeded the available Ingress TCAM slices.
Please re-configure.

TCAM U —< 3 VOORERIZ, T XTOTCAM Y —Y a3 >0 IK HARIBEB2 5L, kO
Ao —UNERENET,

ERROR: Aggregate TCAM region configuration exceeded the available Egress TCAM space.
Please re-configure.

HE OREBED TCAM BRE SN TWARVVREET TCAM 1 — Y v 7 2B & T HREREZ A L
L2ETBE, MOA v E—URERINET,

ERROR: Module x returned status: TCAM region is not configured. Please configure TCAM
region and retry the command.

)

GE)

)

256 LWIHATF T L RDYF ALY FTCAM U —2 3 > YA X4, %% BFD % 7213 DHCP
Jl—tyiara2EFTLTVLERIT T TROVAREENH Y £9, LW %< D BFD £7-
IZDHCP V L— & v ¥ g UiZHET D720, TCAM YA X% 512 IZHETLERN D DS
NV £9,

GE)

NOK-C9508 (Fretta) AT LT & d 190 INIK-X9624D-R2| A > — Kb 5
& Tle-racl) tcam fEIkY 1 RIIfHx K 16K T,

EErEYD

ACLTCAM V —Y g v A XDORE (41 =—)

UDF R—X 7R— ~ ACL DERE

UDF _X— A @R — ~ ACL I'%. Cisco Nexus 9200, 9300, # LW 9300-EX > U —X A A v FIT
HLUTHRETEEY, ZOWEICLY, TS XF=2—FEXLT +—/L F (UDF) TO~ v F
YT EITWVD, v F Lz FEIPve AR— b ACL I T& 7,

UDF ~X— A D 7R — FIPv6 ACLIZ, Cisco Nexus 9300-EX A A ~ F Ik L TRETE £d, 2D
BEREIZ L D, T34 AZH LW UDF T~ v F o 7 &7V, ~vF LIz v b % IPve R— b
ACLIZHEHTE £,

iPAcL DEE I}



B vorc—x K-+ acLomE

FIE

IPACLDEE |

AR NFERERTOVa Y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— gy
EF—FEBLET

ATy T2

udf udf-name offset-base offset length
i)

switch (config)# udf pktoffl0
packet-start 10 2

1

switch (config)# udf pktoffl0 header
outer 13 20 2

’KD X H5IZUDF #EHELET,

« udf-name : UDF 4 RiTZHE L %
T, ARNTIERK 16 SCF O R T
EANNTEET,

e offset-base : UDF A7 & v h _X—X
ZUTOLSIHELEY, 22T
header |Z. &7t v h2EB L7
Ty NNy X =TT,
{packet-start | header {outer |inner

{13]14}}}.

A7ty b A TEY N RN—AM
DA 7y b A NEEREL
9, A7y b X=X (LAF
/v AT a~y H—) DFEAIDONA
NeWET DI, A7y MEO
WCRELET,

B R I e i NN SPAS G VAL =y
FHRELET, 1 2132314 b
BB R—F S TCHET, Bno
A M= SED7=0120F, HE
D UDF % EHKT DMENH Y F
R

DO UDF # CETEETN, VR
[T 72 UDF OB EFRT D I & & HELE
L/iﬁ‘o

ATvT3

. IPACL DE%E

har dwar e access-list tcam region ing-ifacl
qualify {udf udf-name| véudf véudf-name}

1

switch(config)# hardware access-list
tcam region ing-ifacl qualify udf
pktoffl0

IPv4 £7-1ZPv6 R— ~ ACLIZTHE AT %
ing-ifacl TCAM V —< 2 /{2 UDF &7
HoFLET,

TCAM U —¥ 3 U ZHH C& % UDF O
WX, 77 N7 =L E o TERY
F 9, Cisco Nexus 9200 A A v FDEHE
IXH K 2 2@ UDF, Cisco Nexus 9300 A



| PACLOEHE

uof ~—2 #K—+ acL oz I

AU RFERETOVa Y

B8

A v FOHEITHRK 8 DOUDF, Cisco
Nexus 9300-EX A A v F DA 1% IPv4
A— bk ACL {Zxt L TH K 18 @ UDF,
F 721X IPv6R— K ACLIZXfLT7oD
UDF ###i CE £7,

()

UDF {&fifi 2B s &, TCAM
V— g NIy v TVEED B AERIZHE
KLFET, +OREEZAR—ANDH D
ZEEMBRLTLTEESN, Enso
LaZoa<wy NiZEGREET, &
HREE. REHAOY —Va vk
TCAM AX—ZANHED T DOT, ZD
a<r REFHANDLET, Sz
T, TACLTCAM U —Y a3 v A X
DERE] ZZRL T TEIN,

GE)
Zoa<xy RO no ., UDF %
TCAM U —2a by uiEL, U—
CarEVUTMBIZE LET,

AT 7 4 | Z8: copy running-config startup-config | V 7' — F B XN A X — MERIZE T2

- T4 X2lb—alBAX— T v

,;M . , Ny ay 74 X2 lb—gilab—L7T,
SwW1ltC conri CcO running-conri
startup—conf?g o ? ’ %E %%&%TTE’]L:T%@ L/i—g—o
AT 75 | ¥ZH: reload TNAARY) B— RINFET,

1 - GE)

switch (config)# reload UDF % 7E1Z copy running-config
startup-config + reload % A7) L=t D
HEIZTe D 7,

R T 76 |ip accessist udf-acl IPvd 77 &A 2 ha—L J X b
Bl - (ACL) ZfERLT, IPT7TZ7EA U2
switch(config)# ip access-list udfacl hIYT74F¥ab—ay T M
switch (config-acl) # ﬁé Liﬁ—o

ATV TT|ROWT DD a~wy ReEAJJLET, |ACLZZEL, UDF (1) TOH, F

* permit udf udf-name value mask
* permit ip source destination udf
udf-name value mask

TIIANER A 7 =L RIZDW T
BEDOT /A aryro—L b
(ACE) &8 CTUDF T—#&H5 kL

IPACL DERFE .
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B —sacticoracomm

IV N3 i F A7 B8
1 - INCHELET (B)2) fEE~AT7 DF|
switch (config-acl)# permit udf pktoffl0 5(@%@. X 0x0 ~ OxFFFF T,

0x1234 Oxffff )
27V ACL 1%, UDFNH 584 & 72
K WA DRI S b, ACE A5 L
switch (config-acl)# permit ip any any| 3= -3
udf pktoffl0 0x1234 Oxffff MTEET, %\ACE\L@ ESRCERe
5 UDF 74—V RKind D, TXTDH
ACEZ UDF DR U Y A MZ—H S+ 5

ZENTEET,
AT 78| (f£E) copy running-config FiTar74Xal—vark, AX—
startup-config Ny a7 40Xalb—30la
B - E—LET,

switch (config) # copy running-config
startup-config

JL—% ACL & L TO IPACL Ms&EF
IPv4 ACL $£721X IPv6 ACL I%, IRDZ A T DA 2 —T = A ATHHATEET,
HEEIA AT 2 A ALY T A v H—T = A A
L AFIA—HF Ry P E—F FYERL AL H—T A R
*VLAN A > Z —7 = A
CEHA LA —T A A

INEDALH—T oA A XA TZHEH I ACL 13— ACL & R7eE3nFE 7,
A\

Note /51— % ACL I3 CiscoNexus 9300 >V — R ZAA v F 7T v Y 7 R— FTIIHR—FEh
¥ A,

Before you begin

WHT 2 ACL WFEEL, BB CTE N T 747 T4V F ) U TRRESINTNWD I L%

B L £,
Procedure
Command or Action Purpose
X w 71 | configureterminal Jua—r"RERE— REBB L ET,
Example:

IPACL DE%E
66| I



| PACLD

BRE

r—sacLe Lo racoaEs

Command or Action

Purpose

switch# configure terminal
switch (config) #

ATvT2

ROWTNPDa~y Re AT LET,

« interface ethernet slot/port[ . number]
« interface port-channel
channel-number

* interface vlan vian-id
* interface mgmt port

Example:

switch (config)# interface ethernet 2/3
switch (config-if) #

switch (config)# interface ethernet
2/3.1
switch (config-if) #

BELIEA v Z—T oA A XA T D=
Y74 F¥alb—var E—FERAL
ij‘o

ATvT3

(Optional) encapsulation dot1q 21

Example:

switch(config-if)# encapsulation dotlq
21
switch(config-if) #

Note
Zoavr NI, LA Y3V T A —
7z /I) A ﬁ:®&%‘gf"9’ao

ATvT4

WOWTIhDa~y REASLET,
* ip access-group access-list {in | out}
« ipv6 traffic-filter access-list {in | out}

Example:

switch (config-if)# ip access-group acll
in

IPv4 ACL £ 721X IPv6 ACL %, $8E 711
DT T4 TDLANYIA L HF—T =
AABIOY T A 2 —T = A ZIZHH
L9, &H/L—% ACL & 1 Ol
HT&xET,

ATy TH

ip access-list match-local-traffic

Example:

switch(config-if)# ip access-list
match-local-traffic

o—ANTCERENEZ—HTH T
T4l EFERLET, A vTF %
BRTHENT 70 v 7 ITITELER
/Uo

ATvT6

(Optional) show running-config aclmgr

Example:

switch (config-if)# show running-confid]
aclmgr

ACL DRREEF R LET,

ATy T17

(Optional) copy running-config
startup-config
Example:

switch (config-if)# copy running-configd]
startup-config

FETar I 4 Fal—Yarhk, AX—
Ty a7 40Xl — g0l
v—LEd,

IPACL DERFE .
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B & raccicoracomm

Related Topics
IP ACL OfERL (34 =—77)

R— ~ ACL & L T® IPACL DiEF

IPv4 ACL £7213XIpv6 ACL (X, LA ¥ 2 A ¥ —T A A (YA —FEEHR—F Frx
V) ICEATEET, INObDA U F—T oA A XA T ITHEM S ACLIX, R— hACL &
RicsnEd,

)

Note (> % —=7 = { A% mac packet-classify Ti% &3 5 %A%, mac packet-classify =~ > K& A
VH =T 2 A ARENLHIRTHE T, PAR—FMACLZA V¥ —7 oA ATHEATE EHA,

Before you begin

WHT 2 ACL WFEEL, BB CTE N7 747 T4V F ) U ITRFRESINTNWD I L%

R LET,
Procedure
Command or Action Purpose
R 71 | configureterminal 7 a— N NRERTE— ARG L9,
Example:

switch# configure terminal
switch (config) #

ATy T2 ROWTNID A~ REANLET, |[BELEA LV E—T A A XA T D2
« interface ethernet slot/port Y74 Fab—varE-Feflal
* interface port-channel E R
channel-number
Example:

switch (config)# interface ethernet 2/3
switch (config-if)#

AT T3 ROWTN O a~vy REASLET, |IPv4 £/ IPVOACL & AV H —7 = A
AFEFFAR— b F v xMCEHLET,
AR—FACLTIZ, £ XU K7 4 v
FZV TR R—FENTHWET,
1ODA 2 E—T = A X1 ODR—F

switch (config-if)# ip port access-group ACL i =
acl-12-marketing-group in CLZEATEET.

* ip port access-group access-list in
* ipv6 port traffic-filter access-listin

Example:

X 7 4 |(Optional) show running-configaclmgr |ACL O E*F <L E T,

Example:

. IPACL DE%E
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pacLovac & LcoEm i

Command or Action

Purpose

switch(config-if)# show running-configd]
aclmgr

ATvT5

(Optional) copy running-config
startup-config
Example:

switch(config-if)# copy running-config
startup-config

FElTar 7 4 Fal—rarh, AX—
NPy ar7 4 Xal—vgila
E—L £,

Related Topics
IP ACL DfERL (34 ~—2)
MAC /37w hSHED A X — 7 b £ 7213 L

IPACL®D VACL & L TOEHA

IPACL IZ VACL & L CEHTE £,

Related Topics
VACL O E

SUP JL—JLIZxt9 B IPACL JL— L DESIERLIT (TDE A

CiscoNX-0OS U U — & 10.4(1)F LAREClE, IP 721X IPv6 ACL TH LW ACE ¥—7U— K (all)
DY R—FINTWET, 2KV, RCERHET—HT 5o SUPACL L—/L LD $ ACL

JL— LV OOESEIENE S E2s . 0 (&

FIE

2720 9,

ARV RFERERTIVa Y

E:)

ATy T

configureterminal

1 -

switch# configure terminal

Ja— S VHERE— REBE L ET,

ATvT2

KOWTNIHDa<vy REASLET,

* ip access-list name
* ipv6 access-list name

1 -

switch (config)# ip access-list acl-01
switch (config-acl) #

IP £ 721X IPv6 ACL Z{ERk L C. ACL =
V74X a2l —ary EB— REREL
£, names|#E 64 LN THEE L
i‘j‘o

ATvT3

[sequence-number] {permit | deny} protocol
{source-ip-prefix | source-ip-mask}
{destination-ip-prefix | destination-ip-mask}

all

SUP /L—/L YV & IP £7=1% IPv6 ACL
=V BT B al F—U— N&
L<T. ACL IZ/V— V& 1ERR LT,

IPACL DERFE .


cisco-nexus-9000-series-nx-os-security-configuration-guide-release-104x_chapter13.pdf#nameddest=unique_421
cisco-nexus-9000-series-nx-os-security-configuration-guide-release-104x_chapter14.pdf#nameddest=unique_423

B rciossonz

IPACLDEE |

ARV RFERETIVa Y

B8

1 -
IP DS

switch (config-acl)# permit ip
192.168.2.0/24 any all

IPv6 DA

switch (config-ipvé-acl)# 10 permit ipv6
1::1 2::2 3::3 4::4 all

ATvT4

ROWT DA~y Re A LET,

* interface ethernet slot/port
« interface port-channel

channel-number
1 -

switch(config) # interface ethernet 2/3
switch (config-if) #

BELIEA v Z—T oA A XA T D=
Y74 F2lb—TaryE®— REMBL
i‘a‘o

ATvTh

KOWTNIHDa<vy REASLET,

* ip port access-group access-listin
* ipv6 port traffic-filter access-listin

1
IP DG

switch (config-if)# ip port access-group
acl-01 in

IPv4 £721ZIPV6ACL &% A X —7 = A
AETNTAR— b F v xMTEHALET,
AN—=RACL TlZ, £ N\ TU U R 7 41
2V TR R— &R TVET,
1 OO F—T A A1 OOFR—k
ACL i c& £,

ATvT6

(&)
1 -

switch(config-if)# show running-config]
aclmgr

show running-config aclmgr

ACL OFBREERRTLET,

ATy T17

({E&) copy running-config
startup-config
fil

switch (config-if)# copy running-config]
startup-config

FTar 74 Xal—arvk, AX—
Ny a7 ¥Falb—vgilz
I:O*‘[/ji—g«o

=JL =

ACLAX > T DEKRTE

ACLu X/ a2 &2RETHITE, BOICT 782 VA REERLTHDL, FEESH-
ACLEFERH LAV H—T2AA A EDNT T4 T DT 4 NE ) T oA X—T NI, K%
ICACLeX 7 Fav A RTA—252HELET,

. IPACL DE%E
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FIE

ICR-EDZ LT

AU RFEREETO 3y

B8

ATy T

configure terminal

1 -

switch# configure terminal
switch (config) #

Ja—nRN) a7 4 FX¥al— g
E— FEBBLET,

ATy T2

ip access-list name

&1

switch(config)# ip access-list
logging-test
switch (config-acl) #

IPv4 ACL Z1ERE L. IPACL =27 «
Xal—arE— REEBELEST,
names |41 64 LTFLINTHRE L £,

ATvT3

{permit | deny} ip source-address
destination-address log

1 -

switch (config-acl) # permit ip any
10.30.30.0/24 log

ST HIPVA T T 4 v 7 B
Al F TSRS, ACLOLV— /L& 1E
BRLET, VAT AR IL— LI —FT
L8307y MCBETDIEHRRr X7

Ave—VEERTEDHLIITTHIC
1L, log¥—VU— RZEDLLENH D
7,

Source-address 35 & UF destination-address
SIEICIE, IPT RLAE Ry hT—
TANVKHI—K, IPT KL A LAER
TRy bR RART RLA,

FRIIEEDOT FLAZIEET 5 any
RENHY FET,

ATvT4

exit
1

switch (config-acl) # exit
switch (config) #

REEZFHL, IPACLa 7 4F=
L—yay B—REKTLET,

ATvTH

inter face ethernet slot/port
1 :

switch(config)# interface ethernet
1/1
switch (config-if)#

AVHE—T A AREE— FERLHL
F9,

ATvT6

ip access-group namein

1 -

switch(config-if)# ip access-group
logging-test in

FBESINT ACLEZEHLTA v —
T2 AALEDIPVA NT T 4T DT 4
NEY T F—T NI LET, &
ENT7 74 v 7IZACLZHEHTE F
7T

IPACL DERFE .
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exit
1 -

switch(config-if)# exit
switch (config) #

RELZFHL, A F—TxAf AT
T4X 2l —TaryE—RERTLE
7,

ATvT8

logging ip access-list cacheinterval
interval

1 -

switch(config)# logging ip access-1list
cache interval 490

ACLE X7 Fukxou 7 EHHE
(FPHAT) ZRELET, T 74 B
B 300 B> CJ, #iPHIL 5 ~ 86400 F»
<7,

ATvT9

logging ip access-list cache entries
number-of-flows
1 -

switch(config)# logging ip access-1list]
cache entries 8001

ACLEX /' Futv A TE=44T57
2= REEEELET, T 741
MIEIX 8000 TF, HA— h ZNDHIED
HiHIZ 0 ~ 1048576 T,

ATy 710

logging ip access-list cache threshold
threshold

1 -

switch(config)# logging ip access-1list
cache threshold 490

77— MIRAUINDENC, fRES N
TNy N 1 U SRR ST B
T, Syslog A vE—UNERINE
R

ATvINn

logging ip access-list detailed
i

switch (config)# logging ip access-1list]
detailed

show logging ip access-list cache =~ >~
RO CRRENDIRDIEHRE AR
WCLET, 77 AFE= bV
(ACE) ¥ —/ A%, ACE 7T 7
v a2, ACL#4. ACLJilf, ACL 7 «
NEBZAT BIORACLEHA v —
T A A,

ATvT12

hardwarerate-limiter access-list-log 7~
7 b
1

switch (config) # hardware rate-limiter
access-list-log 200

ACL T ¥ > T DI OIZ A —s— /A
EFEVa— )Ll at—XnNBE Xy kD
L— MR pps TRREL £, %A
1% 0 ~ 30000 T3,

ATy 713

acllog match-log-level severity-level

1 :

switch(config) # acllog match-log-level
5

ACLO—E &8 T o/ BT T
(ERE) L~V EEELET, 7
7 MEe (FFE) <9, #PHIZO
(B2 ~7 (FRv7) TT,

ATy 714

. IPACL DE%E

(%) show logging ip access-ist
cache [detail]

51

EEICIP B L O IP 7 R LA
EETTAR— B X OB A — ME
W, BETXA AT =AY T
JT 4 Thhu s 7 a—lET 5 1ERE
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Switch(c?nfig)# show logging ip FoR Lij—o 7775:/{772713\,_@%
access—-list cache @1’@@‘%{5&(@\ qé_ﬂz_ﬁ_/_ﬁ,_ rEhT
WRWTRTOAF TV g AAFFRRS N
EHA,

loggingip access-list detailed =< > K%
AT 25E HAKIZ, 773
fa—n x> U (ACE) O —4
AF7. ACEDT 7+ ar, ACLDO4
Ai. ACL ®J5ml, ACL D7 4 )% X
A7, BXOACLOBERA v % —7 =
A ADIERbEENET,

BREZUSFALY LT BH-ODOHTIP AV vy FIZ&k 5 ACL DERTE
FREDOHTTP A Y v REMRITZIE L, FFEDOR— MIEREN TSP =N XA L7 b
HEIICACLEZRETEET,

IROHTTP A Y v R&2U XA LT FTEET,
* connect
* delete
* get
* head
* post
* put

e FL—X

1ash BRI

har dwar e access-list tcam region ifacl 512 double-wide =~ > K% {# ] L T, IFACL fEI O fE1E
TCAM Z G LES, Zoavr NI, Ze— b arZsFalb—y g CEflans
To ZOREEANITHITIE, A v TEVr—RLET,

Fig
AU RFEREFET7TIV3 Y B
AT w 71 | configureterminal Jua—\)ary 7 4X¥al—3g
1l - E— NEBABLES,

switch# configure terminal
switch (config) #

IP ACL D& E
|
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B8

ATv T2

ip access-list name

1

switch(config)# ip access-list acl-01
switch (config-acl) #

IP ACL Z{ERk L C, IPACL =7 ¢
Xal—aryEB— RNEBEGBLEL,
name s | $xix 64 XL FLINTHRE L £ 77,

ATvT3

. IPACL DE%E

[sequence-number] per mit protocol source
destination http-method method
[tcp-option-length length] [redirect
interface]

1

switch (config-acl)# permit tcp
1.1.1.1/32 any http-method get

B EDHTTP A Y v REH—oN2 ) XA
L7 b 5E9ICACLEZHRELET,

WOHTTP A Y v RBPR— I T
F7,

« connect : CONNECT #* V' v R
[0x434fdede] T HTTP /347 v &R
ALET,

s delete : DELETE £ Vv R
[0x44454c45] CHTTP /3%~ b %
ALET,

e get : GET A YV v K [0x47455420] T
HTTP /X7 v FE#BREL £,

* head : HEAD * v K [0x48454144]
THITP X7 v hERAELET,

e post : POST A ¥ » K [0x504f5354]
THTTP 7y FaBRELET,

e put : PUT A Y v K [0x50555420] C
HTTP /X7y M2 BBELET,

e trace : TRACE AV v K
[0x54524143] THTTP /347 v k& H&
ALET,

tcp-option-length 47> a 1%, /7 v
FNDOTCP A7 gy ~y X —DEX
PHRELET, 778X a3 be—L
= hU (ACE) IZ1%, & K4->DTCP
FTva Rk @A FOFH) BRGE
T&xFET, BEZOHPMHAIX0~ 40 TT,
IO TV arwRELRWEE, BE
WX OIIZHESN, TCPA T v ay ~y
H =D\ 2T ACE & —E
LET, ZOF T a L 2ERTLE,
WAERTCP A7 ay ~y X —%&F>
N4y FTH HTTP FRARAE TE £

B
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1pve i3k~ v ¥ — AcL oiE [

ARV REEET7IVa Y B

DEA LY AT a it BEDR—
MZEH STV S Y — 3|2 HTTP A
Yy R&EUVHZ AL 27 hLET, HTTP VU
A LU MEREIZ, LA Y3R— FTIX
FERE L £ A,

ATy 4| (fE&E) show ip accesslists name IP ACL DR EE R LET,
1

switch (config-acl)# show ip
access-lists acl-01

AFv 5| ({EE) show runinterfaceinterface A HE =T oA ADREEFZRLET,
slot/port
51 -

switch (config-acl)# show run interface
ethernet 2/2

il

OB TIE, X7y FOTCP ATV gy ~v X —DEIZEEL, "— bk Fy¥ 3L
4001 [ZHEE STV DY — 2 post HTTP A Y v K& U Z A L7 FLET,

switch (config) # ip access-list http-redirect-acl

switch (config-acl)# 10 permit tcp any any http-method get tcp-option-length 4 redirect
port-channel4001

switch (config-acl)# 20 permit tcp any any http-method post redirect port-channel4001
switch (config-acl) # statistics per-entry

switch (config) # interface Ethernet 1/33

switch(config-if)# ip port access-group http-redirect-acl in

IPv6 $ii5E Ny 4 —®D ACL DEETE

ZOFNEE, ROT A ZAZOHEHSNET,

« Cisco Nexus 9504 33 LN 9508 E2 =7 ¥ v —3 (N9K-X9636C-R, NIK-X9636Q-R,
N9K-X9636C-RX, 3 XU NIK-X96136YC-R)

* Cisco Nexus 3600 77 > 7 4 —2A5 ZA v F (N3K-C36180YC-R 35 L UF N3K-C3636C-R)

CiscoNX-0S U U —2 93(7) IETIZ, Z 212U A FENTWVWASF /31 ZATIPv6 ACL &R E
THEE . PR~y X —% &1 IPV6 /X7 ORI T 28 LWL — L 250 5 NERH
D ET, IPV6 JEIE~ v X —OFEIZ OV TIL,  [CiscoNexus9000 U — A NX-OS. =% v A
=T 4 VTREHTA K] ONX-0S VU U —R93(x) LAFED [fHiEL L2 IPv6 /7 v ko~
H—| BB LTSN,

IPACL DERFE .
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\)

GE)  ZOFETEIRLEZF L= E5EL—E, X7y hOMO 7 ¢ —)L RIZ—ET 51t
D ACL /V— VIR <, D7 &b 1 DOHEE~ Y X —%F D IPv6 /37 v M S v E

TO
FE

aAvY REEETI 3 Y B8

AT w 71 | configureterminal Ja—_ary7 4 ¥al— gy
1l - ET— RZRHBLET,
switch# configure terminal
switch (config) #

AT 72 |ipv6 access-list name MAC ACL Z/E L C, ACL 27 ¢

1 - Xal—ay F— REBEBLEST,

switch (config)# ipv6 access-1list acl-0]
switch (config-acl) #

AT 73| extenson-header {permit-all |deny-all} | —F L7 37y MILERT Vv a vk

15“ : @*R Li?‘*o

swit?h(config—acl)# extension-header e permit-all : il Ly 1 DOPLIE

Ewiten (eonfig-acl) 4 oy S =B IPV6 /S RS
AERET,

e deny-all : 722 < L 1 DOHLIE
Ny B —HFEOIPV6 /X R R
oy FINET,

IP ACL &% 7E D HEER

IP ACL OFREF#E FK-T DITiE, WOWTNOLOEEEZITHNET,

avw vk E):g]

show hardwar e access-list tcam region FORA ZATIRD Y va— R
WH I D TCAM A X &5
ARLET,

. IPACL DE%E
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show hardware access-list tcam template {all | nfe| nfe2 | 12-13 |
I3 | template-name}

T_XTOTCAM 7 7 L— k
FriIgEOT L — D
REEFRTLET,

nfe : Network Forwarding Engine
(NFE) it Cisco Nexus 9300
BERVY500 > Y — R T /3A A
DT 74N s TCAM 7 7
L—h,

nfe2 : NFE2 %t/i~ Cisco Nexus
9500 /N4 ZADTF 7 # )L b
TCAMT > 7L — |,

2-113: LA VP20V AF
3REDT 7 4V s TCAM T
VL=,

13: LA Y3WROT 74V b
TCAM 7> 7L — |k,

show ip access-lists

IPv4 ACL DFRE%F L E
j—o

show ipv6 access-lists

IPv6 ACL DX E % T LFE
7,

show logging ip access-list cache [detail]

EIETCIPE L O EIPT R L
A EFIEAR— B X U%ESL
A— ME®R, FEILA v F—
TxARIRE, TIT 477
077 u—ZBT o fFmAe &
R~LET, TIT 4T

0 —DZDMOTEHTIX,
WZHAR— ST g
TOF Ty a NIFRRENFE
A,

logging ip access-list detailed =
~V REANT5E. B
X, 77k Aay hpg—)L =
¥ R~Y (ACE) OY—/r A
FS. ACEDT 7+ a,
ACL O4Hii, ACL ®JF[),
ACLOZ7 4 VEZ ZAT7, B&
WNACLOBEHA v 2 —7 = A4
ADIEHRbEENET,

IPACL DERFE .



B racozzomz

IPACLDEE |

avy kR

S

show logging ip access-list status

R 7 v—0i K, BED
Bihew iR, EBEOR
i LEVMEEE R LET,

show running-config acllog

ACL Ou 7 FATREZFKR L
£7,

show running-config acimgr [all]

IP ACL D EFR L TVIP ACL
NEHEINDA v H—T = A
AEEDT, ACL DFEfT=
TA4X a2l —vaEERL
7,

Note

Zoawy KL, Fra v
TA4FX 2l —Yarpa—§
i ACL &R L £, all
FFarvEERATHE, E
Tar74Fal—ard
77 4/ b (CoPP #%iE) &
a—WEHIZE D ACL DO
FRRRINET,

show startup-config acllog

ACL DR T 28— 7 v 7%
EEFRLET,

show startup-config aclmgr [all]

ACLOAX— KT v 3
T4F¥al—arEFE L
i—a—o

Note
ZDhavr RNiE, A¥—Fh
Tyl ar4¥al—va
VDO —HERE ACL % &R
LEd, aAldF 7y a &
THE AF—F T v T ar
T4 X2l —Ta DT T F
/U (CoPPE%E) &=2—W
EFIZ LD ACL Dl 23
RENET,

. IPACL DE%E
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detail

show hardware access-list interface ethernet X/Y input entries

N—RT7 =7 ACL A v & —
Tz ADAN= > N DFf
MaERRLET,

Note

9500-RUND T T > N7 —
ATIE, = MU ZRLT
HHEIFAR xy DL HITRKRE
ET,

9500-R O H A4l -

permit tcp 100.1.1.0/24 eqg
10006 100.1.1.0/24 eqg
Ox4e24/fffe [0]

9300-FX3S D H 1145 :

permit tcp 100.1.1.0/24 eq
10006 100.1.1.0/24 range
20004 20005 routeable 0x1 [0]

IPACL D#EETIFHDE=R2) T &H YT

IPACL OfEFHERDOE=F 72137 VT E24T 95121, ROFRIRT a~wy RKOWT e ME

)EH L/jzj*o

avU kR

S

show ip access-lists

IPv4 ACL DR EAF7 LET, IPv4 ACL IZ statistics per-entry
avr RREEN TV AHEAIX, showip accesslists =2+ KD
Hnz, E—n&—8 L7 \7y NOBEBREENET,

show ipv6 access-lists

IPv6 ACL DXEZx K~ L E T, IPv6 ACL | statistics per-entry
avy RBREFENLTWDEAITL, showipvb accesslists 2+ > K
DO, HEr— =B LTy FOEBREO LR ET,

clear ip access-list counters

T ~_TD IPv4 ACL E 7138 ED IPv4 ACL DFiEHESRE 27 VT
LET,

clear ipv6 access-list counters

T _TD IPv6 ACL £ 77134 E D IPv6 ACL OFiEHEHRAZ 27 UV T
Liﬁqo

IPACL DERFE .
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IP ACL 0D 5% %€ 5

acl-01 LW O LRID IPvA ACL Z1EfK L, 2N AR —MACLE L TCA—Y Ry b A X —T =
A 221 (bAF¥ 24 F—TxAR) ICHATHHEZEZRLET,

ip access-list acl-01

permit ip 192.168.2.0/24 any
interface ethernet 2/1

ip port access-group acl-01 in

acl-120 £ WO A RTOIPVOACL Z/E L, ZhE/NL—ZACLE LA —V Ry A H—T =
A R223 (A F¥3A v H—ToAR) ICHATAHHERLET,

ipv6é access-list acl-120
permit tcp 2001:0db8:85a3::/48 2001:0db8:be03:2112::/64
permit udp 2001:0db8:85a3::/48 2001:0db8:be03:2112::/64
permit tcp 2001:0db8:69f2::/48 2001:0db8:be03:2112::/64
permit udp 2001:0db8:69f2::/48 2001:0db8:be03:2112::/64
interface ethernet 2/3
ipv6 traffic-filter acl-120 in

RIZ, single-source & V) £ RITD VIY ACL Z1ERL L, 4% VIY [E#E EOATNIP 77 1w
IR L CHEAT 20 &2~ LET, ZDOACLIL, B#ETHTXTHOTCP b7 7 1 v 7 &FFa]
L., ZOMOFTXTOIP 774y 2% Ry LET,

ip access-list single-source
permit tcp 192.168.7.5/24 any
exit
line vty
ip access-class single-source in
show ip access-lists

WIZ, IPv4 ACL B X2 7 OREFE TR LET,

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# ip access-list logging-test

switch (config-acl)# permit ip any 2001:DB8:1::1/64 log
switch (config-acl) # exit

switch (config) # interface ethernet 1/1

switch (config-if)# ip access-group logging-test in

switch (config-if)# exit

switch (config)# logging ip access-list cache interval 400
( logging ip access-list cache entries 100

( logging ip access-list cache threshold 900
( hardware rate-limiter access-list-log 200
( acllog match-log-level 5

)
switch (config)
switch (configqg)
switch (config)
switch (config)

#
#
#
#

PATFIZ, UDF RX—RZ R— ~ ACL ODEEFZRLET,

switch# configure terminal

switch (config) # hardware access-list tcam region ing-ifacl 256

switch (config)# udf pktoffl0 packet-start 10 2

switch (config) # udf pktoff20 packet-start 10 1

switch (config) # hardware access-list tcam region ing-ifacl qualify udf pktoffl0 pktoff20

. IPACL DE%E
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switch# configure terminal

switch(config)# ip access-list udfacl

switch (config-acl) # statistics per-entry

switch(config-acl)# 10 permit ip any any udf pktoffl0 0x1234 Oxffff

switch# configure terminal

switch (config)# interface Ethernetl/1
switch(config-if)# ip port access-group udfacl in
switch (config-if)# switchport

switch(config-if)# no shutdown

OARATLACLIZDINT

Cisco Nexus 9500 &'V — X A A v FTIiE, RBLVPRXTA YV W—FREFEHL T AT A
ACLEZRETEET, VATALAACLEHTHE, AL v THORILT Z7EAY A &R
TRTCOR—MMILA¥2HR—FACL (PACL) 2% ETEET, VAT ALAACLEZRET D
L. TCAMOEREMEF L, AV > —0mA E /23R E XY OFEHEMET L
3

VAT A ACL OFEEIWCHDOWTIE, ROFEEFHELFHIRFHEEZZHML TSI,
e VAT LPACLIE, LA Y24 H—T 2 ATOLYR—FINET,

e R T4 I— FZ{§z 7= Cisco Nexus 9500 > V) — X A A v F TAA v FNEENTH7-90
12 TR TOEARMEEE TR 10K D ACEN Y R—FENFET, RXTA 2 I—F%
#53# L 7= Cisco Nexus 9500 > — R A A v F DO/ N— K7 = 7K EIL 64K ACE T,

« N3K-C3636C-R 3 L TXN3K-C36180YC-R 7 A » 7 — R Z## L 7= Cisco Nexus 3600 77
74— AL v FTUVATAACLERETHZ L TEE T,

¢« IPvAPACLTCAM V — 3 > (ifacl) & -R 54 » I— ROEEHE TCAM &% (12k)
FOEELBETHE, RIAY I— ROLDOERNPEIM S ET,

¢ ACE #3HEHIZ. AT A ACL TIIEAYR—FENTWER A,

¢ IPv6 1. AT AACL TITELEVAR—F SN TWERF A,

e VAT AACLIEZ, 7L —2T7 U M AR—FTHEHEPFR—FINFEEA,

e RVU—R T A F— RE##H L7 CiscoNexus ¥ U — X A A F TO Quality of Service,
ACL. F7-1Z TCAM 1 — By V3125 Tld.  [Cisco Nexus 3600 NX-OS Quality of
Service REAA R, VU —R7x] #ZRLTIZ3W,

T PI VIR, TRTOIN T T4y I E Ry TERIFFFAILET, 774 R T
E. ET Py 7 EHITACL EHNE T T H2ETIRTORNTI 7 v o7& Ry LE
3, FET7 v 7 ACL EHEIEIL. hardware access-list update default-result permit CLI
avy REFEHALCHIECE £9, ZOCLIE, WEAR— ML TOREREL 9. &
OF B LT IEEN,

hardware access-list update default-result permit => #Allows all the traffic
during ACL updates. There may be < 10secs traffic drop.

IPACL DERFE .
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no hardware access-list update default-result permit => #This is the default
behavior. It denies all the traffic during ACL updates.

¢ Cisco NX-0S U U —2922) LLlid» Y UV —ATlEL, 7 b v 2 ACL ®H T Cisco Nexus -R
VY= TA Y A= RTEHR—=FENTOEEAN, FET b v 7 BH hardware
access-list update default-result 73 CiscoNexus -R &V —X 74 > B — R CTHR—hEhF
R

TCAM ') —2 3 > D5 &l

AT A ACL R ETHANT, FTTCAM UV —2 a3 o2 0E L ET, 1k KD ACL 3% 7E
THEAIL. TCAM Y —2 3 U &2 5EITHLENRRNWT SICEE L TLEE VY, MoV T
IZ. TACLTCAM V—> 3y %4 ZOFRE 41 X—=2) | ZBRLTLIEE N,

)

() CiscoNX-0S U U — 2 7.03)F3(4) LA TiX, PACL IPv4, RACL IPv4, 35 J (NRACL IPv6 %
12k X CHRECTEET,

S RT L ACL DERTE
IPv4 ACL Z1ERE L7205, Y AT LA ACLZREL £,

4RO SRS

FNA AT IPv4 ACL Z1ERX LE T, ZEMICOWTIE., [IPACL OfERE (34 2—3) | =&
LT IEEN,

FIE
AR EERRTIVa Y E:5)
25w 71 |configt a7 4 Fal—varyE— Ktk
LET,
2T 72 |system acl VAT LACLERELET,
R 73 |ip port access-group <pacl name> in A B —T xA AT LA ¥ 2PACL % il

ALET, A— K ACL TlZ. 41\
YR T ANEY TS R— R &
NTWET, 129D X —T A AT
1 >OR— K ACL ZHHTX £,

DATLACLDEERES KU show a7 > FD

AT 5 ACL Dshow 2~ 2 RIZOWTIL, ROBTEFEZSBB LTI,

. IPACL DE%E
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1K A7 —ILD Y AT L PACL DERTE

AT L ACL DERTEE & U show 37 2 FDHF .

(T4 TCAM Z{FER)

1K 27— LD 25 A PACL DFEEIZHOWTIE, WOHFIEZSBLTLLEFEEW (F741 F

TCAM Z1#ifH)

A5 w71 : PACL Z1ER L £,

config t
ip access-1list PACL-DNA
10 permit ip 1.1.1.1/32 any
20 permit tcp 3.0.0.0/8 255.0.0.0 eqg 1500
25 deny udp any any eq 500
26 deny tcp any eq 490 any

1000 deny any any

AF 2 PACLAH VAT A L-ULICEMA L ET,

configuration terminal
system acl
ip port access-group PACL-DNA in

AL o FICRESINLTND

2L ET,

switch# sh run aclmgr

system acl

ip port access-group test in

switch#

sec system

DY AT A ACLZERGET 521X, shrunaclmgr | secsystem =2~ N

AA » FITERE SHL TV D PACL ZFREET 5121, ship access-lists <name> [summary] =~ >
NEFERHLET,

switch# sh ip access-lists test

IP access list test

10 deny udp any any eq 27
20 permit ip 1.1.1.1/32 100.100.100.100/32
30 permit ip 1.2.1.1/32 100.100.100.100/32
40 permit ip 1.3.1.1/32 100.100.100.100/32
50 permit ip 1.4.1.1/32 100.100.100.100/32
60 permit ip 1.5.1.1/32 100.100.100.100/32
70 permit ip 1.6.1.1/32 100.100.100.100/32
80 permit ip 1.7.1.1/32 100.100.100.100/32
90 permit ip 1.8.1.1/32 100.100.100.100/32
switch# sh ip access-lists test summary
IPV4 ACL test
Total ACEs Configured: 12279

Configured on interfaces:
Active on interfaces:
- ingress
- ingress

switch#

iPAcL DEE I}
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PACL IPv4 (ifacl) TCAMY —< 3 » YA X&HRFET 5 121%. show hardware access-list tcam
region =~ RZHEHALET,

switch# show hardware access-list tcam region

Kk kkkkkkkkhkxkkhkkhkkkhdkhkkkhxk kA PWARNTNGH * * x K K &k sk ok ok ok ok ok ok ok ok kb ko kb koo ok okokok ok ok
*****************The Output ShOwS NFE tcam region info******************
***pPlease refer to 'show hardware access-list tcam template' for NFE2***

R R R R e R R

IPV4 PACL [ifacl] size = 12280

IPV6 PACL [ipv6-ifacl] size = 0

MAC PACL [mac-ifacl] size = 0

IPV4 Port QoS [gos] size = 640

IPV6 Port QoS [ipv6-gos] size = 256

MAC Port QoS [mac-gos] size = 0

FEX IPV4 PACL [fex-ifacl] size = 0
FEX IPV6 PACL [fex-ipv6-ifacl] size = 0
FEX MAC PACL [fex-mac-ifacl] size = 0
FEX IPV4 Port QoS [fex-gos] size = 0
FEX IPV6 Port QoS [fex-ipv6-gos] size = 0
FEX MAC Port QoS [fex-mac-gos] size = 0
IPV4 VACL [vacl] size = 0
IPV6 VACL [ipvé6-vacl] size = 0
MAC VACL [mac-vacl] size = 0
IPV4 VLAN QoS [vgos] size = 0
IPV6 VLAN QoS [ipv6-vgos] size = 0
MAC VLAN QoS [mac-vgos] size = 0
IPV4 RACL [racl] size = 0
IPV6 RACL [ipvé6-racl] size = 128
IPV4 Port QoS Lite [gos-lite] size = 0
FEX IPV4 Port QoS Lite [fex-gos-lite] size = 0
IPV4 VLAN QoS Lite [vgos-lite] size = 0
IPV4 L3 QoS Lite [l1l3gos-lite] size = 0
Egress IPV4 QoS [e-gos] size = 0
Egress IPV6 QoS [e-ipv6-gos] size = 0
Egress MAC QoS [e-mac-gos] size = 0
Egress IPV4 VACL [vacl] size = 0
Egress IPV6 VACL [ipvé6-vacl] size = 0
Egress MAC VACL [mac-vacl] size = 0
Egress IPV4 RACL [e-racl] size = 0
Egress IPV6 RACL [e-ipv6-racl] size = 0
Egress IPV4 QoS Lite [e-gos-lite] size = 0
IPV4 L3 QoS [l3gos] size = 640
IPV6 L3 QoS [ipv6-13gos] size = 256
MAC L3 QoS [mac-13gos] size = 0
Ingress System size = 0
Egress System size = 0
SPAN [span] size = 96
Ingress COPP [copp] size = 128
Ingress Flow Counters [flow] size = 0

switch#

ACL BiED T 7 =J1)v AR — MEHRZ R T HI21E, show tech-support aclmgr 5 & O show
tech-support aclqos =~ > R&fEH L £9°,

show tech-support aclmgr
show tech-support aclgos

. IPACL DE%E
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T2 b TIL—TDEE

IPv4 ACL 3 L OVIPV6 ACL DL — L ZEETL L 5D T FLAB L0 n oL B— &
ETDHEIC, AT V=0 b IN—TEfEHTEES,

ATy b JIL—TIZxT % Session Manager D H7R—

Session Manager |34 7Y =27 b V=7 DR ELZ Y R—FLTWET, ZOWELHEHT S
L BRERYyVaYEERL, ATV NN —TOREEEEFITAL T 4 Fal— g
NZa Xy M ARNCHEGR TE £, Session Manager DFEFMIZ DU Tik,  [Cisco Nexus 9000
Series NX-OS System Management Configuration Guide] % & L CT< 72 &0,

P77 FLR AT M TIL—TDERELUVER
IPvd7 RVA TN—T 47V =7 FOERBLOEE LR TTEET,

)

Note  Cisco Nexus U U — A 7.03)I5(2) LAKETiZ. nohost IPv4-address =< > PR — k& T
FtH A, DME %74 — FTid, nosequence 2~ REFHLARWVHIBRIZY A— FENTWER

}Vo
Procedure

Command or Action Purpose

R w 71 |configureterminal Jua—\) a7 4 X¥al—gy
Example: ET— RNEBBLET,
switch# configure terminal
switch (config) #

R T 72| object-group ip address name IPVA7 RLAF T V=7 b I —TF%

Example: YERR L., IPVA T RLA ATV
switch (config) # object-group ip address N—7 a7 4F¥alb—varET—F
ipv4-addr-group-13 ZBAtE L £9,

switch (config-ipaddr-ogroup) #

AFy T3 | kROWTNIDa~vw REANLET, |7V N Zv—70x ) 24E
RLET, BT MU Z L,

* [sequence-number] host |Pv4-address
hot =~ RZMEH L TH—OKRA M &

* [sequence-number]

|Pv4-address/preﬁx.|en WHET D), Fizldhost =2~ K&a4
« [sequence-number] | Pv4-address L CAARDFR Y NT—2 ZHEELE
network-wildcard R

IP ACL D& E
|
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IPACL DERE

Command or Action

Purpose

Example:

switch (config-ipaddr-ogroup)# host
10.99.32.6

IPVAFT =l N ITN—T DT VT (>
JARERETCEET, T, &HID
WYy N TOAHA—HLET, Fid,
7 RLVADIEEDOE Yy N T+ 574
VR — KR~ A7 B ETE£7,

ATvT4

KOWTHhOa<wy REAHLET,
* NO [sequence-number]
* no host |Pv4-address

* no |Pv4-address/prefix-len
* no | Pv4-address network-wildcard

Example:

switch (config-ipaddr-ogroup) # no host
10.99.32.6

F T2 N I—F D U EH
FRLEST, A7 P27 F T —T0b
HIERd 2= F Y Z &2, nofE o host
avy REFEHLET,

ATy TH

(Optional) show object-group name

Example:

switch (config-ipaddr-ogroup) # show
object-group ipvé4-addr-group-13

FTx2 T N TN—TOREERRL
£

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config-ipaddr-ogroup)# copy
running-config startup-config

FETar 7 4 Fal—rark, AX—
NPy ar7 4 Xal—rgila
E—LE7,

~

IPv6 7 FLR 7

v I

98 TIN—TDERSELUVER

IPV6 7 RLVA TN —TF 3TV =7 "OERB LI OERT A2 ETCTCEET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR)L a7 4 F¥al— gy
T FEIBLET,

ATv T2

object-group ipv6 address name

Example:

switch (config)# object-group ipvé
address ipv6-addr-group-A7
switch (config-ipvé6addr-ogroup) #

IPv6 7 RLA X TVl N T N—T%
L, IPV6 7 RLAF 7Y/ 7
N—TF a7 4 FXal—rar E—K
R L ET,

IPACL DE%E

.
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Command or Action

Purpose

ATvT3

ROWTNNDa~y Re AT LET,

* [sequence-number] host 1Pv6-address

* [sequence-number]
| Pv6-address/prefix-len

* [sequence-number] IPv6-address
networ k-wildcard
Example:

switch (config-ipvé6addr-ogroup) # host
2001:db8:0:3ab0::1

Example:

switch (config-ipv6addr-ogroup)# 10 1::1
2::2

FT 2l N IN—F Dz N EE
LET, (ERT2= U LI,
hot =~y REFEH L TH—DOFA N
feE+ 50, £t host 2~ K&H
BELTHARA RORy NU—7 ZHELE
T

IPV6A Tl BT N—T DT VLT
JAEERETEET, ZhUE, HRHUID
WLy FTOARA—HLET, £,
T RLVADEREDOE Yy h&—ET 27 A
NV RII— REEETEET, IPv6 VA
) RJ1— N <A 27X, Cisco Nexus
9200, 9300-EX., BI W
9300-FX/FX2/FXP A A » I & Cisco Nexus
9364C A A v F THAR—FZNET,

ATvT4

wKOWTNIHDa~ RE AT LET,

* NO sequence-number

* no host IPv6-address

* no |Pv6-address/prefix-len

* no | Pv6-address networ k-wildcard

Example:

switch (config-ipv6addr-ogroup) # no host
2001:db8:0:3ab0::1

FT e NI N—T b2 N &
IR LET, A7 Y= h Z—Fn
HHIRT 2= FY T L2, noERXD
host =~ N&HH L ET,

ATvTh

(Optional) show object-group name

Example:

switch (config-ipv6addr-ogroup) # show
object-group ipvé-addr-group-A7

FTo 2T N IN—TDORELF L
F9,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config-ipvé6addr-ogroup) # copy
running-config startup-config

FEfrar 74X al—rarhr, AX—
Ny a7 42l — g0l a
vE—LF9,

JOraILKR—FATDx

N~

98 IN—TDERSELUESR

T haV R R—F ATVl N INA—TOERBLOEELZFITTEET,

IPACL DERFE .
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Procedure

IPACLDEE |

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)ary7 4 Xalb—g v
E—RFZRBLET,

ATvT2

object-group ip port name

Example:

switch (config)# object-group ip port
NYC-datacenter-ports
switch (config-port-ogroup) #

g harR—rFT7TV=T FT—
TEER L, AR—F ATV N T

N—F a7 4 Fal— g F—FK
B L ET,

ATvT3

[sequence-number] operator port-number
[port-number]

Example:
switch (config-port-ogroup)# eq 80

FTx s N I —F D Y EE
BLET, 1Bk 2 b ZEIC, &
DEEFa~ FE 1 2FEHALET,

ceq FEE LA — hEBIZ—H L
TET

egt: FHELAR—FEZLDREW
(FELWHDIFEER) RA—
FIZ—HLET,

st FBELLEFR—FEFLD/SWN
(FELVWHOIEFEERY) RA— &
Fli—&%LET,

eneq : f{E LR — hE S LSO
NRTOR— FFEFIZ—HLET,

srange: fiE L7z 2 DDOKR— FEH
L. FOROEFEOR— FREIT—
HUET,

Note
range 2~ R7ZIFIE, 22D
port-number 51z M2 L LE T,

ATv74

no {sequence-number | operator port-number
[port-number]}

Example:

switch (config-port-ogroup)# no eq 80

FT e N I N—=T b2 N &
HIBRLET, HIBRT 2= U ZEIZ,

W AIEE - a~ RE noffE Cff
ALET,

ATy Th

IP ACL D% TE
88

(Optional) show object-group name

Example:

F T N INN—TOHREETFRL
F7,
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Command or Action

Purpose

switch (config-port-ogroup)# show
object-group NYC-datacenter-ports

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config-port-ogroup)# copy
running-config startup-config

FElTar 7 4 Fal—rarh, AX—
NPy ar7 4 Xal—vgila
E—L £,

IJozx

9k TNL—TDHIR

o

IPv4 7 LA X TV N JN—7  IPv6 T LA X7Vl v Z—7, F-137 8w b
ANV AHAR—FNFT V2T N TN—TEHIRTEET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— gy
E— FEBBLET

ATy T2

no obj ect-group {ip address|ipv6 address
|ip port} name
Example:

switch (config)# no object-group ip
address ipv4-addr-group-A7

BEDAT V= b TA—T%HIRL
F7,

ATvT3

(Optional) show object-group

Example:

switch(config)# show object-group

TRTCOFT V=7 b TN—T%FR
LET, HilREni-47> s k7 —
TIEFEREINER A,

ATv74

(Optional) copy running-config
startup-config
Example:

switch(config)# copy running-config
startup-config

ETar 74 Xal—vark, AX—
Ny a7 4 Xalb—g0a
I:Ob‘l_/gzjﬂo

ATz M TN —TDHERTEDHER

F TV N TNA—TOREEREFTRT DHIZIE, ROWTNhOa~wr REERALET,

IPACL DERFE .
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IPACLDEE |

avy kR

Sl

show obj ect-group

FT 2 N IN—TOREER T LET,

show {ip | ipv6} access-lists name
[expanded]

ACLBUE DUREREHE 2 7% LT,

show running-config aclmgr

FT I N IN—TEEDT, ACL DRTEEF
RLUFET,

ey ] 2 Bl OD 5%

B £ E 0D Session Manager Y-7h— k

Session Manager |ZFRFHFEPHOR ELZ AR — N L TWET, ZOKEEHFHIT L, REE Y
Va vk, RREEHORELARE L F(Ta L T4 Fab—ralaly M DOENIHER

TZF7, SessionManager DFEAIIZ DUVNTIL,

Configuration Guide] ZZM L T 72 &0y,

FF i) 200 BE 0D 1E Rk

['Cisco Nexus 9000 Series NX-OS System Management

TNA A L CREM#EEZER L. 2 r— & BNTE £,

Procedure

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 FXal—g
T— F&ERHEBLET,

ATvT2

time-range name

Example:

switch (config)# time-range
workday-daytime
switch (config-time-range) #

IRFFHIAEDE 2 PERk U, IRFfRIEEPH = o 7 ¢
Fal—TaryE®—RE2RBLET,

ATvT3

(Optional) [sequence-number] periodic
weekday time to [weekday] time
Example:

switch (config-time-range)# periodic
monday 00:00:00 to friday 23:59:59

FREBMH K T HEFOM (Wini 2 &
W5) O1HLLEOHER LR A
72D XD I EMIN— VBB L E
—é‘o

. IPACL DE%E
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Command or Action

Purpose

ATvT4

(Optional) [sequence-number] periodic
list-of-weekdays timeto time
Example:

switch (config-time-range)# periodic
weekdays 06:00:00 to 20:00:00

list-of-weekdays 5 | ¥t THiE S L7 H
D, FREBRGIEZ & #&TRZI O (s
EEL) AN D L5 rERL—
NVEER L £ 9, list-of-weekdays 5| 5D
EIZIIROXF—U— R EHATEET,
e daily : 1R OFT X TOREH
« weekdays : HIEA 2264 H £ T

«weekend : LHEH O HIER £ T

ATy TH

(Optional) [sequence-number] absolute start
time date [end time date]
Example:

switch (config-time-range)# absolute
start 1:00 15 march 2013

start ¥—Y— ROBRAIZHEE L= HEF
MNOHEN /e HHERIHERETO L — L EE
KLET, end¥—VU— FEEIE L=
Gy TON— VIR AR AR E S &
B £,

ATvT6

(Optional) [sequence-number] absolute [start
time date] end time date
Example:

switch (config-time-range)# absolute
end 23:59:59 31 may 2013

end ¥ —7— RO%RAIHE L7 HRFE
THMNZ 7 Dt FETON— V2 ERK
LET, dartF—U— RKE&HKET 5 L,
ZON—)VIHK T HRFZREHETT o
LTI,

ATy T1

(Optional) show time-range name

Example:

switch (config-time-range) # show
time-range workday-daytime

IFRIEEPH DRE & #os L £,

ATvT8

(Optional) copy running-config
startup-config
Example:

switch (config-time-range) # copy
running-config startup-config

ETar 74 Xal—ark, AE—
cNryFarysrz4X¥alb—vaila
[:0\___[/\35@—0

DL H

BEFORFHE O — L OEBEMB X OHIREZFEITTEET, EFOL—VIZEFETEERA,
N—VEEBETHITIE, FOL—LEHIFRL TG,

BEFONL— NV DORINZH LWL — L BT ATOIMENH DA T, BED Y —7  AEFDZEX

R TITT R TEFATE RN E XL, resequence 2~ REHH L Ty —47 0 A% 5% fE
DETLET,

BEEMZ T NA— AV EEER LET,

IPACL DERFE .
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Procedure

IPACLDEE |

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)ary7 4 Xalb—g v
E—RFZRBLET,

ATvT2

time-range name

Example:

switch (config)# time-range
workday-daytime
switch (config-time-range) #

R E ORI ORHHEH 2 > 7 ¢ ¥ =
L—y gy T— RERHBLES,

ATvT3

(Optional) [sequence-number] periodic
weekday time to [weekday] time
Example:

switch (config-time-range)# periodic
monday 00:00:00 to friday 23:59:59

FEEBMA B RF LT BEFORM (Mima &
D3) O1ALEOHERE LR E
N 72D KD I — LV EAER L F
KR

ATvT4

(Optional) [sequence-number] periodic
|list-of-weekdaystimeto time
Example:

switch (config-time-range)# 100 periodic
weekdays 05:00:00 to 22:00:00

list-of-weekdays 5 [${ CHIE S L7 H
O, FEEBMGIRZ &R TRZI O/ (WG
rEle) AN D L) REL—
NEVERL L £, list-of-weekdays 514D
EICIIROF—T— RHEHTE £,
- daily : 1 ERIOFTRCORA
« weekdays : HEA W O&MEH T

«weekend : HEHNLHMEEH £ T

ATvTh

(Optional) [sequence-number] absolutestart
time date [end time date]
Example:

switch(config-time-range)# absolute
start 1:00 15 march 2013

sart ¥ —U— RDO%AIZHEE Lz HEF
MHHEMN 72 HHERHEIETO L — L EE
RLET, endx—U— FE2EME L=
By EON— VTR R IRE 5 & F
ZEINC IR £,

ATvT6

(Optional) [sequence-number] absolute
[start time date] end time date
Example:

switch (config-time-range)# absolute
end 23:59:59 31 may 2013

endX¥—7— FDOE%AIZIRE LT-HEFE
THIMN 22 DHExHFERET D — L EVERK,
LEd, sgartF—U— KaEE+5 &,
FEDN— VI T HREEZRETS5ETT o
EHTT,

ATy T17

. IPACL DE%E

(Optional) no {sequence-number | periodic
arguments. . .| absolute arguments. .. }

Example:

FERI&FE D D R/EDONL— NV EZHIFR L E
7,
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Command or Action

Purpose

switch (config-time-range)# no 80

ATvT8

(Optional) show time-range name

Example:

switch (config-time-range)# show
time-range workday-daytime

PRI DR E 2 Fos L £,

ATvT9

(Optional) copy running-config
startup-config
Example:

switch (config-time-range)# copy
running-config startup-config

FFar 74 Xal—arvk, AX—
Ty a7 40Xl —gla
I:O*‘ [/ji—g«o

Related Topics

BRI D o — v A/ B OEE (94 =—2)

ey 1 S5 B 0D HI R

TSA A SRR ZHIRTE £97,

Before you begin

Z DOREMEFHN ACL L— L OWNTIIEA IR T AENE I MR LE T, HIFRTE 5
DX, ACL L— VT ST 2 P T3, ACL /L—/ U2 H &3 T 2 e %
HIRELCTH, ZOACLABEA SN TWDEA v F—T =2 ADOREIITELEEA, T34
AT S - R #PH 2 95 ACL V— /L &228Th b & R L £,

Procedure

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 Falb—g v
£ — F%Fﬂlﬂﬁébi\j‘o

ATvT2

no time-range name

Example:

switch(config)# no time-range
daily-workhours

ARl FEE U7 R AIREDH 2 HIBR L £

ATvT3

(Optional) show time-range

Example:

switch (config-time-range) # show
time-range

FTANTORHEHORE L FR LET,
HIER S M 72 R I FRR S EE A

IPACL DERFE .
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Command or Action

Purpose

ATvT4

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FlTar 7 4 Fal—rarh, AX—
Ny ar7 4 Xal—rgila
[:0_ Li‘ﬂ—o

BEEED S —T A BETDER

R DL —ZEID B THRTVL TR TDO Y =T U AR GEEETETET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET

ATy T2

reseguence time-range name
starting-sequence-number increment

Example:

switch (config)# resequence time-range
daily-workhours 100 10
switch (config) #

BRI DL — S — o v A S A E
DY4CTET, FBE LB —7 A%
BRI DON—ZE D S THENET,
e DE I —VZIE, ERIDOL—/L LD
HLREWEEDTFoET, FHEOM
i, F8E LICHmIc k> TIRED £
7

ATvT3

(Optional) show time-range name

Example:

switch (config)# show time-range
daily-workhours

PRI ORBE 2 F&os L £,

ATv74

(Optional) copy running-config
startup-config
Example:

switch (config) # copy running-config
startup-config

FElTar 7 4 Fal—rarh, AX—
NPy a7 Xal—vgila
E—L £,

. IPACL DE%E



| PAcLDE
sreEzzonz |

by 2] 8 B 2% TE D 7 22

&I OREF AR T HI21E, ROWTNLDOIEEEZITNET,

avw vk =]y
show time-range FREMFEIPHOR EEZ R LET,

show running-config acimgr | 4~ C ORI Z & C, ACLOREEZ R R LET,

IP ACL (ZBH9 4B NE

EpER=
BEEIEE TZaTFILEA I

TAP 7 7'V /7 —3 = | [Configuring TAP Aggregation and MPLS Stripping]

IPACL DERFE .
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IPACLDEEE |
B pacLicest zEmins

. IPACL DE&RE



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



