AAA D% TE

ZDOFETIL, CiscoNX-OS T A ATRAE, #FAl, THhHUT 427 (AAA) ZRET D FIE
WCOWTHBLE T,

ZOFEZ, WOBETHERINTWET,

* AAA IZ-2VC, on page 1

« AAA DHITESAE, on page 7

« AAA DIEFEEIH L KI5 A, on page 7

« AAA DF 7 5 )b h % iE, on page 9

« AAA DFRIE, on page 9

T —HIVAAAT AT T 4T alOE=4Y) 727 VT, onpage 33
« AAA X IE DR, on page 34

« AAA DFREI, on page 35

e A RTA=HDEREH (36 2—)

¢ NRAT— K 77 MERORER (36 2—)
o AAA (2B 2B NE #, on page 37

AAA [ZTDINVT

Z ZTlt. CiscoNX-0S T34 2D AAA IZ DWW T L £97,

AAAtFxa1Y) T4 H—EX

AAA BEREZAEH T2 & Cisco NX-OS 73 AR 52 —F D ID #fER L, 2 —HIC7
Y AEFANL, 2—FOETTHT 7 a L ZBIFTE 9, Cisco NX-0S 7 /314 A1
Remote Access Dial-In User Service (RADIUS) "1 k 2L & 7= (% Terminal Access Controller Access
Control System Plus (TACACS+) 7'm haL&zHR—hrLET,

CiscoNX-OS IZA N ENT-2—HFIDB L UOVIRA Y — RO LS DbEHICESNT, B—H L F—
HAR—=2C KB ua— I VBGEETZIEFF. HEWXIOFERITEHDO AA AT — NI LB ) £—
RERFEE 2 IEFF A #3217 L EJ, Cisco NX-OS T34 A & AAA — O/ OEE L. Faidk

AAA DEETE
|



AmAnEE |

B rmzpmyass

AMBEX—IC Lo THRESNE T, T 3TD AAA — NH I3 ED AAA Y — REAIC
%&&% ERECTEFET,
AAA X =2 VT 4%, ROV —EREFZTLET,
EIL‘.\EE
QA LERRT—RKOEA TS, FY Lo Pl LARVA, Avt—U 07 HR—
M, BIXOBIRLZ®X=2 VT4 70 b /WL Ui b7 E 2R L Ca—F 255
L/\iﬁqo

PRREIE. TARA AT 7B AT AN ETIZT A ADID 2R T 570k A TT,
D ID OFEFRIL. CiscoNX-0S T/, AT VB A THZ T 4T 4 75“5?;351?@57}%5:1*—
FID & /XA T — ROMAGDOHICIESNTITOILET, CiscoNX-08S 7 /34 AT, v—
HNGEAE (B—= NIV 7T v T T —=E =A% MH) 7203 ) T— FRFE B EIX
#i%r D RADIUS $—/ 3 F 721X TACACS+ — &M H) ZFITTExET,

|
TrRvAaryha—LERHELET, AAAFFAIE, 22— 2 EITT5HEE2 525
NENERET—HOBMYEHALTSH 7 2 A TE, CiscoNX-0S V7 F7 =7 TiE.
AAA =\ b X 7 om— RSN D BIEZEHE U CHERM 523 ThivE 7, mmms%
'mamyﬁ&®)% MeXxa U7 g $— NF, @Y7 — T4 T HHER & E

BIEAE (AV) O_XT7E2T7Vom— 5Lk o T, a—Hy %m@%@%ﬁ@b

i#o

FhHOIVTa4VYT
HHRENET D, HREe—hron ZIZidkT 5, Hilzd AAA Y —N2EE LGRS
e, UAR— MERZ: 85247 ) HikERIt L £,
THI T 4 THERETIX. CiscoNX-08S T /3 A~DT 7B AR ENDTXTOE
Bty g 2BHL, 710 L TCERLEY, ZOFEREEHLT, FT 70y a—
T A ITREREDIZCODVR— NEARTEET, THU T 47 mlid, v—hnic
BT TENIE, VE—DFAAA P —RNICEETEHZ b TaET,

Note CiscoNX-0S ¥ 7 b v =7 Cli, ik, #Fl, BLOTHTLTF 4 7 &MINCH H— b L
VET, e YT vV ERE IS, RIEFTEARE LY TXET,

AAA ZERT HF =R

AAA T, RO KD 72 RS RHE L 9,
o T U 2 AFRE DM il o m B

o JLARME
 FEAE(L S 7ZFRAE L (RADIUS, TACACS+ 72 &)

cHHE DR I T T T RA R

AAA DERTE
2| I
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yE—rARAS—Ex [

J)E—FAAAP—EX

RADIUS a2 F /LB LN TACACS+ 712 h L a A L CIREEEN AU E— F AAA —E X
12, m—H/L AAA —E R L H_TRO L S 2RAandH 0 £,

e 777U w7 NDE CiscoNX-0S T34 ZAD2—H RAT— K U R NOBEBENRFESI 2
D E7,

s AAA P — T TIZRENITIFEIAS BAINTED, BHICAAA YV —E R A TEF
‘é‘o

« 777U ITHNDTXTD CiscoNX-O8S TS ZADT AV T 47 v d ki
TEET,

e 777U v 7 NDF Cisco NX-0OS T 3A ZNZONWTCa—YEEZ2EH 9 5 778, Cisco
NX-OS T/XA AP —Hh )V T —=H_XR—=2&HHT 25 L0 HHETT,

AAA H— NS JL—TF

AAA H—E X3

SREE. A, THT T 4T DD Y T—h AAA V=T, V=R T —TEHEH LT
HBETEET, =T —7L1F, BIUAAA 70 FaLZEE L2 —#ED U T— k AAA
=TT, =N TNV —=TDOHIL, VE—FAAA T —NINETE Lol L &IT
Tz A== = RERMT DT, IA—THNORYIIO Y E— F =PI L
o TeGmE . WITPOT— A "PIEEZXET HE T, 7»—7%@&@)%~%%~A?
AT TONET, =N TN —THNOTRTD AAA F—PISE Lo 2856, £0
PN I N—TF X g R E #%ELTV%%@&%@éhiﬁobguﬁbf\fﬁ
DY =N T N—THIFETEET, CiscoNX-0ST /31 AL, WD T N—THNOP—1 05
TT—%Z oA, ROY—R T —FHNOY—_"TRITLET,

= O~ ~
SEA T3y
Cisco NX-0S T /51 A D AAA FHEIL. —E R R—Z2CF, KOV —ERTLIcHip-T-
AAA BEZEERTEET,

« User Telnet F 72 1% Secure Shell (SSH) © 7' i85

. j//*‘/I/ 1:’7/])/%.:

ca—WEHREya L T T 4T
WOFRIZ, AAAVT—EAREA T arTEIZCL (a<w RIA4 A F—T = R) O
o~y RErRLET,

Table : AMAY—EX 2274 FXalL—3>av ok

AAAH—ERXR a4 ¥Xal—YavATIoay |BEEav R

Telnet F7-1% SSH 17 7' 1 aaa authentication login default

AAA DERFE .



AMA DEE |
B rmav—cexgerioay

AAAY—ER VI Xal—avAToay |BEaATUFR

avy—)pnarsAr aaa authentication login console

a—W vy arThurTr 4T aaa accounting default

AAA —ERZIE, ROBFESTRNEFEETE £,
FTRTOH RADIUS H—/\
RADIUS H— D7 1 — )L 7F— L& HH L CRAEE I TV 97,
EEH—NTIL—T
FRIE L 72 FFE O RADIUS, TACACS+, F721X LDAP —/ 3 Zb—7 % H L CRRREZAT
wiﬁo
o—AlL
2—HNDL—TFLENINAT — R T =2 _X—2 % H L CGGRREEZ I TV E T,
L
AAA BREDMER S VWK S ITHEE L £,

N

Note  [f5@EH— 27 L—7) FATHRL, T _XTHORADIUS — 3] S a$EE L7HA, Cisco
NX-0S T34 AL, BE &2 RADIUS V— "D 7 0 —o3 )L 7 — )Ly B & E DJIEIZ RADIUS
P—RERRLET, D7 a—rL F— b OH— 3L, Cisco NX-0S T34 A Lo
RADIUS $— 7 —TFNTEIRPIZRETE 5 —/TT,

WDOFRIZ, AAA T —ERZHIE L THETE D AAARGESF 2R LE T,

Table 2: AAA 9 —E XD AAA BEEA R

AAAH—E X AAA D=

ayY—)va A ERGE =T N—7 v—h), L
a—W v s a R YR T N—T m—HN, 2L
I—WEHYE g T AT T 4T | =N T =T m—F

\}

Note

aryYy—nualA Rk, 22— a s A VEERE, BXOa—VEHEy a7 AT o
/7LO%T QWMWOSTA4Xi%ﬁ7/a/%%ﬁéﬂt@rfﬁﬁbifo%@m

REFHA T a DRI LTSS, a—AINV AT a v RNF 740 FFRTE, oy —
/l/?;Et S I = /0)1:1“—7]/1/2]‘7°°/5 v MEIZ9 521X, no aaa authentication
login {console| default} fallback error local =~ > R&ZMHH L £,

. AAA DERTE
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a—y oy opiEssvrTsoex i

A—F T4 OFEEELVHFATAER
H1:1—9 051 ORESLVHTIA—

RO, 22— 07 A OBEBLOCHFA T o A0 7o —F vy — R LET,

Local

lF‘.erlule

First or
next server
lookup

Mo more

servers left

ls fallback
to local
enabled?

Found a
RADIUS server

RADIUS ¥
Failure

Mo
rasponse

19700

AAA DERTE
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B v omassvsraioex

process_workflow

B2:1—% 054 > OBiES L VHFT 70—

KO, 22— 07 ORAEBLOCHAI T o A0 T7n—F vy — R LET,

Local

ll’-‘.erlule

Is fallback
to local
enabled?

First or
next server
lookup

servers left

Found a
RADIUS server

RADIUS L
Failure

197006

W2, Zo7avr 2A0EEE R LET,
e Telnet, SSH. F7/-if=v Y —/L%&{#H L T Cisco NX-08S T /34 2l /A » LE T,

o = NI N =TT AEEHA L CAAA T — R T —T 2R LET, LT, T8
AL, IO AAA — N ZEREZEE LET,
c BETED AAA T —RDBIGE Lo oA, FDOIRD AAA — =R ITE N E
T, ZOMEL, VE—bF P AAPRFTIEERISETDHE TR ONET,
o =X TIL—T DT RTD AAA B —3BISE Lo 23856, FOWRDY— 7
=T DY — PRI TEINET,
s ALY =)V ua g Ay T x— Ny I PN TERE SN TWND TR TORGES K
LSS, va—hL T —2_XR—2 2 U CEEENFEITINET,

e Cisco NX-0OS T/34 ANV F— k AAA — 1 SRACTIEFISGRIEEZ FEIT LT, 2
LORBEMENEHT 25808 H0 7

o AAA — 3 7’1 |k 3L RADIUS O34, cisco-av-pair BETHEIN TV DH 22—
P—m—ARnFyra— RRINET,

. AAA DERTE
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AES $27— FEES ks L UTS v uSs— [

s AAA — 3 7'a h 3 /L TACACS+ DA, =D AZ At L THRESN
TWha—H a— L zZHHGT572012, 9 1 DOFERMBE Y — NZEFSNE
‘a—O

e =P —Z L RRAT— KR — ANV CEFICRIESNTSGEIE, T ACa /(T
X, BN TR ZANTHEINTNDLIE—ARE B THNET,

Y

GE) 0 O —N Z)—F7 L] LT, TRTOHF—R T —TDNTINDOH— 315 s
NN EWNWH Z LT, oI —"7A L] it BEOYH =T L—HNONTOHT—
PROE BISENIRNE NS T & T,

AES /XX T — REEBILE LUV T4 TS F—

T, ERFREZR 128 By b Om R SEB (AES) AU — RiF51L (XA 7 6 551k
EbWD) AT LI ENRTEEY, A7 6 LM Mz T 512X, ABS /1%
U— P ALBREZ AT L, NAV = RSB L OESRICHEN SN D 7T A ~ U
F—ERETDHLERD Y E7,

AES XAT — RiFFLEA R—T ML TTIA~) F—45RETHE, AT 6327 —
REE AL Z N L72WRY , iR — RSN TWB 7 7Y r— 3> (BIfE1X RADIUS &
TACACS+) DOEEFB X OWHIER SINZ27 VT TF A b RAU— RKRFTRT, XA 76
fboBXTHRIFESNET, £, BHFEOFHWT R TOIEB(L/ AT — R&2 ¥ 1 7655k N A
U — RIZEH#4 5 K 912 CiscoNX-OS 2R ETHZ L b TEET,

AAA DRIREH

UE— F AAA — 213, ROFHEEHRH Y £77,

« D72 &t 1 HO RADIUS $—/3, TACACS+ ¥—/3 F 721X LDAP $— 328 IP % {
LCEIEARTHDL Z L2t LET,

¢ CiscoNX-0S T34 AN, AAAY— DI TG4 T v FELTHRESNTWAH I &,

o T X —23, Cisco NX-OS T/34 ZB LY T— h AAA P—RITRESNTWVWH I L &
Eﬁ%‘ig‘ L/i ﬁ‘o

« UE— K P—/378 Cisco NX-OS 7T/3A A H D AAA BRIZINE T 5 Z L g LE T,

AAA DEEEIA L HIFEIE

AAA IZBT A EEFH EHINFRIZKRO LY TT,

AAA DEETE
|
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B rmrozesEcsnss

* Cisco NX-OS VU U —210.2 (1) FLARETIE, cisco-av-pair®shell : roles/& D HTIZSNMPV3
BMEEfRETCEET,

« LDAPIE lsnmpv3| @A AR — ML TWERA,

s T —1)L® Cisco NX-OS T /34 A LIZEEE SN TWD 22— T hH, AAA —
FoVE—F 2—=F THU N ERILCARIOEA, CiscoNX-0S V7 b7 =7 X, AAA
P—NECEHEINTWE 22— o—1 T, a—Va2a—F T7Th o hOa—4F
og—/% Y E—h 2—PIZEALET,

Cisco Nexus 9000 >V — XA A v F (&, TACACS +T®D % aaaauthentication login
ascii-authentication =~ > N%&H% 4R — s LE9 (RADIUS TIIHAR—FLEHA) .

T74N hOu A R E (local ¥ — U — REFEHETIC) ARTLHE, ary—
N7 A R APREIC L > T EFEESNE T, 3 Y =GR A IRIIZRRE
95 I1Zi%, aaaauthentication login console {group group-list [none] | local | none} =~ > K

2L ET,

login block-for ¥5 & Ut login quiet-mode = > 7 4 ¥ = L—L a3 v &— R av ¥ Nd, £
21 system login block-for 35 X U system login quiet-mode |24 RN AEH X E L7,

system login quiet-modeaccess-classQUIET_LIST =2~ R AT 2551, lEELE b
FTIA4 I DRETav I THEICT 7R AMPELL ERZINTWD Z L ZHER
TOHMERHY ET, HE2E, BETERWERA M LOa2—F el M rDhie 7oy
I DMERND LA, T/ ERAUARML, ENHDOKRAX M HOSSH, Telnet, XN
HTTP RX—ZAD7T 7 & AZxHET HAR— ~22, 23, 80, BLUV443 ZIFETHMLENRH Y
7,

Cisco NX-OS Release 10.2(2)F LARE, 87 LW IERIMIME CLI 238 A Sh, SNMP & tEF =V

T4 A R—=R NOBO—W—[AEEHT L4 T v a U ERRELET, SR
WTIE, VAT LEBEER AT A RO SNMP O OEEZ S L T 7ZE0,

VU —=Z7.0)7()NHBAEDY V—AF TO X F S E/2REZL VAR — ~ 9% CiscoNexus
9000 A A » FDOFEMINZOWTIE, Nexus A vF 7T v b 74 —L PR —F~hrJvo
AEZHRLTITEIN,

FERM CLI AN 72> TV B EE, VE—F 22— —[FX SNMP 7 — & X— X |[Z[RAH &
NFEF A,

DCNM (VU U —2% 12.0.1.a LA% Nexus Dashboard Fabric Controller & & FEIEN5) Z{FHH L
Tetxal 74 a—P =%, FRPICLINAD TRV EE, 3T 5 SNMPV3 717 7
ANPFELEEA, RPN EDIR>TWDEHEA, X2 T 4 2 R—35 2 hTERK
SNTa—PF—IAL v FIIa A o TEETN, arybe—JF A v FERHLERE
o T bha—T1%, X2V T ¢ 2—P—HITVERR S - SNMPHE 2 L TAA v~
FEMHT 5720 TT, I 51T, SNMP (X, userDB OIEFHPRIED 7=, 1ERk S izt
X274 22— =% LRNDT, A vF R TEEHAL, LEBR-T, 2 b
2—F Lo TAL vy FRBHIND LT HI2IE, SNMP = — W — 2B RIIC/ER T
LB DY £9, DCNM #ERE & & B ICIERIM CLI 2425 2 L1388 L £ A,

ZEMIZ O TIE, Cisco Nexus 9000 NX-OSt F = ) 5 f HRK T A RZZBM L T E &V,

. AAA DERTE
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| AAR Dz
AAA DT T A )L RERRE .

* CiscoNX-0S U U — & 10.3(1)F LAK&. AAA IZ Cisco Nexus 9808 A A v FTHHR— h I E
@—0

* Cisco NX-OS U U — R 10.4(1)F LA, AAA I, Cisco Nexus X98900CD-A 3 LN
X9836DM-A T A > B — R L72 9808 A1 v F THR—FENFET,

 Cisco NX-08 U U —2 10.4(1)F LA%. AAA IZ. X98900CD-A 5 X 8 X9836DM-A 7 A >
H— R Z#H L 7= Cisco Nexus 9804 A A v F CHR—rENEJ,

AAA DT 7 # )L FERTE

WDFEIZ, AAART A =X DT 7 3V REE R LET,

Table 3: ABA /RS A —B DT I+ )L FERE

ING A—4 T4+
Y — VRGE 02— v

T 7 IV FRRRES R 02—

07 A CRRRERIA v — FA—T
CHAP #GE FA4—T
MSCHAP &7 FA—T
TI7HNNT o7 40 75K 02—
ThHOT 4T alORRYA R 250 KB

AAA DERTE

Z Z T, Cisco NX-0S T /341 AT AAA BERER X ET D FNEIZCOWTHBA L £9°,

Note (Cisco IOS @ CLLIZHEN TWAIHEA ., Z OREREICIHT % Cisco NX-OS =t~ > R i -4

5 CiscolOS <> RERLDZGERHDHOTHERE LTI,

\)

Note (Cisco Nexus 9K o U — X ZA v F1, TACAAS+ |Z%F L THH CLI =1~ > K aaa authentication
login ascii-authentication % 7R— k L £ 925, RADIUS IZX L CiZ¥ AR — b LERA, T 74
b NRFETH D PAP AN/ 5 & 912, aaaauthentication login ascii-authentication A~ T3

Mo TNWDZ MR LET, £9 Lk, syslog =7 —NERINET,

AAA DEETE
|
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AMA DEE |

AAA@'QE? O+ X

nuniEij:()\?jJ '7/74’ /7 ;Ef Hﬂi—‘ﬁ—é i /ko)ﬁz%;&’ﬁ—b\ij‘o

FBEEIZ Y = — h RADIUS. TACACS+, F72IXLDAP — % {HH+ 55515, CiscoNX-0S
TA%XLTTXk% RELET,

j//‘_‘/l/‘:’y/]’/munftjiJC% Ebiﬁ"
A= a A DO T 7N ORI A VBT REHELET,

FIFILVNAAAT H T T 4 T DT 74V N FRERELET,

y—=)Lb g4 VRIMARXDETE
T, 2yl oORBIEFRERET D HEEABALET,
Far T RUTIE, OB ONRH Y T4,

« RADIUS ¥V — "D a—/3)L F'— )L
« RADIUS. TACACS+., F 721X LDAP V—DIEEV 7 v b
¢ Cisco NX-OS T34 ZDa—H )b F—HF~_N—2

o 2—HL4 DI (none)

T7 4N bOFRIIe =B VTN, BT 247 arBbh E9,

N\

Note

aaaauthentication =~ > K ® group radius ¥ X 0" groupserver- name%fi . LNCER S
RADIUS +— "Dty hEERLET, AR N FT—N"E2EET D21, radius-server host =
~ U REHEHALET, = O4HIE 7 V—T%21ERT 512X, aaagroup server radius =
~VU REERLET,

Note

U E— FRIAENA F—T N5 TND L X AT — RAEE FE(TT 5 L. AT — RlalE
DFEITHTSICary—rnuarA4r0u—NVERIENA 32— VIR0 £3, FO=d, #Hl
VWRAU—REEHA LT, 2 Y —/LAR— MEHE T CiscoNX-0S T/ A |Zu /A CT& %
T, A BRI, Bl ERE R —DAGGEEEH T 500, 003 AAA — S TREINTE

BHHENRAT—ROY &y MEIZY E— MNEIEA A R— T MCTHZENTEET, NRATU—F
[l 7" 1 A2 2 FEE IOV T, [CiscoNexus90003 ) — A NX-OS k7 7 /L = —
T4 T AR 2L TIEEN,

Before you begin

VEHZI U T RADIUS, TACACS+, F721L LDAP $—/N Z—7 %28 E L £,

. AAA DERTE



| AR dEE

Procedure

avv—rnsqogiastonz [

Command or Action

Purpose

R w 71 |configureterminal a7 4Fal—T gy FT— KRIZAY
Example: S
switch# configure terminal
switch (config) #
R Fw 2 |aaaauthentication login console {group | = v —on /A L RIFEFRABEL
group-list [none] | local | none} E
Example: group-list 515 i%, 7 v—T % % A—
switch (config)# aaa authentication 2'(“[2@]07’: U = }\ %?Eﬁiﬂbij«o 7
login console group radius /I/*‘7OZ| i 0/_(@ ¥ 5 G:?E‘ﬁ‘z LSETO
radius
RADIUS %—/3D 7 1 —/\ )L 7' — )L
PREH L CREEZITVE T,
named-group
RADIUS, TACACS+., F7-IXLDAP
P—RNOEY 7Ty FEFEHLT
WREE TV E T,
local ﬁf I, =N TR
FRREIZME A LEJ, none A TlX
AAA FRERERH SN2 K 91 ?
7,
FI7xNhDar—n s A
i local T9, Zhix, HFANMLERE
SNTWARWEGEE, FRITERE IR
AES AT RTUIOWTSERE LN
WHC, avyy—rua s A% LT
T — L~ D T F—)b Xy 7 PN T
RWRY . EHSNET,
AT w73 |exit a7 4K al— gy EB— REKT
Example: LET.
switch (config)# exit
switch#
R w 7 4 | (Optional) show aaa authentication ayV—) ul A LRI OH

Example:

switch# show aaa authentication

FRLET,

AAA DERFE .
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Command or Action Purpose

R w 75 |(Optional) copy running-config FTar 74 Xal—ark, AX—
startup-config Ny arvr7sXal—3gila
Example: E—L %7,
switch# copy running-config
startup-config

7__\\7 AJL kDO 7 14 /nnunIEjj__tO)_QEE

SEEFRATIE. OB ONH Y £,
« RADIUS Yr—2 "D/ 1 — 3L F—)L

« RADIUS. TACACS+., F 721X LDAP —DIEEV 7 v b
¢ Cisco NX-0S /354 ZDa— )b F— B _— 2
« 2= PHT
T 74N bOFRITr =BV TTNR, BT L4 T v a B Ed,

Before you begin

VBTN U C RADIUS, TACACS+, 721X LDAP — R J N —T7 %2R ELET,

Procedure
Command or Action Purpose
AT 71 |configureterminal a7 4Xal—vary ET—RICAY
Example: ESE

switch# configure terminal
switch (config) #

X 7 2 |aaaauthentication login default {group |57 4/ "NEIEHFREZBELET,
group-list [none] | local | none} 5 ‘ )
group-list 5152l ix, Zv—T74 % A—

Example: TR 72U 2 b ERELET, 7
switch(config)# aaa authentication /1/%70% % {k@c]: 5 c:j:glf—ji—» Li_g_

login default group radius
« radiusRADIUS #—/3> 7' o —/3 )L
TV ERER L CGREEZ TV E T,

« named-group : #%:E(Z RADIUS,
TACACS+ F 721X LDAP ¥ — 3D 4,
Aift &Yy 7ey FEFEHALET,

IocaJﬁfi n—H) T —HR—= A%
FREEIZME A LE9, none X TIX

. AAA DERTE
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FornronsqomiEszont [

Command or Action Purpose

AAA nhnﬁﬁ){%ﬁﬁ Y AR AT S 21 *gﬁiﬂb
¥4, TN hou s A FRITloca
TY, Ziud, HEPMTHERE ST
VA, ETITEE SRR T
NTIZOWTSENE LRV,
oY= algAAZR L TCue—han
~NDT F =)V Ny I BT =TT
ZRWNRY | S E T,

WONWTNNERETEET,
e AAA R Ao 7 JL—7

v — 7 Vili

FIL IJJtEfxﬁ l/

Note
local ¥ — U — Ri&, AAAGRIEZ L—7
ERETHEXIITAR—- I EHA
WZETIEH Y FHA) , THuE, v—
HVERFEE, U E— F R FEAR
BOREDT 7 4+ N ThHHTZHTT,
7= & 213, aaaauthentication login
default group g1 &5 7E L 723556, AAA
ITN—"T gl M L CRAEEZIT D Z
MTE2RITHUT, m—ﬁwmﬁﬂﬁﬁ
SNET, Tk L, aaa
authentication login default group gl
none ZiXE L7235 A. AAA V)L —7
gl %ﬁﬁﬁ LT uE%‘:ﬁ YT EmTER
JAuX, BEEXFEITSNERE A,

Note

CiscoNX-OS AAAFSREII NNy V2 F—
Y AR— T, A7 6/TF—DH
ZHAR—FNLET,

ATy 73 |exit a7 4 FXal—vary ET—REKT
Example: LET,
switch (config)# exit
switch#

25+ 7 4 | (Optional) show aaa authentication FTpN N OB I A RIS ROBE S
Example: RRLET,

AAA DEETE
|
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Command or Action Purpose

switch# show aaa authentication

R T 7§ |(Optional) copy running-config FATar7 4 FXal—ark, A¥—
startup-config KNy a7 4F¥alb—varila
Example: E—LET,

switch# copy running-config
startup-config

A— jj)l/ﬂlb\ﬂIE/\O)jT_)l//{\j70),“\ j]1t

FIFNINTIE, 2y al A ERITT 74V vl A ‘/ODU%— FREBRENERE
TWBIEE, PO AAA P — I HEFERGER L &I GRIFn T =122V £4) | =2—N

CiscoNX-OS TRA AMba vy 77U hENZ2WNWE I, v—H IR 7+ — Ay 7 En
9, 72770, X2 VT 4 2mMESTEBRDIIC, B —HNEREEA~D T — L3y 7 H BT
TExEJ,

A

Caution ijlxwh SEAND T =Ny T BT SH & CiscoNX-OS T34 A1 v 7 Sh, 23&

Procedure

— REEEZFEITLRNWET IV BATERLLRDIERDHVET, T AN Y I T TR
énf&fl/\ct 5 iiﬁ’%’)f:?sf)ﬁi *‘ﬁ/VntuniE/\O)77f*‘/I//\/7é"ﬁ%jJ —g—éi‘j‘gﬂi\ 5’:7%/1/
kmarzgrvtary—nraZA4r o TiERd, WTIETICT 2 EERHEELET,

Before you begin

aryy—=nmurJArEi3ZT 74k e A4 r0) F— MREEEARE L ET,

Command or Action Purpose
AT w 71 | configureterminal a7 4 FXal—ay F—RIZAD
Example: £7.

switch# configure terminal
switch (config) #

R 72 |noaaaauthentication login {console | ayvy—r a4 ERET 740 R
default} fallback error local 07 NN T, U E— FNERIERBE
Example: STV DHEITED AAA — N2

switch (config)# no aaa authentication —%Uémﬁ‘éiﬁ s ﬂc% Kgﬂ%ﬁiéﬂé 0—7 /1/%}3\
login console fallback error local |ZE~(D T 4 —/)L3Nv 7 ZEHIZ L ET,

0 — JVERFE~D T F— LRy 7 Z R
W58, RORAvE—UNRERINE
KR

AAA DERTE
T I
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MAZTEDOF 74 Lk a—F a—io1x—T it [l

Command or Action

Purpose

"WARNING!!! Disabling fallback can
lock your switch."

ATvT3

(Optional) exit

Example:

switch (config)# exit
switch#

a7 4 X2l —vary T— REKT
L/iﬁ‘o

ATvT4

(Optional) show aaa authentication

Example:

switch# show aaa authentication

avy—ralA4rBIRT 73k
07 A VBGEFRDOBREE TR LET,

ATvTh

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FITar 74 ¥zl —ark, AX—
NPy a7 X2l —g 002
EO_ Lijﬂo

AAASESEDT AL A—F O—ILDA4 2—TJLit

a—YFue—LERERNYE— 22—, TT7HN FO—F v—LE&HH LT, RADIUS
F 7213 TACACS+ VU & — MFEIZ & D Cisco NX-OS T /34 ZA~Dn 7 A V& T&E 7,
AAA DT 7 )V hDa2—F a— s T 4 E—T7 T H L =P m— L E RN
F— bk a—PETFRS R A o TERLI Y £,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

a7 4 Fal— g F—RITAD
‘ij‘o

ATy T2

aaa user default-role

Example:

switch(config)# aaa user default-role

AAA FHEEDT-D DT 7 b s 2—F
g—Ek A X —T NI LET, T4
N TCIIA R—T N> TWET,

F7x/ kN —Y g—LOMEET ¢
T—TNZT BRI, ZDaw RO
no &AL ET,

ATvT3

exit

Example:

REE— Rz TLET,

AAA DERFE .
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AmAnEE |

Command or Action

Purpose

switch (config) # exit
switch#

ATvT4

(Optional) show aaa user default-role

Example:

switch# show aaa user default-role

AAAT 74V h 2—HF o — L DR ES
FRLET,

ATy Th

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FETar 74 Fal—yark, AX—
Ny a7 4X¥al—3 30l a
v—LEd,

A4 VKRB A v E—ODERIE

07 A UERZY B— FAAA Y —RRIRE L2 WES, 2ol A0t a—ha—% 5—

Procedure

II AAA D

A R—=2 o —)L A== L TUFEEINET, 2D LX) RGEAIT,

1A REEA =T

A2 >TND L, ROA vy E—TURa—FOlRIZERESNET,

Remote AAA servers unreachable;

Remote AAA servers unreachable;

local authentication done.

local authentication failed.

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

a7 4 X2 lb—T a3y ET—RITAD
iTO

ATvT2

aaa authentication login error-enable

Example:

switch (config)# aaa authentication
login error-enable

07 A VRRERIIA v — U /N L
¥4, T7FNNTIET =TI
o TWET,

ATvT3

exit
Example:

switch (config)# exit
switch#

a7 4 F¥al—var B REKT
L/\i‘a—o

ATV

(Optional) show aaa authentication

Example:

switch# show aaa authentication

BIAVRIEA =V OREEF LR L
ij‘o

E—]

axX &
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pyLns 4 vamessLosqviti [

Command or Action

Purpose

ATvT5

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FlTar 7 4 Fal—rarhk, AX—
NPy a7 Xal—rgila
[:0_ Lij—o

B L-aT4 Ui1T

R Liza /A AT E R L Tae 7 A i ITE2 5T,
AL T EHRETEET,

L9l

FIR

EXRBL-004

VEAT

BRE S M Tcsyslog— NZRLERT D

A RFEREFIT7TIIY

=)

ATy T

configure terminal

1 -

switch# configure terminal

sa— N VEREE— N2 LET,

ATy T2

W28 [no] login on-failurelog

1

switch(config)# login on-failure log

F—‘l'j'r\“/f LALLM 6 IR E STV D
B OF, R UTFEREICET 53T
O))‘ v — U ERRIEW D syslog Y—
TR LET, ZORTTIE, vrA
/9@5&?& ZIR Dsyslog A v &— VU NFR
ShET,

AUTHPRIV-3-SYSTEM_MSG : pam_aaa :
Authentication failed for user admin from
172.22.00.00

GE)
77 LU authpriv 28 6 DA
BIO Linux 7 — R NVEEGEA v &—
DLARTD A v E—T L & HICERREN
£, ZNODBMDA v E—T %
T BN HY5A . authprivE% 3
uﬂﬁ?é%%#%@if

ATvT3

W28 [nao] login on-success log

1

switch(config)# login on-success log
switch(config) # logging level authpriv
6
switch (config)# logging level daemon
6

mﬂ’r“‘/ﬁ“ LAULR 6 ICRESNTVD
BDOIH, R UTBRECET 53T
O))‘ v — U ERIEW D syslog Y—
IREERLET, ZORETIEH, vrA
_Ejzijﬁ’é LR Dsyslog A v E—T N
HRINET,

AAA DERFE .



B -—vcecons o Invronse

AmAnEE |

ARV RFERETIVa Y

B8

AUTHPRIV-6-SYSTEM_MSG : pam_aaa :
Authentication success for user admin from
172.22.00.00

GE)

X2 7 LoUL authpriv 28 6 DA,
BINO Linux 7 —FVEBFEA v —
NLBTIO XA v — L EHITFRREIN
T, INDLOBIMDORA v —T %M
T2 BN B 5356, authpriv EA 3
WCRTETHAMENRH Y 77,

ATvT4

(&) show login on-failurelog

1

switch (config)# show login on-failure
log

SBR U 7= BREIE A “/V!Z“—y%syslog“ﬂ'—/\‘
IZEEHET D L OICAA v TFBRHRESNT
WANE I MEFRRLET,

ATy TH

(&) show login on-successful log
{1

switch (config)# show login
on-successful log

) LT-R8RE A v & — U % syslogh—/
IZFEERT D LD ICAAL v T RREINT
WHINE D INERIRLET,

ATvT6

(f£&) copy running-config
startup-config
1 -

switch (config) # copy running-config
startup-config

a7 4 ¥al—T gk, AX—
Ny ary74¥al—gila
I:O“A[/ij—o

A—HTennTA Y

SLo

J0Ov Y DERTE

A2A v FnrTa—r)L a7 4 Xal—vay ET— R TWAZ L 2R LET,

a—WFTlous AT oy JRERE T 5 &, Denialof Service (DoS) BEDEE A
LT, BFERBORELENTH5Z 0 TEET, ZOMEITe—I 18X £— K 22—

WWHEHShET, n /A AR Lca—V 2Ty 735K 50Cnr A0 "I A—=F%

B

ax &

THINE, Z 2R TRIEEFEITLET,
A\
GE)  VU—R93(NUETIE, VE—Fa2—Vorr/Ar Tuy 7 2FETEET,

. AAA DERTE
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FlE

OV RERETIVa Y B#Y

AT w 71 | configureterminal JTa—\ )L a7 4 Xz lb—3a

: EF—RFEBLET

i
switch# configure terminal

Z 5 = 2 | aaa authentication rejected a—¥ETavrTrLoca s
attemptsinsecondsbanseconds RS RA— R B BELET,
i : G¥)

sw'%tch (confilg) # aaa authentication FIFN ORI A INTRA—& ==X
rejected 3 in 20 ban 300 1213 no aaa authentication rejected =

~U REEHLET,
ATy 73| exit F#kE EXEC £— FIZREY £7,
f1
switch (config)# exit
ATwv 74| ({EE) show running config nIA Ly RTA=BERRLET,
fi
switch# show running config
25w 75 |show aaalocal user blocked Tuy s Enta—hL a—FERR
f LETS

switch# show aaa local user blocked

R w 76 |cClear aaalocal user blocked {username |7 n o7 o —b)L 2—HFE 7Y
user| all} FLET,
i - all : 7y 7 &Rz XTou—L

switch (config) # switch# clear aaa local 1—-&-%7 Uiy [/i-@‘o
user blocked username testuser

R T 77 |show aaauser blocked Tay s EnkTRTor—naL a—
151 - el e—h a—HPE2RRLET,

switch(config)# show aaa user blocked

ATw 78| ({£E) dear aaauser blocked{username| 7' 2 v 7 S=+_XCHO—H )L 22—

user| all} FLVE—h 22—V T7LET,

fi all : 7 m vy 7 ST _XCor—hu
switch# clear aaa user blocked username| L—H L JF— K =—H A2 7 U7 L F
testuser 7*0

AAA DELFE
|
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CHAP

AmAnEE |

il

)

GE)  network-admin 3 X OF vdc-admin 7217 23 show B L Nclear 2~ > K& FEI{TTE F9,

WIZ, 20 WORIC 3 [E DO r 7 A CRATR R LIZE BT, 300 Bla—Y 2T n v s
TORTA L NRTA=FeRET DB 2R LET,

switch (config)# aaa authentication rejected 3 in 20 ban 300
switch# show run | i rejected

aaa authentication rejected 3 in 20 ban 300

switch# show aaa local user blocked

Local-user State

testuser Watched (till 11:34:42 IST Nov 12 2020)
switch# clear aaa local user blocked username testuser

switch# show aaa user blocked

Local-user State

testuser Watched (till 11:34:42 IST Nov 12 2020)
switch# clear aaa user blocked username testuser

EHL\HIE<7):¥§-$CU‘1t:

CiscoNX-O8S V7 b =TIl&, Fx L oI Ny Ryz—7@GE7 e b2/ (CHAP) % YHR—
FLCTWET, 27 e hanid, ERERED Message Digest (MDS) /v v = XA H L
7:“;2;%EH {KjA%S fFﬁ’L/w/)/L/;KjAv/;(wunEji_ta)jrm b::/b’(?f U E— FRREY—A

(RADIUS % 721X TACACS+) #i# U T, Cisco NX-0S AA v F~Da—H% 1 /A T
P TEET,

CHAP

7 4L F TlX. Cisco NX-0S 7 /34 A%, CiscoNX-0S T34 A& U FE— K $— "D T8
AU— RRFE7 2 b =L (PAP) #RGEZE# A L ¥ 3, CHAP RAEZIDE AL, CHAP X ¥ —
EAEM (VSA) 3Rk 2 X 912 RADIUS — " F 721X TACACS+ Y — " Z 3R T T 5 MLEN

HYFET,

)

Note  (Cisco Nexus 9K ¥ U — R A A » FIL, TACAAS+ Z%f L CHDF CLI =~ > K aaa authentication
login ascii-authentication % ¥ 74— ~ L ¥ 9723, RADIUS {Zx} L CiEHAR— M LEHA, 774
)V RRBRETH % PAP NA N7 5D X 91T, aaaauthentication login ascii-authentication A A~ F73

N> TOD T L EMRLES, T Lk, syslog =7 —NRRSNET,

ALET,

wIZH &

2017 Jun 14 16:14:15 NO9K-1 %RADIUS-2-RADIUS NO AUTHEN_ INFO: ASCII authentication not

supported

2017 Jun 14 16:14:16 NOK-1 %AUTHPRIV-3-SYSTEM MSG: pam_aaa:Authentication failed from

192.168.12.34 - dcos_sshd[16804]

. AAA DERTE
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W’ DFEIZ, CHAP IZ /4872 RADIUS 3 L U TACACS+ VSA ZRr L ¥,

Table 4: CHAP RADIUS 35 & Uf TACACS+ VSA

AUA—ID |[Ru&—%1|VSA A
'S TES
311 11 CHAP-Challenge | AAA H— 3725 CHAP =—HFIZHEEIND

Fry Lo VahFLET, Jhid,
Access-Request /37 > b & Access-Challenge 7
7y FOWMGTTHEMATEET,

211 11 CHAP-Response | F ¢ L o 2k F 2 5% & LT CHAP = —#
DA LTAEZ R L E 9, Access-Request /™
oy NI THEMLET,

Before you begin

a7 A D AAA ASCII JBGF & ENIC LET,

Procedure
Command or Action Purpose
AT 71 |configureterminal ay 7 4 X¥al— gy EF—RIAD
Example: =7,

switch# configure terminal
switch (config) #

2w = 2 | no aaa authentication login ASCIH FHAFZ LI U E 3,
ascii-authentication
Example:

switch(config)# no aaa authentication
login ascii-authentication

Z 5 = 3 | aaa authentication login chap enable CHAPZRIFZ AN LET, T 7L b

Example: T > TWET,
switch(config)# aaa authentication Note
login chap enable Cisco NX-OS 7:/§/rx_,c\\ CHAP k

MSCHAP (F7-1X MSCHAP V2) Difj
FEEMNITHZLITTEERA,

R T 7 4| (Optional) exit OV 7 4 F¥alb—vary E— REKT
Example: LETS
switch (config)# exit
switch#

AAA DERFE .
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B wiscHaP =11 mscHap v2 BEE OB DL

Command or Action Purpose
R v 7 5 | (Optional) show aaa authentication login | CHAP O e % F L E9,
chap
Example:
switch# show aaa authentication login
chap
R w 76 |(Optional) copy running-config a7 4 Xl —T gk, AX—
startup-config FFyFarz Fal—vavica
Example: E—L %,

switch# copy running-config
startup-config

MSCHAP Z 7=1& MSCHAP V2 FEZEED B N1E

~Af a7 KNFxlrTU Ny Rrz—2@FE7 1 hab (MSCHAP) (&, ~Af 781y 7k
flk® CHAP T, CiscoNX-OS Y 7 b7 =7 |Z, MSCHAP Version2 (MSCHAP V2) Z% %%
LCWET, UE— hRFEY—3 (RADIUS £ 721X TACACS+) %@ U T, CiscoNX-OS A A
F~D2—H a4 IZMSCHAP Z{E T £9, MSCHAPV2 Tix, U E— MiliERADIUS
P — %9 L7z CiscoNX-OS 7 /31 A~D2—W a7 A 203 AR— k &ivEd, MSCHAP
V2 DAIC TACACS VNV —T 5B ETHE. T 74/ O AAA v 7 A VEBEHETIE., RIZEHE
EENTWDEFRAMEASNE T, OV — TV —TRNHESNTWVRWESITE, n—hL
FAPEH S ET,

A\

Note CiscoNX-0S V7 F T =7 1E, RDA v —VEFRTIHENRDHY £,
['Warning: MSCHAP V2 is supported only with Radius. |

TG B —IXERAERA v —TH Y. RADIUS TO MSCHAP V2 OEIEIZ 135
BLFEH A,

F 7 L kT, Cisco NX-OS 7 /34 A%, CiscoNX-0S T /34 2L U T— k P — DT
AU — RFEFEZ 1 k2L (PAP) FBAEZ M L3, MSCHAP % 7-(% MSCHAP V2 ZH %2

T 58 A1E. MSCHAP 3 X OMSCHAP V2 R #—[E A @M (VSA) %38+ % X 9 ICRADIUS
P—REBRETHLENRDHY T,

AAA DERTE
2| I
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MSCHAP = 7-(3 MscHAP V2 ZiEn a5t [}

W DFIZ, MSCHAP (24372 RADIUS VSA Zr LE T,

Table 5: MSCHAP &5 & U* MSCHAP V2 RADIUS VSA

RuSF—ID |[Ro&—% |VSA 5EA
&= 1 7E&S
311 11 MSCHAP-Challenge | AAA H-—/37> 5 MSCHAP % 7213 MSCHAP V2

2—PITHEINDLETF ¥ L VERFFLET,
Z AU, Access-Request /37 > k&
Access-Challenge /37 > h Ol 7 T TE £
D

211 11 MSCHAP-Response | F % L o 2% 9 5 & & L C MSCHAP £ 7=
X MSCHAP V2 — W8 A U7l & fRFF L
F£9, Access-Request /37 v M TLMMMEH S
FHA,

Before you begin

a7 A D AAA ASCII #REF & ENIC LE T,

Procedure
Command or Action Purpose
R T w 71 |configureterminal a7 4 Fal—ar EF— RIZAD
Example: £7.

switch# configure terminal
switch (config) #

Z -+ = 2 | no aaa authentication login ASCII §8GEZ 22 L7,
ascii-authentication
Example:

switch (config) # no aaa authentication
login ascii-authentication

AT 7 3 |aaaauthentication login {mschap | MSCHAP % 72(% MSCHAP V2 i%7E% A
mschapv2} enable M LET, 7740 FTIRENI 2o
Example: TWET,
switch (config)# aaa authentication Note

login mschap enable

Cisco NX-OS 7 /34 AT, MSCHAP &
MSCHAP V2 Ol 5 =BT 5HZ &

IETTEEHEA,
2T w T 4 | exit a7 4 Fal— gy BT— REKRT
Example: LE9.

AAA DELFE
|
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B wrrs—icomasaomE

Command or Action Purpose

switch (config) # exit
switch#

Z v 7 5 | (Optional) show aaa authentication login | MSCHAP % 7-1% MSCHAP V2 O E %

{mschap | mschapv2} FTELET,
Example:
switch# show aaa authentication login
mschap
AT 76 | (Optional) copy running-config FETar 74 ¥alb—vark, AX—
startup-config PPy ar T Ral—varica
Example: E—LET,

switch# copy running-config
startup-config

LDAP H—/\T® AAA 0] D% E
LDAP — "DF 7 /L kD AAA ] FREBETXE T,

Before you begin

LDAP Z N LET,

Procedure
Command or Action Purpose
R 71 | configureterminal Ja—r\L Ay 7 4 Fal—g
Example: EF—FEBLET

switch# configure terminal
switch (config) #

R 772 |aaaauthorization ssh-certificatedefault { | LDAP 4—/"DF 7 4 /L b D AAA 1]
group group-list [none] | local | none} FRABELET,

Example: ssh-certificate % — 7 — FI%. FEHIER
o e enietier  |WEEH LI LDAP e i3 0
1dap2 VAR ERELE T, 7 74 /L hDOFFA]
L, 2—WFIZED YTl — okt LT
Falanfca~r ROV A NThHua—
JIVEFRI T,

group-list 5145121, LDAP H—/3 7 jL—
Tl AN AT 72U 2 M EfRE
LET, ZOTN—TFIZET 25—
® LT, AAAFRI DT DT 7 AN
ToivET, local F Tk, ve—A1

. AAA DERTE
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FIAL O MATHY T4 v EROBEE |

Command or Action Purpose

T AR R B FEEEHA LET, none
FATIE, AAA FREDEH S &
INTHELET,

AT w7 3| exit Ja—r L Ay T 4 el —g
Example: T FEHRTLET,
switch (config)# exit
switch#

AT 7 4 |(Optional) show aaa authorization [all] | AAA FFA[REEF R LE T, al F—

Example: U—RERET D&, 774/ MERE
switch# show aaa authorization ’T\‘é—sﬂi‘a‘o

R 75 | (Optional) copy running-config FiTar74Xal—vark, A¥X—
startup-config PPy ar7a¥al—vavica
Example: E—LET,

switch# copy running-config
startup-config

Related Topics
TACACS+ DA x—7 L4k

TIAILEDAAATHOT 4 VT ARDERTE

CiscoNX-08 V7 N7 = 7%, T H 7T 42 712 TACACS+ F R & RADIUS HH % H AR — K
LE7, CiscoNX-O0ST /A AL, 22—V —DT7 IV T 4T 4%, THU T 47 La—F
DFEXTTACACS+ 72 IXRADIUS EX = U7 ¢ Hh—N—ZLR—FLET, ET IV T«
Y7 va—RiZ, T T 4 7 RHE (AV) OSXTRA-TEYD ., T AAA T —

RIS E T,

AAAT T T4 T T I7T 4 71T 5D E, CiscoNX-OST /31 AF, ZNHDREMEET
T4 La—RELTHRELETY, 207 rTF 407 La—RiE, Exa )T~
Y—REDTHO T 4T 0 IS E T,

FEDT T 4 T HREERT DT 740 PR A MEAERTEET, kOFREE
WHIENTEET,

RADIUSH—/\ F)L—TF
RADIUS % — D7 a— ) F— LV EFEH L CT T T 4 T EITVET,
EEINF=H—NTIL—TF
FBE &N 72 RADIUS F721% TACACS+ V=N I N—T%EH LT v T 4 T kAT
WET,
a—Ah
=N DL—YLENIRNAT = R T —F X=X LTIV T 4 T EITWVE
7

AAA DERFE .
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B 7o+ romarnyvssosstons

A\

AmAnEE |

Note

=R T N—TREESNTNT, TOF = T —TRIEE LI WA,

0= T = R ANPGRS E T,

Before you begin

WBEIZIS U C RADIUS £ 7213 TACACS+ — R L —T7 %2 RELF T,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

AT 4 X2 lb—T g ET—RICAD
S

ATvT2

aaa accounting default {group group-list
| local}
Example:

switch (config) # aaa accounting default]
group radius

TIHNNDT AT T 4 o T HRER
E]\/ij‘O

group-list 51 ZIE, Z—T 4 A A—
ATRY>72 YV A MERRELET, 7
N—T40E, RO LS ITHELET,

s radiusRADIUS H—/ 3D 7' 7 — 3L
TR LT AT 4
PITWET,

+ named-group : TACACS+ ¥—/\F

721% RADIUS H— D4 Fifd & 4
Ty NIRT AT 4 TIER
SNET,

local FRUTr—H )L F— X _X— X A
HALTT oo T 0 v 75TV ET,

T TN NDOT T 4 T HAUR,
local TF, ZHFH—/3 Z— T W
HERE SN TWRWES, EIETRES
NIZT RTOYV—R T—T 05 RE
DL TGRS ET,

ATvT3

exit
Example:

switch (config) # exit
switch#

a7 4 F¥al—vary ET—REKT
L/\i—g’_qo

. AAA DERTE

57 v kT
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Cisco NX-0S 734 (=& % AMA H— i vsA R ]

Command or Action Purpose

25w 74 | (Optional) show aaa accounting FIHAINEDAAAT I T 4 T )
Example: KOBEZEFRLET,
switch# show aaa accounting

A5 75 | (Optional) copy running-config Ffar T Rl —L g E, AA—
star tup-config NPy T ar7 4 ¥al—vaia
Example: E—LET,

switch# copy running-config
startup-config

Cisco NX-0S 7/\1 RIZ & % AAA H—/\D VSA D {E

VSA DHEE

VSA DRz

R —EAEME (VSA) ZHHL T, AAA — 3 ETO Cisco NX-08 = —V% m— LB LW
SNMPV3 /XT A —Z ZHgETE £7,

A v H—3y MENFERIAEZES (IETF) 2, *y hU—2 77k A #—,3L RADIUS
P — RO/ TO VSA OBEDO =D O TR EHET HIEMEEER L CWES, IETF (XJEM: 26
EHEALET, NU¥ =X VSA i LT, — i Hiiicidil & 2 il B ofkiREYEZ 3
R—hT&FEJ, YATORADIUS E2#x, ZOMETHR I N ZEHA LT, 120X
VE—EEA T a B R—RFLTVWET, YAaDORXUX—IDIE9, PAR— S DHA
Tar DR — B ATF 1 (LRI E cisco-av-pair) T9, fEIZROEAXDOA NY 7T
T

protocol : attribute separator value *

protocol [ &, FFEDF ] Z A T2 FKT T A ADJEM T, separator (T, LAHBMEDLGIL= (55
7). AT a v OREOEEIT Y (TAZYAZ) T,

CiscoNX-OS 7 /3A A CTOFEFEIZ RADIUS =2 HT 25613, #FrERREO2—HRE
PEZBIERER L & HICKT X 912, RADIUSY— NMZIRADIUS 712 h 2L CHIRLET, 20
PRI RIL, VSA THRESNET,

WD VSA 7a ka7 g 0, CiscoNX-OS V7 b7 =7 THAR—FENTWET,

Shell

a—W a7y A ERETRMT D access-accept /N7 v N THEHENL T 1 haj,
Accounting

accounting-request /37 > N CHEH EN 571 b AL, HICAX—AREENLTWIGLE
. ZHESIABFTHA T I,

WDJEMEMN, CiscoNX-0S V7 b =7 THR—F I TWET,

AAA DERFE .



. AAA H—/\ ET® Cisco

AmAnEE |
NX-0S D1 —4 O—/L#& & U SNMPV3 /85 X — 4 DIEE

roles
a—HFIZE DB TH N T R TOe—LO—ETY, 74—/ N, Fr—74%%E1
TR STV A MDASTZA N 7 TT, T2& 21X, =—9 72 network-operator 35 LT
network-admin ® 2 —/L{ZJE L CWAE. fE7 « —/b RE network-operator network-admin
7 F9, 2OV T EMEIE Access-Accept 7 L — LD VSA BB ICHMI S 41, RADIUS
=B EINET, ZOFEMEXshel 70 F I UEE ZIFHHTEEI, KwIZ, B—
VMR 502 R LET,
shell:roles=network-operator network-admin

shell:roles*network-operator network-admin

RIZ, FreeRADIUS THAR—hsh o v —/VEEOHIZRLET,
Cisco-AVPair = shell:roles=\network-operator network-admin\

Cisco-AVPair = shell:roles*\network-operator network-admin\

Note VSA % shell:roles*"network-operator network-admin" % 7= (3 "shell:roles*\"network-operator

network-admin\"" & L CIEEL7GE. TDOVSAZA T v a Vgt LT 7 73 ES
N, oy 2a TS 2F 0@ ERL £,

accountinginfo
HHED RADIUS T U T 47 7a ha)VilEGEnd @i L bic7hv 407
HREKNLET, ZOBERBHEINDIOIE, A4 vF EORADIUS Y 747 > bhnb
® Account-Request 7 L' — A D VSA I /pNZT T, TR, 7horTr 47 7a
k2 )VBE O PDU TLAMEHA CT&E 8 A,

AAA H—/\ET® CiscoNX-08S D1—45 O—J)LHE LU SNMPv3 /85 A —S2 DIETFE

. AAA D

AAA Y —/3"T VSAcisco-av-pair Z I L T, IROEA T, CiscoNX-OS 7 /31 AD 2 —H 1 —
Ny BT ERETEET,

shell:roles="roleA roleB .."

cisco-av-pair JBEMEIZ T — /L A7 2 g VEIRE LRSS EDT 7 4L O —% 1 —uid,
network-operator T,

SNMPV3EMEIT, ¥ = /VEBMEORTE ZIZBOWTRNCE LD E T, RO X 52 SNMPv3 #23
ETTAN—=Ta haV@ghERETHIE B TEET,

snmpv3:auth="SHA” priv="AES-128”" shell:roles="network-admin" shell:priv-1vl=15
shell:roles="network-admin" shell:priv-1v1l=15 snmpv3:auth="SHA” priv="AES-128"

SNMPV3ZREE 71 F 2 LIS ETEX A4 7 a F. SHA L MD5 T3, 54 32— 71 |k
IVZHRETE 547 v 3 »id, AES-128 & DES T, cisco-av-pair BYEICZ N HDA T > 3
VERELRNSTGAEDT 7 4V FOFFET 1 h 2/LiE, MDS5 & DES T,

E—]

axX &



| AAR Dz
w427 051 ooz ]

X7 004 UBEREDERTE

A4 2 INSA—8DRTE
FREMED & B — A hE (DoS) WM SINHEIC, FNLEO e 74 U iiTE BE)
Wz 7 e w7 L, EEBOEGGRITO KRB R SN 55 MM 2 EHT 52 &7 o
I aF VKHBERSEL LIS, ul A RT AR ERETEET,

\}

GE) ZOOBEEIZ. VAT L AL v F A== ELTHAE, I3 AA T u ARHEE L
BAICHESLET,

\}

(GE)  login block-for 3 X OV login quiet-mode =7 4 ¥ =2 L— g VE— RKa~y Rid, i
system login block-for 33 X 0% system login quiet-mode (Z4 RN A E S E Lz,

FIE

AU RFERET7TIV3 Y B#J

R w71 |configureterminal Jua—) a7 4 X¥al—gy

: E—FZBBLES

f5l
switch# configure terminal

R 7w 7 2|[no] system login block-for seconds T — I ARELET, T3To
attemptstries within seconds Bl OEFHIL 1 ~ 65535 T,
B 60 FOBAPIC 2 [1 2 77 o 3R A SRl L
switch(config)# system login 725 I 100 B OFRFEE— NIZAD LD

block-for 100 attempts 2 within 60 12 A A /?%%ﬁﬁzﬁ‘éfﬂ%ﬂf\‘ LE+

Zoavr REANNTH L, TelnetE 7o
IZSSHE T L7z _XTon 74 U ildfT
L I RICES SRES, T2k
2 @y hm—1L YR b (ACL) b,
system 2~ RBA SN ET,

(6=3))

v 74 v a<wr R AR,
ZOaxy Re AT LHMLERSY £
7

AAA DELFE
|



B 255 evraonm

AmAnEE |

ARV RFERETIVa Y

B8

ATvT3

(f£&) [no] system login quiet-mode
access-class acl-name
51 -

switch(config)# system login
quiet-mode access-class myacl

FHRE— NICOIW b b L&, AA v
FICHEH S D ACL 2R ELET, A
A > FREHEE — R/ > TSR,
TRTOr 7 A CERBES S, EH
TE BT L — LR O D I
27 9,

ATv74

(f£&) show system login [failures]
1 -

switch (config) # show system login

Q7 A RT A= EFRRLET,
failures 47> a %, Lo/ o
VRITICEEE T A EROAEFR R LE
K

ATvTh

(f£&) copy running-config
star tup-config
1 -

switch (config) # copy running-config
startup-config

EfFar 7 4 X2l —ark, AX—
Ny a7 s ¥alb—vgila
[:O‘_ Lijﬁo

A—H 0540ty a > nHR

a—P1IANHEZYDOHEY DR A vy a r ORREEHIRTLZENTEET, 2
kY, 2—REEORE Ry a v EFSOZ L2, ARh72SSHE 7= i3 Telnet &
AT VAT AREZ—FORIEN X2 VT AR LET,

FIE

ARV RFERERTIVa Y

B8

ATy T

configureterminal

1

switch# configure terminal

Ja—N)L a7 4 X2l — g
T—FERWBLET

ATy T2

[no] user max-logins max-logins

1 -

switch (config) # user max-logins 1

a—H 1 ANH7EY O KEa 7 A B
tyvaBEHIRLET, EETED
FHHIZ1~7TT, RRKr 7 A UHIRE
LIZRETDHE, 2—F 1 AbHZV D
Telnet F£721% SSH & v > 3 2% 1 1Tl
REnET,

()
HESNTZa 7 A UHIRIL. T
a—HIZEHINET, Hx D —5F
WCRRHHIREZRET HZ LITTEE
HA,

. AAA DERTE



| AR dEE

nzo—rogsosR [

AU RFERETOVa Y

B8

ATvT3

(f£&) show running-config all | i
max-login

2—Y 1 AHT-Y OFEKFERE Y g
BAEFRLET,

1

switch(config)# show running-config
all | i max-login

ATy 74| ({£E) copy running-config Firar74X¥al—vark, AX—
startup-config Ty a7 44Xl —g0la
1 - E-LET

switch (config) # copy running-config
startup-config

INAT— FDRSDHFIR

FIRr

=P RRT— FDOE/NREERRAKERZFIBTCEET, ZoMEEAERT L. 22—z
INAT—RDOANE®HTHZET, VAT LDEX=2Y T 0 2L TEET,

1R BHEIIZ

IRAT — ROREDOMeR A2 AT 5121, password strength-check =~ > K% 4% /2
NHYFET, NRAT—RFOREIZHIR LN, NAT—RBEF = v 7 2G0T, 2—3
DHIR SN2 B EOHPANIZ/RWSIRA T — REATTHE, 2T —REREINETH, 22—
T IBMERENET, NAV—FOEZZEH L, 2—F 7o MAMER I &
T BT, NAT—=RBETFT =y 7 E2GHL, "RV —RORIZHIRT 20N H D
£,

AT RFEEETIV 3 Y Br
AT w 71 | configureterminal Jua—\)LarJZ 4 Xal—gy
%l - ET— RZMBLET

switch# configure terminal

ATvT2 [n_o] user passphrase {min-length 2= RRAT— ROf/MNEFEITRK
min-length | max-length max-length} EZHBLET, 2T — RO/
i - 4~12TLFITTH M TEES, A
switch (config) # userpassphrase ;<t7h4}$0>ﬁ%j<f%&i 80 ~ 127 j[ﬁ37f
min-length 8 max-length 80 Tfo

ATw 73| ((£E) showuserpassphrase {length| | = —H 2T — ROK/NEERAKES
max-length | min-length} FrLET,

1

AAA DERFE .
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AmAnEE |

ARV RFERETIVa Y

B8

switch (config) # show userpassphrase
length

ATvT4

({EE) copy running-config
startup-config
i

switch (config) # copy running-config
startup-config

Effar74Xalb—vark, AF—
Ny 7 argaXalb—va il
I:o%[/jz—é—o

A—HZDNNAT)— K a7 04 x2—T )Lt

=PI LD 2 =P HATRIIANAT = FANEZERT D L DIT,

FIE

ALy FERETEET,

ARV KRFERRETY Va3 Y

=)

ATy T

configureterminal

1

switch# configure terminal

Ja—nR) a7 4 F¥al— g
T FEIBLET,

ATy T2

password prompt username

1

switch (config) # password prompt
username
Password prompt username is enabled.
After providing the required options
in the username command, press enter.
User will be prompted for the username|
password and password will be hidden.
Note: Choosing password key in the same
line while configuring user account,
password will not be hidden.

password A4 7" =3 VU EAFIT T
username =¥ > & 7213 snmp-server
user 2w RBE AN EIN#%IZ, =—
FIZHF L TRAT— RANERO T &1
T NeRRTHLOAAL v TFERELE
Ty TP PRAT LTIAT — RiFIER
RIZSNET, ZOMREET =7
2T 51t ZDa<wy RO noBEk%E
EHLES,

ATvT3

(f£&) copy running-config
startup-config
1 -

switch (config) # copy running-config
startup-config

FFar 74 Xal—arvk, AX—
Ty a7 X2l —g0la
I:O*‘Lji—g«o

RADIUS F 7-(% TACACS+ DHEME DR TE

AA v F LRADIUS £ 7ZIETACACS +H— O U £ — hRFEB LT B U T ¢ > 7 ICE
ETLIARWEIL, WEERTHLIZOHFFRICT OLERDHY £9, ZhbD{bahiz

HHWE O ERITIL,
TUE LE3, SHA256 > 3 = =0,

D

. AAA DERTE

radius-server [host] key 35 & (M tacacs-server [hostlkey =2~ > N& 2%
Wb SN G RE LR T DT DI S E



| AAR Dz

FIE

n—hLAATAYL Ty nsnE=2yv5e5u7 |

AR NFERERTOVa Y

=)

ATy T

configureterminal

1

switch# configure terminal

Jua—n)aryZ7 4 xXal—gy
F—FzfmLET

ATv T2

generatetype7_encrypted_secret
1

switch (config) # generate
type7_encrypted secret
Type-7 (Vigenere) Encryption,

Use this encrypted secret to configure
radius and tacacs shared secret with
key type 7.

Copy complete secret with double
quotes.

Enter plain text secret:
Confirm plain text secret:

Type 7 Encrypted secret is : "fewhg"

F%— %A 77 TRADIUS 721
TACACS+ DA ME LR E L 4, I
HEDANT) % 2 [FESCTRO HivE
T, BEIE, AT 5 EIERRITARD
T W, B fbSioN—Ta oOfik
BNRRINET,

GE)

T L—r T XA N OWEF RO S
N=a U EJIRERLTEBE, 20
e B L SN G ME LR ET D
ZENTEET, ZORRITI,
radius-server [host] key ¥ L O
tacacs-server [host] key Z £l L £ =
v RERITLET,

ATvT3

({£#&) copy running-config
startup-config
il -

switch(config)# copy running-config
startup-config

FEfra 74X al—rarir, AX—
Ny a7 42l — g0l a
vE—LF9,

O—AJILAA A7 Ao T4 90F=ZARY 58D

)7

CiscoNX-OS T/, Ald, AAAT H O T 4T T IO T 4T 4O —0 vl aEREL T
WET, Zor S ZETE=F VLY T LY TEET,

Procedure

Command or Action

Purpose

&

show accounting log [size| last-index |
start-segnum number | start-time year
month day hh: mm:ss]

THO T 4T aleFRRrLET,
Zoa~<r N, 7740 T
K 250,000 A FDOTHDU T 4T 0

AAA DERFE .
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AmAnEE |

Command or Action

Purpose

Example:

switch# show accounting log

TIMNERINET, a~vr RO I %
BRI 285A0%. sizes| xR L £,
FRE CT& 2 #iPHIZ 0 ~ 250000 /31 T
T, o, v 7 HHOBE—r U AFE
BRI AR E CE 9, PRt
AT w7 ZAOHPAIX, 1~ 1000000 T
T, ThOrT T al T AN
bDOEEDA T v I AFK DR FR
+2I2i%, last-index ¥ —U — K &{#
LT,

ATy T2

(Optional) clear accounting log [logflash]

Example:

switch# clear aaa accounting log

THI T 4T a7 ONKEZ VT
LE 7, logflash ¥—7U— KiZn s/ 7
TV alRFEEINTWDT I T 4
a7 %77 LET,

AAA % 7E DR

AAA DFRTE]

[ A ForvT BT, ROWT D OEEAITOET,

avy kR

S

show aaa accounting

AAAT BT T 4 T DRE
EFRRLET,

show aaa authentication [login {ascii-authentication | chap |
error-enable | mschap | mschapv2}]

AAAGED 7 A R EE R A
FoRLET,

show aaa groups

AAA Y — N TN — T DERIER
FRLET,

show login [failures]

Oy A RTA—RERRFL
F 9, failures4 7> 3 3,
K U7e v 74 R TIC B
THEMOAHER I LUET,

Note

clear login failures 2~ > K
3. BUEOESMMNO R 7
AR AE VT LET,

. AAA DERTE




| AAR Dz

AAA @

IV ErL N |

avy kR

S

show login on-failure log

syslog —/NZ%F L CREAER
WA ve—T%n V5T 5
LA vy FREESNT
WOHMNERRLET,

show login on-successful log

syslog H—/ N2t L CRERIERK
DA yE—Vhkn ritskd 2
KA vy TFHRBESNT
WHNERTRLET,

show running-config aaa [all]

EfFar T 4 Fal—ay
D AAAREEFRLET,

show running-config all | i max-login

a—H 1 ABHT= 0 O KFER
By valrBERRLET,

show startup-config aaa

AR— T T a7 4¥a
L—3 3 D AAA R EE TR
LFET,

show user passphrase {length | max-length | min-length}

a—Y RRT— RDOfx/NEE
RREZFRRLET,

show user passphr ase sequence alphabet length

L XA T — ROHET
T UV ADRREER L
£,

show user passphr ase sequence keyboard length

Z—P—= RAT— RDF—
R— R o= 2ADRKKES
FKRLET,

151
WIZ, AAA ZRET HH 2R LET,

aaa authentication login default group radius
aaa authentication login console group radius
aaa accounting default group radius

AAA DERFE .



AMA DEE |

B oy isi—somEs

A454 2 N

INAT)— K

T A —FDEEH

WUz, 60FPLANIZ 3B a 7' A BRI L7235 A 100 O #EE — RICAD L O ICAA v
BETHHERLET, ZOFIE, vl A /@%E&%m LEH A

switch# configure terminal
switch(config)# login block-for 100 attempts 3 within 60
switch (config)# show login

No Quiet-Mode access list has been configured, default ACL will be applied.

Switch is enabled to watch for login Attacks.
If more than 3 login failures occur in 60 seconds or less,
logins will be disabled for 100 seconds.

Switch presently in Normal-Mode.
Current Watch Window remaining time 45 seconds.
Present login failure count 0.

switch (config)# show login failures
*** No logged failed login attempts with the device.***

LI, T — NACL OBERI 278 L4, FFERFHT. myacl © ACL 225 DR A RS,
TRTORT A VERPERESNET, ZOFIE, v 7 A ORI RLET,

switch# configure terminal
switch (config)# login block-for 100 attempts 3 within 60
switch(config)# login quiet-mode access-class myacl

switch(config)# show login

Switch is enabled to watch for login Attacks.
If more than 3 login failures occur in 60 seconds or less,
logins will be disabled for 100 seconds.

Switch presently in Quiet-Mode.
Will remain in Quiet-Mode for 98 seconds.
Denying logins from all sources.

switch (config)# show login failures
Information about last 20 login failure's with the device.

Username Line SourceIPAddr Appname TimeStamp

asd /dev/pts/0 171.70.55.158 login Mon Aug 3 18:18:54 2015
qweq /dev/pts/0 171.70.55.158 login Mon Aug 3 18:19:02 2015
qwe /dev/pts/0 171.70.55.158 login Mon Aug 3 18:19:08 2015

J0O2 7 FMEBEDEREHI

WOFHTIE, username 2~ > RANBIC2—YF RNRAT—-RKANFE RO T o7 N E2FRRL,
IRAT—= KNP AN SN0 T2/ T — A=V a2 ERTHEI AL v TFE2RETDH
FEERLET,

. AAA DERTE
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AAA (ZR89

AA zs zemiEs ]

switch# configure terminal

switch (config)# password prompt username

Password prompt username is enabled.

After providing the required options in the username command, press enter.

User will be prompted for the username password and password will be hidden.

Note: Choosing password key in the same line while configuring user account, password
will not be hidden.

switch (config)# username userl

Enter password:

Confirm password:

warning: password for user:userl not set. S/he may not be able to login

WOFITIEL, snmp-server user 2~ 2 RASJRIC2—F AT — NASERO T v o7 &K
AL, D%k, =PRI D27 BT FeRRT DL AL v FeRET D HEERL
3

switch# configure terminal

switch (config) # password prompt username

Password prompt username is enabled.

After providing the required options in the username command, press enter.

User will be prompted for the username password and password will be hidden.

Note: Choosing password key in the same line while configuring user account, password
will not be hidden.

N9K-1 (config) # snmp-server user userl
Enter auth md5 password (Press Enter to Skip):
Enter auth sha password (Press Enter to Skip):

> B
5B INTEER
Z I TIE. AAA OFEEIZET A BIMEHRIC OV TR L £7,
EpER=
BEEIEE T=aTFILRA ML

CiscoNX-OSDF7 A& A |CiscoNX-OST A & A A K

22 54k
v

ZOWRETY R — P INOIFHOFEEE L ILETINTEREIHY A, £2, |—
WFEOEEDOY R— MILEEINTOER A,

AAA DERFE .
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B ey zEmEs

MiB MB®' >

AAAICEIETAMIB|H R — FENTWA MIB #BELBIOF Yo — FT51213. kD
URLIZT Z7EALTLEEW,

ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html

. AAA DERTE
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



