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TN—T R — FT T a UEEEFENCT DT, ROFIEEZFITLET,

ZOMREE WD THENCT 2581E. v—TF 17 77 L— k% system routing
template-security-groups (2R L. A v F &2V m— RTLHULERH Y £, gt F=l
T4 TN—TDEOHROEDE BAEDIMIEL, Ve — R L TIITTEET,

FIE

ARV RFERFTIVaY

=)

ATy 1

configureterminal

1

switch# configure terminal

Ja—\) a7 4 X alb—vay T— KA
Li‘a—o

ATy T2

system routing template-security-groups

1 -

switch (config-if)# system routing

template-security-groups

AL FO)N—TFT 4T TuTd vy A I)VEEHLE
j—o

GE) ZDOFNETIX, copy running-config
startup-config ®#&IZ Y B — RNMET

—é«o

ATvT3

[no] feature security-group

1

switch (config-if)# feature security-group

TN—T R —FF g (GPO) HREEZ AR
W LFET, HREA T 512iE, Tho) L7 4w
7 AEMEH L ET, GPOKEREIX, FEATHFICHER)E 7
ITEMCTEET,

ATv74

show nve peer s detail

1 -

switch(config-if)# show nve peers detail

Details of nve Peers:

Peer-Ip: 1.1.1.1
NVE Interface : nvel
Peer State : Up
Peer Uptime : 1d12h
Router-Mac : 5292.ca60.1b08
Peer First VNI : 101
Time since Create : 1d12h

Configured VNIs
Provision State
Learnt CP VNIs

: 100-101,200-201
: peer-add-complete
: 100-101,200-201

vni assignment mode : SYMMETRIC
Peer Location : FABRIC
Group policy option : yes

TN—TF RY) S — F T a UBHEINIR > TN D
L EMRLET,
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X T4 JIL—TDERK
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TTLET, Z—F A NR—%IRT 5T

ERALELRET 21213, ROFINAEFE
3. WOBHZEREICHAEGDETRETEET,

s INTZ U RARA VM EANEY TRy FDIPVvE T KL AFE TV 7 12w b,
cBEHGESNT-Z RARAV MEAEY 72y bDOIPv6 7 KL A E 21TV 7% v b,

FIE

ARV KRFERERETY V3 Y

=)

ATy T

configureterminal

1

switch# configure terminal

Juau—) a7 4 Xal—ay FT— NELE
Lij‘@

ATy T2

security-group sg-id name sg-name

1 -

switch (config)# security-group 100 name webservers

—BE O ID  sgrid T4 A sg-nameThHHE X =V
T TN—T ek (3B EZ RN LET,

ATvT3

[no] match [connected-endpoints| external-subnets]
vrf vrf-name [ipv4 | ipv6] ip-prefix

1

switch (config-security-group) # match
connected-endpoints vrf vrf blue ipv4
61.1.1.141/32

switch (config-security-group) # match
external-subnets vrf vrf blue ipv4 10.0.0.0/8

switch (config-security-group) # match
connected-endpoints vrf vrf blue ipvé6
61:1:1:2:1::141/128

switch (config-security-group) # match
external-subnets vrf vrf blue ipvé
10:11:12:13::/64

Zoa<wy RiEE, AR BRI FRA v
R F3ANE N7 Ry b)) UV —AD
IPv4-VRF %7213 IPv6-VRF & L 7 ¥ T4~

{7 =k 3 Ny Y Rl = N
)ﬂ L\iﬁ—o

o] V7 4 v 7 A%fH

ATv74

show security-group id sg-id
fi

switch (config-if)# show security-group id 100
Security Group ID 100 , Name 100
Selector Type : External IPv4 Selector

VRF-Name IPv4-Address/mask-len|
blue 10.1.1.3/32
blue 10.1.1.4/32

Selector Type : Host IPv4 Selector

IN—F R — L7 ZEHERLET,
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B /5x~v70km

AU RFERET7TIV3 Y B#
VRF-Name IPv4-Address/mask-1len|
blue 10.1.1.3/32
blue 10.1.1.4/32

DS5RAIYTDER

77 Ay TR DR, ROFIEEZFATLET,

FIEDHE
1. configureterminal
2. class-map type security match-any web-class match ip
FIED ¥
ARV KRFERETI a3 Y B#J
AT 71 |configureterminal ra—sr\ ) ary 74 X¥alb—3iay T— REBlh
{1 LETS

switch# configure terminal

X 7 2 | class-map type security match-any web-classmatchip| 7 5 % < v 7 %#1Epk L £ 7,
1 -

switch# class-map type security match-any
web-class2

match ipv4 udp sport 399 to 402 dport 400 to
403

match ipvé udp sport 399 to 402 dport 400 to
403

Ry o— <y TOER

WY =~y T T 2I10E, ROFIEZFATLET,

FIEDHE
1. configureterminal
2. policy-map type security policy-map class web-class [per mit | deny]
FIED ¥
ARV KRFERETI a3 Y B#J
2w 71 | configure terminal Jsa—s )y ary’ 4 Xab—ay E®— Neb
1 - LETS
switch# configure terminal
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AU RFERETIVa Y

B8

ATv T2

policy-map type security policy-map class web-class
[permit | deny]

WY =~y TEAERLET,

X2 T4 GIL—T#FRALE=EXAUT a2V ST FOER

COFIETE, X2V T4 JV—T%uHTDSGACL (2 +7 7 k) #EKRLET,

IR BRI
X2 VT IA—TEERLET,

FIE

ARV KRFERERETY Va3

=)

ATy T

configureterminal

1

switch# configure terminal

Ta—N)L ar 74X al—ay T— NeBG
L/iﬁ‘o

ATvT2

vrf context vrf-name

1 -

switch (config)# vrf context blue

fRE L72 VRF OWRE — AR L £,

ATvT3

security enforcetag sg-id default [permit | deny]
{1

switch (config-vrf)# security enforce tag 100
default deny

VRF D5fiffil & A2 L E 9,

ATvT4

security contract source [sg-id | any] destination [sg-id
| any] policy policy-map-name [bidir | unidir]
fi

switch (config-vrf) # security contract source 100
destination 200 policy policyMapl bidir

BELFEX2 VT 4 VNV —T70mE 2\ LE
KR

GPO O #& Rk A5

wIZ,

GPO # %I B ET B\ DD show 2~ RERLET,
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switch (config)show security-group id 1000

Security Group ID 1000 ,

Selector Type :
VRF-Name
vrf blue

Selector Type :

Name webservers
External IPv4 Subnets

IPv4-Address/mask-len
10.0.0.0/8

Connected IPv4 Endpoints
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VRF-Name IPv4-Address/mask-len
vrf blue 61.1.1.141/32
Selector Type : External IPv6 Subnets
VRF-Name IPv6-Address/mask-len
vrf blue 10:11:12:13::/64
Selector Type : Connected IPv6 Endpoints
VRF-Name IPv6-Address/mask-len
vrf blue 61:1:1:2:1::141/128 switch(config)

switch (config)

switch (config) # show security-group vrf vrf blue ipv4
Security Group ID 1000 , Name webservers
Selector Type : External IPv4 Subnets

VRF-Name IPv4-Address/mask-len
vrf blue 10.0.0.0/8

Selector Type : Connected IPv4 Endpoints
VRF-Name IPv4-Address/mask-len
vrf blue 61.1.1.141/32

switch (config)

switch (config)# show security-group vrf vrf blue ipvé

Security Group ID 1000 , Name webservers
Selector Type : External IPv6 Subnets
VRF-Name IPv6-Address/mask-len
vrf blue 10:11:12:13::/64
Selector Type : Connected IPv6 Endpoints
VRF-Name IPv6-Address/mask-len
vrf blue 61:1:1:2:1::141/128

switch (config) #

switch(config)# show security-group name webservers

Security Group ID 1000 , Name webservers
Selector Type : External IPv4 Subnets
VRF-Name IPv4-Address/mask-len
vrf blue 10.0.0.0/8
Selector Type : Connected IPv4 Endpoints
VRF-Name IPv4-Address/mask-len
vrf blue 61.1.1.141/32
Selector Type : External IPv6 Subnets
VRF-Name IPv6-Address/mask-len
vrf blue 10:11:12:13::/64
Selector Type : Connected IPv6 Endpoints
VRF-Name IPv6-Address/mask-len
vrf blue 61:1:1:2:1::141/128

switch (config) #

RO show ATV FIE, £F2 T4 ZHEEDFERERTLET

switch (config)# show contracts

VRF SGT DGT Policy Dir Stats Class
Action OperSt

blue 1000 200 policyMapl bidir O web-classl
permit enabled

switch (config)

switch(config) show contracts sgt 1000

VRF SGT DGT Policy Dir Stats Class
Action OperSt

blue 1000 200 policyMapl bidir O web-classl
permit enabled

switch (config)
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switch (config) sh contracts dgt 2000
VRF SGT DGT Policy Dir Stats Class
Action OperSt
vrf blue 1000 2000 policyMapl bidir O web-classl
permit enabled
switch (config)
switch(config)# show contracts detail
VRF: blue
Contract source group 1000 dest group 200
Policy: policyMapl Direction: bidir
Stats: 0
Class: web-classl
match ip

Action: permit

OperSt: enabled
switch (config)
switch (config) show contracts policy policyMapl
VRF SGT DGT Policy Dir Stats Class
Action OperSt
blue 1000 200 policyMapl bidir O web-classl
permit enabled
switch (config)
switch (config)show contracts vrf vrf blue
VRF SGT DGT Policy Dir Stats Class
Action OperSt
vrf blue 1000 200 policyMapl bidir O web-classl
permit enabled

switch (config)

switch (config)# show run security-group

!Command: show running-config security-group

'Running configuration last done at: Fri Dec 8 12:23:52 2023

!Time: Fri Dec 8 12:27:09 2023

version 10.4(2) Bios:version 05.50
feature security-group

security-group 1000 name webservers

match external-subnets vrf vrf blue ipv4 10.0.0.0/8

match external-subnets vrf vrf blue ipv6 10:11:12:13::/64

match connected-endpoints vrf vrf blue ipv4 61.1.1.141/32

match connected-endpoints vrf vrf blue ipv6 61:1:1:2:1::141/128
class-map type security match-any web-classl

match ip

class-map type security match-any web-class?2
match ipv4 udp sport 399 to 402 dport 400 to 403

match ipvé udp sport 399 to 402 dport 400 to 403
policy-map type security policyMapl

class web-classl
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vrf context vrf blue
security contract source 1000 destination 2000 policy policyMapl
security enforce tag 100 default deny

switch (config)
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