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AU —T A AIPT RLA, F—h U= T RLA BERRALS Y F—Lh VAT N
(DNS) #—/3—%7— kA hF v 79 % DHCP ¥—/3—,

VT RNT T A A=V DA A M=V ERERO T 0 2% BE LT 28 A7 VU 7 F DR
BENTWD TFTP £7213X HTTP ¥ —/3—,

C MBI T RN =T A A=V ERERT A NAPREINTND 1 B EOY—/N—,
* USB AT 54 . POAP IZ DHCP — "—F 721X TFTP — _R— I/ H Y FH A,
R 1:POAP R R T—H AT

Script Script Server
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Script File
Configuration File and
IP Addrass, Gateway, s e Software Images
Script Sarver, and Script File J./" “\i

Default Gateway
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Nexus Switch

POAP XY ) T hDZREHSFHoO—FK

CiscoNX-0S U U — 2R 102(3)F LI, POAP A2 V) 7 N 2R &EICA T yn— RT 54Ty a v
N E£T, POAPHEREZ (A T-7 A ANEE L, A¥— R T v THEND OG220
A, T3 AZPOAPE— RIZA Y, DHCPH—NR—%MEK, A X —T A ZAIPT KL A,
F=tzA, BEOEDNS #—_R—DIPT7 RLAZHEA L THHEZ 7 — AT v 7 LE
9, F2. T AT HTTPS 4 — =D P 7 KL AZEEG L, POAP A7 U 7 N & @4 H
vrua—RLET, ZORZ VT ML, AL vy FIR#YRY 7 by =7 4 A— Lk
TrANEL 70— RLTA VA =)L T&EET,

POAP A7 V) 7 N EEZRIZE 7 v a— R 5I121%, BED POAP &7 3 v IR 2 MLEERN
HY FT, CiscoNX-0S U U —2RZ10.23)F £ TlE. POAPIXIPv4 DIGHIEA T T 3 266 & 67,
IPv6 DGEITA T v a 77 15 EEHA LT, 7—h A7 U7 MEREZHMH L TWE L,

7220, A7 V7 FOREIT http 2 HT S0, HEVLETIIHY £ A, Cisco NX-0S
UU—2102Q)F LI, 47224313 1IPvd DEF 27 POAPRBED VoY a =7 27
V7 MEBREHREL, A7 a 1TERHIPVODRILZ EEFELET, 61, ZhboFT
T a A&, POAP T ZEIRFIETT 7 AN —N"—CEETEET, POAP AT a3 v
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66, 67. 77. BL 15X, Cisco NX-OS Releasel0.2(3)F Chl&fixV AR —hE&nET, &6
W2, A7V a r BELITITEEH L T L8561, KEISCT, Uo7 a a7 +—
Ny F7varb UCTHEHATEET, CiscoNX-0S UV U —Z104()F LARETIX, % =27
POAP HHOE—® pem iEHEDR DV [Z/L— h CA RV L EFHATE 9,

\}

GE) F a4’ LA 7 a 1T OWMTORERILFEEIZSI2 N1 R TT,

F T arBRBIVCA T a 1T THEHATE L 74T Vg o0 TE, RDEZ Vg
Tt L E9,

e 47343 -1Pv4IPvd (3 X—)

e FFa17-1Pv6IPV6 (4 ~=X—)

IPv4
AT a A3 2L, IPvA DIROV T AT > a Y 9,
* option space poap length width 2;

* option poap.version code | = unsigned integer §;

)

GEx) OV TH T g SINETT,

* option poap.ca_list code 50 = text;

* option poap.url code 2 = text;

N

GE) oV 747y g FSETT,

* option poap.version code 1 = unsigned integer §;

* option poap.ntp code 3 = ip-address;

\}

Gx) OV TA T gk, IPvd (v 3 43) TORYER—F X
nE7,

* option poap.version code | = unsigned integer §;

)

GE) 73270, 72947 hTOY—R—iFAEOKIEE A X v 7T
LR ESNET,
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IPv4 ORERBNIRD &Y TT,

host dhclient-n9kv {

hardware ethernet 00:50:56:85:c5:30;

fixed-address 3.3.3.1;

default-lease-time 3600;

option broadcast-address 192.168.1.255;

#option log-servers 1.1.1.1;

max-lease-time 3600;

option subnet-mask 255.255.255.0;

option routers 10.77.143.1;

#option domain-name-servers 1.1.1.1;
vendor-option-space poap;

option poap.version 1;

option poap.ca list "https://<ip>/poap/ca filel.pem, https://<ip>/poap/ca file2.pem";

option poap.url "https://<url>/poap.py";

option poap.debug 1;

option poap.ntp 10.1.1.39;

option poap.flag 0;

}

IPv6
AT ar 1TIE, IPv6 DIROYT AT a RN £7,
* option space poap_v6 length width 2;

* option poap_vé6.version code 1 = unsigned integer §;

\}

Gx) OV TH T g SFNETT,

* option poap_vb6.ca_list code 50 = text;

* option poap.url code 2 = text;

)

GEx) OV TFH T g SNINETT,

* option poap_v6.debug code 51 = unsigned integer §;

* option vsio.poap v6 code 9 = encapsulate poap v6;
IPv6 DEERNIRD LY TT,

option dhcp6.next-hop-rt-prefix code 242 = { ip6-address, unsigned integer 16,
unsigned integer 16, unsigned integer 32, unsigned integer 8, unsigned integer 8,
ip6-address };

option dhcp6.bootfile-url code 59 = string;

default-lease-time 3600;
max-lease-time 3600;
log-facility local7;
subnet6 2003::/64 {
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=27 PoAP D4y k7—2 B4 [

# This statement configures actual values to be sent

RTPREFIX option code = 243, RTPREFIX length = 22

Ignore value 22. It is something related to option-size RT_PREFIX option length.
lifetime = 9000 seconds

route ETH1 IPV6 GW/64

# metric 1

option dhcp6.next-hop-rt-prefix 2003::2222 243 22 9000 0 1 ::;

#ipve ::/0 2003::2222

#Another example - support not there in NXOS - CSCvs05271:

#option dhcpé6.next-hop-rt-prefix 2003::2222 243 22 9000 112 1 2003::1:2:3:4:5:0;
#ipv6e 2003::1:2:3:4:5:0/112 2003::2222

#
#
#
#

# Additional options
#option dhcp6.name-servers fec0:0:0:1::1;
#option dhcpé6.domain-search "domain.example";

range6 2003::b:1111 2003::b:9999;
option dhcp6.bootfile-url "tftp://2003::1111/poap github vé6.py";
vendor-option-space poap v6;
option poap vé6.version 1;
option poap vé6.ca list "https://<ip>/new ca.pem,https://<ip>/another ca.pem";
option poap v6.url "https://<ip>/poap github v4.py";
option poap vé6.debug 1;
}

ZETPOAP DAy T —Y EH

BALF YA

POAP I, IROX Y hT—27 A4 T T NRNETY,

A VF =Tz A AT VA, F=hU=A T RUA BERFAL Y F— L VAT 4
(DNS) #—/\—%7— k2 7 7% DHCP % —/3—,

VT IRNT 2T A A=V DA A M=)V RO T vt REHZ D POAP 27 U 7 |
Z&ie HTTP H— 38—,

N

G¥) *POAP 27 U 7 N E4&IF T v a— ROYA, TFTP Y —
AN—[XHTTPS H—_—|ZEXMZ bNET, LR ->T,
ZDEDTFTP — "—|ZBHE T 2 NEZwile & X, TFTP
P— 3—% HTTPS Hh— "—¢ LTHIr Z & 25NN TL
7ZE0,

MRV T NI 2T A A=V T 7 ANDPRE SN TND 1 B EDOY—3—,

Cisco 7734 AZ1%, Secure Unique Device Identifier (SUDI) & FEE 5 —E OB 13 H 0 £
T N— U =7 SUDILIE, K51t Wroffit, B4, BIERNGOT —% Ol Z 74 5
A7 EOIERRF — BB TEE T, VR OTXTOT A A, FESUDI T /3 A
AL LTHHESNET, ESUDIT NS ZADGE, 77 AN —"—2Bik T 5720l — |
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CA NV RUVNMETT, 72720, 7740 $—s3—F, SUDI F72idFE SUDI T /34 ADW
THNTHRA N TEET,

INHTRTOMREIZIESNT, ROBEHY TV FONTIunzEHEH LT, POAPAZ U7 K
ERERNTETEY Y a— N T&EET,

e 77 A )b YP—— L LT D SUDI T /31 A

o« 77 A )L YP—R— L LT D SUDI T 231 A

274 Y—\—& LTO SUDI G T /31 R
SUDIZA YR — 355 /34 AL CiscoT /3 AT, LARTORE L (38720 . DHCP ¥ —/3—
IEhttp/tftp TIE7ZR < https DTt T 2 Lo/ £ Lic, 2O F U A TR, LERY 7
NI =T A A=V ERERT 7 A NV EETe 1| DL EOY— "—%fr&, DHCP ¥—/3—& SUDI
N R—=FFTDHA7 VT K $—s_— (HTTPS —/3—) OABRHLIETT,

)

GE)  SUDIIELTLSVI2 AR DA AEHR—FLET, £/, SUDI Y U =— = T hitps ZfEH L7
BRI T — ROLEZERE L, sfip lIBELET A,

R2: 774N HY—N—A VTSRS F v & LTD SUDIRTET I8 R

SUDI-supported Configuration and
DHCP Script Server Software Server
Server (HTTPS) (SCP, FTP, SFTP, HTTP)
IP Address, Script File Configuration
Gateway, J' l J' File and
Script Server, Software
and Script File Images

504174

Nexus Switch

SUDI (T NA ZADT— 7 7a—3kDO LB T,

o BEIT NA R 1L SUDL X TH Y, SUDIFEHEZ BRI T A7-DICHER T AR AT
NV £9,
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77 4n9—n—eLtosumsnF i1z ||

« BB T A A1X DHCP i &2 %45 L £

* DHCP #—/3—{%, https H—/N—DFEM CTREN T A RNE L ET
« TA AUL, FEUED SSL APL 2] L TR AR T v FV 2L LET
 AAEIX M TSUDIZ #RGES 2 Z & TiThnvE

s poap.py DX 7 m— K

T7A4I)LH—/N\—& LTO SUDI 3T /814 R

ZOTFIATIE, =R CANRNY RV ET— b TS AL VA N—= VT DRERHY F
To BRREICIFN— R CANY RABKETY, ZIZ T, BBERY T RT =T A4 A—V LK
T ANEET 1 DL EOY— =LA, DHCP $— 33— HEFT A 2 3 L OFE SUDI
PAR—hk A7 U7k —sX— (HTTPS H—/3—) NPETT,

DHCP # 7 7 —IZi%, /b— b CA /N> RADFIA R RV — R—OFMNE EN T E
9, TN AESUDL VAR — T HM0ERH Y 7, 7 — b T, RIHFT A 2%
FHLTAL—FCARV L EE D a—RLTA A=l L, 77 AP —_"—LiEEL
£, FEITAA ZZREANCT oY a = I T 0LERSH D £,

B3: 774NN Y—NR—A2VITFRF9F v & LTOIE SUDIFIET /N4 R

Benchmark Non-SUDI-supported Configuration and

DHCP Configured Server Script Server Software Server
Server (USB Configured) (HTTPS) (SCP, FTP, SFTP, HTTP)
! =i L
IP Address, Root-CA Script File Configuration
Gateway, l Bundle of l l File and
Script Server, Non-SUDI Software
and Script File Supported Images
Script Server

Default Gateway

504175

Nexus Switch

FEXIE SUDL 34 ZD U —27 7 a—[ZRD LB Y T,

o BT XA AL SUDL KT Y . SUDIGEAEZMIET D72 DN ER N T A AT
NHY FT,

e JL— M CANRYV RLEFEH LT ==& KA M 2F/ T /34 2t SUDI ki T9
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o HBE)T /XA AL DHCP i ZXE LE T

« DHCP ¥ —/3—{X, https ' —/N—DFEM & /L— k CA H— —OFEM TR EN T /34 A2
BELET

« T b TNAA AR T AL RAZEFEL, CANY FAEZRALT, EhE 7 AR X b
TITEMLES

c BT NA ANBT 7 AL B — N—[ZH|F#E L, poap.py #¥Vua—RKLET,

NUFI—VBHEINE=TNAR

JFESUDI HAR—hk 27 YT~ H—=_"—=D)— |k CAIEHEF = —2 77 A VX, XUTF~v—
7 KR S — /3 —@ /bootflash/poap/sudi fs IZEET HMLENH Y £7,

N\

GE)  RUTFHEREAT A ADR— M EEFET 5120, file-server <port-number> =~ > R&flH L
F9, A— 580 (http) A — |k 443 (https) 72 EDOFEAER — ~ OMFEFITHRET T &0,

file-server <port-number> =< > Rix, EFHA L ¥ —T = A A& L Car T oY et 572
a‘j"(‘\ﬂ—o

AW A= THEFEN=T/NM ADEKL% POAP

T X 27 POAP OV 7R — M, B POAPHIEZ X 7oA A—V & L bicHrsnd T /3 A
A TORFHTE E7,

FORA 2N AT POAPBSBE N 72 W A1, LAY —DHCPA v a v A FH LT, T8 &
X 2T POAPEZH R— T AHLWA—Ta DA A—JICBELET, KRIC, 2NHD
TNA A% Y — R LT, 247 POAP #fea i T& £,

BELBLPOAPD S TILa—TFTa29
224272 POAP \ZBT 57 /8w ZIEREINET 512013, RO TFIEEZFEITLET,

1. 73 arB3DIPVADTFNRy T FFo a2 1ICHREL, 723217 D 1IPve DF
Ny FTFoarZHELET,

TNy T AT a0t BINow 72 LET,

2. AL YFBPOAP D1 A I NVEFETTELEIICLET,

3. POAP ZHEL ¥,

4, AT AHEEIL7Z 5, show tech-support poap =2~ > R&FEITL £,
ZDavr Rk, POAP DAT —H A F i3k E #Zr LET,
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poap it I}

POAP O E31t

POAP %, v AT KM R WEEICHAENTRV ET, 7— b7 v 7 O—HL LTETIN

F9, L. PIIRRERFIZ POAP OF L%z /S A /XA TE £9, POAP & /K ftHIIZ AN IZ 3

LA (VAT DR 720 GAETH), Isystemnopoap) 2~ REHTEET, 2=

~ 2RI (R ZRWEE TH) IROEENRIZ POAP 23BAG SN2V K 912 L £, POAP %

AT HIZIX,  Tsystem poap) =~ RE72lE lwrite erase poap] 2~ RZEH L £7,
['write erase poap)] =~ R, POAP 7 7 7 %% L. POAP #HAzhiz L £ 7,

« f5i] - POAP DLl

switch# system no poap
switch# sh boot
Current Boot Variables:
sup-1
NXOS variable = bootflash:/nxo0s.9.2.1.125.bin
Boot POAP Disabled

POAP permanently disabled using 'system no poap'

Boot Variables on next reload:

sup-1
NXOS variable = bootflash:/nxo0s.9.2.1.125.bin
Boot POAP Disabled

POAP permanently disabled using 'system no poap'

switch# sh system poap

System-wide POAP is disabled wusing exec command 'system no poap'
POAP will be bypassed on write-erase reload.

(Perpetual POAP cannot be enabled when system-wide POAP is disabled)

] : POAP DAL,

switch# system poap
switch# sh system poap

System-wide POAP is enabled

5] - POAP D%

switch# write erase poap

This command will erase the system wide POAP disable flag only if it is set.
Do you wish to proceed anyway? (y/n) [n] y

System wide POAP disable flag erased.

switch# sh system poap
System-wide POAP is enabled
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POAP O J4XalL—a3> Ry Th

VAAMbLRE SN DB A 7 Y R TIE, ROBENYR— S THET,
« Ay FEAORTF (U TAERSRE) ZBELET,

e AA v F RIZnx-0s V7 FU =T A A=V NEFEFELRWEAIL. Thaa Xy ra—
FLET, nx-0s f A=V BAA v F EIZA VA P—LER, REIOY 7 — FMRFIFEH &
nFE,

A= REPERENAA v FOREIOY 7 — MEPIEHA SN X ICA TV a—L
Li‘é‘o

« AFZ— T v TR E LT E IRFLE T,

Python 7' &1 7/'Z X » /"5 5 & Tool Command Language (Tcl) Z i U CRH%E Stk A7 U
7 M)*;L/wvznﬁﬁ SNTVWEY, TNHEDARZ YT hoWnWFiung, BHGOFRy NT—7
BORETHAZ~ A ATEET, ROV 7 TPython 27 U 7 MZT7 7 EALT, Cisco

Nexus 9000 'V —X AA v F LD POAP #FA4TTE £7, https:/github.com/datacenter/nexus9000/
tree/master/nx-os/poap,

Python 7' 1 77 X o 7 55k1% CLI Commands Z (T TE 22 DD API A L £, Zhbo
APLIZOWTIE, ROFTHHALET, SO API OF[#k1T CLI 2~ > ROLFHITY,

API BLL]

cli() B STk S0 2 & e CLL 2~ o RO ARAL
HoHHhEIRLET,

clid() XML &V R —+FT5CLIa~> ROBA., Z
D APl =~ R /1% Python 7 ¢ 7 = -
JELTRLET,

Z® APLIZ. show 22~ RO OMIRIZHE
MHET

POAP O J4XalL—a3> Ry TE

Python 7’11 7’7 X V7 SR MM L CHBE SNIMEA 7 UV 7 F O FABRHE STV E
T SN TVWDLAZ VT FE2HL. Xy Y=V REOBEMFZH-T L IICEETLZ
LB LET,

POAP A 7 U 77 K3 https://github.com/datacenter/nexus9000/blob/master/nx-os/poap/poap.py (Z & ¥
i ‘j‘o

Python ZfiH L CAZ V7 N&2ZEET 521X, ZHEHOTZ v b7+ —2L0 [Cisco NX-0S
Python APl U 7 7 L > 2 1A R] S5 L T 7230,
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POAP X% ) 7+ &5 &UPOAP 2o YT+ 4+ T avnim [

POAP X5 Y T rEXLUPPOAP RS Y T AT 3 nFEH

POAP A7 U 7 M & T 281IC., ROBIEEZFITLET,

1. 22V NOECHIA T ar T4 r7aF ) aRELT, vy M7 v AIZEET 5
FTRTCOF T a v NAZ VT MIEENDILH>ICLET, 574V 5% (741D
F7 v a UHEEET) EEEAE LN TLE N,

2. Yl awr s REFEHALT, FRENTWDEEIITPOAP A7 U MO MDS F = v 7
LEWHLET,

f=poap_nexus_script.py ; cat $f | sed '/*#md5sum/d' > $f.md5 ; sed -i
"s/~#md5sum=. * /#md5sum=\"$ (md5sum $£.md5 | sed 's/ .*//'")\"/" S$f

3. TAARIARL = T v TR DDA, FEXRARHEEZFITLTT A, 22 ) m—
FLET,

WHOPOAP AV V7 N A7 v a aHELT, POAPAZ U7 NOBWEEEECTCE LT, H—
NN T 7 A NEX T ra— RTHLEE, AR N, 22— -4, BIORRAT—ROA
Ta VIRETT, N—=YF U T 4 EZRS TRTOE— RTIE, target system image # %
TY o, MAEANRTA=FFIAZ VT ML o Tl S, BENT A= PNFELBRWGE,
7V Z RIS ET, AA M, 2—F—4 BLORT—=FRFERSTXITOLF T3
VN, TIAN MDA T a BNV ET, AT VarT 4y at ) THET Y a VEEE
L2aWGE, T 740 MM SN E T,

s username
P N=nNE T 7 A NEF T a— T 5 LIS 22— 4,
* password
P R—=IE T 7 A N BRI a— T EEXIFHTH AT — ],
* hostname
TrANDE T a— RILOH—_"—DA4FTETZITT R A,
«E—F (Certificate verification mode)
7 7 4V M serial_number T,
WKONT IO T > a v EERLET,
cIN—=VYF T4«
tarball 725 A A v FEE LT 5 ik,
* SERIAL NUMBER

W7 7 ANBERET DAL v T DI TNANES, BR77 AN T NESD
204 conf.serialnumber T3, #il: conf.FOC123456

* hostname
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WK~ 7 A VA ERET HTDIZDHCP A7 > a3 TR o R A M, 7 7
ANDFEA N OERIL, conf_hostname.cfg T3, #i : conf 3164-RS.cfg

°*mac

W7 7 ANV ERET DAV H—T A ADMACT RL A, W7 7 A LD F A
~a DOFEHXUL, conf macaddress.cfg T4, #i : conf 7426CC5C9180.cfg

*raw

W7 7 A N1, 7 a rTHRESNEZEBVIHERESNET, 77 A4 NVLITE
FENEHA,

* location

CDP A N—1%, WL T 7 A NBERET DDA ESNET, k7 7 A LVHND
BT O conf host_intf.cfg T3, Z 2T, host [T POAP A X —T =—A%EN L
TT AL RAHR SNV TNDHRA R THY | intf (X POAP A > ¥ — 7 = — AR S
NTWBHIE—bF A ¥ —T7x2—ZTT, i : conf remote-switch_Ethl_8.cfg

c WBIRAR—R

POAP DHFiE D AFIZ 372 KB AL D A~— A, 5 7 /L ML 100,000 T4, EE =
TYTDOT T T —ROGAE, X—F Y b A A=VDT v 77 L— KRR H Dk
DARA=Y DYV A ZEFTRELET,

* transfer protocol

VSH TH AR — b ATV 2 http, https, fip, scp. sfip, thp e EDERET 1w haL, T 7 ¢
Jb M sep T,

* config path
P R— EORER T 7 A VDI A, i : Atipboot, T 7 A /L b i /var/lib/tftpboot T,
* target_system image

YE— b —nR—nB Xy n—RT54 A—=TDLHT, 2. POAPE T L7211
BETBHA A—TTYd, ZOFTvaid, =V F VT 4 Z2RETITOE— R THHAE
DIRFA—=ZTE, T7x/L0ME ] TT,

* target_image path

P N—= LD A A= ~D/A, i : thipboot, T 7 4 /v b /var/lib/titpboot T,
*destination-path

A A=V EMDS Y 2EF T m— KT 53R, 77 %/ b /bootflash T,
*destination_system_ image

BESITEA A=Y T 7 AN, FBELRWEE, 7 7 4 /L M target system_image 4 (272
D \iﬁ—o

*user_app path
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POAP X% ) 7+ &5 &UPOAP 2o YT+ 4+ T avnim [

2—HP—=2R7 VT ==V b BRI —F = T2 REEI N TN D ——
EDARA, T T v M var/lib/tfipboot T,

*disable md5

ZHUE, MDS F = v 7 BN T MR H DA True T, 7 74/ MI WD R
(False) 1 T9

*midway system image

BHRDOYAT AT v 7T L— RIERT 54 A=V D4R, 7 7 4+/V hTik, POAP A
U7 NMET v 77— RARXZATRERFA A=V O4FTE OT TEMLET, 2B
T w77 L— RTRIOFRHA A—VERIRT 2G5, 2047 va v EZFELET, T
ZxN M T T,

* source_config file
raw E— R&2EHT 25807 7 A VD4 HIL, T 7 4V M poap.cfg T3,

svrf
Zyrm— R LI HF % VRE, VRF |3 POAP 7' 22X »> CHEMICRE SN E
¥, 7 7 4/L bE POAP VRF ERBEA 4 C4,

*destination_config
A rm— KU 2401, 7 7 4 /L M poap_replay.cfg T9,

*split _config first
KRS D MEN D DHET. RAOWEE D IZHEMN T 2400, MRE AT 57
DIz r—FNFp Ll CoB@EHINET, 77 4/4 M poap_l.cfg TT,

*split config second
MR 3 E STV D5EIZ 2 & B ORI 2401, 7 7 4+ /v M poap_2.cfg
<7

* timeout_config

W7 7 ANVDav—p& A4 L7~ (BHAL) . 7740 ME120 T, LI —A
A—=VUANOEE, ZOF T a IMERHESRT, POAP Vet ARNZ A LT U MLE

T, LHV— A A—=VOEA, FTIPIXZOX A LT U heat— JabATER v
A 7T AEHLETR, scpBLOMMOT 0 b2/ WZZDXA LT T heat—7
2 2L ET,

* timeout copy system

VAT LA A=Y DA —DHA LT U N (BHAD), T 7 4L ME 2100 TT, LAY —
AA=VUSNDOEGE, ZOF T a IMERHINT, POAP 72 ANF A LT U M LE
T, VAV —AA=VOHE, FIPIIZDOX A LT U heat— 7k ATEHRL BY
A 7T AEHALETRE, scpBLOMMOT 0 b2/ WZZDX A LT T hEat—7
2 2 L ET,

* timeout copy personality
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N—=YF VT 4 tarball DI E—DX A LT 7 b (FPHALD), 77 4/L MX 900 T, L
VA A=VUNDEE, ZOF T a IR ST, POAP T 0 ANL A AT T b
LET, LA —ARA—DBE, FIPIZZDX A LTV hear— Fat 2Tkl
/Ay 7R FEHLETE, scpBIOMMOTw ha o4 AT hea
v— FavAfEHLET,

* timeout_ copy user
A—PF—Z 7Y S Nz —V 2y N ea bt —T3OX A LT Y~ (BEALD, 7740 b
1£900 TF, L H I — A A—=VUNOEE, ZOF T a 3l SINT, POAP V' rt
AMBALT TR LET, LA —A A=A, FTIPIZZDXA LT 7 ha ot —
Tt ATERr A TR RIEHLETN, scp BLOMO T 1 ha/vIZoX
A LT Neab— o RfEHLET,

* personality path
NR—=YF VT ¢ tarball DF 7o — KD U T— h /XX, tarball NF U o— K&,
W=y F VT 4 Fa AR END L, N=YF U T 114, taball iR EN THIE SNz
ST BRERINC T R TO T 7 A NV EX 7 ra— RLET, 7 74+ /b M /var/lib/tfipboot
‘(“j‘O
* source_tarball
Zyva— Rg 53— F VT ¢ tarball D4R, 7 7 4 /L M, personality.tar T3,
*destination_tarball

Ay vma— REO/NR—YF VT ¢ tarball D4R, T 7 4 /L M, personality.tar T3,

POAP @ DNS 72 L T® DHCP H—/\—Dt vy r 7y F

Cisco NX-0S U U — 2 7.03)I6(1) LAKE. tftp-server-name |£ DNS A7 v 3 72 LTl C& £
. LARTO Y U —ZTDNS 72 L T POAP BEREZ AN T DITIE, 150 DI AZ N AT a v
ZfEH LT tftp-server-address {5 ET HMLENH VY £,

tftp-server-address 47> = A F T 5121, dhepd.conf 7 7 A VDA TR EZFEE L £,

option tftp-server-address code 150 = ip-address;

i

host MyDevice {
option dhcp-client-identifier "\000SAL12345678";
fixed-address 2.1.1.10;
option routers 2.1.1.1;
option host-name "MyDevice";
option bootfile-name "poap nexus script.py";
option tftp-server-address 2.1.1.1;

}

WDENL, IPv6 24 L7 POAP @ DHCPv6 DX EZ R~ L TWVET,

default-lease-time 3600;
max-lease-time 3600;
log-facility local7;
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POAP D— & LTOL—H— F—4, T—Y1o bk, 8&URoUTrogvoa—resm [

subnet6 2003::/64 {

# This statement configures actual values to be sent
# RTPREFIX option code = 243, RTPREFIX length = 22
# Ignore value 22. It is something related to option-size RT_ PREFIX option length.

# lifetime = 9000 seconds

# route ETH1_IPV6_GW/64

# metric 1

option dhcp6.next-hop-rt-prefix 2003::2222 243 22 9000 0 1 ::;

#ipve ::/0 2003::2222

#Another example - support not there in NXOS - CSCvs05271:

#option dhcp6.next-hop-rt-prefix 2003::2222 243 22 9000 112 1 2003::1:2:3:4:5:0;

#ipve 2003::1:2:3:4:5:0/112 2003::2222

# Additional options
#option dhcp6.name-servers fec0:0:0:1::1;
#option dhcpé6.domain-search "domain.example";

range6 2003::b:1111 2003::b:9999;
#range6 2003::c:2222 2003::c:2222;
option dhcp6.bootfile-url "tftp://2003::1111/poap github vé6.py";

POAPD—E L LTHDA—H—FT—42, T—Pxz b, BEXURTY
JrOAHO—KEFEH

FFvar T 42 aF IO T, download_scripts_and_agents A% H 0V £, —H—

Ay VT NeTF—2EFyra— RT 5551, &YIO poap_log T AL NashL, —if

@ download_user_app BN LZH L CKT7 7V r—varv iz vru—RKLEd, &
W CiscoNX-OS "=V a 37 4 L7 U ORJRH At —Z2 ¥R —F L TWiann, £0 X
2727 4 V7 b U iTtarball(TAR 77— A ) IC AT S, AL v F T EfHET 2 0LENH
Y ¥4, download_scripts_and_agents BI5cd /T A —Z 3R D LBV T,

« source_path - 7 7 A /L £ 72 id tarball 238 D5 ~D /S A, ZDNT A —=ZFMHTT,
% : /var/lib/tftpboot

e source_file- v — K457 7 A VDL, ZD/RT A—HTMETT, # : agents.tar,
script.py 72 &,

edest path- A A v F LD T 7 A NZF 70— KT8, URNCFEE LR -T2F 4 L
7 FUDMERESIET, ZHUTEMEARE/2/XT A —X% TF, T 7 4 /v N /bootflash T,

edest_file- ¥ 7o — RL7=7 7 A WIHHT D 40T, ZAUTEMKAIEE/R /X T A — & TT,
T 7 F IV MEIEFE STV source file T,

e unpack - 7 > 2%y 7 O tarball AMFET L0089 AR LE T, I tar -xf tarfile-C
Ibootflash TITWFE T, ZAUFEMEFIRE/R/NT A —H TF, 7 7 4/L MI[WW 2 (False) |
T,

« delete_after_unpack - 7> /3y 7 BWFH L7 H 7 > a— R L7z tarball ZHIBRT 2008
9 )& LET, unpack 23 False D356, 2hRITHY EX¥ AL, 7741 MI [V R

(False) ] T,
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Hou— REREZMHT 5 &, POAP OFEITICHLERTRTOZ—V 2 N e T 7 A NV EHL
you—RTEET, === FEBBT DL, POAPIZL > TH U r— RENTFELT
RERICHERDNTFET ADHENH Y 5, RIZ, =—TY b, A7 Va—F, BEWeron =
Y NU%EEM & L HicfETEET,

POAP ALiH
POAP 7B AIZIFRD 7 = —ANH Y £7,
1. EREA
2. USB Ot
3. DHCP OffiiHH
4. A7 VT NOFELT
5, f A= EDYn—F

INHDT 2 —ANTHE, OB SN AEL 79, KRIZ, POAP ALELD 7 1 —[K %7~
L/iﬁ‘o
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4: POAP 032

+—\'Fes

Boot up nomally with

slanup configuraton.

BREAT7I—X

Begin axisting interactve
salup over seral console.

Does the USE device

Mo

Execute DHCP discovery and
obtain [P address and TFTP
sorver address of where o get
the software image file.

v

Swich downloads he image <

h
&

descovery successiully
and oblaines P address and
TFTP sarvar address whare
POAP seript
file resides.

Yes

¥

Switch downloads the POAP
script file and execuls it

@5 the Swildy
bootflash contain he

noted in the scipt

Switch determinas the

file and downloads it

Switch replays the

confliguration file o
conbgure the swilch.

Configur ation i saved
locally 1o NVRAM.

> name of the configur afion < Yas

mage noted in the
scrip file?

e ]

grEA7z—x ]

TNA ZADERENO TTRATH L, T, ZFREERHIA VA M= SNy 7 by =T A
A—VZu— L, BENMEHT2ME 7 7 AV EZR L ET, T 7 A LR RO R0

7234 . POAP £=— FABBENE T,

BEIY., POAPZTILL THEEDOE Yy N7 v AL E I NEHRT L7 e 7 R RFERS

NEJ, POAPEKRTTHI LY, FfTTDHZEHLTEET,

Y

=)

POAP Z %173 DA, 22—V OHRIEIINEH Y T A, POAP ZHIET 2008 9 &R
5707 ME, POAP LEENE T35 F TR EINFITET,
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POAPE— RZKTTHE, MEDA L ET 7T 47y hT v 7 A7) 7 "B ENE
9, POAPE— R&HATT DL, TXTCORINESRNDA » F—T = A AXT 7 4/ MRET
M x4,

USBHEH 7z —X

POAP 2Bt T 5 L. 7 uvRIT 7B AAFEERTXTOUSB T/, AD/L—hK T 4 L7 |k
U6 POAP A2 V7~ 77 4L (Python 227 U7~ 77 A )L poap_script.py) . ik~ 7
AN, BERVATALE R IV AZ— K A A=V EBRBRLET,

A7 VT N 77 ANNBUSB T /NA A THDOMST28E . POAPIIAZ VT FOFEITEBMG L
£9, 27 UT b 77 AN USB T 31 ZITFLE LR WA, POAP |3 DHCP ORiH A 5
ITLET (BEENPRAELIZEAIX. POAP 3kIE 721X T8 T POAP V't A %EILT 5 F
f\MMP7mkxiumVﬁwmeﬁﬁ%xﬁ’iﬁbiﬁ)o

A7 VTN TRESNIZY 7 N 2T A A—=UBIOAL v FERT 7 A VHFEET D
. POAP X, ENHDOT7 7 ANEHEALT, Y7 MU =T oA A=V L, A v F &t
LET, Y7 b7 A A—VEBIPAL v TFHRT 7 A VD USB 7734 ANTIFIEL 720
B4, POAP X7V —> 7 v 7% LTCDHCP 7 = — R Z AN LB L ET,

DHCP #EH 7 = —X

AA T, BIE SRV DOA H—T 2 A AFE721X MGMT A > ¥ —7 = A A, DHCP ¥ —
N—/1n5H O DHCP A7 7 — % %595 DHCP Mt A v — U2 X ELET, (KROMESR
LTL7Z&EVY) , CiscoNexus A1 v F EODHCP 7 A4 7 M, 779447 MDA 3
VNCAAL v F YT NAEEEMEH LT, EVAKE DHCP — N—(Z#k5 & £ 9, DHCP
P—NR—=IZZDODEFEHALT, IPT RLRARLAZ VT b 77 A N4 EDNEH%Z DHCP 7
AT MIERTIENTEET,

POAP (21, 1% 3600 % (1 F#[H) @ DHCP Y — A28 48 T4, POAP (%, DHCP V) —
W 2B L E 9, DHCP U — X HARI2% 3600 0 (1 i) 127z 72\ 854, POAP (3 DHCP =
Iy m—a U EEITLERY A

*7-. DHCP #hith X v & —Cld, DHCP U — =MW HLDRDOA 7> a 2 EELET,

« TETP $— 34 F 7213 TFTP +—3 7 KL Z : DHCP ¥ — 3% TFTP % —/ 34 ¥ 7~ 1% TFTP
P—/NT KL A% DHCP 7 54 7 v MIH#LET, DHCP 7 A4 7 > MIZ DR %E
fEH LT TFTP —_—CEki L. A7 U 77 A VEZRELET,

e« 7 — N7 7 A4 : DHCP % — NIDHCP 7 A4 7 MIT— b7 7 A NE P F
T, T— b7 7 AN, TFIPY— RN EDT — 7 7 A N~DEENRNANEGENE T,
DHCPZ 54 7 M, ZOBREFEHLTCAZ YV N 77 AN EF 7 a— RLET,

PR Z 7o T85O DHCP A7 7 — 32 fE SN d &, BRUICEIE LIz b OBRZ T AL,

POAP 7't R IR DEEMICER £, T34 A1k, IR & 7= DHCP ¥—/3& @ DHCP % =
vr—gy (BEREFERINE) ZFEITL., DHCP 9 — NI AL v FIZIP 7 FLAZED Y
TET, POAPLE DGO AT v 7 TCT—n3ETH L, IPT KLU AIDHCPIZRE S E
7
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POAP 51 F+3 v TL—475+ |

B A 729 DHCP 47 7 — A E L7 W6, AA v FIEDHCP 3y ——3 = 0 (EK
eSS ZFEITEP. IP T RLAITE D S THNERA,

5:DHCPRE O+ R
v I

DHZPDISCCVER on front-pansal
interfaces or MGMT interacs

m !

Collate and select
DHCPOFFER

—  DHCPOFFER
salected?
-’I-)-

[y

COHCFREQLEST
the selactad OFFER

{ﬁh
-—-’"

_H-H"'\-\..

Yas

the intarfacs in
managamesnt WAF.

!

Configurs default gateway
on the interlaca in
managemant WAF.

'

Corfigure DNE (if any).

|

Speacified script
downloaded.

‘ Configure |P address on

351729

POAP 51+ 32vy TL—U 7k

Cisco NX-0S U U — = 7.0(3)I4(1) LAF&, POAP %, HE L7 — bD 1 2DOE#%IZH 5 DHCP
= N—FRHL LD L LT, A= FE@caEILET, DAL, 7v—2 70U =71
DY R—h SN TWehoTo728, POAPIZfEH S 415 DHCP $r— N—{(Fl@ i O 7 — 7 VI
VR TAMENL D E LT,

POAP X, EOT7 VLA 2777k ~v 7 (72 Z1E, 10gxd, 50gx2. 25gx4, F721F 10gx2) 7
DHCPY— N\—ZH 3Nzl v 7 ZRET 5202 RELET, EOR—FTHLT LA 7T
FARHAR— R SINTHRWES, POAPIZX AT I v ) T AT U N TrERERAF T
LET, 77— 7 U MA—T7R5%ETT 5L, POAPILEK £ DHCP#MH 7 = — X & AT
LET,
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B xrirozrrz—x

\)

GE) HATFTIv I ToA 77T bOFEMIONTIEL, T ADA L Z—T = A AERITA R4S
LT ZEN,

AT rOEFTIz—X

T XA AN DHCPHERISEDEREFEH L CT A, ABEEZ T — AN T o T LIZH T, A7
U7 R Z7 AN TETP Y — =8 v o— RENET,

AL vFIE, ar74Xal—var A2V REFEITLEST, ZHICKY, YT R =T
A A=VDOF T a—REL VA =L, BIUOAAS v FEAFOa T 4 FXal—ar Ty
ANDE T a— RRfThbhET,

72720, ZORERTIE, M7 7 A VIEAAL vy FICEA S NEFA, A1 v T ETBIEFETH
DY T NT2T A A—=VDBERT 7 A VHNO—ED 3~ REHR— KL TORWATREMEN H
H12DTT, HILWI T MU 2T A A—=UNA VA M=V ENTHE, AL vTFDY T— i
WZEDY T "N 2T A A=V OFATRBENE T, TORRTAL v FIZar 7 4 Fab—
varvPmEAInET,

)

GE)  AA v FoEwR SN LE, A7 VT MIMEFIEL, A vy FEAIVPFTALDOY T vy =T
AA=VET = T 7 EKE ) m—RNLET,

AR F=)LEO)O—FK 2z —X

ZA v FRFREL, Ty —RENEY T NI 2T A A=Y ETary7 Fal—3
YA (Vv A) SnET, TOk, A vy TFIE, FATar 7 4 Fal—Ta U EARASY—
Ty ar7 4 FX¥al—yglar’—LE T,

POAPv3

PowerOn HEh 7 n vy a =7 /R— 9 3 (POAPv3) %, CiscoNX-0OS U U —2Z 93(5) T
WASHE L, ZOKEEHEHATSE, POAPES LTI A4 A, RPM, BLOGEHEL
A VA R—=NLTEET,

POAPZ/TLCT A A, RPM, FITFEHEEZ A VA b—LT5121F,. ROTFNEEZFEITL
F7,

1. Ry 72 20V T NEFELBNC LT, POAP b — =17 3 VEZEEKRK L ET,

2. AVAN—NTEHT 7 ANEGT yaml 720X yml 7 7 A VEAERRLES, 77 A VAR
<serial-number>.yaml £ 721X .yml IER IZEZFENTNDH Z & EfHER L T EE 0,

3. yaml £720X .yml 7 7 A /LD MD5 F = v 7 LEERR L E T,
4. yaml 7 7 A VOERBKROBERIZBTND Z L 2R L TS0,
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roar3 ||

Version : 1
Target-image : nxos.9.3.4.bin
Description : Yaml for box XYZ12345 poap provisioning. N9k Leaf mode box
License : [licensel.lic, XYZ12345/license2.lic, folderl/license3.lic]
RPM :

- rpml.rpm

- patches/reload/rpm2-reload.rpm

- rpm3.rpm
Certificate : [sshl.pub, XYZ12345/ssh2key.pub]
Trustpoint :
CAl :
cert_1.pl2 : passwordl (priv_key passphrase)

XY712345/CAl/cert 2.pfx : password2
CA2 :

CA2/XY712345/cert 3.pl2 : password3

5. yaml¥—7U— KX, EfROBIIRENTWLERE —EHTH2LERH D Z LITERLTL
7ZEU,

6. TXRTOT7 7 ANEEY /2R ACHELET,

7. install path B AE4HTE LT TAESEROT7 4 VA NEE SIS /3A L LT POAP
27 VT N EEHLET,

WD U A NI, POAPV3 IZBIET B H A KT A4 LHIBRFEEZ R LET,

*YAML iZ, 56025707 T IV TEEDOD, ARGATHRTE L7 —% U7
JAVFEYERIS TF, YAML iX YAML Ain't Markup Language Ol T, Z D7 7 A VERXT
7 7aPFE RFa A PTHEAENET, 26D RFa A MITL—r 7 F X M
THRAFSH., . yml JERF 2N BIMENE T, YAML (X7 7 A VBT, yml X7 7 A VK
BT

¢« YAML {Z JSON D Z— 8%—t v FTh Y, YAML S—H—[F JSON Z#&ik L £9., YAML
77 ANMERIT, FHART, T AL MR, BEEREBLICER SN ET,

s yaml T5 & STV 5 Target image (X, POAP 27 UV 7 FNTEL SN TN D
target system_image /N ANZDAHRFFT HMENH Y £, yaml 7 7 A /LD Target image T
X, MR SRR — RS TOER A,

« yaml & .yml O )7 OIFEMEEEN VR — F STV ET, 26 OILEHKEO W%
T EEBINT AT arRNbH ET, A7 a VEBRIRLRVEA. <serial>
yaml JEIE D RANCEAT S, KRIEL725ATE. yml BB E I ET,
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« HER T 7 A L L RIERIC, yaml/yml @ MD5 7 7 A L BLETY, 7272 L, disable mdS 723
[True] OHFE. yaml/yml O MD5 7 7 A VI EH Y FH A,

o TRA AD yaml 7 7 A B EONG WA Tinstall path] 73 POAP A2 U7~ 77
ANVTRESNTWETA, POAP V—7 7 a0 — (I ERDASATHEITESNET, DF 0.
RPM, 74 A, BIUGEHFED A X h—/VIIITONVEE A,
e A A= Uty ME RPM A A h—/L &I L7z PoAP 7% Day-0 LISt D)1 A
TERITSNDHGE, HEXIAAHEELY bELINET,
« ISSU (X, PoAP fEH TH LA A —VICBET57200H LT 7 4L T,
luse nxos boot] ZMEHTHMENHDH Z LITHERE LTS EEW, LAY — 7 — b nxos
< BB A 1L True TY,
e Filetype (. N7 A hARA > hD pfx, pl2, 74 B AD lic, .rpms D and.rpm T, F =
717 7 ANERPEEINRWGE . BUED POAP Wik L E7,

e 1pm DA, yaml 7 7 A MITED T 7 A VAL ERET DM ENRH Y 7,

%1 : customCliGoApp-1.0-1.7.5.x86_64.rpm 7> 5 custom.rpm (24 B2 28 L7254, PoAP X
AATOR—Ba R U CTRRR L £,

pm D ILDA R Z BT T 2121

bash-4.3$ rpm -gp --gf '${NAME}-%{VERSION}-%{RELEASE}.%{ARCH}.rpm' custom.rpm
customCliGoApp-1.0-1.7.5.x86_64.rpm
bash-4.3$

« POAP D ISSU MBAEESND & PoAP O IENR T oy 7 SNFET, MEOME T
ISSU KR35 &, FIEBBEENHOEINZIR Y £,

POAP D EEFIEE L UHIKEE

POAP HERLFOEEFHEB L O EHEIIRD LB Y T,

« bootflash:poap_retry debugs.log i%., W HIITD A POAP-PNP IZL > TA D7 7 A4
VTE, ZDT 7 AL, POAP FEENFEA LIZHAICIIBRS 0 £E A,

« Syslog DIFRIZE Y | securePOAP pem 7 7 A /L4 D FR1F 230 SCFITHIBR S LTV E
T 28, B¥ =27 POAP X pem 7 7 A VAT 256 XLFOESEZVR—FLTWET,

o ZOWRNIMET HIZIE. AMvyF VY7 hU T A A=Y TPOAP %A —FLTWND
PVENH Y F7,

« POAP Tl, AA v FNRHE SN TENEARICRSTBRDAL v TFOT R a =0T %
PR—FLEHA, A= T v T a7 4 X2l —2arORVAL yFOHEBI 70 E
Cam TR RYR— NS ET,

* POAP @ https 7°7 k = /L"C ignore-certificate ¥ — 7 — R &3 51214,
https_ignore_certificate 7> a A4 NI T H0E RN H D £3, ZHUITL D, POAP A~
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poap iz EEES £ UsnEE ]

Y7 N THTTPS 562 TEICEITTE, 71 b a/LiX POAP THEBE L 22\, Z DA
7'va v https 7 L CEATTEET,

Day 0 7' 1 B2 5 = 72 HTTP/HTTPS — \—Z 3 2581X, HTTP ~v X —H D
MAC 5 #i3 L O OO B E SN T r e Y g = VY FIER RIS E T,
POAP (X, HTTPGET ~v X =L D ZNHL 0Oz AL T, ELWrEYa=7
A7V RIBPERIESNTERAENS L ICLET, ZuE, oy ¥ — (BILOMD
Cisco OS) THIHFIEET L7z, ZALH OB #HIX, Cisco Nexus 9000 @ Cisco NX-OS Y

U —2A10.2(1) 25D HTTP get ~v X —THIHTE £9, ZDOHEREIX. POAP I LNk
POAP HTTP A {ECTT 7 4/ h T T& £7,

copy http/https GET =~ > R&AMHT 5L, IRDT 4 —/L RISHTTP ~y ¥ —D—F & L
THEHEINET,

Host: IP address

User-Agent: cisco-nxos
X-Vendor-SystemMAC: System MAC
X-Vendor-ModelName: Switch-Model
X-Vendor-Serial: Serial Num
X-Vendor-HardwareVersion: Hardwareversion
X-Vendor-SoftwareVersion: sw_version
X-Vendor-Architecture: Architecture

AR — K~ F v 2L (VPC) X7 O—{H T 5 CiscoNexus 7 /3N A% T — A T v/
I 572012 POAP %4 5354 . Cisco Nexus 7 /3A A% POAP DEEIRFZZ DT
DV T HTIT 4TI LET, vPC DY 7 O “ERER S TWDT 31 AT,
CiscoNexus 7 /34 AR SN TWVWAR—=F FXx XNV AR Y U TIZFDNT T 427
DO—EEIITRCOREEZHETL2HE08HY, v T 74 v I/ BKbNDLZERHY F
7T

ZOMEEREHET HI1I2E, V7N POAP 2 LT — MR M7 v 7 E 3TV 5 Cisco
Nexus 7 /834 A~D N T 7 4 v 7 OREERS> TR LANWI D, vPC U 2712V vy
EHRIHE 7 2 =0 (LACP) &R ELET,

POAP ZfEH LT, LACP /R— k T v F/L#EH T Cisco Nexus 9000 ¥V — X A A v F DX
A MY — DMTEERE STV D CiscoNexus 73 AT —hA N7 v 7 LIEHA, A
UN—= R—=hER—hK Fr 2 O—H L LT/ RV TE2RE | Cisco Nexus 9000
U= 2 o FIET 7 4/ N TED A L N— R— h e —pE i UE4, = oo R % [k
THINE, AV B —T =2 AT 4 F 2l —3 3 F— FH5nolacpsuspend-individual
a< s REHEHALT, FOXA 0 N—R"— h&—FHZ1E L7220 XK 912 Cisco Nexus 9000 +
U= A v TF MR LET,

72 POAP D H (L syslog lZFEdk &AL, S U 7 a3 Y —uinbLEHARREIC 2 0 £97,
BERRPOAPT= T —|X, 77— N7 T v allikINET, 77 A NMAD T +—~ > ME

date-time poap PID [init,1,2].log T9°, Z Z T, datetime® 7 +—~ > X
YYYYMMDD hhmmss C, PID |7 mrE X D272 0 797,

POAP 7' 7 N Tskip A 7> a &M+ 2 & /RRAT— R & HARAZL POAP R E A /N
ANATEET, ZOskipA7varzlHToL, FHEZ—F—D/ AU — NIt
SN ERE A, admin 2—F—ICHHRAT— KRR ESNLHET, a~vr NE7ey
7 SHvET, copy running-config startup-config
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B rorroxssEssvsnsE

« bootpoapenable =~ > K Uk#iHI72 POAP) N AA v F THI R > TWAHEA, U ia—
REFIZ, A — T o7 a7 4 Fal—alrBNMFEELTHWTE, POAP T — }\75§ Ky
H—SNET, ZDOTF YA TPOAP Zfi [ L7254 1%, no boot poap enable =2~ > K
Z{# 1 L C boot poap enable #& % % HIER L £,

A7 VT uaNE, T 7Ty aT 4T NVIREENE T, 77 ANVADT —
~ v b ¥ date-time poap PID scriptlog T4, Z 2T, datetime®” 4+ —~ > K&
YYYYMMDD hhmmss T, PID (7' r& & ID 2720 £,

27V rvoud Ty ANDOERERETCEET, A7 VT 774 1r0u 7 ERIX
27V THREEINET, A7V 7 0ol 77 ANDT T L— MNMIIT 7 F /b M)
WARNHYET, 2720, A7 VT NETR T 77 A MO EZEIRTE 7,

*POAPHEREIZ 7 A B RAIMEH D FHA, T 74NV FTA RX—TNWIZR>TWET, =
72U, POAPBEHEN IE L EMET A 7-DIZiE, Ry MU —7 OEARNZEY 2T A & A
DRy NT—=THNDTF NS ZNZA VA R— L ENTWALENH Y F3,

*POAP D USB VR —hizk v, A7V 7~ 77 A V&2ETe USB 5314 A% POAP
F—RTF =z 7 TEET, ZOHAREIL. Nexus 9300-EX. -FX. -FX2. -FX3. BXW
Nexus 9200-X, -FX2 A A v F THHR—h SN TWOET,

cTNRAABRENWLT T 4 v L—+EZ{ETDHE, POAPDHCP b7 %7 ‘/a yrjﬁﬁ%ﬁﬁz

TAHZENHY ET, ZOMBEIZ. POAPR 7y M2 FEHLTWAS WZHAE L
9, ZOMEAZERT 5ITIE. POAP BNEHAR—FE2HEHLTWSE 2 &%ﬁ”@; LT
W,

« NX-08 7.0(3)I7(4) LA, RFC 3004 (DHCP D—H#— 7 5 A2 7 a) RYPR—FE
nNTwWEd, ZHi2L Y. POAP X DHCPv4 Dx—W'— 7 T 2 47 3 77 &£ DHCPv6
Dax—H— 7 FAFT a2 15 %Y R —FTXE7, DHCPv4 & DHCPv6 Dfj 5 D= —
W I TR LT g NCRREINDT F A MME [Cisco-POAP] T,

*«RFC 3004 (DHCP ®D=—H#— 7 T X F 7 3) OYR— LY., Nexus 9000 %
A4 v FTIPv6 D POAP WY HR— K ENET,

« NX-0S89.2(2) LAKE, IPv6 #J1 L 72 POAP X, —R 71 > 1 — K %{jfi 2 7= Nexus 9504
B LU Nexus 9508 A A v FTHHR— FINET,

IPv6 D POAP #REIZ L 0 |, IPv4 TREEMNIFAE LT- L ZIT POAP 7' & A0 IPv6 %
ERHCE2 91220 9, ZOMEEIX, EREENEAE L EXICTIPvd 71 b
L& IPV6 7 u b I)LDOMEIERT 5 L DI SN TWET,

o 472 POAP D& 1%, DHCP A X —E VI WNEINI R > TNWD I E 2R LTS
A

rlﬂﬁ

cPOAPEZ Y HR— T HITIE. 77 AT T+— N —LEHRELT, BRI LARWEITHE
D& 5 DHCP v —"—% T v LET,

VAT LADEXR2 YT 4 BHEEF L, POAP 2 LV LARICTHITIL, RO XD ITHER L £
j—O

«DHCP AX—VY 7 %A FX—T NI LET,
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POAP 2T 5004y k7—sEHORE [

e T AT U ==L EREL T, BHLARW, FHITEEDH 5D DHCP Y —/3—
7nmavr LET,

*POAP I, MGMT R— & A v XU R R— FOW ST THR—FENET,

* CiscoNX-OS U U —Z 10.2(3)F LAK:, POAP/HTTPS #§BED /~— K7 =7 SUDI (21, POAP
AN T NI — KT 547 aryPHEISRTHET,

« POAP DT R ZIERZIVET 5121, POAP DR Ak 7R — h ToH % show tech-support
poap 2~ R&EfEHALET,

* CiscoNX-0S U U — X 10.3(1)F LAF%, Cisco Nexus 9808 77 =~ k7 4 — 2 A A v F D Cisco
Nexus X9836DM-A 7 A 77— R TPOAP 23 H R — F SN TWET,

* Cisco NX-OS U U —Z 10.4(1)F LAF%, Cisco Nexus 9808 A A 7 ® Cisco Nexus
X98900CD-A 7 A » 71— KT POAP B3 AR— F ENTNET,

* Cisco NX-OS U U — A 10.4(1)F LAR&, CiscoNexus 9804 77 v b 74 —Ah A vF | BX
X Cisco Nexus X98900CD-A & X9836DM-A 7 1 77— KT POAP ¥R — kI T\ E
‘j‘o

* CiscoNX-0S U U — 2 104(3)F LUETIE, X2 VT 4 LD 7=DIZ, AX v F A F =
U7 > CWET, POAP 7’0 ANMEIE L TWA N E I Bk, Ry 7 A
2T 7B AT HIZIIE NIRRT — RE AT HLERH Y F7,

POAP =9 5Dy FT—VIRIEDRTE

FIE

ATV TN VAaARRWFLEAREAZ VT FEERT D0, MEORZ VT MEAERLET, SOV TIE,
['Python Scripting and API Conﬂguranon Guide] #ZR L T 7EEW,

AT T2 WA V7 MCEEEMZ DTN, bash ¥ = /L& L C. #f=poap_nexus_script.py ; cat $f | sed
"IN#EmdSsum/d' > $f.md5 ; sed -i s/"#md53um=.*/#md55um=\"$(md53um $f.md5 | sed 's/ <IN\ $F A FEATT
HZEIZED, BTMDS T = v 7V AEFHHRET DI L AR L T ZEW, Gz >V TiE,  [Python
API Reference Guide (Python APl U 7 7 L' > A B4 K) | 22 L TS0,

ATV T3 (A7 ar) POAP DAY V7 B I OZDOMONTERY 7 N7 27 A A=V LOAAL v F O
R 77 ANE, ALy FInLT IV EATES USB T3, AZEELET,

ATw T4 DHCP V—REZREL, ZOV—NIAf v FZ—T 2 A, = T xA, BIORTFTP +— D IP 7 KL

AL, AT 4 X2l —Tar ATV N T A NNDONRR L ABREESINTT — N7 7 ANV ERELE
T, (ZOFHIL. RAYIOEREFZA L v FIRMEEINET) , TRXTOY T MU 2T A A—=VEBIOA

A > FHERR T 7 A4 VIS USB 73 AZH HEE1E, DHCP 3 — _— %2 ET 204 TIH Y T8 A,

ATy TH 1%52%7 V7 ha2RA T B0 TFTP £721X HTTP — "Z BB L ¥4, ¥ —/3—~D HTTP ¥k %
U H—94 25121, TETP $— —& OFiIC HTTP:// Z 4T £ 9, HITPS IZV R — SN TWEHFA,
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B rorrzemT 221 vFORE

ATw 6 URL#%5% TFTP A2 U 7 FAICEBIML T, 77 ANVEA~DIELWSRRZFKRLET,

RFYTT VI 2T AA—VBBIRary 74 Xa2l—3a3y T77ANMNERANTBEOHD 1 OFE - ITEEOY—
NEEELET,

POAP Z (I 2R 1 v FDKTE

IR B
POAP # T 27-0ICxy NU—ZBREREy T v 7ENTNWAZ L 2R LET,

FIE

ATFYT1 X NT—ZICAA v FE2HRBELET,
ATvT2 A v FOEREBEALET,

Wl 7 7 A VD RON SR WESIE. A A v F 1L POAP £ — R CiEg#) LT, POAP Z#H I L CHlFEOE v
N7 v I TEATT A0 E I Mamhab a7 vRERRENET,

POAP & — R GBI 2T T 270D MV IINEH Y £HA,

ATFYT3 (A7 ar) POAPE—REZKRTLT, @EDA L HETIT 47T vy bT v 7 27V TF NG5
Elix.y (yes) Z AN LET,
ZA < FHEEE LT, POAP WLHENBAIE SN E T,

RDEZRY
REZ MR LET,

md5 7 7 1 JLDERK

RERRA 7 U 7 MCEE #2572 TN, bash ¥ = /L& LT, #f=poap_fabric.py ; cat $f| sed
'/MmdSsum/d' > $£.md35 ; sed -i "s/ #mdSsum=.*/#md5sum=\"$(md5sum $f.md5 | sed 's/ .*//)\"/" $f %
FITTHZ LIk, BPFMDS F oy s P aEFERELET,

o7 —T %X, poap fabric.py @ mdSsum Z# LVMEICEZ#Z T (07 7 A
JNIEBR S T-5HE)
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md5 7 7 4 JLDVERK .

A\

GE) FIE1~4BXUT7~81F. BASH Y = L& HH L TWAEAICOBRMIETT, o Linux
P—NR—ZT 7 EATEZGE, ZTNOLOFRIERFLESHY XA,

IR B
bash ¥ = /LICT7 7 A LET,

FIE
ARV RFERRETI a3 Y B
AT 71| configure terminal Ja— VR EE— RERBLET,
fi
switch# configure terminal
switch (config) #
R 7 2 | feature bash-shell BASH ¥ = Ve A ANz LE T,
1 -
switch(config)# feature bash-shell
RT3 exit ar 74 Fal—varE - RERTLET,
1 -
switch (config)# exit
R T 7 4|runbash Linux BASH # B & £,
1 -
switch# run bash
Z v 7 5 | md5sum /bootflash/nxos.release_number.bin > .bin 7 7 A /L® md5sum Z1ERK L £,
/bootflash/nxos.release_number.bin.md5
1 -
bash-4.2$% md5sum /bootflash/nxos.7.0.3.I6.1.bin
> /bootflash/nxos.7.0.3.I6.1.bin.md5
AT 7 6 | md5sum /bootflash/poap.cfg > /bootflash/poap.cfg.md5 | . c£q 7 7 1 /L md5sum Z1ERL L £7,
1 -
bash-4.2$%$ md5sum /bootflash/poap.cfg >
/bootflash/poap.cfg.md5
ATy T 7| exit BASH ¥ = /L A#& T LET,
1 -
switch(config) # exit
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ARV RFERETIVa Y

B8

ATvT8

dir | i.md5
f5

switch# dir | i .md5

65 Jun 09 12:38:48 2017
nxos.7.0.3.I6.1.bin.md>5

54 Jun 09 12:39:36 2017
67299 Jun 09 12:48:58 2017

poap.cfg.md5
poap.py.md5

mdsS 77 ANV EFRRLET,

ATvT9

copy bootflash:poap.cfg.md5 scp://ip_address/
fi

copy bootflash:poap.cfg.md5 scp://10.1.100.3/
Enter vrf (If no input, current vrf 'default' is
considered) : management

Enter username: root
root@10.1.100.3"'s password:
poap.cfg.mdb

54 0.1KB/s
Copy complete.

100%
00:00

T ANEERBLIRY 7 h T 2T —N— 2T v
Ta—RLET,

—

TINAR AV T4 X2 L— 3 0DMESR

MR AR T 272D, kOWThhDa~yr REEHLET,

avU R Bry

show running-config [
[exclude] command ]
[sanitized]

« exclude :
L ET,

j—‘O

« sanitized :

BAEDFITay 74 X2l —varEhiFoary7 o b—
a0 Tty hNONKEEZRRFTHITIE, %% T 5E— FTshow
running-config =~> R&fHLET, .

UEE) BEDa Ly 74Xl —a v EFREDLE

exclude F+—7U— FD®H & 12 command 513 & E L. EFaRNDd
BEDary7 4 X¥al—a U EBRALET,

cav R

YR —=FFCEMTRR a2~ RO T2y hERRLE

Far 74X al—yarER R LET,

Cisco NX-OS U U — = 10.3(2)F LAFk. sanitized % — 7 — R 23
Cisco Nexus 9000 > — X A A v F THHR—FINTNET,

EE) 1 >0a~vry ROLE, FRFHEEDa~

(ER) LREA L DT DI =414 XSh

show startup-config

AR = T v T ar7 4 Xal—varz2RnrLET,
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POAP D 5T 1—F 125 [

avw vk Br

show time-stamp FATRDN BRI ER SN2 EDXA DAZ T HRRLET,
running-config
last-changed

IZ, show running-config=2~ > K C sanitized & — V7V — RZEE L-HEOH NIFlZ R L E
To P =F A XSNTERIE, RO OFEMZ AT, MlkZ AT 5720 T
%i‘g—o

TOF T a L, FATHERE OB U — K& <temoved>F— T — RIZ LV ~RA 7 LET,

switch# show running-config sanitized

!Command: show running-config sanitized
'Running configuration last done at: Wed Oct 12 09:14:54 2022
!Time: Wed Oct 12 13:52:55 2022

version 10.3(2) Bios:version 07.69
username admin password 5 <removed> role network-admin

copp profile strict

snmp-server user admin network-admin auth md5 <removed> priv aes-128 <removed>
localizedV2key

rmon event 1 log trap <removed> description FATAL(l) owner PMON@FATAL

rmon event log trap <removed> description CRITICAL (2) owner PMON@CRITICAL
rmon event log trap <removed> description ERROR(3) owner PMON@ERROR

rmon event log trap <removed> description WARNING (4) owner PMON@WARNING

rmon event log trap <removed> description INFORMATION (5) owner PMON@INFO
--More--—

2
3
4
5

— N ~ — ~ N
POAPD FZ IV a—TFT 425
LATIE. POAP Z T 2B DR ORE L #-ED Y 2 M TH,
<[ : POAP 227 U 7 hDOFATH T IZRL, TAZ7 V7 FOEITIRBRLELE) &
WH AT — KA FERWT, syslog 73N FERENEREA,
%« —/X—T python script-name =~ > K& H L. X7 =072\ 2 & 2R L
F£9, options 7 4 7> aF VUIEPythonT 4 7> aF VU ThHIED, HEx hidar~
TRY-T, F—FIATvartfizan TRUYLZLERHD £7°,
s ELSFERH IR TWRNAT > a3 2k U, & F & FE 22577 T TypeError #4473
BAELET,
R —MOF T a UTCIIEREER LET (o 21X A4 27 U MROZFOMOEKIE),

SIRFFCHENTZEMEIZ DWW TIE, optionsT « 27 > a T U AR L T 7E&EW, ELWVE
REZOSWTE, A7 v ary VA REZRBL TSN,

« [ : POAP over USB NFEAET D7 7 A L& AT b EHA,

BE —HOTFT AL RZIZ2 20O USB 2oy bRHD £, USB Aoy F2 &2 LT
WABEAIL, A7 a v THRETALERLY £1°,
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« [HRH : POAP B8+ 545,

22 POAP ZHIE L, A7 ADNESE) L7- 5. show tech-support poap =~ > K% 54T
LET, ZhICE Y, POAP DAT—X A LR NFRENET,

POAP /N\—YF ) T4 DEHE

POAP /N\—YF T«

Cisco NX-0S U U —2 7.003)I4(1) TH A I 72 POAP /X— YV F U F o #fEIC KV, =—H—
T —H# ., CiscoNX-08 &% — K X—=F s DRy F | BLOWEKRTZ 7 ANV ESNy 7T v 7EBID
oL TEET, LARTOY U —ATIL, POAP IO AZEILTE £ LTz,

POAP D/X—YF U F 4%, AL vF ETEWEINZ7 7 A ML TERINET, /X—Y
FIVT 4 T7ANDERBL Oy r— U X MIASCIH 7 7 4 VT,

NAFY AP g A=Y F YT 4 77 A MRS ET R, EBEOALTY 7741
FEENEEA, ATV T 7 A UTBHERE VD, SESNZV RS MU DLT 7 EA L
i—a‘o

N=YFT VT4 T7ANT tar 7 7 A LT, BRI 7 L2 S E S, RICHIZR
L/i‘j‘o

switch# dir bootflash: 042516182843personality # timestamp name

46985 Dec 06 23:12:56 2015 running-config Same as “show running-configuration” command.
20512 Dec 06 23:12:56 2015 host-package-list Package/Patches list

58056 Dec 06 23:12:56 2015 data.tar User Data

25 Dec 06 23:12:56 2015 IMAGEFILE Tracked image metadata

POAP /N—VF VT A DNV I TV T

AA v F ETua—niz, £33 — "= ETUE— MIPOAPX—VF VT DN T T v

TEERTEET, AL v FNOREB L=V F I T 40 Ry T7 v 7%, FLETLDR
A Y FTCORBILTDHDULENDY £7,

\}

GE)

. PowerOn

Ny 7T T Cisco A7V 2 —FBREEZ M L TV A 5EEIE, ROBINTRT X 512, POAP
N=YF VT4 RNy I T v TTHEICRETEET, ATV 2—TDFMIZONTIE,
['Cisco Nexus 9000 Series NX-OS System Management Configuration Guidel]l % 2B L T < 72 &0,

switch (config)# scheduler schedule name weeklybkup

switch (config-schedule) # time weekly mon:07:00

switch (config-schedule)# job name personalitybkup

switch (config-schedule) # exit

switch (config)# scheduler job name personalitybkup

switch (config-job) # personality backup bootflash:/personality-file ; copy
bootflash:/personality-file tftp://10.1.1.1/ vrf management
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PoaP /i—v+ 1) 7« ot [

FIEDHE
1. personality backup [bootflash:uri | scp:uri]
FlED
FIE
ARV KRFERRETI a3y B#J
AT 71| #Z8: personality backup [bootflash:uri | scp:uri] POAP/N—YF VT 4 DNy 7T v T alERl L ET,

1 -

switch# personality backup
bootflash:personalityl.tar

1

switch# personality backup
scp://root@2.1.1.1/var/lib/tftpboot/backup.tar

POAP /x—YF 1) T 1« DFERL

POAP R—Y T U T 4 ZV AT LAOETIREEE 1T I v b () RO EH 50585

LHMEETEET,
FIEDHE
1. configure terminal
2. personality
3. track [running-state | startup-state | data local-directories-or-files]
4. binary-location source-uri-folder
FIED ¥
FIE
AU RFEREETIVa Y B#Y
AT w 71| %7H: configure terminal Ia— VR EE— e L ET,

1

switch# configure terminal
switch (config) #

ATvT2

WA personality
fil

switch# personality
switch (config-personality) #

N—VF VT HERE— NICAY F7°,
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ARV RFERETIVa Y

B8

AT 73| WZHE: track [running-state | startup-state | data

local-directories-or-files]

1

switch (config-personality)# track data
bootflash:myfilel

1 -

switch (config-personality)# track data
bootflash:user scripts/*.py

1

switch (config-personality) # track data
bootflash:basedir/*/backup_data

POAP "— Y F U T 4 OIREFEERELET, K
DATvarEMATEET,

* running-state : IRDOIERE TS L E3, FEITH
i% (show running-config =~ > R CTH/R) | 7k
AN TATAEDT VT 4 778 CiscoNX-0S /3
FLHh— K= Sy =D BLOA A—
U4 (show version =< RTHER) , 2N
TI7HNNDOAT v a TT,

- startup-state : IROIEHREZF ¥ 7 F v LET,
AH— T v a7 4Falb— 3 (show
startup-config =~ > R CT&/R) | RA K~ X
T T2 vy hENT CiscoNX-0S Xy FRB &
VA — RS F 4 Ryr—2 | BEUS A=
4, (show version =< > R TCHER) .

» data local-directories-or-files : X7 7 v 745

TAVI NVERE T 7 ANVERELET, 2
Dawy REEEEAN LT, #5koT 117
NIBIXOTZ 7 A NENy T v T TEET,
UNIX ERDO T AV R — RLFRYHR— F &
NTWET, ZOFITIE, 1 DO T7HNLF L2
ODT 4 L7 NUPRHESNTVET,

GE) ZoavwrRzHLT7— 7 T7vyva
WNONRALFY T AV ER NI T v 7 LT
W, 7=+ 7T v afkEzRA LT
D L7RNTLEEN,

(6= TAL =Ny r—UdB S
A,

GE)  BANTE RPM (F—200E) IV HR—F
SHTWEHA, POAPS— VT U T ¢ 1
ElL. B4 SN7-RPM CIIHERE L £8 A,

AT 7 4 | ¥%Z8: binary-location source-uri-folder

1

scp://remote-dirl/nxos patches/

switch (config-personality)# binary-location

POAP /X— Y F U T 4 ODEITHRFINA T Y 77 AL
ERETA ue—BNV T 4oL MY EIZYE— |
TV NI ERELET, Zoa~wr ReEkE
(BIRNENLIZH/E-T) AN LT, BEOSGHZEE
TEET,
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poap i—v+ 15 s o

POAP /N\—VF )T 14 DIETT

POAP A7 V7 N DFAIT7 = — Az, BERE SN TND AL vTF A A— M Cisco NX-0S
VU —=Z703)4() LIETHDIEAE. A7 VT MNOSR—=YF U T 4 FY 2—)LZPOAP /{—
IFHVTF 4 BB LET, LEISLT, ALy TFEELWI T N =2T A AT v 77

L— ]\v Lij—o

)

GE)

=V F VT 4 DEIEE, =V FT VT 4O 7Ty FIHEASNEOERILLY 7 N =T
AA—VEFERLTETINET, HILOA A= ~DT v 77 L— RiL, POAP /X— Y}V
TABETIIVR—FENTWERA, LA A—=VIZT v 77 L — 9521, @ED
POAP 27 V7 h il L &£,

GE)

R=YF VT 4 27 VTR MALEOEE (T— M7 T v allHHRAR=ANRRN, AT
U7 FOFEITIZRT D7) TRIMLZEAE. POAP 7 & A X DHCP M 7 = — XIZRE Y
F9,

B rav 23, WMOT 7> ar2EFLET,

1.

2.

3.

T—=1 7Ty aNOR=YF VT 4 77 A NVEMELET,
R—=IFUF 4 T ANEKRIFELET,

R=IF VT TrANNEER T 7 ANE R — VAN TV EHRRY . &
vou—RTE5-34FY D) A MEERLET,

BEDOAA—TVFERIF AN TRV F VT 4 T7 A NVTHRESINTEZHD LR DEEA.
NAF VT = 7T vva (FELRWES) L4 7re— KL, ELWWA A—UTH
EEIL T, Nor—UFERIINyF 2@ L E£9,

/] ZEHEI L Ca—HF—F—F% 77 A NVERELET,
POAP X—VF VT 4 DR 7 7 AN EHAZ— T v IERKICaE—LFET,
A v FH)T—FLET,

POAP /A—VF T4 BTV RXH )Tk
WD TV POAP A7 U7k (poap.py) (ZiF, /=Y F U T HERENEGENTVET,

#md5sum="b00a7fffb305d13ale02cd0d342afca3"

# The above is the (embedded) md5sum of this file taken without this line, # can be #

created this way:

# f=poap.py ; cat $f | sed '/*#md5Ssum/d' > $f.md5 ; sed -i "s/ #mdS5sum=.*/#md5sum=$ (md5sum
$f.md5 | sed 's/ .*//')/"™ $f # This way this script's integrity can be checked in case
you do not trust # tftp's ip checksum. This integrity check is done by

/isan/bin/poap.bin) .

# The integrity of the files downloaded later (images, config) is checked # by downloading
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the corresponding file with the .md5 extension and is # done by this script itself.
from poap.personality import POAPPersonality import os

# Location to download system image files, checksums, etc.

download path = "/var/lib/tftpboot"

# The path to the personality tarball used for restoration personality tarball =
"/var/lib/tftpboot/foo.tar"

# The protocol to use to download images/config protocol = "scp"

# The username to download images, the personality tarball, and the # patches and RPMs
during restoration username = "root"

# The password for the above username

password = "passwd754"

# The hostname or IP address of the file server server = "2.1.1.1"

# The VRF to use for downloading and restoration vrf = "default"

if os.environ.has_ key('POAP VRF'):
vrf = os.environ['POAP_VRF']

# Initialize housekeeping stuff (logs, temp dirs, etc.) p = POAPPersonality(download path,
personality tarball, protocol, username, password, server, vrf)

p.get personality()
p.apply personality()

sys.exit (0)
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