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AZAR—FEMOET) BOTXTORNT T 4 v 725 TEDH L1720 £9, SPAN OFEHE
\Z oW i, [Cisco Nexus 9000 Series NX-OS System Management Configuration Guide] % [ L
TLTEEW,

Ethanalyzer

Ethanalyzer |, Wireshark (IH® Ethereal) A —7"2 Y — X a— R{iZ#-3< Cisco NX-OS 7'=
fa 7T A4 Y Y —/TT, BthanalyzerlL, /37> hDF ¥ 7 F ¥ &7 a2 — FHO Wireshark
Da<wr K7 A2/~ 3 TT, Bthanalyzer i L TRy NU—2 % b T TV a—T 4
Y7L, arbia—LFlL—r 7T 4 vV &SN TE&£T, Ethanalyzer DFEMIZ DUV TIE,
['Cisco Nexus 9000 SeriesNX-OS F T 7 a2 —F 4 7 HA R #BB LT ZEW,
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CallHome (¥, N— K77 2R R—R b V7 by =T aR—3 2 hEENICE =4
Yo7 L, BERVAT AN N EA—/LTHEMTHEIETT, SESERAvE—Y
74—~y FPFIHFRET, FRHED E A — /LB L XML X— 2D JEfigtr 7 7Y r—a
EDFSBRERIENH Y FT, TIT— el A—F T AERENR DV 5T e T T A NLDH
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(NOC) ICEA—/L A v —T%PEET S, Cisco AutoNotify ¥-— & A ZF| ] L T Cisco Technical
Assistance Center (TAC) T/ — A& HEBEAEKT D, 2 ENRH Y £9°, Smart Call Home D FEH
IZ 2T, [Cisco Nexus 9000 Series NX-OS System Management Configuration Guide] % 2 L
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Cisco Generic Online Diagnostics (GOLD) TiX, /— RV = 7B LOWNHT — % NANEGE
BOICEELCWD Z & 2B LE T, Cisco GOLD (21X, 7' — hMRF2lr, MkfirIBEm, 4
TV RBLOAT Y a— /WL DT A M EOMREN H Y 97, GOLD TiIMEE 2l 2%
EL. YAT LAEGEINCER T& £9, GOLD OREOFEMIZ OV TiE,  [CiscoNexus9000
Series NX-OS System Management Configuration Guidel] 2 L T 72 &\,
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Cisco Embedded Event Manager (EEM) %, X > hU—2 A XU RFELTLEOEEL D
ABZARTEDH, TAALAZABILRY AT LAOEHERE T, EEM OB OZEMIZ VLTI,
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CiscoNX-0S V7 by =71, fligxy NT—2E#7m h=ab (SNMP) N—T =31, 2,
BLOZICHER L TWET, < OFIFHR~N—A (Management Information Base) 734 78—
hERNET, SNMP OFEMIIZ OV TiE,  [Cisco Nexus 9000 Series NX-OS System Management
Configuration Guide]] #ZMB 1L T XV,
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CiscoNX-OSY 7 b7 =7 Cl&, #ika 23 v N DRI, RO —BHERCLERNN— T =
TUVY—ADOA LR T D2 ENTEET, T REFRNHER L. #ER L% %
PO T 5 ENTEET, HkiZIX, LEIDSU T, BERO BRI RERIZr—/L /Ny 7T
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Nexus 9000 Series NX-OS System Management Configuration Guidell %28 L T< 72 &0,
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Cisco NX-0O8 T /34 AZRET HIIE, RO FEEFEHTEET,

et¥a2T7 =/l (SSH) Byay, Tenetty gy, £Ridary Y —IL AR —FENED
CLISSH TIIT A ADOLRBRER PRI S VE T, CLIMERN A A NIFHERERIZHRAK &
ALTWET, FEMIZ DOV TIE, CiscoNX-OSHERL T A REZZH L T 72E W, SSH & Telnet
DOFFERIZoVWTIL,  [Cisco Nexus 9000 Series NX-OS Security Configuration Guide] % P&
LTLEEN,

 CLI Z4fi5£9 % NETCONF 7’12 h a Wtk FurI~F v 7 A THDH, XML EH
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Dashboard Fabric Controller (NDFC) 7 A4 7 b, Cisco NDFCY— XT{X XML & # 1
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Python API

Python |[ZfHHICEG TX 280 /T 2 LV VSFETT, DR TEKIERT — X & & Ff
b, A7 V=7 MEMT 07T I 7T LT U T TRIRNR Y e —F Mo TV E
9, Python|d, fHERME ., BIWRAEE, A4 —T VX MENWIFREEZFF-TEBY, 1T&
WEDT Ty N7+ —LbDSESERGHTAZ VT T 4 v 7 ey 7V r—=3a VBN
AIREZe BARRY 72 SR CJ, Python A & — 7 U ¥ L JREI/AENET A 7 F U 3 Python Web 1
FCY =2 E I AA T VRN TAHBICHHTE £9, http://www.python.org/Python A 7
U7 NEREIX, SEIERHX AT ZFTT H72DIT CLI & Power On Auto Provisioning  (POAP)
F 721X Embedded Event Manager (EEM) 7 7 ¥ a > ~D7 0/ T MNILDT 7 AL F
7, Python API & Python 27 U 7" MEREDFEMIIZ DU TiX,  [Cisco Nexus 9000 Series NX-OS
Programmability Guidel] #Zf L T 723\,
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Tool Command Language (Tcl) 1%, A2 U7 FSFETY, Tl ZfEHT 5 L, 734 20D CLI

Commands % £ U ZHIZHEH X 97, Tel ZfH L Tshow =~ > RO ) OREE DOE % filiH
L7eY, AL v FERELZY | CiscoNX-08 A~ RENL—TFTHFEITLIZY, A7 YT R T
EEM AR v —%2EHKLIZVTHIENTEET,

Cisco NX-API

Cisco NX-API X Cisco Nexus 9000 & U — X A A v F~D Web X—AD T a7 T NILHT
T AZEME L ET, ZOHR— MEINX-API DA —T7 2 Y — A D Web H— 13— |2 k- THEfE
ENTWET, Cisco NX-APLIE Web X—ZD APIZ# N LT, a~ FIAf v A Z—T=A
A (CLD) OFERRFHER L OVEEZ AR LE 7T, XML 721X JSONEAXTAPI =2 —/1D
HA1E AT DR ICAAL v FERETEET, Cisco NX-API DFEMIZ OV TIX,  [Cisco

Nexus 9000 Series NX-OS Programmability Guide] &M L T 72X,
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(F)  NX-API X, AA v T O Programmable Authentication Module (PAM) #{#f L CRRAEZ TV
£, cookie Z Il L T PAM DORBFEAZI DS L, PAM ORI L £ T,
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Cisco Nexus 9000 >V — X A2 A v FORIANRANVEB IR 7 77V v I TV a—)L T I—
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L. ROA—VF v b A vF U THREZRMAL 9,

« IEEE 802.1D-2004 & A= 7V ) — 71 ha/) (RSTP) BLOVIF A= 7
J— 7 kal (802.1w 38 K10 802.1s)

« IEEE 802.1Q VLAN B LN hZ 7
«IEEE8023ad V> 7 77 U F—g v

e T UL w7 F— R EEAEET — N Unidirectional Link Detection (UDLD ; H—J5a ) o
7 fH)
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CiscoNX-0S V7 b7 =7 1%, IP Version4 (IPv4) B L OVIP Version 6 (IPv6) . B LUK D
N—F 47 Fua halibiR—FLTWVET,

« Open Shortest Path First (OSPF) 7'v& h 2/ X— g 2 (IPv4) B '3 (IPv6)

» Intermediate System-to-Intermediate System (IS-IS) 7'& k=)L (IPv4 35 X OV IPv6)

e R—F—F—K A Fu hair (BGP) (IPv4 L NIPV6)

« JEIENERZ— b7 =4 71 b=z (EIGRP) (IPv4 D H)

* Routing Information Protocol Version 2 (RIPv2) (IPv4 D7)
CiscoNX-0S Y7 h U =7 TOINHD T v k=L OFEIZ, BH OB ICFERITHER L TV
F9, £/, 41 FEBEV AT LAEE (ASN) & A 7 U X H /L Shortest Path First (SPF)
DEENTVWET, IXTO2=F v AR aLTE, J VAN T THTI—FT 47
JL—A7) Y AL —hK (NSF-GR) ZHAHR—hLTWET, XTOTm hax, 4 —H%
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N, BEONWV—T Ry I A B =T A ARE, TRTDA X —T 2 A AL, TP R—
FLTWET,
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LTLIEENY,

CiscoNX-08 ¥ 7 b7 =7 TiE, RO P P —ERAZEHTE LT,
« Virtual Routing and Forwarding (VRF)
+ Dynamic Host Configuration Protocol (DHCP) ~/L/X—
eRy RAZ L INA L—% 7 ka (HSRP)
ALRA T2 N T vF T
e ARY v—_—R )L—F 7 (PBR)

sIPVvd DT FaANIIKTHI=F AR T L —RA T Y AKX~ BLXOIPv6 D
OSPFV3 |ZHfTH2=F ¥ A K L —RAT)L J AKX — |

FEAMIZ OV CIE,  [Cisco Nexus 9000 Series NX-OS Unicast Routing Configuration Guide] % £
LTLIEENY,

IP Multicast : IP Y JLF X+ X b

CiscoNX-0S 1%, DO~V FF¥ A+ 7o b alBLOMEL R CWET,
e 7l F I VMRl L F X A R (PIM) X—T 3 22 (PIMv2)
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e T=—F ¥ AR TUT77— A (Anycast-RP)

« [Pv4 O~ /LF F v A kb NSF

e 7—hFARNT vy L—% (BSR) ZEH L7 RP i (Auto-RPBLOAFT 1 v )
A=y N IN—TEHTa han (IGMP) N—Y a1, 2, 3/b—% a—)L
+ IGMPV2 7R A | E— K

*IGMP A X—E 7

e /LF Xy R b V—2fH 7 ks (MSDP)  (IPv4 BLfH)
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Note (CiscoNX-OS V7 F7 =7 (%, PIMT v & E— F&H¥R—FLTWEHA,

ZEHNZ SOV TIE,  [Cisco Nexus 9000 3 U — R NX-OS~ /L F X ¥ A h L—F ¢ > THERR T A
K] #2R LT &,
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CiscoNX-OS V7 b =7 Tlx, B, ~—F2 7, Fa—A 7, RV 7, BIOARF
Y a— 1 7IZx9 % Quality of Service (QoS) g% ¥4 — k LT\ £ 9, Modular QoS CLI

(MQC) TlE., T TDQoSHREAZ ¥ AR— FLTWET, MQCEHT 2L, v 2amsE
SFERT Ty b7 A=A TR —OHREIT) ZENTEET, MOV TIE,  [CiscoNexus
9000 Series NX-OS Quality of Service Configuration Guidel] % 2B L T 72 &\,

2y bIT—0 X )T 1 HEE
CiscoNX-0S V7 F 7 = 7IZiE, kDOEF =2V T A HREDNH Y £77,
ey hu—L FL—r KUYV (CoPP)
A=V HA V2 AN TAITYXLS (MDS) OIV—T 47 Ta bk aniRi
« WAL, RBA[, TAHTT 47 (AAA)
« RADIUS $ & O TACACS+
*SSH 7ua ha)L R—T g2
« SNMPv3

« ZHiftE ACL ("— FX—AZ ACL (PACL) . VLAN <—X ACL (VACL) . BLUO/L—
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s hT7T7 47 Ab—2Hll (Z=F¥ AP, TATFFXRA BLOXTBER—RXr A1)

FEAMIZ OV CIE, [ Cisco Nexus 9000 Series NX-OS Security Configuration Guide] 22 L C< 72
AN

Supported Standards

W DFZ, 1EEE M¥EUEHEL R L F T,

Table 2: IEEE £ HMZ %

RE |5HA

802.1D |MAC 7' U v &

802.1p | f —H % v F 7L —L2DH—EZ 7T A (CoS) XX
e

802.1Q | VLAN # X7

802.1s |~ )L F 2= 7YY — Fua hail

021w | FHE A NR= Y — T fhaj

802.3ab | 1000Base-T (10/100/1000 Ethernet over copper)

8023ad |[LACP I L BV v 7449

8023ae |10 FHE Y b A —HF v b

WDFIZ, RFC HEMIEREZL R L £9°, 45 REC OFEMIC W TIE, www.ietforg # 2R L TL 72
éb\o

Table 3: RFC #:ME#E

= SRER

BGP

RFC 1997 BGP = I == ¢ DJ@EIE

RFC 2385 TCPMD5Y 7 % F v 7 =
VEEHL7ZBGP v g v
DR

RFC 2439 BGP/)\— 7T v TS X B
7\
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RFC 2519 KA A2 — NEEK D7
L —ATU—7
RFC 2545 ['Use of BGP-4 Multiprotocol
Extensionsfor |Pv6 Inter-Domain
RoutingJ
RFC 2858 I'Multiprotocol Extensions for
BGP-4]
RFC 2918 ['Route Refresh Capability for
BGP-4]
RFC 3065 BGP O HE:Y AT LA
REC 3392 BGP-4 ([Z L HHEED T K3
A XA b
RFC 4271 BGP "— =4
RFEC 4273 BGP4 MIB - BGP-4 D% H x4
FT T NDEF
RFC 4456 BGP/L— K VT VLI a
TV A v 2 NHE BGP (IBGP)
DORFE
RFC 4486 BGP Cease BN A v tE—D
VaVZ=ElN
RFC 4724 BGPDO L —RA T )L Y AH—
kA B =X A
RFC 4893 4F 7T v b ASEFAN—R
@ BGP #7AR—
RFC 5004 1 DDA S BIDFNE~D
BGP % 2 /S A 4T O [E]36E
RFC 5396 [ Textual Representation of
Autonomous System (AS)
Numbers]]
Note RFC 5396 I &R I
N— &N ET, asplain
& asdot RFCIT YA — b
IE423, asdot+ FHiC
XY AR—hFINFEEA,
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RFC 5549 IPv6 %27 A LRy FE2ERL
eIPVAR Yy N U —2 LA T E|
FEATHEMEIE DT RARZ A X

REC 5668 4-Octet ASH57E BGP JLik =
Ra=T A

IETF KT 7 k F il 2 A TR R AR
(draft-iettidr-avoid-transition-05 xt)

IETF K7 7 K 7 T—TN F T
(draft-ietf-idr-bgp4-mib-15.txt)

IETF K77 k EIEORy b (VAN =) g

(draft-ietf-idr-dynamic-cap-03.txt)

IPTILFHYRE

RFC 2236

['Internet Group Management
Protocol, Version 2]

RFC 3376

AH—Fy h TN—TEH

7a bajn, NX—T g3

RFC 3446

Anycast Rendezvous Point (RP)
mechanism using Protocol
Independent Multicast (PIM) and
Multicast Source Discovery
Protocol (MSDP)

RFC 3569

FEETHE~LFF Y A
(SSv) s

RFC 3618

< /NVTF Xy X MEET e ha
/L (MSDP)

RFC 4601

7o b a VNI L F v A
k- ANRN—R F—F
(PIM-SM) : 7’va b oL f1kk
(24ET)

RFC 4607

IPD=dD ) — A~ /VF
EREZN

RFC 4610

[ Anycast-RP Using Protocol
Independent Multicast (PIM).J
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RFC 6187 ¥ 2T ¥ VEEEEA O
X 509Vt FE

IETF K77 k Mtrace server functionality, to
process mtrace-requests,
draft-ietf-idmr-traceroute-ipm-07.txt

IPY—EX

RFC 768 UDP

RFC 783 TFTP

RFC 791 IP

RFC 792 ICMP

RFC 793 [TCP]

RFC 826 TARP]

RFC 854 Telnet

RFC 959 FTP

RFC 1027 [Proxy ARPJ

RFC 8573 NTP £ = U 7 1 1%,
AESI28CMAC FRFE A 71 = X L
WZEoTfbEnTWET,

RFC 7822 NTP v4

RFC 1305 NTP v3

RFC 1519 CIDR

RFC 1542 BootP U L —

RFC 1591 DNSZ 74 7> b

RFC 1812 [1Pv4 routersl

RFC 2131 DHCP ~ /L /% —

RFC 2338 VRRP

F1s-1s]
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RFC 1142 (OSI 10589)

[OS 10589 Intermediate system
to intermediate system
intra-domain routing exchange

protocol J

RFC 1195 [Use of OS ISISfor routng in
TCP/IP and dual environment.

RFC 2763 ISISD =8 DB A AR
B =X A

RFC 2966 Domain-wide Prefix
Distribution with Two-Level
IS1S]

RFC 2973 [1S1SMesh Groups!

RFC 3277 ISISIBIENR T Z v 7 R —/LH]
IEE

RFC 3373 [ Three-Way Handshakefor 1S1S
Point-to-Point Adjacencies]

RFC 3567 [1S1S Cryptographic
Authentication]

RFC 3847 I'Restart Signaling for 1S-1S]]

IETF FZ >~k AV H—F Ky b KTT7 RV
VIAT— N NN—T 4T T
7 k32U 28T D LANFRHE AR
ARV —RA N AN —
va v

(draft-ietf-isis-igp-p2p-over-lan-06.txt)

OSPF

RFC 2328 [OSPF Version 2]

RFC 2370 OSPF Opaque LSA 47> 3

RFC 2740 OSPFfor IPv6 (OSPF /N— 3
> 3)

RFC 3101 OSPF Not-So-Subby-Area

(NSsA) A7 g
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. Supported Standards

i |

2% A

RFC 3137 [OSPF Stub Router
Advertisement

RFC 3509 [ Alternative | mplementations of
OSPF Area Border Routers]]

RFC 3623 T L —AT7)LOPF U AH—

~
RFC 4750 OSPF "— 3 ' 2MIB

Per-Hop Behavior (PHB)

RFC 2597 7 =7 — Fi#gi% PHB 7 L —
—

RFC 3246 e Seiink PHB

RIP

RFC 1724 RIPV2 MIB $i:5&

RFC 2082 RIPv2 MD5 8

RFC 2453 RIPNN— g2

SNMP

RFC 2579 [ Textual Conventions for
SMiv2]

RFC 2819 I'Remote Network Monitoring
Management I nfor mation Base]

RFC 2863 ['The Interfaces Group MIBJ

RFC 3164 [ The BSD syslog Protocol |

RFC 3176 InMon Corporation®sFlow : A

Ay FRBLOV—FT v R
Xy NU—=I DT T 407
E=ZTDHHE

RFC 3411 8 LT RFC 3418

['An Architecture for Describing
Smple Network Management
Protocol (SNMP) Management

Frameworks]

. Cisco Nexus 9000 < ') — X NX-0S EAER AT A4 K. 1) 1J—X 10.4(x)


http://www.ietf.org/rfc/rfc3137.txt
http://www.ietf.org/rfc/rfc3509.txt
http://www.ietf.org/rfc/rfc3623.txt
http://www.ietf.org/rfc/rfc4750.txt
http://www.ietf.org/rfc/rfc2597.txt
http://www.ietf.org/rfc/rfc3246.txt
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| =

Supported Standards .

R & EA

RFC 3413 ['Simple Network Management
Protocol (SNMP) Applications]]

RFC 3417 [ Transport Mappings for the
Smple Network Management

Protocol (SNMP)J

Ja4gs<EYTaq

RFC 8040

RESTCONF ~7'& | @/1
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CiscoNX-0S &y b7y T 1—T4Y) T+«
DfEFR

ZDEIL, WORNETHERINTOET,

* CiscoNX-OS &> b7 v —F 1 U T 412D\ T, on page 19
ety NT v =T 1 VT ¢ ORITESAME, on page 21

* Cisco NX-O8 7 /31 ZD& v 87 v 7, on page 21

ety NT v 2—F 4 UT 4 IZBT 5B MEH, on page 26

CiscoNX-0S Y r7 vy T A—T4 )T 412DV T

CiscoNX-OS ty b7 v a2—F 4 VT 4L, VAT LADHELR (RZ— T v 7 & HE0E
1) BELXHTA FTHx4EEMDa~v RS54 A F—T x4 A (CLI) E—RTY, Ev k
Tl a—7 4 UT 4 Tlid, VAT AEHIHEAT 2SI ERETEET,

Ty N7y T a—T 4 UT 4 T, VAT IMERS A T a7 2 EH LTI T 7 A v EE
RCEET, By T v 7L T8 ADHERR T 7 A /LA NVRAM 272 W IGA 2 B EIIC B 46
SINET, XAT 87 %Mo TR OBENIEZ B> CTRAIIET, 77 A VHBERS
Niz#, CLIZHAL GEBIMOREEITY ZENTEET,

TEOTa 7 M LT Ctrl ¥F—ZLIKETCHF—ZHL T (Crl-C) | 7%V DML
FFarEAXy L, FORRE TR SNT-ARTRICERZ ENnTEES, 277
L, BHENSAY — REIAF vy 7 CEEHA, BMICKT 2EEL AX v 7T 55513, Enter
F—5MLET, T4V FOEENRAONSRWGEES (T 21X, TA ABAN) T
N ATIHRLARTOMERR A F A LT, OERICAT v 7 LET,
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CiscoNX-0S v h 7y T a1—F 1 )T4OFERA |

B cisconxos v b7y T1-FruFsIzo0T

Figure2:2 £y v 7y 7 RH ) FrDoA—

ROMIZ, By b7 v 7T A7 VT M ANBLOGRT T L5 H5EEZRLET,
Startup device

l

Set admin password

v

Enter setup
command

Dis play EXEC

Enter setup
prompt

script?

[
y fes

Confgure the | Ctd-C
device

Mo or Ctrl-C

Save and apply
configuration

187048

By N7y T a—=7T 4 VT 413, BB WGEERICV AT D0 THERRT 5 & ICEITEH
LET, 2L, By " T v 7 2—7 4 VT (RN T A ZAREDTZDITWOTHEH
TEET, AV T MNTRAT v T2 ARy TFTHE By N T v a—FT 4007 412L-T
RS SN ET, 28 201E, TTICmgmt0 |  F—7 = A AZER L TWDHEE, &
DFEEZAF YT LTH, By " v 7 2—F 4 VT 4 TIEETOWEREET LEH A, 7272
L. FEOT 74V MERHZGEX. By 8T v 72— 4 U T 41 X o TR Tlid7e <

T AN A LTS ER SN E T, WA RFT DN, L SHEROL T NA 2 iR
LTLZE,

)

Note

SNMP 7 7 ¥ 2 ZHihZ T 5881%. NI IPvdL—h, T74/ 8 Xy hU—2 IPvd T R L
2, BIORF 74NV N F =T oA IPvAT FLZAZRER LT ZEW, IPULV—T T %
BT DE, T AZIPENL— R ET 740 Xy bU—27 IPvAT7 KL AZERA L F
T, IPv4 V—T 4 VT DN OLGE . TNA RAET 74V N F—h U A IPvd 7 KL R %&ff
ALET,

Note

Ty b Ty T A7 YT RTEIPVA 2T 2 AR — L TOET,
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| CiscoNX-08tv b7y T a—F11UT4DFER
ty b7y Ta—F1u7conmres ]

(o] — — —tl E
Yy N7 T A—T 1) T4 DEIHIREHR
Yy b T w7 2—F 4 VT 4 IITROBHESREN H Y £,
e Xy FU—ZBEONRZAT — RERIEA IR E > TS Z &,

e A= N NRNY P EVa—LDaryV—)LR—PRxy NT—ZZHEREESNLTWAH I &,
FaT IV A== AP 2— VDS, MITOA—IR=RX AP a— )LD ) —
VIR —= IRy N =T IR STV D I L,

e A= NN PFET 2 — VDA =P Ry MEBER— IR Ry N —Z I TWHZ
Lo TaT IV A== A P T2 —LDPEIL, WMSHTDRA—=R—=RA Y T2 —)LD
A =Py MEBEAR— IRy NU—J IS TNDH I &,

Cisco NX-0S T/\ 1 XDy r7 v T

Ty " T v T a2—F 4 UF 4 2 LT Cisco NX-OS T /351 ZADFEAEH 2R 51213,
WOTFNEEFAT L ET,

Procedure

ATV Tl FTHAALZADOEREANET,
RATYyT2 NAU— FOMEMRRE AR EIZITENLET,

SR IR/ S AT — RiE, ROFEZRF L ET,
cREINSXFLLETHD
 BHOEKEET 5T (Tabed) 72 E) EEATH RN
c BEOR UXTO# DI L ( Taaabbb) 72 &) ZH ATV
c FEEITH > TV O HEEZ T AT
s IELWAAHTZE ATV
s RKTFTBIWNCTFOmGNEENTND
HFNEENTND

Example:

-—-- System Admin Account Setup ----

Do you want to enforce secure password standard (yes/no) [yl: ¥y

ATFYvT3 BEHEOHLWART—REAHLET,

Cisco Nexus 9000 < ') — X NX-0S EA#ER A A4 F. ) 1J—X 10.4(x) .



CiscoNX-0S v h 7y T a1—F 1 )T4OFERA |

B cisconxos 75 xoEy FF YT

RTv74

ATy TH

Note NAY— PR e5EE BV, BRishednianl) | TONRAY — FOMKEBES S
£, NRAT—= FERLFE/NFRKRISNET, D e b8FL L RIF L/NF
DT EBF A LIRS 723 AT — Faf LTS 720,

Example:

Enter the password for "admin": <password>

Confirm the password for "admin": <password>

---- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.

Please register Cisco Nexus 9000 Family devices promptly with your
supplier. Failure to register may affect response times for initial
service calls. Nexus devices must be registered to receive

entitled support services.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

yes EANLT, By b7 v 7 E—REBBLET,

Example:

Would you like to enter the basic configuration dialog (yes/no): yes
yes L AL T (F 74V Mdno) . BIMOT 7 M EEKRLET,
Example:

Create another login account (yes/no) [n]:yes

a) 2—H¥ s IDEANLET,

Example:

Enter the User login Id : user login

Caution A—YPHOEHIER T LT OLERDH Y £T, 2 —PRITITRHLTF (+=. _\-), #
R eI R - PSRN TOERA, 2—FACTHFTSN T RNIITFREENT
WO E, BELa—FEr /A U TEERA,

b) =Y RNRT—RFEZASLET,

Example:
Enter the password for "userl": user password
Confirm the password for "userl": user password

©) T7ANIDa—F—m—LE AN LET,

. Cisco Nexus 9000 < ') — X NX-0S EAER AT A4 K. 1) 1J—X 10.4(x)
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ATvT6

ATy 717

ATvT8

ATvT9

ATy 710

Cisco NX-08 7754 2Dty +7v T [

Example:

Enter the user role (network-operator|network-admin) [network-operator]: default user role
T 7 4V O —HW— ma—)LOFEHIZ OV CIE,  [Cisco Nexus 9000 Series NX-OS Security Configuration
Guide] ZZM L TS 7IZ&W,

yes EANL T, SNMP 23 a=7 4 ARV T ERELET,

Example:

Configure read-only SNMP community string (yes/no) [n]: yes
SNMP community string : snmp community string

SNMP DFEHIIZ SV T, [Cisco Nexus 9000 Series NX-OS System Management Configuration Guide] %%
LT 7ZE,

TNRA AL AT LET (T 7 4V 44 switch TT)

Example:

Enter the switch name: switch name

yes EASILT, 77U RFT AN REHZBRLET, mgmtOIPvd 7 RLALH TRy b v A7 % ANT)
TEET,

Note Yy N7 =T 4 VT 4 THRTEX501E, IPv4 7 RLU AT TI, IPv6 DR OFE
Mz oW Tk, [Cisco Nexus 9000 Series NX-OS Unicast Routing Configuration Guide] % 2
LTL7EE,

Example:

Continue with Out-of-band (mgmt0) management configuration? [yes/no]: yes
MgmtO IPv4 address: mgmt(O ip address
MgmtO IPv4 netmask: mgmt(O subnet mask

yes EANJLTIPVAT 740 b = v =A (HEE) 2K LET, AT IPT7 FLAZANTE
ij‘o

Example:

Configure the default-gateway: (yes/no) [y]: yes
IPv4 address of the default-gateway: default gateway

yes EANLT, R¥T 4w —b, T7F/VE Xy hU—2 DNS, BEIORAAL VAR EDEE
WRIPA SV a v ERERLET,

Example:

Configure Advanced IP options (yes/no)? [n]: yes

Cisco Nexus 9000 < ') — X NX-0S EA#ER A A4 F. ) 1J—X 10.4(x) .



CiscoNX-0S v h 7y T a1—F 1 )T4OFERA |
B cisconxos 75 xoEy FF YT

ATYTN yes L ANLT, A¥T 1w —b (HE) 2R LET, wWET V7 1y 7 A 5TV T 4 v
AR BEORI AN KRy TDIPT RLAZANTEET,

Example:
Configure static route: (yes/no) [y]: yes
Destination prefix: dest prefix

Destination prefix mask: dest mask
Next hop ip address: next hop address

ATYFT12 yes EANLTC, 7400 3y bU—7 (HEEE) 2R LET, WIZ, IPv4T RLAZ AN TEE

7,

Note TT74NE Ry NU—=TDIPv4T RLARL, AXT 4 v 7 )b— MEROSEHLET LT (>
JALRLCTY,

Example:

Configure the default network: (yes/no) [y]: yes
Default network IP address [dest prefix]: dest prefix

ATYT13 yes EASJLT,. DNSDOIPv4 7 RLAZEMK LET, 7 RLAEZANTEET,

Example:

Configure the DNS IP address? (yes/no) [y]: yes
DNS IP address: ipv4 address

ATV T yes EASNLT, T74NV RO RAAL A EHERLET, RIC, ARTIZATLET,
Example:

Configure the DNS IP address? (yes/no) [y]l: yes
DNS IP address: ipv4 address

ATY 15 yes EAS LT, Telnet h—ERAEHMZLET,

Example:

Enable the telnet service? (yes/no) [y]: yes

ATV T16 yes&E ANJLT, SSHY—ERZHHILET, VT, F—F AT exF—vy MIE AT LET, #F
AIZ DWW T, [Cisco Nexus 9000 Series NX-OS Security Configuration Guide] #Z M L CT< 72 &0,

Example:
Enable the ssh service? (yes/no) [y]l: yes
Type of ssh key you would like to generate (dsa/rsa) : key type

Number of key bits <768-2048> : number of bits

. Cisco Nexus 9000 < ') — X NX-0S EAER AT A4 K. 1) 1J—X 10.4(x)
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ATvT11

ATv7S18

ATv7F19

ATy T2

ATvIT2N

ATy T2

ATvT23

Cisco NX-08 7754 2Dty +7v T [

yes E AN LT, NTP —"—ZHRLET, ZNT, IPT FLAZANTEET, FEMIZOWVTIE,
['Cisco Nexus 9000 Series NX-OS System Management Configuration Guide] £/ LT 72 &0,

Example:

Configure NTP server? (yes/no) [n]: yes
NTP server IP address: ntp server IP address

FIFN DA E—T A A LAY I2FFITL3) 2EELET,

Example:

Configure default interface layer (L3/L2) [L3]: interface layer

TIFINVEIDAAL v FR—b A H—T 2 A AAT—F (Vv v NEUVEREF Yy R D7 L)
EANLET, Yy MU A F—T A4 AT, BEHEX D REEIZRD 9, §EIZ OV T,
Cisco Nexus 9000 > U — A NX-OS A v Z—T = A AR ETA FEHRL T EN,

Example:

Configure default switchport interface state (shut/noshut) [shut]: default state

yes EATILT (F 74/ Mino) . EARRT 7 AN F ¥ ROAMEREITOET,

Example:

Enter basic FC configurations (yes/no) [n]: yes

shut EAHD LT (F 740 MiEnoshut) . 74NV DT 7 A NRXNF ¥y RNV AL v FR—h A X —T =
A A% shut (SEZh) REEICHERK L £ 97,

Example:

Configure default physical FC switchport interface state (shut/noshut) [noshut]: shut

on AN LT (74N Mion) . AAvTFHR—F T o7 T—FEHHELET,

Example:

Configure default physical FC switchport trunk mode (on/off/auto) [on]: on

permit ©E AJJ LT (F 74V Mddeny) . 774N "DV —2 R U —MHEFFATLET,

Example:

Configure default zone policy (permit/deny) [deny]: permit

FIFINR S DFRTDAVNRAD NF T 4 v Ta—EFa] LET,

Example:

Cisco Nexus 9000 < ') — X NX-0S EA#ER A A4 F. ) 1J—X 10.4(x) .
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Note writeerase 2~ RZ AT L7ZH% Ty N T v 7 A7 VTP RE2EITT 865, A7 VT MRT
%, Oa<wy REFEHALTT 740 DY —2 R o —%HRIICZEE L, VSAN 1 23
ATAULERHD FT,

switch (config)# zone default-zone permit vsan 1

ATV T2 yes EANLT (FT74NMEno) \ 7V Y —r vy NEEA R—T M LET,

Example:

Enable full zoneset distribution (yes/no) [n]: yes

AT9 Tl arvie— L TL—rRU s (CoPP) DRAKNTIZ T4 ADT a7 7 A NEANLET,
{Z2WTiE,  [Cisco Nexus 9000 Series NX-OS Security Configuration Guide] % &M L T 72 &0y,

Fill

Tup

Example:

Configure best practices CoPP profile (strict/moderate/lenient/none) [strict]: moderate

TITUVAT AL, EREOWELERL, ZNERETINE > DOMERE RO BNET,
ATYT26 nol ANLTKROFIEICERET, yes EASNTDHE, By N T v 7 2—F 4 U T 4 IREDIIHEIZE
D, EAXAT T HBDIRLET,

Example:

Would you like to edit the configuration? (yes/no) [y]: yes

ATvT2l yes EANLT, ZOMMAHERHBIOMRFELET, I CTRELRFEL TBLRNE, REIOT A
ARERFICREDN T SNET A, HREZRFT2561%, yes EANLET, ZOFIHEIFE, nx-os A
A=V D7 — MNMEHH AR SND Z LA MEIZLET,

Example:

Use this configuration and save it? (yes/no) [y]: yes

Caution I TR AR L TR W E | REIOT A ARLEFHIRENFEHF S NEE A, yes
EATTLUTH LWV A RIE L, nx-0s £ A— D7 — FNEHE BB S b X 9
I LET,

Ly b7y T A—T 1) T4 IZET BEMER

IITIE, By bT v  2—T 4 U T 4 OFERICET A FOMOERICOWVTIAL E T,
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| CiscoNX-08 £y k7T 1—F 4 U T 1 DA
Yy b7y T aA—FT4) T4 DEEER .

Yy b7y T A—T4 )T« DEEEH

ESPERE]S T=aT7ILBA ML
T4 ['Cisco NX-OS Licensing Guide]

SSH 3 L U Telnet | ['Cisco Nexus 9000 Series NX-OS Security Configuration Guide]

Z—H m— ['Cisco Nexus 9000 Series NX-OS Security Configuration Guide]

IPv4 35 L OV IPv6 | [Cisco Nexus9000 &V — A NX-OS=F ¥ A ks )b—F 4 > TR ETA
K

SNMP £ LT ['Cisco Nexus 9000 Series NX-OS System Management Configuration Guidel
NTP
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PowerOn Auto Provisioning O {# F /5%

ZOFEF, WO THMEINTHET,

* PowerOn Auto Provisioning {Z2NT (29 ~X—7)

« POAPvV3 (48 <X—7)

* POAP O EFHHEB L OHFE (50 <—)

*POAP Z (i3 272D % v MU — 7 BEORE (53 X—)
«POAP [T DAL v FTDFRE (54 X—2)

emd5 7 7 A VOVER (54 ~X—)

« TNAA AT 4 X2 b— g OFER, on page 56
*POAPD N T TNy a—T 47 (57 5—)

* POAP "—YVF U T 4 DEFEH (58 X—)

PowerOn Auto Provisioning [T DLV T

PowerOn Auto Provisioning (POAP) [, F* v~ h U —7Z#] TE A X417z Cisco Nexus A1 v
FIZXH LT, YT RT 2T A A=Y DT v T T L= REMER T 7 ANDA VA =L DTk
AxzHBELET,

POAPEREZ A X 72T A ANKEE L, AX— T v THED RO WS T30 A%
POAPE— RIZAY | DHCP#——%fE, A v F—T A AIPT RLVA, F—h U= A,
BLODNS h—nR_—DIP 7 FLAZFEHALCHHEE 77— A 77 LET, £/, TFTP
P—NR—=DIPT FLAZRHL, FUrn—RT51-00A, v F 2B L, @Ry~
N2 T ARV R 7 7 ANEL T 00— RLTA VA M= VT DA ) T N 2L
»u—RLET,

\)

(GE¥)  DHCP {E#%. POAP LHRA /A SN EJ,

POAP Df=-bD v b T —0 ZH

POAP 121X, IROX Y NT—T A4 T TNRNETT,
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PowerOn Auto Provisioning O F 5% I
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AU —T A AIPT RLA, F—h U= T RLA BERRALS Y F—Lh VAT N
(DNS) #—/3—%7— kA hF v 79 % DHCP ¥—/3—,

VT RNT T A A=V DA A M=V ERERO T 0 2% BE LT 28 A7 VU 7 F DR
BENTWD TFTP £7213X HTTP ¥ —/3—,

C MBI T RN =T A A=V ERERT A NAPREINTND 1 B EOY—/N—,
* USB AT 54 . POAP IZ DHCP — "—F 721X TFTP — _R— I/ H Y FH A,
R 3:POAP R FT—H AT

Script Script Server

Configuration and
(HTTP and TFTP)Server i e

Software Server

DHCP Server (SCP, FTP, SFTP, HTTP)

|

r S

I I
=n E=S
= ==

Script File
Configuration File and
IP Addrass, Gateway, s e Software Images
Script Sarver, and Script File J./" “\i

Default Gateway

G

Nexus Switch

POAP XY ) T hDZREHSFHoO—FK

CiscoNX-0S U U — 2R 102(3)F LI, POAP A2 V) 7 N 2R &EICA T yn— RT 54Ty a v
N E£T, POAPHEREZ (A T-7 A ANEE L, A¥— R T v THEND OG220
A, T3 AZPOAPE— RIZA Y, DHCPH—NR—%MEK, A X —T A ZAIPT KL A,
F=tzA, BEOEDNS #—_R—DIPT7 RLAZHEA L THHEZ 7 — AT v 7 LE
9, F2. T AT HTTPS 4 — =D P 7 KL AZEEG L, POAP A7 U 7 N & @4 H
vrua—RLET, ZORZ VT ML, AL vy FIR#YRY 7 by =7 4 A— Lk
TrANEL 70— RLTA VA =)L T&EET,

POAP A7 V) 7 N EEZRIZE 7 v a— R 5I121%, BED POAP &7 3 v IR 2 MLEERN
HY FT, CiscoNX-0S U U —2RZ10.23)F £ TlE. POAPIXIPv4 DIGHIEA T T 3 266 & 67,
IPv6 DGEITA T v a 77 15 EEHA LT, 7—h A7 U7 MEREZHMH L TWE L,

7220, A7 V7 FOREIT http 2 HT S0, HEVLETIIHY £ A, Cisco NX-0S
UU—2102Q)F LI, 47224313 1IPvd DEF 27 POAPRBED VoY a =7 27
V7 MEBREHREL, A7 a 1TERHIPVODRILZ EEFELET, 61, ZhboFT
T a A&, POAP T ZEIRFIETT 7 AN —N"—CEETEET, POAP AT a3 v
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66, 67. 77. BL 15X, Cisco NX-OS Releasel0.2(3)F Chl&fixV AR —hE&nET, &6
W2, A7V a r BELITITEEH L T L8561, KEISCT, Uo7 a a7 +—
Ny F7varb UCTHEHATEET, CiscoNX-0S UV U —Z104()F LARETIX, % =27
POAP HHOE—® pem iEHEDR DV [Z/L— h CA RV L EFHATE 9,

\}

GE) F a4’ LA 7 a 1T OWMTORERILFEEIZSI2 N1 R TT,

F T arBRBIVCA T a 1T THEHATE L 74T Vg o0 TE, RDEZ Vg
Tt L E9,

« &7 343 -1Pv4 IPv4 (31 X—7)

e FFa17-1Pv6IPv6 (32 ~X—2)

IPv4
AT a A3 2L, IPvA DIROV T AT > a Y 9,
* option space poap length width 2;

* option poap.version code | = unsigned integer §;

)

GEx) OV TH T g SINETT,

* option poap.ca_list code 50 = text;

* option poap.url code 2 = text;

N

GE) oV 747y g FSETT,

* option poap.version code 1 = unsigned integer §;

* option poap.ntp code 3 = ip-address;

\}

Gx) OV TA T gk, IPvd (v 3 43) TORYER—F X
nE7,

* option poap.version code | = unsigned integer §;

)

GE) 73270, 72947 hTOY—R—iFAEOKIEE A X v 7T
LR ESNET,
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IPv4 ORERBNIRD &Y TT,

host dhclient-n9kv {

hardware ethernet 00:50:56:85:c5:30;
fixed-address 3.3.3.1;
default-lease-time 3600;

option broadcast-address 192.168.1.255;

#option log-

servers 1.1.1.1;

max-lease-time 3600;

option subnet-mask 255.255.255.0;

option routers 10.77.143.1;

#option domain-name-servers 1.1.1.1;
vendor-option-space poap;

option poap.
option poap.
option poap.
option poap.
option poap.
option poap.

}

IPv6

version 1;

ca_list "https://<ip>/poap/ca filel.pem, https://<ip>/poap/ca file2.pem";
url "https://<url>/poap.py";

debug 1;

ntp 10.1.1.39;

flag O;

A7 a 17, IPV6 DIRDOY T AT a ik £,

* option space poap_v6 length width 2;

* option poap_vé6.version code 1 = unsigned integer §;

\}

Gx) OV TH T g SFNETT,

* option poap_vb6.ca_list code 50 = text;

* option poap.url code 2 = text;

)

GEx) OV TFH T g SNINETT,

* option poap_v6.debug code 51 = unsigned integer §;

* option vsio.poap v6 code 9 = encapsulate poap v6;

IPv6 DR EFITRD BV TT,

option dhcp6.next-hop-rt-prefix code 242 = { ip6-address, unsigned integer 16,
unsigned integer 16, unsigned integer 32, unsigned integer 8, unsigned integer 8,

ip6-address

}i

option dhcp6.bootfile-url code 59 = string;

default-lease-time 3600;
max-lease-time 3600;
log-facility local7;
subnet6 2003::/64 {
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=27 PoAP D4y k7—2 B4 [

# This statement configures actual values to be sent

RTPREFIX option code = 243, RTPREFIX length = 22

Ignore value 22. It is something related to option-size RT_PREFIX option length.
lifetime = 9000 seconds

route ETH1 IPV6 GW/64

# metric 1

option dhcp6.next-hop-rt-prefix 2003::2222 243 22 9000 0 1 ::;

#ipve ::/0 2003::2222

#Another example - support not there in NXOS - CSCvs05271:

#option dhcpé6.next-hop-rt-prefix 2003::2222 243 22 9000 112 1 2003::1:2:3:4:5:0;
#ipv6e 2003::1:2:3:4:5:0/112 2003::2222

#
#
#
#

# Additional options
#option dhcp6.name-servers fec0:0:0:1::1;
#option dhcpé6.domain-search "domain.example";

range6 2003::b:1111 2003::b:9999;
option dhcp6.bootfile-url "tftp://2003::1111/poap github vé6.py";
vendor-option-space poap v6;
option poap vé6.version 1;
option poap vé6.ca list "https://<ip>/new ca.pem,https://<ip>/another ca.pem";
option poap v6.url "https://<ip>/poap github v4.py";
option poap vé6.debug 1;
}

ZETPOAP DAy T —Y EH

BALF YA

POAP I, IROX Y hT—27 A4 T T NRNETY,

A VF =Tz A AT VA, F=hU=A T RUA BERFAL Y F— L VAT 4
(DNS) #—/\—%7— k2 7 7% DHCP % —/3—,

VT IRNT 2T A A=V DA A M=)V RO T vt REHZ D POAP 27 U 7 |
Z&ie HTTP H— 38—,

N

G¥) *POAP 27 U 7 N E4&IF T v a— ROYA, TFTP Y —
AN—[XHTTPS H—_—|ZEXMZ bNET, LR ->T,
ZDEDTFTP — "—|ZBHE T 2 NEZwile & X, TFTP
P— 3—% HTTPS Hh— "—¢ LTHIr Z & 25NN TL
7ZE0,

MRV T NI 2T A A=V T 7 ANDPRE SN TND 1 B EDOY—3—,

Cisco 7734 AZ1%, Secure Unique Device Identifier (SUDI) & FEE 5 —E OB 13 H 0 £
T N— U =7 SUDILIE, K51t Wroffit, B4, BIERNGOT —% Ol Z 74 5
A7 EOIERRF — BB TEE T, VR OTXTOT A A, FESUDI T /3 A
AL LTHHESNET, ESUDIT NS ZADGE, 77 AN —"—2Bik T 5720l — |
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CA NV RUVNMETT, 72720, 7740 $—s3—F, SUDI F72idFE SUDI T /34 ADW
THNTHRA N TEET,

INHTRTOMREIZIESNT, ROBEHY TV FONTIunzEHEH LT, POAPAZ U7 K
ERERNTETEY Y a— N T&EET,

e 77 A )b YP—— L LT D SUDI T /31 A

o« 77 A )L YP—R— L LT D SUDI T 231 A

274 Y—\—& LTO SUDI G T /31 R
SUDIZA YR — 355 /34 AL CiscoT /3 AT, LARTORE L (38720 . DHCP ¥ —/3—
IEhttp/tftp TIE7ZR < https DTt T 2 Lo/ £ Lic, 2O F U A TR, LERY 7
NI =T A A=V ERERT 7 A NV EETe 1| DL EOY— "—%fr&, DHCP ¥—/3—& SUDI
N R—=FFTDHA7 VT K $—s_— (HTTPS —/3—) OABRHLIETT,

)

GE)  SUDIIELTLSVI2 AR DA AEHR—FLET, £/, SUDI Y U =— = T hitps ZfEH L7
BRI T — ROLEZERE L, sfip lIBELET A,

4: 774N Y —N—A VISR MTIF v & LTD SUDIFIETINA R

SUDI-supported Configuration and
DHCP Script Server Software Server
Server (HTTPS) (SCP, FTP, SFTP, HTTP)
IP Address, Script File Configuration
Gateway, J' l J' File and
Script Server, Software
and Script File Images

504174

Nexus Switch

SUDI (T NA ZADT— 7 7a—3kDO LB T,

o BEIT NA R 1L SUDL X TH Y, SUDIFEHEZ BRI T A7-DICHER T AR AT
NV £9,
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77 4n9—n—eLtosumsnF i1z ||

« BB T A A1X DHCP i &2 %45 L £

* DHCP #—/3—{%, https H—/N—DFEM CTREN T A RNE L ET
« TA AUL, FEUED SSL APL 2] L TR AR T v FV 2L LET
 AAEIX M TSUDIZ #RGES 2 Z & TiThnvE

s poap.py DX 7 m— K

T7A4I)LH—/N\—& LTO SUDI 3T /814 R

ZOTFIATIE, =R CANRNY RV ET— b TS AL VA N—= VT DRERHY F
To BRREICIFN— R CANY RABKETY, ZIZ T, BBERY T RT =T A4 A—V LK
T ANEET 1 DL EOY— =LA, DHCP $— 33— HEFT A 2 3 L OFE SUDI
PAR—hk A7 U7k —sX— (HTTPS H—/3—) NPETT,

DHCP # 7 7 —IZi%, /b— b CA /N> RADFIA R RV — R—OFMNE EN T E
9, TN AESUDL VAR — T HM0ERH Y 7, 7 — b T, RIHFT A 2%
FHLTAL—FCARV L EE D a—RLTA A=l L, 77 AP —_"—LiEEL
£, FEITAA ZZREANCT oY a = I T 0LERSH D £,

5:97ANY—N—AVITZRATIFvELTDFESUDISIET INA R

Benchmark Non-SUDI-supported Configuration and

DHCP Configured Server Script Server Software Server
Server (USB Configured) (HTTPS) (SCP, FTP, SFTP, HTTP)
! =i L
IP Address, Root-CA Script File Configuration
Gateway, l Bundle of l l File and
Script Server, Non-SUDI Software
and Script File Supported Images
Script Server

Default Gateway

504175

Nexus Switch

FEXIE SUDL 34 ZD U —27 7 a—[ZRD LB Y T,

o BT XA AL SUDL KT Y . SUDIGEAEZMIET D72 DN ER N T A AT
NHY FT,

e JL— M CANRYV RLEFEH LT ==& KA M 2F/ T /34 2t SUDI ki T9
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o HBE)T /XA AL DHCP i ZXE LE T

« DHCP #—/3—{%, https +—/S—DFEHl & /b— b CA B —/"—DFEM TR E) T /314 ZIZJE
KLET

o« T— h TN ANHFRFT S, RZEEL, CANV RVEREGELT, ThE T Ak A b
TIEML £

c BT NA ANBT 7 AL B — N—[ZH|F#E L, poap.py #¥Vua—RKLET,

NUFI—VBHEINE=TNAR

JFESUDI HAR—hk 27 YT~ H—=_"—=D)— |k CAIEHEF = —2 77 A VX, XUTF~v—
7 KR S — /3 —@ /bootflash/poap/sudi fs IZEET HMLENH Y £7,

\}

GE)  RUTFHEREAT A ADR— M EEFET 5120, file-server <port-number> =~ > R&flH L
F9, A— 580 (hitp) °A— I 443 (https) 72 & DIEHER— M OEHITRET TS 7230,

file-server <port-number> =< > Rix, EFHA L ¥ —T = A A& L Car T oY et 572
aj ‘/C\ﬁ—o

AW A= THEFEN=T/NM ADEKL% POAP

T X 27 POAP OV 7R — M, B POAPHIEZ X 7oA A—V & L bicHrsnd T /3 A
A TORFHTE E7,

FORA 2N AT POAPBSBE N 72 W A1, LAY —DHCPA v a v A FH LT, T8 &
X 2T POAPEZH R— T AHLWA—Ta DA A—JICBELET, KRIC, 2NHD
TNA A% Y — R LT, 247 POAP #fea i T& £,

BELBLPOAPD S TILa—TFTa29
224272 POAP \ZBT 57 /8w ZIEREINET 512013, RO TFIEEZFEITLET,

1. 73 arB3DIPVADTFNRy T FFo a2 1ICHREL, 723217 D 1IPve DF
Ny FTFoarZHELET,

TNy T AT a0t BINow 72 LET,

2. AL YFBPOAP D1 A I NVEFETTELEIICLET,

3. POAP ZHEL ¥,

4, AT AHEEIL7Z 5, show tech-support poap =2~ > R&FEITL £,
ZDavr Rk, POAP DAT —H A F i3k E #Zr LET,
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poap it I}

POAP O E31t

POAP %, v AT KM R WEEICHAENTRV ET, 7— b7 v 7 O—HL LTETIN

F9, L. PIIRRERFIZ POAP OF L%z /S A /XA TE £9, POAP & /K ftHIIZ AN IZ 3

LA (VAT DR 720 GAETH), Isystemnopoap) 2~ REHTEET, 2=

~ 2RI (R ZRWEE TH) IROEENRIZ POAP 23BAG SN2V K 912 L £, POAP %

AT HIZIX,  Tsystem poap) =~ RE72lE lwrite erase poap] 2~ RZEH L £7,
['write erase poap)] =~ R, POAP 7 7 7 %% L. POAP #HAzhiz L £ 7,

« f5i] - POAP DLl

switch# system no poap
switch# sh boot
Current Boot Variables:
sup-1
NXOS variable = bootflash:/nxo0s.9.2.1.125.bin
Boot POAP Disabled

POAP permanently disabled using 'system no poap'

Boot Variables on next reload:

sup-1
NXOS variable = bootflash:/nxo0s.9.2.1.125.bin
Boot POAP Disabled

POAP permanently disabled using 'system no poap'

switch# sh system poap

System-wide POAP is disabled wusing exec command 'system no poap'
POAP will be bypassed on write-erase reload.

(Perpetual POAP cannot be enabled when system-wide POAP is disabled)

] : POAP DAL,

switch# system poap
switch# sh system poap

System-wide POAP is enabled

5] - POAP D%

switch# write erase poap

This command will erase the system wide POAP disable flag only if it is set.
Do you wish to proceed anyway? (y/n) [n] y

System wide POAP disable flag erased.

switch# sh system poap
System-wide POAP is enabled
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POAP O J4XalL—a3> Ry Th

VAAMbLRE SN DB A 7 Y R TIE, ROBENYR— S THET,
« Ay FEAORTF (U TAERSRE) ZBELET,

e AA v F RIZnx-0s V7 FU =T A A=V NEFEFELRWEAIL. Thaa Xy ra—
FLET, nx-0s f A=V BAA v F EIZA VA P—LER, REIOY 7 — FMRFIFEH &
nFE,

A= REPERENAA v FOREIOY 7 — MEPIEHA SN X ICA TV a—L
Li‘é‘o

« AFZ— T v TR E LT E IRFLE T,

Python 7' &1 7/'Z X » /"5 5 & Tool Command Language (Tcl) Z i U CRH%E Stk A7 U
7 M)*;L/wvznﬁﬁ SNTVWEY, TNHEDARZ YT hoWnWFiung, BHGOFRy NT—7
BORETHAZ~ A ATEET, ROV 7 TPython 27 U 7 MZT7 7 EALT, Cisco

Nexus 9000 'V —X AA v F LD POAP #FA4TTE £7, https:/github.com/datacenter/nexus9000/
tree/master/nx-os/poap,

Python 7' 1 77 X o 7 55k1% CLI Commands Z (T TE 22 DD API A L £, Zhbo
APLIZOWTIE, ROFTHHALET, SO API OF[#k1T CLI 2~ > ROLFHITY,

API BLL]

cli() B STk S0 2 & e CLL 2~ o RO ARAL
HoHHhEIRLET,

clid() XML &V R —+FT5CLIa~> ROBA., Z
D APl =~ R /1% Python 7 ¢ 7 = -
JELTRLET,

Z® APLIZ. show 22~ RO OMIRIZHE
MHET

POAP O J4XalL—a3> Ry TE

Python 7’11 7’7 X V7 SR MM L CHBE SNIMEA 7 UV 7 F O FABRHE STV E
T SN TVWDLAZ VT FE2HL. Xy Y=V REOBEMFZH-T L IICEETLZ
LB LET,

POAP A 7 U 77 K3 https://github.com/datacenter/nexus9000/blob/master/nx-os/poap/poap.py (Z & ¥
i ‘j‘o

Python ZfiH L CAZ V7 N&2ZEET 521X, ZHEHOTZ v b7+ —2L0 [Cisco NX-0S
Python APl U 7 7 L > 2 1A R] S5 L T 7230,
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POAP X% ) 7+ &5 &UPOAP 2o YT+ 4+ T avnim [

POAP X5 Y T rEXLUPPOAP RS Y T AT 3 nFEH

POAP A7 U 7 M & T 281IC., ROBIEEZFITLET,

1. 22V NOECHIA T ar T4 r7aF ) aRELT, vy M7 v AIZEET 5
FTRTCOF T a v NAZ VT MIEENDILH>ICLET, 574V 5% (741D
F7 v a UHEEET) EEEAE LN TLE N,

2. Yl awr s REFEHALT, FRENTWDEEIITPOAP A7 U MO MDS F = v 7
LEWHLET,

f=poap_nexus_script.py ; cat $f | sed '/*#md5sum/d' > $f.md5 ; sed -i
"s/~#md5sum=. * /#md5sum=\"$ (md5sum $£.md5 | sed 's/ .*//'")\"/" S$f

3. TAARIARL = T v TR DDA, FEXRARHEEZFITLTT A, 22 ) m—
FLET,

WHOPOAP AV V7 N A7 v a aHELT, POAPAZ U7 NOBWEEEECTCE LT, H—
N=NLT 7 ANEX T a— RT5LEE, RA M, 2—F -4, BLOSRAT—ROF
Ta VIRETT, N—=YF U T 4 EZRS TRTOE— RTIE, target system image # %
TY o, MAEANRTA=FFIAZ VT ML o Tl S, BENT A= PNFELBRWGE,
7V Z RIS ET, AA M, 2—F—4 BLORT—=FRFERSTXITOLF T3
VN, TIAN MDA T a BNV ET, AT VarT 4y at ) THET Y a VEEE
L2aWGE, T 740 MM SN E T,

s username
P N=nNE T 7 A NEF T a— T 5 LIS 22— 4,
* password
P R—=IE T 7 A N BRI a— T EEXIFHTH AT — ],
* hostname
TrANDE T a— RILOH—_"—DA4FTETZITT R A,
«E—F (Certificate verification mode)
7 7 4V M serial_number T,
WKONT IO T > a v EERLET,
cIN—=VYF T4«
tarball 725 A A v FEE LT 5 ik,
* SERIAL NUMBER

W7 7 ANBERET DAL v T DI TNANES, BR77 AN T NESD
204 conf.serialnumber T3, #il: conf.FOC123456

* hostname
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B rorrzouTrssuPAP 2oy T+ TL a0

WK~ 7 A VA ERET HTDIZDHCP A7 > a3 TR o R A M, 7 7
ANDFEA N OERIL, conf_hostname.cfg T3, #i : conf 3164-RS.cfg

°*mac

W7 7 ANV ERET DAV H—T A ADMACT RL A, W7 7 A LD F A
~a DOFEHXUL, conf macaddress.cfg T4, #i : conf 7426CC5C9180.cfg

*raw

W7 7 A N1, 7 a rTHRESNEZEBVIHERESNET, 77 A4 NVLITE
FENEHA,

* location

CDP A N—1%, WL T 7 A NBERET DDA ESNET, k7 7 A LVHND
BT O conf host_intf.cfg T3, Z 2T, host [T POAP A X —T =—A%EN L
TT AL RAHR SNV TNDHRA R THY | intf (X POAP A > ¥ — 7 = — AR S
NTWBHIE—bF A ¥ —T7x2—ZTT, i : conf remote-switch_Ethl_8.cfg

c WBIRAR—R

POAP DHFiE D AFIZ 372 KB AL D A~— A, 5 7 /L ML 100,000 T4, EE =
TYTDOT T T —ROGAE, X—F Y b A A=VDT v 77 L— KRR H Dk
DARA=Y DYV A ZEFTRELET,

* transfer protocol

VSH TH AR — b ATV 2 http, https, fip, scp. sfip, thp e EDERET 1w haL, T 7 ¢
Jb M sep T,

* config path
P R— EORER T 7 A VDI A, i : Atipboot, T 7 A /L b i /var/lib/tftpboot T,
* target_system image

YE— b —nR—nB Xy n—RT54 A—=TDLHT, 2. POAPE T L7211
BETBHA A—TTYd, ZOFTvaid, =V F VT 4 Z2RETITOE— R THHAE
DIRFA—=ZTE, T7x/L0ME ] TT,

* target_image path

P N—= LD A A= ~D/A, i : thipboot, T 7 4 /v b /var/lib/titpboot T,
*destination-path

A A=V EMDS Y 2EF T m— KT 53R, 77 %/ b /bootflash T,
*destination_system_ image

BESITEA A=Y T 7 AN, FBELRWEE, 7 7 4 /L M target system_image 4 (272
D \iﬁ—o

*user_app path
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POAP X% ) 7+ &5 &UPOAP 2o YT+ 4+ T avnim [

2—HP—=2R7 VT ==V b BRI —F = T2 REEI N TN D ——
EDARA, T T v M var/lib/tfipboot T,

*disable md5

ZhiE, MDS F = v 7 BN T MR D DAL True T, 7 7 4/L MI W2
(False) ] T

*midway system image

BHRDOYAT AT v 7T L— RIERT 54 A=V D4R, 7 7 4+/V hTik, POAP A
U7 NMET v 77— RARXZATRERFA A=V O4FTE OT TEMLET, 2B
T T L— RTHOHFRA A=V BIRT A1, 2047 va v a2ZELET, 7
ZxN M T T,

* source_config file
raw E— R&2EHT 25807 7 A VD4 HIL, T 7 4V M poap.cfg T3,

svrf
Zyrm— R LI HF % VRE, VRF |3 POAP 7' 22X »> CHEMICRE SN E
¥, 7 7 4/L bE POAP VRF ERBEA 4 C4,

*destination_config
A rm— KU 2401, 7 7 4 /L M poap_replay.cfg T9,

*split _config first
KRS D MEN D DHET. RAOWEE D IZHEMN T 2400, MRE AT 57
DIz r—FNFp Ll CoB@EHINET, 77 4/4 M poap_l.cfg TT,

*split config second
MR 3 E STV D5EIZ 2 & B ORI 2401, 7 7 4+ /v M poap_2.cfg
<7

* timeout_config

W7 7 ANVDav—p& A4 L7~ (BHAL) . 7740 ME120 T, LI —A
A—=VUANOEE, ZOF T a IMERHESRT, POAP Vet ARNZ A LT U MLE

T, VAV —AA=VOEE, FTIPIIZDX A LT U heabt— 7k ATEHARL BY
A 7T AEHLETR, scpBLOMMOT 0 b2/ WZZDXA LT T heat—7
2 2L ET,

* timeout copy system

VAT AA A=V DAL —DXA LT T N ((FVEAD, T 7 AL X 2100 T, LA —
AA=VUSNDOEGE, ZOF T a IMERHINT, POAP 72 ANF A LT U M LE
T, LHV— A A—=TDEA, FTPIXIZDX A LT U heabt— 7JavATiERiu s
A 7T AEHALETRE, scpBLOMMOT 0 b2/ WZZDX A LT T hEat—7
2 2 L ET,

* timeout copy personality
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N—=YF VT 4 tarball DI E—DX A LT 7 b (FPHALD), 77 4/L MX 900 T, L
VA A=VLHNOEE, ZOF T a s ifMEA ST, POAP T 0 AN Z A LT T b

LET, VI —AA=TVDOEA, FTPIZZOX A LT U b

ab— Fat A TiEAeL

nrAy TR LETE, scpBLOMDOT B Fa/WIZDOZXA LT DU M=

E— ut RN LET,
* timeout_ copy user

A=Y =27 VT =V b At —T3EOXA LT

v~ (BEAD, 77 40 b

1900 T3, LAY — A A—VLIADEE, ZOF T a iEHA ST, POAP 7 ut

AMBA LTI RNLET, LA — A A—=V0E ., FTP I

DAA LTV hZat—

TaEATERL r A TavRHEHLETR, sep BLOMMOT 1 2V TZ o

ALTY hear— e EHLES,

* personality path

N—=YF VT ¢ taball DX T — Red Y E—h 2RA, tatball XA 72— REN,

SRV F YT 4 Fuv ARNEBEINDL E . SR—YF U T 1L,
G DIPRINC T R TOT7 7 A VX T ra— R LET, 7
/Gﬁ‘o

* source_tarball

Zyrma— RNT 5= F VT ¢ tarball D4R, 7 7 4/b M,

*destination_tarball

Za— RED/R—YF U T 4 tarball D4R, T 7 4/ M.

POAP @ DNS 72 L T® DHCP H—/\—Dt vy r 7y F

tarball 5% EN THE S vz
7 # v M /var/lib/tftpboot

personality.tar T3,

personality.tar CT9°,

Cisco NX-0S U U — 2 7.03)I6(1) LAKE. tftp-server-name |£ DNS A7 v 3 72 LTl C& £

3. LARiTO U U — AT DNS 72 L T POAP #fE 2 A 2hIC T 2121%, 1
ZfEH LT tftp-server-address {5 ET HMLENH VY £,

SODHARZRN AT g

tftp-server-address 47> = A F T 5121, dhepd.conf 7 7 A VDA TR EZFEE L £,

option tftp-server-address code 150 = ip-address;

i

host MyDevice {
option dhcp-client-identifier "\000SAL12345678";
fixed-address 2.1.1.10;
option routers 2.1.1.1;
option host-name "MyDevice";
option bootfile-name "poap nexus script.py";
option tftp-server-address 2.1.1.1;

}

WDENL, IPv6 24 L7 POAP @ DHCPv6 DX EZ R~ L TWVET,

default-lease-time 3600;
max-lease-time 3600;
log-facility local7;
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POAP D— & LTOL—H— F—4, T—Y1o bk, 8&URoUTrogvoa—resm [

subnet6 2003::/64 {

# This statement configures actual values to be sent
# RTPREFIX option code = 243, RTPREFIX length = 22
# Ignore value 22. It is something related to option-size RT_ PREFIX option length.

# lifetime = 9000 seconds

# route ETH1_IPV6_GW/64

# metric 1

option dhcp6.next-hop-rt-prefix 2003::2222 243 22 9000 0 1 ::;

#ipve ::/0 2003::2222

#Another example - support not there in NXOS - CSCvs05271:

#option dhcp6.next-hop-rt-prefix 2003::2222 243 22 9000 112 1 2003::1:2:3:4:5:0;

#ipve 2003::1:2:3:4:5:0/112 2003::2222

# Additional options
#option dhcp6.name-servers fec0:0:0:1::1;
#option dhcpé6.domain-search "domain.example";

range6 2003::b:1111 2003::b:9999;
#range6 2003::c:2222 2003::c:2222;
option dhcp6.bootfile-url "tftp://2003::1111/poap github vé6.py";

POAPD—E L LTHDA—H—FT—42, T—Pxz b, BEXURTY
JrOAHO—KEFEH

FFvar T 42 aF IO T, download_scripts_and_agents A% H 0V £, —H—

Ay VT NeTF—2EFyra— RT 5551, &YIO poap_log T AL NashL, —if

@ download_user_app BN LZH L CKT7 7V r—varv iz vru—RKLEd, &
W CiscoNX-OS "=V a 37 4 L7 U ORJRH At —Z2 ¥R —F L TWiann, £0 X
2727 4 V7 b U iTtarball(TAR 77— A ) IC AT S, AL v F T EfHET 2 0LENH
Y ¥4, download_scripts_and_agents BI5cd /T A —Z 3R D LBV T,

« source_path - 7 7 A /L £ 72 id tarball 238 D5 ~D /S A, ZDNT A —=ZFMHTT,
% : /var/lib/tftpboot

e source_file- v — K457 7 A VDL, ZD/RT A—HTMETT, # : agents.tar,
script.py 72 &,

edest path- A A v F LD T 7 A NZF 70— KT8, URNCFEE LR -T2F 4 L
7 FUDMERESIET, ZHUTEMEARE/2/XT A —X% TF, T 7 4 /v N /bootflash T,

edest_file- ¥ 7o — RL7=7 7 A WIHHT D 40T, ZAUTEMKAIEE/R /X T A — & TT,
T 7 F IV MEIEFE STV source file T,

e unpack - 7 > 2%y 7 O tarball AMFET L0089 AR LE T, I tar -xf tarfile-C
Ibootflash TITWFE T, ZAUFEMEFIRE/R/NT A —H TF, 7 7 4/L MI[WW 2 (False) |
T,

« delete_after_unpack - 7> /3y 7 BWFH L7 H 7 > a— R L7z tarball ZHIBRT 2008
9 )& LET, unpack 23 False D356, 2hRITHY EX¥ AL, 7741 MI [V R

(False) ] T,
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Zyva— REREZERT 5 &, POAP ODFITICHLERT X TCOT—V =2 N T 7 ANV EH
you—RTEET, === FEBBT DL, POAPIZL > TH U r— RENTFELT
RERICHERDNTFET ADHENH Y 5, RIZ, =—TY b, A7 Va—F, BEWeron =
Y NU%EEM & L HicfETEET,

POAP ALiH
POAP 7B AIZIFRD 7 = —ANH Y £7,
1. EREA
2. USB Ot
3. DHCP OffiiHH
4. A7 VT NOFELT
5. AV AR—HZOYR—R

INHDT 2 —ANTHE, OB SN AEL 79, KRIZ, POAP ALELD 7 1 —[K %7~
L/iﬁ‘o

. Cisco Nexus 9000 < ') — X NX-0S EAER AT A4 K. 1) 1J—X 10.4(x)
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6: POAP 032

+—\'Fes

Boot up nomally with

slanup configuraton.

BREAT7I—X

Begin axisting interactve
salup over seral console.

Does the USE device

Mo

Execute DHCP discovery and
obtain [P address and TFTP
sorver address of where o get
the software image file.

v

Swich downloads he image <

h
&

descovery successiully
and oblaines P address and
TFTP sarvar address whare
POAP seript
file resides.

Yes

¥

Switch downloads the POAP
script file and execuls it

@5 the Swildy
bootflash contain he

noted in the scipt

Switch determinas the

file and downloads it

Switch replays the

confliguration file o
conbgure the swilch.

Configur ation i saved
locally 1o NVRAM.

> name of the configur afion < Yas

mage noted in the
scrip file?

e ]

grEA7z—x ]

TNA ZADERENO TTRATH L, T, ZFREERHIA VA M= SNy 7 by =T A
A—VZu— L, BENMEHT2ME 7 7 AV EZR L ET, T 7 A LR RO R0

7234 . POAP £=— FABBENE T,

BEIY., POAPZTILL THEEDOE Yy N7 v AL E I NEHRT L7 e 7 R RFERS

NEJ, POAPEKRTTHI LY, FfTTDHZEHLTEET,

Y

=)

POAP Z %173 DA, 22—V OHRIEIINEH Y T A, POAP ZHIET 2008 9 &R
5707 ME, POAP LEENE T35 F TR EINFITET,
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POAPE— RZKTTHE, MEDA L ET 7T 47y hT v 7 A7) 7 "B ENE
9, POAPE— R&HATT DL, TXTCORINESRNDA » F—T = A AXT 7 4/ MRET
M x4,

USBHEH 7z —X

POAP 2Bt T 5 L. 7 uvRIT 7B AAFEERTXTOUSB T/, AD/L—hK T 4 L7 |k
U6 POAP A2 V7~ 77 4L (Python 227 U7~ 77 A )L poap_script.py) . ik~ 7
AN, BERVATALE R IV AZ— K A A=V EBRBRLET,

A7 VT N 77 ANNBUSB T /NA A THDOMST28E . POAPIIAZ VT FOFEITEBMG L
£9, 27 UT b 77 AN USB T 31 ZITFLE LR WA, POAP |3 DHCP ORiH A 5
ITLET (BEENPRAELIZEAIX. POAP 3kIE 721X T8 T POAP V't A %EILT 5 F
f\MMP7mkxiumVﬁwmeﬁﬁ%xﬁ’iﬁbiﬁ)o

A7 VTN TRESNIZY 7 N 2T A A—=UBIOAL v FERT 7 A VHFEET D
. POAP X, ENHDOT7 7 ANEHEALT, Y7 MU =T oA A=V L, A v F &t
LET, Y7 b7 A A—VEBIPAL v TFHRT 7 A VD USB 7734 ANTIFIEL 720
B4, POAP X7V —> 7 v 7% LTCDHCP 7 = — R Z AN LB L ET,

DHCP #EH 7 = —X

AA T, BIE SRV DOA H—T 2 A AFE721X MGMT A > ¥ —7 = A A, DHCP ¥ —
N—/1n5H O DHCP A7 7 — % %595 DHCP Mt A v — U2 X ELET, (KROMESR
LTL7Z&EVY) , CiscoNexus A1 v F EODHCP 7 A4 7 M, 779447 MDA 3
VNCAAL v F YT NAEEEMEH LT, EVAKE DHCP — N—(Z#k5 & £ 9, DHCP
P—NR—=IZZDODEFEHALT, IPT RLRARLAZ VT b 77 A N4 EDNEH%Z DHCP 7
AT MIERTIENTEET,

POAP (21, 1% 3600 % (1 F#[H) @ DHCP Y — A28 48 T4, POAP (%, DHCP V) —
W 2B L E 9, DHCP U — X HARI2% 3600 0 (1 i) 127z 72\ 854, POAP (3 DHCP =
Iy m—a U EEITLERY A

*7-. DHCP #hith X v & —Cld, DHCP U — =MW HLDRDOA 7> a 2 EELET,

« TETP $— 34 F 7213 TFTP +—3 7 KL Z : DHCP ¥ — 3% TFTP % —/ 34 ¥ 7~ 1% TFTP
P—/NT KL A% DHCP 7 54 7 v MIH#LET, DHCP 7 A4 7 > MIZ DR %E
fEH LT TFTP —_—CEki L. A7 U 77 A VEZRELET,

e« 7 — N7 7 A4 : DHCP % — NIDHCP 7 A4 7 MIT— b7 7 A NE P F
T, T— b7 7 AN, TFIPY— RN EDT — 7 7 A N~DEENRNANEGENE T,
DHCPZ 54 7 M, ZOBREFEHLTCAZ YV N 77 AN EF 7 a— RLET,

PR Z 7o T85O DHCP A7 7 — 32 fE SN d &, BRUICEIE LIz b OBRZ T AL,

POAP 7't R IR DEEMICER £, T34 A1k, IR & 7= DHCP ¥—/3& @ DHCP % =
vr—gy (BEREFERINE) ZFEITL., DHCP 9 — NI AL v FIZIP 7 FLAZED Y
TET, POAPLE DGO AT v 7 TCT—n3ETH L, IPT KLU AIDHCPIZRE S E
7
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POAP 51 F+3 v TL—475+ |

B A 729 DHCP 47 7 — A E L7 W6, AA v FIEDHCP 3y ——3 = 0 (EK
eSS ZFEITEP. IP T RLAITE D S THNERA,

7:DHCPERE TOE R
¥ I

DHZPDISCCVER on front-pansal
interfaces or MGMT interacs

m !

Collate and select
DHCPOFFER

—  DHCPOFFER
salected?
-’I-)-

[y

COHCFREQLEST
the selactad OFFER

{ﬁh
-—-’"

_H-H"'\-\..

Yas

the intarfacs in
managamesnt WAF.

!

Configurs default gateway
on the interlaca in
managemant WAF.

'

Corfigure DNE (if any).

|

Speacified script
downloaded.

‘ Configure |P address on

351729

POAP 51+ 32vy TL—U 7k

Cisco NX-0S U U — = 7.0(3)I4(1) LAF&, POAP %, HE L7 — bD 1 2DOE#%IZH 5 DHCP
= N—FRHL LD L LT, A= FE@caEILET, DAL, 7v—2 70U =71
DY R—h SN TWehoTo728, POAPIZfEH S 415 DHCP $r— N—{(Fl@ i O 7 — 7 VI
VR TAMENL D E LT,

POAP X, EOT7 VLA 2777k ~v 7 (72 Z1E, 10gxd, 50gx2. 25gx4, F721F 10gx2) 7
DHCPY— N\—ZH 3Nzl v 7 ZRET 5202 RELET, EOR—FTHLT LA 7T
FARHAR— R SINTHRWES, POAPIZX AT I v ) T AT U N TrERERAF T
LET, 77— 7 U MA—T7R5%ETT 5L, POAPILEK £ DHCP#MH 7 = — X & AT
LET,
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B xrirozrrz—x

\)

GE) HATFTIv I ToA 77T bOFEMIONTIEL, T ADA L Z—T = A AERITA R4S
LT ZEN,

AT rOEFTIz—X

T XA AN DHCPHERISEDEREFEH L CT A, ABEEZ T — AN T o T LIZH T, A7
U7 R Z7 AN TETP Y — =8 v o— RENET,

AL vFIE, ar74Xal—var A2V REFEITLEST, ZHICKY, YT R =T
A A=VDOF T a—REL VA =L, BIUOAAS v FEAFOa T 4 FXal—ar Ty
ANDE T a— RRfThbhET,

72720, ZORERTIE, M7 7 A VIEAAL vy FICEA S NEFA, A1 v T ETBIEFETH
DY T NT2T A A—=VDBERT 7 A VHNO—ED 3~ REHR— KL TORWATREMEN H
H12DTT, HILWI T MU 2T A A—=UNA VA M=V ENTHE, AL vTFDY T— i
WZEDY T "N 2T A A=V OFATRBENE T, TORRTAL v FIZar 7 4 Fab—
varvPmEAInET,

)

GE)  AA v FoEwR SN LE, A7 VT MIMEFIEL, A vy FEAIVPFTALDOY T vy =T
AA=VET = T 7 EKE ) m—RNLET,

AR F=)LEO)O—FK 2z —X

ZA v FRFREL, Ty —RENEY T NI 2T A A=Y ETary7 Fal—3
YA (Vv A) SnET, TOk, A vy TFIE, FATar 7 4 Fal—Ta U EARASY—
Ty ar7 4 FX¥al—yglar’—LE T,

POAPv3

PowerOn HEh 7 n vy a =7 /R— 9 3 (POAPv3) %, CiscoNX-0OS U U —2Z 93(5) T
WASHE L, ZOKEEHEHATSE, POAPES LTI A4 A, RPM, BLOGEHEL
A VA R—=NLTEET,

POAPZ/TLCT A A, RPM, FITFEHEEZ A VA b—LT5121F,. ROTFNEEZFEITL
F7,

1. Ry 72 20V T NEFELBNC LT, POAP b — =17 3 VEZEEKRK L ET,

2. AVAN—NTEHT 7 ANEGT yaml 720X yml 7 7 A VEAERRLES, 77 A VAR
<serial-number>.yaml £ 721X .yml IER IZEZFENTNDH Z & EfHER L T EE 0,

3. yaml £720X .yml 7 7 A /LD MD5 F = v 7 LEERR L E T,
4. yaml 7 7 A VOERBKROBERIZBTND Z L 2R L TS0,
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roar3 ||

Version : 1
Target-image : nxos.9.3.4.bin
Description : Yaml for box XYZ12345 poap provisioning. N9k Leaf mode box
License : [licensel.lic, XYZ12345/license2.lic, folderl/license3.lic]
RPM :

- rpml.rpm

- patches/reload/rpm2-reload.rpm

- rpm3.rpm
Certificate : [sshl.pub, XYZ12345/ssh2key.pub]
Trustpoint :
CAl :
cert_1.pl2 : passwordl (priv_key passphrase)

XY712345/CAl/cert 2.pfx : password2
CA2 :

CA2/XY712345/cert 3.pl2 : password3

5. yaml¥—7U— KX, EfROBIIRENTWLERE —EHTH2LERH D Z LITERLTL
7ZEU,

6. TXRTOT7 7 ANEEY /2R ACHELET,

7. install path B AE4HTE LT TAESEROT7 4 VA NEE SIS /3A L LT POAP
27 VT N EEHLET,

WD U A NI, POAPV3 IZBIET B H A KT A4 LHIBRFEEZ R LET,

*YAML iZ, 56025707 T IV TEEDOD, ARGATHRTE L7 —% U7
JAVFEYERIS TF, YAML iX YAML Ain't Markup Language Ol T, Z D7 7 A VERXT
7 7aPFE RFa A PTHEAENET, 26D RFa A MITL—r 7 F X M
THRAFSH., . yml JERF 2N BIMENE T, YAML (X7 7 A VBT, yml X7 7 A VK
BT

¢« YAML {Z JSON D Z— 8%—t v FTh Y, YAML S—H—[F JSON Z#&ik L £9., YAML
77 ANMERIT, FHART, T AL MR, BEEREBLICER SN ET,

s yaml T5 & STV 5 Target image (X, POAP 27 UV 7 FNTEL SN TN D
target system_image /N ANZDAHRFFT HMENH Y £, yaml 7 7 A /LD Target image T
X, MR SRR — RS TOER A,

« yaml & .yml O )7 OIFEMEEEN VR — F STV ET, 26 OILEHKEO W%
T EEBINT AT arRNbH ET, A7 a VEBRIRLRVEA. <serial>
yaml JEIE D RANCEAT S, KRIEL725ATE. yml BB E I ET,

Cisco Nexus 9000 < ') — X NX-0S EA#ER A A4 F. ) 1J—X 10.4(x) .
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« HER T 7 A L L RIERIC, yaml/yml @ MD5 7 7 A L BLETY, 7272 L, disable mdS 723
[True] OHFE. yaml/yml O MD5 7 7 A VI EH Y FH A,

o TRA AD yaml 7 7 A B EONG WA Tinstall path] 73 POAP A2 U7~ 77
ANVTRESNTWETA, POAP V—7 7 a0 — (I ERDASATHEITESNET, DF 0.
RPM, 74 A, BIUGEHFED A X h—/VIIITONVEE A,
e A A= Uty ME RPM A A h—/L &I L7z PoAP 7% Day-0 LISt D)1 A
TERITSNDHGE, HEXIAAHEELY bELINET,
« ISSU (X, PoAP fEH TH LA A —VICBET57200H LT 7 4L T,
luse nxos boot] ZMEHTHMENHDH Z LITHERE LTS EEW, LAY — 7 — b nxos
< BB A 1L True TY,
e Filetype (. N7 A hARA > hD pfx, pl2, 74 B AD lic, .rpms D and.rpm T, F =
717 7 ANERPEEINRWGE . BUED POAP Wik L E7,

e 1pm DA, yaml 7 7 A MITED T 7 A VAL ERET DM ENRH Y 7,

%1 : customCliGoApp-1.0-1.7.5.x86_64.rpm 7> 5 custom.rpm (24 B2 28 L7254, PoAP X
AATOR—Ba R U CTRRR L £,

pm D ILDA R Z BT T 2121

bash-4.3$ rpm -gp --gf '${NAME}-%{VERSION}-%{RELEASE}.%{ARCH}.rpm' custom.rpm
customCliGoApp-1.0-1.7.5.x86_64.rpm
bash-4.3$

« POAP D ISSU MBAEESND & PoAP O IENR T oy 7 SNFET, MEOME T
ISSU KR35 &, FIEBBEENHOEINZIR Y £,

POAP D EEFIEE L UHIKEE

POAP HERLFOEEFHEB L O EHEIIRD LB Y T,

« bootflash:poap_retry debugs.log i%., W HIITD A POAP-PNP IZL > TA D7 7 A4
VTE, ZDT 7 AL, POAP FEENFEA LIZHAICIIBRS 0 £E A,

« Syslog DIFRIZE Y | securePOAP pem 7 7 A /L4 D FR1F 230 SCFITHIBR S LTV E
T 28, B¥ =27 POAP X pem 7 7 A VAT 256 XLFOESEZVR—FLTWET,

o ZOWRNIMET HIZIE. AMvyF VY7 hU T A A=Y TPOAP %A —FLTWND
PVENH Y F7,

« POAP Tl, AA v FNRHE SN TENEARICRSTBRDAL v TFOT R a =0T %
PR—FLEHA, A= T v T a7 4 X2l —2arORVAL yFOHEBI 70 E
Cam TR RYR— NS ET,

* POAP @ https 7°7 k = /L"C ignore-certificate ¥ — 7 — R &3 51214,
https_ignore_certificate 7> a A4 NI T H0E RN H D £3, ZHUITL D, POAP A~
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poap iz EEES £ UsnEE ]

Y7 N THTTPS 562 TEICEITTE, 71 b a/LiX POAP THEBE L 22\, Z DA
7'va v https 7 L CEATTEET,

Day 0 7' 1 B2 5 = 72 HTTP/HTTPS — \—Z 3 2581X, HTTP ~v X —H D
MAC 5 #i3 L O OO B E SN T r e Y g = VY FIER RIS E T,
POAP (X, HTTPGET ~v X =L D ZNHL 0Oz AL T, ELWrEYa=7
A7V RIBPERIESNTERAENS L ICLET, ZuE, oy ¥ — (BILOMD
Cisco OS) THIHFIEET L7z, ZALH OB #HIX, Cisco Nexus 9000 @ Cisco NX-OS Y

U —2A10.2(1) 25D HTTP get ~v X —THIHTE £9, ZDOHEREIX. POAP I LNk
POAP HTTP A {ECTT 7 4/ h T T& £7,

copy http/https GET =~ > R&AMHT 5L, IRDT 4 —/L RISHTTP ~y ¥ —D—F & L
THEHEINET,

Host: IP address

User-Agent: cisco-nxos
X-Vendor-SystemMAC: System MAC
X-Vendor-ModelName: Switch-Model
X-Vendor-Serial: Serial Num
X-Vendor-HardwareVersion: Hardwareversion
X-Vendor-SoftwareVersion: sw_version
X-Vendor-Architecture: Architecture

AR — K~ F v 2L (VPC) X7 O—{H T 5 CiscoNexus 7 /3N A% T — A T v/
I 572012 POAP %4 5354 . Cisco Nexus 7 /3A A% POAP DEEIRFZZ DT
DV T HTIT 4TI LET, vPC DY 7 O “ERER S TWDT 31 AT,
CiscoNexus 7 /34 AR SN TWVWAR—=F FXx XNV AR Y U TIZFDNT T 427
DO—EEIITRCOREEZHETL2HE08HY, v T 74 v I/ BKbNDLZERHY F
7T

ZOMEEREHET HI1I2E, V7N POAP 2 LT — MR M7 v 7 E 3TV 5 Cisco
Nexus 7 /834 A~D N T 7 4 v 7 OREERS> TR LANWI D, vPC U 2712V vy
EHRIHE 7 2 =0 (LACP) &R ELET,

POAP ZfEH LT, LACP /R— k T v F/L#EH T Cisco Nexus 9000 ¥V — X A A v F DX
A MY — DMTEERE STV D CiscoNexus 73 AT —hA N7 v 7 LIEHA, A
UN—= R—=hER—hK Fr 2 O—H L LT/ RV TE2RE | Cisco Nexus 9000
U= 2 o FIET 7 4/ N TED A L N— R— h e —pE i UE4, = oo R % [k
THINE, AV B —T =2 AT 4 F 2l —3 3 F— FH5nolacpsuspend-individual
a< s REHEHALT, FOXA 0 N—R"— h&—FHZ1E L7220 XK 912 Cisco Nexus 9000 +
U= A v TF MR LET,

72 POAP D H (L syslog lZFEdk &AL, S U 7 a3 Y —uinbLEHARREIC 2 0 £97,
BERRPOAPT= T —|X, 77— N7 T v allikINET, 77 A NMAD T +—~ > ME

date-time poap PID [init,1,2].log T9°, Z Z T, datetime® 7 +—~ > X
YYYYMMDD hhmmss C, PID |7 mrE X D272 0 797,

POAP 7' 7 N Tskip A 7> a &M+ 2 & /RRAT— R & HARAZL POAP R E A /N
ANATEET, ZOskipA7varzlHToL, FHEZ—F—D/ AU — NIt
SN ERE A, admin 2—F—ICHHRAT— KRR ESNLHET, a~vr NE7ey
7 SHvET, copy running-config startup-config
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« bootpoapenable =~ > K Uk#iHI72 POAP) N AA v F THI R > TWAHEA, U ia—
REFIZ, A — T o7 a7 4 Fal—alrBNMFEELTHWTE, POAP T — }\75§ Ky
H—SNET, ZDOTF YA TPOAP Zfi [ L7254 1%, no boot poap enable =2~ > K
Z{# 1 L C boot poap enable #& % % HIER L £,

A7 VT uaNE, T 7Ty aT 4T NVIREENE T, 77 ANVADT —
~ v b ¥ date-time poap PID scriptlog T4, Z 2T, datetime®” 4+ —~ > K&
YYYYMMDD hhmmss T, PID (7' r& & ID 2720 £,

27V rvoud Ty ANDOERERETCEET, A7 VT 774 1r0u 7 ERIX
27V THREEINET, A7V 7 0ol 77 ANDT T L— MNMIIT 7 F /b M)
WARNHYET, 2720, A7 VT NETR T 77 A MO EZEIRTE 7,

*POAPHEREIZ 7 A B RAIMEH D FHA, T 74NV FTA RX—TNWIZR>TWET, =
72U, POAPBEHEN IE L EMET A 7-DIZiE, Ry MU —7 OEARNZEY 2T A & A
DRy NT—=THNDTF NS ZNZA VA R— L ENTWALENH Y F3,

*POAP D USB VR —hizk v, A7V 7~ 77 A V&2ETe USB 5314 A% POAP
F—RTF =z 7 TEET, ZOHAREIL. Nexus 9300-EX. -FX. -FX2. -FX3. BXW
Nexus 9200-X, -FX2 A A v F THHR—h SN TWOET,

cTNRAABRENWLT T 4 v L—+EZ{ETDHE, POAPDHCP b7 %7 ‘/a yrjﬁﬁ%ﬁﬁz

TAHZENHY ET, ZOMBEIZ. POAPR 7y M2 FEHLTWAS WZHAE L
9, ZOMEAZERT 5ITIE. POAP BNEHAR—FE2HEHLTWSE 2 &%ﬁ”@; LT
W,

« NX-08 7.0(3)I7(4) LA, RFC 3004 (DHCP D—H#— 7 5 A2 7 a) RYPR—FE
nNTwWEd, ZHi2L Y. POAP X DHCPv4 Dx—W'— 7 T 2 47 3 77 &£ DHCPv6
Dax—H— 7 FAFT a2 15 %Y R —FTXE7, DHCPv4 & DHCPv6 Dfj 5 D= —
W I TR LT g NCRREINDT F A MME [Cisco-POAP] T,

*«RFC 3004 (DHCP ®D=—H#— 7 T X F 7 3) OYR— LY., Nexus 9000 %
A4 v FTIPv6 D POAP WY HR— K ENET,

« NX-0S89.2(2) LAKE, IPv6 #J1 L 72 POAP X, —R 71 > 1 — K %{jfi 2 7= Nexus 9504
B LU Nexus 9508 A A v FTHHR— FINET,

IPv6 D POAP #REIZ L 0 |, IPv4 TREEMNIFAE LT- L ZIT POAP 7' & A0 IPv6 %
ERHCE2 91220 9, ZOMEEIX, EREENEAE L EXICTIPvd 71 b
L& IPV6 7 u b I)LDOMEIERT 5 L DI SN TWET,

o 472 POAP D& 1%, DHCP A X —E VI WNEINI R > TNWD I E 2R LTS
A

rlﬂﬁ

cPOAPEZ Y HR— T HITIE. 77 AT T+— N —LEHRELT, BRI LARWEITHE
D& 5 DHCP v —"—% T v LET,

VAT LADEXR2 YT 4 BHEEF L, POAP 2 LV LARICTHITIL, RO XD ITHER L £
j—O

«DHCP AX—VY 7 %A FX—T NI LET,
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POAP 2T 5004y k7—sEHORE [

e T AT U ==L EREL T, BHLARW, FHITEEDH 5D DHCP Y —/3—
7nmavr LET,

*POAP I, MGMT R— & A v XU R R— FOW ST THR—FENET,

* CiscoNX-OS U U —Z 10.2(3)F LAK:, POAP/HTTPS #§BED /~— K7 =7 SUDI (21, POAP
AN T NI — KT 547 aryPHEISRTHET,

« POAP DT R ZIERZIVET 5121, POAP DR Ak 7R — h ToH % show tech-support
poap 2~ R&EfEHALET,

* CiscoNX-0S U U — X 10.3(1)F LAF%, Cisco Nexus 9808 77 =~ k7 4 — 2 A A v F D Cisco
Nexus X9836DM-A 7 A 77— R TPOAP 23 H R — F SN TWET,

* Cisco NX-OS U U —Z 10.4(1)F LAF%, Cisco Nexus 9808 A A 7 ® Cisco Nexus
X98900CD-A 7 A » 71— KT POAP B3 AR— F ENTNET,

* Cisco NX-OS U U — A 10.4(1)F LAR&, CiscoNexus 9804 77 v b 74 —Ah A vF | BX
X Cisco Nexus X98900CD-A & X9836DM-A 7 1 77— KT POAP ¥R — kI T\ E
‘j‘o

* CiscoNX-0S U U — 2 104(3)F LUETIE, X2 VT 4 LD 7=DIZ, AX v F A F =
U7 > CWET, POAP 7’0 ANMEIE L TWA N E I Bk, Ry 7 A
2T 7B AT HIZIIE NIRRT — RE AT HLERH Y F7,

POAP =9 5Dy FT—VIRIEDRTE

FIE

ATV TN VAaARRWFLEAREAZ VT FEERT D0, MEORZ VT MEAERLET, SOV TIE,
['Python Scripting and API Conﬂguranon Guide] #ZR L T 7EEW,

AT T2 WA V7 MCEEEMZ DTN, bash ¥ = /L& L C. #f=poap_nexus_script.py ; cat $f | sed
"IN#EmdSsum/d' > $f.md5 ; sed -i s/"#md53um=.*/#md55um=\"$(md53um $f.md5 | sed 's/ <IN\ $F A FEATT
HZEIZED, BTMDS T = v 7V AEFHHRET DI L AR L T ZEW, Gz >V TiE,  [Python
API Reference Guide (Python APl U 7 7 L' > A B4 K) | 22 L TS0,

ATV T3 (A7 ar) POAP DAY V7 B I OZDOMONTERY 7 N7 27 A A=V LOAAL v F O
R 77 ANE, ALy FInLT IV EATES USB T3, AZEELET,

ATw T4 DHCP V—REZREL, ZOV—NIAf v FZ—T 2 A, = T xA, BIORTFTP +— D IP 7 KL

AL, AT 4 X2l —Tar ATV N T A NNDONRR L ABREESINTT — N7 7 ANV ERELE
T, (ZOFHIL. RAYIOEREFZA L v FIRMEEINET) , TRXTOY T MU 2T A A—=VEBIOA

A > FHERR T 7 A4 VIS USB 73 AZH HEE1E, DHCP 3 — _— %2 ET 204 TIH Y T8 A,

ATy TH 1%52%7 V7 ha2RA T B0 TFTP £721X HTTP — "Z BB L ¥4, ¥ —/3—~D HTTP ¥k %
U H—94 25121, TETP $— —& OFiIC HTTP:// Z 4T £ 9, HITPS IZV R — SN TWEHFA,
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B rorrzemT 221 vFORE

ATw 6 URL#%5% TFTP A2 U 7 FAICEBIML T, 77 ANVEA~DIELWSRRZFKRLET,

RFYTT VI 2T AA—VBBIRary 74 Xa2l—3a3y T77ANMNERANTBEOHD 1 OFE - ITEEOY—
NEEELET,

POAP Z (I 2R 1 v FDKTE

IR B
POAP # T 27-0ICxy NU—ZBREREy T v 7ENTNWAZ L 2R LET,

FIE

ATFYT1 X NT—ZICAA v FE2HRBELET,
ATvT2 A v FOEREBEALET,

Wl 7 7 A VD RON SR WESIE. A A v F 1L POAP £ — R CiEg#) LT, POAP Z#H I L CHlFEOE v
N7 v I TEATT A0 E I Mamhab a7 vRERRENET,

POAP & — R GBI 2T T 270D MV IINEH Y £HA,

ATFYT3 (A7 ar) POAPE—REZKRTLT, @EDA L HETIT 47T vy bT v 7 27V TF NG5
Elix.y (yes) Z AN LET,
ZA < FHEEE LT, POAP WLHENBAIE SN E T,

RDEZRY
REZ MR LET,

md5 7 7 1 JLDERK

RERRA 7 U 7 MCEE #2572 TN, bash ¥ = /L& LT, #f=poap_fabric.py ; cat $f| sed
'/MmdSsum/d' > $£.md35 ; sed -i "s/ #mdSsum=.*/#md5sum=\"$(md5sum $f.md5 | sed 's/ .*//)\"/" $f %
FITTHZ LIk, BPFMDS F oy s P aEFERELET,

o7 —T %X, poap fabric.py @ mdSsum Z# LVMEICEZ#Z T (07 7 A
JNIEBR S T-5HE)
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md5 7 7 4 JLDVERK .

\)

GE) FIE1~4BILORT7~8F. BASH Y = L ZFHEH L TWAEASIZOLMETT, o Linux
P27 7 ATEXDHA. ZNOOFIETILEH Y THA,

IR B
bash ¥ = /LICT7 7 A LET,

FIE
ARV RFERRETI a3 Y B
AT 71| configure terminal Ja— VR EE— RERBLET,
fi
switch# configure terminal
switch (config) #
R 7 2 | feature bash-shell BASH ¥ = Ve A ANz LE T,
1 -
switch(config)# feature bash-shell
RT3 exit ar 74 Fal—varE - RERTLET,
1 -
switch (config)# exit
R T 7 4|runbash Linux BASH # B & £,
1 -
switch# run bash
Z v 7 5 | md5sum /bootflash/nxos.release_number.bin > .bin 7 7 A /L® md5sum Z1ERK L £,
/bootflash/nxos.release_number.bin.md5
1 -
bash-4.2$% md5sum /bootflash/nxos.7.0.3.I6.1.bin
> /bootflash/nxos.7.0.3.I6.1.bin.md5
AT 7 6 | md5sum /bootflash/poap.cfg > /bootflash/poap.cfg.md5 | . c£q 7 7 1 /L md5sum Z1ERL L £7,
1 -
bash-4.2$%$ md5sum /bootflash/poap.cfg >
/bootflash/poap.cfg.md5
ATy T 7| exit BASH ¥ = /L A#& T LET,
1 -
switch(config) # exit
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ARV RFERETIVa Y

B8

R w78 |dir|i.md5
1 -

switch# dir | i .md5
65 Jun 09 12:38:48 2017
nxos.7.0.3.I6.1.bin.md>5

54 Jun 09 12:39:36 2017 poap.cfg.md5
67299 Jun 09 12:48:58 2017 poap.py.md>

mdsS 77 ANV EFRRLET,

R T w 79 | copy bootflash:poap.cfg.md5 scp://ip_address/ T ANVEBRERBLIRY 7 N =T —R— 27 v

1 -

considered) : management
Enter username: root
root@10.1.100.3"'s password:
poap.cfg.mdb
54 0.1KB/s 00:00
Copy complete.

copy bootflash:poap.cfg.md5 scp://10.1.100.3/
Enter vrf (If no input, current vrf 'default' is

Zua—RKLET,

100%

—

TINAR AV T4 X2 L— 3 0DMESR

MR AR T 272D, kOWThhDa~yr REEHLET,

avU kR

B8

show running-config [
[exclude] command ]
[sanitized]

BAEDFITay 74 X2l —varEhiFoary7 o b—
a0 Tty hNONKEEZRRFTHITIE, %% T 5E— FTshow
running-config =~> R&fHLET, .

sexclude : ((£E) BEDaL 7 4 X2l —a LV EERDLER
SALUET,

exclude F+—7U— FD®H & 12 command 513 & E L. EFaRNDd
BEDary7 4 X¥al—a U EBRALET,

ca<w R (R 1lo0avry ROz, 3B EDa~
VR =R F AR~ ROV 7Ty FaFRRLE
7,

« sanitized : (ER) ZE&2AEDHTOEDICY =24 A&
Far 74X al—yarERRLET,

Cisco NX-OS U U — = 10.3(2)F LAFk. sanitized % — 7 — R 23
Cisco Nexus 9000 > — X A A v F THHR—FINTNET,

show startup-config

AR = T v T ar7 4 Xal—varz2RnrLET,

. Cisco Nexus 9000 < ') — X NX-0S EAER AT A4 K. 1) 1J—X 10.4(x)



| PowerOn Auto Provisioning O f& Fi775%
POAP D 5T 1—F 125 [

avw vk Br

show time-stamp FATRDN BRI ER SN2 EDXA DAZ T HRRLET,
running-config
last-changed

IZ, show running-config=2~ > K C sanitized & — V7V — RZEE L-HEOH NIFlZ R L E
To P =F A XSNTERIE, RO OFEMZ AT, MlkZ AT 5720 T
%i‘g—o

TOF T a L, FATHERE OB U — K& <temoved>F— T — RIZ LV ~RA 7 LET,

switch# show running-config sanitized

!Command: show running-config sanitized
'Running configuration last done at: Wed Oct 12 09:14:54 2022
!Time: Wed Oct 12 13:52:55 2022

version 10.3(2) Bios:version 07.69
username admin password 5 <removed> role network-admin

copp profile strict

snmp-server user admin network-admin auth md5 <removed> priv aes-128 <removed>
localizedV2key

rmon event 1 log trap <removed> description FATAL(l) owner PMON@FATAL

rmon event log trap <removed> description CRITICAL (2) owner PMON@CRITICAL
rmon event log trap <removed> description ERROR(3) owner PMON@ERROR

rmon event log trap <removed> description WARNING (4) owner PMON@WARNING

rmon event log trap <removed> description INFORMATION (5) owner PMON@INFO
--More--—

2
3
4
5

— N ~ — ~ N
POAPD FZ IV a—TFT 425
LATIE. POAP Z T 2B DR ORE L #-ED Y 2 M TH,
<[ : POAP 227 U 7 hDOFATH T IZRL, TAZ7 V7 FOEITIRBRLELE) &
WH AT — KA FERWT, syslog 73N FERENEREA,
%« —/X—T python script-name =~ > K& H L. X7 =072\ 2 & 2R L
F£9, options 7 4 7> aF VUIEPythonT 4 7> aF VU ThHIED, HEx hidar~
TRY-T, F—FIATvartfizan TRUYLZLERHD £7°,
s ELSFERH IR TWRNAT > a3 2k U, & F & FE 22577 T TypeError #4473
BAELET,
R —MOF T a UTCIIEREER LET (o 21X A4 27 U MROZFOMOEKIE),

SIRFFCHENTZEMEIZ DWW TIE, optionsT « 27 > a T U AR L T 7E&EW, ELWVE
REZOSWTE, A7 v ary VA REZRBL TSN,

« [ : POAP over USB NFEAET D7 7 A L& AT b EHA,

BE —HOTFT AL RZIZ2 20O USB 2oy bRHD £, USB Aoy F2 &2 LT
WABEAIL, A7 a v THRETALERLY £1°,

Cisco Nexus 9000 < ') — X NX-0S EA#ER A A4 F. ) 1J—X 10.4(x) .
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« [HRH : POAP B8+ 545,

22 POAP ZHIE L, A7 ADNESE) L7- 5. show tech-support poap =~ > K% 54T
LET, ZhICE Y, POAP DAT—X A LR NFRENET,

POAP /N\—YF ) T4 DEHE

POAP /N\—YF T«

Cisco NX-0S U U —2 7.003)I4(1) TH A I 72 POAP /X— YV F U F o #fEIC KV, =—H—
T —H# ., CiscoNX-08 &% — K X—=F s DRy F | BLOWEKRTZ 7 ANV ESNy 7T v 7EBID
oL TEET, LARTOY U —ATIL, POAP IO AZEILTE £ LTz,

POAP D/X—YF U F 4%, AL vF ETEWEINZ7 7 A ML TERINET, /X—Y
FIVT 4 T7ANDERBL Oy r— U X MIASCIH 7 7 4 VT,

NAFY AP g A=Y F YT 4 77 A MRS ET R, EBEOALTY 7741
FEENEEA, ATV T 7 A UTBHERE VD, SESNZV RS MU DLT 7 EA L
i—a‘o

N=YFT VT4 T7ANT tar 7 7 A LT, BRI 7 L2 S E S, RICHIZR
L/i‘j‘o

switch# dir bootflash: 042516182843personality # timestamp name

46985 Dec 06 23:12:56 2015 running-config Same as “show running-configuration” command.
20512 Dec 06 23:12:56 2015 host-package-list Package/Patches list

58056 Dec 06 23:12:56 2015 data.tar User Data

25 Dec 06 23:12:56 2015 IMAGEFILE Tracked image metadata

POAP /N—VF VT A DNV I TV T

AA v F ETua—niz, £33 — "= ETUE— MIPOAPX—VF VT DN T T v

TEERTEET, AL v FNOREB L=V F I T 40 Ry T7 v 7%, FLETLDR
A Y FTCORBILTDHDULENDY £7,

\}

GE)

Ny 7T T Cisco A7V 2 —FBREEZ M L TV A 5EEIE, ROBINTRT X 512, POAP
N=YF VT4 RNy I T v TTHEICRETEET, ATV 2—TDFMIZONTIE,
['Cisco Nexus 9000 Series NX-OS System Management Configuration Guidel]l % 2B L T < 72 &0,

switch (config)# scheduler schedule name weeklybkup

switch (config-schedule) # time weekly mon:07:00

switch (config-schedule)# job name personalitybkup

switch (config-schedule) # exit

switch (config)# scheduler job name personalitybkup

switch (config-job) # personality backup bootflash:/personality-file ; copy
bootflash:/personality-file tftp://10.1.1.1/ vrf management

. Cisco Nexus 9000 < ') — X NX-0S EAER AT A4 K. 1) 1J—X 10.4(x)
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PoaP /i—v+ 1) 7« ot [

FIEDHE
1. personality backup [bootflash:uri | scp:uri]
FlED
FIE
ARV KRFERRETI a3y B#J
AT 71| #Z8: personality backup [bootflash:uri | scp:uri] POAP/N—YF VT 4 DNy 7T v T alERl L ET,

1 -

switch# personality backup
bootflash:personalityl.tar

1

switch# personality backup
scp://root@2.1.1.1/var/lib/tftpboot/backup.tar

POAP /x—YF 1) T 1« DFERL

POAP R—Y T U T 4 ZV AT LAOETIREEE 1T I v b () RO EH 50585

LHMEETEET,
FIEDHE
1. configure terminal
2. personality
3. track [running-state | startup-state | data local-directories-or-files]
4. binary-location source-uri-folder
FIED ¥
FIE
ARV FFEREET7OVa Y B#
AT w 71| %7H: configure terminal Ia— VR EE— e L ET,
1 -
switch# configure terminal
switch (config) #
AT 72| %Z8: personality N=YF VT A EE— FITAD £7,

1

switch# personality
switch (config-personality) #

Cisco Nexus 9000 < ') — X NX-0S EA#ER A A4 F. ) 1J—X 10.4(x) .
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ARV RFERETIVa Y

B8

AT 73| WZHE: track [running-state | startup-state | data
local-directories-or-files]

1

switch (config-personality)# track data
bootflash:myfilel

1 -

switch (config-personality)# track data
bootflash:user scripts/*.py

1

switch (config-personality) # track data
bootflash:basedir/*/backup_data

POAP "— Y F U T 4 OIREFEERELET, K
DATvarEMATEET,

* running-state : IRDOIERE TS L E3, FEITH
i% (show running-config =~ > R CTH/R) | 7k
AN TATAEDT VT 4 778 CiscoNX-0S /3
FLHh— K= Sy =D BLOA A—
U4 (show version =< RTHER) , 2N
TI7HNNDOAT v a TT,

- startup-state : IROIEHREZF ¥ 7 F v LET,
AH— T v a7 4Falb— 3 (show
startup-config =~ > R CT&/R) | RA K~ X
T T2 vy hENT CiscoNX-0S Xy FRB &
VA — RS F 4 Ryr—2 | BEUS A=
4, (show version =< > R TCHER) .

» data local-directories-or-files : X7 7 v 745

TAVI NVERE T 7 ANVERELET, 2
Dawy REEEEAN LT, #5koT 117
NIBIXOTZ 7 A NENy T v T TEET,
UNIX ERDO T AV R — RLFRYHR— F &
NTWET, ZOFITIE, 1 DO T7HNLF L2
ODT 4 L7 NUPRHESNTVET,

GE) ZoavwrRzHLT7— 7 T7vyva
WNONRALFY T AV ER NI T v 7 LT
W, 7=+ 7T v afkEzRA LT
D L7RNTLEEN,

(6= TAL =Ny r—UdB S
A,

GE)  BANTE RPM (F—200E) IV HR—F
SHTWEHA, POAPS— VT U T ¢ 1
ElL. B4 SN7-RPM CIIHERE L £8 A,

AT 7 4 | ¥%Z8: binary-location source-uri-folder

1

switch (config-personality)# binary-location
scp://remote-dirl/nxos patches/

POAP /X— Y F U T 4 ODEITHRFINA T Y 77 AL
ERETA ue—BNV T 4oL MY EIZYE— |
TV NI ERELET, Zoa~wr ReEkE
(BIRNENLIZH/E-T) AN LT, BEOSGHZEE
TEET,
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poap i—v+ 15 s o

POAP /N\—VF )T 14 DIETT

POAP A7 V7 N DFAIT7 = — Az, BERE SN TND AL vTF A A— M Cisco NX-0S
VU —=Z703)4() LIETHDIEAE. A7 VT MNOSR—=YF U T 4 FY 2—)LZPOAP /{—
IFHVTF 4 BB LET, LEISLT, ALy TFEELWI T N =2T A AT v 77

L— ]\v Lij—o

)

GE)

=V F VT 4 DEIEE, =V FT VT 4O 7Ty FIHEASNEOERILLY 7 N =T
AA—VEFERLTETINET, HILOA A= ~DT v 77 L— RiL, POAP /X— Y}V
TABETIIVR—FENTWERA, LA A—=VIZT v 77 L — 9521, @ED
POAP 27 V7 h il L &£,

GE)

R=YF VT 4 27 VTR MALEOEE (T— M7 T v allHHRAR=ANRRN, AT
U7 FOFEITIZRT D7) TRIMLZEAE. POAP 7 & A X DHCP M 7 = — XIZRE Y
F9,

B rav 23, WMOT 7> ar2EFLET,

1.

2.

3.

T—=1 7Ty aNOR=YF VT 4 77 A NVEMELET,
R—=IFUF 4 T ANEKRIFELET,

R=IF VT TrANNEER T 7 ANE R — VAN TV EHRRY . &
vou—RTE5-34FY D) A MEERLET,

BEDOAA—TVFERIF AN TRV F VT 4 T7 A NVTHRESINTEZHD LR DEEA.
NAF VT = 7T vva (FELRWES) L4 7re— KL, ELWWA A—UTH
EEIL T, Nor—UFERIINyF 2@ L E£9,

/] ZEHEI L Ca—HF—F—F% 77 A NVERELET,
POAP X—VF VT 4 DR 7 7 AN EHAZ— T v IERKICaE—LFET,
A v FH)T—FLET,

POAP /A—VF T4 BTV RXH )Tk
WD TV POAP A7 U7k (poap.py) (ZiF, /=Y F U T HERENEGENTVET,

#md5sum="b00a7fffb305d13ale02cd0d342afca3"

# The above is the (embedded) md5sum of this file taken without this line, # can be #

created this way:

# f=poap.py ; cat $f | sed '/*#md5Ssum/d' > $f.md5 ; sed -i "s/ #mdS5sum=.*/#md5sum=$ (md5sum
$f.md5 | sed 's/ .*//')/"™ $f # This way this script's integrity can be checked in case
you do not trust # tftp's ip checksum. This integrity check is done by

/isan/bin/poap.bin) .

# The integrity of the files downloaded later (images, config) is checked # by downloading

Cisco Nexus 9000 < ') — X NX-0S EA#ER A A4 F. ) 1J—X 10.4(x) .
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the corresponding file with the .md5 extension and is # done by this script itself.
from poap.personality import POAPPersonality import os

# Location to download system image files, checksums, etc.

download path = "/var/lib/tftpboot"

# The path to the personality tarball used for restoration personality tarball =
"/var/lib/tftpboot/foo.tar"

# The protocol to use to download images/config protocol = "scp"

# The username to download images, the personality tarball, and the # patches and RPMs
during restoration username = "root"

# The password for the above username

password = "passwd754"

# The hostname or IP address of the file server server = "2.1.1.1"

# The VRF to use for downloading and restoration vrf = "default"

if os.environ.has_ key('POAP VRF'):
vrf = os.environ['POAP_VRF']

# Initialize housekeeping stuff (logs, temp dirs, etc.) p = POAPPersonality(download path,
personality tarball, protocol, username, password, server, vrf)

p.get personality()
p.apply personality()

sys.exit (0)
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=% =R

2y bRD—=0 TS5 TF7oRTLADER

ZOET, WONETHELINLTWET,

e Xy NU—2 FT 7 T K T L AT T, on page 63
XY NI—I TIZT TR TLADRNT TNy a—T 4 7 (74 =)

2y NIT—9 TS5 F7OoRTLAIZDWT

X NT—=2 TZ5 7 T RFLA (PnP) (%, CiscoNexus9500 'V —X A A »F (EALHIC
1L, N9K-C9504, NIK-C9508, ¥ L TINIK-C9516) THEITINDBY 7 b =7 77V /r—33
YT, PnPlE, HTLWT T U FRF Yy URADRBRERSHICLEZY, BEORY hU—ZC
FHTu I L7 ey a =y LT 50, YTV TRERFE-BIOHA SN
T REZERME LT, oL, RIEPe ¥ v FORBT 7 A = X &2 -85 0T
NAATHERENDF Y NT—27 %27y = VT 57008 —SnN-7 7 a—F 2t
LT,

fFLSNCRBAICE Y, a2 eSSBS, BREOEE L EF=2U T 4 NMELE
3, PPHEREIZ S A DT A ZD RO FELE . IROEFHBEDEN Z 27 2 k4 %
LIk LET,

« THA ZADHMF >y N U — T Bt A WAL T D,
« AL FR—FIZT N, AERERAZT D,
A PE=TILY T MU TBIOT 7 — AT =T DA A=V ERET D,
s A v FOOU—NN I LT Uy ETaEYa =TT 5,
« RBABIEH DA N MZOWTHLOEEL S 27 LT 5,
PnP X, 7947 b H—N"—=R—=2DEFTNVTT, 7747 (=== ) 1L Cisco

Nexus 9500 >V — X 24 v FTEMWEL, —— (2 hu—F) L CiscoDNA = h1z—
T CTEMELET,
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WOBIX, PnP b T TNy a—T 4 a~vr ROHEAEZRLTWET,

Switch# show pnp status
PnP Agent is running
server-connection

status: Success

time: 08:41:26 Jan
interface-info

status: Success

time: 08:34:00 Jan
device-info

status: Success

time: 08:33:46 Jan
config-upgrade

status: Success

time: 08:31:36 Jan
capability

status: Success

time: 08:33:50 Jan
backoff

status: Success

time: 08:41:26 Jan
topology

status: Success

time: 08:33:54 Jan

11

11

11

11

11

11

11

Switch# show pnp version

PnP Agent Version Summa

PnP Agent: 1.6.0
Platform Name: nxos
PnP Platform: 1.5.0.rc2

ry

Switch# show pnp profiles

Created by

Primary transport:

Port: 443

CA file: /etc/pnp/certs/trustpoint/pnplabel

Work-Request Tracking:
Pending-WR: Correlator=

UDI
DHCP Discovery PID:N9K-C9504,VID:V01l,SN:FOX1813GCZ8

https
Address: 10.105.194.248

Cisco-PnP-POSIX-nxos-1.6.0-21-589%9a466a-0d88-427b-al7e-69afb7d0a226-1

Last-WR: Correlator=

Cisco-PnP-POSIX-nxos-1.6.0-20-ab225ded4-b0ef-46c5-9c4f-e3bd9f7c6b87-1

PnP Response Tracking:
Last-PR: Correlator=

Cisco-PnP-POSIX-nxos-1.6.0-20-ab225ded4-b0ef-46c5-9c4f-e3bd9f7c6b87-1
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Switch# show pnp lease

{

"lease": {

"uptime": "Fri Jan 11 05:32:17 2019",
"intf": "Vlanl",

"ip addr": "10.77.143.239",

"mask": "255.255.255.0",

"gw": "10.77.143.1",

"domain": "",

"opt 43": "5A1D;B2;K4;I10.105.194.248;J80",
"lease": "3600",

"server": "10.77.143.231",

"yrfr: "1"

Switch# show pnp internal trace

1) Event:E DEBUG, length:49, at 907122 usecs after Fri Jan 11 08:30:44 2019
[104] pnp ascii gen: ascii gen completed rcode[0]

2) Event:E DEBUG, length:16, at 907094 usecs after Fri Jan 11 08:30:44 2019
[104] pss type: 5

3) Event:E DEBUG, length:31, at 907069 usecs after Fri Jan 11 08:30:44 2019
[104] Entering pnp ascii gen cfg

4) Event:E DEBUG, length:22, at 907061 usecs after Fri Jan 11 08:30:44 2019
[104] Calling Ascii gen

5) Event:E DEBUG, length:16, at 907051 usecs after Fri Jan 11 08:30:44 2019
[104] pss type: 2

6) Event:E DEBUG, length:49, at 907018 usecs after Fri Jan 11 08:30:44 2019
[104] pnp ascii gen: fu num acfg pss entries[0x2]

7) Event:E DEBUG, length:49, at 973813 usecs after Fri Jan 11 08:29:51 2019
[104] pnp ascii gen: ascii gen completed rcode[0]

8) Event:E DEBUG, length:16, at 973787 usecs after Fri Jan 11 08:29:51 2019
[104] pss type: 5

9) Event:E DEBUG, length:31, at 973760 usecs after Fri Jan 11 08:29:51 2019
[104] Entering pnp ascii gen cfg

10) Event:E DEBUG, length:22, at 973751 usecs after Fri Jan 11 08:29:51 2019
[104] Calling Ascii gen

11) Event:E DEBUG, length:16, at 973742 usecs after Fri Jan 11 08:29:51 2019
[104] pss type: 2

12) Event:E DEBUG, length:49, at 973707 usecs after Fri Jan 11 08:29:51 2019
[104] pnp ascii gen: fu num acfg pss entries[0x2]

13) Event:E DEBUG, length:35, at 535794 usecs after Fri Jan 11 08:04:15 2019
[104] pnp pi spawn finalize pid 690

14) Event:E DEBUG, length:41, at 228291 usecs after Fri Jan 11 08:04:13 2019
[104] + pnp _pi spawn child pid: 0xdd526da0

15) Event:E DEBUG, length:76, at 132853 usecs after Fri Jan 11 08:03:26 2019
[104] Rx: Direction: PnP PI -> PnP PD, Type: Device Provisioned, Cfg: Present

16) Event:E DEBUG, length:35, at 440380 usecs after Fri Jan 11 08:03:18 2019
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[104] !!! ACKED Unconfigure Ret:1!!!

17) Event:E DEBUG, length:61, at 440347 usecs after Fri Jan 11 08:03:18 2019
[104] Tx: Direction: Max, Type: DHCP Unconfigure Done, Len: 16

18) Event:E DEBUG, length:35, at 440331 usecs after Fri Jan 11 08:03:18 2019
[102] Unknown timer cancel requested

19) Event:E DEBUG, length:35, at 440311 usecs after Fri Jan 11 08:03:18 2019
[104] pnp_pss_runtime commit success

20) Event:E DEBUG, length:57, at 440103 usecs after Fri Jan 11 08:03:18 2019
[104] pnp_pss_runtime commit: Stored values in runtime PSS

21) Event:E DEBUG, length:23, at 440051 usecs after Fri Jan 11 08:03:18 2019
[104] - pnp_vsh halt:206

22) Event:E DEBUG, length:17, at 950291 usecs after Fri Jan 11 08:03:15 2019
[104] Adding "end"

23) Event:E DEBUG, length:58, at 950269 usecs after Fri Jan 11 08:03:15 2019
[104] Adding "configure terminal ; no clock protocol none "

24) Event:E DEBUG, length:33, at 945994 usecs after Fri Jan 11 08:03:15 2019
[104] - pnp_vsh config 13 intf:788

25) Event:E DEBUG, length:29, at 945979 usecs after Fri Jan 11 08:03:15 2019
[104] + pnp_vsh config 13 intf

26) Event:E DEBUG, length:39, at 945963 usecs after Fri Jan 11 08:03:15 2019
[104] Adding "no feature interface-vlan"

27) Event:E DEBUG, length:32, at 945932 usecs after Fri Jan 11 08:03:15 2019
[104] Adding "configure terminal"

28) Event:E DEBUG, length:40, at 945886 usecs after Fri Jan 11 08:03:15 2019
[104] Got Semaphore, vsh halt continue...

29) Event:E DEBUG, length:46, at 945870 usecs after Fri Jan 11 08:03:15 2019
[104] sem_timedwait Success, Start VSH clean up

30) Event:E DEBUG, length:19, at 945843 usecs after Fri Jan 11 08:03:15 2019
[104] + pnp_vsh halt

31) Event:E DEBUG, length:35, at 945831 usecs after Fri Jan 11 08:03:15 2019
[104] pnp_pss_runtime commit success

32) Event:E DEBUG, length:57, at 945643 usecs after Fri Jan 11 08:03:15 2019
[104] pnp_pss_runtime commit: Stored values in runtime PSS

33) Event:E DEBUG, length:33, at 945607 usecs after Fri Jan 11 08:03:15 2019
[104] !!! Received Unconfigure !!!

34) Event:E DEBUG, length:74, at 945578 usecs after Fri Jan 11 08:03:15 2019
[104] Rx: Direction: PnP PI -> PnP PD, Type: DHCP Unconfigure, Cfg: Present

35) Event:E DEBUG, length:49, at 789616 usecs after Fri Jan 11 08:01:52 2019
[104] pnp_ascii gen: ascii gen completed rcode[0]

36) Event:E DEBUG, length:16, at 789579 usecs after Fri Jan 11 08:01:52 2019
[104] pss type: 5

37) Event:E DEBUG, length:31, at 789522 usecs after Fri Jan 11 08:01:52 2019
[104] Entering pnp_ascii gen cfg
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38) Event:E DEBUG, length:22, at 789514 usecs after Fri Jan 11 08:01:52 2019
[104] Calling Ascii gen

39) Event:E DEBUG, length:16, at 789506 usecs after Fri Jan 11 08:01:52 2019
[104] pss type: 2

40) Event:E DEBUG, length:49, at 789489 usecs after Fri Jan 11 08:01:52 2019
[104] pnp_ascii gen: fu num acfg pss_entries[0x2]

41) Event:E DEBUG, length:35, at 789365 usecs after Fri Jan 11 08:01:52 2019
[104] pnp_pss_runtime commit success

42) Event:E DEBUG, length:57, at 789135 usecs after Fri Jan 11 08:01:52 2019
[104] pnp_pss_runtime commit: Stored values in runtime PSS

43) Event:E DEBUG, length:26, at 789096 usecs after Fri Jan 11 08:01:52 2019
[104] Phase Init -> Monitor

44) Event:E DEBUG, length:35, at 788967 usecs after Fri Jan 11 08:01:52 2019
[104] pnp_pi spawn finalize pid 1c9

45) Event:E DEBUG, length:41, at 831561 usecs after Fri Jan 11 08:01:49 2019
[104] + pnp_pi spawn child pid: Oxffff7e28

46) Event:E DEBUG, length:45, at 831550 usecs after Fri Jan 11 08:01:49 2019
[104] Have startup config, Starting PnP PI....

47) Event:E DEBUG, length:40, at 831538 usecs after Fri Jan 11 08:01:49 2019
[104] Posix log directory creation failed

48) Event:E DEBUG, length:50, at 831479 usecs after Fri Jan 11 08:01:49 2019
[104] pnp fire event: PNP_EVENT HAVE STARTUP CONFIG

49) Event:E DEBUG, length:35, at 831465 usecs after Fri Jan 11 08:01:49 2019
[104] Inside : pnp_other msg handler

50) Event:E DEBUG, length:80, at 831437 usecs after Fri Jan 11 08:01:49 2019
[104] pnp get data from queue: dequeued event 0x1102e0Occ 25/cat 11 from pending Q

51) Event:E DEBUG, length:50, at 831368 usecs after Fri Jan 11 08:01:49 2019
[104] Injecting Event PNP_EVENT_ HAVE STARTUP_CONFIG

52) Event:E DEBUG, length:59, at 831303 usecs after Fri Jan 11 08:01:49 2019
[104] Have Startup Config, move the process state to monitor

53) Event:E DEBUG, length:57, at 799379 usecs after Fri Jan 11 08:01:49 2019
[104] Accelerating PnP, Break Point: Break Point PoAP Init

54) Event:E DEBUG, length:35, at 799334 usecs after Fri Jan 11 08:01:49 2019
[104] pnp_pss_runtime commit success

55) Event:E DEBUG, length:57, at 799239 usecs after Fri Jan 11 08:01:49 2019
[104] pnp_pss_runtime commit: Stored values in runtime PSS

56) Event:E DEBUG, length:23, at 799226 usecs after Fri Jan 11 08:01:49 2019
[104] Phase None -> Init

57) Event:E DEBUG, length:53, at 799200 usecs after Fri Jan 11 08:01:49 2019
[104] Initilizing PnP-agent State machine curr state 3

58) Event:E DEBUG, length:35, at 799188 usecs after Fri Jan 11 08:01:49 2019
[104] pnp_pss_runtime commit success
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59) Event:E DEBUG, length:57, at 799070 usecs after Fri Jan 11 08:01:49 2019
[104] pnp_pss_runtime commit: Stored values in runtime PSS

60) Event:E DEBUG, length:26, at 798965 usecs after Fri Jan 11 08:01:49 2019
[104] !'!! Box is Online !!!

61) Event:E DEBUG, length:35, at 798954 usecs after Fri Jan 11 08:01:49 2019
[104] pnp_pss_runtime commit success

62) Event:E DEBUG, length:57, at 798770 usecs after Fri Jan 11 08:01:49 2019
[104] pnp_pss_runtime commit: Stored values in runtime PSS

63) Event:E DEBUG, length:70, at 370297 usecs after Fri Jan 11 07:55:41 2019
[102] pnp_demux mts(463): (Warning) unexpected mts msg (opcode - 7655)

64) Event:E DEBUG, length:41, at 092701 usecs after Fri Jan 11 07:55:33 2019
[104] PnP Init Internal subsystem, Done!!!

65) Event:E DEBUG, length:32, at 089920 usecs after Fri Jan 11 07:55:33 2019
[104] PnP Init Internal subsystem

Switch# show pnp posix pi configs
/isan/etc/pnp/platform config.cfg:
/isan/etc/pnp/file paths.cfg:
/isan/etc/pnp/pnp_config.cfg:
/isan/etc/pnp/policy discovery.conf:
/isan/etc/pnp/certs/platform.json:
/isan/etc/pnp/certs/pnp_status.json:

/isan/etc/pnp/certs/job_status.json:
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ZOET, WONETHELINLTWET,

« CLI 7’12 7 s OHEZE, on page 79

e 1< K E&— I, on page 80

o RFR U, on page 85

e ¥ —Xh~m—2 ya— M v I, onpage 86

o 2~ RO, on page 89

« HArHY 7R 2~ o R4 OAf5E, on page 89

« A~ RIEE TOLET O E, on page 90

o 2~ D no JEADHEH J71E, on page 90

* CLI Z#{DF%E, on page 91

e < R =AU 7T X, onpage 94

e a2v > N A2 U I, onpage 96

 IRPUKAF~/L 7, on page 98

« IEF#EHLZ-SUW T, on page 100

e show 2~ > R JOfE &7 405 Y > 7, on page 101
e --More-- 71 7 E B OB L7 4 /v % U 7, on page 107
« a~vy NEREOMEHFE (108 X—)

cCLIfRT a7 hOA X =T NVERITT 1 E—7 0 (110 X—2)
 CLI B OO E (110 <—2)

s EVa—~Davy ROEE (111 3—)

cE AL DA FHADRE (112 3—=)
+BIOS v —#— 7’1 7" |, onpage 114

« CLI Off 451, on page 114

CLIl Oy 7 FOME

TR ACERIZT 7 8RATAHE, 2= )R — DEZ—IF )L T4 RUEFITY) E—
= 2T =300, ROPIOLH572CLIL a7 "IFEREINFET,
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User Access Verification

login: admin

Password:<password>

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2013, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

switch#

FITHN DT NA A KRA N EELTTEET,
CLI 7m 7 hinb, ROFEEZFATTEET,
cFEREA R ET D7D CLI 2~ REHEHT5
s av RERICT 72 AT 5
« av s NigfTiERe A T 2

\}

Note i OENETIL, 2—FHLDORKLFTE/NLFREBENET, 2L, 2 Y — L FR— &
LTCT S RCEERT 256, 2—VPARED L IICERZIN TV DI ICERZ2 L, §TK
YETa A a—YPLEEASNTEET, ELVWRAT—REANTHEL, 731 el A
UTEET,

Z 2T, Cisco NX-0S CLI TO =~ > K E— RIcoWTHMA L £,

EXECa<v> bk E—F

W Ta /A 45 EIZ, CiscoNX-0S V7 b =713 EXEC E— RiZ72 Y £4, EXEC
F— R TEHATREZR o~ R, T3 2AOWRER L ORISR A2 FRT Dshowa~ o .,
clear 2~ > R, 22— —RNF A X a7 4 Fab—va VIR LRV Z F4T4 5%
DD a~r FRH Y £9,

gO—N)LERaT K E—F

Ja—\) a7 4 Xal—vay ET— KT, Ao~ R77®8ATEET, 20D
HFEIL. T3 A EE R B ey 52 AR E IR ME R L TWET, 7 — Uik
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F—RTa~r REANTDHE, TAAL 2E2 70— UK LTZY . X0 BRI ek T —
REBIBLTCA VA —T 2 A A7 0 b a L PO EDOER R LY TEET,

SUMMARY STEPS
1. configure terminal
DETAILED STEPS
Procedure
Command or Action Purpose
Z 5w 71 | configure terminal 7a—rVRET— RERB L £,
Example: Note CLL7uy 7 "3 Eby, ZFa—L 3y
switch# configure terminal TAFal—raryET—RIAaTZZ EN
switch (config) # %éﬂiﬁ*o

A3 —TJx4RAT4FaLb—g>ravryFE—F

AV B —Tx2A A AT 4 Fal—TaryE—RI, Ja—lar74¥al—ay

F— R OHET A, BEDa L 74 X2 —2 3 F— RDIHITT, T, ZADA 2 Z—
T2 A AERETHITNE, A v F—T =2 AEHREL,. AV F—T =2 A 3T 4 F2l—
vary E'— RERBTAVLERLY £,

A EBE—=T 2 A AT LITEL DREZ A X —T NIZTARERHV ET, (L FZ—T (R0
V74 Xalb—varavr REFEATLIE ARy b A U F—T o AEEA VH—
TxA A (mgmt0) 72D, TNRAALEDA U H—T =24 AOMENEFEINET,

A B —T 2 A4 ADORERDOFEMIZONTIEZ, [CiscoNexus9000 3 J — X NX-OS A > % —7 =
A AT A K] 2L TLIEEN,

SUMMARY STEPS
1. configure terminal
2. interface type number
DETAILED STEPS
Procedure
Command or Action Purpose
AT w 71 | configure terminal Jua—N)Lar7 4 Xal—ay T— REBLG
Example: LET
switch# configure terminal
switch (config) #
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Command or Action Purpose
AT 7 2| interface type number RET DAL E—T = A AZEELET,
Example: CLIIZE Y, H8ELIEA L H—T = A ADA L H—

switch (config)# interface ethernet 2/2 TaxAf A AT 4 Fal—gy T—RNIRYFE
switch (config-if) #

7,

Note CLIZol 7 0ZEbY, f o F—T=A
ZAar T 4F¥al—TarEF—RITAoT-
ZEWIRENET,

BIL B3 —T A RAVT4FaLb—3>aAv K E—F

ra—NLaryZ4Xal—vary EB—RKhb, 740 —T A A LIETILD VLAN A
VE—=T 2 A AERETHEOOa T 4 X 2= a P TE—NIT /A TEES, T
TA B =T 2 A AT 4 Xalb—2 g F— RTIE, | OOWEA X —T = A RTHEE
DORAEA v A —T 2 A AERETEET, P T A Z—T =1 AL, HHEOHEA ¥ —T =
A R L LT =% ;wuu&éhij—

Fio, YIS H =T A AL, TR PAMILDE A H—T =2 ATOEEDO D T
fbZmREIC LEd, 72& %1E. IEEE802.1Q # /e /b ZHFREL T, 7 A F—T=( A%
VLAN ([ZB#EfHT B Z R TEET,

YT A B —T = A ZAOEROEEMIZ DOV TIL,  [Cisco Nexus 9000 Series NX-OS Interfaces
Configuration Guide] #ZMB 1L T &V,

SUMMARY STEPS
1. configure terminal
2. interface type number.subint
DETAILED STEPS
Procedure
Command or Action Purpose
R T 71| configure terminal Ja— NV EE— R L ET,
Example:

switch# configure terminal
switch (config) #

R 7 2 |interface type number.subint WETAVLANA v X —T = A AEEELET,

Example:

CLIIZ, ¥8E L7 VLAN A VX —7 = A AIZKkIT 5

switch(config)# interface ethernet 2/2.1 YT B —T e f AT 4 K2l — g F—
switch (config-subif) #

RZ&BM L £,
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Command or Action Purpose

Note CLIL a7 "inEby, f X —T x4
ARERRT— RIZ A= 2 RSN E T,

AV E—FOREELET

CiscoNX-O8S V7 + 7 =7 Tlt, BEOa~ L N E—RE2RELTREE, MELRTE L%
I, Bioa~ry RE—REETTH2ZeNTEET, ZOHETHIL TW5 push =<2 R
avy RE—REEFEL, pop 2~ Rk, a<vr R E— ReEfTLET,

wIZ, axr RE—FehfFL, #Eods62RLET,

switch# configure terminal

switch (config)# event manager applet test

switch (config-applet)# push

switch (config-applet)# configure terminal

switch (config) # username testuser password newtest
switch (config) # pop

switch (config-applet) #

AVI4Fa2aL—232 a0 F E—FDOET

FlED#HE
1. exit
2. end
3. ({EE) Ctrl+z
FIEDEEHM
Flg
ARV FFERET7IVa Y B#
ATy T 1 |exit BfEDa 74 F¥al—varyavry FE— N
Bl - “TLT, Bioar7s¥alb—varavs R
switch (config-if)# exit T RICRY i‘a‘o
switch (config) #
AFw 72 |end BEODa 7 4 Fal—vary avyr RE— N
5l - f&T LT, EXECE— FIZEV £,
switch (config-if)# end
switch#
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ARV RFERFTIVaY =)

ATvT3

({EE) Ctrl+z
1 -

switch (config-if)# *Z
switch#

BEDay74Xal—vayavry FE— %
#% T LT, EXECE— RIZEY 7,

FE A% ea~vr REASIL T, av K7
A VDR T Cri+Z 35 &, CLIIZ
Lo TEDa~y RREITHEER T 7 4 VB
mEnE+, 1FEAEDHEA. exit£7-1%end
g REFEHLCay 74 F=2lb—a
F— REKTTIOILENRLY £7°,

AT FE—RFOHE

ZOFRIF, Fhaov s N E— FOWMELEZ R L TWET,

Table4: 2< > FE— FOHPE

E—F T RRTE Jar7k ®THE
EXEC mﬁ%yfmyfbws,mm wrLiasA4 a7k
5, 2—%4 LR WCRDITIE, exita~y R
U—REANLET, fERLET,
Z'm—s3L 3 |EXEC £— R T, owiton (confiq) § T LTEXECE— RIZE?
V74X configure terminal == 7 WZiE, end Eoid exit 2 v
L— 3y VREEHLET, K& 3 %0, Ctrl-Z % 4#
Li—g—o
A E—Tx | Ta— - iEgE— R cwiton (configoif) b KT LT a—r R —
AR a7 4 | T, interface =2~ K 7 RIZEAI1IZIE, exita~w2 K
Fal—va |BEHALTA U Z— EHEALET,
- ;I4z%%mhi T LTEXECE— NIZRES
° IZh, exit =<2 K&
%7, Ctri+Z L £,
YT B — | Ta—r L RERE— | ‘ T LT e VR —
. . | switch(config-subif)# =~ __ . .
T xA Al | T, interface =< R RIZERDIZIE, exit 2~ K
T4 F¥alb— |EFEALTA X — EHEHALET,
vas ;I4Z%hmhi T LTEXECE— RICES
° 12X, end i~ F&FEHT
L, Ctrl-Z Z8 L £1,
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FEIASCF

wuxs |
E—FK 7O RAE A=A BTHE
VRF 374 | 70— Ui pE— | switch (config-vrf) # BT LT e — T —
Xaol—ia |T.ovrfavy R 7 RIZEBITIE, exit 3~ K
N LT, =TT 7 EHRALET,
;Fjw%%ibi T L CEXECE— RIZRED
° 121X, end 2~ K&
L7, CtrlZ 2L £,
57 /v h2L |EXEC £— R T, T K TLTT 74/ hD VRF
4+ VRF (2%} | routing-context vrf =2 I[ZJR % Z1&, routing-context
4% EXEC > RZ&EMH LT, VRF vrfdefault =~ > K& L
ZHEELET, 9,

WDFIZ, CiscoNX-08S DT F A N LTS TR BER 2RO FE2 rLET, EHERDD
W E DO AR TFANTORMEALET,

Table 5: #7453 F

X |ERBA

%

% |R—E2 b

# R R,

va, FREEE

BIERF 5
|| e
<> XV/hSn, FRFLDREN
(1 A Y=
) |y =
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F—A+O—=Y Ya—bthy b

WKDFIZ, EXECE— FRBLVOay 74 Xal—vary T— RomMFMEAINA Az~ R
F—DfAEGDOEE TR LET,

Table6: ¥— X kO—% L a—F+Av b

F—2 bO—
Y

i

Ctrl+A

H—I NVEITOREAICEE L E T,

Ctrl+B

=Nk LFREICBE L ET, #EITIcbleoTa~vr FEA1T5 &
X3, Left Arrow 721X Ctrl-B ¥ — %V IKLIL T AT A 7 K
FTAZE— L Ry 7 LT, a~vr Rz N OREETBEITEET,
HHWMICUI-AF—EM L Cavr P b OEFHICBEI L7,

Ctrl+C

O RERDVELT, a~vr R 77 MIEDY £,

Ctrl+D

=Y WALEIZ 8 % L FEHIER L E T,

Ctrl+E

A=Y NVETORRIZEBE L ET,

Ctrl+F

H—I V% 1 LFHRICBEILET,

Ctrl+G

gy R AN U7 REBRETIC, a~v o FE—FREKTLUgioa~
YR E-FIZRY £,

Ctrl+K

=Y NMENPS A RIA DORBETOTXTOXLFEHIBRLET,

Ctrl+L

BAEDa~v L RIA v BRRILET,

Ctrl+N

g~y RBEORD 2~y RERRLET,

Ctrl+O

SRz 7 V7 LET,

Ctrl+P

avy REREOgioa~y RERRLET,

Ctrl+R

BAEDa~v L RIA VA BRRILET,

Ctrl+T

H—INDFOXFER, h—INVOEIIHALFRLEXRmIET, I—J
N1 SCFEAICBE LET,

Ctrl+U

A=Y NMLEPS A~ FTA L DOREETOTXTOXFEHIRL ET,

Ctrl+V

ROF—A bu—27 I ZBT R0 EREZHIBR L £, & T, ERER
TEEMIFF () Z AT HENS, Ctrl-V 24 L £,

Ctrl+W

=V NVDEHDHHEGEZHIRLET,
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—z2tn—sva—trvt |

F—Z hO—
v

Bzl

Ctrl+X. H

AN Lica~y FORREZFR L ET,

ZOF—DMBEEDLEEFEHAT L L X, Ctrld—& XF—%2REFCH LT
JY)—Z2LThrH, HEHLET,

Ctrl+Y

Ny 77 AOEFOT MY ZFFRHLET (F—2RFICHLET) .

Ctrl+Z

a7 4 FXal—rartyiaryE KT LT, EXECE— RIZEY £,
Bohea<wry RE AL LTS, a~vr R4 OB TCul+Z 2 EHT %
L. AU RORORENETFEITary 74 X2 —vary 7y A NVIAE
mEanEd,

FREIF—

o~y NBERORIOa~ REFE/RLET,

FRAIF—

awy REROWRD a2~y RERRLET,

HRAEIF—
FERHIF—

a<wY RARN) T ETH—=YVEFTZICEH LT, BIfEOa~r ekt
Li‘d‘o

ERAER =~ O YR b adon LET,

Cisco Nexus 9000 < ') — X NX-0S EA#ER A A4 F. ) 1J—X 10.4(x) .
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B ==xro—vva—rrur

F—X bO— |FEA

27 U — RORYDLFE2 AT L CTabF—Z2 4L, U— R FRfisssnEd,
SR BT R_RTOF T a v nEREINET,

AT EFEHLT, WOBEEZ A LET,
e aw L R4
¢« 77 AN VAT ANDAF— L4
« 7T AN VAT BAAOF K,

c T AN VAT LNDT 7 A IVH
1

switch (config)# xm<Tab>
switch (config)# xml<Tab>
switch (config)# xml server

1

switch (config)# c<Tab>
callhome class-map clock

cdp cli control-plane
switch (config) # cl<Tab>
class-map cli clock

switch (config)# cla<Tab>
switch(config)# class-map

1

switch# cd bootflash:<Tab>
bootflash:///
bootflash://sup-1/
bootflash://sup-active/
bootflash://sup-local/
bootflash://module-27/
bootflash://module-28/

1

switch# cd bootflash://mo<Tab>
bootflash://module-27/ bootflash://module-28/
switch# cd bootflash://module-2
Note cda~vr REMHLCUVE—F 2T 78ATEERA, A
v b 27 C. cd bootflash://module-28 =~ K& AJ14 5 &
[Changing directory to a non-local server is not allowed] & V)9 X v

T—UNREITRSNET,

. Cisco Nexus 9000 < ') — X NX-0S EAER AT A4 K. 1) 1J—X 10.4(x)
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avy rommk |

v Y FOSEER

gy OB LTEANNITHZLET, a~v FBIOF—U— RE2EIE T ET, A%
FBIZIE, a~vr RERIEFIF—V— F2—RBIGHENTEXGOIXTEEEDLLERHY £7, =
~ U ROANSICRIENEUTSEAIE, AT A a7 e L, &M% () AL T
FHTE5a~ 2 FOURAMEERLTLEIN, avwy FE— RBEE->TW5H 0, [HiE-
THESCEMER L CWDREEMERH D £,

WOFRIZ, a~v> REREOH ZRLET,

Table 7: 1< > REBEF DB

avw ok HHEEH
configure terminal conft

copy running-config startup-config | copy run

start
interface ethernet 1/2 inte1/2
show running-config sh run

MO aAT Y FE DT

SERIR A~y R4 ZBOHELRWEASC, AOEEEZW O THEIT, 2~ ROLFEHOK
XFEEZANLT, TabF—%2W L £9, a~ RIA  _—P—F. AWENTEARY 70
2wy FE—RTC—BThOHAIT, Ty FEMELET, F—FK— Pz Tab F—2570
BEAE. bz ctrl-l ¥—%2LET,

av U RiE, a~vy RR—BIZRDDIZ R FNAT S TWIUEL, CLIC X - TRk E
NWET, 72& 21 EXECE— R Tconf & AJJT5 &, CLLIZ= kU % configure =~ > R
ERESIT D Z ENTE ET, configure =~ RDOZMD conf Tha% 5729 Td,

WOFITIE, Tab F—% L7= & X2, CLIZ X > TEXEC &— KT conf ®—&E D LFH|H
Rk ENE T,

switch# conf<Tab>
switch# configure

g~ RsEMiEEZEAT 5L, CLIICL Ve a~vy FARERINET, a3~ R,
Return ¥ — £ 72X Enter ¥ — %4 £ T, CLIIC X > TEITENEF A, THIZEY ., BEA
<y RPEBEIBIZE > TER LD TRWEEIL, a2~y REEETEET, A Liz—
HOILFUCK LT, ®ISTHa~vr RBEES 56813, —EHTL5a~v2 FOU X RRERS
nE7,

7= & 2L, co<Tab> & AJj9 5 &, EXEC £— RTHIHEEZ:. Tco)] THRELTXTHa~
VEWY A RNENET,

Cisco Nexus 9000 < ') — X NX-0S EA#ER A A4 F. ) 1J—X 10.4(x) .
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switch# co<Tab>
configure copy
switch# co

av R M)V EHETEDLL Y. AN LEXFEHFOT v o7 MIRREND Z EITEE
LTLIESNY,

., L QEE - B = =

a7 Y FiEE TOSFOEE
—HEBOMRETIZ, a7 4 Fal—var ¥ 7E—RBEN 1 2OV EX A S E
T, ZDO¥ATE, Present Working Context (PWC) (ZBHT A 1E#M AR R TEET,

SUMMARY STEPS
1. where detail
DETAILED STEPS
Procedure
Command or Action Purpose
AT 71| where detail PWC #F/RLET,
Example:

switch# configure terminal
switch(config)# interface mgmtO
switch (config-if)# where detail
mode : conf
interface mgmtO
username: admin

routing-context vrf: default

2N N 7/, =i N
AT FDno XD FERAE
KERSS O~ RIZiZno JERH D . 2z LT, MiEZEMNME LY., T 7 4b
MEICRERLZYD, FRELZHIBRLZY TEET,
WIZ, REET 42— NI T B2 R LET,

switch# configure terminal
switch(config)# feature tacacs+
switch(config)# no feature tacacs+

wiZ, BREZ T 7 4V MEICET B2~ LET,

switch# configure terminal
switch (config) # banner motd #Welcome to the switch#

. Cisco Nexus 9000 < ') — X NX-0S EAER AT A4 K. 1) 1J—X 10.4(x)
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4

CLI £ D

switch (config) # show banner motd
Welcome to the switch

switch(config)# no banner motd
switch (config)# show banner motd
User Access Verification

WIZ, HEEORELZHIRT 262 R~RLET,

switch# configure terminal

switch(config)# radius-server host 10.10.2.2
switch(config)# show radius-server
retransmission count:0

timeout value:l

deadtime value:l

total number of servers:1

following RADIUS servers are configured:
10.10.1.1:
available for authentication on port:1812
available for accounting on port:1813
10.10.2.2:
available for authentication on port:1812
available for accounting on port:1813

switch (config)# no radius-server host 10.10.2.2
switch(config)# show radius-server
retransmission count:0

timeout value:1l

deadtime value:1l

total number of servers:l

following RADIUS servers are configured:
10.10.1.1:
available for authentication on port:1812
available for accounting on port:1813

&IZ, EXEC E— RTa~> RO no JBREZ AT A0 2R LET,

switch# cli var name testinterface ethernetl/2
switch# show cli variables

SWITCHNAME="switch"
TIMESTAMP="2013-05-12-13.43.13"
testinterface="ethernetl/2"

switch# cli no var name testinterface
switch# show cli variables
SWITCHNAME="switch"
TIMESTAMP="2013-05-12-13.43.13"

=71
Ax AE

Z Z T, Cisco NX-OS CLI T® CLI Z#Ic>W T L £,

Cisco Nexus 9000 3 ') — X NX-0S EAR#EHRH A K.
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CLI Z#-DL\T
CiscoNX-0OS VY7 + 7 =7 1%, CLI 2~ RCTOEKOEHZ B IO EZ YR — M LE T,
CLI Z#%, WOFETERTE ET,

A~V RIA U TEHEANT 2,
s run-script 2~ > RZMEH L CHthSNT=A27 U 7 MCET, By oV TER LIEEARKIT
T run-script =~ > K 7V ACTHEHTE £,
CLI Z25U2i%, IROFHENRDH Y 57,

s ANVTIREEOZIAMH A L T, BOEHENSERESRTH LIXTEERTA,
s A v TF DY r— RRHIHRFTL22 b, BIEOEy v a v ORERTHIZ L TEE
—gqo

Cisco NX-OS 1%, TIMESTAMP & W I HRIEBOLEHEZ YV R— M LET, ZOLHIL, a<v
RZ2FEITT5HE XD YYYY-MM-DD-HHMM.SS 7 +—~ v N OBIERZI 2SR L £7,

\}

Note TIIMESTAMP ZE¥4 1E KT & /N CFAKM L9, XFRITTRTRIFETT,

CLity >3 VIREDEHDKTE

CLITy Y a VORETAEN R CLIt Yy v a VEBAERTE T, 2 b0oBITELHIC
FATTHA7 V7 MBS B ET, AFRINTARTZ A, BEOFNZ RViRs (8) #fH)5
ZEIZEko T, BHESBETEET, 2L X, $(variable-name) T,

SUMMARY STEPS
1. cli var name variable-name variable-text
2. (Optional) show cli variables
DETAILED STEPS
Procedure
Command or Action Purpose
A w 71 |clivar name variable-name variable-text CLItE v a o B¥E3xH/ELET, variable-name 2|

switch# cli var name testinterface ethernet 2/1 /J\5C$75‘|Z}%|Jéj’biﬁao Variable—text%lé&&i‘ 200 X
FURNDOREFTHRE L E ¥, RICF L/PLFRIX
MEINET, AR—REZOLENTEET,
Note  CiscoNX-OS VU U — 2 7.003)I4(1) LARE., Z5%%
WZigng 7y () ET7vF—2xa7 ()
BEDDHLIENTEET,
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Bz cu zxnzE [

Command or Action

Purpose

ATvT2

(Optional) show cli variables

Example:

switch# show cli variables

CLIE¥OREERRLET,

&% CLI ZHDERTE

CLIE Yy a DR THRST A, ZADY 1 — FRIRFFEND CLIARZRETEET,

SUMMARY STEPS

1. configure terminal

2. cli var name variable-name variable-text

3. exit

4. (Optional) show cli variables

5. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

AT 71| configure terminal 7a— S VEREE— ARG LET,
Example:
switch# configure terminal
switch (config) #

R 7 2 |cli var name variable-name variable-text CLI BEEHAEZELET, BHLIT. THTA
Example: U Vﬁf?‘aﬁfﬁ Lij—o j(ﬁ(?&d‘f(?#@%”éi’bi
switch(config)# cli var name testinterface jﬂo %é&%@%ﬁﬁ%ﬁ?&:#é%%#&;@ 35’9‘] 31
ethernet 2/1 j($u|j\jfj:§ﬁ Ljﬁj*o

Note  CiscoNX-OS V U — R 7.003)I4(1) LAKE, 2%k
Zigng 7y (1) E7vF—2a7 ()
EEMDHIENTEET,

ATy 73 |exit ra—s ) ary 7 4 X¥al—ayE— RNEKT
Example: LET,
switch (config)# exit
switch#

R w 7 4 | (Optional) show cli variables CLIZE¥DOBEErF R LET,

Example:

switch# show cli variables

Cisco Nexus 9000 < ') — X NX-0S EA#ER A A4 F. ) 1J—X 10.4(x) .
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Command or Action Purpose

R v 75 | (Optional) copy running-config startup-config FEiTar 74 ¥al—varEk, AX—RT v a
Example: Y74 Falb—varilar—LET,
switch (config) # copy running-config startup-config

AT RIA) TR

ZZTE, 2V R =AY T ROV THIALET,

AYU K IAYFRIZTDOWNT

av Y RZA VT ARERLC, FHEEOS W a~ Y REBEESRILZENTEET, a~
VRZAVT AL, avr REXOREKERIT S ERT I ENTEET,

vy R YT R, ROBERH Y £,
c AV R A VT RAFTRTOZ—F £y a Az LT/ r =TT,

cav LU NZA VT RF, RE— T vl a7 Xal—a B FELTEBITIE. &
EENE LHERF S E T,

e v R YT ALRTIFICTRTOa Ly 74 Fal—rary T—REFIIY7E—
ROFTRTOF—TU— ROPTHRELSNET,

A~ N2 YT RAOREFMO—Y £y g AT L TRELITAEICRY 7,

+ CiscoNX-OS Y 7 b =T 1ZiE, T 74V bDOxTA VT RaliasBHAEINTWET, 2D
T A U7 A%, showclialias 2~ KERIETHY, 2—F—EFEZEDTA VT A% TT
FRLET,

T 74N bDavwr KA VT Ralias (X, HIFRTHZEHEETHZ L TEEHA,

A VT RIRKRRETETHRARTEES, 120axr oA YT AL, Ahilea~
Y REeZBTLVLERLLMOav R YT ZAZ2ZRTEETRH, TOmoa~r R
TAUTRFBRTE A,

AV R A YT RAFHLT, av U FIA UV ORHDAT S FHF—TU— FeEEH#2 F
j—O

AEEDav U R E—RTavr FDav Ly R VT RAZERTE E7,

caw Y K2 VT ANT CLI A EZ ST 5 &, BHSR T < ZOEBOBAEDE
MrA YT ANTHERSNET,

e avy R A UT AIshow 2~ ROMBL LR T 40X o 7IEHATEET,

. Cisco Nexus 9000 < ') — X NX-0S EAER AT A4 K. 1) 1J—X 10.4(x)
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a3 Y

KIAYT7RADEE

ARV RIAVTADEE

I<HEHTLoa~vr FiZida~vr oA U7 RAZERTEET,

SUMMARY STEPS

1. configure terminal

2. clialias name alias-name alias-text

3. exit

4. (Optional) alias

5. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

ATy 1

configure terminal

Example:

switch# configure terminal
switch (config) #

Jua— VR EET— R L £,

ATy T2

cli alias name alias-name alias-text

Example:

switch(config)# cli alias name ethint interface
ethernet

aAv U RZA VT AZRELET, =4 VT 24T
BEHFTRLET, KXFLE/PCFEIXGEnEd
Ao FEHAIFIFIZTAMLENH D 9, 30 LFLUN
THRELET,

ATy 73| exit Ja—sLar7Z 4 Xalb—vay B RERT
Example: LET,
switch (config)# exit
switch#

Z 5 7 4 | (Optional) alias 2wy R oA U7 AREERRLET,
Example:
switch# alias

R T w 75 | (Optional) copy running-config startup-config ETar 74 X2l —3arik, AE¥— | T v

Example:

switch# copy running-config startup-config

V74X al—valat—LET,

A—4H+tyS g VADaATU R IA)TFTANDETE

CiscoNX-0S T /34 A EDOMOT R CO2—F =0 FHTE 2V, BEDZ—YF—F v g
Hoa<wy R VT AEERTEET, £/-, a~r FoA V7 2A2REFEL, BEO2—
T HT b ThETHATIZELTEET,

Cisco Nexus 9000 < ') — X NX-0S EA#ER A A4 F. ) 1J—X 10.4(x) .
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FIEDHE
1. terminal alias [persist] alias-name command-string
Flgn
FIE
ARV KRFERRETI a3 Y B#J
R T w 71 | terminal alias [persist] alias-name command-string BEOa—Y vy aryfloavr R YT R
%l - ERELET, 2=V =T N ThE THEAT

DR VT RAERAFT HITIL, persist F—

switch# terminal alias shintbr show interface

brief U—FRE2fERLET,
GE) persist ¥ — U — RI3HHE L 72T 72
U,

aARVK RO YT R

IITIE, HEOZ A EFTTHEDICavy RORZ Y S N EERT D HIECHOWTEH
L/iﬁ—o

O kXU 1) T FDETT
T ANTavwy ROY A MEERL, CLINSINbDa~vwy REEFTEES, avw R
A7 U7 N Tl CLI E¥ZHHATE £4,

\)

Note CLI 7> 7 hCIEAZUT N 77 ANVEERTEEEA, A2 VT K 77 A% ) E—L
T3, ATHERL L C. Cisco NX-OS 7 /3A A D bootflash: F 7= (L volatile: T4 L' 7 F JIZz3 B —
TAHZENTEET,

SUMMARY STEPS

1. run-script [bootflash: | volatile:] filename

. Cisco Nexus 9000 < ') — X NX-0S EAER AT A4 K. 1) 1J—X 10.4(x)
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DETAILED STEPS

Procedure

sxr~0EEoTI— [

Command or Action

Purpose

ZFw 71 |run-script [bootflash: | volatile:] filename

Example:

switch# run-script testfile

FIFNVIT 4L RIDOT 7 A NVNDav R
FITLET,

ImARANDFEHRO T 2—

WRICEREZ D a—TXxFEd, ZhiF, =~ F22 U 7 N THICKESsLbLET, CLIZH S
BL, Ta—3SNA7FARNTTI7r—~y b A varazHHTEET,

WDEIZ, TXAMGFATEEL 73—~y b A7 a2 RrLET,

Table 8:echo A > KD I+ —< v b+ T3y

T+—<v bA T ay A

\b RNy ANR—RAEFFALET,

\c TXARNRAN) T OFEFZICHDUATCEDRHIBRSILET,
\f Tr—2b T4 — FXFRHASNET,

\n BATLFRRASILET,

\r T XA MTORMIRY £77,

\t KEZ TILFRFFASIET,

\v ME Y 7 LFBIFASNET,

\\ Ny ATy v aLFNRRINET,

\nnn %59 % ASCIL 8 HELF N R RS NET,

SUMMARY STEPS

1. echo [backslash-interpret] [text]

Cisco Nexus 9000 < ') — X NX-0S EA#ER A A4 F. ) 1J—X 10.4(x) .
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DETAILED STEPS

Procedure
Command or Action Purpose

R T 71| echo [backslash-interpret] [text] Z DI THI LTV 5% backslash-interpret % — 17 —
Example: RiZ, 7F A PXFINC T+ —~y AT a R
switch# echo This is a test. gihé: &%% Liﬁ_o text %I%Ui\ ﬁ%{?f?‘é‘
This is a test. Ebiﬁ“o j(j(?&’]‘j(?ﬁ‘lz}uj”éﬂiﬁ‘o %EI%

GOHZENTEET, 200 CFUNTHEELET,
F 7 4V MIZEAITTY,

vy FLEOEE

a<w R 77 vareE—EORR, BECTXET, 2, 2~ K X7 U7 MNANTRICE

W ET,
SUMMARY STEPS
1. sleep seconds
DETAILED STEPS
Procedure
Command or Action Purpose
AT 71 |sleep seconds PIE % & HFVE A S E 9, EOFPHIL 0 ~
Example: 2147483647 T,
switch# sleep 30

s 9 O

WiIRRFEANILD
CiscoNX-OS Y 7 b = 7%, CLI CIRRIWEGFE~N T2/ LET, a~vr FNOEEDE
WZEERIRF () ZEAT2Z LT, B AL Ty a v aFRTEET,

CLITIE, AT —ZRETLOCFy Ly b () EBflshEzd, "R, a2~
Y RAMY U TADRSToav s R, F—U— R, EFGIEPAN SN RSN E
j—o
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w7 |

ORI, RUESF~VT OH OB 2R L ET,

Table 9: {KRIRTEA~IL T DB

i 1151 B2l

itch# clock ? EXEC E— K CTD clock 2~ RO a~ > Kif
switc clock *? -
set HH:MM:SS Current Time N HEFRR Lij—o

switch# clock 24 v FOH L, setclock A9 5121
F—U—FBRLETT 2R TIEEN,

switchi clock set ? AR BET B0 P2 FR L E
WORD HH:MM:SS Current Time
switch# clock set 7ro

~VTHINE, 71y 7 O EBIEREL
ETHHI L, BIUOHHDO T +—~ v ik

ERLTHET,

switch# clock set 13:32:00<CR> EE‘EH#ZU%JEMJL/&'@A

% Incomplete command °

switch# CLLIE, a2~V RPRZERTHHZ EERLT
WET,

switcht <Ctrl-P> A LEEROa vy FERRLET,

switch# clock set 13:32:00

switch# clock set 13:32:00 ? clockset |Zx T HBMOB|EZHFHZ R LET 25

<1-31> Day of the month N
switch# clock set 13:32:00 L TZaw,

. clockset =~ > RIZxd 2BMO51 %z 2R L
switch# clock set 13:32:00 18 ?

April Month of the year ji?ro
August Month of the year
December Month of the year
February Month of the year

January Month of the year
July Month of the year
June Month of the year
March Month of the year
May Month of the year
November Month of the year
October Month of the year

September Month of the year
switch# clock set 13:32:00 18

. _ 7 vy 7 BIEICHMNZBMLET,
switch# clock set 13:32:00 18 April 13<CR>|

% Invalid input detected at '”' marker. CLI %, 13 @{fj‘ﬁw_ﬂ?,\? L ]\ga% (/\) %fﬁ
MLT=T—%RLTWVET,

ZOFEITHIET DY 51 e R LET

switch# clock set 13:32:00 18 April ?
<2000-2030> Enter the year (no

abbreviation)

switch# clock set 13:32:00 18 April

Cisco Nexus 9000 < ') — X NX-0S EA#ER A A4 F. ) 1J—X 10.4(x) .
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A1 Bl

clockset 2~ > ROELWELEZ AT LET,

switch# clock set 13:32:00 18 April
2013<CR>
switch#

EHERBCDOULNT

FE IR S

CiscoNX-OS V7 hw =7 1%, CLIH S (how =z~ R &) OBRBEFIZTI4NEZY 7T
ERFHRZVFR—-FLTNET, a~vr FZHERINFEEA, ERBHTIIALT LT
DEBIS, E-EMEL BB E2RET DI ENTEET,

DX —R— KT (10~ L) &, B—XFRF— L THHAT2ZEETEETA,
FEDF—R— FXTFIE, EREHENTHEH LIS ARRERERb £,

WO, Kl BERZFFOF—R— N FE2RLET,

Table 10: 5 7 72 BKk & H DHEIAXF

XF eI RN S

AR—AEETMEREOR—X T & —H L ET,

OfHLL EDNRE—r D —rr v A —F UET,

+ 1L DN Z—r D —r o 2 e —F L FT,

? 0F/IT1EDONRE— ¢ —FLET,

A MY TDOKEHE B LET,

isel

ANY U TDORREE—FELET,

(Tryg—=2a |\ B~ () EELya () AEIy= () Ehva (0 F

7) By () . ARSI ORE, AR L IORR. EIEAL—R L
Note T —A2a7iE, BGPE#HD a2~ ROLGEIZOHIERE

B LTHONET,

IND DRI TR TR LTHERT D L &L, HEXTFORNINAY I AT v a
() ZEWTRIZ2ERZRA L T ES VW, ROBNZIEX, FAEesE (§) . Ty F—Rary
() BIOTT238E ) IZZRTN 8T H - = NEENTHET,

\$ \_ \+
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waxzna— ||

sl —] O
BHXFEDINE—
L BT EIEEN R ER AR 0 — R — R AR LT, BT E —
BETAZELTEET, =& 21F, ad% IFEHCFEOEREHRTT,

BECCTARA =Tk, JEFEAKYI T, ads LW IO EREFHRIT, a W HILFOHEIT 40
&, Tob iz —tr bim (%) B XFE—HLET, A M) T OHIZad% L
IXFINZEDIEFTEENTWARNE, RNZ—r <o F U 73R L Ed, BECUTIEREH
a. (XFanRIZEUAR) (X, U RLFORHLREREZMSEH LT, 0T a ORITER
DHE—TFERF A M) o7 e —8HLET, ZOFITIE, ab, al, £/-Fa2s Vo)AMY 2
ETRTZOERERBRE —ELET,

R ST ORI BEWRIE, B FORNIN Yy 7 AT v a2l AT 52 L TEICTE X
T, e ZE Rbla\. pav s MEXTHASL TV 256, XFFa 2R —BL 7,

X T2 L TCA RN VI NTOIERKREOMELZRET DI LT, ERKREAZ—0%
AN T OREEFITIRELE —BHEIEL LN TEET,

RORIZ, NLEFEEH TR/ LT 2R LET

Table 11: (B E AL O D HHXF

X | EiEA

%

N A RY T OREEE B LET,

$ | ARV ITORRE—FHLET,

7~ x1E. FEHFES ~conlTcon THEAHLA MY 71— L., $soleiEsole TP AARY >~
ﬁé:#ﬁ L/i‘é‘o

N

Note AZEE %, Ah v o CHENLHIICHEEREE Tnot) ZfET2HAICBHEAESNET, L
ZIE, EHFEH [~abed] 1T, a, b, ¢, EITdUADEEOHE —CFIC—HT H8ME L
F9,

show 37> FHAODBEET4ILEZ) VT

%< OGA, showa~ > RnHOH T, < THEMEICZ2 Y £9°, CiscoNX-0SY 7 by =7
T, HREMHEICESTHT O, HIOBRBEBI T 4V E ) v 7 21TH) 2 LN TEE
T, MEBLIOTZANEZY T OF T 3 0%, show a2 RORRIC AL 7588 () %
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B - vsuvossvaRoE——¢

1., ZORICEEELET, ZNbDOF 7 g i3, CLURIETE~V I HEES L CER

TEET,

switch# show running-config | ?

cut
diff

egrep
grep
head
human
last
less
no-more
perl
section

sed
sort
sscp

tr

uniqg
vsh

wC

xml
begin
count
end
exclude
include

Print selected parts of lines.

Show difference between current and previous invocation (creates temp files:
remove them with 'diff-clean' command and don't use it on commands with big
outputs, like 'show tech'!)

Egrep - print lines matching a pattern

Grep - print lines matching a pattern

Display first lines

Output in human format

Display last lines

Filter for paging

Turn-off pagination for command output

Use perl script to filter output

Show lines that include the pattern as well as the subsequent lines that are
more indented than matching line

Stream Editor

Stream Sorter

Stream SCP (secure copy)

Translate, squeeze, and/or delete characters

Discard all but one of successive identical lines

The shell that understands cli command

Count words, lines, characters

Output in xml format (according to .xsd definitions)

Begin with the line that matches

Count number of lines

End with the line that matches

Exclude lines that match

Include lines that match

TANEZ)VITELUVBRREDF—T— K

CiscoNX-OSCLIZIZ. show a2~y REPEH L Ca~y REDOBRES T 4 V2 ) v F 5 ELT

TED, —

HOF—U— FBAHESNLTVWET,

WDORIZ, CLLIESIDOT7 4 NVE Y o TRMBEATIZDODOXF—U— RERLET,

Table 1227 4 LAY U T B L UREDF—T— K

F—7—FDEX Bl

1 -

begin string

show version | begin Hardware

MBARN) T —HTHTIFAIMNEGEN
TV FRREELET, MEARY
VIR LTFEENEREI S ET,

count

1 -

show running-config | count

avy REHOITHERRLET,
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JenayvssvaRos—7—F ||

F—7—FDEX

B

1

cut [-d character] {-b | -c | -f| -s}

show file testoutput | cut -b 1-10

—HOHIATOHRERRLES, —EDA
N (-b) . 3CF#k (-veut [-d character] {-b |
c|-f[-s}) . EZIELT 4= N () 2ER
TEEYT, £, dF—U—FEHEALT,
TI7HN b DZTLFYNDT 4 —/L KTV
IFEERTDHILELTEET, sF—TU—
Rix, 7 U I #ZBEENRVTORRZ I
LET,

end string
fi

show running-config | end interface

BRA Y T ORBEDO—HITRDETTA
TOITERFLET,

exclude string

1 -

show interface brief

exclude down

MBEA R VIR EENTORVTET T
TR LET, MBARY U ZIXRCFE LN
TRERIENFET,

head [lines lines]

1

show logging logfile

head lines 50

HA DR A FREDITERIZ T E R LET, T
7 4V FOITHEIE 10 T,

human

1

show version | human

terminal output xml =~ > R&{EH L CH A
AN XMLIZERE STV 2561, HhE
HWEZACTERLET, 2L TIIZEN,

include string

1 -

show interface brief

include up

BBRA LY TR EENTODITE T TR
RLET, BMRA BN ZIERIF LT
MRS ETS,

last [lines]

1

show logging logfile

last 50

HAOOKRBEREOITERIZTERLET, T
7 4V FOFTHIE 10 T,

no-more

1

show interface brief | no-more

WP CEIEETICT_RCOR N EFRRLET,
EHDO—&F FIZ [-——More-—-] 77 I
TRENRL 2V FET,

1 -

show_version_output

sscp SSH-connection-name filename

show version | sscp MyConnection

Streaming Secure Copy (sscp) Z{HH L T/
A& SSHBRIC Y A4 L7 FLET,
£ ifF & O SSH #fti%, sshname =2~ > K%
FERLTERCE £7, 2ZRLTIESV,
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| T E

F—J— FDEX s BA

we[bytes [lines jwords] SCFEL, AT ETRHEERE RS LET,

fil T 740 M T AT BEER. BLUF
_ HEERLET,

show file testoutput | wc bytes

xml % XML B TR R LET,

i) :

show version | xml

df 2—57 417+«

show PHD a~v > RbOH e Z0a~y REURNZFATLIZ L EOW A i T %
j—O

diff-clean [all-sessions] [all-users]

WOHFRT, diff 1—FT 4 VT A DF—T — RIZOWTHPAL £,

F—J— R 557

all-sessions BEOZ—F—DFTRTDOE Yy ar Bk
BIXUOHEOE Yy 3 ) mHEEBO—RKET 7
ANDHIBRSET,

all-users TRCHDA—F—DFT_ATHOE vy ar (&
EBIVBEAEDOE vy 3 v) OO
77 ANVDHIBRESIVET,

CiscoNX-08 ¥ 7 b7 = 71X, BIEB X OLRIOTRTOZ—H— & v a3 %7 5 show
a< ROEFOHINTHONWT, —B7 7 A VEERLET, ZNHDO—FF7 7 A4 L &HIERT
5121, diffclean =~ F&fEHA L £,

diff-clean [all-sessions | all-users]

7 7 4 /v h T, diffclean =~ > RIZK > THED =P —DT 7T 4 7 v a LTk
507 7 A VDBHIBRENET, all-sessions ¥ —VU— REZFEET S &, BEOZ—YF—DiEE
BLOBEOEE Y a 2T 57 7 A Bl ESET, all-users ¥ — U — REHEE
T5HE, TRTCOZ—F—DBEBLIOHAEORY v a kT 57 7 A ARHIBRE
7,

grep B LV egrep 1—T 1) T«

Global Regular Expression Print (grep) 35 " Extended grep (egrep) 2~ K7 A v =2—7 ¢
U7 4 &M LT, show 2~> FIHOZT7 42 V7452 LI TEET,

grep & egrep DAESITIRD &0 TH,
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less1—74Y)T4 .

{grep | egrep} [count] [ignore-case] [invert-match] [line-exp] [line-number] [next lines] [prev lines]
[word-exp] expression} ]

WDFRIZ, grep & egrep DT A —H &R LET,

Table 13: grep 3 & U egrep D /X5 A —4

INT A—4 | EHER

count —ELTATOEFHBDOHAEZR R LET,

ignore-case | — L 72470 KT & /N CFEOMEE R T2 L5 ICHELET,

invert-match | 31 78— 5 L 22V TaFr LET,

line-exp TR BT 217720 2R R L ET,

line-number | —% L 7= 84T ORIOITE G & FRT 5 L5 ITHELET,

nextlines | —F L7ATORICERT HITRERELET, 774/ ME 0TI, AL
BHIZ 1 ~ 999 T,

prevlines | & L7=ATORNIERTAITEEZEELET, T 740 MI 0T, A%
PHIZ 1 ~ 999 T4,

word-exp | BiFEASFEAIC BT AT A #RLET,

<]

j_:i—»l:
X HHEBRBTHEOOIEREREEELET,

less1—T4') T+«

less 2 —F 4 YT 4 2H LT, show 2~ RHEIORNEL 1 BEmTHORRTxES, [
a7 MIB W lessa~vy REANTEET, T XTDIlessHRTHIZIFEFEHTEa~
v RERRTAHICIE, e R ThEALLET,

MiniAWK 2 —7 1 ) 7T«

AWK (37 %A N EERNT 2720 OHMTINmiea—7 4 VT 4TI, 47 () ©
BIZZDa—T 4 VT 4 BEHL, a2 KOTHF A M AOZEBITUFLITE 4, Cisco
NX-0S 1%, #H®IAL T 7T 2%&515E L CHHAT S mini AWK 2R — s L TWHWET,

KIZ, mini AWK = —7 ¢ U 7 ¢ Z{fi H{ L T show ip route summaryvrfall =~ > RO 7 % 2 |
HA 2 BT 5612 R L £,

switch# show ip route summary vrf all | grep "Total number of routes"
Total number of routes: 3
Total number of routes: 10

switch# show ip route summary vrf all | grep "Total number of routes" | awk '{ x = x +

$5} END { print x }'
13
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ATRURSAUAVE—T A ZOBE |

sed 21— 41T+«

AR =T 4% (sed) 2—T 4 VT 4 ZFEAL T, show a~> KEID7 4020 7
SLRIEERD LD ITFEITTEET,

sed command

command 31%%i21%, sed 2—T 4 U T 4 Da~y ReGHhET,

sot 1—7 1 ') T+«

sot +—F 4 VT 4 ZFEHLT, showa~> RHEAE2 74V E ) o7 T&ET, a2 KD
HAOTAT TOMARNEHRET S Z & CRIEEZFFETEET,

sort L—7 ¢ U7 ¢t OHENIRD & BV T,
sort [-M] [-b] [-d] [-f] [-0] [-i] [-k field-number[.char-position][ordering]] [-n] [-r] [-t delimiter] [-u]
WORIT, sort 2—T 4 VT 4 DT XA —ZDFHZRLET,

K M:sont1—T 1) TADINTA—4

INSA—4H SR BA

-M ATYy—hrLET,

-b SHDOT Ty (ZEALTF) FERLET,
F7 4N b Y—FTiE, EOT TN
EEENET,

-d T LR TORERR LT —FLE
To 774N FOY— FTHE, TRTOLF
NEEJEINET,

-f INCF R RICFE LT L £,

-g — e fEE R L C Y — P LET,

-i FIRIAfREZR LT 2 EH LT Y — b LET,
T 74 kDY — s TiE, HIRIARREZR ST

bEESINET,
-k field-number|.char-position][ordering] F—fHIZWE->TY—FLET, 74/ D
F—HEHIZH Y FHEA,
-n BEA N > T OfEIHE>TY— R LET,
- Y — MERDIEFZHICLET, 7741k

DY — MHAERIETE,
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~More- T T s ogRBLUTL2U Y [

Bl

BEDTVIXZEHFHALTCY—FLET, T
THNbDOTY I XITZEALTTT,

INTA—4H
-t delimiter
-u

Y— MERNOEGTEMRE ET, V—
MHDTIEEETHARRINET,

--More-- 7OV T DL DBES LUV ITqILE ) VT

show =< R 1D —-More-- 70 7 N CTHITORBRL 7 4 VX U o T HFEITTEET,
o< ROHITRTZ TOMRARNEER TS Z L CRIEZ S ETE £,

WDFEIZ, ——More- TR Tk avwr FOHMAEZRLET,

Table 15; --More-- 7O > 7k aA< VU K

avyU kR

B8

[lines]<space>

& LTATEDBAEDBE Y A A5 DM IT e FoRm LET,

[lines)z

FEE LIATEDBAE OB Y A XD T2 2R LET, lineshl ¥
ZENT 2 L. ZOMEDH LWT 7 40 Ml A 2720 9,

[lines]<return>

FBE LTATE D BIUEDT 7 4V b OITHCH T2 o LE9, ¥
DF TN MIVTTE, 7> arDlinesslkEFH+THE, %
DENZDa~<y RTRRTIH LT 7 40 bOFTEIZ /20 £97,

[linesld 72 1%
[lines]Ctrl+shift+D

FBE LTATEMBREDT 7 4 )V hOITECH T2 A7 e— 1 LE
T, MHIOT 73/ NI 11ITTY, A7 a D liness | EaHHAT
D, FOMNZDa<y RCERTIH LT 7 40 S OIT8IT 7%
0 E9,

qFELIFZQ ELIT

—-More-- a7 e T LET,

FBE LTZATHEDBREDT 7 )V NOITEIZTH I E A% 7L, 1H
HoDOHEITERRLET, T 74/ MI1LITTT,

RIE LI B BUEDT 7 4 /v b OBEERIZ T & X% v 7L,
1 BE O IATERRLES, 7740 M1 #Ei#E T,

BUEDIT R T2 RR L ET,

Ctrl-C

[lines]s

[lines]f
[count]/expression

EREFFICHTHITETAIT YL, 1 HEDOHINITEFRRLE
T, IEREBHOEEKEIOREY KL CITERBRTIHHAF. A7 va v
Ocount Sl EFEHALET, Zoa~vwr Nicky, oo~ RCf
HTRE R BIE D IEHIRBL G E SN E T,
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ATRURSAUAVE—T A ZOBE |

AL 59

[count]n BAEOIEMREIICKIC T HITETATy 7L, 1 EESDH AT
EFRRALET, BEO—BEAX v T EEEE. 7Y a3 D count
BIB AR L £,

{1 :[shell-cmd]} shell-cmd 313 icfsE Lo~y REY 7 o LV CFEITLE T,

HiDa~y FafiRLET,

vy FERODFERAE

CiscoNX-OS Y7 h U =7 O CLITIZ., BIffFO=o2—¥%—t v aroavwy RERIZT 7 &2
TEFET, a~r F2ROHL, ZOFEHFIEITTEET, 2, ETmEETLIZ L)
BETt, av o FBEEIXIZ V7352 TEET,

AT FOMEUH L

S~ FBIEAO 2~y FEFOH LT, BEICEETEEL, BAHTE 29,
Wi, a~y REMOH L THANT 625 LET,

switch (config) # show cli history

0 11:04:07 configure terminal

1 11:04:28 show interface ethernet 2/24
2 11:04:39 interface ethernet 2/24

3 11:05:13 no shutdown

4 11:05:19 exit

5 11:05:25 show cli history

switch (config)# '1
switch (config) # show interface ethernet 2/24

Ctr+P L Ctrl+tN DO F—RA b —27 v a— Dy bEFEALTCa~r RENONHTZ L H T
F9,

CLI EEE DB L ol

CLIEENGHIFERH LT 5 a~r RERIET 121X, Ctrl-P B LV Ctrl-N ¥—X hr—7
va— My hF—Abe—2 va— Iy NEEHLET, CiscoNX-0SY 7 b7 =T id,
BEDa~<wy RE—FNUEDa<vry FE—RFOT_RTOavy REEFOHELLET, &
ZiE, o= ar7 4 Xal—gry T— FTEE2LTVWAEAIE. a2~ FIFOH
L¥—Abr—2 va—rhy NI AL, EXECE—RNavr FeTuo—rar7 g
Xal—TaryET—RKavry FOMERERH EE T,
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cumgs—rozz |

CLI #R&EE— FDERTE

CtrllP BLOCtrI-N ¥ —RA b —27 va—+rhy "&FEHLTCLIERENS a~ 2 REFO)
HLU, o~ FEBERBITTO0NCRET L2 ENTEET, T 74/ FORET— RiL, emacs
TY, MET—FEVIiIERETXET,

FIEDHE
1. [no] terminal edit-mode vi [persist]
FIED 3%
FIE
ARV KRFERETI a3 Y B#J
Z 5w 71 |[no] terminal edit-mode vi [persist] 2—HF vy a O CLIREE—FZvillEEL

switch# terminal edit-mode vi

£9, persist¥—U— K&+ 5L, BEOL—
P—HORENE v a VI THRESNET,

emacs DFEIZETIZIE, no=fFEHALET,

a7 Y FERDORKR

show cli history =~ > RZEH LT, a~vr NBEZFRTEXET, .
show cli history ==~ > RO LIIRDO LB T,

show cli history [lines] [config-mode | exec-mode | this-mode-only] [unformatted]

T 74N B TERREINDITERITZ 12 THY, HOIZiZa~vry REFEXA LAX U TREENR
i‘ﬂ—o

L. 2w RBROTFT 7 30 hOITREFR T D012 LET,

switch# show cli history

I, a~r FERBO 201T2FRT 2602~ LET,

switch# show cli history 20

ZhiE, a~vr FEREAORERa~» RET 2R RT 202 5R" L ET,

switch (config)# show cli history config-mode

i, =~ RIERBNO EXEC =2~ RE T 2ERTAHERLET,
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B vz sroqr—onEtrFoe—I0

switch (config)# show cli history exec-mode

X, BEOa~v s RE—RIZBET2a~vr FBENO a~y RIZTE2FR AT 62~ LE
D

switch(config-if)# show cli history this-mode-only

ZHUE, avr RE G LA LRZ TR L Tavy RERNO a~ > RET 2Rz T 501 %
RLET,

switch (config)# show cli history unformatted

CLIFEZR O > TbDAFR—TILFE=IETF2—T)L

%< OBEIZ DWW T, 1EEEITT DRICHER ZRD 57 a7 R )3, Cisco NX-0S Y 7 b
T TICE o TCCLICERENET, 2hbDnFar P el X—T ML=, T 4o&8—7
WL T&EEd, T 74V bTIHIA R—T N> TWET,

FIRDOHE
1. [no] terminal dont-ask [persist]
FIIE D
FIR
OV RFERETIVa Y B#Y
R 7w 71| [no] terminal dont-ask [persist] CLIfgR v 7 haT 4 &—7 M LEd, 20D
Bl - HTHH L TWD persist X —7— REEHT 5 &,

BAEODZ—Y—ZORENE Y a VI THRE S
£, TN TIEA F—T TR > TOWET,

switch# terminal dont-ask

CLIMgR T a7 "aeA x—TNZT DI, 2~
RO noEREFHLET,

CLIE DB NDETE

FRT D CLIOAITIRD L HICEFETXxE T,
cHAIO I~V R LRI, Ter 7 Mg TcHRrENnNET,
cHETOI~ Y R LEESIT. ey 7 MRGETERINET,
.;—%Aﬁiﬁéfﬁméniﬁo
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zva—n~navy roiE |

s a<w RO T 740V oA TERREINET,

F 7 3V kORI,

FIEDEE

1. terminal color [evening] [persist]

F IR D FH

FIE

WARTI 2L —F V7 by =TIZRVFESNET,

ARV RFERETIVa Y

E:)

Z T 71 |terminal color [evening] [persist]

1

switch# terminal color

X —F )k v ATk LC CLIEi O % 5% E
LEJ, evening ¥—7V— NiFH AR —FEINTHE
A, persist¥—U— K&+ 5L, BIEOL—

P OHBENRE Y a I THREINET, T
TV FEREIIRE I EEA,

o~ O

v a

—)LADaT Y KDEE

slotz2~ > FEFEHLT, A=A HFEVa2— Ly rarnbETa—/MIavy R
EREEETE £,
slot OFESIRD LB Y TH,

slot dot-number [quoted] command-string

77 4V FTliE, command-string 51N DOF— U — R EFEITAN—ATRY bNET, £
Va—MIBRBO A= FERET HITIE, AR—AXTF, EIany () | ARN—AF
Ta~vr FEXY)Y £4,

quoted ¥ —TU— RiX, I~ KA M) 7 ONRIEERRIC EIAK () MishsZ &
ERLET, A== NS PV a— Lty arTEFVR—-FINTWAAff D7 ¢
NEV T a—F 4 VF 4IZFVa—/L avy RMAHE VXA LY M TA5E81F, Z0F—
U— REMHHLET,

I, BV 2= UERERRLIZY, 7402 ) 7 L2 3502 R LET,

switch# slot 27 show version | grep lc

WIZ, Z—=N—= AP Ea— )Lty a Nl TAEYa— N ERE T4 NEY L TT5
B2 = UET,

switch# slot 27 quoted "show version" | diff
switch# slot 28 quoted "show version" | diff -c
**x /yolatile/vsh diff 1 root 8430 slot quoted show version.old Wed Apr 29

20:10:41 2013
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B == nizszav rtinoiE

-——= - Wed Apr 29 20:10:41 2013

ER R R R R I

* Kk Kk 1’5 * Kk Kk Kk

! RAM 1036860 kB
! 1c27
Software
BIOS: version 6.20
system: version 6.1(2)I1(1) [build 6.1(2)]
--—- 1,5 ———-
! RAM 516692 kB
! 1c28
Software
BIOS: version 6.20
system: version 6.1(2)I1(1) [build 6.1(2)]

R R R Rk kI

* % % 12,16 * % k%
Hardware
bootflash: 0 blocks (block size 512b)
! uptime is 0 days 1 hours 45 minute(s) 34 second(s)
--- 12,16 --——-
Hardware

bootflash: 0 blocks (block size 512b)

! uptime is 0 days 1 hours 45 minute(s) 42 second(s)

FEFA—)LIZLkBDavy FEADZEE

CLIZEH L CTshow o~ FOHITEZEFA—I/IL T RLRACERETLHIZERNTEET, 2
Wi, A TR () 2ERHLET,

\}

GE) BIFA—NORTEIFRETDHET, T3TD show a2~ FTEmENET,

CiscoNX-08S U U—2933) LV aid VY U —AH5 CiscoNX-0O8S U U—RZ933) LAEDY J —
AT v T T = REH L B A RSB DLET, Zhid, Z OWEED DME f&RE
AT DD TT, ZNEFRT DL, A=) 2FATL T, A— /UK EH
WHTH2HENRHY £,

FIEDEE

configure terminal

email

smtp-host ip-address smtp-port port
vrf management

from email-address

reply-to email-address

exit

exit

show email

©ENOG LN
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F IR D EFH

FIE

BF A=k savy FunoikE i

10.  show-command | email subject subject email-address

ARV FFEREETIVa Yy

EL:)

ATy T

configure terminal

1 :

switch# configure terminal

switch (config) #

Ja—rVREET— RERRBLET,

ATvT2

email

1 -

switch(config)# email
switch (config-email) #

BT A —ERE— FEBB L ET,

ATvT3

smtp-host ip-address smtp-port port

1 -

switch (config-email) #
smtp-port 25

smtp-host 198.51.100.1

SMTP 7 % | IP 7 KL 35 £ U SMTP #— h 5
ZRELET,

ATv74

vrf management

151

switch (config-email) #

vrf management

EA A —/VERIEH O VRF 45 E€ L ¥,

ATy Th

from email-address

51

switch (config-email) #

from admin@Mycompany.com

EEEDEF AN T FLAZRELET,

ATvT6

reply-to email-address

1 :

switch(config-email) #
admin@Mycompany.com

reply-to

ZEHEOBEFA—NVT FLAZEELET,

ATy T1

exit

1 -

switch (config-email) #
switch (config) #

exit

ETA—NRERT— FEERTLET,

ATvT8

exit

1 -

switch (config)# exit
switch#

Juo—S)Lary7Z 4 Fal—ary ET—REKT
L/i‘a‘o
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B soso—s5—s0o7r

ARV FFEREETIVa Yy Bt
AT 79 |show email BT A For L

switch# show email
A7 710 |show-command | email subject subject email-address | /< &+ () 2 L. f8E L7=show =~

switch# show interface brief | email subject
show-interface admin@Mycompany.com
Email sent

FOWN bt & TEF A= T FLRIZEE
LET,

BIOS O—4%— 7O > 7k

A= RN W Y 2 — LOEBIIC, K72 BIOS 4 A —U 0, AT AREHOAR
nx-os f A—VHEHBEBIZE—RFL7ZD, MBELELSE LD LET, A7 enx-0s 4 A — 0
HoMmB 720 EAT. RO BIOS n—4%— a7 "RFREINET,

loader>

CiscoNX-OS V7 F 7 =T % loader> 7 2 7 hinbua— K95 5OV TIE.  [CiscoNexus
9000 Troubleshooting Guide] #Z ML T 72 &0,

CLI O {5 451

\'1

Z 2T, CLIOEMBIZ R L £,

ATLEEDRA LAY D TEBOFERAE

WOFHITIL, show 2~ K127 7 A MY XA L7 b9 5 & X2 S(TIMESTAMP) % 1 F
L/i‘j‘o

switch# show running-config > rcfg.$ (TIMESTAMP)

Preparing to copy....done
switch# dir
12667 May 01 12:27:59 2013 1rcfg.2013-05-01-12.27.59

Usage for bootflash://sup-local
8192 bytes used

20963328 bytes free

20971520 bytes total
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CLUtyYa EROERTGE

$(variable-name) Lz L TEKA SR TE £7,
WIiZ, 2=V ERDOCLI Ly v a VERESRT L6 2R LET,

switch# show interface $(testinterface)
Ethernet2/1 is down (Administratively down)
Hardware is 10/100/1000 Ethernet, address is 0000.0000.0000 (bia 0019.076c.4dac)
MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA
auto-duplex, auto-speed
Beacon is turned off
Auto-Negotiation is turned on
Input flow-control is off, output flow-control is off
Auto-mdix is turned on
Switchport monitor is off
Last clearing of "show interface" counters never
5 minute input rate 0 bytes/sec, 0 packets/sec
5 minute output rate 0 bytes/sec, 0 packets/sec
L3 in Switched:
ucast: 0 pkts, 0 bytes - mcast: 0 pkts, 0 bytes
L3 out Switched:
ucast: 0 pkts, 0 bytes - mcast: 0 pkts, 0 bytes
Rx
0 input packets 0 unicast packets 0 multicast packets
broadcast packets 0 jumbo packets 0 storm suppression packets
bytes

o o

Tx

output packets 0 multicast packets

broadcast packets 0 jumbo packets

bytes

input error 0 short frame 0 watchdog

no buffer 0 runt 0 CRC 0 ecc

overrun 0 underrun 0 ignored 0 bad etype drop
bad proto drop 0 if down drop 0 input with dribble
input discard

output error 0 collision 0 deferred

late collision 0 lost carrier 0 no carrier
babble

Rx pause 0 Tx pause 0 reset

O O O O OO0 Oooo oo

AR IA YT ADESE
WIZ, a<vr RoA U T REEHETAHE R LET,

cli alias name ethint interface ethernet
cli alias name shintbr show interface brief
cli alias name shintupbr shintbr | include up | include ethernet

wIZ, a~vr R YT A2l 5612 R LET,

switch# configure terminal
switch (config)# ethint 2/3
switch (config-if)#
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ATRURSAUAVE—T A ZOBE |

=

=17

AR R T RDOEST

WOHFITIE, A7 VTN 77A/VHNTHESNLTWD CLI 2~ FEFRRrLET,

switch# show file testfile
configure terminal
interface ethernet 2/1

no shutdown

end

show interface ethernet 2/1

WOFITIE, run-script 2~ > ROEITREOE 2 FR L ET,

switch# run-script testfile
‘configure terminal’
‘interface ethernet 2/1°
"no shutdown’
“end’
‘show interface ethernet 2/1
Ethernet2/1 is down (Link not connected)
Hardware is 10/100/1000 Ethernet, address is 0019.076c.4dac (bia 0019.076c.4dac)
MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA
Port mode is trunk
auto-duplex, auto-speed
Beacon is turned off
Auto-Negotiation is turned on
Input flow-control is off, output flow-control is off
Auto-mdix is turned on
Switchport monitor is off
Last clearing of "show interface" counters 1d26.2uh
5 minute input rate 0 bytes/sec, 0 packets/sec
5 minute output rate 0 bytes/sec, 0 packets/sec
Rx
0 input packets 0 unicast packets 0 multicast packets
broadcast packets 0 jumbo packets 0 storm suppression packets
bytes

o O

output packets 0 multicast packets

broadcast packets 0 jumbo packets

bytes

input error 0 short frame 0 watchdog

no buffer 0 runt 0 CRC 0 ecc

overrun 0 underrun 0 ignored 0 bad etype drop
bad proto drop 0 if down drop 0 input with dribble
input discard

output error 0 collision O deferred

late collision 0 lost carrier 0 no carrier
babble

Rx pause 0 Tx pause 0 reset

O O O O O OO oo o oo

FBEFA—J)LIZKDaTY FHADEE

Z OBi%, show interface brief D) &K ET 5 KA R L TWET, 2o THEF () &8
FALEET A= T RLA~DA~vY R
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switch<config># email

switch (config-email)# smtp-host 198.51.100.1 smtp-port 25
switch (config-email) # vrf management

switch (config-email) # from admin@Mycompany.com

switch (config-email) # reply-to admin@Mycompany.com

switch (config-email) # exit

switch (config)# exit

switch# show email

SMTP host: 198.51.100.1

SMTP port: 25

Reply to: admin@Mycompany.com

From: admin@Mycompany.com

VRF: management

switch# show interface brief | email subject show-interface admin@Mycompany.com

Email sent

admin@Mycompany.com {Z [show-interface] & W5 {4 TRESNDE A —Za~<w KO

HARERRINET,

<snip>

Ethernet VLAN Type Mode Status Reason Speed Port
Interface Ch #
Ethl/1 -- eth trunk up none 10G (D) -

Ethl/2 -- eth routed down Link not connected auto (D) -

Ethl/3 -- eth routed up none 10G (D) -

Ethl/4 -- eth routed down Link not connected auto (D) -

Ethl/5 -- eth routed down Link not connected auto (D) -

Ethl/6 -- eth routed down Link not connected auto (D) -

Ethl/7 -- eth routed down Link not connected auto (D) -

Ethl/8 -- eth routed down Link not connected auto (D) -

Ethl/9 -- eth routed down Link not connected auto (D) -

Ethl/10 -- eth routed down Link not connected auto (D) -

<snip>
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mEREBEEELEZY I DE

ZOEX, RONETHEELINTWET,
IRARE L YT a OB, on page 119
c T 7 AN VAT KNG A =R DT 7 )V NF&IE, on page 120
e 2V —)L FR— M DFEXIE, on page 120
o AR AR DR IE, on page 122
e X—IF )ty ardV U7, onpage 124
cIRRB L O v g UEHROFER, on page 125

MR EEELY a3 VDOE

TITIE, BERHREEEYy Y g OEIZHSOWTEB L ET,

—ZFH Ity aDETE
CiscoNX-08 V7 7 = THRETIL. RO DOEEEZEITE £,

mEKRAA T
JF—h RA R ESEET AR Telnet T X5 4Bl
Length

—HHEIET DRIICEREIND o~ REOITH
g
TPV KT HIZER R IN D LFH
k79 T4T v avDBEALTI+
FNRAL AL o THEIEENAFNCE Yy a VBNIET VT 4 TORETW BN D55

AV —JL iR—

oy —)ViR— MIFERIBAD Y TR — b T, WIEIREAIC, RI45 337 X &M L T
#E RS-232 AR— FﬁmTTﬂ4quﬁT%i¢o;®T%% WCHEE SN DT 31 AL, FE
FIHEIEDOBENVETT, 2V — L R— MIF. WONRNTRA—RERETXET,
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T2 Evh

TR T ALY MEE S By hONA NHEMALTHRELE T,
70 T47 v avDEIALTD L

o a PR TIZRDETOIET 77« TR Z AL THREL 7,
N T4

T T —RHAOFE AR T 4 FIIREERY T 4 EfRELET,
AE—F

Pt DR EHREZRE L E T,
AryTEY

FERMERRICT DA My 7 By hERELET,

=T EIab—HE, 9600 R—, 8T —F By 1Ay T By b RUT 4L
ICRE LT IEEuy,

AR REIFR A L CT N AR CEx £9, ¥F%F 27 v =/ (SSH) L O Telnet 1,
BHZ—F Ny a U EAERLET, R KOIET 7T 47T By ar AL LT Dk
BLOty g o FRERETEET,

TJ7A4I VRTFLINSGA—BDTIAIL FETE

WKDOEINZ, T7AN VAT ARG RA—=EDT 7 )V " REEZRLET,

Table 16: T2 A )L b DT 7 A L L R T LRTE

NS A—4H TIAI
[

F 74V 77 A AT A | bootflash:

a2 —I)L  R— FDERTE

= R — M L CTIROFEZRETCE LT,
«T—HZ Ev b
T IF 4T Ay DEA LT b
« NU T4
¢« A¥— R

«Ahv7 Eh
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Before you begin

ay V=R —hMurrsA4 2 LET,

avv—nt—roiz [

SUMMARY STEPS
1. configure terminal
2. line console
3. databits bits
4. exec-timeout minutes
5. parity {even | none | odd}
6. speed {300 | 1200 | 2400 | 4800 | 9600 | 38400 | 57600 | 115200}
7 stopbits {1] 2}
8. exit
9. (Optional) show line console
10.  (Optional) copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
ZFwF1 |configure terminal Ja— s REE— N EBE L ET
Example:
switch# configure terminal
switch (config) #
A5 w72 |lineconsole ayvV—)ar74¥alb— gy E— NEA
Example: LET.
switch# line console
switch (config-console) #
RF w73 |databits bits 1A FHIEVDOT—H vy MIaERELET,
Example: ET% é%ﬁ&iS'\’g’C‘jﬁo 5:\\771—/1/ f‘@i8’(“’9’*0
switch (config-console) # databits 7
ZAFw F4 |exec-timeout minutes T T 47 By arOFA LT T RNEREL
Example: 9. AL 0~ 525600 5y (8760 B§fH]) <,
switch (config-console) # exec-timeout 30 O§7\®1ﬁ%§§ﬁ3ﬂj‘é & .k \y\“/ aryHZALT T M
TAB=T MR £, T 74V ME305 T,
AFw 75 |parity {even|none |odd} NYT 4 ZRELET, 7 74/L Minone T,

Example:

switch (config-console) # parity even

Cisco Nexus 9000 < ') — X NX-0S EA#ER A A4 F. ) 1J—X 10.4(x) .
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Command or Action Purpose

AT w76 |speed {300|1200 | 2400|4800 |9600|38400 | 57600 | | EiEL L UOZEHEARZTELET, T 741 M
1152003 9600 T,
Example:
switch (config-console)# speed 115200

AT w1 |stopbits {1]2} AbhyF By hERELET, T740ME1T
Example: KR
switch (config-console)# stopbits 2

ATy S8 |exit ayV—)ar7Z4¥al—ary EB— REKT
Example: LETS
switch (config-console) # exit
switch (config) #

R w79 |(Optional) show line console ayV—LOREMEERLET,
Example:
switch(config)# show line console

Z 5w 710 |(Optional) copy running-config startup-config EfTary 74 FX¥alb—vark, AX—KrT v
Example: a7 4Fal—rvagqliar—LFET,

switch (config) # copy running-config
startup-config

8y

79T T YV aY

iR D

Z Z T, Cisco NX-08 T /34 A CAE

SUMMARY STEPS

1. configure terminal
2. line vty

3. exec-timeout minutes
4, exit

5.

6.

ZALTO D

TNARAEDFET 77 4 TR vy a v OF A LT 7 s

Bl R AR ET 2 TEIC DWW T L E 7,

=L =

ax A&
RETEET,

(Optional) show running-config all | begin vty
(Optional) copy running-config startup-config

. Cisco Nexus 9000 < ') — X NX-0S EAER AT A4 K. 1) 1J—X 10.4(x)
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DETAILED STEPS

Procedure

tyoaviBozz [

Command or Action

Purpose

&

configure terminal

Example:

switch# configure terminal
switch (config) #

T — VR EE— RE2BBLET,

ATvT2

line vty

Example:

switch# line vty
switch (config-line) #

T ary74Xal—varyET—REBLE
—é—o

ATvT3

exec-timeout minutes

Example:

switch (config-line)# exec-timeout 30

VDC%E&E LET, AXMEIX 0~ 525600 7 (8760
REfE) T9, 00 DEEHRETDHE, XA LT U B
W7 4= R0 Ed, T 40 MEIZ 30 T
kS

ATv74

exit

Example:

switch (config-line)# exit
switch (config) #

T aryr7 4 Xal—varyET—REKTLE
D

ATy Th

(Optional) show running-config all | begin vty

Example:

switch (config)# show running-config all | begin
vty

AR DR EZ TR LET,

ATvT6

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

EfTar74X¥alb—Tarvk, A¥—LNT v 2
Y74 F¥al—varilav—LET,

vyl a UHIRDOEE
75 % DRI S 3 ORERIRTE £,

SUMMARY STEPS

1. configure terminal
2. line vty

3. session-limit sessions
4, exit

5.

6.

(Optional) show running-config all | begin vty
(Optional) copy running-config startup-

config

Cisco Nexus 9000 < ') — X NX-0S EA#ER A A4 F. ) 1J—X 10.4(x) .
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DETAILED STEPS

Procedure

HRBREEEYY I VDERTE

Command or Action

Purpose

R 71 |configure terminal Ja—/N)LRET— REBELET,
Example:
switch# configure terminal
switch (config) #

A7y 2| linevty FA4 a7 4F¥al—ar B— NEHBLE
Example: EE
switch# line vty
switch (config-line) #

R T w 7 3 |session-limit sessions FNRAADEE v a v OBRKEERELET,
Example: %ﬁ&i 1 ~64 VC\‘T;*O 5‘:77]'/1/ }\ 61 32 “C“To
switch(config-line)# session-limit 10

ATy 74| exit A a7 4X¥al—arEF—REKTLE
Example: o
switch (config-line)# exit
switch (config) #

Z v 75 | (Optional) show running-config all | begin vty R R DB EL TR LET,

Example:
switch (config)# show running-config all | begin
vty
R v 7 6 | (Optional) copy running-config startup-config FTar74Xalb—Tarvk, AF¥—hLTvSa

Example:

switch (config)# copy running-config startup-config

VI 4Fal—Yailar’—LET,

R—ZFI)IL vy aDo )T

FTNRAALDOWRE Y arZ2 7 VT T52 N TEET,

SUMMARY STEPS

1. (Optional) show users
2. clear line name

. Cisco Nexus 9000 < ') — X NX-0S EAER AT A4 K. 1) 1J—X 10.4(x)



| hREELELY L aDEE

DETAILED STEPS

Procedure

ks LUty avEgors ]

Command or Action

Purpose

Z 5w 71 | (Optional) show users FRAADaA—Y vy ar2FRLUET,
Example:
switch# show users

AT 72 |clear line name FREDRBOZX—IF L By ars 27 VT LE

Example:
switch# clear line pts/0

T, R4 TIERSCTF LN CF AR S E T,

mERBEELUVOEYS 32

VIBERD TR

AR LOE v v g MMEREFRT DI, ROWTUDOEEEZITNET,

avy R

E:)

show terminal

MAREERRLET,

show line COMI BXUar Yy — L R—  NOHBREEZFRTLET,
show users WABE —IF Lty a v ERLET,

show running-config [all]

FITar7 4 Xal—ryaroa— T7hur VREEZFERLE
T, al ¥ =V —FZiEETLE, 2=V TA T DT 740 b
ERFRRINET,
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B sxss5vtvvavmgors

. Cisco Nexus 9000 < ') — X NX-0S EAER AT A4 K. 1) 1J—X 10.4(x)



EERXMGETNAREE

ZOET, WONETHELINLTWET,

« BRI 727 A ZEBRIZ-OUNT, on page 127

« AR 72T SA A RXT XA—=H DT 7 4 /v FEZIE, on page 128
o TNA ADRA NG DT, on page 128

* MOTD /3 —DF7E, on page 129

« XA LV — 2 DFRE, on page 131

« BRI OF%E, on page 132

« TNA A 71y 7 OFEFKGE, on page 133

cu vl RF =V ORGE (134 =)

o 22— —DEHL, on page 135

« TNRA A AT 4 X 2 b—3 3 OWER, on page 136

ERGETINA REBEIZDUVT

TR, BRI T A REBOEENZOWTEIA L £,

11l

FINA ADHKRR +4

av L R Fu P MIERENDLT AL ADKRA MMy, 774/~ (switch) 7HRID A
U ZTIEFETEET, TALACEEDRA M EAITDE, a~V RIAf v F—T =
AR (CLD) a7 "pbZDTNA A RGIFETEET,

Message-of-the-Day /\ F—

Message-of-The-Day (MOTD) /N —[%, 7/ A L TCa—H s/ A a7 FORHICER
ENET, ZORAvE—VIE, TS AD2—FIIx L CERTIEEOFEREED DL L
MNTEET,
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B 7 zx50us

FINAMRHO9Y

TS R NTP 7 11 7 Y — A7 EOF RN O RFHIFREMAS & R S 20 0G813, 7
NAADEBFIZ 7 vy 7 A DaxFEHTRETEET,

H0yY IR—T v

Cisco NX-0OS T34 A (21X, RHANMKEICRD ZEND D, BIpDHZALTOIay 7 NEGEh
TWAAREMERHV T, oD r/u v 738 EFIFEF R R—R2 b (RA—r3—sg
FA =R Takvyd, FALAh—RRE) O—FHTHY, TNENERLD 7o haLizE
AL TWBLREERH Y 7,

sy wRX—=UxIE, INODORRL vy 7 ZEMT OEENH Y T,

BALY—2 & ERFHE

TNAADEA LY = ERRMAERETEET, TNODMEIZEY, 71y 7 ORZDBHE
it (UTC) MoA4 71y hSEd, UTCIX, EEEFE R (TAD) Z2X—RA 2L TEY,
9% OB EEHRINCIBIMNT S Z & THIERD BN 2/ L CWE9, UTCIX, LLENXZ Y
=y VIEERE (GMT) EFEZILTVE LTz,

A—4H vy ay
FTNRAALDT 7T 4 T lha—Y vy a b 2FRTEEd, £, 2—F ko ailAy

T—UERETHIELTEET, 2=V — kv a T AU NOFHEOFEMICONT
1Z. [ Cisco Nexus 9000 Series NX-OS Security Configuration Guide] Z& LT 7230,

EERKBETNARINGA—IADTIAI L EE
WRDOFEIZ, RTINS ZANRTA—=ZDFT 75/ bREZRLET,

Table 17: T 7 #+ )L F DEKXMIGE T INA R I8N5 A —4

NS A—4H TIAILE

MOTD /3F— % & | | User Access Verification

vy ZA L — |UTC

TN ADRA FBEDER

avw U R 7y MIFREINDT AL ADKRA "%, T 74V 5 (switch) 2B HID A B
Vo TICERTEET,
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SUMMARY STEPS

1. configure terminal

2. {hostname | switchname} name

3. exit

4. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

ATy T

configure terminal

Example:

switch# configure terminal
switch (config) #

Jua—rUERE— K2R L F7,

ATy T2

{hostname | switchname} name
Example:
hostname =~ > RO :

switch (config)# hostname Engineeringl
Engineeringl (config) #

switchname =~ > RO -

Engineeringl (config)# switchname Engineering2
Engineering?2 (config) #

TN, ADRA ML EEELET, names | Bidsask
TT, KXLFPLIFREIEnES, 740 b
I switch T,

Note switchname =~ > K. hostname =~ > K

LR UMEREA FZIT L £ 4, Cisco NX-OS U
U —RA7.003)173) LIk, AL v FHORKE
63 LFENYAR—FEINTHET,

ATvT3

exit
Example:

Engineering2 (config) # exit
Engineering2#

Ju—)aryZ7 4 FXal—ary ET— RRERKT
L\i‘g‘o

RATvT4

(Optional) copy running-config startup-config

Example:

Engineering2# copy running-config startup-config

FTar74Xal—Yarvk, A¥— T v
V74X al—valat— LT,

MOTD /\F—DETE

a—P—Ru s T HEXITMmMRTE I A Y Tar T FO®%IZ MOTD BERSND K 5%
ETEET, MOTD N —I2iE, ROFENH Y E7,

« 11TH 720 K 255 CF

K 4017
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SUMMARY STEPS
1. configure terminal
2. banner motd delimiting-character message delimiting-character
3. exit
4. (Optional) show banner motd
5. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

R w 71 |configure terminal Ja—/N)LREET— REBELET,
Example:
switch# configure terminal
switch (config) #
R T w 7 2 | banner motd delimiting-character message MoTD N F—%B/ELET, AvbE—UFFRART
delimiting-character . KED CREEA LR TSN,
Example: Note " 72i39%1%, <)) SCFICHN LALT<
witch (config)# banner motd #Welcome to th > . — -
ZWitzh#co g a e o elcome o e fg_él/\o fﬂﬁ:i@%{ﬁ@U(B XL;?/??
switch (config) # L— F‘?’éi}%éﬂi\ :@%HE@%UBE%&%EPDL
TLTEZEWY,
Note Cisco NX-OS U U — % 10.1(x) AR TI%, H55kC
TN %, > <" (A=) | BXUW0x15
KV H/NS/RASCH X FIE, TV IXELTHE
Tt BEFED MOTD RN —0nZh b DXY)
D XFEFATNT, ZNERELTESE.
X ZNHDORE ) XFEEFTH LT —%
BMLESEAE, NFP—3E fTar7 X2 —
arlilEoobnEtA,
Daio U Y —2 (10xV UV —AXDFEiDOY J—
) MHEEFED10x U UV —A T v 7T L—F
LT, CLI OFEITITEN 2L FIEITE
Tary74F¥a2lb—varTHRERCIERD FE
j—o
ATy 73| exit sua—r_) ar7 4 X¥al—vay T— REKRT
Example: LETS

switch (config)# exit
switch#
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Command or Action

Purpose

ATvT4

(Optional) show banner motd

Example:

switch# show banner motd

FEESNT- MOTD N —%Fr LET,

ATy TH

(Optional) copy running-config startup-config

Example:

switch# copy running-config startup-config

FFar 74 Xal—ark AF— T v a
V74X al—valat—LET,

BA L —UDEE

UTC O TR_RA A0y 7RG E 478y b 2720I04 A4 L Y — 0 ERETEET,

SUMMARY STEPS
1. configure terminal
2. clock timezone zone-name offset-hours offset-minutes
3. exit
4. (Optional) show clock
5. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

ATy T

configure terminal

Example:

switch# configure terminal
switch (config) #

Jua—rVEREE— K2R LET,

ATv T2

clock timezone zone-name offset-hours offset-minutes

Example:

switch (config)# clock timezone EST -5 0

HA L= ZRELET, zone-name 51 50x, #
ALY —OlEFE (PSTREST72&) THDH 3 X
FOLFH|TT, offset-hours51#iE. UTC2>6 DA
Ty METH Y, ARIRHEIHIT 23 ~ 23 FE T
9, offset-minutes 515 D#iPHIZ, 0~ 59 4y T7,

ATvT3

exit
Example:

switch (config)# exit
switch#

Ja—)L a7 4 Fal—g )y BT— REKRT
L\i‘a_c

ATv74

(Optional) show clock

Example:

Rl & 2 A b — B RRLET,
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Command or Action

Purpose

switch# show clock

ATvT5

(Optional) copy running-config startup-config

Example:

switch# copy running-config startup-config

FIiTar74Xal—rarkE, A¥—KT7 v a
V74X al—vailar—LEd,

ERMORTE

TNA A TR Z AT DR L. A7y b (GHAD) Z2RETEET,

2. clock summer-time zone-name start-week start-day start-month start-time end-week end-day

SUMMARY STEPS

1. configure terminal

end-month end-time offset-minutes

3. exit

4. (Optional) show clock detail

5. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

&

configure terminal

Example:

switch# configure terminal
switch (config) #

T — VR EE— REBBLET,

ATvT2

clock summer-time zone-name start-week start-day
start-month start-time end-week end-day end-month
end-time offset-minutes

Example:

switch(config)# clock summer-time PDT
1 Sunday March 02:00 1 Sunday
November 02:00 60

A2 E LET,

zone-named | ¥, # A LY — L DWEEE (PST. EST
) THDHILFOARNY 7 TI,

start-day 514 & end-day 5%t fEi%. Monday.
Tuesday. Wednesday. Thursday. Friday,
Saturday, # &0 Sunday T,

start-month 3 X O end-month 514k O {13 January,
February, March, April, May, June, July,
August, September, October, November, ¥ J O
December. T4,

start-time}s L OY end-time 518D EIL. hh:mm 7 4+ —
~ v F T
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ez onvonznst ]

Command or Action

Purpose

offset-minutes 5|4 D #EPHIX, 0 ~ 1440 43 T9,

ATy T3 |exit
Example:

switch(config)# exit
switch#

Ju—nN)ary7 4 FXal—ary T— RRERKT
L/iﬁ—c

Z v 7 4 | (Optional) show clock detail

Example:

switch (config)# show clock detail

HEESNTZ MOTD N —aFrm LET,

R T w 75 | (Optional) copy running-config startup-config

Example:

switch# copy running-config startup-config

ErarraXal—vark, A4—kTvSa
V74X al—vailar—LEd,

TINAR 2O TDFHFHETE

TNRAANY T— FOFGNRIZT 7 B ATERWGES, 70y /7 2 FEHTRETEET,

Before you begin

IA LY =V ERELET,

SUMMARY STEPS
1. clock set time day month year
2. (Optional) show clock
DETAILED STEPS
Procedure

Command or Action

Purpose

AT w 71 |clock set time day month year

Example:

switch# clock set 15:00:00 30 May 2013
Fri May 30 15:14:00 PDT 2013

TNRARA I uy I ERELET,
time 514 » 7 + —=~» ;L hh:mm:ss T3,
day 51EcD&IPHIX 1 ~ 31 T,

month 5%t DX January, February. March,
April, May, June, July, August, September,
October, November, 5 J Uf December T,

year O 5| ¥ DFiPHIE 2000 ~ 2030 T,
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Command or Action Purpose

R 7 2 | (Optional) show clock REO7 gy 7{EEFR R LET,
Example:
switch (config)# show clock

S IR2—ONYDHRTE

Cisco Nexus 7 /35 AD AL KR—R DT RTO/ v v 7 %[RM7T 5 X 512, Clock Manager

RERRCE £,
FIRDHE
1. clock protocol protocol
2. ({£E) show run clock_manager
FIE D 5%
FIE
ARV KRFERETI a3 Y B#J
Z 5w 71| clock protocol protocol Imyl v R =V X ERELET,
i protocol 1D fEIE ntp, ptp. I LV none. T,
switch# clock protocol ntp Ekﬁi\ ﬁﬁﬁi’)b\7:§ﬁaﬁl/jiiro

entp: /ey lxy NU—7 XA LT bz
Jb (NTP) Z[RIIL £,

*ptp : IEEE 1588 TRtk =N TWo5 & B0 Iz, 7
0y 7w E SRR e v (PTP) & [
Lij‘o

« none—clock set HH:MM:SS & H L £ 94 2 —
WAV Ty I BRELET,

GE) none AT 25E1E, /vy %
BT H2HLERHY F9,

G¥) Zu haABERINTEL, T a Yy
JWxFOTa faLaEERT A0
N EF,
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1—v-ozz [

AU RFERETIVa Y

B8

RTwv 72| ({EE) show run clock_manager

1

switch# show run clock manager

rayd v R =Y DOREETFRRLET,

A—H—DEHE

TRALACB A v LIca—FDIFREFRLIEY, ThbDa—HIIA vyt -T2 REF L

DTEET,

A—H v a VBT HERORT

TNA A LEO2—HF

SUMMARY STEPS

1. show users

DETAILED STEPS

Procedure

Ta v ilHTLERERTRTE ET,

Command or Action

Purpose

A w 71 |show users

Example:

switch# show users

a—HyarERRLET,

A—H—~ADAvt—IFE
FIRA A CLLZfERA LT

SUMMARY STEPS

1. (Optional) show users

BUET 2T 4 TR =PI A v -V ERRETEET,

2. send [session line] message-text
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DETAILED STEPS

Procedure

ERMBT A REE |

Command or Action

Purpose

Z v 71 | (Optional) show users TITF 4T iha—Y vy arEFLET,
Example:
switch# show users

R w 72 | send [session line] message-text TRTCOT 7T 4 i —YFERIIEEDO—FIZ

Example:

switch# send Reloading the device is 10 minutes!

AvbE—UREEFELET, 20X vE—T13HKS0
VFOFEPTFT T, RIFENLFENRESNET,

—

TINNARXR AT 4FaL—2 a3 DiER

MR AR T 272D, kOWThhrDa~y ReEHLET,

avy R

S

[sanitized]

show running-config [
[exclude] command ]

BWAEOERTa Ly 74 X2l —ralrEFRigzFoar7 ¥ l—
Taroh Ty NOWNEER KT HITIE, %47 5 E— K Tshow
running-config =~ > R&MHLE7, .

eexclude : (L) BEDaL 74 X2l — a3 2R ENLE
L ET,

exclude #—7U— FD&H & 12 command B3 & HE L., £HaRND
BEDa L7 4 FXal—aryEBRaLET,

ca<w R (EE) 1o0a<y ROk, FRIFEEDa~
VR ) —RFCEATERa~Y ROV Ty haFERLE
7,

e sanitized : ((£EE) ZEHEA EDHTOTZDIZY =X 4 XE
a7 4 X alb—yarEFRRLET,

Cisco NX-0S U U — % 10.3(2)F LAK%. sanitized % — 17 — K3
Cisco Nexus 9000 > — R A A v FTHAR— FENTWET,

show startup-config

ABE— R T ar7 s Xal—Tar & rLET,

show time-stamp
running-config
last-changed

FATHERRD IR BICEE SN L ED I A DAZ T FRKRLET,
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FriqzavrsxaL—varoui |

&IZ. show running-config=~ > R C sanitized & — 7V — R&2fRE LT-HAOH Bl Z R L E

T, V= A IR, RO OFEMA AT, Hkad LT 57T
TET,
TDF TV a iE, ETHE 1 OBE U — K& <removed> ¥ — UV — R LD ~2A7 LET,

switch# show running-config sanitized

!Command:
'Running configuration last done at: Wed Oct 12 09:14:54 2022

'Time:

version 10.3(2)

Wed Oct 12 13:52:55 2022

show running-config sanitized

Bios:version 07.69

username admin password 5 <removed> role network-admin

copp profile strict
snmp-server user admin network-admin auth md5 <removed> priv aes-128 <removed>

localizedV2key
rmon event 1 log
rmon event 2 log
rmon event 3 log
rmon event 4 log
rmon event 5 log
--More--

trap
trap
trap
trap
trap

<removed>
<removed>
<removed>
<removed>
<removed>

description
description
description
description
description

FATAL (1) owner PMON@FATAL
CRITICAL(2) owner PMONQ@CRITICAL
ERROR (3) owner PMON@ERROR
WARNING (4) owner PMON@WARNING
INFORMATION (5) owner PMON@INFO
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CHAPTER 9

TIWNARADITF7AIINSYRTL, T4LY
M) BRUIT 7 IILOFERTGE

ZDEIL, WORNETHERINTOET,

T NARADT 7 AN VAT A, T4LV7 M) BEORT 7 A /MO T, on page 139
« EECRHE AR (141 =)

« T7 AN VAT L INTG A =B DT 7 4 /L N IE, on page 141

« FTP, HTTP, F/2IX TFTP ¥Ei0A v ¥ —7 = A ADOMER (141 ~—2)
« 7 4 L7 b U O#AE, on page 142

« 7 7 A VDM, on page 145

T —HAT T A NOEME (153 R—)

«SSD DF/R—TF 1 v a Ak (156 ~—)

« BT AR—F a~xr FOAMEEZITED (158 X—)
cHIFYAR—F TTry 7 SN CLLOFKR (159 ~—)

« 77 A AT LD A, on page 160

TINARADITF7AILRTL, Ta«aLIR), BKU
27A4ILICDUNT

Z 2T, CiscoNX-OST A ZDT 7 ANV AT A, TA4L 7 M, BIORT 7 A4 /L220
Tt L $£7,

TJ74I VRT L

0—H) T AN VAT LAERET HIHOMECIE, filesystem:[//modules/] T,
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- B2

WORIZ, THAAALETERAERETE T 7 AV VAT LAOFBBAEZ R LET,

Table 18: 7 7 A )L L A T LDEXDEHRESR

T74IN DRT LA T2 BL)]

T r T Ty a sup-active AA=Y Ty AN, AT 4
sup-local Fal—rary 774, B
L OZDOMD 7 7 A NV E R
THOT VT 47 A—
IN=NA Y T a—)L EITH
5 W#EL CompactFlash A€V,
WMT 7V T4 L7 Y
1% bootflash T,

sup-standby U A= Tr A, AT g
sup-remote Xal—vary 7740, B
LOZEDMD 7 7 A I Z A& A
FTHEDITAR N, A—
NN AP a—L FITh
% WD CompactFlash A€V,

volatile — A== AP T 2 — )T
H5, —RHEIIRET D
EEDTZ O S 4 5%
£ RAM (VRAM) .

log _ a2y 7y A VRHE R A
BB, 772747 A—
IR—= AP EDAEY,

system — Fifrar7 4 ¥zl —varv
77 A IS D IO
MEin, A== AH% &
Va— ) EDRAEY,

debug — TRy 7 a RIS,
R R—= AP FT 2 — L |
Ojj:EUO

T4 LT MY

bootflash: B L UE 7 7 v =2 AU (usbl:y, BLRusb2:) 1257 4 L7 MU Z{ERTE F
T, INHDOT 4 L7 NIMEBEIL T, 77 A VORFICHEHATEET,
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711 I}

274l

bootflash:, volatile:, slot0:, usbl:, FB3ILWNusb2: 77 A /L VAT N7 7 A NVEAERKL, 77
AL E7, system: filesystem ED 7 7 A )UIZDART 7 AT&E9, debug logfilecommand
WZiX, log: 7 7 ANV VAT AEMHTE LT,

FTP. Secure Copy (SCP) . &% =7 > =/LFTP (SFTP) . BIOTFTP /L T, VE—
F == bnx-0sf A=Y T 7 ANREDT 7 A NEF T a— RTEXET, T/ AN
SCPH— =& LTENECE LD T, MY — =IO T N, AT 7 AV ab—F 5T &
HLTEET,

TIEFRIHELEHIWNSEIA

THRAADT 7 ANV AT A, T4 L7 M) BEORT 7 A VOIEEFHE S HIRFHITKD &
BY T,
« show tech-supportdetails =~ > Ni&, Cal+Z ZfH L TR T T E£HA, RDVIZ, Cul+C
AL Ca~r REKTLET,

+ Tnetwork-admin] 2 — V% Oo2—HP—ZFHAL T, 7= 77 aNOT7 7 A NV EE
HLET,

TJ7A4I RTLINSA—Z3DTIA+IL FETE
WDFRIZ, T77AN VAT A NG A—BZDFT T4V NEEERLET,

Table 19: T 7+ L b DT 74 )L LR T LETE

INSHA—4H FTI+I
~

F 7 4V~ 77 AL AT L |bootflash:

FTIP, HTTP, F/=([ETFAIPEERA V2 —T 24 ADIERK

File Transfer Protocol (FTP) . Hypertext Transfer Protocol (HTTP) | %7213 Trivial File Transfer
Protocol (TFTP) DIXEILA v F—T = A AZMRTEET, ZOMRICED, a— Ty
N EERE T DBRIC, BRE LTCREIEA v — 7 = A RITHEATT ST P T B LR 2]
HTENTEET,

FIEDHE

1. configure terminal
2. [no]ip {ftp | http | tftp} source-interface {ethernet slot/port | loopback number}
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B - rrvore

3. (f£&) copy running-config startup-config

FIED F%HH

FIE
ARV RFERRETI a3 Y B#J

R w 71 | configure terminal Ja—/N)LERET— REBE L ET,
{1

switch# configure terminal
switch (config) #

R w72 |[no]ip {ftp| http | tftp} source-interface {ethernet FT_TOFTP, HTTP, F 721X TFTP 347 v N DEE

sot/port | loopback number} A U HE—T = AR LET,
fi
switch (config)# ip tftp source-interface ethernet
2/1
ATwv 73| ({£E) copy running-config startup-config Fifrary74Xal—vark, AFX—FTv7 2
51 Y74 Xal—vailar—LEd,

switch (config) # copy running-config startup-config

T4 LT M) DIRE

Z ZTiE. CiscoNX-OS T XA ATT 4 L7 MY ZEMETHDFIEEZHAL 7,

ALY TaLI M) DEE

AV T4V MIDT 4 VvI PR ERRTEET,

SUMMARY STEPS
1. pwd

DETAILED STEPS

Procedure

Command or Action Purpose

AT v 71 |pwd HLY N F 4Ll M) OLHTEFRRLET,

Example:

switch# pwd

. Cisco Nexus 9000 < ') — X NX-0S EAER AT A4 K. 1) 1J—X 10.4(x)
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ALy 7L ru0zE |

AL b T4 N)DZEE

T AN AT LADEEDT- DL N F 4Ly N EEETCXET, T 740 N F o
L7 kUi bootflash: TI,

SUMMARY STEPS
1. (Optional) pwd
2. cd {directory | filesystem:[//module/][directory]}
DETAILED STEPS
Procedure
Command or Action Purpose
A7 v 71| (Optional) pwd BIEDT 74/ N F 4 L7 b OL4RTERT L E
Example: ED
switch# pwd
R Fw 72 |cd {directory | filesystem:[//modul &/][directory]} HLWHLY FF A4 Ls RVICEFRLETS, 774
Example: NWYAT A, EVa—b, BT L7 FUAT
switch# cd usbl: =S kiikd‘i?ﬁ‘g}%”éﬂiﬁ—o

T4 L9 M) DER

bootflash: LT T v a2 TNXA A T7A ) VAT ALATT 4 L7 M) BERRTEET,

SUMMARY STEPS
1. (Optional) pwd
2. (Optional) cd {directory | filesystem:[//module/][directory]}
3. mkdir [filesystem:[//module/]]directory
DETAILED STEPS
Procedure
Command or Action Purpose
R 7w 71 |(Optional) pwd BUEDT 74NV s T4 L7 M) OARTERT LE
Example: EE
switch# pwd
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B = .7 rvonzoxs

Command or Action Purpose

R 5w 72 | (Optional) cd {directory| filesystem:[//module/][directory]} | i LW L R4 L7 RUIWICEELEST, 774
Example: IWYAT L, FEa—, BLORTFT L7 NI4T
switch# cd slotO: (=N kjc?&’]‘j(?ﬁ’lz)%”éhiﬁ‘o

R T w 7 3 | mkdir [filesystem:[//module/]]directory HLOWF L7 MU ZERLET, filesytemB| 3T
Example: X, RXFE/NFENRRB S E 7, di rectory 5145
switch# mkdir test = 64i?&?ﬂ®ﬁ§k?f?ﬁﬁbiﬁ“o KI5 L/

LFNEEIET,

T4LY F)DRABDRT

TAL7 P ORNKERRTEET,

SUMMARY STEPS
1. dir [directory | filesystem:[//module/][directory]]

DETAILED STEPS

Procedure
Command or Action Purpose

23+ 71 | dir [directory | filesystem: [//module/][directory]] FALY NUDONEEFRLET, 7740 M
Example: X, BUEOEET A L7 U TY, 77 AV VAT
switch# dir bootflash:test A%}S‘;U\?4 L7k U%Tﬂi\ ﬁi?k/J\jC?ﬂ)

KAl E T,

T4 L M) DI
FALZ R IE TAAAAEDT 7 A AT ANLHIBRTE £97,
Before you begin

T4 L7 Y EHIBRT 2N, T4 L2 P BREATHLZ L EMELET,

SUMMARY STEPS

1. (Optional) pwd
2. (Optional) dir [filesystem :[//module/][directory]]
3. rmdir [filesystem :[//module/]]directory
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ZBUIA A== A F ES2—L DT LY kU~DT o2 ||

DETAILED STEPS

Procedure

Command or Action

Purpose

Z 5w 71 | (Optional) pwd
Example:
switch# pwd

BEOT 74NV N T 47 N OLARIERRLE
K

R T w 7 2 | (Optional) dir [filesystem :[//module/][directory]]
Example:

switch# dir bootflash:test

BV b T4 L7 NVOWNEEERLET, 774
IWUAT A, BV, BIOT A LVT NIAT
X, KRXFE/NCTFHRREB S E T,

F 4L MUBZEATRWERIEL, 4L 27 M) %

HIBRd 2HENIC, T4 L7 FURNDOTRTOT 7 A )b
ZHIFRTHDHMERH Y 77,

R T w 7 3 | rmdir [filesystem :[//module/]]directory

Example:

switch# rmdir test

TA4LI NIEHIRLET, 774NV AT LABE
DT 4 L7 NUATHEH, KXFE/NCTFRXB S
i—a_o

AAIINA A—IN—INA T EDa—ILEDT4 LY F)ADTH+

A

TIT 4T A=R=RNA P T 2=V DBy a VB AR N, A= R P 2 —
N (VE—F) EOTRTOT 7 ANV VAT AT VBATEET, ZOMERIL. 77747
A= R NAP T a2 — T 7 AN E I — LD, RIU 77 ANE AT N, ZA—r—
NAY TV 2=V FICUFESEDIVERNH DGO ET, T2 7 47 A—/_—3A
V2= DO avMNBRZ N, ZA—=R= AP 22—V EDT 7 A )V AT
LT 7' AT B, filesystem://sup-remote/ & 7= (. filesystem://sup-standby/ % i 1 L T,

T ANDISANE AR A, A2 S P D 2 — L2 U E T,

274 IILDFEA

Z 2T, CiscoNX-OS TN_RA A TT 7 A )V ZfEAT 2 FIEZZHHL £,

TJ774ILDOFEE

TAVLZ PINOT 7 ANERDOT 4 L7 FUICBEITE 7,
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B oae-

A\
Caution 55565 ¢ L7 hUICRAD T 7 A ART TIIET 2HBAIE. TO7 7 A VBB 7 7
AL TEEEINET,
move 2~ REZFEHLT, MILT 4L 27 NINTTZ7ANLVERBEITHZLICLD, 77 A0
DAFTEERETEET,
SUMMARY STEPS
1. (Optional) pwd
2. (Optional) dir [filesystem:[//module/][directory]]
3. move [filesystem:[//modul&/][directory /] | directory/]source-filename { {filesystem:[//modul&/][directory
/1 | directory/} [target-filename] | target-filename}
DETAILED STEPS
Procedure
Command or Action Purpose
A7 71 |(Optional) pwd BUEDT 74V~ T4 L7 M) O&RTEFR R LE
Example: R
switch# pwd
25+ 7 2 | (Optional) dir [filesystem:[//module/][directory]] ALY RFALs MY ONEERRLET, 774
Example: NYATABLOT 4 L7 FVATIE, RICFE/N
switch# dir bootflash j(?ﬁi Eﬁljéhiﬁ_o
Z v 7 3 | move [filesystem:[//module/][directory /] | TrANEBELET,
directory/]source-filename o o
{ {filesystem:[//module/][diirectory /] | TTANYAT A, BV 2=l BLUT A L7 b
directory/} [target-filename] | target-filename} U4 TlE, KCFENLFDEBSIET,
Example: target-filename 91 20%. 64 SCFLIN OB THRIE
switch# move test old tests/testl L i‘% ki? k /J\iiﬁi [X/DJIJ é ﬂi—g_o
target-filename 5 [ 2 5 E L7\ &L 7 7 A VAIXT
7 v | source-filename 51U ICFR E S E T,
274D E—

TrANDat =i, WLT 4 L7 M) EEBDOT o7 P OWTRATERTE £1,

SEHIZ SOV T,
TLTEEWY,

['Cisco Nexus 9000 SeriesNX-OS kT 7V a—F 4 v 7 HiA4 R 25 L
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| TRARDT7ANLRTFL, FaLY b, BEUVT7ALOGERSE
HTTP %113 HTTPS @A LT 7 1 LnaE— [

\)

Note dir o~ FAHL T, a8 —ED 77 MV AT A REENHL 2 L 2R LE
T, O fEER N R S TR WES X, delete =2~ REFEHLTAELR 77 A LEHIBRLE

R
SUMMARY STEPS
1. (Optional) pwd
2. (Optional) dir [filesystem:[//module/][directory]]
3. copy [filesystem:[//modul e/][directory/] | directory/]source-filename | {filesystem:[//module/][directory/]
| directory/} [target-filename]
DETAILED STEPS
Procedure
Command or Action Purpose
AT v 71| (Optional) pwd BUEDT 74N b T4 L7 N OATITER T LE
Example: EE
switch# pwd
R 5w 72 | (Optional) dir [filesystem:[//module/][directory]] AV b T4V PVOREERRLET, 774
Example: N ATABIOT 4 L7 FUATIE, RILFE/N
switch# dir bootflash iib\ lz.%”%ﬂiﬁ—o
AT 73| copy [filesystem:[//module/][directory/] | TrANEaA—LET, T AN AT A, E
dl'rectory/]source-fllename | Va—, BIORT 4 L7 NUATIE, RIXFEN
({jfllewste/m: [/ /modlfj_lle/][d| rectory/] | SCENREBIE I E T, sourcefilename D5 #K1%, 64
rectoryjtarget-filename] SCFUA DI CHRE LE T, KO &
Example: XA EALET, target-filenamed |3 A 57E L7 & |
switch# copy test old tests/testl 77 A IV 12 7 #+ L b T source-filename %[%{fﬁ@:
RIESIET,

HTTP E£/=[X HTTPS ZEAL -7/ ILDIE—

HTTP £7/2FHTTPS AL C, VE—F =D 77 A VDt —% 10— /)L T /31 AT
TERRC&E £,

\)

(GE)  CiscoNX-0OS U U —2R 10.4(3)F LAKE, copy http & 721 copy https =~ > K%, Cisco Nexus A
A FTTILS A=V a 13BN &2 KR —FLET,
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B o roumn

FlaD#EE
1. (EE) pwd
2. ({E#E) dir [filesystem:[//module/][directory]]
3. copy https:// username:password@directory/filename bootflash: vrf management
4. copy http:// directory/filename bootflash: vrf management
=3 k2t
FIE
ARV RFEREET7TIVa Y B#Y
ATv7T1| (EE) pwd BAEDT 74V~ T4 L7 N OARTER R LE
f5l EE
switch# pwd
ATw 72| (|EE) dir [filesystem:[//module/][directory]] LN T4V NVORNFEFRRLET, 774
I - WY ATABLOT 4 L7 MUATIH, RCFE/N
' LFAXRBI S ET,

switch# dir bootflash

R 5 7 3 | copy https:// username:password@directory/filename | https 47> = LA L C, HESNET 7 A L E
bootflash: vrf management JE—F —MEma—H /)L FRAL A |Zat— L

i : £,
switch (config)# copy

https://usernamel :pwdl1@192.168.0.1/test.txt
bootflash: vrf management

AT 7 4 | copy http:// directory/filename bootflash: vrf http 47> a v A@HA LT, dBEShE77 A V%
management JE— b =B u—R L FAL R Zae—L
B 7,

switch (config)# copy http://192.168.0.1/test.txt
bootflash: vrf management

774 JLDOHEIER

TALVIZ NI T 7 A NVEHIBRTEX ET,

SUMMARY STEPS

1. (Optional) dir [filesystem:[//module/][directory]]
2. delete {filesystem:[//module/][directory/] | directory/}filename
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DETAILED STEPS
Procedure
Command or Action Purpose
27+ 71 | (Optional) dir [filesystem:[//module/] directory]] ALY NF AL N ONEEERLET, 774
Example: NYATABLOT 4 L7 FUATIE, KXFLEN
switch# dir bootflash: jZ?ﬁ)lX%IJéﬂijao
R w 7 2 | delete {filesystem:[//module/][directory/] | T ANEEIELEST, 77 AN VAT A, E
directory/}filename Va—l, BEOF 4 L2 FUATH, RKIFL/D
Example: LFARXBI S ET, sourcefilename 513 Tlx, K
switch# delete bootflash:old config.cfg 51?3&:d\jiﬁ3ﬁ§E§%UE§%LEETfO
Caution | S5DF ¢ L7 MY ZIFELTHDHE5HE.
delete =~ > RTIXT 4 L7 U BfKEZ
DOHNET X THHAIBRSILET,
I_hl —
7271 ILABEDRT
T ANVONEEZFRTEET,
SUMMARY STEPS
1. show file [filesystem:[//module/]][directory/]filename
DETAILED STEPS
Procedure
Command or Action Purpose

25w 71 | show file [filesystem:[//module/]][directory/filename T ANVONEERRFLET,

Example:
switch# show file bootflash:test-results

274N Fv oY LDORTK

TrANORENET 2y 7T 2F =y 7 P LR RTETET,

SUMMARY STEPS
1. show file [filesystem:[//module/]][directory/]filename {cksum | md5sum}
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DETAILED STEPS
Procedure
Command or Action Purpose
Z 5 71 | show file [filesystem:[//modul e/]][directory/]filename Tr7ANDF =y 7P LERIIMDS Fxy 7P L
{cksum | md5sum} AFRRELET,
Example:
switch# show file bootflash:trunks2.cfg cksum

L] “

T7 4 IILVDEMEE fRE
Lempel-Ziv1977 (LZ77) 2—F 4 > 7 &@H L TT A A LD T 7 A V% ERER J OVEREfRRR
TEET,

SUMMARY STEPS

1. (Optional) dir [filesystem:[//module/]directory]]
2. gzip [filesystem:[//module/][directory/] | directory/]filename
3. gunzip [filesystem:[//modul&/][directory/] | directory/]filename .gz

DETAILED STEPS

Procedure
Command or Action Purpose

R 5w 71| (Optional) dir [filesystem:[//module/]directory]] AV T4V M) ONEERRLET, 77 A
Example: NYATABLOT 4 L7 FUATIE, RICFE/N
switch# dir bootflash: iiﬁ)ggljéhij—"

R 7 v 72| gzip [filesystem:[//modul &/][directory/] | Ty ANEEMLET, 77 A VRS LD
directory/]filename LT s AR B RET,
Example:

switch# gzip show_tech

A7 73 |gunzip [filesystem:[//modul &/][directory/] | 77 A NEEMERR LT, JERERRT D 7 7 AL
directory/]filename .gz DY 7 47 R, @ ThHVERHY ET, 771
Example: JVISERERRER SN D & T 0 7 AT gz TIiEZR<
switch# gunzip show_tech.gz iEV)EEer

774 ILD&EERITORT

T 7 ANDIREDITERRTEET,
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SUMMARY STEPS
1. tail [filesystem:[//module/]][directory/]filename [lines]
DETAILED STEPS
Procedure
Command or Action Purpose

R T 71 |tail [filesystem:[//module/]][directory/]filename [lines] T A NDESDITEERLET, T4 FOIT
Example: Fix 10 T, HoheMAEIL 0~ 8017 T,

switch# tail ospf-gr.conf

J7A4ILADshow a7 FHEHADYEAL LY k

show =< K /7L, bootflash:, slot0:. volatile:. F7/21xV E—r Vb —"EOT7 7 AN F
AV7 FNTEET, £, a~v U RO 74—~y NERETAHI L L TEET,

SUMMARY STEPS
1. (Optional) terminal redirection-mode {ascii | zipped}
2. show-command > [filesystem:[//module/][directory] | [directory /]]filename
DETAILED STEPS
Procedure
Command or Action Purpose

R T+ 7 1 |(Optional) terminal redirection-mode {ascii | zipped} |=—H#— & v 3 2% L Tshow =2~ R D
Example: VXA LI ayEB— REBRELET, T 7440
switch# terminal redirection-mode zipped T ij:ascﬁ 7?7r0

R 72 | show-command > [filesystem:[//module/][directory] | show 2~ RS DHEHEZ 77 A MY XA L7 B
[directory /]]filename LET,

Example:

switch# show tech-support > bootflash:techinfo

274 ILDEE

B EDANY VT THEDLREHESOT7 7 ANVEBIEOIEET L7 M) 2DV TT 4 LY
FY THRBTEET,
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SUMMARY STEPS
1. (Optional) pwd
2. (Optional) cd {filesystem:[//module/][directory] | directory}
3. find filename-prefix
DETAILED STEPS
Procedure
Command or Action Purpose
A7 71 |(Optional) pwd BUEDT 740V~ T4 L7 M) O&RTEFR R LE
Example: T

switch# pwd

A7y 72 | (Optional) cd {filesystem:[//module/][directory] | directory} | 77 L b 74 L7 MY BT LET,

Example:
switch# cd bootflash:test scripts

A7 7 3| find filename-prefix SELE T 7 ANBT VT 4 v ) ATHE DT RT
Example: DT FANZLET 74NV T L7 M) EZDYT
TALZ NI THRELES, 77 A NVL T VT 47
AT, KIXFE/NCFRRB S ET,

switch# find bgp script

J7— k2592274 —<T v b
formatbootflash: CLI =~ > RZHEH LT, A R—F7F v 2 AE U (bootflash:) % 7 #+—
<~y bLET, TXRTORBY—ECRZT 7T 4 THERL. &9 —EFETLTIEED
(Deactivate all virtual-services and try again) &WHTT7— A vE—UNK
NCa~y RNT T —Z7->7-35A1%. guestshell destroy CLI 2~ > RZFEHLTHF Ak v =
JVEREFEL . RO X 9 I format bootflash: =~ R&HEIT L £,

switch# sh virtual-service list
Virtual Service List:

Name Status Package Name
guestshell+ Activated guestshell.ova
switch#

switch# guestshell destroy
You are about to destroy the guest shell and all of its contents. Be sure to save your
work. Are you sure you want to continue? (y/n) [n] y

switch# 2018 Jan 17 18:42:24 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION_ STATE: Deactivating
virtual service 'guestshell+'
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switch#format bootflash:

T—hAT T74ILDIEE

CiscoNX-OS V7 b =TI 7— AT 77 ANEYR—KFLTWET, T—HAT 774
NEERR LTV . BEFEOT —H AT 77 AN T 7 ANEBINLEY, T—HAAT 774
MOETZ 7 ANEHRHLIEZY, T—HIA T 77 ANNDT7ANLDY A EFRRLIZVTH L
NTXET,

T—h4T T74ILDERK

T—=HAT T ANEBER L, T—IAT T7ANITT 7 A NEBINTE 4, ROFEHEZ
A TERECTCEET,

* bzip2
* gzip
N

7 7 4V MBI gzip T,

FIEDHE
1. tar create {bootflash: | volatile:}archive-filename [absolute] [bz2-compress] [gz-compress]
[remove] [uncompressed] [verbose] filename-list

FIIE D

FIE
OV RFERET7TIVa Y B

AT w 71 |tar create {bootflash: | volatile:}archive-filename T—HAT T ANEBER L. T—HAT 774
[absolute] [bz2-compress] [gz-compress] [remove] JNET 7 ANEBIMLEST, 77 A AMGITHEETT
[uncompressed] [verbose] filename-list EELET (KT s MK S EEA) .
il R SCFHUE 240 T,
switch# tar create bootflash:config-archive absolute % —7 — KX %EE@/\‘ T AT A

gz-compress bootflash:config-file

TN B, T—HAT T AIITEBINENTZT 7
ANVDLHIMBHEIBR LW EE2BELET, 7
74V FTIR, KONy 7 2T v v 2 CFHTHAIER
SIET,

bz2-compress, gz-compress, 5 U uncompressed

DHxF—U—RE, 7T—=IATIZT7 7 A NVZBINT 5
& (FRBFRTENT D L E) ITHEHT D EHE
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avYRFERET7IOI Y BRI

a2—T 4 VT4, TrANERHBETL L XIEH
THMRRL—T 4 VT 4 ZRELET, T—HAT
T 7 A MIIEREFEZRE LR WEEA, T 740 ME
RO L D170 F9,

« bz2-compress D354, YL T-1X tarbz2 T,

« gz-compress D&, YLiEFIE targz TY,

« uncompressed D, JLikF1E tar T,

remove ¥ — VU — RiL, 7—hA 727 7 A L& E
L72#1Z, CiscoNX-OS V7 b =T N7 7 A )L
AT ENHINHDT7 7 A NVEHIRT 5 Z L2 E
LET, 774V Tl 77 A VFHIBRS W ES
Ao

verbose ¥ —V — R}, CiscoNX-0S V7 hU =7
D, T7ANVNRT —hATIBEMENS EXZ7 7
ANEVANTDHZEEBELET, 77401
T, ZrAMTBmEns L —ERREINET,

TF—HAT T7A4N~ADT 74 ILDEN

FRA 2 FLDOBEDT — AT T7 AT 7 A IVEBINTE £,

brH IS
TNAALETT —=A7 77 ANV FRLTEBE £,

FIEDHE
1. tar append {bootflash: | volatile:}archive-filename [absolute] [remove] [verbose] filename-list
F gD F¥H
FIE
ARV RFEREET7TIVa Y B8
R 71 |tar append {bootflash: | volatile:}archive-filename BEOT —HAT T AN T 7 A /VEEMLE
[absolute] [remove] [verbose] filename-list F T HA T TP AN TIE. K CF LI
KAl E I EE A,

absolute &+ — 7 — Ri&, BEAD Ry 7 AT v 23
N B T—HIAT T A NCENENTET 7
ANDLETBEIR LN L2 ELET, 7
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7—h47 77 10b 60774 Lot [

AU RFERETIVa Y

B8

T4 FTIE, JEEEON Y I R Ty v o UFTHIBR
INET,

remove ¥ —"U— Ri%, 7—hA 727 7 A4 /L% B
L7-%IZ, CiscoNX-0S V7 b =T N7 7 A )L
AT BN INHDT 7 A NVERIBRT 5 Z & EZEE
LET, 7740 8Tl 77 A MTHIBRES L EH
Ao

verbose ¥ — 7 — K3, CiscoNX-OS V7 +h U =7
B, T7ANBT —hATIZBNESNDEXITT 7
ANEVARNTLZEEBELET, 77401
T, ZrAMEiBmMEns & —ERRrINET,

il

WIZ, BEEDT = AT 77 A M7 7 A NEBNT 5627 LET,

switch# tar append bootflash:config-archive.tar.gz bootflash:new-config

TF—hHAT T74ILDDT 74 ILDHEEH

TNRAALDOBEGFDOT —H AT 77 A M7 7 A NVEMMHTE ET,

4RO HREIIC

THRAALTT =047 77 A NVEFRLTEBEET,

FlaD#E
1. tar extract {bootflash: | volatile: } archive-filename [keep-old] [screen] [to {bootflash: |
volatile:}[/directory-name]] [verbose]
F D4
FIE
ARV RFERETIVa Y =)
Z 5w 71| tar extract {bootflash: | volatile:} archive-filename WAEDT —TA T 77 A NS T 7 A M EHE L E

[keep-old] [screen] [to {bootflash: |
volatile: }[/directory-name]] [verbose]

1

switch# tar extract
bootflash:config-archive.tar.gz

Fo T—HAT T 7 ANATIE, RKLFL/PNLFT
KalSnEEA,

keep-old ¥ —U — Ri&, CiscoNX-0S V7 hy =7
B, i END 7 7 ANV EFRI 4RI ZREO T 7 A )V
hEEX LN EERLET,
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ARV RFERFTIVaY =)

screen ¥ — 7 — R, CiscoNX-OS V7 F 7 =T M,
MHEnN2 77 AV ERCLETIEHE ST 7 AV % E
EBX LW EERLET,

toX—TU—RiX, ¥—7 Y N T 7 ANV AT L%
ELET, T4 V27 NIAZEDDL I ENTEE
T, T4 L7 UK, 240 CFLIN OIS T T
ELET, RKXFENLFEREFIENET,

verbose ¥ — 7 — Kld, CiscoNX-OS V7 +t 7 =T
N, M END 7 7 A VDL EFRRTHZ L &R
fﬁﬂb\iﬂ—o

TF—HAT IT7A4ILDIT7AILEBDRT

tarlist 2~ REMFERA LT, 7T—OA T T7AVHNDT 7 A ILVDOLRI TR R TEXET,

tar list {bootflash: | volatile:}archive-filename

T—=AAT T 7 ANHTE RCFL/PFERE SR A,

switch# tar list bootflash:config-archive.tar.gz
config-file
new-config

SSD DEN—T 123k

FIRDEE

MR A B L — DRI T, ROFIEEZFETLET, 2L, v/ 77y a A b
L—2 0% A AL ET, ZORRIZS AT LD a— RBICHEZNIR D | filik L 0e
T77yvaDA N —VHEEBNENSNET, 77— 7Ty aDV A XEWOLET,
SSD D/ N—T 4 v a = T HFITTHRENS, T_XCOY T hy=T 4 A=V Mk, BX
WMEANT =2 Wy 7T v 7T EINTND I EEMER LTI,

JERAN—FT v a v A% —AF, 64GBSSDZ#EH L727 T v b7+ —ATIEHAR— ST
WEH A,

1. system flash sda resize
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ssooEs—71vavie ||

FIED M
FlE
aAv Y RFEEETIYa Y B8
R w 71 |system flash sda resize KIEA R L — OV A REHLWAF—AZEF L
=

1

<CR>

switch# system flash sda resize ?

extended Cfg=1GB, logflash=39GB
standard Cfg=64MB, logflash=4]|8GB

1

WIZ, RS A ZEROF 2R LET,

switch# system flash sda resize extended

111D WARNING !l

Attempts will be made to preserve drive contents during

the resize operation, but risk of data loss does exist.
Backing up of bootflash, logflash, and running configuration
is recommended prior to proceeding.

11D WARNING !l

current scheme is

sda

| -sdal
| -sdaz2
| -sda3
| -sda4
| -sdab
| -sda6
“-sda’

0O 0O 0O 0O 0O 0O 0O o
~N o Ul b W NP O

target scheme is

sda

| -sdal
| -sdaz2
| -sda3
| -sda4
| -sdab
| -sda6
|_sda7

Continue? (y/n)

0O 0O 0O 0O 0O 0O 0O o
~N o Ul W NP O

O O O O O o o o

y

119.2G 0 disk
512M 0 part
32M 0 part /mnt/plog
128M 0 part /mnt/pss
110.5G 0 part /bootflash
64M 0 part /mnt/cfg/0
64M 0 part /mnt/cfg/l
8G 0 part /logflash

120GB|250GB 0 disk
512M 0 part
32M 0 part /mnt/plog
128M 0 part /mnt/pss
rem 0 part /bootflash
1.0G 0 part /mnt/cfg/0
1.0G 0 part /mnt/cfg/1
39G 0 part /logflash

A module reload is required for the
Please, do not power off the module

W, YEEY A AEE O 2R LET,

resize operation to proceed
during this process.
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switch# system flash sda resize extended

1111 WARNING !!!!
Attempts will be made to preserve drive contents during
the resize operation, but risk of data loss does exist.
Backing up of bootflash, logflash, and running configuration

is recommended prior to proceeding.

1D WARNING !l

current scheme is

sda 8:0 0 119.2G 0 disk

| -sdal 8:1 0 512M 0 part

| -sda2 8:2 0 32M 0 part /mnt/plog

| -sda3 8:3 0 128M 0 part /mnt/pss

| -sda4 8:4 0 110.5G 0 part /bootflash

| -sda5b 8:5 0 64M 0 part /mnt/cfg/0

| -sda6 8:6 0 64M 0 part /mnt/cfg/l
‘-sda’7 8:7 0 8G 0 part /logflash
target scheme is

sda 8:0 0 120GB|250GB 0 disk

| -sdal 8:1 0 512M 0 part

| -sda2 8:2 0 32M 0 part /mnt/plog
| -sda3 8:3 0 128M 0 part /mnt/pss

| -sda4d 8:4 0 rem 0 part /bootflash
| -sda5b 8:5 0 1.0G 0 part /mnt/cfg/0
| -sda6 8:6 0 1.0G 0 part /mnt/cfg/1
| _sda7 8:7 0 39G 0 part /logflash

Continue? (y/n) [n] y

A module reload is required for the resize operation to proceed
Please, do not power off the module during this process.

Bt AR—bk o<y FOEMEFIETENIL

tech-support =~ > KA AN EITEHNZT HI121F, ROFIEEZFEITLET,

FIEDHE
1. system tech-support blocked-commands sample_list
2. clear system tech-support blocked-commands
FIE D
FIE
ARV KRFERRETI Va3 Y B
AT 71 |system tech-support blocked-commands sample_list | tech-support D 7’1 v 7 @< K U X R &HRIT L
15“ : iTo
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giivR— b cInvsanrcuoss i

AU RFERETIVa Y

B8

switch# system tech-support blocked-commands
sample list

Successfully enabled tech-support blocked commands
list

Zoawr RNiE, sample_list ® Y X MZ#H 5 show
a2 RO%EFT%, show tech-support details [time-
optimized]. show tech-supportall [time- optimized].
3 X O¥show tech-supportcommands 7> 57 & v 7 L
F9, EFLO show-tech 2~ KT, UA SR
TWbhavy FIFETENT, AXxyTINET,

ATy T2

clear system tech-support blocked-commands

1 -

switch# clear system tech-support blocked-commands
Successfully cleared tech-support blocked commands
list

tech -support 7 27 A< R URA &7 U7 L%
ﬁ—o

BEfiyAR—k TcoO0v o Enf-CLOXRT

WhDa<y Re@ER LT, 77 =01 ¥HR— ] blocked-commands U A D AT — X A & fEiR

FIRDEE

F IR DA

FIE

TEET,

1. show system tech-support blocked-commands status

2. run bash cat /bootflash/sample_list

ARV KRFERERETI Va3 Y

=)

ATy T

show system tech-support blocked-commands status

1

switch# show system tech-support blocked-commands
status

Tech-support blocked commands list status:

Disabled

switch# show system tech-support blocked-commands
status

Tech-support blocked commands list status: Enabled|

Blocked command file: /bootflash/sample list

Last modified time: Thu Dec 7 07:03:02 2023

TI=ANYR—F Ty s av KA RDR
T—HRAEFRLET,

Iy RU R MBEDCI > TOBEAIE, 774
NEBRFRRESNET,

ATvT2

run bash cat /bootflash/sample_list

1

switch# run bash cat /bootflash/sample_list
show version
show inventory

TuvENta~v s R 77 ANV ERRLET,
« 77 ANDRKEIL 128 TT,

e ZIUXEXECE— K =2 RTI A,
blocked-commands I%. 7 7 1 /L7 /bootflash |2
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ARV RFERERTI VA Y E]:3)
o o uppert s ey 0 Feb e RS
P ° NDHIRY HZHTY,

c 77 A NDBHIBREINTEHATH,
blocked-commands OIREEIZH RO F F T3,
T ANADBHIBRENTWEDOTERITH Y 4
/\/O

« ZDT 7 A NATITFAE D MER S M EE T,

274 ORT LOFERAB

Z DI TIE, CiscoNX-0S T/, A TT 7 AN AT L&A T 2B O T L £,

AAINA A—IN—INA B EDa—ILEDT4 LY F)ADTH+
4

WIZ, AL N A=NR=NA P E V2=V DT 7 ANDY X M EFRTHHE2RLET,

switch# dir bootflash://sup-remote

4096 Oct 03 23:55:55 2013 .patch/
16384 Jan 01 13:23:30 2011 lost+found/
297054208 Oct 21 18:55:36 2013 n9000-dk9.6.1.2.I1.1.bin

Usage for bootflash://sup-remote
1903616000 bytes used
19234234368 bytes free
21137850368 bytes total

WIZ, AZ N A= R= NP EV 2=V EDT 7 A NVEHIRT 202~ L ET,

switch# delete bootflash://sup-remote/aOldConfig.txt

TJ74ILDFEE

WRIZ. TS vy a TARLALEDT7 7 ANVEBET A2 LET,

switch# move usbl:samplefile usbl:mystorage/samplefile

W, TTHINVE T7AN VAT LANDT 7 A NVEBEIT A6 2R LET,
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s71rnate— [

switch# move samplefile mystorage/samplefile

274D E—

WIZ, usbl: 7 7 A VAT LDN— KT 4 L7 F UG, samplefile &9 7 7 A /L% mystorage
T4 L7 M)ICavr—d356%RLET,

switch# copy usbl:samplefile usbl:mystorage/samplefile

WIZ, AV b T L7 R L_XARL Ty A VEae—F 562" LET,

switch# copy samplefile mystorage/samplefile

WIZ, TOIT 4T ZA=Re= XA P ET 2= VDT =TT v amdmbAHF LN, A==
AP EV2—NDT = 7Ty all7 7 A NVeabt—F 262 LET,

switch# copy bootflash:nx-os-image bootflash://sup-2/nx-os-image

&I, NVRAM OEED a7 4 Fal—a v ORNKFE FEXTAHEZRLET,

switch# copy nvram:snapshot-config nvram:startup-config

Warning: this command is going to overwrite your current startup-config:
Do you wish to continue? {y/n} [y] ¥y

copy 2~ REFEMH LT, bootflash: 7 7 A /b > A7 A & FTP, TFTP, SFTP, %7213 SCP
P N=L D TT77ANDT v T7r—RBLRF T ve—RE2TH5 2L HTEET,

T4 LY MY DHIBR

SUMMARY STEPS

FALZ MIE TAAAAEDT 7 AN AT ANLHIBRTE £97,

Before you begin

T4 L2 M) ZHIBRT DRI, T4 b7 PYNEATHL I L aMRBLET,

1. (Optional) pwd
2. (Optional) dir [filesystem :[//module/][directory]]
3. rmdir [filesystem :[//module/]]directory
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FRARDIFAINLRTL, T4LY R BEUT71L0ERAE |

DETAILED STEPS
Procedure
Command or Action Purpose
AT 71 |(Optional) pwd BAEDOT 74V E T4 L7 N ORI ER R LE
Example: R
switch# pwd
Z 5w 2 | (Optional) dir [filesystem :[//module/][directory]] BV b T4 L7 NVOWNEEERLET, 774
Example: IWYAT A, EVa—)L, BLOT 4L FUKT
switch# dir bootflash:test (i\ ﬁi?kd‘j{??ﬁg%”éﬂiﬁ‘o
F 4 L7 NUBZEATRWERIL, 4L 27 M) %
HIBRT 2R0C, T4 L7 NUNOTRTOT 7 AL
EHIRTAMLENRH Y 9,
25 73| rmdir [filesystem :[//module/T]directory FALY P EBIRLET, 774 LY AT ABE
Example: BT 4 L7 UL THH, RXFE/PDCERXB S

switch# rmdir test

=7,

J74ILRABDERT

TJ74ILFx

W7 T2 TAAADT 7 A NVORNEERRFT D62~ LET,

switch# show file usbl:test
configure terminal
interface ethernet 1/1

no shutdown

end

show interface ethernet 1/1

BAEDT 4 L7 MIICHFET D7 7 A NVONEERRTHH 2R L ET,

switch# show file myfile

WY LDRK

RIZ, Z7ANDF =y 7Y haeFRrmd 502~ LET,

switch# show file bootflash:trunks2.cfg cksum
583547619

WL, 77 AVDMDS F =yl YV haEFrTH02RLET,

. Cisco Nexus 9000 < ') — X NX-0S EAER AT A4 K. 1) 1J—X 10.4(x)



| FRARDIFAN VRTFLL FALY b BEUT 7 LOERAE
srnoEkemi [

switch# show file bootflash:trunks2.cfg md5sum
3b94707198aabefcf46459del0c9281c

TJ7A4IDENEEBEE

WIZ, 77 ANEEMT D0 R LET,

switch# dir
1525859 Jul 04 00:51:03 2013 Samplefile

switch# gzip volatile:Samplefile
switch# dir
266069 Jul 04 00:51:03 2013 Samplefile.gz

WIS, JEME T 7 A NV RS Dl 2R L ET

switch# dir
266069 Jul 04 00:51:03 2013 Samplefile.gz

switch# gunzip samplefile
switch# dir
1525859 Jul 04 00:51:03 2013 Samplefile

show A< > FHEHADI) XA LY k

wIZ. H1% bootflash: 7 7 A )V AT b FDT 7 A NTHEET LB 2R LET,

switch# show interface > bootflash:switchl-intf.cfg

Wiz, HWhEINET7 T v a AEY EOT7 7 A VICHEET LB 2R LET,

switch# show interface > usbl:switch-intf.cfg

Wiz, H% TFTP — LD 7 7 A MTHEET HH 2~ LET,

switch# show interface > tftp://10.10.1.1/home/configs/switch-intf.cfg
Preparing to copy...done

RIZ, show tech-support 2~ > ROWM N %7 7 A WMICHEA VT T 5612 RLET,

switch# show tech-support > Samplefile
Building Configuration ...
switch# dir

1525859 Jul 04 00:51:03 2013 Samplefile
Usage for volatile://

1527808 bytes used

19443712 bytes free
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FRARDIFAINLRTL, T4LY R BEUT71L0ERAE |
B ooz

20971520 bytes total

TJ7A4ILDKRE

WIZ, BEDT 74V s T4V 27 NUNTTZ 7 A VERBZETH0 277 LET,

switch# find smm_shm.cfg

/usr/bin/find: ./lost+found: Permission denied
./smm_shm.cfg
./newer-fs/isan/etc/routing-sw/smm_shm.cfg
./newer-fs/isan/etc/smm_shm.cfg
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A4 xXaLb—23r T774ILORY
Py

ZDEIL, WORNETHERINTOET,

s #E% 7 7 A /VIZ-DOVN T, on page 165

cWERR T 7 A VICET DR FHE SIRFEH (166 ~—2)
caL T 4K alb—Var 77 ALOEE, on page 166
MERRDT =T A T LR 7 (179 =)

« TNA A AT 4 K2 b— g OHER, on page 184

eV T 4 Xal—ar 7Ty ANEMHLVEEDS, on page 185

B 714 ILIZDINT

R 7 7 A /LITIE, Cisco NX-OS 7 /34 2 FOMREZRER T 5 7= 12 &5 Cisco NX-0S
V7 huzTOavy RBMMEFEESNET, a~vr Rid, VAT AR L7 & X (startup-config
T7ANNE) | EIIERE— R TCLIICa~y REASLTZE X2, CiscoNX-0S V7 b
U= T Ko THEMT (BB K OVEIT) ShvEd,

AB— T v THERR T 7 A NV EZEFET HIZIE, copy running-config startup-config =~ > K % fifi
HALTAS— T TRERRICEITHERR Y 7 A VERET D0, 77 A — "= H A% — |
T THRERRAER T 7 A VAR A —LET,

aAV74FXaAaL—30 IT7AILDEAT

CiscoNX-0S V7 " =7 OWER T 7 A MZIX, FITHERE A X — N7 » 7RO 2 fEEN &
DET, T RIEL, ZOERBFFIAZY— T v 7 a7 4F 2L —3 3 (startup-config)
ZEHLT, Y7 by =THREEARELET, FIT72 7 4 ¥ 2L —3 3 (running-config)
I, A= T v a7 4 X2l —2ar 77 AWK LT T2 BAEOEEMEFES N
T, 200 T 4 FXFalb—var 7 AL OREICTEET, T35 AEAIE, K
MR TIE RS —RICEE T 226 TEET, ZOHA, Ze— a7 4F¥alb— 3
VE—RTav U REERTLZLICRD, ETard s Fab—a U EAERLETH, X
A= T v ar7 4 Xal—a NUIFOEFELRFELARNE I ICLET,
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AVI4FIL—Yav IFALORYEL |
B #no7 By srssEssRER

FAITRERR S 4 5 121%. configureterminal =~ > F&MH LT, 7 o— Uikt — KB
#h L E 9, Cisco NX-OS fAE— ROM AR, W% 2~ 2 R <ICETSh, ADER
FIUIERRT — REE T LR CEITHERRL Y 7 A VITRTESE T,

AR — R T 7T a7 4 FXal—ary 77 ANV EEETHICET. ElfTary 7 4F¥=21—3
VIFANEARZ— KT v a7 4 X2 b — g VIRET A, a7 4 Fal—s
VI ANET AN Y= RN ARZ— " NT T a7 4 Fal— g Al ra— KL
i—a_o

Related Topics

ETary 7 4 Xal—valDAZ—F T vl a7 4 FXalb— g ~ORTE (166
)

VE—KMYP—RNEDRF— KT w7 a7 Xalb—rvaroFZyrue—FR (169%—
)

BRI 7AIVICET 5 EESIALHIREIER

R 7 7 A VBT D IEEFH L HIRFHITRO LB Y TT,

* NX-0S 7.003)I7(4) LAFE. 5~ 60 P ORIER 2 L E) 2 A 22T 5 reload timer =2~ & R73
PAR—FINTVET,

a4 Xa2L—23 774 ILOEE

TITE, 274X a2l —ay TrANVOEBFIEICOWTEHALET,

a0 74FXaAaL—2a3 DAREA— Py TJa T4 Xalb— 3
UNDREF

FIFa L T4 X2l — g B AR — T T a7 4 Xalb—a VRET AL T K
T NA A%V — RT5LEDDICETLRFETEET,

SUMMARY STEPS

1. (Optional) show running-config
2. copy running-config startup-config
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YE— bk H—RaDav T FaL—2av 77 nac— [

DETAILED STEPS

Procedure
Command or Action Purpose

2w 71 | (Optional) show running-config ETREEZERLET,
Example:

switch# show running-config

R T 7 2 | copy running-config startup-config FTar74FXal—rvark, AF—L T v a
Example: Y74 X2l —vailar—LET,

switch# copy running-config startup-config

JE—FH—I\ANDaAT4FXa2L—32 T74ILOOE—

WNESAE VICRfFENT a7 4 Xalb—vay 77 A E2)E— K $—2ab—L T,
Ny T o7 LTHERLEY ., o CiscoNX-OST /34 AR ETH-DIFEA LV T 5

ZEMTEETS,
SUMMARY STEPS
1. copy schemerunning-configserver://[url /]filename /
2. copy schemestartup-configserver://[url /]filename /
DETAILED STEPS
Procedure
Command or Action Purpose

R T w 71 | copy schemerunning-configserver://[url /]filename / VE— R P —R_""FEfTa 74 Fal—Tar 77
Example: ANEaAE—LET,

i e e sheme 3124 LT, thp: £AT 57, T

: B : scp:. FE7oiE sftp: # A LET, server SIEUE, Y
EF—F =T FLAELITAFTHY . url 5]
BIZVE—KN P —NIZHDLY—R T 7 A L~DX

AT
server, url, 3 XU filename D515, K35
Lzl L TAALET,
R T 7 2 | copy schemestartup-configserver://[url /]filename / 2B — R TS a7 4 Xal—ay TrA)L
Example: ZUVE—h P—=NiZat—LET,
switch# copy startup-config scheme 515012t L C. tftp: Z AT B D, ftpi\

tftp://10.10.1.1/swl-start-config.bak

scp:. 72T sftpr Z AN LET, server 515UE, Y
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B /=ty vooxFarvi¥aL—vavogyon—F

Command or Action Purpose
F— b= DT RLAEZZIFALRTTHY . url 5
BRIV = F F=RNZHDY—A T 7 A ~D
AT

server. url, B IO filename D& B ¥iL. KICF/
LFEEZXBLUTALET,

Example

WIZ, VE— b == W7 7 A Va2 =T D0 2R LET,

switch# copy running-config
tftp://10.10.1.1/swl-run-config.bak
switch# copy startup-config
tftp://10.10.1.1/swl-start-config.bak

JE—FH—/I\HDELDETaOV T4 FXaL—a3rnErHooA—Fk

BID Cisco NX-O8 734 ATIER L, VE—h V=27 v7r—RLizar7 4 Fol—
vary 7y ANEMHALT, CiscoNX-OST /A AEHRETEET, 2077 A 1%, VE—
L H—s3735 TFTP, FTP, Secure Copy (SCP) #fEH L CTF /31 A2, F /=i Secure Shell

FTP (SFTP) #fFEMH L CHEIfTa v 74 Fal—Ta ¥ vrua—RNLET,

Before you begin

Foyra—RF5ar74¥al—vary Z7yAAB, JE—FF—R"OELWT 4 L7 b
VDT &l LET,

T ANMIKTDFANELSRESNTWDLZ EE2@RLET, 77 A VDT 7 &AM,

HECTHHAIY AIRBICHRESN TV DRERH D £7,

BHENOT AL AN ) E—F ==V — "R LET, Y7 Ry METrF 7 1>
DEN—T 4T N—FEFT 74N F—= U= BRVGE, BEOVOT A At
BIE—FP—AN"—ZRACY 7T Xy NT—=TNICHLIMLERH D 7,

pingZfEH L TV E— h ="~ 2R LET, £idpingg 22 LTI 7ES0,

SUMMARY STEPS

copy scheme://server/[url/]filename running-config
(Optional) show running-config

(Optional) copy running-config startup-config
(Optional) show startup-config

pPwbd=
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YE— k=B 5DRE—FFyTavIsFaL—vavnsyoo—r ||

DETAILED STEPS

Procedure

Command or Action

Purpose

R T v 71 | copy scheme://server/[url/]filename running-config JE— N =R FETar 74X — g
Example: TrANET T a— R LET,
switch# copy tftp://10.10.1.1/my-config scheme 2| %%z2xt L C. tftp: P ANSIT B, ftp:\
running-config w
scp:. FE700E sftp: Z AT LET, server 515UE, Y
EF— NP —ROT RLRAEZIFLRETTHY, url 5]
BIZVE—F H—RNTHDHY—R T 7 A ~DIN
X‘/Gj‘o
server, url, B XU filename 45150, KT/
XFHEXBILTASILET,
R T w 7 2 | (Optional) show running-config EITEREEFERLET,
Example:
switch# show running-config
R 7 3 | (Optional) copy running-config startup-config FEiTar 74 ¥al—YarEk, AX—RT v a
Example: \»/7/])3’\:1 Lr—3 V@::’ to‘_[_/i‘j‘o
switch# copy running-config startup-config
25y 7 4 | (Optional) show startup-config AF— Ty Far T (Ral— g kERLE

Example:

switch# show startup-config

D

Related Topics
Z7A)NDa—

(161 ~—73°)

JE—FHY—I\DEDRE— 7y T a2T74FaL—2300NF
orAa—Fk

BID Cisco NX-OS 7 /34 ATERK L, VE—F =T v r—RKLIary7 ¥al—
var 77 ANEEHALT, CiscoNX-OST A AZRECTEET, 2077 A V%E, JVE—
K $—/ /35 TFTP, FTP., Secure Copy (SCP) #%ffiH L CTTF /A AT, F721F Secure Shell
FTP (SFTP) ZfFH L CTAZ— T v 7 a7 4 Fal—v g ll&vra—RLET,

A

Caution -~ OFJEAFEITTH L. CiscoNX-OS T_A A LDTRTD T 7 4 v 7 NP EnE7,
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. JE—r Y= EORE—+7yTavTsFalL—3v0FHr0—F

Before you begin
ayy—=npR—-—rEkotyraiinrs o LET,

Hoyrma—RTiar74FXalb—ary 77400, VE—F P —"OIELWT 4 L7 |

VA EaERLET,
T ANMCKTDHANELLREENTVWDLZ L AWRLET, 77 A4 0DT 7 & AL,
HETHHAEY AJREICHRESN TWALENH Y £7,

BHEODNOTNSAL ANL Y ET— =D — " ERERLET, YTy FEITR I 7 4 >
TEN—T AT THEV—ZETNIT 74V N 7= U oA B72WGA, BEWDT /SA At

BVE—FV—N"—FRCH TRy NIV NIZHILERH D £7°,
pingZfEH L CUE— bk h— "~ E2MRLET, E/idpinge ZSH L T E S0,

SUMMARY STEPS
1. write erase
2. reload
3. copy scheme://server/[url /]filename running-config
4. copy running-config startup-config
5. (Optional) show startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

&M

write erase

Example:

switch# write erase

AZ—=K T T arZ 4 Xalb—rary Ty
ZHIBRL £

ATvT2

reload

Example:

switch# reload
This command will reboot the system.
Y

(y/n)? [n]

Enter the password for "admin": <password>
Confirm the password for "admin": <password>

Would you like to enter the basic configuration
dialog (yes/no): n
switch#

CiscoNX-OS /34 2%V u— RFLET,

Note TFNRARAERETDHEOIC, By b T v
2—7 4 VT 4 ZEH LTI EE N,

ATvT3

copy scheme://server/[url /]filename running-config

Example:

switch# copy tftp://10.10.1.1/my-config
running-config

Jfo— h =5 FETa 7 4 X2l — g
TrANELTa— RLET,

scheme 54%i2F LC. tftp: 2 A 195, fip:,
scp:. 72T sftpr Z AT LET, server 515EUE, Y
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KBTS voa ATY FRAARAGI YT ¥aL—vav 774 unat— [

Command or Action Purpose

T—h $—R"OT7 RLRAFEZITLFITH Y. url 5]
F]XVE—bF V—RNIHDB V=R T 7 A L~DX

AT,
server, url, B XU filename O455 1500, KT/
XFHERBILTASLET,

AT w 7 4 | copy running-config startup-config FFar T 4 FXal—ay TrANERAZ— |
Example: Tyl ar7Z4Xal—rary Z7rA/E LT
switch# copy running-config f?L/EEjro
startup-config

Z v 75 | (Optional) show startup-config FTFREEERLET,

Example:

switch# show startup-config

Related Topics
TrA DAt — (161 <—)

NEBTSyoa AEY FINARAADAV T4 XalL—3> 774
JLOaE—
BTHERTAEDIZ, 274Xl —ar 774N ERN I T T L THE 7TV a
A FARA R Za—TExET,

Before you begin

N7 T a2 AT TNARE, TITATIRA—NR=NNA VP T2 —/LIZFHALET,

SUMMARY STEPS
1. (Optional) dir {usbl: | usb2:}[directory/]
2. copy running-config {usbl: | usb2:}[directory/]filename
3. copy startup-config {usbl: | usb2:}[directory/]filename
DETAILED STEPS
Procedure
Command or Action Purpose
Z v 71 |(Optional) dir {usbl:|usb2:}[directory/] NET Ty a AEY FTRLALEOT 7 ANV EF
Example: ALETS
switch# dir usbl:
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B #5050 220 FRq2po0RFHBOD E—

Command or Action Purpose

Z w7 2 | copy running-config {usbl: | usb2:}[directory/lfilename| #5575 v o o AF Y FANL RZFETaLr 7 4 Fa
Example: L—yardat—LET, filename DE1E Tk
switch# copy running-config qui&fd‘jzﬁzﬁ§E§BUE§%lﬁfﬁfo

usbl:dsn-running-config.cfg

R 7 3 | copy startup-config {usbl: | usb2:}[directory/Ifilename | S~ 5 w2 o AEY TN, RWZAX— T v
Example: ary74F¥alb—rvarykat—LET, filename
switch# copy startup-config @él@’(fiijﬁj{? & /J\jC$7§§ X5l S ﬂiwg‘o

usbl:dsn-startup-config.cfg

Related Topics
Ty ANDat— (161 <—)

HERTSySa AEY FINAADMLDETHEREOOIE—

B Cisco NX-08 T /34 A THER L, M7 T v a AF Y T, AR GFEINT-ERT 7
ANEAE—T B ET, TS AEBRTEET,

Before you begin

BT T2 AT THRARE, TIT A TIRA=NR="A P TV 2 — VITFHALET,

SUMMARY STEPS
1. (Optional) dir {usbl: | usb2:}[directory/]
2. copy {usbl: | usb2:}[directory/]filename running-config
3. (Optional) show running-config
4. (Optional) copy running-config startup-config
5. (Optional) show startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
R w 71 |(Optional) dir {usbl: | usb2:}[directory/] N7 Ty AEFY TRAALEOT 7 A IVER
Example: RLET,

switch# dir usbl:

R Fw 72 |copy {usbl:|usb2:}[directory/Ifilenamerunning-config | /5 7 5 w2 o AFY FARAL AMDLETI L T 4
Example: %1 1/%‘?/5 \/é’ﬁl:o*‘bi'gl f||enanEO)Fj'lﬁyc
switch# copy usbl:dsn-config.cfg running-config hij(jzﬁi&jd\j{%iﬁ§E§EHé§*Ljijfo
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RBISvoa ATY FRARBEDORE— L7y TR E— [

Command or Action Purpose
R v 7 3 | (Optional) show running-config EREEFERLET,
Example:
switch# show running-config
R T w 7 4 | (Optional) copy running-config startup-config ETar 74 X2l —3arik, AE¥— | T vz
Example: V74X al—ailar—LFET,
switch# copy running-config startup-config
R T 75 | (Optional) show startup-config A= T T ar7 4 F¥al—are2FRLE

Example:

switch# show startup-config

B

NET7Zva AEY

Related Topics

TrANDaAt— (161 =X—)

—

TFTINAADNDSDRAA—+T7y THEBROIE—

FTNRAALEDAS— T v THEREETT DT, 7T v a AEY T8 RHEFE
NIEFLWAX— T o TR T ANV EF T a— RLET,

Before you begin

N7 T ova AEY TNRARE, TIT 4 TIRA=/N=NA Y Va2 — /LA LET,

SUMMARY STEPS
1. (Optional) dir {usbl: | usb2:}[directory/]
2. copy {usbl:|usb2:}[directory/]filename startup-config
3. (Optional) show startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
ZFw 71 |(Optional) dir {usbl: | usb2:}[directory/] 7T va AR TRARALEOT 7 A NVER
Example: RLET,
switch# dir usbl:
R T 72 |copy {usbl:|usb2:}[directory/]filename startup-config| A&7 5 v o AFY FNNA ANH AKX — FNT v

Example:

switch# copy usbl:dsn-config.cfg startup-config

Tar7 4 Xal—rarrar’—LE9, filename
DB ETIIR LT LN CTFRREB S E T,
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. REBIT 7N PRATLADIAY T4 FaL—23 2 T7AILDIAE—

Command or Action Purpose

2w 7 3 | (Optional) show startup-config AR— T vl ary7 4 Xal—yari2FrLE
Example: o
switch# show startup-config

Related Topics
TrANDar— (161 X—)

R IT7ANATLADA T4 X2 L—23 0T 7/ ILOOE—

BTHERATAEDIC, a7 4Xal—ar TZrANERNy 7T v L THNEAED IZ2

E—T&EET,
SUMMARY STEPS
1. copy running-config [filesystem:][directory/] | [directory/]filename
2. copy startup-config [filesystem:][directory/] | [directory/]filename
DETAILED STEPS
Procedure
Command or Action Purpose
Z 5w 71 | copy running-config [filesystem:][directory/] | FIrar 7 4 X2l —rary 77 AVERNEATY
[directory/]filename At —L ¥,
Example: filesystem, directory, ¥ & Ut filename 48150 Cl,
switch# copy running-config = NS
bootflash:swl-run-config.bak j:jC% & /J X%z)) IX}DJ[J é hi —9,«0
AT 72 | copy startup-config [filesystem:][directory/] | AB—FTvT ar7 4 F¥al—vary 7y{)L
[directory/]filename AN ATV ICat—LET,
Example: filesystem, directory. 35 J Utfilename 451 50T,
switch# copy startup-config j(j(? L /J\jcizzﬁ X Rl & hiﬂ_o

bootflash:swl-start-config.bak

Related Topics
TrANDA— (146 X—7)

LREIOERAOO—IL/INY Y

AEVHBREDEENREEL, Nv I T v 7N A—Varnbar7 4 F¥al—v g
FEICT DI ENRMBEIRDHIGERHY 7,
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FELBELVES1—L0av T s ¥aL—vaoodk [

\)

Note  copy running-config startup-config =~ > K& E(TTH7-NS, A F U 7 7 A LBER S 1,
ASCIl 7 7 A W RHEHT SNET, A A4 F) av 74 FXalb—ray 7y A NVEERT
HE. 7= MEERORMBKIBIZEMESNET, M TV 774 MET v 7o — R TEEHA
N, TONEEERA L THEOAF — T v 7 ar74Xal—v gk EEXTEXES, 2
DOIETHAL TS writeerase 2~ RBNAFY T2 A V&7 VT LET,

SUMMARY STEPS
1. write erase
2. reload
3. copy configuration-file running-configuration
4. copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
AT 71 |write erase AA v FOHED L 7 4 F 2 b—a U EHIERL
Example: EE
switch# write erase
A5 72 |reload TNA R FEE L ET, 75 A& EH) L TIAT
Example: TEHEIIT, nx-0s f A=Y 77 A NVERHET 5
switch# reload £ 5 G:;k&) %niﬁ—c
R 73 |copy configuration-file running-configuration VRN EZ SN2y 74 ¥al—ar 7740
Example: EIFEfTar7 4 Xal—vaviiar—LET,
switch# copy bootflash:start-config.bak Note configuration-file - 7/]’/1/% %Iéﬁtfﬂi\ j(

running-configuration

FENCFR R S AET

ATv74

copy running-config startup-config FEITa 74X a2l —varBAY—NT vy T ay
Example: T4 X2l —vglar—LET,

switch# copy running-config startup-config

FELEVWED2—I/ILOarI74FaLb— a3 0dk

VXU DPBIOEY 2 — A ERVATIHEE, FTar 74 F 2l —va b EZDEY 2 —
NDaAyT7 4 Fal—varzhlRTs2 b TEET,
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B w50
S
Note - v —opZEprmy MIxtT2ar 74 F¥al—2arOLEPHIBRTEET,
Before you begin
VX =i ML 0 EFY 2a— L ERVILET,
SUMMARY STEPS
1. (Optional) show hardware
2. purge module slot running-config
3. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
Z 5+ 71 | (Optional) show hardware F A RO AT BT A— Y = 7 2R LE
Example: e
switch# show hardware
AT w 72 | purge module slot running-config T T A X2 L —a VDB FELRNEY 2 —
Example: NDALT 4 Falb—a rwZHIBRLET,
switch# purge module 3 running-config
Z 5w 7 3 | (Optional) copy running-config startup-config FTary 74 FXal—rark, A—hKT v =
Example: Y7 4Fal—valat—LET,

switch# copy running-config startup-config

B DHIBR

FRA A FORES AR LT, THHMEOTFT 740 MEICRT Z N TEET,  THERL
%, [lshowstartup] TEREIND AL — T v IHlEfR LEd, MONET 7V r—a v
FX T RAOWREITZ VT S ER A,

WA D HIBRIEAEE L. Nexus 9200-X, Nexus 9300-EX. -FX, -FX2. -FX3. # X O Nexus 9500 3
V=R 2 v FTHR—PFENTHET,

FNRARZALEOKBEA TV IR EINTEROI L 7 4 X2 —2ary 77 A NEHIRTEET,
o BB
* Boot

s [7 /3> 7 (Debug) ]
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| av74FaL—vay 774 L0RY EL
wrouk

writeerase 2~ REfEAT 2L, ROBLDERS TXTORAL— T v THERBHIR I E
—;_‘O

« 7— NEBER

cRDOLDEET mgmt0 A > X —7 = A A L0 IPv4 3 L OVIPv6 HEK -
T FLA
cH TRy b v R

B VRFOT 74V~ F—bhTx=A/b— b

mgmt) | > ¥ —7 = A ADT — NEHERR & IPva 1R E HIBRT 5 121X, write erase boot =1~
YREMEHLETS, Ny Fmpm, — KN —=F 1 D rpm, FERRLSND Jetc T4 L7 B Y NDT
TV Ir—a UERRIR . TRTOT T r— 3 kT 7 A LV EHIBRT 5121, Tinstall
reset] ZMEHLES, Zoa~r Rk, 7.03)16(1) UV —2TiEMENnE LT,

)

Note 8l VRF (MDD IPV6 7 7 4 /b b /b— FBEET D58, Teopyrs) ZfH3 2 ERTIZE
VRF @ show ipv6 static-route =~ > R CHRANZER SA7ZT 7 4 /L b /b— ME, write erase
BE O reload %I IC SN E T,

\}

Note \yriteeraseZ AJJL7-% i~ RC., 7L —27 7 v MR AEMNT 5121, ASCIL AR % 2 1]
Ve — RTB30ERHD 9,

SUMMARY STEPS
1. write erase [boot | debug]
DETAILED STEPS
Procedure
Command or Action Purpose
ATy 71 |write erase [boot | debug] KiAEY DT 4 Fal—varallRLE
Example: T T TN NDOT I aicky, AX— ka3

TA4Xalb—arnHIBRERET,
switch# write erase

Warning: This command will erase the The boot 47" = V%’fﬁﬂ%'@‘é k‘ mgmt04 v

startup-configuration. 7 A ADT — NEHUER & IPVARERR S EIR S
Do you wish to proceed anyway? (y/n) [n] y _@.

The debug A7 v a v EHEMT D&, T3y TRk
DHIBR S AVET,
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B 5705096305 %a—vavoru7y

AVI4FIL—Yav IFALORYEL |

Command or Action

Purpose

Note mgmt0 1 o % —7 =+ ATHEHELDIPv6 7 KL
A& RET S L. show ipv6 interface <intf>=
<> R Teopyrs| ZEMT HANIKRINIE
RENDIPVE T KL AL, EEFRAHHEEL K
vy a— KR ETT S E T,

Note FATHERL 7 7 A M, Zoa~wr Ricko

TEEEZTEREA,

79 T47HFA0T4FXaL—23a Do U7

T T 4772 QSEACLDOay 7 4 Falb—rarombEiziznnn—F%227 7T

TET
FleDHE
1.  ({EE) show running-config % - 7’ inactive-if-config
2. clear inactive-config policy
3. ({EE) show inactive-if-config log
FIED 5%
FE
ARV RFEREETY a3 Y B#
ATw 1| ({E&) showrunning-config % 1 7 inactive-if-config | JE7 7 7 4« 7727 7 & Z#ilf#1 U 2 b (ACL) 721
Bl - Quality of Service (QoS) DIk EF L ET,
# show running-config ipgos inactive-if-config typei3|§i0)ﬁﬁﬂi\ achngr‘iSJ:Kﬁipqos'G7fo
s aclmgr : aclmgr DIET 7 7 ¢ T 7o FRR L
7,
«ipqos : qosmgr DIET 7 T 4 T IR A KR L
i ﬁ—o
A7 7 2 |clear inactive-config policy FT T4 TRAr T 4 KaL—varE 7T L

1

# clear inactive-config gos

clear gos inactive config

Inactive if config for QoS manager is saved
at/bootflash/qgos_inactive if config.cfg for vdc
default

you can see the log file @ show inactive-if-config]

log

£7

policy 515t D%, qos 3 L Wacl T,

WIZ, EICOWTERALET,
cqos: HET VT 4 772 QoSHERE Y VT LET,
cacl : T VT 4 TR ACLMER A 7 UV 7 LET,
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| 2vo4FaL—var 771 LORYEL

wro7—n1Ieimns |

ARV RFERFTIVaY =)

caclqos : 7 7 7 ¢ 772 ACLAERK IS L OFET 7
T4 772 QoS HERAE 2 VT LET,

ATvT3

# show inactive-if-config log

show inactive-if-config log ETIT TR T 4K ab—varEI7ITT

LOMERESNTca~vy FeaRRrLET,

BROT7—h4 T EBEOT

ZOv T va i, WRT A 7 R e ZICBE T A EERN G ERTTVWET,

BT —h4 T DO

R 7 — 714 71X configure replace ==~ > N2 X W 2Bt SN DR D v — 3 o 7 B EE & 5L
TLHOI, W7 7 ANDT = A7 ORME, BH, BHETO) L2 AME LA =X
LT, WRT — I A 7 OEARNT S, EITHEA D =2 ¥ — % copy running-config destination-ur|
av U REFHLTREL, e— AR T — MIER 7 7 A VERETEE L, 72720,
ZOFETIETZ 7 ANVOABERZIT) 2 LIXTEEHATLE, —FH, MRoE#fiRLEo—1
Ny 7 HERETCIX, FEATT OO 2 ©— 2T — I A 7 I HBICRITT DHEBE 2 fif 2 T
T, T—HATEINTT 7 ANIERDOT = 7 ARA L FELTERTLHIENTE,
configure replace =~ > R & L CLARTOMBCREBICR 72O TE £,

archive config =~ > RZH 4% & Cisco IOS W AR T —H A 7 IRIFETE ET, 2D
Bt BEOT 4 L7 N T 7 ANKDOT VLT 4 7 ARFERHINL, N—VarFer (BLOY
F T a s THA LA T PEHEBIICMMSET, N—Ya vFSidE LT 7 AL
ERAETLHIEIC, 1 2FTOREK RV ES, ZOBEBIZLY, RELEEETZ 7 A V2 —H
LCHNTEET, T—IATIRGETL2ETary 7 X2 b—2a vy OBIBET 22 &0
TEET, T—HATHNOT 7 A VEN LIRMEICET D & WIZEFO7 7 A VBMREIND
LEIC, BbEW T s AN EHBRNCIEE S E T, showarchive 2~ F&EEHAT 2L, =
V74X 2= a T AATIREESNTNDE TR TOary 74 FXalb—vay 774
JAZRET 2 IER BT RINET,

R 7 7 A VB ARAFT DAERR T — B A 71X, configure replace =~ > RCTHEHATLHZ Lick-
T, 7—h77v¥a, FIP, TFIP D7 7 A V¥ A7 A BICEBETE T,

)

GE) ZooMHed TFTP B L OFTP X, VRFEHAHEHA L £,
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BET—NA TOHMEDHRE

) 3 ‘ =7
RET—NA TDEFHEDRTE
archive config =~ > F&M AT 5R0IC, a7 4 Fal—ar 7T—IA 7ZHELTHEL
VENRSH D T, MERT — A 7 OREERERLT 212013, ROEEEZTATLET,

FIEDHE

F IR D 48

FIE

configure terminal
archive
path url
maximum number
time-period minutes
write-memory
archive config
(ff=%) show archive log config all

®NO oA WN S

AVI4FIL—Yav IFALORYEL |

AT RFEREFTIIY

E]:)

ATy T

configure terminal

1 -

switch# configure terminal

Ja—)L a7 4 F¥Falb—g )y E— KEHE
]\/\i‘g_O

ATvT2

archive

1

switch(config)# archive

T—A THERE— R B L £,

GE) Z Dz NiE, Cisco Nexus 9300-EX.,
FX, BEOR VI =X RA v F |5 H

SNEEA,

ATvT3

path url
{5

switch (config-archive) # path bootflash:myconfig

T —HI AT, Z7A4NVDT 47 R ET 7
ANZT VT 4T AERELET,

e N—KRU=2T TFTy T —DIEoT, 77
AN VAT ADOLFNE, FlIRLTHNE LD L
IR DREEEN S Y £,

GE) RRDEZATTZ7ANDRDOVIZT 4 L7
N EEETHHE. T4 V7 F U £AlTpath
flash:/directory/ D X S IZHBAICAT v v a %
FFL20ERHY LT, ZOAT v ald
Ty ANBOBRATIEILEHY FHA, T4
V7 MY EREET DS EICETENET,
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| 2vo4FaL—var 771 LORYEL

wr7—n1Iontozz: |

AU RFERETIVa Y

B8

ATvT4

maximum number

1

switch (config-archive) # maximum 14

(EE) RET —IA TIRMAFET DFATREDT —
AT 77 ANDERREREFRELET,

« number [ IAE L T — 1 A TIARTE T & D EITHERK
DT —=HAT 77 ANVED EREZRLET,

RECcErHMIZ1 ~14 T, 74/ M

10 T,

G Zoavr RREHEHTHHEIC, patha~
REREL T, M7 —HA 7 ONLE L
TrANKT VT 47 AaHEELTEL
VENDH Y £7,

ATvTh

time-period minutes

1

switch(config-archive)# time-period 10

EE) 274X alb—Ya vy T7—0A TITHE
TR Oary 74 X2 —a DT — AT T 7
AWk BEVRFT DR ERRE L E T,

cRET —NA TIBHEDFATHED T — A7
77 A NE ERUE L OBETABRFES 50
%, minutes 51502 LD D EALTHRE L 7,

G Zoa<wr RueHT 501, path =<~
RERELT, ary74Fal—var
T—NATONEE T 7 ANZT VT
JAGERREL TBLLENRH £,

ATvT6

write-memory

1 -

switch (config-archive)# write-memory

axy Rz LEYd, ZOMEEIET 740 T
T4 =7 MR TVET, Zoawr FaEA
H1+B e, a<wr Keopyrs ODFEITRHICT —HA 7
DFELET,

ATy T1

archive config

1

switch (config-archive)# archive config

BIEDFATRE T 7 A NVERET — A TIRAF L
£
GE) archive config =~ > R &3 %R,
path =~ RZMET 2 LERH VD £
7

ATvT8

(f£:3) show archive log config all

1 -

switch# show archive log config all

FTARTO2—F =Dk 7 = F Y 2FRLE
ﬂ—o
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AVI4FIL—Yav IFALORYEL |
B #soycmyams

BROJICEY 515

WREFRa 71X, THhorT a7 al07—2 %2R T, BRIz bn-EE 2B
BRLUET, Zoke 713, CLIE7-I1ZHTTP L% N L TG SNAER 4B LET, 7
7y a v —F O LA T Defma~y RS+, RoBEOAITe
TICFLER SN E R A,

AR T T — A v E—URERINDLA~v R

TN A NNT VAT DENFOHT—Hoa~ K
O e 7%, CLI £7213 HTTP DA% L CRM SN A AR ZBIF L £3, FITahd4%
BE 2~ > FTIEROE RS IR SN E T,

CcREEED L —r v AE

« A2 RIRFAT SIAT

cavy REFET L2 —F—04H]

RTINSO
show archive log config all =~ > RZLEMH LT, ke 706 OFHMEER R TEET,
FATSNDHRET~ > FTHROIERD LIRS L E T,

CEfTENaT Y R

c avy REFET LI —F—D4TH]

BELED—4r v AFKE

show archive log config =~ > R&H LT, #lke 7o oFHsFRR T Ed,

Oy T2 h)DERT
Hepkm 7 =2 N 2RRT H720I10, #ERKZE T 1 713 show archive log config all =< > K&
L ET,

FIEDOHE

1. switch# show archive log config all
2. switch# show archive log config user username
3. switch# show archive log config user username first-index start-number [last-index end-number

]
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| 2vo4FaL—var 771 LORYEL

F IR D

FIE

ATy T2

ATvT3

wmrns o ryoxr |

switch# show archive log config all
FRTOa—F—otkn 7 = b 2 RRLET,
151 -

switch# show archive log config all

INDEX LINE USER LOGGED COMMAND

1 console0 user01l | logging console 1

2 consolel user01l | logging monitor 2

3 console0 user02 | system default switchport shutdown
4 console0 user02 | interface mgmtO

5 console0 user02 | no shutdown

switch# show archive log config user username
fRESNca—Y—AOWEn 7 = M) 2FRLET,

i -

ROBITIX, HESINTca2—F -2 Ok 7 = N ZRRFLET,

switch# show archive log config user user02

INDEX LINE USER LOGGED COMMAND

3 consolel user02 | system default switchport shutdown
4 console0 user02 | interface mgmtO

5 console0 user02 |  no shutdown

switch# show archive log config user username first-index start-number [last-index end-number ]

Wik 7 = N A T v I ARG TRRLET, A7V a O last-index 5 ET 256, EE L
22— —DOIEE SN O TESETORADA T v 7 AFFEFOTXITORT = MY RERIH
£,

1 -

OB TIE, 2—V—F user02 D2 —V—Dffkn 7/ = NI FEF4BIOSs 22 R LET, BMEA v
F oI AERKRT AT v 7 20T 1 ~ 2000000000 T9°,

switch# show archive log config user user02 first-index 4 last-index 5
Last Log cleared/wrapped time is : Wed Oct 19 00:53:08 2016

INDEX LINE USER LOGGED COMMAND
4 console0 user02 | interface mgmtO
5 console0 user02 |  no shutdown
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AVI4FIL—Yav IFALORYEL |
B 7 zxavoxa—vavomn

TINAR AV T4 FaL—2 3 VDR

MR Z R T 272 0121E, ROWTFrOa~ REEHLET,

av U R BH#
show running-config [ |BIEDEITaL 7 4 Falb—va v EFE0ar 7 Falb—
[exclude] command ] Yaroh 7ty hONEEFRRT HITIE, %48 T 5 E— FTshow
[sanitized] running-config =~ > RZMH L £4, .
cexclude : (fEE) FFEDI LT 4 Fab—va U E2RRNLIR
HLET,

exclude ¥ — 7 — FD & & 12 command 513 ZFE L. FR-ND
BEDaLy 74 X2l —ya U ERILET,

cavw R (EE) 1 o0avwy FORh%r, £RIHREDa~
VR J—RTFCERARERa~ ROV Ty haFERLE
hj‘o

e sanitized : (f£E) L2 DT OZDIZTY = 4 XEN
Far 74X al—yarERALET,

Cisco NX-OS U U —2Z 10.3(2)F LAF%, sanitized ¥ —7 — R
Cisco Nexus 9000 'V — X AA v F THHR— FENTHET,

show startup-config AR — R TS a7 4 ¥zl —TarryErLET,

show time-stamp FATHRDRRICELENT L EDF A DAZ T ERRLET,
running-config
last-changed

Iz, show running-config=t~ > K C sanitized ¥— V7V — RZEE L-HEOH NIFIZR L E
Fo b= A XSNTAERIE, WO —FOFEM 2 KBRS, Wl Z LA 572D T
TET,

ZOF T a k. EITHERH I OB U — R % <removed> ¥ — 7 — RIZ X W~ A7 LT,

switch# show running-config sanitized

!Command: show running-config sanitized
'Running configuration last done at: Wed Oct 12 09:14:54 2022
!Time: Wed Oct 12 13:52:55 2022

version 10.3(2) Bios:version 07.69
username admin password 5 <removed> role network-admin
copp profile strict

snmp-server user admin network-admin auth md5 <removed> priv aes-128 <removed>

localizedvV2key
rmon event 1 log trap <removed> description FATAL(l) owner PMON@FATAL
rmon event 2 log trap <removed> description CRITICAL (2) owner PMON@CRITICAL
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| av74FaL—vay 774 L0RY EL
avTs®ar—vav rraneaLEren

rmon event 3 log trap <removed> description ERROR(3) owner PMONE@ERROR

rmon event 4 log trap <removed> description WARNING(4) owner PMONW@WARNING
rmon event 5 log trap <removed> description INFORMATION (5) owner PMON@INFO
--More--

A 74X L—232 TJ74ILEFERLEEEM

ZITE, ar7aXalb—vary 7y ANVEMH LB ZRLET,

a4 Xal—ia3r 774l aE—

WIZ, NVRAM OBEfFO a7 4 X2 b—ra b ONEE EEXTLHHEZRLET,

switch# copy nvram:snapshot-config nvram:startup-config
Warning: this command is going to overwrite your current startup-config.
Do you wish to continue? {y/n} [y] ¥

\)

Note - =< N3, CiscoNexus 9300-EX >V —X AL v FIZHHINET A,

Iz, bootflash: 7 7 A VL AT ACFETa L T 4 Fal—Yarrat —d 5302 RLET,

switch# copy system:running-config bootflash:my-config

AV 74Xa2aL—3Y T7A4IILDINY I Ty T

ZOHTIX, bootflash: 7 7 A )V VAT AIZAX— R T v a7 4F¥a2lb—ya w307
Ty T T HHEERLET (ASCIL 7 74 V)

switch# copy startup-config bootflash:my-config

ZOWFITIX, TFTP YV —RNIZAZ — T o7 a7 4 Xal—alaXy s 7 v 74755 E
ZRLET (ASCIH 77 A IL)

switch# copy startup-config tftp://172.16.10.100/my-config

ZOHITHX, bootflash: 7 7 A )V VAT AMZFEITA L T 4 X2 b—alw v I T v 7T5
FiEERLET (ASCH 7 7 A V)

switch# copy running-config bootflash:my-config

LRIDERADO—IL/NY D

BEOa Ly 74X alb—yarvwlRiRFELEa Yy 7 4 Xalb—Ya DA Fy gy ha
E—lZu— ANy 735120, WOFIEEZFEITTHMLENRHY £7,

1. writeerase 2~ KT, MEDEI[TA A=V 27 VT LET ZBRLTLLIEZEN,
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AV 74 FaL—2ar I7ALORYEL |
. LT A~DO— LNy Y

2. reload ICX VTS REFESBLET 27T D0, 2—F AR T4 X2l —T g
Tr7ANVHEINTWNAE I EEMER LT TEEN,

3. copy configuration-file running-configuration =~ > KC, LLRifRAF U712tk 7 7 4 V&2 5
T2 e — LT,

4. copy running-config startup-config =~ > RZEH L T, FETHEkAE A ¥ — b7 v THEkIC
ar—LFET,
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Nexus Switch Intersight 7/\ 4/ X a9 4

ZOEIL, WONETHEEINLTNET,
« Nexus Switch Intersight 7 /34 2 2% 7 X OffZE (187 ~—)
* Nexus A F @ Intersight ~DFE (188 ~<X—)
« NXDC #ifilc & 27— % ZADHEiR (190 ~<—2)

Nexus Switch Intersight 7/\ 1 X 339 2 DIFE

TNA AL, VAT LD Cisco NX-0S A A — VITHLAA F 4TV % Nexus Switch Intersight
Device Connector (NXDC) %41 L C Intersight 78— & /L Z#ERE SV E T,

Cisco NX-OS Release 10.2(3)F LA, NX-OS #EEDT A 2 a7 X%, #SNTWVHT A
A AWK LT, BXxa2 VT 0 CHREINTZA VX —Fy MER A L TE#RZ1%E L. Cisco
Intersight 78— Z /L7 B il 77 2 2[5 TE DL RRITIEZ AL £,

NXDC i%. X T? CiscoNexus 'V —RX AL v F TF 7 /)L N THEHZZR>TEBY., T 7+
U N CREBIFHCEG S, 77U R —E2A~0EE2RAE T, BERERVHEL S, 7
INA A X7 X Intersight r— B A TRERSND & TNA A AR T ZIXFEMAA X b
U, EFMHAT—HAZNEL, ATV A MY 5—% % Intersight 7 — X X— 2 [ZiEE L E
T, A_URYIT B EEFSNET,

NXDC I Intersight (285t 9 5 &, Intersight ' —ERXIC XA EHEI LT, mHTON—T g v
W BB BT S5 AutoUpdate #§RE A VAR — N L E 7,

NXDC (L% 7=, Connected TAC #REZ V" R— K LT, BRINTZT A AMBT 7 =h) W
R—hF T—XENELET,

NXDCHEREDHE A 1L, WROMBEAZ DA Z o R 7 1 > Nexus A A v F OREAZ RIS 5 72912
iIThivE L7z,

¢« AZ L RT7 1 Nexus A1 v T NOHEERT — X ZINET D= ODORE N OHRFER YV 2 —
VarERELET,

« VT RIIT—HEEEITHEEL, BFLET,
o [FROBREIC RIS L, NXDC 27 v 77 L —RKT&A L5 LET,
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Nexus Switch Intersight 7/34 X a9 & |

. Nexus X 1 v F O Intersight ~DXE

Telemetry " Remote Show | On-demand . Automated
& Command Tech-support Tech-support
Analytics Capability Collection Collection

(’?’?’“ (”? <””‘;g”\§}”\

\ S/
. __.-—_-*"""_-—-_T-._J_.Ar - v\x Tt o

@ Nexus Device Connector

Nexus X 1 v F® Intersight ~D & E

7 7 /L hTlt, Nexus A1 v T Cisco @ Intersight ~Dfi & i A £ 7, Nexus 7 /31 AN
Intersight |22 T X 22V EE1E, Intersight DFFED T B X T 2R ET HMERH D £7°,

\}

(GE) T 74V hTiL, Intersight DFEHE (Nexus 7 /34 A X7 2 L HIEEND) DA > T
ihﬁ_o

e

Intersight DRERED A 7L 5 L NT A —F HFIET HITIE, ROFIAIZHENET,

FIEDHE

1. configure terminal

2. ({£E) intersight proxy <proxy-name> port <proxy-port>
3. ({EE) intersight use-vrf vrf-name

4. ({EE) intersight trustpoint <trustpoint-label> [host-name]
5. ({LE) intersight source-interface <interface>

6. ({LE) no feature intersight

Cisco Nexus 9000 3 ') — X NX-0S EAREBR A1 K. 1J1)—X 104(x)




| Nexus Switch Intersight 7/3 4 X 2% % %

Nexus X 1 v F® Intersight ~D & E .

FED FH 4
Flg
ARV REEEFET7IV3 Y B
X w 71 | configure terminal JTa—)L a7 4 X2 lb—3ay e— REELG
1 LET
switch# configure terminal
switch (config) #
ATw 72| ({£E) intersight proxy <proxy-name> port Intersight Bt H D 7' 0 2 h— N—ZFRE L 7,
< proxy-port> o .
Proxy P s proxy-name: 7’1 ¥ 3 H—N—0 [Pv4 F 7213
I IPv6 7 KL A2 %7213 DNS 4,
switch (config)# intersight proxy . R
proxy.esl.cisco.com port 8080 . Proxy Port: 7 DAR—  EFEANLE
J, ®PHIX 1 ~ 65535 CTF, 7 7 4 /V MEIE
8080 T,
GX) CiscoNexus A vFDA~v—F T4
ABRETT I NEIT/2>TWNDHY
A NXDC 1% Z D% E A kA& L. Cisco
Intersight Cloud & O#E#i % kA £ 97,
ATw 73| (IEE) intersight use-vrf vrf-name FEE S A7 VRF £ H CTHEe 4~ 5555 NXDC @D VRF
P
15“ : %&E Li—g«o
switch(config)# intersight use-vrf blue GE) 5}7 + /v K TIx, Intersight lj:%sfi VRF/
=L AR—ATHIBENET,
AT 4| ({£E) intersight trustpoint <trustpoint-label> Intersight #£E DFEEFEZ R E L £,
[ host-name] . o s
trustpoint-label : Crypto ca trustpoint 7 ~/L, FEAIZ
U ST, [Cisco Nexus 9000 Series NX-OS Security
switch(config)# intersight trustpoint test test |Configuration Guide]l ZZH L T F &,
ATv 75| ({LE) intersight source-interface <interface> BEDOTEODORETLA F—T = AZFELE
i EE
switch (config)# intersight source-interface mgmt
0
ATw 76| ({£&E) no feature intersight Intersight 7' 7 & 2 2842 L, - CTHONXDCZE

1 -

switch (config)# no feature intersight

tw s 2T EHIBRLET,
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Nexus Switch Intersight 7/ X 2% 4 |
B woc#me z7—5 208wz

NXDC R &ERT—2 ADHEER
NXDC #k & #2935 121X, KD Bash 2~ > REHEHALET,
NXDC #fk & AT — X A% KR THIZIL, ROa~<>y RKOWTAnE AT LET,

avU kR B
show system device-connector TNAZADY Y TINEE, h—7 v, BILO Intersight &
claim-info ROWIEE R LT

GE) b—7 i3, Intersight ~DEEGE ML S L, T 31
ANFEREN T RWESICERRSNET, T2
A APRERENTODHEITIE, h—7 VFFR
ST, Avke—v I gl [TTICERS
NTNDT A ADERa— RIS TE EEA
(Cannot fetch claim code for already claimed

device) | EFRrRINET,
B b—7 OMBNR A THRE SN ET,

show system device-connector log |34 2 a7 Zonu s A v —IU%F R LET,
[dc|dcgrpc|cnmi|naejsim|compliance]

W, T 734 ADNHER X5 BiiD show system device-connector claim-info =2~ > K ® H ) % 7=
l/ \i —a—o

Switch# show system device-connector claim-info
SerialNumber: FD023021ZUJ

SecurityToken: 9FFD4FA94DCD

Duration: 599

Message:

Claim state: Not Claimed

WIZ, T /34 APER X 7721 D show system device-connector claim-info =~ > K H F3 51| % 7%
LET,

Switch# show system device-connector claim-info
SerialNumber: ABCD12345E6

SecurityToken:

Duration: 0

Message: Cannot fetch claim code for already claimed device
Claim state: Claimed

Claim time: 2024-02-18T12:00:01.772Z

Claimed by: user@cisco.com

Account: dc- customer

Site name:

Site ID:
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A D
alias 95 databits 121
debug 140
B debug logfile 141
diff-clean 104
banner motd 130 diff-clean all-sessions 104
NAFY mlr— 3 53-60 BUEDA—PF—DFTRTOEyvay WBEBIOBEDE ¥
vay) PHEBRO—RT 7 A ADRHIBRSIVET,
c 104
dir 146-147, 150
cd 143-144,152 dirusbl 171-173

clear inactive-config 178 dir usb2  171-173

clear line 124-125

cli var name 92-93 E

cli alias name 95

clock 99 echo backslash-interpret 98
clock protocol none 134 egrep 105

clock protocol ntp_yomi 134 exec-timeout  121-123
clock set 99, 133-134

clock summer-time 132 F

clock timezone 131

copy 147,170,175 from 112-113

copy ftp 169-170

copy nvram 185 G

copy running-config tftp 167

copy scp:  169-170 grep 105

copy sftp:  169-170 gunzip 150

copy startup-config 174 ozip 150

copy startup-config tftp 167

copy system 185

copy tftp 169170 H
copy usbl [usb2 172

copy running-config 174
copy running-config ftp 167

hostname 129

copy running-config sftp 167 |
copy running-config {usbl | usb2} yomi 172
copy startup-config ftp 167 A E =T 81-82
copy startup-config sftp 167 ip {ftp | http | tftp} source-interface {ethernet | loopback} yomi 141-
copy startup-config {usbl | usb2} 172 142
copy {usbl |usb2} 173
L
L% 105
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line console 121
line vty 122-124

M

mkdir  143-144
move 146

P

parity {even | none | odd} 121
persist 110

ping 168,170

ping6 168,170

POAP 29,53
Xy U= BREEORE 53
pop 83
purge module_yomi 176
push 83

pwd 143, 147-148, 152

reload 170, 175, 186
reply-to  112-113

rmdir  144-145, 161-162
run-script  96-97

S

sed 106

session-limit  123-124

set 99

show 100-101, 104, 106-107, 114
show banner motd 130-131

show cli history  108-109

show clock detail 132-133

show email 112, 114

show file 149-150

show hardware 176

show inactive-if-config log  178-179
show interface brief 116

show line console 121-122

show run clock _manager 134-135
show running-config  166-169, 172-173, 178
show users  124-125, 135-136

show cli variables 92-93

show clock 131, 133-134

show line 125

show startup-config 56, 136, 170-174, 184
show terminal 125

sleep 98

slot 111

smtp-host  112-113

smtp-port  112-113

sort 106
sshname 103
stopbits  121-122
switchname 129

T

tail 151

tar append bootflash 154

tar append volatile 154

tar list bootflash 156

tar list volatile 156

tar create bootflash 153

tar create volatile 153

tar extract {bootflash | volatile} 155
terminal alias 96

terminal color 111

terminal dont-ask 110

terminal edit-mode vi 109

terminal output xml 103

terminal redirection-mode ascii 151
terminal redirection-mode zipped 151
track 59-60

vV

volatile 140
vrf management 112-113

W

where detail 90

write erase boot 177

write erase debug 177

write erase 170,175, 177, 185

A
echo 97-98
[+
find 152
L
VAT 140
end 83
§ca
E 89
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e =S

%15 135-136 NR—YF VU5 ¢ 59

HE 121122 personality backup yomi 59

—C tS\

FNA ZADORE 29 T—r 7T v 140
POAP DL 29

FRLAZ2AOTeEa=T 29 2
POAP OffE 71k 29

email 112-113 log 140
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