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Guidelines and Limitations

Telemetry has the following configuration guidelines and limitations:

* For information about supported platforms, see the Nexus Switch Platform Matrix.

* Cisco NX-OS releases that support the data management engine (DME) Native Model support
Telemetry.

* Support is in place for the following:
* DME data collection

* NX-API data sources
» Google protocol buffer (GPB) encoding over Google Remote Procedure Call (gRPC) transport
* JSON encoding over HTTP

* The smallest sending interval (cadence) supported is five seconds for a depth of 0. The minimum
cadence values for depth values greater than 0 depends on the size of the data being streamed out.
Configuring any cadences below the minimum value may result in undesirable system behavior.

* Telemetry supports up to five remote management receivers (destinations). Configuring more than
five remote receivers may result in undesirable system behavior.

* Telemetry can consume up to 20% of the CPU resource.

Configuration Commands After Downgrading to an Older Release

After a downgrade to an older release, some configuration commands or command options can fail because
the older release may not support them. When downgrading to an older release, unconfigure and reconfigure
the telemetry feature after the new image comes up. This sequence avoids the failure of unsupported
commands or command options.

The following example shows this procedure:

* Copy the telemetry configuration to a file:

switch# show running-config | section telemetry
feature telemetry
telemetry
destination-group 100
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB
use-chunking size 4096
sensor-group 100
path sys/bgp/inst/dom-default depth 0
subscription 600
dst-grp 100
snsr-grp 100 sample-interval 7000
switch# show running-config | section telemetry > telemetry running config
switch# show file bootflash:telemetry running config
feature telemetry
telemetry
destination-group 100
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB
use-chunking size 4096
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sensor-group 100
path sys/bgp/inst/dom-default depth 0
subscription 600
dst-grp 100
snsr-grp 100 sample-interval 7000
switch#

» Execute the downgrade operation. When the image comes up and the switch is ready, copy the
telemetry configurations back to the switch.

switch# copy telemetry running config running-config echo-commands
“switch# config terminal’

“switch(config)# feature telemetry’

"switch(config) # telemetry’

"switch(config-telemetry)# destination-group 100°

"switch (conf-tm-dest)# ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB °
"switch (conf-tm-dest) # sensor-group 100°

‘switch (conf-tm-sensor)# path sys/bgp/inst/dom-default depth 0°
“switch (conf-tm-sensor)# subscription 600°

“switch (conf-tm-sub)# dst-grp 100°

“switch(conf-tm-sub)# snsr-grp 100 sample-interval 7000°

‘switch (conf-tm-sub) # end’

Copy complete, now saving to disk (please wait)...

Copy complete.

switch#

gRPC Error Behavior

The switch client disables the connection to the gRPC receiver if the gRPC receiver sends 20 errors.
Unconfigure then reconfigure the receiver's IP address under the destination group to enable the gRPC
receiver. Errors include:

» The gRPC client sends the wrong certificate for secure connections.

* The gRPC receiver takes too long to handle client messages and incurs a timeout. Avoid timeouts by
processing messages using a separate message processing thread.

Support for gRPC Chunking

Starting with Release 9.2(1), support for gRPC chunking has been added. For streaming to occur
successfully, you must enable chunking if gRPC has to send an amount of data greater than 12 MB to the
receiver.

The gRPC user must do the gRPC chunking. The gRPC client side does the fragmentation, and the gRPC
server side does the reassembly. Telemetry is still bound to memory and data can be dropped if the memory
size is more than the allowed limit of 12 MB for telemetry. In order to support chunking, use the telemetry
.proto file that is available at Cisco's GibLab, which has been updated for gRPC chunking, as described

in7 L AR arR—x2kET Bt X, onpagel.
The chunking size is from 64 through 4096 bytes.
Following shows a configuration example through the NX-API CLI:

feature telemetry
|
telemetry
destination-group 1
ip address 171.68.197.40 port 50051 protocol gRPC encoding GPB
use-chunking size 4096
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destination-group 2

ip address 10.155.0.15 port 50001 protocol gRPC encoding GPB

use-chunking size 64
sensor-group 1

path sys/intf depth unbounded
sensor-group 2

path sys/intf depth unbounded
subscription 1

dst-grp 1

snsr-grp 1 sample-interval 10000
subscription 2

dst-grp 2

snsr-grp 2 sample-interval 15000

Following shows a configuration example through the NX-API REST:

{
"telemetryDestGrpOptChunking": {

"attributes": {
"chunkSize": "2048",
"dn": "sys/tm/dest-1/chunking"

The following error message appears on systems that do not support gRPC chunking, such as the Cisco
MDS series switches:

MDS-9706-86 (conf-tm-dest) # use-chunking size 200
ERROR: Operation failed: [chunking support not available]

NX-API Sensor Path Limitations

NX-API can collect and stream switch information not yet in the DME using show commands. However,
using the NX-API instead of streaming data from the DME has inherent scale limitations as outlined:

* The switch backend dynamically processes NX-API calls such as show commands,
* NX-API spawns several processes that can consume up to a maximum of 20% of the CPU.

* NX-API data translates from the CLI to XML to JSON.

The following is a suggested user flow to help limit excessive NX-API sensor path bandwidth consumption:

1. Check whether the show command has NX-API support. You can confirm whether NX-API supports
the command from the VSH with the pipe option: show <command> | json OF show <command> |
json pretty.

A

Note Avoid commands that take the switch more than 30 seconds to return JSON output.

2. Refine the show command to include any filters or options.

* Avoid enumerating the same command for individual outputs; for example, show vlan id 100
, show vlan id 101, and so on. Instead, use the CLI range options; for example, show vlan id
100-110,204 , whenever possible to improve performance.
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If only the summary or counter is needed, then avoid dumping a whole show command output
to limit the bandwidth and data storage that is required for data collection.

3. Configure telemetry with sensor groups that use NX-API as their data sources. Add the show
commands as sensor paths

4. Configure telemetry with a cadence of five times the processing time of the respective show command
to limit CPI usage.

5. Receive and process the streamed NX-API output as part of the existing DME collection.

Telemetry VRF Support

Telemetry VRF support allows you to specify a transport VRF, which means that the telemetry data stream
can egress through front-panel ports and avoid possible competition between SSH or NGINX control
sessions.

You can use the use-vrf vrf-name command to specify the transport VRF.
The following example specifies the transport VRF:

The following is an example of use-vrf as a POST payload:

"telemetryDestProfile": ({
"attributes": {
"adminSt": "enabled"

}I

"children": [
{
"telemetryDestOptVrf": {
"attributes": {
"name": "default"

Certificate Trustpoint Support
Beginning in NX-OS release 10.1(1), the trustpoint keyword is added in the existing global level command.

The following is the command syntax:

switch (config-telemetry)# certificate ?

trustpoint specify trustpoint label

WORD .pem certificate filename (Max Size 256)
switch (config-telemetry)# certificate trustpoint

WORD trustpoint label name (Max Size 256)

switch (config-telemetry)# certificate trustpoint trustpointl ?
WORD Hostname associated with certificate (Max Size 256)
switch (config-telemetry) #certificate trustpoint trustpointl foo.test.google.fr

Destination Hostname Support
Beginning in NX-OS release 10.1(1), the host keyword is added in destination-group command.

The following is the example for the destination hostname support:
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switch(config-telemetry)# destination-group 1
switch (conf-tm-dest)# 2

certificate Specify certificate

host Specify destination host

ip Set destination IPv4 address

ipv6 Set destination IPv6 address

switch (conf-tm-dest)# host ?
A.B.C.D|A:B::C:D|WORD 1IPv4 or IPv6 address or DNS name of destination
switch (conf-tm-dest) #

switch (conf-tm-dest)# host abc port 11111 2

protocol Set transport protocol

switch (conf-tm-dest)# host abc port 11111 protocol ?

HTTP

UDP

gRPC

switch (conf-tm-dest)# host abc port 11111 protocol gRPC ?

encoding Set encoding format

switch (conf-tm-dest)# host abc port 11111 protocol gRPC encoding ?

Form-data Set encoding to Form-data only
GPB Set encoding to GPB only
GPB-compact Set encoding to Compact-GPB only
JSON Set encoding to JSON

XML Set encoding to XML

switch (conf-tm-dest)# host ip address 1.1.1.1 port 2222 protocol HTTP encoding JSON
<CR>

Support for Node ID

Beginning in NX-OS release 10.1(1), you can configure a custom Node ID string for a telemetry receiver
through the use-nodeid command. By default, the host name is used, but support for a node ID enables
you to set or change the identifier for the node id str of the telemetry receiver data.

You can assign the node ID through the telemetry destination profile, by using the usenode-id command.
This command is optional.

The following example shows configuring the node ID.

switch (config) # telemetry

switch(config-telemetry)# destination-profile

switch (conf-tm-dest-profile)# use-nodeid test-srvr-10
switch (conf-tm-dest-profile) #

The following example shows a telemetry notification on the receiver after the node ID is configured.

Telemetry receiver:

node id str: "test-srvr-10"
subscription_id str: "1"

encoding path: "sys/ch/psuslot-1/psu"
collection id: 3896

msg_timestamp: 1559669946501

Use the use-nodeid sub-command under the host command. The destination level use-nodeid configuration
preceeds the global level configuration.

The following example shows the command syntax:

switch (config-telemetry)# destination-group 1

switch (conf-tm-dest)# host 172.19.216.78 port 18112 protocol http enc Jjson
switch (conf-tm-dest-host) # use-nodeid ?

WORD Node ID (Max Size 128)

switch (conf-tm-dest-host)# use-nodeid session 1:18112
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The following example shows the output from the Telemetry receiver:

>> Message size 923
Telemetry msg received @ 23:41:38 UTC
Msg Size: 11

node_id str : session 1:18112
collection_id : 3118

data_source : DME

encoding path : sys/ch/psuslot-1/psu
collection_start time : 1598485314721
collection _end time : 1598485314721
data :

Support for Streaming of YANG Models

Beginning in NX-OS release 9.2(1), telemetry supports the YANG ("Yet Another Next Generation") data
modeling language. Telemetry supports data streaming for both device YANG and OpenConfig YANG.

For more information on the YANG data modeling language, see Infrastructure Overview and RESTConf
Agent.

Support for Proxy

Beginning in NX-OS release 10.1(1), the proxy command is included in the host command. The following
is the command syntax:

switch (config-telemetry)# destination-group 1
switch (conf-tm-dest)# host 172.19.216.78 port 18112 protocol http enc Jjson
switch (conf-tm-dest-host) # proxy ?
A.B.C.D|A:B::C:D|WORD IPv4 or IPv6 address or DNS name of proxy server
<1-65535> Proxy port number, Default value is 8080
username Set proxy authentication username
password Set proxy authentication password

gRPC Asynchronous Mode

The gRPC asynchronous mode is available only under the host command. In normal stream condition,
this mode allows the receivers to stream data in mdtDialout call without exiting or receiving WriteDone()
call.

The following is the command syntax:

nxosv-1(config-telemetry)# destination-group 1
nxosv-1(conf-tm-dest)# host 172.22.244.130 port 50007 ?
nxosv-1(conf-tm-dest-host) # grpc-async ?

CLIZERLE=T LA MY DHER
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FIEDHE
1. configure terminal
2. featuretelemetry
3. feature nxapi
4. nxapi use-vrf management
5. telemetry
6. (f£&) certificate certificate path host URL
7 sensor-group sgrp_id
8. path sensor_path depth unbounded [filter-condition filter] [alias path alias]
9. destination-group dgrp_id
10. ({L%E) ipaddress ip_address port port protocol procedural-protocol encoding
encoding-protocol
1. (L&) ipv6address ipv6_address port port protocol procedural-protocol encoding
encoding-protocol
12. ip_version address ip address port portnum
13. ({E&) usechunkingsize chunking_size
14. subscription sub_id
15. snsr-grp sgrp_id sample-interval interval
16. dst-grp dgrp_id
F gD FEH
FI&
aARVEFEREFT7TIV3 Y B#
ATFv 1 configure terminal ra— KRS — REBE L E 5,
&1
switch# configure terminal
switch (config) #
RTwv 2 |featuretelemetry ARV =T TULARNUBREADNCLET,
RTw 73 |featurenxapi NX-APL G LET,
AT w74 |nxapi use-vrf management NX-APLE#{E 2% VREEBLZ A2 L £ 7,
151 GE)
switch (config) # ACLIZX Yy NAZ I8y NOIJrE T 4VE Y
sw%tch (conf%g) # nxapi use-vrf management VITEDHIWD, 10.2(3)F L oEioY Y —2 Tk
switch (confiqg) # . .
WOEBENRRINET,
WL BRE SIS EE ACL 1, HTTP H—E R
XA T A, iptablesZ AL TT7 7 & A
ZHIEL TS ZS W, |
GE)
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Nx-0s el 2 A L7 L+ ko ]

ARV FFEREETIVa Yy

E:)

10.2(3)F LAFE, ACLIZ, B vrflZHE(57 % netstack
Ny b & kstack Ny RO EE T 4 0H Y
TTCEFET, WOBWOEENERINET :

[ - JEH VRF TR SNz ACL (%, D
VRE O HTTP " —E R IZITERITIEH Y ¥ A, |

ATy TS5 |telemetry AR =7 TLUARN)ORERE—RIZAD E
£ kK
switch (config) # telemetry
switch (config-telemetry) #

ATvT6 (f£) certificate certificate_path host URL BEfF D SSL/TLS GEFEAZ A L £,
il EOR 7 /31 ZADE&, GEHE S X 2 /31 SUP IZ
switch (config-telemetry) # certificate A —FTHMNERHD FT,
/bootflash/server.key localhost

RFw 71 |sensor-group sgrp_id IDsigp_id ZFfo o h— 7 —T 2 ERR L, B
Bl Y— I A—TRRE— KB L ET
switch(config-telemetry)# sensor-group 100 HEZ, HFEOIDEOHLYR—FENTWET,
switch (conf-tm-sensor) # + qu.__ 7\‘/1/‘_‘70’C“fi\ F LR }\ U 1/-/:1{’_ ]\ DF

=RV TG ) — REERLET,
RTwv 78 |path sensor_path depth unbounded I COMBIRE T, MO EHENRA TV

[filter-condition filter] [alias path_alias]

1 -

s KD a~ Nk, NX-API CiZ72<. DME %
721X YANG I[ZEH S hvET
switch (conf-tm-sensor)# path
sys/bd/bd-[vlan-100] depth 0
filter-condition eq(12BD.operSt,
ITOMXEEHA L, REX—ZD7 1 L4
V> 7 %M LT, operSt 7% up 7°5 down
WCELLIZEZIZOR Y A—FT 5 LI L
F9, MOBZELL THEALEREA,
switch (conf-tm-sensor)# path
sys/bd/bd-[vlan-100] depth 0

filter-condition
and (updated (12BD.operSt) ,eq(12BD.operSt, "down") )

UTR D/ A % KRBT HI21E, RO A1
)EH I_/i‘j—o

switch (conf-tm-sensor)# path
sys/ch/ftslot-1/ft alias ft 1

"down")

F (MO) #5052 LEEWRLET, Lo
T, POLLT L A h U A MU —LDGHE, ZD/RA
& EVENT D¢ TDO+ MO 81 MO Tirbi -2
HAETSLET,

GE)
L, T—% V—ADME RRIZOLE S
iﬁ—o
oY — =AY — 2B LE T,

* CiscoNX-0S89.3(5) U U —RLIFETIE, F—
T — RPREAINTWET, alias

« depthFETiE, Br ¥ — "ZADOEHE L%
8 E LE4, 0-32, unbounded D SR EMN
PFAR—FSINTWET,
GE)
depth0 7 7 # /L F DIEES TT,

NX-API X—ZADF¥ o H— /3213, depth0 D
HEfMHTEET,
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avYREERFT7IYa Y =]
e kD~ Rif, DME Tl372 <. NX-API £ ARy MUEDSRANYT AT F 4T EZNT
721X YANG IR EnE 4 - WABBAE, IREIF0ERT U R LR EY

switch (conf-tm-sensor)# path "show interface" 7‘1_3— ]\ Li—d‘o %OD{H—j‘O)ﬂﬁli 0 & LVC*&;}O“
depth 0 e

KD~ Rik, 7734 A YANG (2 g
/9 Rix, 7754 WS « A7 3 o filter-condition /8T A — & ZRE

*7, . .

LT, ARV MR=ADHT AT VT a
switch (conf-tm-sensor)# path e SN
Cisco-NX-0S-device:System/bgp-items/inst-items| DRFEDT 4 N5 ZFTE ET

WHEAR—2AD 7 4 VEIBDY S 7 4 VA2 AL
B, RENE(L L& L, BESNREE

WD~ KiZ, OpenConfig YANG (23 FH &

nET, . ' .
‘ TAR IR AELZEEOMFEZELET,
zz;:}zz;;i;i;‘_;zsor) # path SF Y. eq(l2Bd.operSt, " down" ) @ DN
¢ oath sysgbd/bd-[vlan] D 7 ¢ /L% S:E1%, operSt 23
switch (conf-tm-sensor) # pat . N S N <
Cisco-NX-0S-device:System/bgp-items/inst-items| Hanfzls, BIY operSt 23 down T & 2 fi]
alias bgp_alias ICDNODO T a7 4 REF I N7-E & (VLAN

, N N _ PNEHE |- down T & % [#]1Z noshutdown =2 >
KO =~ FiE, NX-APLICH#T SET : RORATSNIHARE) 1K b H—ShE

switch (conf-tm-sensor) # path "show interface" T
depth 0 alias sh_int alias °

YANG =T VDOHAE, B — 20K AT
module name : YANG path T3, module name

switch (conf-tm-sensor) # path — S, -
openconfig-bgp:bgp alias oc_bgp_alias B XANG TTNTT A }1/0)% Al T'?—o /kix_ﬁﬂ
R LET,

o T34 A YANG D5 :
Cizco-NX-OS-device Sysem/bgp-itemging-items

« RO =~ RiL, OpenConfig|ZiH Z4vE T,

* OpenConfig YANG D54 :
openconfig-bgp:bgp

GE)

v BRORZ A —Z1F, BIE YANG T3
R—FINTWVERA,
depthfilter-conditionquery-condition

openconfig YANG E7 /L OLEIL, ITBEIL
T, BHT ) U —RADG R 7 + N HIBE) L%
9, https://github.com/YangModels/yang/tree/
master/vendor/cisco/nx

FNEDETNEA A M—LTHRDVIC, T
~"C D OpenConfig &7 /L % & ¢ openconfig-all
RPM A VA b—T&Ed, XvTF RPM
DA A M=V OFEZOWTIEL, 2L T
{TEEWY,

B =7\ EsRTFLARY
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Nx-0s el 2 A L7 L+ ko ]

ARV FFEREETIVa Yy E]:g]
IR L ET,
install add
mix-openconfigogp-1.0000-7.031HD8 Lib32_n9000rpm
activate
ATw 79 |destination-group dgrp_id el e 7 N — T mAER L, B SE 7 v— T HERL
i - T—FZBBLET,
switch (conf-tm-sensor)# destination-group 100 |HIfE, dgrp idif. HFDOIDEOHEZ VKR — ML T
switch (conf-tm-dest) # -
WET,
ATy 710 | (f£&) ipaddress ip_address port port protocol | = =— R&EN7=T L A M) F—F %53 5 IPv4
procedural-protocol - encoding  encoding-protocol IP7 RLAEAR—FEHEELET,
i GE)
switch (conf-tm-sensor) # ip address 171.70.55.69| gRPC T 74NV DN TUAR— K Fu han
port 50001 protocol gRPC encoding GPB 7§7ﬁ
switch (conf-tm-sensor)# ip address 171.70.55.69 °
port 50007 protocol HTTP encoding JSON GPB b§§f;7jA/V}‘0)3:>/:1b_§f4»>/5fv67f0
ATy 71 | ((EE) ipv6address ipv6 address port port Tra— RSN T VAN F—2%%ET 5 1Pv6
protocol procedural-protocol encoding IP7 FLALER— 2R ELET,
encoding-protocol
(6=3)
i gRPCIET 74NV bD M T AKR— K 7 han
switch (conf-tm-sensor)# ipvé address 10:10::1 <7,
port 8000 protocol gRPC encoding GPB
switch (conf-tm-sensor)# ipvé address 10:10::1 GPB ﬁ§55;7j’/b]\0)31)/11_—5f4'>/5f7?7ro
port 8001 protocol HTTP encoding JSON
switch (conf-tm-sensor)# ipv6é address 10:10::1
port 8002 protocol UDP encoding JSON
Z 5w 712 |ip_version address ip address port portnum FIETF— 2057 a7 7 A VEER L ET,
Bl - ip_version (%, ip (IPv4 OIFE) FiziXipve (IPv6
DHE) T,
- IPv4 DA - a
switch (conf-tm-dest)# ip address 1.2.3.4 port] @fﬁ;f‘ﬁ?ﬂ/—?‘i}ﬂj‘7 A 7#1) Tvaxicy :0/7 éh
50003 TWAEE, TVARNY T—=X%, ZO7r7y
ANVTHRESNTNDIP T KL A LR— MIEE
« IPv6 DA SET
switch (conf-tm-dest)# ipv6é address 10:10::1
port 8000
ATw 713 | ({EE) usechunkingsize chunking_size gRPC F ¥ > 7 (LT, Fr 7 A4 X%

1

switch (conf-tm-dest) # use-chunking size 64

64~4096 /XA MIFEELET, FEMIZOWVTIE,
[eRPCTF v > 7 DY AR—F] 7 a 25U
TLEE N,
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ARV FFEREETIVa Yy

S

ATy 714

subscription sub_id

51

switch (conf-tm-dest) # subscription 100
switch (conf-tm-sub) #

ID #8o% 7270 Foary ) — REE/RL, B
TAI )TV a UERRE— REBBLET,

BI7E, sub_id 1%, #FEDO IDEOHRE Y AR— K LT
WET,

G¥)

DNIZH T AT T4 TFH5E1F, A X bR
AR =785 k912, ZDODNABREST
ZMH L TDME THAR— FINTNDE0E S
e LET,

ATy 715

snsr-grp  sgrp_id sample-interval interval

&1

switch (conf-tm-sub) # snsr-grp 100 sample-intervall
15000

IDsgrp idDE® > — 7 N—THBEOYT AT
Tral s LT, 7207 TR
(RUBHAND) Z2RELET,

RN 0 DFAH, A X b XR—=ADHT R
U7 a yMEREN., TLARNY F—XiF, fR
EZNTZMO TOERRHZIOAEFEINET, 00X
DREWHERBIEOSA. TV A M) T—2 0N /E
SN TR TEMPNCEE SN D MEE I N7
A7 VT va YPMERSIVET, T2 & X, [FRiE
2315000 DA, TLA MY T=HIX15H T LI
BEINET,

ATy 716

dst-grp dgrp_id
i -

switch (conf-tm-sub) # dst-grp 100

IDdgrp_id 2ok e SNV — 7% Z DY T 27 )
Faizy s LET,

YANG /N X DSEE DELE
YANG N ADBEEX, BFFA P =XV TEMEDV L ELTHILERH D FT, GFFA MY —

FIEOHE

UV E BN E L MRS TR

WEG. TLVA M) T—=FDOIEICA RN —I 7

MLV bR DD ERHY £, ZORUTIE, ROZEBDNY £,

e T L AN FT—ENZEM~DA K
nNHX =2—,

—I 7R LS EHEIND D, Rallz S

« BIEOMREN O TIERWHWT LA Y F—4

BRFA Y= VR LD b RIVEICHE 2R L £,

1. show telemetry control database sensor-
2. sensor group number

B =7\ EsRTFLARY
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3. subscription number

vane iz osEE0EE |

4. snsr-grp number sample-interval milliseconds

5. show system resources

FIRD
Fl&
AU RFERETOVa Y ]3]
R Fw 71 |show telemetry control database sensor-groups BFA N = UM EFRE L ET,

i)
switch# show telemetry control database

sensor-groups
Sensor Group Database size = 2

Row ID Sensor Group ID
Sampling interval (ms)

Sensor Group type
Linked subscriptions SubID

1 2 Timer /YANG
5000 /Running 1 1
Collection Time in ms (Cur/Min/Max) :
2444/2294/2460
Encoding Time in ms (Cur/Min/Max): 56/55/57
Transport Time in ms (Cur/Min/Max): 0/0/1
Streaming Time in ms (Cur/Min/Max):
2515/2356/28403
Collection Statistics:

collection id dropped =0

last collection id dropped = 0

drop_count =0
2 1 Timer /YANG
5000 /Running 1 1
Collection Time in ms (Cur/Min/Max): 144/142/1471
Encoding Time in ms (Cur/Min/Max): 0/0/1
Transport Time in ms (Cur/Min/Max): 0/0/0

Streaming Time in ms (Cur/Min/Max): 149/147/23548

Collection Statistics:

collection id dropped =0
last collection id dropped = 0
drop_ count =0
switch#
telemetry

destination-group 1
ip address 192.0.2.1 port 9000 protocol HTTP
encoding JSON
sensor-group 1
data-source YANG
path /Cisco-NX-0S-device:System/procsys-items
depth unbounded

sensor-group 2

Bt A MY = U TENIE, SR U— 2 —T D
il # DFAED A NV — I v FIEIOAFH T, fHx
DAY —I 7R, S UPEMNOA Y —3
VR (Cur) ICFERESNET, ZOHITE, A
HA U= MR 2.664 7 (2515 2 U b +149
JUR) T,

Bl ESnHEEr e — T NN—TDEFHFA MY —
UM L L E T,

BT AR CERSNET, ZOFITIE,
AREA MU = VR (2,664 7)) DA T A
(F 74V FD5.000F) X0 b=, FEIX
ELLSER SN TOET,
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ARV RFEREET7TOVa Y ]3]
data-source YANG
path
/Cisco-NX-0S-device:System/intf-items/phys-items
depth unbounded
subscription 1
dst-grp 1
snsr-grp 1 sample-interval 5000
snsr-grp 2 sample-interval 5000

R T 72| sensor group number BFtA N — N OFEEL EDOgEA . M
Bl - Rz e Licne =7 =72 A LET,
switch (config-telemetry)# sensor groupl

R F 7 3 | subscription number oY — I N—T DY TR ) T a v ERELE
{5 EE
switch (conf-tm-sensor)# subscription 100

R Fw 7 4 | snsr-grp number sample-interval milliseconds WY oY — 7N —FIZonT, BT LREE
1 - EFHARN)—I 7ML Y L REVEICHKEL

ﬁ—o

switch (conf-tm-sub) # snsr-grp number
sample-interval 5000 ZOBITIE, Y T LRIFEIE 5.000 BICHE ST
WET, ZiE, 2664 BPOEFHA NU —I T
Mo bEWZD, H21TT,

R T 75 | show system resources CPUDME MR AR L T 72 &,
- ZOBNCFET X 51T, CPU—H —IRAEAS L Vi ]
switch# show system resources RERTLTWAHEES, EHELA N —I U JENE

Load average: 1 minute: 0.38 5 minutes: 0.43 L<$§ﬁkéﬂf‘/‘i“@f/\/ - @ﬂEJlIE%@T%@i@L“C

15 minutes: 0.43

Processes: 555 total, 3 running &E}E%Eb<§£ﬁiﬂbij—o
CPU states : 24.17% user, 4.32% kernel,
71.50% idle
CPUO states: 0.00% user, 2.12% kernel,
97.87% idle
CPUl states: 86.00% user, 11.00%
kernel, 3.00% idle
CPU2 states: 8.08% user, 3.03% kernel,
88.88% idle
CPU3 states: 0.00% user, 1.02% kernel,

98.97% idle

Memory usage: 16400084K total, 5861652K used,
10538432K free

Current memory status: OK

CUZFERALI=TLA M) QOEBH

WOFIETIE, GPBZra—F 4 7 AL TI0MDOY XAALATHE DT L A+ DME A
b U — B EAER T B IFIEIC OV TR L £,

switch# configure terminal

B =7\ EsRTFLARY



| EFLEHRFLA Y

cusgmLETLA ~yone |

switch (config)# feature telemetry

switch(config)# telemetry

switch (config-telemetry) # destination-group 1

switch (config-tm-dest)# ip address 171.70.59.62 port 50051 protocol gRPC encoding GPB
switch (config-tm-dest) # exit

switch (config-telemetry)# sensor group sgl

switch (config-tm-sensor)# data-source DME

switch (config-tm-dest)# path interface depth unbounded query-condition keep-data-type
switch (config-tm-dest) # subscription 1

switch(config-tm-dest)# dst-grp 1

switch (config-tm-dest)# snsr grp 1 sample interval 10000

ZOHITIX, sys/bgp /b— k MO OF — % #5556 1P 1.2.3.4 78— bk 50003 (2 S P T LI A b
V=20 7959 7270 Far2ERLET,

switch
switch
switch

config) # telemetry

config-telemetry)# sensor-group 100
conf-tm-sensor) # path sys/bgp depth 0
conf-tm-sensor) # destination-group 100
conf-tm-dest) # ip address 1.2.3.4 port 50003
conf-tm-dest) # subscription 100

conf-tm-sub) # snsr-grp 100 sample-interval 5000
conf-tm-sub) # dst-grp 100

switch
switch
switch
switch
switch

WIZ, sys/intf OFT—X % ST LT, %856 1P 1.23.4 78— K 50003 (IZA R — 7 L,
test.pem ZMHH L THAFSN/IZGPB = a—F 4 U 7 2L TA M) — A& 5k 5
VTR YT a ORI E R L ET,

switch (config) # telemetry

switch (config-telemetry)# certificate /bootflash/test.pem foo.test.google.fr
switch (conf-tm-telemetry)# destination-group 100

switch (conf-tm-dest)# ip address 1.2.3.4 port 50003 protocol gRPC encoding GPB
switch(config-dest)# sensor-group 100

switch (conf-tm-sensor)# path sys/bgp depth 0

switch (conf-tm-sensor)# subscription 100

switch (conf-tm-sub) # snsr-grp 100 sample-interval 5000

switch (conf-tm-sub)# dst-grp 100

ZOHITIX, sys/cdp DT — X RS IP 1.2.3.4 R— b 50004 (2 15 2L ICA R —3 >
TTHY TR Fa B ERLET,

switch (config) # telemetry

switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor)# path sys/cdp depth 0

switch (conf-tm-sensor)# destination-group 100

switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest) # subscription 100

switch (conf-tm-sub)# snsr-grp 100 sample-interval 15000
switch (conf-tm-sub)# dst-grp 100

ZOBITIX, 750 T EiIcshow 2w RTF—Z DI AT U AR—2Da L7 g U EERL
9,

switch (config) # telemetry
switch (config-telemetry)# destination-group 1
switch (conf-tm-dest)# ip address 172.27.247.72 port 60001 protocol gRPC encoding GPB

=FLEHETFLA Y )
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switch (conf-tm-dest)# sensor-group 1

switch (conf-tm-sensor# data-source NX-API

switch (conf-tm-sensor) # path "show system resources" depth 0

switch (conf-tm-sensor)# path "show version" depth 0

switch (conf-tm-sensor) # path "show environment power" depth 0
switch (conf-tm-sensor)# path "show environment fan" depth 0

switch (conf-tm-sensor)# path "show environment temperature" depth 0
switch (conf-tm-sensor)# path "show process cpu" depth 0

switch (conf-tm-sensor)# path "show nve peers" depth 0

switch (conf-tm-sensor)# path "show nve vni" depth 0

switch (conf-tm-sensor)# path "show nve vni 4002 counters" depth 0
switch (conf-tm-sensor)# path "show int nve 1 counters" depth 0
switch (conf-tm-sensor) # path "show policy-map vlan" depth 0

switch (conf-tm-sensor) # path "show ip access-list test" depth 0
switch (conf-tm-sensor)# path "show system internal access-list resource utilization"
depth 0

switch (conf-tm-sensor) # subscription 1

switch (conf-tm-sub)# dst-grp 1

switch (conf-tm-dest)# snsr-grp 1 sample-interval 750000

ZOWITIE, sys/fm DA R b R=Z2DH TR Y T g U EERLET, sys/fim MO (248
ERHDGEIZDH, T — 2T A M) —I v T anET,

switch (config) # telemetry

switch(config-telemetry)# sensor-group 100

switch (conf-tm-sensor) # path sys/fm depth 0

switch (conf-tm-sensor)# destination-group 100
switch(conf-tm-dest)# ip address 1.2.3.4 port 50005
switch (conf-tm-dest) # subscription 100

switch (conf-tm-sub)# snsr-grp 100 sample-interval 0
switch (conf-tm-sub) # dst-grp 100

FEdIC, VoA RBALEETHZ LT, Bt — ZA—FEFEAEBER— A0 A N b
NR=RIEFE LD AR b R=ZANDEEHAR—RZEE L2 TEET, 2Tk
Yo — TN—T OB SHESR—RZEELET, kKOa<w 2 Kok, 7VA R T
TV —va AR TR T LT sys/fm T — X OERIEA~DA N —I v T ERBLET,

switch (config) # telemetry
switch (config-telemetry) # subscription 100
switch (conf-tm-sub)# snsr-grp 100 sample-interval 7000

HHEOE Y — T N—TF e 1 DOV T A7 ) F g 02 v 7 TxET, :@W@%
T2V g iFi, A—YRy N A=/ DOF—F % 4 >ORp LRI I1I0 T
AR =T LET,

switch
switch

config)# telemetry

config-telemetry)# sensor-group 100

conf-tm-sensor) # path sys/intf/phys-[ethl/1] depth 0

conf-tm-sensor) # destination-group 100

conf-tm-dest) # ip address 1.2.3.4 port 50004

conf-tm-dest) # ip address 1.2.3.4 port 50005

conf-tm-sensor) # destination-group 200

conf-tm-dest) # ip address 5.6.7.8 port 50001 protocol HTTP encoding JSON
conf-tm-dest)# ip address 1.4.8.2 port 60003

conf-tm-dest) # subscription 100

switch
switch
switch
switch
switch
switch
switch
switch

B =7\ EsRTFLARY
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switch (conf-tm-sub)# snsr-grp 100 sample-interval 10000
switch (conf-tm-sub)# dst-grp 100
switch (conf-tm-sub) # dst-grp 200

WIZ, B — T N—TITEEDO AR EED, Bt/ V— 7 ICEBR %R T e 7 v A v E
GO, P IT 27 )P a v EEROE Y — SN —T e S — ) v TE A AR
L/\Ai‘g—c

switch (config) # telemetry

switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor)# path sys/intf/phys-[ethl/1] depth 0
switch (conf-tm-sensor)# path sys/epId-1 depth 0

switch (conf-tm-sensor) # path sys/bgp/inst/dom-default depth 0

switch (config-telemetry) # sensor-group 200
switch (conf-tm-sensor) # path sys/cdp depth 0
switch (conf-tm-sensor)# path sys/ipv4 depth 0

switch (config-telemetry) # sensor-group 300
switch (conf-tm-sensor) # path sys/fm depth 0
switch (conf-tm-sensor)# path sys/bgp depth 0

switch (conf-tm-sensor) # destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest)# ip address 4.3.2.5 port 50005

switch (conf-tm-dest)# destination-group 200
switch(conf-tm-dest)# ip address 5.6.7.8 port 50001

switch (conf-tm-dest) # destination-group 300
switch (conf-tm-dest)# ip address 1.2.3.4 port 60003

switch (conf-tm-dest) # subscription 600

switch (conf-tm-sub) # snsr-grp 100 sample-interval 7000
switch (conf-tm-sub)# snsr-grp 200 sample-interval 20000
switch (conf-tm-sub) # dst-grp 100

switch (conf-tm-sub) # dst-grp 200

switch (conf-tm-dest)# subscription 900

switch (conf-tm-sub) # snsr-grp 200 sample-interval 7000
switch (conf-tm-sub)# snsr-grp 300 sample-interval 0
switch (conf-tm-sub)# dst-grp 100

switch (conf-tm-sub) # dst-grp 300

ZOFENZRY XL 912, show running-config telemetry =~ > R&HA LT L A b Uk & T
RTEET,

switch (config) # telemetry

switch (config-telemetry)# destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50003
switch(conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest)# end

switch# show run telemetry

!Command: show running-config telemetry
!Time: Thu Oct 13 21:10:12 2016

version 7.0(3)I5(1)

=FLEHETFLA Y )
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feature telemetry

telemetry

destination-group 100

ip address 1.2.3.4 port 50003 protocol gRPC encoding GPB
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB

T LA M) DB EMETFBROKRT

’DNX-OS CLIshow =2~ REFEHA LT, T LA U O, EHEHR., —
Ty va U ERERRLET,

77—, BXWO
show telemetry yang direct-path cisco-nxos-device

TOawy Rt o RZR LD y 87 p—< 2 ANE LTS LS ICEET Y a— K& YANG
INAZEFRRLET,

switch# show telemetry yang direct-path cisco-nxos-device

)

PP P PP OOWJo Od wiN
B WN R O — — = — — — —

Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device

Cisco-NX-0S-device:System/1lldp-items

:System/acl-items

:System/mac-items

:System/intf-items

:System/procsys-items/sysload-items

:System/ospf-items

:System/procsys-items
:System/ipgos—-items/queuing-items/policy-items/out-items
:System/mac-items/static-items

:System/ch-items
:System/cdp-items
:System/bd-items
:System/eps-items
:System/ipv6-items

show telemetry control database

WIZ, TV A MY O E KL CWAINET —F X—ADa~v REFRRLET,

switch# show telemetry control database ?

<
>
>
d
d
s
s
s

swi

Sub

Sen

CR>

Redirect it to a file
> Redirect it to a file in append mode
estination-groups Show destination-groups
estinations Show destinations
ensor-groups Show sensor-groups
ensor-paths Show sensor-paths
ubscriptions Show subscriptions

Pipe command output to filter

tch# show telemetry control database
scription Database size =1
scription ID Data Collector Type

DME NX-API
sor Group Database size =1

B =7\ EsRTFLARY
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FLA by o emtERox® [

Sensor Group ID Sensor Group type Sampling interval (ms) Linked subscriptions
100 Timer 10000 (Running) 1
Sensor Path Database size =1

Subscribed Query Filter Linked Groups Sec Groups Retrieve level Sensor Path

100 1

Destination Database size = 2

Dst IP Addr Dst Port Encoding Transport Count
192.168.20.111 12345 JSON HTTP 1
192.168.20.123 50001 GPB gRPC 1

show telemetry control database sensor-paths
Zoa<wry RE, 7VAMIREDOE Y =N AOFMEFRRLET, ZHUlE, =ra—
Fa4rT WE, FTURAR=F, BEOA N =T OB A NEENET,

switch (conf-tm-sub)# show telemetry control database sensor-paths
Sensor Path Database size = 4

Row ID Subscribed Linked Groups Sec Groups Retrieve level Path(GroupId) : Query
Filter

1 No 1 0 Full sys/cdp (1) : NA : NA

GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 65785/65785/65785
Collection Time in ms (Cur/Min/Max): 10/10/55

Encoding Time in ms (Cur/Min/Max): 8/8/9

Transport Time in ms (Cur/Min/Max): 0/0/0

Streaming Time in ms (Cur/Min/Max): 18/18/65

2 No 1 0 Self show module (2) : NA :
NA

GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 1107/1106/1107

Collection Time in ms (Cur/Min/Max): 603/603/802

Encoding Time in ms (Cur/Min/Max): 0/0/0

Transport Time in ms (Cur/Min/Max): 0/0/1

Streaming Time in ms (Cur/Min/Max): 605/605/803

3 No 1 0 Full sys/bgp(l) : NA : NA
GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0

Collection Time in ms (Cur/Min/Max): 0/0/44

Encoding Time in ms (Cur/Min/Max): 0/0/0
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Transport Time in ms (Cur/Min/Max): 0/0/0
Streaming Time in ms (Cur/Min/Max): 1/1/44

4 No 1 0 Self show version(2) : NA :
NA

GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 2442/2441/2442

Collection Time in ms (Cur/Min/Max): 1703/1703/1903

Encoding Time in ms (Cur/Min/Max): 0/0/0

Transport Time in ms (Cur/Min/Max): 0/0/0

Streaming Time in ms (Cur/Min/Max): 1703/1703/1904

switch (conf-tm-sub) #

show telemetry control stats

Zoa<wr R, TUA N OERICOWTONET —Z X— 20Ot E2FR R LET,

switch# show telemetry control stats
show telemetry control stats entered

Chunk allocation failures

Sensor path Database chunk creation failures

Sensor Group Database chunk creation failures
Destination Database chunk creation failures
Destination Group Database chunk creation failures
Subscription Database chunk creation failures

Sensor path Database creation failures

Sensor Group Database creation failures

Destination Database creation failures

Destination Group Database creation failures
Subscription Database creation failures

Sensor path Database insert failures

Sensor Group Database insert failures

Destination Database insert failures

Destination Group Database insert failures
Subscription insert to Subscription Database failures
Sensor path Database delete failures

Sensor Group Database delete failures

Destination Database delete failures

Destination Group Database delete failures

Delete Subscription from Subscription Database failures
Sensor path delete in use

Sensor Group delete in use

Destination delete in use

Destination Group delete in use

Delete destination(in use) failure count

Failed to get encode callback

Sensor path Sensor Group list creation failures
Sensor path prop list creation failures

Sensor path sec Sensor path list creation failures
Sensor path sec Sensor Group list creation failures
Sensor Group Sensor path list creation failures
Sensor Group Sensor subs list creation failures
Destination Group subs list creation failures
Destination Group Destinations list creation failures
Destination Destination Groups list creation failures
Subscription Sensor Group list creation failures
Subscription Destination Groups list creation failures
Sensor Group Sensor path list delete failures

O O O O O O OO OO OO OO OO OO0 0O0O00O0O0O0O0O00O00O0O0O0O0o0ooooooOo
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Sensor Group Subscriptions list delete failures
Destination Group Subscriptions list delete failures
Destination Group Destinations list delete failures
Subscription Sensor Groups list delete failures
Subscription Destination Groups list delete failures
Destination Destination Groups list delete failures

FLA by o emtERox® [

O O O O OO0 OoOo oo o

Failed to delete Destination from Destination Group
Failed to delete Destination Group from Subscription
Failed to delete Sensor Group from Subscription

Failed to delete Sensor path from Sensor Group

Failed to get encode callback

Failed to get transport callback

switch# Destination Database size = 1

Dst IP Addr Dst Port Encoding Transport Count
192.168.20.123 50001 GPB gRPC 1

show telemetry data collector brief

Zoawy ML, T NEICET D MERREERE R L E T,

switch# show telemetry data collector brief

show telemetry data collector details

Zoa<wy R, $T_XTOEB U P—IRR

FRLET,

switch# show telemetry data collector details

DR AT e, 7 — 2 WRICBIY 2 M 2 fiE T &

show telemetry event collector errors

switch# show telemetry event collector errors

Toavwy NI, ARV LTl T AT

RHE R R LET

APIC-Cookie Generation Failures -
Authentication Failures -
Authentication Refresh Failures -
Authentication Refresh Timer Start Failures -
Connection Timer Start Failures -
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Connection Attempts

Dme Event Subscription Init Failures
Event Data Enqueue Failures

Event Subscription Failures

Event Subscription Refresh Failures
Pending Subscription List Create Failures

Subscription
Subscription
Subscription
Subscription
Subscription

Hash Table Create Failures
Hash Table Destroy Failures
Hash Table Insert Failures
Hash Table Remove Failures
Refresh Timer Start Failures

Websocket Connect Failures

show telemetry event collector stats

Zoawy NI, TRTOEU— RXORREELA XU N a2y va ST AHHE
WEFRRLET,

switch# show telemetry event collector stats

|
OO O OO0 OOOOoOoWw

EFLEHETLA Y |

Collection Count Latest Collection Time

show telemetry control pipeline stats

oAU R TUA R ST TA o OREHERER R LET,

switch# show

telemetry pipeline stats

Main Statistics:

Timers:

Errors:

Start Fail = 0

Data Collector:
Errors:

Node Create Fail

Il
o

Event Collector:
Errors:
Node Create Fail = 0

Invalid Data = 0

Queue Statistics:
Request Queue:

High

Priority Queue:

Info:

Actual Size = 50
Max Size = 0

Errors:

Enqueue Error = 0

Low Priority Queue:

B =7\ EsRTFLARY

Info:

Actual Size = 50
Max Size = 0

Node Add Fail

Current Size
Full Count

Dequeue Error

Current Size
Full Count
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Errors:
Enqueue Error

Data Queue:
High Priority Queue:
Info:
Actual Size
Max Size

Errors:
Enqueue Error

Low Priority Queue:
Info:
Actual Size
Max Size

Errors:
Enqueue Error

show telemetry transport

FLA by o emtERox® [

Dequeue Error = 0
Current Size = 0
Full Count = 0
Dequeue Error = 0
Current Size = 0
Full Count = 0
Dequeue Error = 0

WIZ, RSN TWABTRCOEREY Yy a Ol ZERLET,

switch# show telemetry transport

Session Id IP Address

Encoding Transport Status

0 192.168.20.123 GPB gRPC Connected

% 1: show telemetry transport & 0 5B

B Bl

show FATHO Y AT KEHE R LETS
telemetry FUA NUEBRERR LT

kZ v AR—k

FTLARNID T U AR— MEREFRLE
.34

session _id (AFvayv) EyiaID

stats (A7 ay) ¥ TOT LA MY HEFHR
ERRALET

errors (F7Fvay) §XTOTLA M) =T —1F
HwERRLET,

we B Y 5 (7 ayv)

TABLE transport_info

(A7 ay) T AR— MEHR

session_idx

(F7vay) vy ariID
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BX &5 BA

ip_address (A7 ay) PTUAR—KFIPT KL A

port (A7vay) FTUVAR—KF—h

dest_info (A7 a ) HitiEh

encoding_type (ATvay) mva—F40 7 XA4T

transport_type (A7Fvay) PTFUVRR—K XAT

transport_status (AFvay) FNTUAR—F AT—HF X

transport_security_cert_fname (AFvay) FIFUAR—bER2U T4
77 A IVH

transport_last_connected (ATay) BRICHES SN N T v AR—
~

transport_last_disconnected (AT ay) ORISR RZICHIFR
ST

transport_errors_count (A7 ar) hIUAR—F =F7—¥

transport_last_tx_error (7> ay) RTVAR—FNOREZOxT
S5

transport_statistics (A7 ay) T rAR— NEEHMEHR

t_session id (7 ay) FIvAFR— vy arID

connect_statistics (AT ay) PEpiat i

connect_count (A7 ar) Bk

last_connected (AT vay) RS A LAK T

Disconnect_count (7> ay) Uik

last_disconnected (A7 va ) Z OB RZITHIER
ST IEZ)

trans_statistics (A7 ayv) MTUAR— MNREEHER

compression (AF>ay) JEfAT—H# A

source_interface_name (A Fvay) FMEIA U E—T oA A4

source_interface ip (F7vay) FExA U H—T A AXIP

transmit_count (A7 ar) EEHK

B =7\ EsRTFLARY
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FLA by o emtERox® [

EX &5 BA

last_tx_time (AT ay) Befeit(Zms

min_tx_time (A7 ay) f/hE B

max_tx_time (AT va ) BREERR

avg_tx_time (A7 ay) FHEERR

cur_tx_time (A7 a ) BUEDOEEFRFH

transport_errors (FAFvar) FITUAR—FT—

connect_errors (A Fvay) e T —

connect_errors_count (A7 ay) Bee=7—%

trans_errors (AFFvayv) FIFJUAR—F T —

trans_errors_count (A7vary) FTUAR—F=T—%

last_tx_error (A7 ay) REORN IV AR—F=T—

last_tx_return_code (AFvar) BREDO NI AR—FRED 33—
e

transport_retry_stats (F7va ) BRITHGEHER

ts_event_retry bytes (A7Fvay) AV EFRITNy 77 P A
=

ts timer_retry bytes (AFvay) 2A~—FRIT Ny 77 A
2

ts event_retry size (FTvary) Ayve—VDA 2 FERTT
[EiE~'

ts timer_retry size (FFvary) ZA4~—HFHRITA v E—VFH
e

ts retries_sent (A7 ay) HEINTERITEE

ts retries_dropped (A7 ay) Ruy X InmiTEE

event_retry bytes (AFvay) AV NFRITNy 77 A
=

timer_retry_bytes (F7Fvay) 2A4A~—FH(T Ny 77 A
2
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BX B

retries_sent (A7 ay) H#EINTCERITREE
retries_dropped (A7 ay) Fuy7ZIn-imaiTEE
retry_buffer_size (F7Fvav) FfTANy 77 A X

show telemetry transport <session-id>

KD~ RTIE, BEDEEY vy a v OFEMAREy Y a VERRERENET,

switch# show telemetry transport 0

Session Id: 0

IP Address:Port 192.168.20.123:50001
Encoding: GPB

Transport: gRPC

Status: Disconnected

Last Connected: Fri Sep 02 11:45:57.505 UTC
Tx Error Count: 224

Last Tx Error: Fri Sep 02 12:23:49.555 UTC

switch# show telemetry transport 1

Session Id: 1

IP Address:Port 10.30.218.56:51235 Encoding: JSON
Transport: HTTP

Status: Disconnected

Last Connected: Never

Tx Error Count: 3

Last Tx Error: Wed Apr 19 15:56:51.617 PDT

Iz, IPv6 = R U OB~ L ET,

switch# show telemetry transport 0
Session Id: O

IP Address:Port [10:10::1]:8000
Transport: GRPC

Status: Idle

Last Connected: Never

Last Disconnected: Never

Tx Error Count: O

Last Tx Error: None

Event Retry Queue Bytes: 0
Event Retry Queue Size: 0

Timer Retry Queue Bytes: 0
Timer Retry Queue Size: 0

Sent Retry Messages: 0

Dropped Retry Messages: 0

show telemetry transport <session-id> stats

WIZ, BEOEYEE Yy a OO a~y RERLET,

switch# show telemetry transport 0 stats

B =7\ EsRTFLARY



| EFTLEBHETFLALY
FLA by o emtERox® [

Session Id: 0

IP Address:Port 192.168.20.123:50001
Encoding: GPB

Transport: GRPC

Status: Connected

Last Connected: Mon May 01 11:29:46.912 PST
Last Disconnected: Never

Tx Error Count: 0

Last Tx Error: None

show telemetry transport <session-id> errors

ROa~ 2 RTIE, FEDHEEE v v a yOFMRT 7 —OfRGHERNBFRINET,

switch# show telemetry transport 0 errors

Session Id: 0
Connection Stats
Connection Count 1
Last Connected: Mon May 01 11:29:46.912 PST
Disconnect Count 0
Last Disconnected: Never
Transmission Stats
Transmit Count: 1225
Last TX time: Tue May 02 11:40:03.531 PST
Min Tx Time: 7 ms
Max Tx Time: 1760 ms
Avg Tx Time: 500 ms

show telemetry control databases sensor-paths

INHDORDOERTFIEIZ LY, koD show telemetry control databases sensor-paths =t~ > R H
NBFENET,

feature telemetry

telemetry
destination-group 1
ip address 172.25.238.13 port 50600 protocol gRPC encoding GPB
sensor-group 1
path sys/cdp depth unbounded
path sys/intf depth unbounded
path sys/mac depth 0
subscription 1
dst-grp 1
snsr-grp 1 sample-interval 1000

a<r NI,

switch# show telemetry control databases sensor-paths

Sensor Path Database size = 3

Row ID Subscribed Linked Groups Sec Groups Retrieve level Path (GroupId)
Query : Filter

=FLEHETFLA Y )
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NA

GPB Encoded Data size in bytes

JSON Encoded
CGPB Encoded

Collection Time in ms
Encoding Time in ms
Transport Time in ms
Streaming Time in ms

2 No

A : NA

GPB Encoded Data size in bytes

JSON Encoded
CGPB Encoded

Collection Time in ms
Encoding Time in ms
Transport Time in ms
Streaming Time in ms

3 No

NA

GPB Encoded Data size in bytes

JSON Encoded
CGPB Encoded

Collection Time in ms
Encoding Time in ms
Transport Time in ms
Streaming Time in ms

EFLEHETLA Y |

(Cur/Min/Max) : 30489/30489/30489
Data size in bytes (Cur/Min/Max): 0/0/0
Data size in bytes (Cur/Min/Max): 0/0/0
(Cur/Min/Max): 6/5/54
(Cur/Min/Max): 5/5/6
(Cur/Min/Max): 1027/55/1045
(Cur/Min/Max) : 48402/5/48402
1 0 Full sys/intf (1) : N
(Cur/Min/Max) : 539466/539466/539466
Data size in bytes (Cur/Min/Max): 0/0/0
Data size in bytes (Cur/Min/Max): 0/0/0
(Cur/Min/Max): 66/64/114
(Cur/Min/Max): 91/90/92
(Cur/Min/Max) : 4065/4014/5334
(Cur/Min/Max): 48365/64/48365
1 0 Self sys/mac (1) NA
(Cur/Min/Max) : 247/247/247
Data size in bytes (Cur/Min/Max): 0/0/0
Data size in bytes (Cur/Min/Max): 0/0/0
(Cur/Min/Max): 1/1/47
(Cur/Min/Max): 1/1/1
(Cur/Min/Max): 4/1/6
(Cur/Min/Max): 47369/1/47369

show telemetry transport sessions

/)= AN

jj L/i‘a_o

switch# show
switch# show
switch# show
switch# show

Wiz, 7L A

switch# show

X, T _RTCO T AR—r By arz2Ll—7L, 1DO0a~vr RTHEREZH

sessions
stats
errors
all

telemetry transport
telemetry transport
telemetry transport
telemetry transport

U RTZUAR=F By a rOflzRLET,

telemetry transport sessions

Session Id: 0

IP Address:Port 172.27.254.13:50004
Transport: GRPC

Status: Transmit Error

SSL Certificate: trustpointl

Last Connected: Never

Last Disconnected: Never

Tx Error Count: 2

Last Tx Error:

Session Id:

IP Address:Port

Transport:

Wed Aug 19 23:32:21.749 UTC

4
172.27.254.13:50006
UDP

TLARYIDIASILARY b

TT 2 ATV AR N R—FT5701I2, FiLinver— "2 72U FERBEIMISNE
Lize THUT 427 0 T OINRANR N 2N = U T EFEZTHITE, RO
SEAEHHLET,

B =7\ EsRTFLARY
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TLARY O

FLAtyave rL—z2EgoRT [

sensor-group 1
path sys/accounting/log query-condition
query-target=subtree&complete-mo=yes&notify-interval=1

TT 2 ATV AR NP R—= T 520D — AT KRDOEEY T,

sys/pim/inst/routedb-route, sys/pim/pimifdb-adj, sys/pim/pimifdb-prop
sys/igmp/igmpifdb-prop, sys/igmp/inst/routedb, sys/igmpsnoop/inst/dom/db-exptrack,
sys/igmpsnoop/inst/dom/db-group, sys/igmpsnoop/inst/dom/db-mrouter
sys/igmpsnoop/inst/dom/db-querier, sys/igmpsnoop/inst/dom/db-snoop

& FL—RIEBEHOIRT
o7k hL—REREFRRTHIIE, RONX-OSCLI 2~ R&EHALET,

TOZALYR—F TLA M) ERTE

ZDONX-OSCLIZ~= v R, 57=HL P R—bal "7 LA o JONEZINELE
T, ZOHITIE, a~r REANRT = 7T 92D 7 A M) XA VT PENET,

switch# show tech-support telemetry > bootflash:tmst.log

NX-API ZERAL=TL A M) DERL

Configuring Telemetry Using the NX-API

In the object model of the switch DME, the configuration of the telemetry feature is defined in a hierarchical
structure of objects as shown in the section "Telemetry Model in the DME." Following are the main objects
to be configured:

 fmEntity — Contains the NX-API and Telemetry feature states.
» fmNxapi — Contains the NX-API state.

» fmTelemetry — Contains the Telemetry feature state.

» telemetryEntity — Contains the telemetry feature configuration.

« telemetrySensor Group — Contains the definitions of one or more sensor paths or nodes to be
monitored for telemetry. The telemetry entity can contain one or more sensor groups.

« telemetryRtSensor GroupRel — Associates the sensor group with a telemetry subscription.
* telemetrySensor Path — A path to be monitored. The sensor group can contain multiple
objects of this type.
« telemetryDestGroup — Contains the definitions of one or more destinations to receive telemetry
data. The telemetry entity can contain one or more destination groups.

« telemetryRtDestGroupRel — Associates the destination group with a telemetry
subscription.

=FLEHETFLA Y )
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* telemetryDest — A destination address. The destination group can contain multiple objects
of this type.

« telemetrySubscription — Specifies how and when the telemetry data from one or more sensor
groups is sent to one or more destination groups.

* telemetryRsDestGroupRel — Associates the telemetry subscription with a destination
group.

« telemetryRsSensor GroupRel — Associates the telemetry subscription with a sensor group.

« telemetryCertificate— Associates the telemetry subscription with a certificate and hostname.

To configure the telemetry feature using the NX-API, you must construct a JSON representation of the
telemetry object structure and push it to the DME with an HTTP or HTTPS POST operation.

\)

Note For detailed instructions on using the NX-API, see the Cisco Nexus 3000 and 9000 Series NX-API REST
DK User Guide and API Reference.

Before you begin
Your switch must be configured to run the NX-API from the CLI:

switch(config)# feature nxapi

nxapi use-vrf vrf name
nxapi http port port number

Procedure
Command or Action Purpose
X w71 |Enable the telemetry feature. The root element is fmTelemetry and the base path for
this element is sys/fm. Configure the adminSt attribute
Example:
as enabled.
{
"fmEntity" : {
"children" : [{
"fmTelemetry" : {
"attributes" : {
"adminSt" : "enabled"
}
}
}
]
}
}

B =7\ EsRTFLARY
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Configuring Telemetry Using the NX-API .

Command or Action

Purpose

RTFw 72 |Create the root level of the JSON payload to describe the | The root element is telemetryEntity and the base path
telemetry configuration. for this element is sys/tm. Configure the dn attribute as
tm.
Example: sys/tm
{
"telemetryEntity": {
"attributes": {
"dn": "sys/tm"
} 4
}
}
AT w73 |Createasensor group to contain the defined sensor paths. | A telemetry sensor group is defined in an object of class
Examole: telemetrySensor Group. Configure the following
ple: attributes of the object:
"telemetrySensorGroup”: { * id — An identifier for the sensor group. Currently
"attfiEUteszé { only numeric ID values are supported.
" l " : " " ,
"rn": "sensor-10" * rn — The relative name of the sensor group object
}, "children": [{ . ) :
in the format: sensor-id.
) » dataSrc— Selects the data source from DEFAULT,
DME, YANG, or NX-API.
Children of the sensor group object include sensor paths
and one or more relation objects
(telemetryRtSensor GroupRél) to associate the sensor
group with a telemetry subscription.
X w74 |(Optional) Add an SSL/TLS certificate and a host. The telemetryCertificate defines the location of the
SSL/TLS certificate with the telemetry
Example: e L
subscription/destination.
{
"telemetryCertificate": {
"attributes": {
"filename": "root.pem"
"hostname": "c.com"
}
}
}
ZXFw 75 |Define a telemetry destination group. A telemetry destination group is defined in

Example:

{
"telemetryDestGroup": {
"attributes": {
"id": "20"
}

telemetryEntity. Configure the id attribute.

=FLEHETFLA Y )
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Command or Action Purpose
X w76 |Define a telemetry destination profile. A telemetry destination profile is defined in
telemetryDestProfile.
Example:
* Configure the adminSt attribute as enabled.
{

"telemetryDestProfile: { * Under telemetryDestOpt Sour cel nter face, configure
"attributes": { the name attribute with an interface name to stream
| "adminSt": "enabled" data from the configured interface to a destination
wehildren™: [ with the source IP address.

{
"telemetryDestOptSourcelInterface":
{
"attributes": {
"name": "loO"
}
}
}
]
}
}
XFw 77 |Define one or more telemetry destinations, consisting of | A telemetry destination is defined in an object of class

an IP address and port number to which telemetry data
will be sent.

Example:
{
"telemetryDest": ({
"attributes": {
"addr": "1.2.3.4",
"enc": "GPB",
"port": "50001",
"proto": "gRPC",

"rn": "addr-[1.2.3.4]-port-50001"

B =7\ EsRTFLARY

telemetryDest. Configure the following attributes of the
object:

» addr — The IP address of the destination.
* port — The port number of the destination.

* rn — The relative name of the destination object in
the format: path-[path].

» enc — The encoding type of the telemetry data to
be sent. NX-OS supports:

* Google protocol buffers (GPB) for gRPC.
* JSON for C.
* proto— The transport protocol type of the telemetry
data to be sent. NX-OS supports:
* gRPC
« HTTP

* Supported encoded types are:
* HTTP/JSON YES

* HTTP/Form-data YES Only supported for Bin
Logging.

* GRPC/GPB-Compact YES Native Data Source
Only.
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Command or Action

Purpose

* GRPC/GPB YES
« UDP/GPB YES
« UDP/JSON YES

X w78 |Enable gRPC chunking and set the chunking size, between | See Guidelines and Limitations section for more

64 and 4096 bytes. information.

Example:

{

"telemetryDestGrpOptChunking": {
"attributes": {
"chunkSize": "2048",
"dn": "sys/tm/dest-1/chunking"
}
}

}

AT w9 |Createatelemetry subscription to configure the telemetry | A telemetry subscription is defined in an object of class
behavior. telemetrySubscription. Configure the following attributes
of the object:

Example:

¢ id — An identifier for the subscription. Currently
"telemetrySubscription": { only numeric ID values are Supported.
"attributes": {
"idT: "30", * rn — The relative name of the subscription object
"rn": "subs-30" in the format: subs-id.
}, "children": [{
1 . _ o . .

} Children of the subscription object include relation objects
for sensor groups (telemetryRsSensor GroupRel) and
destination groups (telemetryRsDestGroupRel).

X w710 |Add the sensor group object as a child object to the

telemetrySubscription element under the root element
(telemetryEntity).

Example:

{

"telemetrySubscription": {

"attributes": {
"id": "30"
}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "5000",
"tDn": "sys/tm/sensor-10"

=FLEHETFLA Y )
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Command or Action

Purpose

Z 5w 711 |Create a relation object as a child object of the The relation object is of class
subscription to associate the subscription to the telemetry | telemetr yRsSensor GroupRel and is a child object of
sensor group and to specify the data sampling behavior. | telemetrySubscription. Configure the following attributes
of the relation object:
Example:
* rn — The relative name of the relation object in the
"telemetryRsSensorGroupRel": { format:
"attributes": { r ssensor GroupRel-[sys/tm/sensor-group-id].
"rType": "mo",
"rnt:  samplel ntvl — The data sampling period in
"rssensorGroupRel-[sys/tm/sensor-10]", O .
Meamplelntvl™: "5000", milliseconds. An interval value of 0 creates an
"EC1M: "telemetrySensorGroup", event-based subscription, in which telemetry data is
"tDn": "sys/tm/sensor-10", sent only upon changes under the specified MO. An
"tType": "mo" interval value greater than 0 creates a
) : frequency-based subscription, in which telemetry
data is sent periodically at the specified interval. For
example, an interval value of 15000 results in the
sending of telemetry data every 15 seconds.
¢ tCl — The class of the target (sensor group) object,
which is telemetrySensor Group.
* tDn — The distinguished name of the target (sensor
group) object, which is sys/tm/sensor-group-id.
* rType — The relation type, which is mo for
managed object.
* tType— The target type, which is mo for managed
object.
X TFw 712 |Define one or more sensor paths or nodes to be monitored | A sensor path is defined in an object of class

for telemetry.

Example:

Single sensor path

"telemetrySensorPath": ({
"attributes": {
"path": "sys/cdp",
"rn": "path-[sys/cdpl",
"excludeFilter": "",
"filterCondition": "",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0"
}

Example:

Multiple sensor paths

B =7\ EsRTFLARY

telemetrySensor Path. Configure the following attributes
of the object:

* path — The path to be monitored.

* rn — The relative name of the path object in the
format: path-[path]

* depth — The retrieval level for the sensor path. A
depth setting of O retrieves only the root MO
properties.

« filter Condition — (Optional) Creates a specific
filter for event-based subscriptions. The DME
provides the filter expressions. For more information
about filtering, see the Cisco APIC REST API Usage
Guidelines on composing queries. You can find it at
the following Cisco APIC documents landing page:


https://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html

| EFLEHRFLA Y
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Command or Action

Purpose

"telemetrySensorPath": {
"attributes": {

"path": "sys/cdp",
"rn": "path-[sys/cdp]l",
"excludeFilter": "",
"filterCondition": "",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth" . "O"

"telemetrySensorPath": {

"attributes": {
"excludeFilter": "",
"filterCondition": "",
"path": "sys/fm/dhcp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth" . "O"

Example:

Single sensor path filtering for BGP disable events:

"telemetrySensorPath": {
"attributes": {
"path": "sys/cdp",
"rn": "path-[sys/cdp]l",
"excludeFilter": "",
"filterCondition":

"eq (fmBgp.operSt.\"disabled\")",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0"

AT w 713 | Add sensor paths as child objects to the sensor group
object (telemetrySensor Group).

X 714 | Add destinations as child objects to the destination group
object (telemetryDestGroup).

X T w715 |Add the destination group object as a child object to the

root element (telemetryEntity).
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Command or Action Purpose

X 716 |Create arelation object as a child object of the telemetry | The relation object is of class
sensor group to associate the sensor group to the telemetryRtSensor GroupRel and is a child object of
subscription. telemetrySensor Group. Configure the following

attributes of the relation object:
Example:
* rn — The relative name of the relation object in the
"telemetryRtSensorGroupRel™: { format: rtsensor GroupRe-[sys/tm/subscription-id].
"attributes": {
"rn": * tCl — The target class of the subscription object,
"rtsensorGroupRel-[sys/tm/subs-30]", which is telanetrySubscription.
"tCl": "telemetrySubscription",
} "tDn": "sys/tm/subs-30" » tDn — The target distinguished name of the
) subscription object, which is sys/tm/subscription-id.

R w 711 |Create a relation object as a child object of the telemetry | The relation object is of class telemetryRtDestGroupRel
destination group to associate the destination group to the | and is a child object of telemetryDestGroup. Configure
subscription. the following attributes of the relation object:

Example:  rn — The relative name of the relation object in the
format: rtdestGroupRel-[sys/'tm/subscription-id].
"telemetryRtDestGroupRel": { L .
"attributes": { * tCl — The target class of the subscription object,
"rn": "rtdestGroupRel-[sys/tm/subs-30]", which is telemetrySubscription.
"tCl": "telemetrySubscription", * tDn — The target distinguished name of the
} "tDn": "sys/tm/subs-30" subscription object, which is Sys/tm/subscription-id.
}

X w 718 |Create arelation object as a child object of the The relation object is of class telemetryRsDestGroupRée
subscription to associate the subscription to the telemetry | and is a child object of telemetrySubscription. Configure
destination group. the following attributes of the relation object:

Example: * rn — The relative name of the relation object in the
format:
"telemetryRsDestGroupRel™: { r sdestGroupRel-[sys/tm/destination-group-id].
"attributes": {
"rType": "mo", * tCl — The class of the target (destination group)
"rn": "rsdestGroupRel-[sys/tm/dest-20]", object, which is teIemetryDestGroup.
"eClt: MtelemetrybestGroup®, * tDn — The distinguished name of the target
"tDn": "sys/tm/dest-20", destinati bi hich i
nEType: Mmo™ ( estmatlon. grqup) 0 Ject,. which is
} sys/tm/destination-group-id.
}
* rType — The relation type, which is mo for
managed object.
* tType— The target type, which is mo for managed
object.
AT w719 |Send the resulting JSON structure as an HTTP/HTTPS | The base path for the telemetry entity is sys/tm and the

POST payload to the NX-API endpoint for telemetry
configuration.

NX-API endpoint is:

{{URL}}/api/node/mo/sys/tm.json
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Example

The following is an example of all the previous steps that are collected into one POST payload
(note that some attributes may not match):
{

"telemetryEntity": {
"children": [{

"telemetrySensorGroup": {
"attributes": {
"id": "10"

}
"children": [{

"telemetrySensorPath": ({
"attributes": {
"excludeFilter": "",
"filterCondition": "",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

"telemetryDestGroup": {
"attributes": {
"id": "20"
}
"children": [{
"telemetryDest": ({
"attributes": {
"addr": "10.30.217.80",

"port": "50051",
"enc": "GPB",
"proto": "gRPC"
}
}
}
]
}
}l
{
"telemetrySubscription": {
"attributes": {
"id": "30"

}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "5000",
"tDn": "sys/tm/sensor-10"

}
}l
{
"telemetryRsDestGroupRel": {
"attributes": {
"tDn": "sys/tm/dest-20"
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NX-API ZERA L =T L A ') DERSI

BEADA Y= 2F /WX

ZOFITIX, XA sys/cdp B LW sys/ipva AERAC1.2.3.4 F— 1 50000 125 LI A b
V=277 2707y a v EERLET,

POST https://192.168.20.123/api/node/mo/sys/tm.json

Payload:
{
"telemetryEntity": {
"attributes": {
"dn": "sys/tm"
}l
"children": [{
"telemetrySensorGroup": {
"attributes": {
"id": "1io",
"rn": "sensor-10"
}, "children": [{
"telemetryRtSensorGroupRel": {
"attributes": {
"rn": "rtsensorGroupRel-[sys/tm/subs-301",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

}
oo Ao
"telemetrySensorPath": ({
"attributes": {

"path": "sys/cdp",
"rn": "path-[sys/cdpl",
"excludeFilter": "",
"filterCondition": "",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

}
oo Ao
"telemetrySensorPath": ({
"attributes": {
"path": "sys/ipv4",
"rn": "path-[sys/ipv4]",
"excludeFilter": "",
"filterCondition": "",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0"
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}]
}
b A
"telemetryDestGroup": {
"attributes": {
"id": "20",
"rn": "dest-20"
}I
"children": [{
"telemetryRtDestGroupRel": {
"attributes": {
"rn": "rtdestGroupRel-[sys/tm/subs-30]",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

}
b A
"telemetryDest": {
"attributes": {
"addr": "1.2.3.4",
"enc": "GPB",
"port": "50001",
"proto": "gRPC",
"rn": "addr-[1.2.3.4]-port-50001"

}]
}
b A
"telemetrySubscription": {
"attributes": {
"id": "30",
"rn": "subs-30"
}I
"children": [{
"telemetryRsDestGroupRel": {
"attributes": {
"rType": "mo
"rn": "rsdestGroupRel-[sys/tm/dest-20]",
"tCl": "telemetryDestGroup",
"tDn": "sys/tm/dest-20",

"
’

" "

"tType": "mo
}
}
e A
"telemetryRsSensorGroupRel": {
"attributes": {
"rType": "mo",
"rn": "rssensorGroupRel-[sys/tm/sensor-10]1",
"sampleIntvl": "5000",

"tCl": "telemetrySensorGroup",
"tDn": "sys/tm/sensor-10",
"tType": "mo

"
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BGP BHED 7 1 L2 &

/j(@“\o/]) H— f\@@ﬂfbi\ telemetrySensorPath MO @ filterCondition Eﬂlﬂfﬁ:ﬁEOVCBFP%&ﬁE
DN 7o TND X N Y H—Snb@MERENCLET, T —%1L10.30.217.80 F—F
50055 [CA R —I 7 SNET,

POST https://192.168.20.123/api/node/mo/sys/tm.json

Payload:
{
"telemetryEntity": {
"children": [{
"telemetrySensorGroup": {
"attributes": {
"id": "10"
}
"children": [{
"telemetrySensorPath": ({
"attributes": {
"excludeFiltexr": "",
"filterCondition": "eq(fmBgp.operSt, \"disabled\")",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

"telemetryDestGroup": {
"attributes": {
"id": "20"
}

"children": [{
"telemetryDest": {
"attributes": {
"addr": "10.30.217.80",

"port": "50055",
"enc": "GPB",
"proto": "gRPC"

"telemetrySubscription": {

"attributes": {
"id": "30"
}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "0O",
"tDn": "sys/tm/sensor-10"
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"telemetryRsDestGroupRel": {
"attributes": {
"tDn": "sys/tm/dest-20"

FLARYEREDI=HDPostmana LY > 3 > DFEA

Postman = L' 7 > a > DfliL, 7L A b UBBEDOHEZ Bis3 27 HFiIETHY, 1 DD~
ABR—=RTTRTOT LA R CLIKHSET Db DEFETTEET, GFHDTHFA L =T 4
Z—uHLTARD Y 7 DT 7 ANEEFE L, XA n— Re=—XZH5DETHERL THh
5. Postman T2 L7 v a & HWTCaL sy a rBFEITLET,

DME®DTL A +Y ETIL

TLARN) T r—a 0%, ROWEEEFSDME TET UL EE T,

model
| ----package [name:telemetry]
|  @name:telemetry
| ----objects
|--=--mo [name:Entity]
| @name:Entity
| @label:Telemetry System
| ——property
| @name:adminSt
@type:AdminState

----mo [name:SensorGroup]

| @name:SensorGroup

| @label:Sensor Group

| ——property

| @name:id [key]

| @type:string:Basic

|

| -—=-mo [name:SensorPath]
| @name:SensorPath
| @label:Sensor Path
| -——property
| @name:path [key]
| @type:string:Basic
| @name:filterCondition
| @type:string:Basic
| @name:excludeFilter
| @type:string:Basic
| @name:depth
| @type:RetrieveDepth

----mo [name:DestGroup]
| @name :DestGroup
| @label:Destination Group

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
| | -——property
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@name:id
@type:string:Basic

—-—-—--mo [name:Dest]
| @name:Dest
| @label:Destination
| --property
| @name:addr [key]
| @type:address:Ip
| @name:port [key]
| @type:scalar:Uintlé
| @name:proto
| @type:Protocol
| @name:enc
| @type:Encoding

----mo [name:Subscription]
| @name:Subscription
| @label:Subscription
| --property
| @name:id
| Q@type:scalar:Uint64
| -—---reldef
| | @name:SensorGroupRel
| | @to:SensorGroup
| | @cardinality:ntom
| | @label:Link to sensorGroup entry
| | --property
| @name:sampleIntvl
| @type:scalar:Uint64
|
|-—---reldef
|  @name:DestGroupRel
| @to:DestGroup
| @cardinality:ntom
| @label:Link to destGroup entry

TILFX YA 70— /NAOA[HEM

Z DOHEHREIX. Nexus3548-XL AA v F THHARERMLBERTXTOYLTF¥ AN AT — %
T AR—= I TEFEREZRELET, 27 AFR—=PIY, F70—0DEELHOEZEEE
T EDLINRNADFEETEBEEOEH N N L —E YT ¢ PR EINET,

Z OF%REIL, DME T~ TOMYRFHREART 22 L2 BMNE L TR, Ty vatT L
(Y7 =75 LA R)) £33 7 0VEFL (DMERESTZ =) OWFRnz L Tay
Va—</arhe—JIT 7 EATELLIICLET,

ZOBBEOREIZRO LB Y T,
« 7 m— NRAD AL
cEEREOZOICT m—DOfE L IREEO T 7 AR — |k

e Z—WRT O —RA DAL v FTHENRET Ny Fa<vy REETTEx3L52+52 L
(2 K DARAIFR D53
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wnFrvz k 7a— szt ]

MFDM (%, EfZiL D a v R—3 b OEHREHEE L, £~/ TFF v X MERDA >
TV AEBEL TS, FREa v a—<IBET H~V LT F ¥ A MFIBBIEET
T, ZAUE, BEREZSDME & EbIEEESNDS a7 a R —% 2 N TY, MRIBIZ XL - THeft
INHE#HE MFIBIZ X o TIE S N HMEHERICESWNT, T XTOVALTFF Y A N AT —
c2 DME 287V w2 LET,

DME (%, vy a—~</ary ha—I0MEHATE 5 LT D2H0END DT X TOIEFRERF
TAEDIERHEINET, F/o. AR MR—RAOENEZYR— T H5-DICA TV 7 b
YER. HIBR. FHREEFEINDIT-ONT, T LA MY ~O@EEIRma s Al L £,

FTLA M) Zatv AL, DMEICRESNTWA TR COT—H 23 a—<IlA M) —=3
Y7L, T a7 r—~y FLET,

TILFEXEYR L 70— /NROEREDT=6HD CLI

WIT, v LFF¥ A 71— NAO MO EHER R 2 RS 5 - 1T A S CLI %
ARLUFET,

e DME ~DIEHROT 7 AR — e FHZTHar7 1 Fal— gy avw R, 20 CLI
X, VAT AITHET DT RTD/L— MR LTI OMREZ HNC L ET,

switch (config)# multicast flow-path export
switch (config)# sh system internal dme run all dn sys/mca/config

* MFDM & DME (ZAF/ET D REM OBESMNT = v 7 2 FATT HHEMT = v 1 —O show
avwr R, ZOavwy Feffds e, FRICRBERE Y b7 v 7 TRESZTIEe<m
HTEET,
switch# show forwarding distribution internal multicast consistency-checker flow-path
SiZ;Eing flow-path DME consistency-check for VRF: default
(0.0.0.0/0, 230.0.0.1/32). Result: PASS

(10.0.0.10/32, 230.0.0.1/32). Result: PASS
(0.0.0.0/0, 232.0.0.0/8). Result: PASS

« 7=, show 2v 2 REMEH LT, ZOBEN VAT ATHRBZRS>THDENE S
EHERBLET

switch (config) # show forwarding distribution internal multicast global state
*x*x* MEFDM Flow PATH VISIBILITY INFO ***x*

Multicast flow-path info export enabled: Y
BE DME Handler: 0x11l7c3e6c
PE DME Handler: 0x117b955c

switch (config)# show forwarding distribution internal multicast fpv CC
PASS/FAIL (In case of fail, it will highlight the inconsistencies)
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D20 FRT5—ILYIT o7 TLALY

D3O RT—=ILYVIT+2xT7 TLAR)IZTDONT

NX-OS UVU—AZ93(1) LI, Y7 b7 =7 7L A b VUL, Tahoe ASIC %f# 14 % Cisco Nexus
IITIRART—=N ALy FTHR—rahxzd, 2OV IV —AT, $#F7—hZNTNBHT T
U R R = AL v FIEL, ASIC & BEITHA Sz TCP/IP —_"—%Z KR A M LET, T
Wk, ZAL v FNEDT LA RNY F—=2DOLR— b2 A TE F4, ——%
TCPAR— R 7891 ZHLET, 7VA MY 77472 MIZOR— FTH——1THH L

T, HRKIOIVBTAN—Ro =T Do ¥ F—2 RS TE£7,

JT I RA—=V YT R T TLARNIZE, MBOY 74T 7 al T AE{ER LT
D, NX-OS U U—R931LIFIZNY RLENTWDIT 7HNV DI FAT > N 7Tars T bk
HRLEZYTDFREMERHY £, 7 T4 T~ 7r 27 A%, Python2.7 LAFE, C, PHP 72
E. TCP/IP Y R— T HEEDO TV I7 IV VT SHETIERTEET, 7947~ 7y
TAE, ELWAYyE—Y 74—y NCTERTHZMERDH D 77,

NX-0S UV U—293() LIk, 75U R A7 —/L V7 ho=T 5L 4 b UHREIT NX-OS Tff
HAT&Ed, ZOMEEIZT 740 F TANT/R> TWAH T2, NX-0S89.3(1) LA A FEIT L T
LY R—FRBDOAAL v FTlE, ZOBREERHHATE £,

CloudScale V7 b x7 TLAKR) Avyvt—2DFK

CloudScale 7 L A b UIX, 7747 h&EARA v F ED TCPAP r— N~ DN R =mA T
THEVET, ZOMICTZ FA T MITCP V7 y hah LT BEELET, 7947
YhAyE—=UiF 28y MEETOO0TY, A vFiE, BEDEXOAI Y F T—2 %
G A v E—UTIRELET,

NX-0S U U—293(1) Tix, RDOAvt—Y 74—~y hRPR—FETHET, HAD
IIAT U N Tl T N ERT D56, 72747 MG T 5 A v =Y Z oI
HEPL L TWD Z L 2R L T 7E &0,

X BELET.
4754 | A= RN
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k< HELFET,
56 /34 K HER=NOT =2 Hit56* N1 b,

T =B DHK5634 K F v 7ix, ROLDOTHERENET,
24N, FDA U H—T oA AL
« 8N4 ROEE (TX) 7> bk
« 83 FDIEE (TX) /A b
*8 3 FDRAE RX) /7> b

« 831 FDXAE (RX) /A b

Guidelines and Limitations for Cloud Scale Software Telemetry

The following are the guidelines and limitations for the Cloud Scale software telemetry feature:

* For information about supported platforms for Cisco NX-OS prior to release 9.3(x), see the section
for Platform Support for Programmability Featuresin that guide. Starting with Cisco NX-OS release
9.3(x) for information about supported platforms, see the Nexus Switch Platform Matrix.

* For custom client telemetry programs, one message format is supported. Your client programs must
comply with this format.

* Beginning with Cisco NX-OS Release 10.3(1)F, software telemetry is supported on the Cisco Nexus
9800 platform switches.

TLARY IR SR

TLAR)INR SANIZTDONT

NX-0S U U —293(1) AR, BT ABERT L A N U IR &8R- hLET, 2R
TRNVEFHTDE, BEOY—ANET LA N T—F 2 —EICHICNETEET, 2D
HEEETIE, IEET DT LA N T—EDEATERETDE, T LA N UBREIZ X > THEED
RRANBEDT —ZPIESIVET, K, HRBIIERE | 2OFE SNHIT (A T
V) ITELET, ZOBKEEICEY . ROEENREIC/R D720, 7L A M) OFERARMHHRLS
ET,

» Cisco DME £ 7 /WZBI§ 2 2R < el 22 ik 2 F > TV E T,

NESNDARY FOEBEEDONRT U AZRO NG, EEO 7 = ZER L, YT A
7 )Ty a ANEEOARZ B ET,

« A v FMNELET LA MVEROEROF Yo7 ZNEL, AAEEHEEILLET,
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EFLEHETLA LY |
B 7 soz=zrg i~ roziE

RAFYUT, BT AVNDRE LA T 27 b XA TOEEDA L AZ L ATz, 7w
BEFIIAR FEWEL TRLET, N2 F-UL L, ROT VAN T —TF %Y R — b
L/i‘é—o
s Ty RE, BN, ALV A=R—=NRAW TA I RO —UERE
T U TTABRE,

T RTDA L HE—T 2 A AT E—L AT — B ADEREET=F Y L TT B H—
T A A,

ZDZ-YUE, query-condition 2 REMH L TIRSND T —Z 2V IAT T2 DIEF
BEHDOXF—T— R 74 VE Y R—FLET,

« UY—Z, CPUMHARSLAEIVMHARREDI AT L VY —AZ2E=F T T LET,

e VXLAN: VXLAN BT, VXLAN WU 4, VLAND DU V2 — BIUBGPYT 5—4 %
E¢r VXLANEVPN 2 =% U 7 LET,

T—RDEZRFRLIEFA R FDRIE

oY= TN—=T DY T AR L ST, TUA N T2 FTULTKESND T
BEEAAIVTPRED T, *JL‘/7°/I/F'35|7§ VT LAY T2 MRS D0 A
NUMPFEAELTLLEZIET VAN T—=22WET L LI TEET,

e T LA NYDOH T ARIEREaUAOMEICRE SN TWAEGEE, T VA NS
IVREIRHICERBE, A > ¥ — 7 =4 A {FEREN, BEL P vxlan 7007 — & & EHHIC
FEELET,

T NMRAE I ESINTWDEGE, B, A ¥ —7 =4 A fFHREIN. vxlan
TV TEEIREEDO EH, BLOMODIER EHIBRNRAET D ET LA S UIEA N2 Ml
%H %%1!3 [/ji—gﬂo

T2 DEEEFIIZAEA N2 MIHAICHHIA T, NRA TV T LR EE A X b
BB LA B Y 2T E £

INA SRIVEESRIE L HIFEIR

T LAY NA TAUVERRICIE, ROERFHEHNFENR S 3,
« ZORKREIE, Cisco DME 7 —# #EILDOH 2 HR— h LET,
R — N —THNOEHEDDME N A L 2—HF U T f NAEBRESET—HSH
A EFTTEEYA, T2& 7L6i\ sys/intf E v H—TxAA (interface) ] ZlE LTV
“H‘ TN—TIHERRT D2 ElETEFERA, £, sys/intf L linterface (v ¥ —T =L

] TRV — I —T %Rt 52 LI Ta £ A, ZOWRENRE LA,
NXOSi%W%ﬁTLiﬁo

* oper-speed X° counters=[detailed] 72 COa2—HP—T g N H—F—U— KL, (1r4—7=
A 2 (interface) 1 NAZKT L TCOIRYR—FILET,
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F—BEREARY FER—Y 25T o001 v 2—T 42 (20K [

« = @%ﬁgfi\ [ (depth) ]%"[74’/V§7‘—7’<ﬁ: (filter-condition) ] 7R k@ﬂﬁ@’k h— R
AFTarEtriR— L TWERA,

e T LA BMY XA FTAYLIZIE, RR TV FICET AR OFIENRH Y 97,

o RILFL/NLFRERIEN D720, /INLFOT VT 4 v 7 X show THAT D LD
% D \i‘g_(]

5] : show version IZFF 7] SV EJ, 7272 L. show version 7213 version (Il T& F
A,

CcRDOXFHEZHDHZ LITTEEEA,
* |

o ni f:&j:' '

cROHEFFEEZZODL T EILTEEE A,
* telemetry

e conf't

U

* A AE

T—R3FEEARNVLER-I 2 TTHEHDA 3 —=T A R/XR
DFERX

AH =T 2 A RANRRFTYUL, TRTDAS L H =T 2 A A BTV HERAT—HAODEF %
FT=X VT LET, ROA v HE—T 2 A XA T R—-FLET,

WP
W T B =T AR
« EH
o JL—T IRy
* VLAN
e A—hF Fr L
AL B =T 2 A ZANRATUVERR LT, EMWICT =22 R—0 7T 50, A0

ZETHZENTEET, [F—FOEEE-I1TA FOZE 48—) | 2BBLT
<TZEV,
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B 7 st xo b eRk—y 0580010 8—T 14 2 KROHH

\)
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GE) TOETNL, VP TA L E—T A, N—TF RNy

LTWRWEdH, AR —AT U bINEREA,

FIEDHE

configureterminal
telemetry

sensor-group sgrp_id

path interface
destination-group grp_id

ip addressip_addr port port
subscription sub_id

©CENSORWN A

dst-group dgrp_id

F IR D 48

FIE

snsr-group sgrp_id sample-interval interval

ATV RFEEIEFT7TII Y

B8

AT w 71 | configureterminal

1 -

switch# configure terminal
switch (config) #

a7 4Fal—varyE—FREANLET,

R Ty 72 |telemetry

1

switch(config) # telemetry
switch (config-telemetry) #

T L A N UBSREORERRE— FIZAD £,

AT 7 3 |sensor-group sgrp_id

1

switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

TLARNY F—=2 DI — T —TEAERk L%
T

2w 7 4 |path interface

1

switch (conf-tm-sensor)# path interface
switch (conf-tm-sensor) #

B =7\ EsRTFLARY

AUHE—=T oA ARR TYULERERK LT, B
a2 =T AZKH LTI ODT LA R
T I ERETELHLOICLET, TL
F. BEROA =T A ZAD I =) E 1 OIS
LET, wRIZ, 7V A MNIIET—F%IUEL, T
WVIZIRLET,
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ko novansva—7x42 K20

AU RFERETIVa Y

B8

A=V THRORETEISLT, A F—T =
A AT =2 ITEHMIC, TR E—T A AD
RHENEA T D - NTEEESNE T,

AT 75 | destination-group grp_id T LA NV N—T T = RIZAD, B
Bl I N—T B LET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

A7 76 |ipaddressip_addr port port VT2V TFarDF LA N F—2 R L
i - T, FBESNEIPT RLALR—FMIA MY —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7LET,

50004
switch (conf-tm-dest) #

R Fw 71| subscription sub_id FLARNIYTRZY T g FTE—RIAD,
i - TUVARNY T2 YT va v allkLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

R 5w 78 |snsr-group sgrp_id sample-interval interval o= IN—TEBIEOY T A7 Y S a
Bl LU, FAOH T Y IR (3B
switch (conf-tm-sub)# snsr-grp 6 sample-interval {l)# %ﬁﬁbi?O Y7y ‘/{Fﬁ?ﬁl’%&i‘ AL T
5000 DT LA N F—=FE2EMCEEGT D0, A
switch (conf-tm-sub) § B— T A AR NI LT & X CEET B

ERELET,
A7y 79 |dst-group dgrp_id PRI N—T OV T AV T a ) vy

1

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

LET, fBET Dk L —71%,
destination-group =~ > K Ca&iE L 7= #&#i i 7 /v —
T —HTHMENRDY 7,

LA HIEADA B —T AR INADER

BrlSNOEafso o v o 2 —DhzRTHEMERSINEF—V— R 74 2 2H LT, A
VE—T 2 ANRA TYLEFERRTEE T, 7 4V HF L counters=[detailed] TT,

ZOTANBEEEHTHZIEICED, A0 —T oA A RRIMHFRERT R TOA o H—
Tz AANTE—EWEL, WRLILT =2 %27 (VAL Thb, W EZE NS
LET, 74N 2EFATvarThy, LRSS, ErfEl v 2 —28507 XTON
BN B —T oA A NRACFREINET,

N

GE)

7 4V Z OfERIE, BESRIZIE show interface mgmtO countersdetailed & L L TV E 97,
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FIRDEE

F IR D FH

FIE

configure terminal
telemetry
sensor-group sgrp_id

destination-group grp_id
ip addressip_addr port port
subscription sub_id

©ENDGOHAWN

dst-group dgrp_id

EFLEHETLA Y |

path interface query-condition counter s=[detailed]

snsr-group sgrp_id sample-interval interval

ARV RFERETIVa Y

E:)

&

configureterminal

1

switch# configure terminal
switch (config) #

a7 4 Fal—arE—REANLET,

ATvT2

telemetry
fi

switch(config)# telemetry
switch (config-telemetry) #

T LA N UBREORE T — FICAD £,

ATvT3

sensor-group sgrp_id

1

switch(config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

FLARN) F—2pv o Y— IA—TE2ER L E
K

ATV

path interface query-condition counter s=[detailed]

1 -

switch (conf-tm-sensor)# path interface
query-condition counters=[detailed]
switch (conf-tm-sensor) #

A B =T 2 A NRNR TV ERR L, TNTO
A B =T 2 A ZAIPHDOEaLANDI T S —DF
MR LET,

ATy Th

destination-group grp_id
fi

switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

T LA NV N—T T E— NIZAY | e
T T N—T L ET,
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AT REEE7IVa Y BHY
A 76 |ipaddressip_addr port port YT A7) TS arDFLARN) F—HEHERL
{5 T, HBEENTIPT FLARAER—RMIARI—3
7LET,

switch (conf-tm-dest)# ip address 1.2.3.4 port
50004
switch (conf-tm-dest) #

A 717 |subscription sub_id FLARNY S TRZ YT g H7E—RIZAD,
i - TVAL) Y TRV T g MR LET,

switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

R 78 |snsr-group sgrp_id sample-interval interval o= I N—TERBIEOY T A7 Y S a Y
- YILT, FAOY T Y ORI (3B
switch (conf-tm-sub)# snsr-grp 6 sample-interval {i)ﬁ %Eﬁﬁgbi?} Y7 \/?:Fﬁ?[gl%{i‘ AL T
5000 MNT L ARNY ’f—&%ﬁ%ﬁﬁ’ﬂil 9é1§¢%)z3\ A
switch (conf-tm-sub) # B—T oA AAXY EPRELILE ZITHEET D)

ERELET,

AT 79| dst-group dgrp_id Bt le S N—T 2 OV TR Y T gl vy

i - LET, BET 28k 7 —71,

itch (conf-tm-sub) # dst-grp 33 destination-group =~ > N CRUE L7 Higese 7 /b —
SW1TC conr—-tm-su - ) N N
switch (conf-tm-sub) # 7k gﬁzﬁéﬂ‘gﬁ‘% ) i'@ﬂo

FEEEDA A —T T4 R INADIER

BEINTEZEEEREDA VX —T 2 A ADH T U X BRTERBFALADF—U— K 7 )V H &l
HLT, £ v X —T A AR FYLEFERKLTE i‘é”o 7/(/1/5fioper—speed:[] '(“jﬁo RD
FEHE NV R — F I TV E T auto,. 10M, 100M, 1G. 10G, 40G. 200G. I X T400G,

TOTANEEFHATAHLICEY, A F—T 2 —ARR IR EINTHEEDA L H—T = —
ADT VAN T—HENEL, FOBEEZEMEELET, 74 AMXIEIA T a T
T, HHLRWES, BIEEEICERRL, T3 CDOAS v H—T =2 ZADH T U ENFREN
ij_o

TANZL, BEROEELZa L <~RKYDVDY AR E L TRITANDZENTEET, &2
X, oper-speed=[1G, 10G] I, 1?5J:U§‘10Gbps TEMET AA L X —T A ADH T X &S
LET, RUIDLFE LTZEAZMBEHLRZNTSEE0,

)

GE) A B —TaARBATHTA L HZ—T A A, A—TF "y 7 BIOVLAN ([ZITEEHE
TaNRT A PR, TANZIIINEDA L E—T oA A XA TV R—FLERA,

=FLEHETFLA Y )
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FIRDEE

F IR D FH

FIE

configure terminal
telemetry

destination-group grp_id
ip addressip_addr port port
subscription sub_id

©ENDGOHAWN

dst-group dgrp_id

EFLEHETLA Y |

snsr-group sgrp_id sample-interval interval
path interface query-condition oper-speed=[speed]

snsr-group sgrp_id sample-interval interval

ARV RFERETIVa Y

E:)

25w 71 | configureter minal LT 4 F¥al—vay B REASLETF
fl
switch# configure terminal
switch (config) #

ATy 72 |telemetry T LA N YREORRE — FICAY £7,
i -
switch(config)# telemetry
switch (config-telemetry) #

25w 73 |snsr-group sgrp_id sample-interval interval o= I N—TEBHEOY T A Y S a
i - VI LT, TEOY T 7R (R U BH
switch (conf-tm-sub)# snsr-grp 6 sample-interval ﬁ%{A%EE%EElJE£?f° %}%1?7U >/%iﬁspﬁ&i‘ AL YT
5000 MT VAN F—=2 2 EHIINIEET D0, A~
switch (conf-tm-sub) # B—T A AR B RRAE LT b XSRS 0

ERELET,

25 v 7 4 | path interface query-condition oper-speed=[speed] | f > & —7 = f 2 SR TAAEBEL, HESH

i - T2 (Z OB TIE 1 Gbps & 40 Gbps D &) & RAT L
N . N N . AN

switch (conf-tm-sensor)# path interface Tb\é/f < 7 I/]) A %0)7“7 ]7 < %%K L
query-condition oper-speed=[1G,40G] gi?ro
switch (conf-tm-sensor) #

AT 75 | destination-group grp_id T LA NV N —T YT E— RIZAD | #f

1

switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

T N—T L ET,

B =7\ EsRTFLARY
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U DI T T ey T |

AU RFERETIVa Y

B8

A7 76 |ipaddressip_addr port port PT2R7YFarDFLARNY) F—X AR L
i - T, IBESNEIPT FLALR—=FIA Y —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 LET,

50004
switch (conf-tm-dest) #

A5 77 |subscription sub_id TLANY Y TR ) FrarHTE—RIZAY,
i - TVARNY $TR7 YT g ek LET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

R 78 |snsr-group sgrp_id sample-interval interval o= I N—TERBIEOY T A7 Y S a Y
- Y7 LT, F=20% 7Y s (L) RE
switch (conf-tm-sub)# snsr-grp 6 sample-interval {i)ﬁ %gﬁﬁgbi?—‘) Y7 \/?:Fﬁ?[gl%{i‘ AL T
5000 MWTVARNY FT—4& %ﬁ%@ﬁ"]iléﬁﬁ‘é . A
switch (conf-tm-sub) ¢ B—T xR AR R LT X ICEET B

ERELET,
AT 79 |dst-group dgrp_id B SN —T 2 Z DY T A7 )T gty v

1 -

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LEd, fET 28R v — 713,
destination-group =~ > R TR iE L= Hfe o 71—
TE—HTOINERHY T,

BEODIIT)IZEDAUE—T 4R INADER

ABE—=T 2 A ANATUVDORILT =) FFICH L TEBRO 7 4 VX BERTExET, £
DY, HERT AL DT V21T AND THS S ET,

7TV FMOKT 4 ZE, ar~EHEHALTXEY £9, query-condition (21X, EE DD
TANBZEBETEETN, BINTIET7 4 NVENRZNNEE, BROERPKOND Z LITHEER

FIEDEE

path interface query-condition counter s=[detailed],oper-speed=[1G,40G]

LTLIEENY,

1. configureterminal

2. telemetry

3. sensor-group sgrp_id

4,

5. destination-group grp_id

6. ip addressip_addr port port

7. subscription sub_id

8. snsr-group sgrp_id sample-interval interval
9. dst-group dgrp _id

=FLEHETFLA Y )



B szu0rtvicss108—7242 K208R”

EFLEHETLA Y |

FE D

FE
AU RFERET7TIV3 Y B#

Z 5w 1 | configure terminal Ay 74X al—yaryE—FEANLET,

1 -
switch# configure terminal
switch (config) #

R T v 72 |telemetry T LA N UBREORKE — FIZAD £9,
fi
switch(config)# telemetry
switch (config-telemetry) #

AT 73| sensor-group sgrp_id TLANY F—=FDerP— T A—TEEk L%
f EE
switch (config-telemetry) # sensor-group 6
switch (conf-tm-sensor) #

R 7 7 4 | path interface query-condition FL 7> CEHEOXFEMELET, 20T
counter s=[detailed],oper-speed=[1G,40G] . 7=V IEROB S EFETLET,

- « 1Gbps TEIFENTNAHAL L X —T = A A TH

switch (conf-tm-sensor) # path interface = u%@ﬁ NS “‘é’”ﬂ% LT L/Si—g—o

query-condition

counters=[detailed] ,oper-speed=[1G, 40G] e 40 Gbps 'C?éﬁézhfb\é% \/&_A7 I/f 2T

switch (conf-tm-sensor) # . N
EalAon o o2 —2 I EEL TRLET,

R 7w 75 | destination-group grp_id TLANIEEREI V-7 T E— RIZAD, Bk
Bl S N—T EHR LET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

A7 76 |ipaddressip_addr port port PT2R7YFarDF VAN F—2 AR L
i - T, BESNZIPT RLAER—=FMIA MY —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 L/Si?ro
50004
switch (conf-tm-dest) #

Ry 77 |subscription sub_id TLARNIYTRIY T g P TE—RIAY,
i - TVARNY) T2 YT g ek LEd,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

25w 78 |snsr-group sgrp_id sample-interval interval oY= I N—TEBEOY T AT Y T a Nl

1

B =7\ EsRTFLARY

VLT, T—2OY Ty M () BE



| EFLEHRFLA Y

F—8E kA Ry b ER—) V7 s ooBrE2omHE [

ARV RFERFTIVaY =)

5000

switch (conf-tm-sub) #

switch (conf-tm-sub)# snsr-grp 6 sample-interval ff) %B&%ﬁél/jiﬁ‘ i*:/:f/Ji/ffFﬁB% I, ;K/f,/f%

NT LA RNY FT—%E2EWHINEET D0,
B—=T A AR NINFAELTZ L & \_ﬂmﬁ'%ﬁfﬂ
EPRELET,

AT v 79 |dst-group dgrp_id Bt le SN —T 2 DY T2 ) g vy

1 -

switch(conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LET, fEET D86k 7 V— 713,
destination-group =~ > K Ca&iE L 7= #&#i st 7/ /v —
Te—HTHMERDY T,

T8 FLRAAY b ER—Y 2 TT 21-ODEHE/SRDER

BEENA VL, 77 o BE, ER, A=Y A== AHF FA D= FRED
VXY —UIEREE=F VT LET, TUA N TFEEMINCR -V T D0 AR
FARELILLZICT =2 2RUGT 2 & O ICBRE AR TE £, FFlcO VTR, 77—
FOEIEETNIA R bOZE A8 ~—=2) ZZMLTIEEN,

EHIR R = T FEIFA R MZESWTI AT A U Y — R EREZIRT IO V—2R
NRABBRECTEET, ZORAITANEZY) T HBYPER—FLTWWER A,

FIEDHE
1. configureterminal
2. telemetry
3. sensor-group sgrp_id
4. path environment
5. destination-group grp_id
6. ipaddressip_addr port port
7. subscription sub_id
8. snsr-group sgrp_id sample-interval interval
9. dst-group dgrp_id
FIED FHH
FIE
OV RFERETIV3 Y B#Y
25w 71| configureterminal a7 4F¥alb—varyE—RFEANLET,
1 -
switch# configure terminal
switch (config) #

=FLEHETFLA Y )



B 7 szt xvre5f—U T s 0B ROBH

EFLEHETLA Y |

ARV RFERETIVa Y

B8

2T v 72 |telemetry T U A N UBREOMKE— FIZAD 7,
1 -
switch(config) # telemetry
switch (config-telemetry) #

ATy 73 |sensor-group sgrp_id TLANY F—EDe P — T A—TEER L%
fi EE
switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

A7 v 74| path environment WO % DBSAT V=7 DT LA B F— 4
Bl - TSI ETED LD ICT HBRE A T~ V&

. . W LES, 7L #EOT—Z A% 1250
switch (conf-tm-sensor)# path environment .
switch (conf-tm-sensor) # Hjjjéiﬁﬁé§1,§iiro
T ARERBIG U T, BET —2I1IAR—V 7
fRIZHEDSWTA N —I U T ENDH0, A2 b3
AL ZITEEFEINET,

AT 75 | destination-group grp_id TV ANV NV—T T E— RIZAD, Bk
Bl 56U T R LT
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

A7 76 |ipaddressip_addr port port PT2R7 YT arDF LAY F—2 AR L
i - T, BESNZIPT RLAER—=FMIA M) —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 iji?fo
50004
switch (conf-tm-dest) #

ATy 77 |subscription sub_id TLARNIBTRIY T a P TE—RIAD,
B - TVARNY BTRI DT a 2R LET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

25w 78 |snsr-group sgrp_id sample-interval interval oY= I N—TEBEOY T AT Y T a
- Y7 LT, F=20% 7Y o rHME (2 RE
switch (conf-tm-sub)# snsr-grp 6 sample-interval hLl %?ﬁﬁiﬂb%‘:@‘o ‘H‘i7 Y ‘/?FE?BF%&:]:‘ 7\/:; v T
5000 DT LAY F—F 2@ NEET 20, BREEA
switch (conf-tm-sub) ¢ Ry R LTk X ISR T B R E LT,

AT 79| dst-group dgrp_id B I N—T 2 DY T A7 ) TS a sy v

1

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

LEd, fEET 28k —713,
destination-group =1~ > K CRE L= 8k 7 n—
TE—HTLIMERHY T,

B =7\ EsRTFLARY
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AR M EERTF—2ER—Y 25T 500y v—2 izotE [

ARV EREFT—2ER= 27T 56DV —R INADIERK

UV —Z AL, CPUFHAERCAETIVFEARREOTVAT LAY =R =Y T LET,
ZONRAERFEHR LT, TV AN T—XEEHICIET 20, A0 PRRAE LT E &1L

FIRDEE

F IR D FH

FIE

ETEET,

[F =2 OFEENIA X FOZF A8 —) | B TLIEE,

TDONRRFTANEZ Y T R—FLTWERA,

configure terminal
telemetry

sensor-group sgrp_id

path resources
destination-group grp_id

ip addressip_addr port port
subscription sub_id

©ONDAA®WN=

dst-group dgrp_id

snsr-group sgrp_id sample-interval interval

ARV RFERETIVa Y

=)

&

configureterminal

1

switch# configure terminal
switch (config) #

a7 4 Xal—varE—FEANLET,

ATvT2

telemetry
1 -

switch(config)# telemetry
switch (config-telemetry) #

T L A N UBREOREE— FICAD £,

ATvT3

sensor-group sgrp_id

1

switch(config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

FLARN) F—FDE Y — FTA—TEER L F
K

ATvT4

path resources

1 -

switch (conf-tm-sensor)# path resources
switch (conf-tm-sensor) #

BEOWE 2 DV AT LY ) —=ADT LAY F—
B hTRVTEFETEDEITTHY V=2 (2
SAOLERER LET, ToULE. BT —2 A
1 OOHNICHE LET,

P TARBBIG T, VY —AT =X IR —1
THRICHE SN TR N = v 7 &Nd0, VAT

=FLEHETFLA Y )



B~ rEREF—sER—) DT B0 VXLAN SR O

EFLEHETLA Y |

ARV RFERETIVa Y

B8

L AEYN INotOK] ICEHIN- L ZITHEESH
£7,

AT 75 | destination-group grp_id TUA N V=TT E— RICAD P
Bl - T N—T L £T,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

A7 76 |ipaddressip_addr port port PTR7 YT arDTF VAN F—2 R L
i - T, BEESNTIPT RLRAER—RMIA RN —3I
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 LET,

50004
switch (conf-tm-dest) #

R 77 |subscription sub_id FLARNIYTRZY T g0 HTE—RIAD,
i - TUVARNY T2 YT a v alkLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

R 5w 7 8 |snsr-group sgrp_id sample-interval interval oY= I N—TEBHIEOY T A Y S a
Bl Ly LT, FA OV T Y VR (3B
switch (conf-tm-sub)# snsr-grp 6 sample-interval ﬁ%EA%E%%ﬁgL/jier Y7y >/f7ﬁ?w%hi‘ AL T
5000 DT LAY F—=F 2@ R ET o0, VY —
switch (conf-tm-sub) 4 A AR MR LT & FICEET B R E L E

—g—O
AT 79 |dst-group dgrp_id Bl SN —T DY TR Y T a ) vy

1

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

LET, fHET DL LV —7 1%,
destination-group =~ > K Ca&7E L 7= 8 i 7 /v —
TE—HTOIMNERDHY T,

ARV NEEEFET—2%FKR—1) 2093 5160 VXLAN /XX DIERL

FIRDEE

vxlan /XA 7 ~Li%, VXLAN 7, VXLAN 7V % —, VLAN B 7 —,

BGP v'7 5 —

R E, AA v TFOREIEIE LAN EVPN IR T 2 M ARt L £ 3, 20X TV AR

LT, BHMIZ, FRIFARXCIRRALZEXICT LA N ERAZINETE £97,
(48 X—) | BZBL TSN,

DOFEE - 1TA X bDZ(F

[ —

TONRRFTANEZ Y T Y R—FLTWEREA,

1. configureterminal
2. telemetry
3. sensor-group sgrp_id

B =7\ EsRTFLARY
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ARy M EEET—8 ER— 25T 500 AN <ot [

4. vxlan environment
5. destination-group grp_id
6. ipaddressip_addr port port
7. subscription sub_id
8. snsr-group sgrp_id sample-interval interval
9. dst-group dgrp_id
Flgn
FIE
ARV RFERETI a3 Y B#J
25 71| configureterminal a7 4 F¥al—varyE—ReANLET,

1 -

switch# configure terminal
switch (config) #

ATy J2 | telemetry T LA b UBRROME— FIZAD £7,
1 -
switch(config)# telemetry
switch (config-telemetry) #
R T 73| sensor-group sgrp_id TLANY F=2DRrY— TA—TEER L&
i kK
switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #
R T 7 4 | vxlan environment BEDOE %2 D VXLAN A7 Y= 7 hOT LA K
i - T B ETYUTERTE D L D12 5 vxlan /84
| o . SRV ERR LET, ToUME, RO — 2 AN
switch (conf-tm-sensor) # vxlan environment . N . .
switch (conf-tm-sensor) # %_’ 1 ’30)&73 ﬁ:ﬁ/ﬁ\ Liﬁ‘o ‘H_:/7 /I/F'Ellﬂﬁl’?ﬂ&:ﬁ; C
T, VXLAN 7 —Z IR =V » 7RI ESN TR
M) =X T ENDD, ANV IRREELTEEIZ
EEINET,
AT 75 | destination-group grp_id TULA M) V-7 T — RICAY | Bkt
Bl RIN—TF B LET
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #
A7 76 |ipaddressip_addr port port PTA7 VT arOT VAN F—H KL

1

switch (conf-tm-dest)# ip address 1.2.3.4 port

50004
switch (conf-tm-dest) #

T, EBEESNFEIPT RLRAER—FIAR)—I
7 LET,

=FLEHETFLA Y )



B <xs5~ummzrn

EFLEHETLA Y |

ARV RFERETIVa Y

B8

R T w 71| subscription sub_id FLARNI Y TRZ YT g TE—RICAD,
i - TLARNY FTR7 YT gzt LET,
switch (conf-tm-dest) # subscription 33
switch (conf-tm-sub) #

R 5w 7 8 |snsr-group sgrp_id sample-interval interval oY= N—TEBHEOY T A7) T g i)Y
- Y7 LT, F=20% 7Y U (2R
switch (conf-tm-sub)# snsr-grp 6 sample-interval {il %EQEL%‘?‘O Yo7 V‘ﬁligﬁfsr‘%{i‘ AL T
5000 DT LA N F—2ZEMIICEET 575, VXLAN
switch (conf-tm-sub) # AR IRBE L EXICEEFETINERELE

j‘o
R T 79| dst-group dgrp_id B SN —T e DY TR ) Fa ) s

1 -

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LE9, fRET 280E 7 L — 713,

destination-group =~ > KTk iE L 7= #&#i st 7/ /v —
TE—HTHMERDY T,

INA SNV B ZHERR

WOTH, NA T PHERSNTND Z 2R L, FATHh0T LA MU EZFR L TE

FIEOHE

F IR D8

FIE

DIEZHERTE £,

1. show running-config-telemetry

ARV KRFERERETYVa Y

=)

ATy T

show running-config-telemetry

i
switch (conf-tm-sensor)# show running-config
telemetry

!Command: show running-config telemetry
'Running configuration last done at: Mon Jun 10
08:10:17 2019

!Time: Mon Jun 10 08:10:17 2019

version 9.3(1) Bios:version
feature telemetry

telemetry
destination-profile

B =7\ EsRTFLARY

TUA N OBIEDOFITRER AR R LET,
ZOFITIEH, BrY— I A—T7 4%, 1 BLT10
Gbps TEITSNTNDA U H—T = AMB Bl
DTy 2 —FINET D LIRS TV E
T, B — N —761%, 1 & 40 Gbps TEITE
NTWEHAL LB =T A AMBTXTOH T H—
ZIET D L OIS L TWET,



| EFLEHRFLA Y
K2 sAuEgoRT |

ARV RFEREET7TOVa Y B#Y
use-nodeid tester
sensor-group 4
path interface query-condition
and (counters=[detailed], oper-speed=[1G,10G])
sensor-group 6
path interface query-condition
oper-speed=[1G, 40G]
subscription 6
snsr-grp 6 sample-interval 6000
nxosv2 (conf-tm-sensor) #

INR SRIVFHRDRT

IR FRNJLFRRATVK

show telemetry usability =~ > R+ 5L, 72U ZHIT LI L TR TR ED

i x DNRAZRRTEET,

avwo kR ECONLES

show telemetry usability {all | environment | FTRTO/NZAFGYLDT_TDOTF LA Y R

interface | resources| vxlan} A, FERIFRBESINZRA TLOFTRTO
TULARNY NR, Fl, HOIE, K8ARN
EWI 2R — Y v 7 E 1A R MW
TTLRARNY F=2ERETDNE D DDPR
SHET,
A B—=T A ANRRT)UZIE, &RELT
F—U—R 74 VB ETT ) EELEE
IET,

show running-config telemetry F LA B Y ERIR SN S AR FTHERL,

av Yy Rl

\}

(GE)  showtelemetryusabilityall =~ Rix, ZOtE7 v a  NORENTWAEIA Da~y RETR
TEFE LD TY,

show telemetry usability environment =~ > KOHZ RIZR L Ed,

switch# show telemetry usability environment

1) label name : environment
path name : sys/ch
query type : poll

query condition :

rsp-subtres=ful léquery-tarcet=suotresttarget-suotree—class=egptPsuSlot, eqotEFtSlot, eqotSuaCSlot, egotPsu, eqptht, eqotSensor, egotICSlot

=FLEHETFLA Y )
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2) label name

path_name
query_type

query condition

EFLEHETLA LY |

environment

sw1tch#

show telemetry usability interface =~ > KOH I ERITR L 7,

switch# show telemetry usability interface

1) label name

path_name
query type

query condition

qery-tarp=dldentaery-taost- ﬁltﬂ%qﬂlﬂgslfam&, P

2) label name

path_name
query type

query condition

interface

sys/intf
poll

interface

sys/mgmt-[mgmt0]
poll

qeyﬂﬂgsshxaqu&agtﬁﬂeﬁﬂ@mﬂ@ﬂfahﬁh1p9&qﬁdhgﬁmﬂ&qﬁuh@3d&sﬂmﬂma&agHmﬂﬂnmUﬁDLHmﬂﬂmnnmﬁﬂﬁi

3) label name

path_name
query type
query condition

interface

sys/intf
event

ethpmEncRtdIf.operSt, "down") ), and (updated (ethpmEncRtdIf.operSt), eq(ethpmEncRtdIf.operSt, "up"))))

4) label name

path_name
query type
query condition

interface

sys/mgmt-[mgmt0]
event

qm@mmﬂyw&mu@amo ,qestE() oG prbted (it TE. e eyt T qrars, "thil ) ool pebted (gt T . qeerSy) e (b TE. g, 1))

switch#

show telemetry usability resources =2~ > K DH & KIZR L E9,

switch# show telemetry usability resources

1) label name

path name
query type
query condition

2) label name
path name

query type
query condition

3) label name

path name

B =7\ EsRTFLARY

resources

sys/proc

poll
rsp-subtree=full&rsp-foreign-subtree=ephemeral

resources

sys/procsys
poll

resources

sys/procsys/sysmem
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A T4
*M T4 T

query-target-filter=and (updated (procSysMem.memstatus)

query_type
query condition

switch#

21747 7—5Ex 2 ||

: event

,ne (procSysMem.memstatus, "OK") )

show telemetry usability vxlan =2~ > ROB &2 KRITR L E9,

switch# show telemetry usability vxlan

1) label name : vxlan

path name : sys/bd

query_ type : poll

query condition : query-target=subtree&target-subtree-class=12VlanStats
2) label name : vxlan

path name : sys/eps

query_ type : poll

query condition : rsp-subtree=full&rsp-foreign-subtree=ephemeral
3) label name : vxlan

path name : sys/eps

query_ type : event

query condition : query-target=subtree&target-subtree-class=nvoDyPeer
4) label name : vxlan

path name : sys/bgp

query_ type : event

query condition : query-target=subtree&query-target-filter=or (deleted(),created())
5) label name : vxlan

path name : sys/bgp

query_ type : event

query condition

q1Iytmgi%ﬂirz&&m;tfdtme%ifs{gibnb}Rzrkgieaﬂfb}Dm@fkqiézﬂﬁhxyb}@zﬂ%drﬂBkgipzﬂi?b}QzﬂtﬁhﬂybqipzAKhi

switch#

..o

— 33

9L1|=|7|:/\Z‘~ 2L\ T

NX-OS7T L A NUIE, FFEDA > T T AT I F v EI2dT —F_X—RIZRE S NN =2 —
FINTF—=EEETLTHIAAT AT T—F V=AY R—FLET, RDOVIZ, R T+«
T F= RETREHEATSE, ar A=k b ERIET V= a 27 v 7 LT, B
BHMERET VAN AN —AICHATEET, AT 47 T—F EEFETLONRR T 7
TANTZ I FXITBI WD, ZOMRRITERHMEZ L, X470 7 77V r—va ik
NX-OS 7L A kU J:xa“aﬁ'cé“iﬂ”o

11:175/\Z

=FLEHETFLA Y )



EFLEHETLA Y |
B A7 77 SR ERRACRA R —I T ERBTLA Y T—4

RAT 4T T=HEEIXANREERNT DL, FFEOE P — NRTREL T, BV FLE

TLARN) T—2EZETEET, ZOBAEIZNX-SDK L HEEL T, RONRXZANLDT L A
) S—4%DAN)—I TP R—FLET,

s IPL—FDT LA RN FT—HEFEEFET D RIB/VA,
cHMBLIUEHBMAC = FUDT LA MY F—2Z2%[ET5H MAC /LA,

«IPv4 L IPV6 BEEDT L A R U F— & 2459 D BEERR S A,

BT 2T TFarBERTH L.

BIR LN ZDOTRTOT LA N F—EZREHEE LT
ZEFICA NI —I 7 ENET, EEEOH, A X MBEHMOAPZEEICA N —I 7
INET,

FAT AT FT—=HEETLRNADA N = NE, kO a—F 4 7 ZA TP R— |
LET:

* Google Protobuf (GPB)
« JavaScript Object Notation (JSON)
« 22737 | Google Protobuf (= 2737 | GPB)
2T 4T T—FEERNARIZA M) =0T ENETLARY
— 9

> —

WDFRIL, K —ARAZONWT, T T A7 U TV a URNEINCERENTZLE (R—2 T4
V) AR NBHANEE LI EEXICA NI I T ERAERE TR L TWET,

B =7\ EsRTFLARY



| EFTLEBHETFLALY

FAT4T FoARERARAIR kY —3v55neT LAY 7—4 |

Path Type HBIRH1)T30 R—R5 (4R FEH (Event
4> Notifications)
RIB ATON— FDEE

=FLEHETFLA Y )



B A7 77 SR ERRACRA R —I T ERBTLA Y T—4

ETLEHETLA LY |

Path Type

H$ITRY YT R—X3F
12

AR @ (Event
Notifications)

A X hOER, BE BE
OHIBRIZEET 5 A X Ml
ZIEELET, KROfEIL. RIB
RADT VA M) EZAHLTT
JAR—FENFET

c XJANFBY T N—T 4
AL E

cFRITARNKYTDT
NS

« X7 ARy T DR
BAVHE—T A A

e X T ANKYTD

VRF 4

« X7 ARy T D
HE

« XT AN Ry TS OE
S

e X T AN IR YT DR
FU w2
cFTANKRYTDH
y

XTI ANKyTDOR
7 A b i

« X T ANKYTD b
VeV TlEs
c XTI ANKYTDh
PAYIZ % v

cFITARKYT HA
TDTTTDEy b
L ®O0R

LAV 3IDOAN—T 4T
THH A MREET D
«/L'— ~® VRF 4

— KTV T 4w

B =7\ EsRTFLARY



| EFLEHRFLA Y
AT 4T FaAERARAIR =20 snsF LAY F—5 |

Path Type HBIRH1)T30 R—R5 (4R FEH (Event
4> Notifications)
AT KL A

e — DA E

JL— DT A B
Ry 7T

o 4 X OFEE
s X I AN KT

MAC BB L O A F v 7 MAC | A X FoEhn, BB Lo
T FUIIZX L TDME 25 |BIBRICBET A1 X hdina
GETALL & FEITL £, EELET, ROEIR. MAC

INADT VAR EZ@EBUTT
JAR—FINET :

« MAC 7 L2 (MAC
address)

*MACT RLA ZAF
* VLAN%E 5
e AU H—T A AL
AN P

A Ry MEFITIE,

N EFALF Iy s = b Y

DGR IR—F SN THE
—a—O

=FLEHETFLA Y )



ETLEBHETFLA LY |
B sssacsnss

Path Type IR Y T3 R—X5 |4 R B (Event
A4 Notifications)

B 12 IPv4 33 X OVIPv6 BERERAGR (7 | A v R ooiB N, B L Ot
Vrytrv—) EEELE HIBRIZES 454 X M@
7, EELET, ROMER, B

BfR (7Vv kLI —) /32
DOTFTLVARN)EHBELTZ I A
A—hZNET:

«IP7 KL A

*MACT FL- A
AP =T A A
cWBERA B —T = A A
* VRF 4
YT F LA

s BREORE T

o BREERMR (T VvV
=) DT KL A 773
1

< BEREBALR T vk r
=) DARY N HAT

SR OV TIE, Github https://github.com/CiscoDevNet/nx-telemetry-proto % 2 L T < 7280,

N =
EEBRIELHINEIE
FAT 4T T —F FEETL SNAREICIL., ROFEEFHLHINFEERNH D 97,
*RIB, MAC, BXUBHEMEZR (TVxv vy —) ORAT 4 T FT—ZEETLAANLD A

M) = T O%E, Brh— 32 a7 ¢ OFHIL. depth, query-conditiond 5\
X, filter-condition7e & DA A ¥ LHEHELZ V7 R— F LEH A,

W—T A VT BEBDRAT 4T T—REET/NADERK

URIBIZEENDTRTONL— MIBETHEREEET 2NV —T 4 V THERORAT 4 7 T —
HIEETANAZHER CE £, BT DL, REMITTXTOL— MEREXELE T, ~—
2G5 D%, A v FNYPR— T HV—F 427 Fr b aLon— FERFEIREECS
WCHEHMAEFE SNET, RIBEMTERFEINDGT —XIZOWTIEL, R T 47 T —FEET
NAFNZA NI =T ENBT LA R) T—% (663—) L TIEIN,

B =7\ EsRTFLARY


https://github.com/CiscoDevNet/nx-telemetry-proto

| EFLEHRFLA Y

1R BHHIIZ

T LA NUBREZ B L T WA,

N—T 4 VIR A T 4 T F—atER 2o ]

ZZTHMICLET (featuretelemetry) .

FIEDHE
1. configureterminal
2. telemetry
3. sensor-group sgrp_id
4. data-source native
5. path rib
6. destination-group grp_id
7 ip addressip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB |
GPB-compact }
8. subscription sub_id
9. snsr-group sgrp_id sample-interval interval
10. dst-group dgrp_id

FIED %

FIE
AV RERETI3 Y EL:Y

25y 71 | configureterminal YT 4F¥al—var T FEAHLET
1 -
switch# configure terminal
switch (config) #

RTwvT2 |telemetry T LA N UBREOMRE — FICAD £7,

i -
switch (config) # telemetry
switch (config-telemetry) #

RFw 73 |sensor-group sgrp_id oY — IN—FEERLET,
i -
switch (conf-tm-sub) # sensor-grp 6
switch (conf-tm-sub) #

RT7w 4 |data-sourcenative FEDETNRT — A X—AZNFELEETIT, A
B - TAT TTV = ayPNA RN —LN T —F &l
switch (conf-tm-sensor)# data-source native HTEs L5, TSR EERAT A TRGE
switch (conf-tm-sensor) # Liﬁ—o

RATwv 75 |pathrib N—brEN—FT 7T —MEREA R —I
i - 7% RIB 7R AZMERL L £7,

=FLEHETFLA Y )



B vactmora7 17 F—sERROBR

EFLEHETLA Y |

ARV FFEREETIVa Yy

S

nxosv2 (conf-tm-sensor) # path rib
nxosv2 (conf-tm-sensor) #

A7 76 |destination-group grp_id TULA NI B N—T T E— RICAD | B
Bl - Wise s —T B LE T
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #
XFw 77 |ipaddressip_addr portportprotocol { HTTP | gRPC |47 227 VU FL a o dDF L A N F—F % BT
} encoding { JSON | GPB | GPB-compact } NPT RLRAER—FMIA N —I 743
- Lok L, 7% XA b —LaDFm fhail
switch (conf-tm-dest) # ip address 192.0.2.11 port] jLL/:Ib—]s%EgQiE[’Eiﬁfo
50001 protocol http encoding json
switch (conf-tm-dest) #
11
switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #
1 -
switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #
AT 78 |subscription sub_id TFTLARNY YT ZR7 Y FvarPTE—RICAD,
B - TUVARN) HTR7 Y TFva el LET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #
RATwv 79 |snsr-group sgrp_id sample-interval interval L — IN—TEBEOY T A7 ) T a T
i - V7 LT, T—20% 7Y I (VP
AN U N © N P~ =X RS
switch (conf-tm-sub) # snsr-grp 6 sample-interval hf{A%EHXXEIJE%:fO %%Vii7 % «/5<ﬁﬂﬁmfi\ AT
5000 MT VAN F—=22EHRINTEHET D0, A~
switch (conf-tm-sub) § B—T g A AR RNFE LT & X ICEIET S
MEPRELET,
A7 710 |dst-group dgrp_id BRI /N —T B DY T AT Y T gt vy

&1

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

LEd, fBET 2807 v —7 13,
destination-group =~ > KT E L 7= 7 v —
T —HTAHNENRDHY ET,

MAC [BERD R A T4 T T— 2 EET/NADIERL

MAC 7—7 NV DOFTXTOxY hVIZETEHREEET D MACTERORA T4 7 7 —HF 1%
EIE N AR TE F9, BT DL, BEEITT X TOMACHEREZEE LT, KEHED
. MACT RLADiBI, THr, B ELOHIBRBIEOBEMMAERE S ET, MACHEI TEF X

B =7\ EsRTFLARY



| EFLEHRFLA Y

MAC 5D+ 1 7« 7 F—2Em 20 [

NDET—=HIZOWTUL, ’AT A7 T—HEEILNNAFA N =7 EN5T VAR
T—4 (66 X—) HEHRLTIZI,

\}

CE)  EHETITHIERA ~ bOBE, MACEANT, 1P BEEMRZF> MAC 7 R L AIZX LTO

HEfFESNET,

1R BRI
T LA M UBBEER AN L COARWEAIE., 22 TAMCLET (featuretelemetry) .

FIRDOHE
1. configureterminal
2. telemetry
3. Sensor-group sgrp_id
4, data-source native
5. path mac
6. destination-group grp_id
7 ip addressip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB |
GPB-compact }
8. subscription sub_id
9. snsr-group sgrp_id sample-interval interval
10. dst-group dgrp_id
F gD FH
FIg
aARVEFEREFT7IVa Y B#
ZFwF1 |configureterminal ar74¥al—yaryE—REANLET,
1
switch# configure terminal
switch (config) #
RTwvT2 |telemetry T LA N UBREOMKE — FIZAD 7,
i
switch (config) # telemetry
switch (config-telemetry) #
RT3 |sensor-group sgrp_id Yot — IN—FEERLET,
£

switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #

=FLEHETFLA Y )



B vactmora7 17 F—sERROBR

EFLEHETLA Y |

ARV FFEREETIVa Yy

S

25y 74 |data-sourcenative BE DT NRT — e R B LB LI, A
il - TAT TTVr—varPBARN) — AT —H il
switch (conf-tm-sensor)# data-source native ﬁﬁ(é{ CES 2 (:\ 7‘*‘53931575%?\/])7‘4 7 LCE&[E
switch (conf-tm-sensor) # L/EETfo

RTwv 75 |pathmac MAC = > b U B XU MAC l@AIC BT 515 @0 % %
Bl - FU =A% MAC RAEREMR L ET,
nxosv2 (conf-tm-sensor) # path mac
nxosv2 (conf-tm-sensor) #

RT7w 76 |destination-group grp_id TULA NV N—T T E— RICAD | B
Bl s 7 L — T B L E T
switch (conf-tm-sensor) # destination-group 33
switch (conf-tm-dest) #

Z5w 77 |ipaddressip_addr port portprotocol { HTTP | gRPC |47 227 J Fo gL DF L A N F—2 % 55E
} encoding { JSON | GPB | GPB-compact } ENFZIPT RLALR—MIA NI =3I 7T 5
i oL, 75— AN —AbDTm hant
switch (conf-tm-dest) ip address 192.0.2.11 port] =~ 7 FEBEL &%

50001 protocol http encoding json

switch (conf-tm-dest) #

£

switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb

switch (conf-tm-dest) #

£

switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #

RFw 78 |subscription sub_id FLANI Y TR Foa 7 E—RIAD,
B - TULARNY HTR7 YT va ek LET,
switch (conf-tm-dest) # subscription 33
switch (conf-tm-sub) #

A5 w79 |snsr-group sgrp_id sample-interval interval Yot — TN—TEBEOY T AT Y T g L
il - Vo7 LT, F—=20% 7Y w7 ()P

AN U N ° N a = RS
switch (conf-tm-sub)# snsr-grp 6 sample-interval {i)% %;ﬂﬂib%‘a—o ﬁ-/j U /7%?@7%!3:‘ X/]) /a:
5000 DT LAY F—=FEEMICEET L, A2
switeh (conf-tm-sub) # BT A ARy MINFAE LT & EICEET S
MERELET,
AT 710 |dst-group dgrp_id B N —T % OV T A Y T a it v

1 :

B =7\ EsRTFLARY

LEd, HET IR I N—TIT,



| EFLEHRFLA Y
¥ RTHMACERD 1 7 1 7 F—2itlErw 2o [

AR EERRTIVa Y Sl
switch (conf-tm-sub)# dst-grp 33 destination-group ==~ >~ RCEE LTk 7/ v—
switch (conf-tm-sub) # e N S

FTRTDMACIEERD AT 4T T—FXET/AADIERL

LAFV3IBLRLAT 200, MACT—7ADFTRTOT N ICHETAEREEETS
MACHERDIRA T 4 7 T —H HEEITL NAZRCE E9, BT 2 &, EEEITTITO
MACTE#ZEE L £, RUEEDOHR, MACT FLADBM, T#H. 1L OHIFRRIED@EE A
EEINFT, MACHIMTEEIND T —ZIZOWTE, FAT 147 T—HEEF /A I
ARV =T 3INDT VAN T—4% (66 X—) #RBLTIEEN,

\)

GE)  FHFEZITHIBRA N FOBE. MAC AT, IP BHEREMRZFF> MAC 7 RL A% LT
HIEEENET,

IR BRI
TUARNUBEZADNIL TWRWEEIE, 22 THMNCLET (featuretelemetry) .

FIEDHE
1. configure terminal
2. telemetry
3. sensor-group sgrp_id
4. data-source native
5. path mac-all
6. destination-group grp_id
7 ip addressip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB |
GPB-compact }
8. subscription sub_id
9. snsr-group sgrp_id sample-interval interval
10. dst-group dgrp_id
FIEDFEH
FIE
AV RFEREETO3 Y B#)
RFw 71 |configureterminal a7 4 F2lb—aryE—REANLET,
11
switch# configure terminal
switch (config) #

=FLEHETFLA Y )



B rccomactEmnr 15 7 F—oRERROBA

EFLEHETLA Y |

ARV FFEREETIVa Yy

S

ATv T2

telemetry
1 :

switch (config) # telemetry
switch (config-telemetry) #

T LA N UBREOHEEE— FIZAD £,

ATvT3

sensor-group sgrp_id

&1

switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #

v — PN —TFEER LET,

ATvT4

data-source native

1 -

switch (conf-tm-sensor)# data-source native
switch (conf-tm-sensor) #

FEDETNRT —H RN— AT, A
FTUT T IV r—=varNARN)—h F—H %l
HATEDE51c, 7—HHEETLERAT 4 TITRE
L9,

ATy Th

path mac-all
1 -

nxosv2 (conf-tm-sensor) # path mac-all
nxosv2 (conf-tm-sensor) #

TRTHOMAC =2 MU BIOMAC EBAIZEET 5
iz A b —A59 25 MAC N AZHER L E7,

ATvT6

destination-group grp_id
11

switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

FLA NV NV—T BT E— RICAY |
BT N—T kR L £,

ATy T17

ip addressip_addr port port protocol { HTTP | gRPC
} encoding { JSON | GPB | GPB-compact }

&1

switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol http encoding json
switch (conf-tm-dest) #

&1

switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #

51

switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #

PBT27VFarDF VAN F—F%, $R/E
ENTZIPT RLAER—=RMIA RN =0 7F5
Kotk L, 77— AV —LbDTm hank
T a— RERELET,

ATvT8

subscription sub_id

&1

switch (conf-tm-dest) # subscription 33
switch (conf-tm-sub) #

TLANI Y TR YT g TE—RIZAY,
TLARY) B TRIUTF g R LET,

B =7\ EsRTFLARY



| EFLEHRFLA Y

PiEoR1 747 7—4 2o [

ARV FFEREETIVa Yy

E:)

T w79 |snsr-group sgrp_id sample-interval interval oY= IN—TEBEOY T A7 Y S a iz

- Vo7 LT, 7—40% 7V 7R (L UPpH

switch (conf-tm-sub)# snsr-grp 6 sample-interval {M) %Eﬁfﬁﬂbijﬁo V7Y V?\Faﬁﬁr’%li\ AA ‘y?

5000 DT VAN T—FEBHINCEET L, A

switch(conf-tn-sub) § H—=Tz2 A A AN IBBELLEIZEETD
MEPRELET,

RFw 710 |dst-group dgrp_id Bt e oN—T DV T AT ) T gz vy

1 :

switch(conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LEd, HEETDERE 7 LV —7 13,
destination-group =~ > K CaE L=k e 7/ v —
TE—HTOINERDY T,

IPBEEDRA T 4T T—3 INADER

AA v FDOFTRTD IPv4 & IPv6 BEEICET 215 M ARG T2 IPBHEEHRORA T 47 T—
ZFETNRALERTEET, BT DL, EEEITT X TOBBEBREXE UL, EHEE
D%, BEEEBRIEOIBM, B, BILOHIBRICET2@MALE SN E T, BEEREM TEE
ENBT—FIZHONWTIE, AT AT T—HEETNAAICA N —I T ENET L A R

FIRDOHE

U F—4 (66 4—Y) EBELTEZEW,
B 2 Rl

T LA NUBSREEZ AL T ARWEAIE, 22 TANCLE T (featuretelemetry) .

configureterminal
telemetry

sensor-group sgrp_id
data-source native

path adjacency
destination-group grp_id

NO O A®WN A

GPB-compact }
subscription sub_id

©

ip addressip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB |

9. snsr-group sgrp_id sample-interval interval

10. dst-group dgrp_id

=FLEHETFLA Y )



B rezor 57755 208

EFLEHETLA Y |

FE D
FE
AR RFERET7TIVaY B#)
Z 5w F1 |configureterminal Ay 74 F¥al—varyE—RKEANLET,
1
switch# configure terminal
switch (config) #
RTwvT2 |telemetry T LA N UBREROMRE— NIZAD £7,
11
switch (config) # telemetry
switch (config-telemetry) #
AT 73 |sensor-group sgrp_id o= IN—TEER L ET,
&1
switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #
25y 74 |data-sourcenative IATF AT TTY r—s g VA B Y — A Fe i
Bl - EHEHTELLIIC, T—HEELERAT 4TI
U
switch (conf-tm-sensor) # data-source native EZEEL/EE??O
switch (conf-tm-sensor) #
AT w75 |pathadjacency IPv4 & IPv6 EBEICBIT B 1A 2 Y — 2T 5
Bl B AR L E T
nxosv2 (conf-tm-sensor) # path adjacency
nxosv2 (conf-tm-sensor) #
AFw 76 |destination-group grp_id TULA NV N—T T E— RICAY | $
bl Beso 7 N—7 MR L E T,
switch (conf-tm-sensor) # destination-group 33
switch (conf-tm-dest) #
XFw 77 |ipaddressip_addr portportprotocol { HTTP | gRPC |47 227 VU FL a0 DF L A N F—F % HBE

} encoding { JSON | GPB | GPB-compact }
il -

switch (conf-tm-dest)# ip address 192.0.2.11 port]
50001 protocol http encoding json
switch (conf-tm-dest) #

1 :

switch (conf-tm-dest)# ip address 192.0.2.11 port
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #

&1

B =7\ EsRTFLARY

INZIPT RLAER—=KIZIARNI—=I 7T 5
oL, 75— AN —bDTu hantk
Tra—RERELET,



| EFLEHRFLA Y

w1747 7—4 v—2 K2 fEm0ET |

ARV FFEREETIVa Yy

E:)

switch (conf-tm-dest) # ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #

AT 78 |subscription sub_id FTLANI Y TR YT a ¥ 7E—RIAD,
i - TLARNY HTR7 Y Fva s aiElLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

RATwv 79 |snsr-group sgrp_id sample-interval interval L — IN—TEBEOY T A7 Y T a0l
i - Yo7 LT, T—=20HF 7V 7 () RE
switch (conf-tm-sub) # snsr-grp 6 sample-interval h{{A%EEQiEIJEE?rO %%;ii7 % L/ifﬁﬁﬁ%&i‘ AL T
5000 DT U A N FT—=2ZEMMIEET o0, A
switch (conf-tm-sub) # B—T A A AR PRI LT & X ICHIET D

MEPRELET,
A7 710 |dst-group dgrp_id BRI S N—T B DY T AT Y T gt vy

&1

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

LEd, fREd o8k s v—713,
destination-group =~ > K CRE L 7= 7 —
T T ANENRDHY ET,

FATAT T—3 V=R NAERODERT

NX-OS ® show telemetry event collector =~ > RZMH LT, XA T 47 F—% J—RA /XA
DFEFHERE DD H# FRF T — 2R R TEET,

REHEROKRT

show telemetry event collector stats =~ > REZFITL T, XA T 47 T —H YV —A /RADHE

FHERED T X BEIRTEET,
RIB /X A DR EHE R DH

switch# show telemetry event collector stats

Row ID Collection Count
1 4
switch#

MAC /XA DFEFHEBRDH -

Latest Collection Time

Mon Jul 01 13:53:42.384 PST rib (1)

switch# show telemetry event collector stats

Row ID Collection Count
1 3
switch#

Btz 2 OFEFHE RO -

Latest Collection Time

Mon Jul 01 14:01:32.161 PST mac (1)

=FLEHETFLA Y )



. A k1)—3 2% Syslog

AR)—=

EFLEHETLA Y |

switch# show telemetry event collector stats

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 7 Mon Jul 01 14:47:32.260 PST adjacency (1)
switch#

IS— A VEDRT

show telemetry event collector stats =~ > REZEH LT, T XTCOXAT 47 T —H YV —A X
ADT T —DEFHERRFRTEET,

switch# show telemetry event collector errors

Dme Event Subscription Init Failures -
Event Data Enqueue Failures -
Event Subscription Failures -
Pending Subscription List Create Failures -
Subscription Hash Table Create Failures -
Subscription Hash Table Destroy Failures -
Subscription Hash Table Insert Failures -
Subscription Hash Table Remove Failures -
switch#

O O O O o o oo

> %7 Syslog

TLARJADR K1)—Z 2% Syslog [TDLNT

Cisco NX-OS U U —2Z 93(3) LAFE, ET/VERERT L XA R UL, YANG %7 —4% V—RA L LT
T DsyslogD AN =X 7Y AR—FLET, YT7RAZ7 VT a v zELTHE, T
TD syslog WEEMEEE L TZEFICA M) —I 7 ENET, ZOKEEIX NX-SDK & L
T, KD syslog NAMNLDA R —3I 7 syslog T —H &EH AR —bFLET,

* Cisco-NX-0S-Syslog-oper:syslog

* Cisco-NX-0OS-Syslog-oper:syslog/messages
FEMEE DI, syslog A X MEHIOABNZEEICA M) —I 7 ESET, syslog 7ZAD A
M= 703, koxva—F 47 AT HFR—FLET

* Google Protobuf (GPB)

« JavaScript Object Notation (JSON)
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syslog 1ERMD7=HD YANG T—7% VYV —R /SADIERK .

syslog IHERD=6HD YANG T—4 V—R /INZADIERK

AA T THRK ST TO syslog (ZBT 5 1F# % 1515 7 5 syslog @ syslog /X A Z ik T =
FT, YT RITATTDHE, R=ATA NITRXTOEGFD sysloglfFlia X5 LET, <—
ATA D%, WHEIX, AA v FTHEMIITH L syslog 123 L TOREE I NET,

1R BHHIIZ

T LA NUBREZ B L TR WEE1E, featuretelemetry =~ > R THZIZ LT,

FIEDHE
1. configure terminal
2. telemetry
3. sensor-group sgrp_id
4. data sour ce data-source-type
5. path Cisco-NX-OS-Syslog-oper : syslog/messages
6. destination-group grp_id
7 ip address ip_addr port port protocol {HTTP|gRPC } encoding { JSON | GPB | GPB-compact
}
8. subscription sub-id
9. snsr-group sgrp_id sample-interval interval
10. dst-group dgrp_id
FIED %
FIE
ARV KRFERETIVa Y EL:Y
ZF w71 |configureterminal Ja—r\)barZ 4 Falb—rary E— FERb
11 LETS
switch# configure terminal
ATy F2 |telemetry T LA MY OHRE— RICAY £,
i
switch(config)# telemetry
AT w73 |sensor-group sgrp_id o= IN—TEER L ET,
i -
switch(config-telemetry)# sensor-group 6
AT 74 |datasourcedata-source-type T =XV =A% YANGIZRE L., A1 7 47 YANG

1

switch (config-tm-sensor)# data source YANG

AN =T ETNVEMEH L Tsyslogh A b Y —
SUUTEDLLOICLET,

=FLEHETFLA Y )



B s ixorLaby F—52ry—325

EFLEHETLA Y |

ARV FFEREETIVa Yy

S

RT w75 |path Cisco-NX-OS-Syslog-oper :sysiog/messages A v FTHEMRESNT syslog # A b Y —3 7
B - % syslog 7S A EZHRELET,
switch (config-tm-sensor)# path
Cisco-NX-0S-Syslog-oper:syslog/messages

AT w76 |destination-group grp_id TLA NG 7 —T T E— RICAD | B
Bl ke L — T ERRLET,
switch (config-tm-sensor)# destination-group 33

RXFw 7 |ipaddressip addr port port protocol {HTTP|gRPC } |97 227 U FL a0 DF LA N FS—F % BE
encoding { JSON | GPB | GPB-compact } SNIZIPT FLRER—=FMIA RN —=I7F%
i KO L, 7—% A MY —L0Tm fank
switch (config-tm-dest)# ip address 192.0.2.11 | = 2~ FZRELET,
port 50001 protocol http encoding json
i
switch (config-tm-dest)# ip address 192.0.2.11
port 50001 protocol grpc encoding gpb

AT w78 |subscription sub-id FTLANIHTR7 YT ar$7E—RIZAD,
B - TLARNY HTR7 Y TFva el LET,
switch (config-tm-dest) # subscription 33

ZAFw 79 |snsr-group sgrp_id sample-interval interval v oY= N—TEBUEDOY T A Y S g 02
i - YO L, T=E YT TR OICRIELT,
switch (config-tm-sub)é snsr-group 6 syslog:\‘(/\“/ I\“ﬁ‘x?ﬁi Lf:)& x| AA “/_?Z)ST LA
sample-interval 0 M) F—=FZ2EETHLIICLET, interval 12D

WU, 0 DHPZT AFLAREZRE T,
AT w710 |dst-group dgrp_id B /N —TH IOV TR ) T asit) vy

51

switch (config-tm-sub)# dst-grp 33

LEd, HBET DR L — 71,
destination-group =~ > K CHERk L 7=k e 7 v —
Ty TFTAMENRHY T,

Syslog / SADT LAY T—R RK)—22F

FEETLRAT LI,

WKDOTF—TWiE, 727 VI a VIRRINCERR SN D L &xD T_R—=2

TA] T ZLTANY FOBANREET L L X, EARFERPA N = 73D

ZRLTWET,
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Syslog SZ2DF LA Ly F—5 2 +by—3v5 [

ISR BIRHY T3y R—25 |4 R R B
4y

Cisco-NX-OS-Syslog opersyslogimessages | 2 FnBEEFED T XTD | AA v FTHA LT syslog D
syslogZ# A MU —I 7 LE A MEAEEELET,
kK * message-id

* node-name

* time-stamp

* time-of-day

* time-zone

* category

* message-name

* severity

s text

syslog /AR FHRD TR

syslog S ADFEHER E 7 5 FTET T —%FKRT HITIE, CiscoNX-OS D showtelemetry
event collector =~ > R&fEH L £,

REHERORT

show telemetry event collector stats =~ > K& AJ19 5 & syslog /"R Z & OfaHE®RE 7
B FRTEET,

RIZ, syslog 7S A DFEFHEBMO B 27~ L £,
switch# show telemetry event collector stats

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 138 Tue Dec 03 11:20:08.200 PST
Cisco-NX-0S-Syslog-oper:syslog(l)

2 138 Tue Dec 03 11:20:08.200 PST

Cisco-NX-0S-Syslog-oper:syslog/messages (1)

IS—HAIVEDRT

show telemetry event collector errors 2~ > RZf 45 &, T TD syslog N AD T T —DH
RFEFRTE £

switch(config-if)# show telemetry event collector errors

Dme Event Subscription Init Failures -0
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Event Data Enqueue Failures -
Event Subscription Failures -
Pending Subscription List Create Failures -
Subscription Hash Table Create Failures -
Subscription Hash Table Destroy Failures -
Subscription Hash Table Insert Failures -
Subscription Hash Table Remove Failures -

O O O O O o o

JSON H A D5

Wiz, JISON AV 7z R LE T,

172.19.216.13 - - [03/Dec/2019 19:38:50] "POST
/network/Cisco-NX-0S-Syslog-oper%3Asyslog%2Fmessages HTTP/1.0" 200 -
172.19.216.13 - - [03/Dec/2019 19:38:50] "POST
/network/Cisco-NX-0S-Syslog-oper%3Asyslog%2Fmessages HTTP/1.0" 200 -
>>> URL : /network/Cisco-NX-0S-Syslog-oper%3Asyslog%2Fmessages
>>> TM-HTTP-VER :1.0.0
>>> TM-HTTP-CNT N
>>> Content-Type : application/json
>>> Content-Length : 578

Path => Cisco-NX-0S-Syslog-oper:syslog/messages

node id str : task-n9k-1
collection id : 40

data_ source : YANG

data :

"message-id": 420

}7

{
"category": "ETHPORT",
"group": "ETHPORT",
"message-name": "IF UP",
"node-name": "task-n9k-1",
"severity": 5,
"text": "Interface loopbacklO is up ",
"time-of-day": "Dec 3 2019 11:38:51",
"time-stamp": "1575401931000",
"time-zone": ""

KVGPB Ot 71451

WIZ KVGPB O 1l &2~ LE T,

KVGPB Output:
---Telemetry msg received @ 18:22:04 UTC
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Read frag:1 size:339 continue to block on read..

All the fragments:1l read successfully total size read:339
node id str: "task-n9k-1"

subscription_id str: "1"

collection_id: 374

data_gpbkv {
fields {
name: "keys"
fields {
name: "message-id"

uint32 value: 374

fields {
name: "content"
fields {
fields {
name: "node-name"
string value: "task-n9k-1"
}
fields {
name: "time-of-day"

string value: "Jun 26 2019 18:20:21"

fields {
name: "time-stamp"

uint64 _value: 1574293838000
fields {

name: "time-zone"

string value: "UTC"
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fields {
name: "process—-name"

string value: ""

fields {
name: "category"

string value: "VSHD"

fields {
name: "group"

string value: "VSHD"

fields {
name: "message-name"

string value: "VSHD SYSLOG CONFIG I"

fields {
name: "severity"

uint32 value: 5

fields {
name: "text"
string value: "Configured from vty by admin on consoleO"
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VXLAN EVPN ®OF L A U BB ORI,

[VXLANEVPN Y U 22— 5 > DF L A R U &
B (Telemetry Deployment for VXLAN EVPN
Solution) ]
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https://pubhub.devnetcloud.com/media/nx-os/docs/telemetryvxlan/Telemetry-Deployment-VXLAN-EVPN.pdf
https://pubhub.devnetcloud.com/media/nx-os/docs/telemetryvxlan/Telemetry-Deployment-VXLAN-EVPN.pdf
https://pubhub.devnetcloud.com/media/nx-os/docs/telemetryvxlan/Telemetry-Deployment-VXLAN-EVPN.pdf
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