AT

» Guest Shell [IZ2W\WT (1 =)

s Guestshell (2B A 1EEFH L FHIREH Q2 —)

s Guest Shell ~D7 7 & (9 _—)

e FAN v VIZERERDY Y—A (10 X—Y)

« FA Rz VOMRE (10 X—)

AR TV NDEX2 VT 4 RATF ¥ (20 =)

AN TFAN VAT LDT 7 AFIR (23 2—)

e AN T LOEE (23 5—)

o [AEY— 1 R & Guest Shell fEHOMFE (37 ~<—)

e AN TN EDT T r— g OKEGERREE) (38 X—)
* Guest Shell 2257 7V r—3 3 > &2 KEMICEENT 2 FIE (39 <—)
o FAN VENNTOY TN T TV r—a (39 —)

* Guest Shell IZEH T HRED N T TNy a—T 07 (41 X—2)

Guest Shell [ZDUVT

AL 704 Linux BEE TONX-OS CLIB LW Bash 7 7 2 A ITMAZ T, AL vFix., [HFZ b
T EFEZID Linux 227 (LXC) WNTHEITEIND DEESNTZFEITARX—A~DT 7
vRXEYVR—FLET,

AN 2 VNS | network-admin (ZIXR DOFERENR H Y £,
sLinux Ry NV —2 A B —T A A% LIcXy NU—7~DT 7& A,
CAA T DT— KT T ya~DT IR,
o 2A v F OFFREME tmpfs ~DT 7 & A,
« AA v FDCLI~DT 7 & A,
e AA FDIKRAN T7A IV VAT L~DT 7 A,

* Cisco NX-API REST ~DO 7T 7 & &,

I TR TL .




TR I
B ceesshen @y 2 rEFE HIRTE

«Python 27 U7 M A A h—)L L TFATT HIKEE,
R EYFMBIEYMEY FOLinuk 77V r—vaim A A ML L TEITT HHERE,
ST EIC L o CEITERAYIVEEST Z & T, D Linux 27 F TEITSINTWVDHER A

N RTLRT TN r—a AN E 2PN, TV r— g DO =— XA HE T Linux
BREEA DAL A RTHIENTEET,

NX-0OS 534 2 TlX. Linux Containers IZ virtual-service 2~ > RTA A h— /L EHINE
4, Guest Shell I%. virtual-service show =~ > RO HIZEREINFE T,

N\

CGE) 7 74/L b TIE, Guest Shell 1%, A&IZT % EKI35MB O RAM & 350MB D7 —h7 7 v
Vo EA LET, Guest Shell 23F ] STV WEE X, guestshell destroy =1+ > K& {# ]
L CHIE®REZBMHE L £,

Guestshell [ZBH9 535 FI1E L HIfREI1E

FTARTOY ) —RIZHBOITERIA

| o

EE  Guestshell DA A b—/LINTH AH LMEHEEFIT LT2IEETE, Guestshell 7 v 77 L— &R
T3 DRI, T— b 7T v, ﬂ‘7j§/77\}<]\1/**“/\ F 721X Guestshell /L— b 7 7 A )L
AT DOIROMDIGETICE T 2 RAF L ET,

guestshell upgrade avy }‘ﬂj:\ ZIKEE'UL:\ guestshell destroykguestshell enable%@;’\ﬁb
THIITLET,

« Guest Shell 1%, 4GB D A& U Z## L7- 3500 5 /L (3524, 3548, 3524-X. 3548-X) T
W AR—FENTWERA, ZHE, XL E, IVEZLS DAV EHATT T v 74—
LTHR—FENET,

* Guestshell TV — K= ¢ ® DHCPD Y — "—%FE{TL TV AHE. SVI & —fEIcfiH4
HE, ITAT Y MCBEIET LAY 7 —ICHENRAT LN H Y 9, Arae/e[alkE
WiX, 7e—FX v 2 NIEZHEHATZZ LT,

* run guestshell CLI <> R&EMFEHL T, A4 v F D Guestshell {IZ7 7 AL ET, run
guestshell A< R, WA N = ~DT7 7B AFEHZID run bash I~ KITH
BLET, Zoa~vr REfHT 5 &, Guestshell iZ7 7 A LT Bash 7’1 > 7 k& s
L7229, Guestsheld a7 F A MNTa~vy REFETLIZY TEET, Zoa~vy Nid
NAT—=RRLOSSHEZHEM LT, 774/ bORy MU —7 A4RF1Z2EMIC & % localhost
DA FIREZR AR — MTHERE L £ 7,

. TR I)L I
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Guestshell (<83 2:xEHmEesREE [

*NXOS D2 >DE 7% VRF T (FEAEFITEIIZ) L— FRTHENTWEEE., X
oA VRF/AFIZEMONL—F 4 o 7 F—T N, YA Nz rarysro [ — K]
MATTENDZ LTS FEA,

sshdt—7 4 U T 1%, m—H/WKRARTY v AL LT, Xy NT—7 OAERI S DG
PATEZERET S Z LK YD, Guestshell ~OFEFIHEKRENZSSH T 7 B A2 f#E T £
"9,—0 sshd ﬁiﬂiOK@%‘éﬁE?ﬁ)% D jf—é_o

« ZHE, RRAU—KRIZT7 =Ry 7 LN F—_— ZXOFFEH IR ST E
‘g—o

« Guestshell D FFHEENE 12 Guestshell I 7 7 B AT A= DIfEH IS F— 2515 2
LINTEBDIL root 7217 T,

s root MR A N EDOF—2ET 7 7 A N EHRHSIMD Z L TE, IR MBash7 7
Y A B R OIEREL — — 3% — 2 L T Guestshel IZBt CX 20 Lol LET,
F v U —7EH o —Y —3, Guestshell T sshd DBIDA A X A &BAIEL T,
Guestshell % v b U — 7 &2 —H—|%, Guestshell Tsshd DBIDA > AKX > X % Btk
LT, Xy hU—27&#a—W—|L, Guestshell T sshd DBIDA AKX o 2 &BAGAE L
T, 7I7EBATELLIICTHIENTEETA, Guestshellizr 7 A »F 52— —
WZiEry N — 7 EHEHER S 52 bET,

A

GE)  Guestshell 2.2 (0.2) TEASNF— T 7 A VI, =2—HF—TH
Uy R MBS Rz — Ok L CREAIRD AT

X 51T, Guestshell 74 7 > MIHBRICHIBR S L2z, AR
W7o le b ZZxy N7 EFHEEDHIBRT OLERH Y 77,

2.2(0.2) X Y #i® Guestshell £ > A F—/L T, fHx Dx—HF—
THY s b BEEER S EE A

T ITHHATEDLHLWVWAAL v FIZCiscoNX-08S V7 b7 =7 VU —R%&A LA F—/L
4% & Guestshell X HEINIZEZINC RV F4, FOBRDAAL vF VT NI TDT v 7
7' L — RCI&. Guestshell I ZHENIIZT v 77 L—RENEHA,

* Guestshell V UV —ATiL, BAFEZITREAN—Ta U NERIND &, ATV Y —F SN
éj\bij—o

« NX-0S ® Guestshell 1%, BIE/ SHZADR— I, 77 —A 7 T ZAD Linux f v F—7 =
AALLTT 7 EBATEET,

¢ NX-OS @ Guestshell |Z. NX-API ~®Da—H /L Unix Y4~ v % fEH L. dohost #/L T2
<~V Ry VMIT 7 ATEET,

1. 9.3(8) LAFED NX-0S @ Guestshell (235 T, NX-API V7 v h~D7T 7 & A%, root/&
HE -V —HRTORFATINET,

TR TL .
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B ceesshen @y 2 rEFE HIRTE

2. 9.3 (8) LI NX-0S @ Guestshell IZEBWT, NX-OS 7 7 A L AT L~DT 7% A
X, root/EHE 2 —VF =721 FNITVWET,

» Guestshell U UV — A2 Tld, CVEWfiRIRIND &~A T —F 5035 LE I, Guestshell i,
CentOS 3B L7235 /12 DA CVE 2 HFHT L E T,

« dnf update Z{#H LT, CentOS UARY h UMb — K X—F 4 OEX= U T ¢ faggtEiE
EFEZEERSTAZ 28O LET, ZNIZLD, CiscoNX-OS VY7 Ny =T DT v/
T—hEFOZ L, EHMFHAMEIC/R 72 L XICAFTE HFREMENME LN ET,

F 721, guestshell update =~ > RZEH T2 & BEAFD Guestshell rootfs 238 X #i x5 4L
FT, WARAEZARXEI T Y27 Ry r—UDA A M—/LiX, ZOH L1 Guestshell
rootfs D2 T HF A NNTHEHEFEITTLILERNDH Y 9,

Cent0S D R— FET & Guestshell ~DFE

Guestshell | CentOSIRIBIZE DK LXCOAVTF T, A—T v V=R a3a2=T 4 DEH
IZE D&, CentOS8 7'H =7 ME2021 4F 12 AL TICYA— I3 T LET, CentOS7 7
By MIMES AL, 2024 4F 6 A ETIZHAR— I TTHTETT, CentOST D ZDE
IR — M2 LY., &BD CiscoNX-0S 7 F 7 =7 10.2.x I Guestshell 2.11 (CentOS 7 ~X—
A) Wy rr—= s TWET, ZiuE, 100x U U —RADT 7 4 /b hEREETH 5 Guestshell
3.0 (CentOS 8) ZEXHix FT,

Guestshell 2.11

CiscoNX-0OS U U —210.2(1) LAK&, CentOS 7 237 7 4 /L k@ Guestshell Bi5E & L CHIER &1
F L7, BEROFEMIZOWTIE, TCentOSOYR—MMET | 7 a v E2BRLTIEEN,

Guestshell 2.11 {21 python2 ¥ X TY python3.6 DH 7R — F A3 fFE L T E T, Guestshell 2.11 &
Guestshell 3.0 D] OEREIZR U £ £ T,

\)

GE)  Guestshell 2.11 @ rootfs Y X13K) 200 MB {2 L £ L7z,

Guestshell 3.0

Guestshell 3.0 [FFRIEESNTE D . NX-0S 102.x S I1FIFHTZ £ A, Guestshell 2.11 Z1{#
THZEEBEOLET, 72720, 102x Y 7 b7 =7 %, Guestshell3.0 27 FH L 010.1x
THEIWEL TV 5 3.0 Guestshell 2 5 F & O BEHMEZHER L COVET,

)

(GE)  Guestshell 3.0 @ rootfs ¥ X%, Guestshell 2.0 ® 170 MB (Zx] L C 220 MB T,

. TR I)L
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Guestshell (<83 2:xEHmEesREE [

Guestshell 4.0

Guestshell 2.x (213 Centos 7 & LTV E T, Centos 7 DY AR — ML T 12024 0D T,
L7235 7T, RockyLinux 9.2 X—A®D Ixc 2 7 F T 5 Guestshell 4.0 73, Guestshell 2.x & &
EHLZ D TETT, Guestshell4.0 iF, CiscoNX-OS VU —ABLRT7H /L RNy br—T L
L T® Guestshell 2x HH 7 o — RA[gERA 7 v a & L CHIHTE £9, Guestshell 4.0
E, WDV IV —=ATT 74V MZe 0 T,

N

GE) Guestshell 4.0 @ rootfs 1 A% 400 MB T9, Guestshell 2.x Tl% 350 MB T L 7=,

Guestshell 4.x

Guestshell 2.x (213 Centos 7 & LTV E T, Centos 7 DY — ML T 1 2024 9D T,

L 727235 T, Guestshell 4.x {% RockyLinux 9 ~X— A & 72V | Guestshell2.x #[E Xz 5 Z LT/
D £9, Guestshell4.x IF, IRONX-0S V J—RATH 7 u— RA[EEIZRY, T7 4/ DOF
TrarE LTHEATEDLRIICRY £,

NX-0OS 1) 1) —X Guestshell DT T 4 JL /%y |Guestshel DF 0 > O — RA[BE
VAR BA T a3 U ERTEE
9.3(14) LA 4.1 LARE R
10.2(6) 2.15 4.0
10.2(7) 2.15 4.1
10.2(8) LLF% 4.1 LAk REE
10.3(4) 2.15 4.0
10.3(5) LLF% 4.1 LAk REE
10.4(1) 35 L1V 10.4(2) 2.15 4.0
10.4(3) L% 4.1 LAk R
10.5(1) LAR% 4.1 DA% R

N\

GE)  Guestshell 4.x @ rootfs ¥ X% 400 MB T, Guestshell 2.x TiE 350 MB T L 7=, Guestshell 4.x
DX a— RAlfg7e OVA X, 7 74/ b & LT Guestshell 2.x ZETLTNHTXTHY
U — 2tk F AR E R B ET,

Guestshell 1.0 /" 5 Guestshell2x ~D7 v 75 L— K

Guestshell 2.x 1%, CentOS7/L— k 7 7 A )V AT AMMIHEDSNTWET, 227 Y % Guestshell
1OWCTNE T LT cconf 77 ANERT2—T 4 VT 4 DA TR T AYVRS NI BH D

TR TL .
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Y& 1X, Guestshell 2.x TR UBBIFNEZ B KT MENH D £9°, CentOS 7 DIEWVEEFE L
T, BHAZ VT N 2T 50BN HL5508H0 £7,

Jacksonville ') ') — X Guestshell 3.0 5D NX-0S DX H 45 L—FK

Cisco NX-OS U U — % 10.1(1) LAK:. Guestshell 3.0 ViR— DA VT T AT 7 F ¥ N"—V 3
AL 1L1ZHE EF 5T ET (show virtual-service 2~ R THER L TL72&W) , Lz
2357C, Guestshell 3.0 OVA [ZLARTDO U U — AT TEX A, Ingall all =~ K&
THE, N—=TarOR—BPBRIEIIN, =T —NAr—ENFET, Guestshell3.0 % LIRTD U
U—R X7 L— KT BENZ., Guestshell 3.0 Z i3 L T, Guestshell 3.0 BZLLRTDO U U — R
TEHLRVWESIICTDZLaRB|Id LET,

Guestshell 2.x

Cisco NX-OS (%, +7072 ) V=A% LDV AT LADT 7 4 /4 h THBEIMIZ Guestshell DA > A
r—=BLOHEREITWET, 7272 L. Guestshell Z V73— bk L7\ Cisco NX-OS A A —¥
TTNA AN m— RS D56, BEAFOD Guestshell 23 H #BAYICHIFR S

AU, $VMAN-2-INVALID PACKAGE D3 FATENFET,

Guestshell 2.x 7, 5 Guestshell 4x X9 > O0— KR[BEOVA~ND T v 5 L— K

Guestshell 4.x X, Cisco DAXY 7 by =7 X yra— R X—=UnbHL Ay a— R TX,
command guestshell upgrade =~ > FZFEH L TA > A h—/LTX £,

WKDOFEIZ, FAKN LDV Y —2% 7 LET,

R1:FRAMDILYY)—R

ALz YY)—R NX-08 A’ Y R— k9351 1)— | HKR— kEZh D Python D/3\—

x vav
2x 10.3.1 ~10.3.4, Python 2.7 33 J. OF Python 3.6
3.0 10.1.x python 3.6
4x X7 m— RA[HE OVA Python 3.9

Guestshell 4x 27y THL— KT BIZ(F, ROATY FEFERALET :

« FA RV NVIRA A R/ ZITWRWEEIZIE, guestshell enablepackage<downloaded
ova> I~ REETLET,

e SRR ZNA A =L ER, FEITENTWHEAITIE, guestshell upgrade package
<downloaded ova> =~ F&EIT L £,

\}

(¥) 4GB O RAM 2458 L7- v AT A TlL, 7 7 4 /L b TIiL Guestshell ZF 720 £H A,
guestshell enable =~ > FZ{#E ] L T, Guestshell A1 > A h—/L L THZ L E7,

. TR I)L
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Guestshell (<83 2:xEHmEesREE [

install all =< > R, FBAED Cisco NX-0OS A A— L #—4" > FD Cisco NX-0S A A —T &
O HAMEZRREEL 97,

HHMEDR WA A—TF A VA M=V LTEBE O N ZRITT LET,

switch#

Installer will perform compatibility check first. Please wait.

uri is: /

2014 Aug 29 20:08:51 switch %$ VDC-1 % $VMAN-2-ACTIVATION STATE:

Successfully activated virtual service 'guestshell+'

Verifying image bootflash:/n9kpregs.bin for boot variable "nxos".
(#4444 #4444 444] 1005 —— SUCCESS

Verifying image type.

(#4444 #4444 4444] 1005 —— SUCCESS

Preparing "" version info using image bootflash:/.

(#4444 4444444 444] 1005 —— SUCCESS

Preparing "bios" version info using image bootflash:/.

(#4444 4444444 444] 1005 —— SUCCESS

Preparing "" version info using image bootflash:/.

(#4444 4444444 444] 1005 —— SUCCESS

Preparing "" version info using image bootflash:/.

(#4444 44#4444444] 1005 —— SUCCESS

Preparing "nxos" version info using image bootflash:/.

(#4444 4444444 444] 1005 —— SUCCESS

Preparing "" version info using image bootflash:/.

(#4444 4444444 444] 1005 —— SUCCESS

Preparing "" version info using image bootflash:/.

(#4444 44444444 444] 1005 —— SUCCESS

"Running-config contains configuration that is incompatible with the new image (strict
incompatibility) .

Please run 'show incompatibility-all nxos <image>' command to find out which feature
needs to be disabled.".

Performing module support checks.

(#4444 4444444 444] 1005 —— SUCCESS

Notifying services about system upgrade.

[# 1 0% -- FAIL.

Return code 0x42DD0006 ((null)).

"Running-config contains configuration that is incompatible with the new image (strict
incompatibility) .

Please run 'show incompatibility-all nxos <image>' command to find out

which feature needs to be disabled."

Service "vman" in vdc 1: Guestshell not supported, do 'guestshell destroy' to remove
it and then retry ISSU

Pre-upgrade check failed. Return code 0x42DD0006 ((null)).

switch#

\)

6=

0 — R95H1Z, guestshell destroy =2~ > KZ&{#iH L T Guestshell ZHIFx L £,

NRA KN TT 7T 0 AL LT, Guestshell ZHR— K L TWRWEW Cisco NX-OS f A —T %

ERRESINTZSSHD H—E X

Guestshell [, ##E)KFZ OpenSSH r— "—ZBta L £ 9, $—/3—{%, localhostIP 7 N LA A
YHA=T 2 A A 127001 TT U F LERSNIZAR—=FTORY A LES, ZHIZLD,
guestshell F— 7 — RBZAT) S 7z & X112, NX-OS BAR S = /L)y 5 Guestshell ~D/XA T — |
2 LOEERN RSN E T, O — =008 T IS0 T ORERL (

/etc/ssh/sshd _config-cisco |Z& ) NEE SN72HE . NX-OS CLI 26 @ Guestshell~
DT 7 APKERE L2 W ATREMED H D £,

TR TL .



FRETIL I

B ceesshen @y 2 rEFE HIRTE

WDOTFNETIX, Guestshell N T root & LT OpenSSh h— "\—% A A HZ 2L L E T,
1. SSH#zaMExrd 2%y MU — 7 ARi%EM £ 7213 VRF ZIREL £7,

2. OpenSSHAY v AT HAR— b ERELET, T TIHEHINTNWDLIAR— MERFTDHIC
IZ. NX-0S 1< > K@ show socket connection Z{#if L £9°,

\)

GE) RNRTU—FARLDOT 7 & AHD Guestshell sshd —E AL, 17680 725 49150 £ETD T & A
fbanzh—r2EHALET, N— bOBEZRET 2I121%, oS OR— FEER L TL
722N,

ROFNATIX, OpenSSH H— "—ZEB)LE7, #ITIE. IP 7 KL 10.122.84.34:2222 TH
P netns ™ OpenSSH H— N—Z Ll L £,

1

. TR I)L

WDT7 7 A NVEVER LET: /usr/1lib/systemd/systm/sshd-mgmt . service B &
" /etc/ssh/sshd-mgmt_config, 7 7 A MIITIR DA LEL T,

-rw-r--r-- 1 root root 394 Apr 7 14:21 /usr/lib/systemd/system/sshd-mgmt.service
—rw--—-—---- 1 root root 4478 Apr 7 14:22 /etc/ssh/sshd-mgmt config

Unit & Service DINA % /usr/lib/systemd/system/ssh.service 7 7 A L5
sshd-mgmt.service lZa & — L F 7,

sshd-mgmt .service 77 AV ERDO LI ITHREL T,

[Unit]

Description=0OpenSSH server daemon
After=network.target sshd-keygen.service
Wants=sshd-keygen.service

[Service]

EnvironmentFile=/etc/sysconfig/sshd

ExecStartPre=/usr/sbin/sshd-keygen

ExecStart=/sbin/ip netns exec management /usr/sbin/sshd -f /etc/ssh/sshd-mgmt config
-D SOPTIONS

ExecReload=/bin/kill -HUP S$MAINPID

KillMode=process

Restart=on-failure

RestartSec=42s

[Install]

WantedBy=multi-user.target

/etc/ssh/sshd-config DINA % /etc/ssh/sshd-mgmt configlZla b —LE ¥,
WBZJ U C, ListenAddress IP & AR— h 22 H L,

Port 2222
ListenAddress 10.122.84.34

WD a~<r RafEH LT, systemetl 77— ZBME L £,

sudo systemctl daemon-reload
sudo systemctl start sshd-mgmt.service
sudo systemctl status sshd-mgmt.service -1

(A7 ay) HkzmRLET,

ss —-tnldp | grep 2222



I TR
Guesthell ~0>7 7 2 [

7. Guestshell ~@® SSH:

ssh -p 2222 guestshell@10.122.84.34

8. D Guestshell 721X AA v FOFEEC D> THEREZHRTFLET,
sudo systemctl enable sshd-mgmt.service

9. AU — KR L®SSH/SCP LW E— FNEATOHG . ssh-keygen -tdsa =~ > K& ff
A LT, SSH/SCP |ZffEH T 5= —— ID DABRSE L FE g2 A L E 7,
ZD%, ¥—IL/.ssh7 4 V7 RN D id rsaBLWid rsa.pub 7 7 A MRFE
NET,

[root@node0l ~]# cd ~/.ssh
[root@nodel02 .sshl# 1s -1

total 8
—rw------- . 1 root root 1675 May 5 15:01 id rsa
-rw-r--r--. 1 root root 406 May 5 15:01 id rsa.pub

10. 2ABA%—% SSH TR 2~ vicar—L, 77 B XFA#BEELET,

cat id_rsa.pub >> /root/.ssh/authorized keys
chmod 700 /root/.ssh
chmod 600 /root/.ssh/*

11. NAU—=RZRLTUE—F AA v FITSSH £721L SCP :

ssh -p <port#> userid@hostname [<remote command>]
scp -P <port#> userid@hostname/filepath /destination

Localtime

Guestshell L, mA M AT AL /Jetc/localtime Z#HFH L ET,

N

GE) AR B EFE Clocaltime 234 L7z Z2WGEIE. ZOY AR v U oo 2YIWr LT, Guestshell
[EAD /etc/localtime Z/EKTE £9,

switch(config)# clock timezone PDT -7 0
switch(config)# clock set 10:00:00 27 Jan 2017
Fri Jan 27 10:00:00 PDT 2017

switch (config)# show clock

10:00:07.554 PDT Fri Jan 27 2017
switch(config)# run guestshell

guestshell:~$ date

Fri Jan 27 10:00:12 PDT 2017

Guest Shell ~OD 7oVt X

Cisco NX-OS Ti&. T 7 # /L b T network-admin Z—YFDLNF A s = VIIT 7B ATEE
T AUV AT ATHENIZAIC/R>TEY, runguestshell =2~> REHHLTT 7 &
ATEET, runbasha~> FE—HLT, ZnbHDa~r Fid, NX-OSCLI 2+ > KD run
guestshell =<2 R X% H L T Guest Shell N THRITTE £,

I TR TL .
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B 7=xroznizgmesnzyv—=2

A\

GEX)  GuestShell 1Z, 4GB %25 RAM 25 L7232 A7 A THBIRNCAINT /20 £,

switch# run guestshell 1s -al /bootflash/*.ova
-rw-rw-rw—- 1 2002 503 83814400 Aug 21 18:04 /bootflash/pup.ova
-rw-rw-rw—- 1 2002 503 40724480 Apr 15 2012 /bootflash/red.ova

N

GE)  2.2(0.2) LAFE®D Guest Shell £, A A v Ficn /A LTWha—HF—LFELa—F—Thv
R EEICIER L £, 72720, o+ _XToOFERIZ, AA v F & Guest Shell DL—H— 7
ATy METHEAESNEE A,

X512, GuestShell 747 MIBEMICHIBRESNARWD, REWI oL EIZxy FU—
JEBEDNHIBRET ALERD Y 9,

AR IIVIZERESNSY YV—X

TI7FNETIE TR =D ) Y —=R(F BEDAA v FEABEIHERTE DY Y — R/
X BEEZFT, Xy NT—IEHERNF AL Vo VTEBNOY V=R LE LT 58
4. guestshell resize {cpu | memory | rootfs} =~ > KX, 2N HOHIREZET L £4

1)y—= T4+ &/Ew&KR
CPU 1% 1/%

AEY 400 MB 256/3840 MB
Z L= 200 MB 200/2000 MB

CPU #IfRIZ. AT ANOMOD L Ea—F 4 V7B EDBENHIEEIT. AR ¥x
ANTETEINTWABZAZICEZONAVAT A AL a—TF 407 X80T 4 D/3—
T —=UTT, CPUY Y —RADFEENRNGE, T AN Yo VNOZ 27 I THIRSNEYE
/L/O

N

GE) VY —REDYTEERLZHIL, YA MYz LOFERENRLETT, Z0O7=HIZ, guestshdl
reboot =~ NEMATE £,

FX R T )LD

Guestshell IZ1%, T 7 4/ b CRIAMRERZL D2—T 4 U T 4 LHERENRH YD £97,

. TR I)L I
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Guest Shell &> Nx-0s cLl ]

A MY UL CentOS 7 Linux 8252 TH Y . ZOWEBITICENLN RSNV 7 b =T Ny
=% yum A YA M= T 5 Z LR TEE T, Guestshell (21X, net-tools, iproute, tcpdump
EO0penSSH R ED TRy b T —F% 07 T84 A THRICHIFF SN DL O— kA7 — L3 EH
ANZASI SILTWET, Guestshell2.x DA BIIO python /Ny r—T % A4 VA M—LF 57
OO PIP & [AERIZ, python 2.7.5 37 7 4/ F TEHENTWET, Guestshell 2.11 TiX, 7 7+
Jb kT python3.6 bEEFNTNET,

TI7HNETIE, FAP =T 64 By FOFEITAR—ZATE, 328y FOYR— FAKE
AT, glibci686 /Xy 7 — % yum TA A h—/LTE £7,

Guestshell IZ, A A v FOEHR— M T —H R— 2L T-OIMHEHEINS Linux >y hU—
I AUHE—=T oA RIT 7 BATEET, ifconfig & ethtool 72 & DMK 72 Linux D A Y v K
ba—7 4 U T 41X, WU A —OIEERIMEHTEET, 1 ¥ —7 A AN NX-OS CLI T
VRF IZEE SN D &, Linuxk %y hT—2 A4 X —T = A AFZD VRF D% v b U — 7 4§
ZERNCRCE S NE T, AATZEMIL /var/run/netns TR Z ENTE, ipnetns2—7 1 Y
FARER LTS ESERLBEMOa L THF A NTEITTEET, WS OD2—F 41
7 4, chvrf & vrfinfold, BIOARIZERTEITL, 7 uEANFTTIN TV DHARTZER /vif 1T
BT 2 # a2 ST 570t an g7,

systemd X, 7 A b3 =L &G T CentOS 8 BRI CH —E A2 EHT L -0 S E T,

Guest Shell @ NX-0S CLI

TR vziE, 2= =R XN YV VRENDHRA N 2y BT — 7 BRI NX-0S 2+
VRERITCTED LT BT I r—va s at LET, dohost 7 Y r—v 3 iEk. A
A NX-OS R E /-l exec I~ REZIT AN, TNHEFRAN Xy MU —JERITRITL
ij‘o

dohost =~ > RZMOHT & X1E, & NX-0S 2~ RE—&E| RS 7213 - He | HF TR
EMNTEES

dohost "<NXOS CLI>"

NX-OS CLI /T HgE S A Z &N TEFET

[guestshell@guestshell ~]$ dohost "sh 1lldp time | in Hold" "show cdp global"
Holdtime in seconds: 120

Global CDP information:

CDP enabled globally

Refresh time is 21 seconds

Hold time is 180 seconds

CDPv2 advertisements is enabled

DeviceID TLV in System-Name (Default) Format

[guestshell@guestshell ~]$

NX-OSCLI/Z, &~ ROMiICEIan  ZEBMTA2Z LIk, NX-OS AX A )LDa<
VR Fx—rHEFRA L CHIT e TA b TEET, (B oAl A
R—=ZANNIETT, )

[guestshell@guestshell ~]$ dohost "conf t ; cdp timer 13 ; show run | inc cdp"
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Enter configuration commands, one per line. End with CNTL/Z.
cdp timer 13
[guestshell@guestshell ~1$

\)

(GE)  Guest Shell 2.2 (0.2) LABEZEH T2 U U —Z 7.003)I5(2) DA, dohost =~ > K& L THA
N CRITENT-a<y RiX, A Vol 2a—FOFra — IS EECEITINE

7,
PBTONR—=a v DF A Rz bid, Ry N —7&HE L~ LOERTa~ > REETLE
ﬁqo

NX-API~® UDS 8 DD KFFAEICET 5 £, dohost =~ > RIIHEREAR 2T 0 97,

Guest Shell TOxRy FT7—9 7O+ RX

NX-0OS ZA w5 AR— b, Guest Shell TiX Linux ry hV—2 f L F—Txf AL LTEI
N E 7, ifconfig F 7213 ethtool ZfEFH L C. /proc/net/dev DFE ™72 & D — %72 Linux A
vy RIEF_RCHHE— b SRTVET,

GuestShell iIZ1E, < D— kM2 %y NI =0 2—T 4 VT 4 INT 74V TEHEENLTEY,
chvrfvrfcommand =~ > FE2EH L T EIE 74 VRF CEHATEE£9,

[guestshell@guestshell bootflash]$ ifconfig Ethl-47

Ethl-47: flags=4163<UP,BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 13.0.0.47 netmask 255.255.255.0 broadcast 13.0.0.255
ether 54:7f:ee:8e:27:bc txqueuelen 100 (Ethernet)

RX packets 311442 bytes 21703008 (20.6 MiB)

RX errors 0 dropped 185 overruns 0 frame O

TX packets 12967 bytes 3023575 (2.8 MiB)

TX errors 0 dropped 0 overruns O carrier 0 collisions 0

Guest Shell N i, kv hT— 7 REBAE=F Y I/ TEETR, ZETLHZ LI TEER
o v FU—7IRBEZEF T 5121%. A A D bash ¥ = /L CNX-0OS CLI = 72 1% 8] 72 Linux
=T 4 VT4 =R LET,

Z @ tepdump = 2 RidGuest Shell (23— LI TERY | BEHA— MELIZAAL vF
R—RTRNURENTERNT T4y 7Dy b FU—RAZREEICLET,

Z @ sudoip netnsexec management ping = —7 1 U 7 ¢ I%. fEESNTZF v b U — 7 L E1ZEH
DATHRAPNTaAYY FEETT 5720072715 TY, ZiiTGuest Shell A THELTT
TET,

[guestshell@guestshell bootflash]$ sudo ip netns exec management ping 10.28.38.48
PING 10.28.38.48 (10.28.38.48) 56(84) bytes of data.
64 bytes from 10.28.38.48: icmp seg=1 ttl=48 time=76.5 ms

chvif 2—7 4 U T A IZMEEDO DI SN TnE T,

guestshell@guestshell bootflash]$ chvrf management ping 10.28.38.48
PING 10.28.38.48 (10.28.38.48) 56(84) bytes of data.
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64 bytes from 10.28.38.48: icmp seg=1 ttl=48 time=76.5 ms

\)

GE) a<y R LTHEITEIND chvrfa~< > RiZ, BED VRF/ %y U —7 ZHIZEMTERITIN
e

7o & X, BEEVRFREHTIP 7 FL-210.0.0.1 % ping 35 (21%, =~ Fix [lchvrf management
ping 10.0.0.1] TJ, scp £l ssh Do —7 ¢ U7 4 HEEETT,

Bl

switch# guestshell

[guestshell@guestshell ~]$ cd /bootflash

[guestshell@guestshell bootflash]$ chvrf management scp foo@10.28.38.48:/foo/index.html
index.html

f0o0@10.28.38.48's password:

index.html 100% 1804 1.8KB/s 00:00

[guestshell@guestshell bootflash]$ 1ls -al index.html

-rw-r--r-- 1 guestshe users 1804 Sep 13 20:28 index.html
[guestshell@guestshell bootflash]$

[guestshell@guestshell bootflash]$ chvrf management curl cisco.com
<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>301 Moved Permanently</title>

</head><body>

<hl>Moved Permanently</hl>

<p>The document has moved <a href="http://www.cisco.com/">here</a>.</p>
</body></html>

[guestshell@guestshell bootflash]s$

VAT AEDOVRFOY A FFEETBITIE. NX-0S 2B A T 1 712, showvrf £ 7213 dohost
a<wy RENLTavwyr FEFERLET,

B

[guestshell@guestshell bootflash]$ dohost 'sh vrf'
VRF-Name VRF-ID State Reason

default 1 Up -=

management 2 Up -=

red 6 Up -=

Guest Shell N CiL, VRFIZEGEFHT bz y NU—T ZARIEMNERICERASINET, 0
T U — 7 LHIZEM DT D0 MR T 2 T BERIZR B ENH Y £,

[guestshell@guestshell bootflash]$ 1ls /var/run/netns
default management red
[guestshell@guestshell bootflash]$

Guest Shell W36 KA A VA ZMRRT D120, VYA —Z BT 20N H Y £9°, Guest
Shell T /etc/resolv.conf 7 7 A NV EFREL T, X v MU —27|Z# L7= DNS r— AP —s3L KX
A EEDET,

]
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nameserver 10.1.1.1
domain cisco.com

F— Y= =L KA A U OFRIT, NX-OSHERTHEREINTZLDE—HTHLELRH D F
7,

il

switch (config)# ip domain-name cisco.com
switch (config)# ip name-server 10.1.1.1
switch (config)# vrf context management
switch (config-vrf)# ip domain-name cisco.com
switch (config-vrf)# ip name-server 10.1.1.1

AA y FISHITP 7r ¥y —"—%2Mi ]+ 25x >y NT—7NITH D5E . http_proxy 36 &
X https_proxy BRBEZ8 8t Guest Shell N TR ET D HLENH D £9,
il

export http proxy=http://proxy.esl.cisco.com:8080
export https proxy=http://proxy.esl.cisco.com:8080

IS ORI, bashre 7 7 A NVEZITEY R A7 U T R TREL T, KEHTHDHZ L
EHERTHOMEND Y F7,

AR IILTODIT—rISTya~DT7o1R

Fv U — 7 EEEIT, NX-OSCLI 2~ > ROEHAIZMA T, Linux 2~ KEa—7 U
TAERERALTCZ 7 ANEEHTEET, YA V= /VERED bootflash (T AT A T —~ 7
FwarvUr A2 EICL Y, network-admin (L Linux 2~ > REFEHLTCINHD T 7

ANEEIETEET,
il
find . -name “foo.txt”

rm “/bootflash/junk/foo.txt”

\)

GE)  FAL Yz VAOZ—PF—DAFNIHRA FOBFE LRI CTTR, ¥ A b ¥ = VIR o= —F—
LETZERNCH Y . wid TR N FOoa—F—04FiE —HLERA, 7V —7BIOREOMD
TrANDT 7R AHFAL, F AN Yzl =P =N T 7 A UK L TR T 7 & ADOFEE
il L E T,
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Guest Shell @ Python

Python |31 > % 5 7 F 4 TIAETE £33, python 227 U7 h 47 A h L= L TETT
ZEHLTEET,

Bl

guestshell:~$ python
Python 2.7.5 (default, Jun 24 2015, 00:41:19)
[GCC 4.8.3 20140911 (Red Hat 4.8.3-9)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>

guestshell:~$

X v U= EHENH L Python X 7 —V %A VA R—LTEL LI, AR V=)L
21X pip python /X 7 —3 v R =T ¥ WEENTWVET,

Bl -

[guestshell@guestshell ~]$ sudo su

[root@guestshell guestshell]# pip install Markdown
Collecting Markdown

Downloading Markdown-2.6.2-py2.py3-none-any.whl (157kB)
100% | ###fffddddddddddtdH 4444444444444 159kB 1.8MB/s
Installing collected packages: Markdown

Successfully installed Markdown-2.6.2

[root@guestshell guestshelll]l# pip list | grep Markdown
Markdown (2.6.2)

[root@guestshell guestshell]l#

\}

GE)  pipinstall =~ > R& AT 2HIIC, sudosu 2~ REANTLHLERH Y 7,

Guestshell 2.11 &) Python

Guestshell 2.11 {21, Python2 & Python 3.6 DM S8 7Y A A F—/L S TUWET, Python 2
FIE3EZA VAN NTHEDIC—Y—PBUELTLHT 7 vaiddbh i,

[admin@guestshell ~]$ python
Python 2.7.5 (default, Nov 16 2020, 22:23:17)
[GCC 4.8.5 20150623 (Red Hat 4.8.5-44)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>

[admin@guestshell ~]$ python3
Python 3.6.8 (default, Nov 16 2020, 16:55:22)
[GCC 4.8.5 20150623 (Red Hat 4.8.5-44)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>
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B cuestshen /~— 3> 210 T Python 3 (Cent0s 7)

Guest Shell /\

23> 210 £TO Python3 (Cent0S 7)

AN 2 X E, T 74 /4 KT Python 3 A A R —/L I TR0 CentOS 7.1 BR 5L %
UL £9, CentOS7.1 12 Python3 %A > A h—/F 521X, =R X\—=FT DIV KRI N %
AT L, FMEIXNDENFTLRE BEROFENRDY £, BloF T a4d, RILTA
T ANITHEEL D /N— 5 D Python DA > A h—/ L% H 7R — K9 % Red Hat Software Collections
EEHT5Z L TT,

Red Hat Software Collections (SCL) Y —/%& A A b —/L T HIZ1%
1. sclutils X r—% A A M—L LET,

2. CentOSSCL UARY MU ZAMI LT, S TS Python 3 RPM ODWF i A > A
r— L9,

[admin@guestshell ~]$ sudo su

[root@guestshell admin]# dnf install -y scl-utils | tail
Running transaction test

Transaction test succeeded

Running transaction

Installing : scl-utils-20130529-19.e17.x86_ 64 1/1
Verifying : scl-utils-20130529-19.e17.x86_ 64 1/1
Installed:

scl-utils.x86 64 0:20130529-19.el7

Complete!
[root@guestshell admin]# dnf install -y centos-release-scl | tail
Verifying : centos-release-scl-2-3.el7.centos.noarch 1/2
Verifying : centos-release-scl-rh-2-3.el7.centos.noarch 2/2
Installed:

centos-release-scl.noarch 0:2-3.el7.centos

Dependency Installed:
centos-release-scl-rh.noarch 0:2-3.el7.centos

Complete!

[root@guestshell admin]# dnf install -y rh-python36 | tail
warning: /var/cache/dnf/x86 64/7/centos-sclo-rh/packages/rh-python36-2.0-1.el17.x86 64.rpm:
Header V4 RSA/SHAl Signature, key ID f2ee9d55: NOKEY
http://centos.sonn.com/7.7.1908/0s/x86_ 64/Packages/groff-base-1.22.2-8.e17.x86 64.rpm:
[Errno 12] Timeout on
http://centos.sonn.com/7.7.1908/0s/x86_ 64/Packages/groff-base-1.22.2-8.e17.x86 64.rpm:
(28, 'Operation too slow. Less than 1000 bytes/sec transferred the last 30 seconds')
Trying other mirror.
Importing GPG key O0xF2EE9D55:
Userid : "CentOS SoftwareCollections SIG
(https: //Wlkl centos.org/SpeciallnterestGroup/SCLo) <security@centos.org>"
Fingerprint: c4db d535 blfb bal4 f8ba 64a8 4eb8 4e71 f2ee 9d55
Package : centos-release-scl-rh-2-3.el7.centos.noarch (@extras)
From /etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-SIG-SCLo
rh- python36 python-1libs.x86 64 0:3.6.9-2.el7
rh-python36-python-pip. noarch 0:9.0.1-2.el7
rh-python36-python-setuptools.noarch 0:36.5.0-1.el7
rh-python36-python-virtualenv.noarch 0:15.1.0-2.el7
rh-python36-runtime.x86 64 0:2.0-1.el7
scl-utils-build.x86 64 0:20130529-19.el7
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Guest Shell /13— 3 > 210 & T® Python 3 (Cent0S 7) .

xml-common.noarch 0:0.6.3-39.el7
zip.x86_64 0:3.0-11.el7

Complete!

SCL 235 & . Python3 OEREESZ HEMIIHREL T, A X T 277 4 772 bash & v
varEERTEET,

Y

(G£)  SCLPython f v A h— NV ZMEHT L7201V — h 2—F =30 HEH D £H A,

[admin@guestshell ~]$ scl enable rh-python36 bash

[admin@guestshell ~]$ python3

Python 3.6.9 (default, Nov 11 2019, 11:24:16)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-39)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

Python SCL @A > A b —/LCiX, pip2—7 4 V7 4 bzt & E 7,

[admin@guestshell ~]$ pip3 install requests --user
Collecting requests
Downloading
hityes://files. pytharhested. arg/feackeces/51/ad/ 23926034 1ea65 10003200808 ae0f8230s800 72321 V2 Il 1S T/ reqests 2. 2. 00y 2. oy 3-nare-ary .whl
(57kB)
100% | #4444 444444444444 61kB 211kB/s
Collecting idna<2.9,>=2.5 (from requests)
Downloading
https://files.pythahosted. org/ackages/14/2¢/ad5510381d0el 52000el of41a0386%46fe 7226 71A50af Tab5AS0f A 74c9/idre2.. 802 . oy 3-nane-—arny . whl
(58kB)
100% | #4444 44444444444 61kB 279kB/s
Collecting chardet<3.1.0,>=3.0.2 (from requests)
Downloading
hites://files.pytharhested. arg/packaces/loc/ a9/ 0L £fefiob@2e42 740rA8 ToAdol doac TcaShec 751 Aa22e4c51 £1409844308 /dhardet=3.0. 402 py3nre-ary.whl
(133kB)
100% | #4444 4444444 143kB 441kB/s
Collecting certifi>=2017.4.17 (from requests)
Downloading
hittpes: //files joythartosted. arg/eackanes/9/63/AfS0cac9Bes0dB3006c5523903af 10 IcFAdE 78 0ac9cfibdied9/car ti £i-2019.11. 282 oy 3-rare-ary.whil
(156kB)
100% | #4444 4444444444444 163kB 447kB/s
Collecting urllib3!=1.25.0,!=1.25.1,<1.26,>=1.21.1 (from requests)
Downloading
hittes: //files. pythorhosted. arg/cackaces/eB/74/64£91 7145020£96 IADI33243A080301 009095 73346923088ea4afedlls 77 A 11103-1. 25840 2. py3-nare-ary.whl
(125%B)
100% | #4444 4444444444444 | 133kB 656kB/s
Installing collected packages: idna, chardet, certifi, urllib3, requests
Successfully installed certifi-2019.11.28 chardet-3.0.4 idna-2.8 requests-2.22.0
urllipb3-1.25.8
You are using pip version 9.0.1, however version 20.0.2 is available.
You should consider upgrading via the 'pip install --upgrade pip' command.
[admin@guestshell ~]$ python3
Python 3.6.9 (default, Nov 11 2019, 11:24:16)
[GCC 4.8.5 20150623 (Red Hat 4.8.5-39)] on linux
Type "help", "copyright", "credits" or "license" for more information.
>>> import requests
>>> requests.get ("https://cisco.com")
<Response [200]>

7 7 4V N @ Python 2 A > A h—/L{%, SCL Python A > A h—/L & —fFICfiHCT& £,
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[admin@guestshell ~]$ which python3
/opt/rh/rh-python36/root/usr/bin/python3

[admin@guestshell ~]$ which python2

/bin/python?2

[admin@guestshell ~]$ python2

Python 2.7.5 (default, Aug 7 2019, 00:51:29)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-39)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> print 'Hello world!'

Hello world!

Software Collections Z{#F 425 & . F U RPM OEEDON— 9 0 E2S AT A, VA R—)b
TEET, ZOHEA. Python 3.6 (2% T Python 3.5 Z A > A h—/L9 5 Z LN ARE T,

[admin@guestshell ~]$ sudo dnf install -y rh-python35 | tail

Dependency Installed:
rh-python35-python.x86 64 0:3.5.1-13.el7
rh-python35-python-devel.x86 64 0:3.5.1-13.el7
rh-python35-python-1libs.x86 64 0:3.5.1-13.el7
rh-python35-python-pip.noarch 0:7.1.0-2.el7
rh-python35-python-setuptools.noarch 0:18.0.1-2.el7
rh-python35-python-virtualenv.noarch 0:13.1.2-2.el7
rh-python35-runtime.x86 64 0:2.0-2.el7

Complete!

[admin@guestshell ~]1$ scl enable rh-python35 python3

Python 3.5.1 (default, May 29 2019, 15:41:33)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-36)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

\}

GE) ¥ Python X— 3 U SCLIZA Y A R =L ENTWHEXITHLWA XTI T 47

bash & v a U AIERT 2 L. libpython A7 Y=/ b 77 A Lk u— RTERNEND
RN AT 5 alRetEn & W £3°, source scl_source enable python-installation =~ > K % fif F
LT, BHED bash v a U CTREZEYICE Yy b7 v 7 TEOEBEREH Y £,

7 7 4V h® Guest Shell A h L' —Y DX ¥ /327 13, Python3 A A h— /LT 5DIT+57
TIiEH Y FH A, guestshell resizerootfssizein-MB 2~ > K&EHH LT, 77 AV VAT LD
YA REL0 L ET, WHE, rootfs DA X% 550 MB IZFEE T 4LUE 53T,

Guestshell 4 T Python

Python2 |ZFEHEREIZ 72 5 72728, Guestshell 4.0 TIIFEH T FHA,
Guestshell 4.x X, 7 7 4 /v k@ Python 23— = > & LT python3.9 ZHHR—F L E T,

[admin@guestshell ~]1$ python

Python 3.9.16 (main, Dec 8 2022, 00:00:00)

[GCC 11.3.1 20221121 (Red Hat 11.3.1-4)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

>>>
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Installing RPMs in the Guest Shell

The /etc/dnf.repos.d/CentOS-Base.repo file is set up to use the CentOS mirror list by default. Follow
instructions in that file if changes are needed.

Dnf can be pointed to one or more repositories at any time by modifying the yumrepo x86 64.repo
file or by adding a new . repo file in the repos. d directory.

For applications to be installed inside Guest Shell 2.x, go to the CentOS 7 repo at http://mirror.centos.org/
centos/7/0s/x86_64/Packages/.

Dnf resolves the dependencies and installs all the required packages.

[guestshell@guestshell ~]$ sudo chvrf management dnf -y install glibc.i686
Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

* base: bay.uchicago.edu

* extras: pubmirrors.dal.corespace.com

* updates: mirrors.cmich.edu

Resolving Dependencies

"-->" Running transaction check

"--->" Package glibc.i686 0:2.17-78.el7 will be installed

"-->" Processing Dependency: libfreebl3.so (NSSRAWHASH 3.12.3) for package:
glibc-2.17-78.e17.1686

"-->" Processing Dependency: libfreebl3.so for package: glibc-2.17-78.el7.1686
"-->" Running transaction check

"--->" Package nss-softokn-freebl.i686 0:3.16.2.3-9.el7 will be installed
"-->" Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size

Installing:

glibc 1686 2.17-78.el7 base 4.2 M

Installing for dependencies:

nss-softokn-freebl 1686 3.16.2.3-9.el7 base 187 k

Transaction Summary

Install 1 Package (+1 Dependent package)

Total download size: 4.4 M

Installed size: 15 M

Downloading packages:

Delta RPMs disabled because /usr/bin/applydeltarpm not installed.
(1/2): nss-softokn-freebl-3.16.2.3-9.e17.1686.rpm | 187 kB 00:00:25
(2/2): glibc-2.17-78.e17.1686.rpm | 4.2 MB 00:00:30

Total 145 kB/s | 4.4 MB 00:00:30

Running transaction check

Running transaction test

Transaction test succeeded

Running transaction

Installing : nss-softokn-freebl-3.16.2.3-9.e17.1i686 1/2

Installing : glibc-2.17-78.el17.i686 2/2

error: lua script failed: [string "$triggerin(glibc-common-2.17-78.el7.x86 64)"]:1:
attempt to compare number with nil

Non-fatal "<"unknown">" scriptlet failure in rpm package glibc-2.17-78.e17.1686
Verifying : glibc-2.17-78.e17.i686 1/2

Verifying : nss-softokn-freebl-3.16.2.3-9.e17.1i686 2/2
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Installed:
glibc.i686 0:2.17-78.el7

Dependency Installed:
nss-softokn-freebl.i686 0:3.16.2.3-9.el7

Complete!

\)

Note

)

When more space is needed in the Guest Shell root file system for installing or running packages, the
guestshell resize roofs size-in-MB command is used to increase the size of the file system.

Note

Some open source software packages from the repository might not install or run as expected in the Guest
Shell as a result of restrictions that have been put into place to protect the integrity of the host system.

HRRzlDEFal T4 RRF¥

AA Yy FTOFA Nz VOMHIZ, Ry MU=V EHEN AT LAOWReZ & E T2 I3ILE
TEBHELDFED I DIZTEETA, FAS vxVE, FIAT AT HRAN I TFX M)
UV SN FATREARMT D L2 HMELTWET, ZONCEY, %M T 47D
FATEREE & AR WAREMEOH DY 7 N =T VAT MIBATEET, o, VAT
LDENWE, N7 —~< A FLEFAT—WICEBEE X RVRETY 7 N =T 2FT7T 5
ZEbTEET,

[H—JLEESS1E/Nv F (Kernel Vulnerability Patches) ]

AL, BEMOMEIIECHAST 57T v T x— A T v 7T — T, BEiE#ET % Common
Vulnerabilities and Exposures (CVE) (Zxt& L E T,

)

GE)

A X, Guestshell4.x (RockyLinux9) EREZDOMaFIMEZBHF L TV | FRROEIEA . Rocky
Linux 7> 5 AFAIREIC/R S T2 REA TED E T,

[ASLR 35 & U* X-Space M H-7K—  (ASLR and X-Space Support) ]

CiscoNX-OS (X, FvHZA LT 4 7= ADHDT R L A% Layout Randomization (ASLR)

& Executable Space Protection (X-Space) DA ¥4 — kL TW\WE 9, Cisco NEH LTz Ny
r=voY 7 y=TiE, ZOKEENHLET, YATACMOY T hT =T HA A b—
LERTVDHEIE, INbDT 7 /aYhkR— T 5KAM0S LY —LTF=— %k
L CHETA - L2BEO LET, LY., V7 Ny = 7 RBENREAFICERT
DAL 7R BB R AN L E T,

. TR I)L
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zazmosE [

=
h

i

LRI D 5B

Guest Shell B25513, S F I E 724 R125M %2 H L CTGuest Shell DFEITAR—ZA &R A DFELT
AR—=ZA B0 BfF Linux =227 F—WNTEITSNET, NX-0S9.2(1) U U —RLIE, Guest
Shell IXBI D L — —Z FZEHTHEITE I, GuestShell N T/L— b & LTHEITESNTWSH T at
ANIHRA R O— FTERWZD, KA N VAT LOBEWER#ET LIOIESLBLET, oh
SO7 AL, uid~ v B 7 D7HIZGuest Shell N Tuid0 & L TEITERTNDH L HICH
ZETH, I—FMIINb0 7ot AOEBEO uid 2785 L TRV | #@blea—W —4n[iZE
I D POSIX #&RE 2 7 FAl L £ 97,

T—H =R A b 225 Guest Shell (ZAD & Guest Shell NIZ[A] U4 RO —H —BERR S L E
o ARNE—H L ET P, Guest Shell NOL—H —D uid (T, AA FDuid LR L TIEHY F
A, Guest Shell NOZ—WRHHF AT 47 (72L& 21X, /bootflash F7ziL /volatile
) EOT7 7 ANICEIEET 7 BATEDLLOICT D7D, FAMTHEHIND RN
NX-0S gid (7= & 1%, network-admin F 7213 network-operator) 7% Guest Shell (2~ v B 7 X
NET, FOREIZ, EIXRCIZRY, 22— —D GuestShell £ > A X LV AN KA N ED T N—
TR N—=2 oy PSS G VS — T B T STV E T,

Bl LT, 2—F—pop IZDONWTEXTHEL LD, FAFET, bob IIFKD uid B LV gid
AUN—=V T RHY ET,

bash-4.3$ id
uid=2004 (bob) gid=503 (network-admin) groups=503 (network-admin), 504 (network-operator)

2 —H—pob MNGuest Shell IZHDLGE. HA NED T )—T AL 3—3 v 7 )3Guest Shell 12
HESNET,
[bob@guestshell ~]$ id

uid=1002 (bob) gid=503 (network-admin)
groups=503 (network-admin), 504 (network-operator), 10 (wheel)

R A K Bash ¥ = /L & Guest Shell T—H%— pob |2 X o> TER S I 7 7 A VO FTA F B+
TR 9, LFOHIBNIL. Guest Shell N BAERL S NT= 7 7 A VO A2, E
RO IO 1002 TIE7e< 12002 THHZ L AR L TWET, ZhlL, AR b Bash &= /La)»
BIIT T3~ K& Guest Shell DFRIF- A ~R— R D3GR F- 11000 ThaE 5726 T,

T 7 AIND T I—TEEBF 1L network-admin T, W7 DOEEE T 503 T4,

bash-4.3$ 1ls -1ln /bootflash/bob_*

-rw-rw-r-- 1 12002 503 4 Jun 22 15:47 /bootflash/bob guestshell
-rw-rw-r-- 1 2004 503 4 Jun 22 15:47 /bootflash/bob host

bash-4.35 1ls -1 /bootflash/bob_*
-rw-rw-r-- 1 12002 network-admin 4 Jun 22 15:47 /bootflash/bob guestshell
-rw-rw-r-- 1 bob network-admin 4 Jun 22 15:47 /bootflash/bob host

network-admin 2 JL—7 D 7 7AININ—I v ‘/%&hi & . bob DR A R 2= & Guest Shell
DT J T network-admin D X L X—THAHT-8, I—P X7 A NNIT I ATX I

PAFOHSIFIL. Guest Shell BBEEN T, bob ICX > THRR MO IERENT-T7 7 A VOFTEE
FERFA 65534 THDH L AR LTWET, ZhE. EBORRIF, 22— —D4FT12EMIC

I TR TL .
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FRETIL I

~ v TSNS ORANOFHICH H T 2R L TWET, v v 7SR TWRWEN
E, ZoEE LTERRSNET,

[bob@guestshell ~]$ 1ls -1ln /bootflash/bob_*
-rw-rw-r-- 1 1002 503 4 Jun 22 15:47 /bootflash/bob_guestshell
-rw-rw-r-- 1 65534 503 4 Jun 22 15:47 /bootflash/bob host

[bob@guestshell ~]$ 1ls -1 /bootflash/bob_*
-rw-rw-r-- 1 bob network-admin 4 Jun 22 15:47 /bootflash/bob guestshell
-rw-rw-r-- 1 65534 network-admin 4 Jun 22 15:47 /bootflash/bob host

IL— k21— —DFIR

Tl a— REfBTLLDORA NI 7T 4 AL LT, BINYTONTEF AT ZFETTD
T2 OICHBERER/NROBETT 7V r—2a v 2EITTH 2 2B LET, BRLAVWT 2
T AZ <TI0, GuestSheliIBMENTZY 7 b =T1d, ZOXRA ST T 7T 0 AHED
VERH Y £7,

DT TOHT at AT, Guest Shell 1% Linux DHEREME T L72Z SIC K BHIRORH L7220
9, 77U — 3 Troot iR & LB L T 28 ER T T H2HENRH H5E1E, root 7
7> hOER %, root 7 7 B AR ML e i/ NEOEMEE v MZHIRL, £DOFE— RKTT
TV r—3a U FETTE DRI O N— FHIERZ: & OO Fl#E 25 L E 9,

Guest Shell 239 5> ND/L— MIXF LT Ry 7 &4 5 —#O Linux #REIXRD & B0 TT,
* cap_audit_control
* cap_audit write
* cap_mac_admin
* cap_mac_override
* cap_mknod
* cap_net broadcast
* cap_sys_boot
* cap_syslog
* cap_sys_module
* cap_sys nice
* cap_sys_pacct
* cap_sys_ptrace
* cap_sys_rawio
* cap_sys_resource
* cap_sys_time

* cap_wake alarm

. TR I)L
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yy—zgE |

net_admin HREITHIFR SN EF AN, 2 —V—AFTZEM E Xy MY — 7 AETZEMOFR A N A
HEIZ L D . Guest Shell Z—H—|3A v ¥ —T = 4 ADIRREE L H TE A, Guest Shell ND
root & LT, tmpfs & ramfs ¥ 7 > MZITTRIANAS U R~ FOEHTEET, tho~v
v NEBIEE N ET,

)y —XEH
DDoS B X, WEXNGDZ—W R~ ooy N —7 HiffE#REFEHATER2NL 51275
AAET, REUAREEEZIIEEOH LT 7V r—y gy a— R, #EaEEE, - 27
BRE, A€V, BLOZFOMDOY Y —ZADOBFREE OFER L LT DoS & 5| =i Z 3 nfaefkn

HOVET, FRARMI FAF Tz LERZ R EOV—E XM O THEAMIEHRZ A FICEY M T 5
FAfrIf s PR RE 2 4Rt L 9,

BR b 774N SRTLDOT Y 2 RHIE

TFARN V2 VNDOT 7 A NVDOZEEMWEHERFT 572012, FA N VLD T7 7 AV VAT AT
IINX-OSCLI 67 7 EATEXEHA,

HFZ k)LD EHE
UTFTIX, FAN v V2FHET A0 a~<w 2 RTT,

R2:FXMvzLCLUARUR

avU R ERBA

TR TL .



B 7 =xrozroem

FRETIL I

avy kR

B

guestshell enable {package [guest shell OVA file
| rootfs-file-URIT}

«[FA KT = /LOVAZ 7 A /L (guest shell
OVAfile) | f&ERF :

VAT A ARA=JVITHBPIAEFNL TN D
OVAZFEHLT, YA xz/bE A A
=N 1LTCT 27747 LET,

BESNEZY 7 o7 Rylr—
(OVAZ7 7 A V) FRIET AT HA A—
NG OMPIAIIN S r— (N lr—
UIMBE SN TWARWES) 2 LT,
FAR 2 VEA LA R=LLTT Y
T4 7 LET, 4H), FA K b
Rolr—IE, VAT AL A A—JI2HD
WheZ LIk ToRFIHTE £,
FAN V2R TTIZA VA =&
TWAEE, Zoa<wy RiFA v A h—
LENTNBFARN o VEEDCLE
¥, W%, Ziuld guestshell disable =~
VROBIERASNET,

rootfs-file-URI 23 EE S LTV D IGE -

TAN Ve VBEFESTRRED & X
2. A~ vxbrootfs A AR — kL
F9, Zoavy RE, BESZ Ny
=TT AN vV EERLET,

guestshell export rootfs package
destination-file-URI

ANz )bDrootfs 7 7 A VE T —h )L
URI (F—F7F v 2, USBILARY) o=/
AR—MLET,

guestshell disable

¥y hHFTUEF RN L OB
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A i |

avy kR

B

guestshell upgrade {package [guest shell OVAfile
| rootfs-file-URIT}

«[FA KT = /LOVAZ 7 A /L (guest shell
OVAfile) | f&ERF :

BESNEZY 7 02T RNyulr—

(OVAZ 7 A V) FRIEV AT HA A—
VIS ORIA TSy iy =2 (S —
UNBEEINTOWRWES) 2R LT,
FAN V= VEIIET 7T 4 7L TCT v
T L—FRLET, B, TAR b
IR =%, VAT A A A=JICHED
A Z STk o ToORFIHTE £,

AN 2z VOELED rootfs 1X. V7 b
T =T Nl —@ rootfs IZEEHLZ 5
nNEt+, Y2z MI, Ty ST L—
RE bR T 28 XY 77 A0 A
TAEMALEEA, KeHte o2
U 77 A IV AT DR WEEA .
guestshell destroy ==~ > RIZHilT T
guestshell enable =~ > K& ] L C rootfs
EEEHZLIELTEET, Ty TS
L— B 5&, AN = VT
77 4 7S ET,

Ty L— R avr NEFATT 50
2. HEREZRD LT u T RRFREN
£7

rootfs-fileURI A fEE SN TV DA -

FARN Yz VRTTIZA VA h—LE
TWAEAS, A > =/L® rootfs 7 7
ANELVR—FLET, ZOav R
E. BEFEOF A e v EBHIRLET,

BESHERNyr—IIZA VA =L L
F7,

TR TL .
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B 7 =xrozroem

av vk EREA
guestshell reboot FAKN Vo NVEIIET 7T 4 T LTHE, B
ET 7T 0 7 LET,

V7 — bk a~r FEFATT LR, MERL K
LT T NIRFIRSNET,

GE)

T, exec B— R T guestshell disable ==+
> RD#%IZ guestshell enable =1~ > K235 <

DEFRLTTT,

T, ANz LNO T e AMEILL
TkEy, BESTLILEND LGEITHKLD
£9, ZOrunguestshell =~ N, 7 A K
V)V TEITIN TN D ssha ITHEAF L TUVVE
7

g RHPHERE LW AT, ssna7 k2 A
DRR S TEIE L7 FREMEA S D 97, NX-0S
CLIBZ A b = /VOFEREZFEITTH
E. BESBILTCa~vy REELTTEET,

guestshell destroy BAR e bR BT 2T 4 T L
T, 7oA Ab—=NLET, YA vzb
ICBEEA I H TV D TR TOEMER
AT MR ENET, Z O showvirtual-service
global =~ N, ZHbOEIREHA VD
FIHATREIC 2 D E R LET,

ZDa~vr RERITTH L, destroy 2w K
ZFAT T DANCHERZRD D 7T v 7 R

IRSIVET,
guestshell T a7 FTTTIRETINTND S
run guestshell A2 N e MTES L ET, MNE a4
JIRAT— K
guestshell run command FA RN v VEBEEOD 37 % A FNT Linux /
run guestshell command UNIX 22> R&EFEITLET,

avy FOETH, A vF Trr7 MR
DEJ,

. TR I)L



I FRETTL

2k gz |

avy kR

B

guestshell resize[cpu [memory |rootfs]

FA N ¥z ZEIN BT H T TR AR
firfEsaZE LES, ZHIL, RIFA v =
ABEIACE T ITFREE S & DT
720 ET,

GE)

A REFEOEIX, guestshell destroy =2~ >
REfERT2E7 VT ENET,

guestshell sync

TITF 4T A== NP L AH N A—
R RAVNRHDLVATATIE, Zhavy
NIZT AN = VOMINT 7 ANET 7T 4
T A== XA PFNEAHF N Z— 73—
A FIZFEM L EJ, network-admin (., A F
PN A== S FRBL R A — /=31
272572 L EIZIE U rootfs 42 L 512
TA N Vb rootfs NERE SHL TV A & X,
ZDavy REFITLET, ZOa~vy R
R LRWEGE, RZ N, R—/R=/3f
DFEDA— = A P TR A b v =
NRy =V EERLTT 77 47 m—1Z
BATT2 X2, VAN Yz URFTICA v
A N—VENET,

virtual-service reset force

ARz VETZIIREY — R FHTE
BRWGAE, VAT LDV m— RETH, reset
av Y REFHLTF AR Va3 TO
AR — B X ZghfilIcHIBR L ES, 7V —
VT T EEITTHICIE, VAT LAEEHR—
KTBHHLERHY ET, ZOa~wr RERIT
L7z, AT 2aM)e—RENbHE T,
FAN ¥z VETITENORES —E X % A
VARN—IVERITENCT A LIXTEER
oo

Uty zBltad DR 2 RO 6N ET,

N

GE) 7R b v VBREERIME/ L., T2 BATHICIE, BEEHERNSLETT,

TR TL .
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\)

FRETIL I

6=

\)

FAN Tz UE, AAN VAT A LEO Linux 277 (LXC) & LTEAINET, NX-08
T NA ATIiL, LXC I virtual-service 2~ R CA VA M=)V EEBEINFET, YA~ vz b
1. virtual-service @< > FIZ guestshell+ & WO ARIOE—E R L L TEREINET,

6=

T ARz VIZERO VMBS — 2 < N3RS NET, ZbdD =z~ RIINX-0S
92 (1) VU —=ATITHEFRICR>TEY., FkDV J—2TIHHIBRESNET,

KD exec ¥ — T — RIIEIEFETT,

# virtual-service ?

connect Request a virtual service shell

install Add a virtual service to install database

uninstall Remove a virtual service from the install database
upgrade Upgrade a virtual service package to a different version

# show virtual-service ?
detail Detailed information config)

RO F—U — FIFEIE S ET,

(config) wvirtual-service ?
WORD Virtual service name (Max Size 20)

(config-virt-serv)# ?
activate Activate configured virtual service
description Virtual service description

Guest Shell D EZh{t

guestshell disable =~ > FiZ ¥ v ¥ 7 LT, Guest Shell Z L L £7,

Guest Shell 2NV SNTRIETU AT L% U n— K35 &, Guest Shell IZEY{L I N=FF
W20 F£9,

]

switch# show virtual-service list

Virtual Service List:

Name Status Package Name

guestshell+ Activated guestshell.ova

switch# guestshell disable

You will not be able to access your guest shell if it is disabled. Are you sure you want
to disable the guest shell? (y/n) [n) y

2014 Jul 30 19:47:23 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION STATE: Deactivating virtual
service 'guestshell+'

2014 Jul 30 18:47:29 switch $$ VDC-1 %$ $VMAN-2-ACTIVATION STATE: Successfully deactivated
virtual service 'guestshell+'

. TR I)L
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warvronx ||

switch# show virtual-service list

Virtual Service List:

Name Status Package Name
guestshell+ Deactivated guestshell.ova

A\

()  guestshell enable ==~ > K C Guest Shell 3F7 7 7 ¢ 7L I E T,

Ak STILDOEE

guestshelldestroy =~ > NiX, YA =2V & ZDT—7 47577 b&aT7 oA A=/ LE
T, ZOavy KT, YA M U=V OVA IFHIBRES N EH A,

FAN VPRSP ZIRETIU AT 22V o—R45E, YA M vz ViIdES N
Fi20 E9,

switch# show virtual-service list
Virtual Service List:
Name Status Package Name

guestshell+ Deactivated guestshell.ova

switch# guestshell destroy

You are about to destroy the guest shell and all of its contents. Be sure to save your

work. Are you sure you want to continue? (y/n) [n] y

2014 Jul 30 18:49:10 switch %$ VDC-1 %$ $VMAN-2-INSTALL STATE: Destroying virtual service
'guestshell+'

2014 Jul 30 18:49:10 switch %$ VDC-1 %$ $VMAN-2-INSTALL STATE: Successfully destroyed

virtual service 'guestshell +'

switch# show virtual-service list
Virtual Service List:

Y

(G£)  guestshellenable =~ > FAMEA LT, VA V= VEBEADCTHLZLENTEET,

)

GE)  CiscoNX-0S Y7 b =7 Tk, ar7F B, A M—LELd &, oneP HREN T — T /L 7

IR A LTCHBPIZAEINC 2D 3, YA voWdasr s ThHH720, oneP fBEN
HENWIZBHAE S E T,

AN vz VEFEHLZ2OWEATX, guestshell destroy =2~ > RCHIBRC&x E9, A K v=
ABHIBREND &, TOHOY a— RODICHIBRENT-EFIZRD T, 2FV, A b
)b aryTFREIREN. AL v TFRFHe—RERTHL, YA b aryT i
WIS E R A,

TR TL .



. Guest Shell DE 1L

FRETIL I

Guest Shell D Ezh1{t

Z @ guestshell enable @~ > Ri, GuestShell ¥ 7 F 7 =7 /Xy —I 15 Guest Shell &1
A=V LET, T74NETIEH, VAT AL A—VIZHOIAENT NN T —UNA VA h—
JZHEF S E 9, Guest Shell NN L S TWDERIL, T a~2 REMH LT, Guest
Shell #5777 4 7+ 52 L b TEET,

Guest Shell DML I NTRETU AT A% Y v— K35 &, Guest Shell (ZHIMLEINTZFF
2720 £,

Bl -

switch# show virtual-service list

Virtual Service List:

switch# guestshell enable

2014 Jul 30 18:50:27 switch %$ VDC-1 %$ SVMAN-2-INSTALL STATE: Installing virtual service
'guestshell+'

2014 Jul 30 18;50;42 switch %$ VDC-1 %$ %VMAN-2-INSTALL STATE: Install success virtual

service 'guestshell+'; Activating

2014 Jul 30 18:50:42 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION STATE: Activating virtual
service 'guestshell+'

2014 Jul 30 18:51:16 switch %$ VDC-1 %$ SVMAN-2-ACTIVATION STATE: Successfully activated
virtual service 'guestshell+'

switch# show virtual-service list

Virtual Service List:

Name Status Package Name
guestshell+ Activated guestshell.ova

AR—R J— k E— FTO Guest Shell DE 1L

NX-089.2(1) U U —ALIE, VAT L% [HEAT— K £—F (basebootmode) | T7— b5 %
TLEEBNTEET, VAT AEREAT— N T— RCTEHTD L. Guest Shell [T 7 4L k
TIEBtE SN FEH A, ZDOF— FTGuestShell = AT 212i%, IKEkA v 7T AT 7T %
L GuestShell f A—VEZELRPM ET 77 4 7TIZTHMERHY 9, ZNEITO &, Guest
Shell & virtual-service =< > RBHHATE 2 L9220 £,

RPM 7 7 7 4 _— 3 v a~vy RPMROIAFTIEIT SN 5E

1. install activate guestshell

2. install activate virtualization

GuestShell = > 7 F 1%, ¥ AT AR T/LE— N TRB) LI2GE EFRICHBINCT 77 1 71k
ShET,

RPM 77 T 4 N— gy a<y ReWOIERFTETLEE -

1. install activate virtualization

2. install activate guestshell

. TR I)L
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Z D%, [guestshell #H %1k (guestshell enable) | =~ > K& 54795 £ T, Guest Shell |ZH
NZTR D FE A,

FZ kT ILDOES

CiscoNX-0S VU —270 3) 17 (1) LU, 1 DDA v F THAEZA XENTEF A=
JLrootfs D A A » FIZBHTE £7,

T7a—FL, FAK YzbrootfsE I AT A AL THhbZ I AR—FL, 77 AL P—
NIBRGFETHZ ETT, POAP A7 U7 ML, A =/brootfs D A A » FITH T
H— R (AR —=F) L, BEDHF AL v VEZEDTNA ZZFHICA VA R—LTX E
KRS

X, T rootts DI AHR—

AR v xbrootfs w7 AR — hT5121E. guestshell export rootfspackagedestination-file-URI
axy FafHLET,

destination-file URl /<5 A — % (X, # A “ =/l rootfs D3 B —ED7 7 A LDOLETTY, =
DT 7ANTIEZ, a—HNVURI AT gy (F—h7Fvia, USBl 72 &) MNABETT,

guestshell export rootfs package =< > K Cld, ROLEIMTHONE T,
AN VN EEHCLET (TTIAEDTIR>TVDIES) |

e FARN vz A AR —F YAML 7 7 A VEAER L, rootfsextd 7 7 A /LD [cisco T A L
7 FUITHALET,

srootfsext4 7 7 A V& X —7 v F URI OEFTIZa e —LET,

« FADN TV ARLHENZENT > TWEGEIX, BEANCLET,

Guest Shell rootts D1 > 7R— ~
Guest Shell rootfs 1 AR — F T 24, BETRXE 250K MBIH Y F9,

* Guest Shell 2MEFHE 72 IRRED G 1E.  guestshell enable package rootfs-fileeURI =2~ > K
ZfEH L C. GuestShellrootfsz >R — R~ LET, Zoa~vy NI, fEShz Ny r—
¥ C Guest Shell Z &) L £,

s Guest Shell 233 TIZA A b= ENTWBEEIL, guestshell upgrade package
rootfsfileURl =< > K%&fEH LT, Guest Shellrootfsz A > FR—~rLET, ZDa~<vL K
X, BEfFDGuest Shell ZHIFR L, FEESNTZ RN Fr—T% A VA =L LET,

rootfs-fileURl /XT A—# (%, a—Hh)L A hLb— (F—F7F v 2, USBARY) ITIREE
LTV 5 rootfs 7 7 A LTI,

T 7T 9 allbdb I rANTIDa~vy ReETTHE, 774 MFTT— 7Ty
DARL—2 F—LICBEISNET,

I TR TL .



g2k vzu |
. Guest Shell rootfs O 1 > 7R—

RAKNTF7 7 4 AL LT, guestshell upgrade package rootfs-file-URI =~ > K & f#i 9~ % Ri
o, Z77ANVET— R 77y a|llat®™— L, mdssum ZREIETAHAVLENH Y 4,

() guestshell upgrade package rootfs-fileeURI =~ > RiX, Guest Shell N2> 5 FELT

GE)  rootfs 7 7 A IV ATDBELHAFE R r—UTIEHY A, FIIRT LI, AT 5
A, BAINTW Wy =525 LR ETHILENRSH Y £7,

(config-virt-serv-global)# signing level unsigned
Note: Support for unsigned packages has been user-enabled. Unsigned packages are not
endorsed by Cisco. User assumes all responsibility.

\}

GE)  rootfs DI AIHNN—T g U 2B ITTT DI

* Guest Shell 23BEIZA A F—/L I TWAH AL, guestshell upgrade =~ > K% (B
DIRFGA—=H—721LT) HHLET,

* Guest Shell 2MAFFE S 7= & X112, guestshell enable 2~ K& (GBII/ST A —X 721 T)
ERL £,

)

GE)  Guest Shell N5, FIEINX-API ZEHA L CTAAL v FONHNSLZDa~y REETT 55
BlE. a7 b ERAXFTTELOICKRETALENDH Y £9, terminal dont-ask

guestshell enable package rootfs-fileeURl =~ > K :
e rootfs 7 7 A L DEEARH IR RREE FAT L E T,
erootfsz A hL— 7 —LZB#E L 9,
srootfsz~ 7> b LT, feisco 7 4 L7 UMD YAML 7 7 A Lz fhi L £9,
*YAML 7 7 A )VZfHT LT VM ES (U Y =28 25T) ZBUGFL £,
* Guest Shell #7 77 4 7IZLE T,

guestshell enable DV — 27 7 1 — D :

switch# copy scp://user@l0.1.1.1/my storage/gs rootfs.ext4 bootflash: vrf management
switch# guestshell resize cpu 8

Note: System CPU share will be resized on Guest shell enable

switch# guestshell enable package bootflash:gs rootfs.ext4

Validating the provided rootfs

switch# 2017 Jul 31 14:58:01 switch %$ VDC-1 %S %VMAN-2-INSTALL_ STATE: Installing virtual
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vamL o 7 4 L4 wi— ]

service 'guestshell+'

2017 Jul 31 14:58:09 switch %$ VDC-1 %$ %VMAN-2-INSTALL STATE: Install success virtual
service 'guestshell+'; Activating

2017 Jul 31 14:58:09 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION STATE: Activating virtual
service 'guestshell+'

2017 Jul 31 14:58:33 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION STATE: Successfully activated
virtual service 'guestshell+'

A\

(F)  guestshell upgrade DV —7 7 o —DRETIZ, BEIED Guest Shell 23MlEE S U E 4,

N

GE¥) YA REFEOfEIL, guestshell upgrade =~ > R&EHTHL 7 V7 & ET,

YAML 7 7 1 LD A > iR— k

Guest Shell D —H — 3 EH A HE/RUN S O DREZ EFRT D YAML 7 7 A /Wid, =27 AHR—
MEEO—EE L CHBIMIZER S VE T, ZHUE, /eisco 7 1 V27 K~ U @ Guest Shell rootfs
ICHAIAENTWET, 2L, GuestShell 2T FDBERTRFTIEH Y FHA, =—
P—NEETZXDLNRTA—FDO—HOHENEENTNET,

Guest Shell 7 >R — F YAML 7 7 A /LD :

import-schema-version: "1.0"
info:
name: "GuestShell"
version: "2.2(0.3)"
description: "Exported GuestShell: 20170216T175137Z"
app:
apptype: "lxc"
cpuarch: "x86 64"
resources:
cpu: 3
memory: 307200
disk:
- target-dir: "/"
capacity: 250

guestshell export rootfspackage =~ > RZE173 5 L. YAML 7 7 A W BVERSILET, 2D
7 7 A X, BUEEITH O Guest Shell D% v 7F v LE T,

TGt 7 > a2 TiE, GuestShell DFBNENLHSIFEM T —# NEENTWET, showguestshell
detail =~ > RO NI —HOERPERINET,

FADMEIZ. YAML 7 7 A LOMER Sz & 2 0 UTC o= v a—F 4 o 7 T4, 5T
FHND T —=~ v ML, RFC5545 (iCal) @ DTSTAMP & [F U T,

Y —R 733 TiE, GuestShell Z8 A M5OI LERFERFMICHOWTHHAL X
T, ZOBIO target-dir OfE /] X, 7 4 A2 % rootfs & L CTilkhll L £ 7,
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\)

GE)  Guest Shell MIEFHE X7z & X2 A AL SN ENEE S L2844, guestshell enablepackage
a<y ROMHARHZZN L DR A >R — b YAML 7 7 A VOEX D LS ET,

cpuarch X, 2T FDOFEITNTEEND CPUT —F T 7 F v 2R LET,

T AR— MRERET L%, YAML7 7 AV EERTEET GIAREEZEELEZY, &
BZG U CTHAIE R/ NT A =X B L0 T E9)

Cisco IZ, JSON A ¥ —~ %] L TEE I 4172 YAML 7 7 A VA RGET D T2 DICEITTE D
Python A7 U 7 F 2RI L CTWET, ERRT A M TIEH Y FHADN (ol 21X, 7351 A[H
OV Y =AHIRITF = v 7 SNEEA) . SRIRTT—IZT T 72T H LR TEE
9, %G Te Python A7 U 7 M, [Guest Shell f > 7R— k =27 AR —} (Guest Shell Import
Export) Jhttps:/github.com/datacenter/opennxos/tree/master/guestshell_import_export {IZ&H ¥ £ 7,
KD JSON 7 7 A L IX, Guest Shell f >R — F YAML ®O/3—2 2 > 1.0 DAF—< %5k LT
WET,

"Sschema": "http://json-schema.org/draft-04/schema#",
"title": "Guest Shell import schema",
"description": "Schema for Guest Shell import descriptor file - ver 1.0",
"copyright": "2017 by Cisco systems, Inc. All rights reserved.",
"igv:. ",
"type": "object",
"additionalProperties": false,
"properties": {
"import-schema-version": {
"id": "/import-schema-version",
"type": "string",

"minLength": 1,
"maxLength": 20,
"enum": [
"1.o"
]
}I
"info": {
"id": "/info",
"type": "object",
"additionalProperties": false,
"properties": {
"name": {
"id": "/info/name",
"type": "string",
"minLength": 1,
"maxLength": 29
}I
"description": {
"id": "/info/description™,
"type": "string",
"minLength": 1,
"maxLength": 199
}I

"version": {
"id": "/info/version",
"type": "string",

"minLength": 1,
"maxLength": 63
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}I

"author-name": {
"id": "/info/author-name",
"type": "string",
"minLength": 1,
"maxLength": 199

}I

"author-link": {
"id": "/info/author-1link",
"type": "string",
"minLength": 1,
"maxLength": 199

}
}I
"app":
"id": "/app",
"type": "object",
"additionalProperties": false,
"properties": {
"apptype": {
"id": "/app/apptype",
"type": "string",
"minLength": 1,
"maxLength": 63,
"enum": [
"lxc"
1
}I
"cpuarch": {
"id": "/app/cpuarch",
"type": "string",
"minLength": 1,
"maxLength": 63,
"enum": [
"x86_ 64"
1
}I
"resources": {
"id": "/app/resources",
"type": "object",
"additionalProperties": false,
"properties": {
"cpu": |
"id": "/app/resources/cpu",
"type": "integer",
"multipleOf": 1,
"maximum": 100,
"minimum": 1
}I
"memory": {
"id": "/app/resources/memory",
"type": "integer",
"multipleOf": 1024,
"minimum": 1024
}I
"disk": {
"id": "/app/resources/disk",
"type": "array",
"minItems": 1,
"maxItems": 1,
"uniqueltems": true,
"items": {
"id": "/app/resources/disk/0",
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"type": "object",
"additionalProperties": false,
"properties": {
"target-dir": {
"id": "/app/resources/disk/0/target-dir",
"type": "string",

"minLength": 1,
"maxLength": 1,

"enum": [
"/"
]
}I
"file": {
"id": "/app/resources/disk/0/file",
"type": "string",

"minLength": 1,
"maxLength": 63
}I

"capacity": {
"id": "/app/resources/disk/0/capacity",
"type": "integer",
"multipleOf": 1,
"minimum": 1
}
}
}
}
} 4
"required": [
"memory",
"disk"
1
}
} 4
"required": [
"apptype",
"cpuarch",
"resources"

}
}I
"required": [

"app

"

show guestshell 2 < > F

show guestshell detail =~ > RO NIZIZ, A N = A A VAR — RS/ n, OVARLA
VA M=V ENTEDERTHERBEENET,

rootfsz A > 7" — K L721% ® show guestshell detail ==~ > KD,

switch# show guestshell detail
Virtual service guestshell+ detail

State : Activated
Package information
Name : rootfs puppet
Path : usb2:/rootfs puppet
Application
Name : GuestShell

Installed version : 3.0(0.0)
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R84 —£ 2 & Guesthell t5kDiE ]

Description Exported GuestShell: 20170613T173648%
Signing

Key type : Unsigned

Method : Unknown
Licensing

Name : None

Version : None

R#EH—E X & Guest Shell [FRDREE

koA~ FeALT, B —E R LT AL Y= VOFREMIETE 7,

avyU kR

8

show virtual-service global

switch# show virtual-service global

Virtual Service Global State and Virtualization Limits:

Infrastructure version : 1.11
Total virtual services installed : 1
Total virtual services activated : 1

Machine types supported : LXC
Machine types disabled : KVM

Maximum VCPUs per virtual service : 1

Resource virtualization limits:
Name Quota Committed Available

system CPU (%) 20 1 19
memory (MB) 3840 256 3584
bootflash (MB) 8192 200 7992
switch#

Y —ERAD 7 m—
JVIREE LR 2 FoR L&
7,

show virtual-servicelist

switch# show virtual-service list *
Virtual Service List:

Name Status Package Name

guestshell+ Activated guestshell.ova

AR —E 2 DM, K
Yy —ERADAT—H A
BIOA A =&
TWAHY 7 v =T Ry
r=CERRLET,
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show guestshell detail guestshell /X &7 — 1T
FTHEM (N—Ta
switch# show guestshell detail BLY I— R F A A
Virtual service guestshell+ detail N .
State : Activated 7L£ k) %%/T{ L’iﬁ‘o
Package information
Name : guestshell.ova
Path : /isan/bin/guestshell.ova
Application
Name : GuestShell
Installed version : 3.0(0.0)
Description : Cisco Systems Guest Shell
Signing
Key type : Cisco key
Method : SHA-1
Licensing
Name : None
Version : None
Resource reservation
Disk : 400 MB
Memory : 256 MB
CPU : 1% system CPU
Attached devices
Type Name Alias
Disk _rootfs
Disk /cisco/core
Serial/shell
Serial/aux
Serial/Syslog serial?2
Serial/Trace serial3

B2 RTINS DT Tr— a3 vOKENLIEE)

T r—a T, /usr/lib/systemd/system/application name.service (A A
=L &N 5 systemd / systemctl V—E R 77 A LBMNETT, ZOV—ERA 774
WE RO—EHIR T +—~ v MTTDRERDH Y £,

[Unit]
Description=Put a short description of your application here

[Service]

ExecStart=Put the command to start your application here
Restart=always

RestartSec=10s

[Install]
WantedBy=multi-user.target
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\)

(B HHEO2—P—L L Tsystemd ZEITTHITE, V—EAD (#—t % (service) ] BZ ¥ =7
T User=<username> B L F9,

GuestShell "S5 F7 T U5 —o 3 U akEGICHEEIT B F
&

FIE

ATy Tl EER LT 7 ) r—vary =R 77 A V% /usr/lib/systemd/system/application name
oA v A = LET, P—ER

AT w72 systemctl start application name T7 7Y r— 3 VAL £
ATw T3 77V r— a8 systemcetl status-1 application_name TEITESNTWD Z L 2R L £ 7

AT w74 systemctl enable application_name TV r— REHZT 7Y r—ra v 2HEETEL 5 LET
ATw TS 77V r— a3 ) systemctl status-1 application_name TEITENTNA Z L 2R L ET

ARSI TOY TV TITYr— 3>
WOHNE, AN 2 vOT TV r—v g ERLTHWET,

root@guestshell guestshelll# cat /etc/init.d/hello.sh
#!/bin/bash

OUTPUTFILE=/tmp/hello

rm -f $OUTPUTFILE
while true
do
echo $(date) >> SOUTPUTFILE
echo 'Hello World' >> $OUTPUTFILE
sleep 10
done
[root@guestshell guestshelll#
[root@guestshell guestshelll#
[root@guestshell system]# cat /usr/lib/systemd/system/hello.service
[Unit]
Description=Trivial "hello world" example daemon

[Service]
ExecStart=/etc/init.d/hello.sh &
Restart=always

RestartSec=10s
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[Install]
WantedBy=multi-user.target
[root@guestshell system]#
[root@guestshell system]# systemctl start hello
[root@guestshell system]# systemctl enable hello
[root@guestshell system]# systemctl status -1 hello
hello.service - Trivial "hello world" example daemon
Loaded: loaded (/usr/lib/systemd/system/hello.service; enabled)
Active: active (running) since Sun 2015-09-27 18:31:51 UTC; 10s ago
Main PID: 355 (hello.sh)
CGroup: /system.slice/hello.service
##355 /bin/bash /etc/init.d/hello.sh &
##367 sleep 10

Sep 27 18:31:51 guestshell hello.sh[355]: Executing: /etc/init.d/hello.sh &
[root@guestshell system]#
[root@guestshell guestshelll# exit

exit

[guestshell@guestshell ~]$ exit

logout

switch# reload

This command will reboot the system. (y/n)? [n] y

Uwu— R

[root@guestshell guestshelll# ps -ef | grep hello

root 20 1 0 18:37 2 00:00:00 /bin/bash /etc/init.d/hello.sh &
root 123 108 0 18:38 pts/4 00:00:00 grep --color=auto hello

[root@guestshell guestshelll#
[root@guestshell guestshell]l# cat /tmp/hello
Sun Sep 27 18:38:03 UTC 2015
Hello World

Sun Sep 27 18:38:13 UTC 2015
Hello World

Sun Sep 27 18:38:23 UTC 2015
Hello World

Sun Sep 27 18:38:33 UTC 2015
Hello World

Sun Sep 27 18:38:43 UTC 2015
Hello World

[root@guestshell guestshelll#

systemd / systemctl THEITTBHE, 77U r—a UMEIE LGS (FloidmifilikT
Li=%6) . 77—y a i EEBICEEZS SNET, et 2 @Bl b e b L 226
T, TV A — g MR TT5E, 7ot 28T 257 CHEIWICHES S NET,

[root@guestshell guestshelll# ps -ef | grep hello

root 226 1 0 19:02 2 00:00:00 /bin/bash /etc/init.d/hello.sh &
root 254 116 0 19:03 pts/4 00:00:00 grep --color=auto hello
[root@guestshell guestshelll#

[root@guestshell guestshell]l# kill -9 226

[root@guestshell guestshelll#

[root@guestshell guestshelll# ps -ef | grep hello

root 257 1 0 19:03 2 00:00:00 /bin/bash /etc/init.d/hello.sh &
root 264 116 0 19:03 pts/4 00:00:00 grep --color=auto hello
[root@guestshell guestshelll#
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Guest Shell B3 5P38D 5T a—F4>7 |

Guest Shell [CE8 T AEIED ST a—T 429

70 3) TADEHYUE L—RRBIZHFRA R VT )LIZTHEATELL

TAN = NDT 7T 4 TACEIFIET 7T 4 b T mk AHZ, NX-089.2 (1) U V—
ZINBNX-087.0 3) 7V VU —A A A= (2—HF—HEIZEROFR— FB720) ([ZF v~
LU —RLIESGE, ROa~vy REFTTEET, FAM Vo WTEREILETH, YA =
LT 7B ATERWDRORIEIZZRD £9, ZORBEOBERIL, 7 A b 2 =/LOBITHIZY
H— RRFITENTHE, TA R Y= VAD T 7 A AR —F—=LARHi2E- O AR — b 3720
NX-0S U U — A Tl i T RE 72551 - #iPH I C R S 72 W72 T,

switch# guestshell

Failed to mkdir .ssh for admin

admin RSA add failed

ERROR: Failed to connect with Virtual-service 'guestshell+'

switch#
switch# sh virt list

Virtual Service List:
Name Status Package Name

guestshell+ Activated guestshell.ova

switch# run bash 1ls -al /isan/vdc_l/virtual-instance/guestshell+/rootfs/
drwxr-xr-x 24 11000 11000 1024 Apr 11 10:44

ArwXIrWwXIrwx 4 root root 80 Apr 27 20:08
-rw-r—--r-- 1 11000 11000 0 Mar 21 16:24 .autorelabel
1rwXrwxrwx 1 11000 11000 7 Mar 21 16:24 Dbin -> usr/bin

TFARNT VORI T 7 ANV ERD Z L7 ZORMENGREIET 512X, DENZFET ST
7-NX-0892 (x) A A—VHFEAL T AT LE2)VE—RL, NX-087.0 3) 174 A—IT
VAT LE)a— RTAHHNI, ANV VR [T 2T 47 (Activated) | SALTAREEIC /R D &
INCLET, HI12ODA T a3 iF, NX-0589.2 (x) OFETHICF AL v = /L EZEEHIT L,
70 3) 7 TV r—RLIEZBICHBEAIZTLHZ L TT,

FAR 2 VIRIET D O, HITTHETOHREIT. A A—V2EBFEFICMEEL T
HERCTE £,

TR DIILDL— NS T—rI75922aDT7AIICTIRATELWN

BFARNY 2 VDL — ST =TT 93 aDT 7 AT 7 EATEXRNEERNH Y T,

WA RDPD

root@switch# 1ls -al /bootflash/try.that

-rw-r--r-- 1 root root O Apr 27 20:55 /bootflash/try.that
root@switch#

ANz D

[root@guestshellbootflash]# 1ls -al /bootflash/try.that
-rw-r--r-- 1 65534 host-root 0 Apr 27 20:55 /bootflash/try.that
[root@guestshellbootflash]# echo "some text" >> /bootflash/try.that
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-bash: /bootflash/try.that: Permission denied
[root@guestshellbootflash]#

T, 22— —DLBTZEMNE A N VAT LA RET LD SN TWA =), A b
Tl D— N EBRIZIZT AT LD/ — FTIERWZ EBNEKRTH D agetnd » £,

COMENBEIET A, T ANDT IR RAFAE T AND T N—T @RS T, T—
K799y a FOFE 7y ANCHIGEBVICT 7 BATXAZ L5 R L F9, F A FBash
Ty a LT I RAHFRELIEIN—T BT EEETALENLDEENH Y T,
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