SIILERDY) T RE

e Bash (22T (1 ~X—2)

c HEFHEEHKEHE (1~—)

eBash ~O7 7EA (2X—2)

HERAENL— NI AH L —arT5 (43—)

e Bash =< K] (52—)

« HERE RPM O HL (6 ~2—7)

*DME DF Y 22— EDHR— K (10 2—)

« /X F RPM OEFE (18 2—7)

+ SDK F 7213 ISO THE SNV — R =T 1 T uv A0KENZ2T—E 1AL 26 2—
V)

« XA T 47 Bash V= /VInHDT 7Y r—3a U OXKEEHZREEE] (27 X—)

CHART = 7T vy adb AR N, T—=R 7T a~DT7 7 A/LDRM (27 ~—
V)

eKstack #/r L Cat’— (29 X—)

e FAT 47 Bash =V DT 7Y r— a4 (30 2—)

Bash [ZTDUL\T

Cisco NX-OS CLI {Z/J1 2T, Cisco Nexus > U — X AA » F % Bourne-Again SHell (Bash) ~®
T e RA%EVAR—FLET, BashlL, =2—F =B AN Liza~vr FELFy =V A7 U7 |k
MBFHARbNTE A~y REIRLET, BashZEHT 5L, 7354 A2 L0 & 72 5 Linux
VAT LIT VAL TCVAT AEEHTEET,

TIEFHEEFINER

Bash ¥ = /LIZ1E, ROFEEFEEFNEENIH Y £,

AU EBE—T A ADY I a—H )T RLAZEHRT S L. Netstack 1T —FR/LDFR Y
FNA R4 T VT 4 T AL A R—LLET,

vznersy7re I}
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YINERYYTHE |

HLW o7 a—hILT RUART—FRILTRESIND &, B—FRWVEH—F VI —TF ¢
VI =TI 64 N— A A =)L LET,

VT Ry JADA L H—T A4 A2, RL/6AH T3y MZET DY 7 a—aL T R
VAPBRIE STV WSGE, ﬁb%h7th/7}%)%ﬁyﬂﬁiﬁhﬁngGwoNX{B
IFIEFICENEL £9°. ping

fisan 7 A NVENONRALFVE, a~<w RCTANTLZY o /VORELITERS X OICRE
ENTFBETEITT A0 O TY, runbash Z OBENOEIEIZ TR TX 220285
Bash V= VB INHEDONA FVEFH LW E2BEID LET,

CiscoPython ¥ a2 — /L& A VAR — M 585 1%, Bash > = /L5 Python Zffi ] L 72\ C
<IEEW, D VIZ, NX-0S VSH THeH d Python 2 H L £,

—EoFaRABLONavr RTIE, KEOHIINBAET LA MR’ H Y £9, show A
7 V)7 MNEFATLTWT, ETRHORWH 2 T T 208N H 58551, Cal+C (Cal+Z
T L) Z#FEHLCa~vry FEAOEKTLET, CultZz &I E, Z0F—a<w
RIZ & - TSIGCONT (F5flkfe) A ve—UMERI, A7 U7 MaMEIRT 5 el etk
238 £, SIGCONT A vt =V ko TEILESNTZAZ U 7 ME, BfEZ2 BT 57
OIZ 2 —F DI AR LT,

awy RNFATHTH Y, BHIR T T 20ERS L2551, a~vr FEEH LT
S\, show tech supportclear tech-support lock Ctrl+C Zf#H L %9,

ZhiE, T =AY R = MEROEBEOENMTDON DNy 7 777 FVSHE v ¥ =
v EFRHIRE T L2 =® T, clear tech-supportlock fio v (2, =2~ RiX, CLI A
HENTT7 7777 RVSH Y vy a OB %EEEFKE T LE9, clear tech-support
lockshow tech support

show tech-support & > 2 3 & E L < @ filif& T3 2121%, Cul+C 2 L 7,

Mo T HZHEHLELEIE, ROFIEELZFEITL TNy 77 F 7 R VSH 71t R % il #s
T LE9, clear tech-support lock

1. Bash ¥ = /LIZ AV £,
2. a<w 2 RKOVSHEvary () ZR2FF9, ps-l| moreshow tech support

3. kv aro VSHIZHEHEMIT LN TWDPID (PID 72 ) &kl T LE4, show
tech supportkill -9

Bash~D7 7 tX

Role:

Cisco NX-OS Tid, Cisco NX-OS dev-ops &2 — /L F 72 1% Cisco NX-OS network-admin &= — /L {Z [
T b= T b6 Bash ICT7 7B ATEET,

WOFE, dev-ops #—/L & network-admin 2 —/LOMERZ 7R L TV E T,

switch# show role name dev-ops

dev-ops

B oo rEeErVUTRE
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Description: Predefined system role for devops access. This role
cannot be modified.

Vlan policy: permit (default)

Interface policy: permit (default)

Vrf policy: permit (default)

Rule Perm Type Scope Entity

4 permit command conf t ; username *
3 permit command bcm module *

2 permit command run bash *

1 permit command python *

switch# show role name network-admin

Role: network-admin
Description: Predefined network admin role has access to all commands
on the switch

Rule Perm Type Scope Entity
1 permit read-write
switch#

feature bash-shell =~ > FZ %474 5 &, Bash BRAEIIR D £,
Z ®runbash =~ Rid Bash Z§tAiAA, 22— —DHR—L T 4 L7 MU DGR LET,
WOFIE, Bash ¥ = WVHREA AT 5 kL | Bash 7T 5 HEEZRLTWET,

switch# configure terminal
switch (config)# feature bash-shell

switch# run?
run Execute/run program
run-script Run shell scripts

switch# run bash?
bash Linux-bash

switch# run bash
bash-4.2$ whoami
admin

bash-4.25 pwd
/bootflash/home/admin
bash-4.2$

\}

GE)  runbashcommand =~ > R CTBash 2~ RZFETTHZ L TxFET,
72& %21X. runbash =2~ R Z{FEMH LT whoami ZE4745 2 b TEET,

run bash whoami

. —H— shelltype Z Ak L C Bash #E(T3 52 L TEET,

username foo shelltype bash

Zoavwy RIckY, a4 U EHIBash Y = VA BEBEITTXALIICAVET, 2D
feature bash-shell ZH 02T B0 EITH Y FH A,
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B eezr—rczznL—savds

MERZIL—MZIRAL—320F 5

BHE L —F— ORI, V— N TV B RAOR A AT L — 3 L TXFET,
DLTIX, MfRA A L— g 0T 570004 R4 T3

o BHAMIRE L —Y — (network-admin/vdc-admin) . NX-OS IZ3F 5. Linux ® root }E[E
a—P— TS L £,
AL SN E A 2 — Y — DB PMER L root IZHMHE TE F4, RIS N EHEHERL—
P —ZRRAT — RIVEH D FHA, *
MEMRZ = A L — 3 U F HREIC, Bash ZHNCTHMERH Y 7,

A X —T 2 A A% LTz root =W —Z &2 L7 AA »F~D SSH Tlid. root
Z—H—@ LinuxBash =)V Z A XTIV EANRFT 74 /L MI2 0 F4, NX-0S> = /L 7
I AZRAHT-DIZvsh AT LET,

*CiscoNX-0S U U —2923) LAReTix, BHE (v NV —7EFHE 0 — L EFFoa—H—)
DEE L —F—Th->ThH, —EOMAFTRAT—F Fra o7 FRLEREAL. system
security hardening sudo prompt-password =~ > F&Z AJ L £7,

NX-0S # v U — 7 EHE L~ —L, ROLFEIZroot [T AN L — 3 LT, iz~
v R NX-OS VSH IZTETHENH Y £9°,
¢ NX-0S 2 —H|Iv = /¥ A 7D Bash AL TEBY, /LA 7D Bash #fEH LT
A wFlca A4 LTHWET,
*Bash CTAA v FIZa 74 L= NX-0S = —%|L, Bl &HEAA v F TBash ZfEH L F
T,

sudo su "vsh -¢ ""<configuration commands>"" ¥ 7z 13 sudo bash -¢ "vsh -¢ "'<configuration
commands>"" & FEIT L E£7,

WROBNE, T 74NV ROV =V Z A T RBash TH D F v b U — 7 EHE 2 —H —MyUser 13,
sudo Zf# /] L TRk = = > F & NX-OS IZHET HiEEZ R LTV ET,

ssh -1 MyUser 1.2.3.4
-bash-4.2$% sudo vsh -c "configure terminal ; interface ethl/2 ; shutdown ; sleep 2 ;
show interface ethl/2 brief"

Ethernet VLAN Type Mode Status Reason Speed Port
Interface Ch #
Ethl/2 -= eth routed down Administratively down auto (D) --

WOBNE, T 74NV ROV =)V Z A TRBash TH D F v bU— 7 EHE 2 —H —MyUser 13,
NX-0S [ZA VY, NX-OS T Bash #F4T79 2 HikZ RLTWET,
ssh -1 MyUser 1.2.3.4

-bash-4.2$ vsh -h
Cisco NX-0S Software

B oo rEeErVUTRE
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Copyright (c) 2002-2016, Cisco Systems, Inc. All rights reserved.

Nexus 9000v software ("Nexus 9000v Software") and related documentation,
files or other reference materials ("Documentation") are

the proprietary property and confidential information of Cisco

Systems, Inc. ("Cisco") and are protected, without limitation,

pursuant to United States and International copyright and trademark
laws in the applicable jurisdiction which provide civil and criminal
penalties for copying or distribution without Cisco's authorization.

Any use or disclosure, in whole or in part, of the Nexus 9000v Software
or Documentation to any third party for any purposes is expressly
prohibited except as otherwise authorized by Cisco in writing.

The copyrights to certain works contained herein are owned by other
third parties and are used and distributed under license. Some parts

of this software may be covered under the GNU Public License or the

GNU Lesser General Public License. A copy of each such license is
available at

http://www.gnu.org/licenses/gpl.html and
http://www.gnu.org/licenses/lgpl.html

R R R IR I b I E I b b b h E E b h dE h b dh h b b b b kb b b b b b b b b E b b b b b b b b b b b b b b E h b b b h b b b b b b b b

* Nexus 9000v is strictly limited to use for evaluation, demonstration *
* and NX-0OS education. Any use or disclosure, in whole or in part of *
* the Nexus 9000v Software or Documentation to any third party for any *
* purposes 1is expressly prohibited except as otherwise authorized by *
* Cisco in writing. *
R R R IR I I I h b E I b b h E E b E dE h b dh b b b b b bk b b b h b b b b E h b b b b b b b b b b b b b h b b b b b b b b b b b b b i

switch# run bash
bash-4.2$ vsh -c "configure terminal ; interface ethl/2 ; shutdown ; sleep 2 ; show
interface ethl/2 brief"

Ethernet VLAN Type Mode Status Reason Speed Port
Interface Ch #
Ethl/2 -= eth routed down Administratively down auto (D) --

\)

GE)  sudosu-I1EfEA LW TL &, HTHE, VATLINRAV T LET,

WOBIE, HFHEZ oot lIC T AN L—s 3 o Bk L EAH Ly 3 R B ke R
ARLTWVWET,

switch# run bash

bash-4.2$ sudo su root

bash-4.2# whoami

root

bash-4.2# exit
exit

Bash 2 <> KD

Dk v aiZit, Bash a~y KEHAOFINEENTWET,
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AT LREHERO R

WOBNL, AT DEEHERDF R T IEZ R L TWET

switch# run bash

bash-4.2$ cat /proc/meminfo

<snip>
MemTotal:
MemFree:
Buffers:
Cached:
SwapCached:
Active:
Inactive:
Active (anon) :

Inactive (anon) :

Active (file) :

Inactive (file) :

Unevictable:
Mlocked:
SwapTotal:
SwapFree:
Dirty:
Writeback:
AnonPages:
Mapped:
<\snip>

CLI 5 5 O Bash D=7

WIZ, runbashz~ > RZfiH LT Bash 205 ps #F4T79 502~ LET :

switch# run bash ps -el

1% HE RPM 0D &3

1

F S UID PID
4 S 0
1 s 0
1 s 0
1 s 0
1 s 0
1 s 0
1 s 0
1 s 0

O W oo Joy W

16402560
14098136
11492
1287880
0
1109448
717036
817856
702880
291592
14156

0

0

0

0

32

0

527088
97832

PPID
0

NN DNDDNDDNDO
loNoNeolNoNolNolNolNolNO]

RPM 14 > X F—LDRRE MY

RPM %A A F—/VETTBIT AN, WOFIMEIZ LY P 2T LOEEFATETNDH I E

FIEDOHE

2R L £

kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB

PRI

|
0 00 > > > 00 0 @
O O O O O o o o

I © O OoOH

ADDR SZ
- 528
- 0

I
O O O O o o

WCHAN
poll s
kthrea
run_ ks
cpu_ st
watchd
cpu_ st
worker
run_ ks

1. switch# show logging logfile | grep -i "'System ready"'
2. switch# run bash sudo su

B oo rEeErVUTRE

00:
00:
00:
00:
00:
00:
00:
00:

TIME

00:
00:
:56
00:
00:
00:
00:
00:

00

03
00

00
00
00
00
00

YINERYYTHE |

CMD

init
kthreadd
ksoftirgd/0
migration/0
watchdog/0
migration/1
kworker/1:0
ksoftirgd/1
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Bash 7 > DissERPM 0« > 2 h—L [}

FlED 4
Fg
ARV RFERETZIYVaY B

Z 7y 7 1| switch# show logging logfile | grep -i “'System ready” |Bash % %479 5 #ilc. = OFIEIC L > T, RPM %
A VA M= VETILBINT D HID > AT L O HEfFEH
TETWHZ LaMRLET,
PIFD XS i im#FE RS vivd, it LET,
2018 Mar 27 17:24:22 switch
%ASCII-CFG-2-CONF_CONTROL.: System ready

Z T 72 |switch# run bash sudo su Bash Z12— R L £,

1
switch# run bash sudo su

bash-4.2#

Bash /" 5 DH#EEERPM DA VX —)L

FIE
ARV EERRTIVa Y =)
25w 71 |sudo dnf installed | grep platform AA y FITA A b=/ STV % NX-OS g RPM
DYAFERRLET,
AT F 2 |dnflistavailable I ATREZ2 RPM D U A F &K R L £ T,
R w 73 |sudo dnf -y install rpm fEARRE/2 RPM &4 > A2 h— LET,

1

WIZ, bfdRPM %A A =T 58 RLET,

bash-4.2$ dnf list installed | grep n9000

base-files.n9000
bfd.1ib32 n9000
core.1lib32 n9000
eigrp.l1ib32 n9000
eth.1ib32 n9%000
isis.1lib32 n9000
lacp.1lib32 n9000
linecard.lib32 n9000
11dp.1ib32 n9000
ntp.1ib32 n9%000
nxos-ssh.1ib32 n9000
ospf.1ib32 n9%000

3.0.14-r74.2 installed
1.0.0-r0 installed
1.0.0-xr0 installed
1.0.0-r0 installed
1.0.0-x0 installed
1.0.0-xr0 installed
1.0.0-r0 installed
1.0.0-xr0 installed
1.0.0-x0 installed
1.0.0-r0 installed
1.0.0-r0 installed
1.0.0-r0 installed

vznersy7re I}
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perf-cisco.n9000 gdb 3.12-r0 installed
platform.1ib32 n9000 1.0.0-r0 installed
shadow-securetty.n9000_gdb 4.1.4.3-rl installed
snmp.1ib32 n9000 1.0.0-r0 installed
svi.1lib32 n9000 1.0.0-r0 installed
sysvinit-inittab.n9000_ gdb 2.88dsf-rl4 installed
tacacs.1ib32 n9000 1.0.0-r0 installed
task-nxos-base.n9000_gdb 1.0-r0 installed
tor.1ib32 n9000 1.0.0-r0 installed
vtp.1ib32 n9000 1.0.0-r0 installed
bash-4.2$ dnf list available

bgp.1ib32 _n9%000 1.0.0-r0

bash-4.2$ sudo dnf -y install bfd

\}

CE)  E#BFOAA v F DY m— R, AFHIRRPMORDOVIZ 3~ REif L E T,
rpmdnf TSN DG E . RPMITRANZA A b= SN7eDTERLS, URY Y

LERIT T ANLEERALTA VA M=V END D, FREFFERENET, dnf
bashinstall cli

WEERPM DT v T L—F

1R HHIIZ
dnf YR Y R VIZRPM @ EfiN—2 2 UBFIET D LERH Y £77,

FIEDHE
1. sudo dnf -y upgraderpm
FIED %
FIE
ARV KRFERRETI a3 Y B#J
A7 71 |sudo dnf -y upgraderpm A UVAR—LENTWVWHRPM 27 v 77 L— KL
£7.
!l

WIZ, bfdRPM O7 v 77 L— RO 2~ LET,

bash-4.2$ sudo dnf -y upgrade bfd

B oo rEeErVUTRE
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WEERPMD AT L—F

FIEDOHE
1. sudo dnf -y downgraderpm
FIEDEHE
F|i§
AT REEET7IYa Y B
Z v 71 |sudo dnf -y downgraderpm WD dnf U ARY b VIS AL A— 5 D RPM
NHDHIGEIC, RRMEX U7 L —RLET,

451
WIZ, bfdRPM Z & 7 7 L— R4 56%2 R~ LET,

bash-4.2$ sudo dnf -y downgrade bfd

HEE RPM ODJE
\)

(G£)  SNMPRPM ¥ KX UNNTPRPM (3RS THY | HETE EH A,
INHDORPM 27 v 77 L—RERFIF DT L —RTEET, Ty 77— REHIZL Y
YT L— REENIT DI, Y AT LD m— RRLETT,
RSN RPM DU A MZOWTIL, /fetc/yum/protected.d/protected pkgs.conf
fetc/dnf/protected.d/protected pkgs.conf ZZ R L T 7230y,

FIEDHZE
1. sudo dnf -y eraserpm
FIED
FIE
AU RFERETI Y3y BeY
Z 5w 71 |sudo dnf -y eraserpm RPM Z{HE L £77

vznersy7re I}
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B omeozo—rosr—r

DME @€

o~ O

451
WOFENE, bfd RPM Z{HET D HEEZRLTWET

bash-4.2$ sudo dnf -y erase bfd

a—ILEDHR— b+

NX-0S U U —293(1) LK, Cisco NX-OS A A — X DME OF Y 2 — a2 R— K L&

T, ZhUE, AA v FORPM~F— v EAHAEA LT, DMERPM OIER AT » 77 L —
RELIZF U T L—RERMBRICLET, HEBRAROT v 77 L— RERFIF U T L— R
X0, VAT LAOHEHEZEITETICRPMZ A > A h—/LTX, DMET — ¥ X— R |ZREN
HHIMDOT TV r—a rOREEBSZENTEET, DMEOE®Y a2 —/WWEaFEHT 5 &
ISSURY AT LDY r— RETOTIZ, ETNVOEELE AL v FITHHATEET,

\)

GE

) DMERPM#Zu—RL7%. VSHZHEHESH L THLLWMODZ = U ZHNTAILENRHD £

—g_‘l)

CiscoNX-0OS U U —Z 10.3(1)F LAF&, DME A 7 7%, CiscoNexus 9808 77 v b 7 4 — L A
A v FTHR—FINTNET,

DMERPM DA > X k—JL

FIE

T 74V FTlE, NX-08S VU U —R93()IZT v 77 L —KT25&, WHDT v7 7 L— KulfE
RPM /Ry 77— T H_X—ADMERPM I3 A VA h—/L &N, 72T 4712720 £%, DME
RPM (X, RPM 77 A VDT 74NV h A VA= T 4 L7 5 (Jrpms) T4 VA h—/L &
WET,

a— RERIFETNVEERT H8E1E. DMERPM 21 VA b—/L ¢ 20 RH D £, 1
A M= F B2, install =< > RZ2FEHT 5 NX-OSRPM v % — Vv, £72i3 dnf 72 KO
HERPM Y — 2 LE T, dnf 2T 235613, AA v F D Bash = LIZT 7 AT 5
VERH Y FT,

AT 71 copy path-to-dme-rpm bootflash: [//sup-#][ /path]

&1

switch-1# copy scp://test@10.1.1.1/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm bootflash://

switch-1+#

SCPEZ/LTCDMERPM 27— h 7T v =ilab—LET,

B oo rEeErVUTRE
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omereM 1 > % t—L [

ATY T2 DMERPM 24 > A =L F 72137 v 7 L— RTB3121F. ROWTNDFEEZBIRLE T,
NX-OS @D install =< > F&EEHT 21X, koa<w> FEEITLET,

install add path-to-dme-rpm activate

1 -

switch-1l#install add dme-2.0.1.0-9.3.1.1ib32 n9000.rpm activate
Adding the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)
[HHfdHF A HHFHHHH#H] 100%

Install operation 90 completed successfully at Fri Jun 7 07:51:58 2019

Activating the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)
[HHEHFHHHHHHHHHHHHHHHH] 1003

Install operation 91 completed successfully at Fri Jun 7 07:52:35 2019
switch-1#

install add path-to-dme-rpm activate upgrade

1 -

switch-1l#install add dme-2.0.1.0-9.3.1.1ib32 n9000.rpm activate upgrade
Adding the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)
[HHEHHHHHHHHHHHHHHHHHH] 1003

Install operation 87 completed successfully at Fri Jun 7 07:18:55 2019

Activating the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)
[HHfddHdddtHH4H4H##4] 100%

Install operation 88 completed successfully at Fri Jun 7 07:19:35 2019
switch-1#

install add path-to-dme-rpm % #17%>5 install activate path-to-dme-rpm
£ -

switch-1l#install add bootflash:dme-2.0.1.0-9.3.1.1ib32 n9000.rpm
[HEHFHHHHHHHHHHHHHHHH] 1003

Install operation 92 completed successfully at Fri Jun 7 09:31:04 2019
switch-1l#install activate dme-2.0.1.0-9.3.1.1ib32 n9000.rpm
Ridddddddddddddidddida e

Install operation 93 completed successfully at Fri Jun 7 09:31:55 2019
switch-1#

dnfinstall ZfF 3 5121, kOa~> REEITLET,

dnf install --add path-to-dme-rpm

switch-1# dnf install --add bootflash:///dme-2.0.10.0-9.3.1.1ib32 n9000

.rpm

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,

: protect-packages

[H##44H#F4H#44H#H4HHES ] 90%Install operation 96 completed successfully at Fri Jun 7 22:58:50

2019.

[#4#44 4444444444 44444]) 1009
switch-1+#

dnf install --no-persist --nocommitpath-to-dme-rpm
ZOF T a AE, RICRT K Il —F—DBIENKLETT,
f
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switch-1# dnf install --no-persist --nocommit dme-2.0.10.0-9.3.1.1ib32 n9000

Loaded plugins: downloadonly, importpubkey,
protect-packages
groups-repo

localdb

localdb/primary

localdb

patching

thirdparty

wrl-repo

Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package dme.lib32 n9000 0:2.0.1.0-9.3.1 will be updated
---> Package dme.lib32 n9000 0:2.0.10.0-9.3.1 will be an update
--> Finished Dependency Resolution

1.1 kB
951 B
6.2 kB

951 B
951 B
951 B

Dependencies Resolved

localrpmDB, patchaction,

00:
00:
00:

00:
00:
00:

00
00
00

00
00
00

patching,

Package Arch Version

Repository

Size

Updating:

dme 1ib32 n9%000 2.0.10.0-9.3.1 localdb

Transaction Summary

Upgrade 1 Package

Total download size: 45 M

Is this ok [y/N]: y

Retrieving key from file:///etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg

Downloading Packages:

Running Transaction Check

Running Transaction Test

Transaction Test Succeeded

Running Transaction

/bootflash/.rpmstore/config/etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg

System at HA Standby, running transaction on Standby first
Updating dme-2.0.10.0-9.3.1.1ib32 n%000

starting pre-install package version mgmt for dme

pre-install for dme complete

In: failed to create symbolic link /var/run/mgmt/sharedmeta-hash:

In: failed to create symbolic link /var/run/mgmt/dme-objstores.conf:

In: failed to create symbolic link /var/run/mgmt/samlog.config:
mgmt /
mgmt/shmetafiles/
mgmt/shmetafiles/sharedmeta-ArgMetaData
mgmt/shmetafiles/sharedmeta-RelsMetaData
mgmt/shmetafiles/sharedmeta-ClassRelMetaData
mgmt/shmetafiles/sharedmeta-ChunkMetaData
mgmt/shmetafiles/sharedmeta-ConstPropMetaData
mgmt/shmetafiles/sharedmeta-ConstIdMetaData
mgmt/shmetafiles/sharedmeta-ClassMetaData
mgmt/shmetafiles/sharedmeta-PropRefsMetaData
mgmt/shmetafiles/sharedmeta-SvcMetaData
mgmt/shmetafiles/sharedmeta-ActionContextMetaData
mgmt/shmetafiles/sharedmeta-ConstDefTypeMetaData
mgmt/shmetafiles/sharedmeta-ConstArgMetaData
mgmt/shmetafiles/sharedmeta-ClassNamingMetaData
mgmt/shmetafiles/sharedmeta-ConstMetaData
mgmt/shmetafiles/sharedmeta-PropMetaData
mgmt/shmetafiles/sharedmeta-DnMetaData

Cleanup dme-2.0.1.0-9.3.1.1ib32 n9000
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Updated:
dme.1ib32 n%000 0:2.0.10.0-9.3.1

Complete!
switch-1#

A A R=ILENTL S RPM DFEEE

NX-OS show install =~ > RE 7/ iZ dnflist Z#H L C, DMERPM 231 > A h— /L &N TV 5
NEIDEHRTEET,

FIE

TEEER L E7,
« NX-0S DA -
show install active
1 -
switch-1# show install active
Boot Image:
NXOS Image: bootflash:///<boot image.bin>
Active Packages:

dme-2.0.1.0-9.3.1.1ib32 n%000
switch-1#

ednflist TiZ, dnf 2~ RZ2FRITT LRI AA »F D Bash > =/ (runbash) (a7 A 350N

% V) i—a—o

dnf list --patch-only installed | grep dme

{1

switch-1# dnf list --patch-only installed | grep dme

dme.1lib32 n9000 2.0.1.0-9.3.1 @localdb

A—A)L YRS FJORPM DS )

AZA v F LD (m—Hn) VRY MY ZREL T, RRMPMEET 200 E D N a R TEET,
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FIE

ZF w71 runbash
1

switch-1# run bash
bash-4.3$

AA wF D Bash =z 714 LET,

AT 72 Is /bootflash/.rpmstore/patching/localrepo/dme-2.0.1.0-9.3.1.1ib32_n9000.rpm
1 :

bash-4.35 ls /bootflash/.rpmstore/patching/localrepo/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm
inactive feature rpms.inf
repodata

bash-4.3$

~N—Z DMERPM 34 A b — L ENTWAHEEIE. /rons ICH Y £97,

DMERPM D/\— 3 UEIA VG L— K

NX-0S =<2 FEIT 2H LT, DMERPM O FAi/8—2 5 UG TR A= g T E D
VI L—RTEET, installdnf ¥ 7 7 L— K452 LT, DMEDEY 27 U T ¢ #REN R
FanEd,

DME RPM [FfREINTWNDHT=D, R — F SN TWER A, install deactivateinstall remove
Fg

BT L— NHEZERLET,
NX-0S DA -
« install add dme-rpm~@® /32 activate downgrade
{1

switch-1# install add bootflash:dme-2.0.1.0-9.3.1.1ib32 n9000.rpm activate downgrade
Adding the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)

[ 4444 H##H] 100%

Install operation 94 completed successfully at Fri Jun 7 22:48:34 2019

Activating the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)

[####4 444444444444 HE] 1009

Install operation 95 completed successfully at Fri Jun 7 22:49:12 2019
switch-1#

« show install active | include dme

B oo rEeErVUTRE



| vznexvUTHiEE
DMERPM 0>/ 5— 3 vRIE s v L—E

fi
switch-1# show install active | include dme
dme-2.0.1.0-9.3.1.1ib32 n9000
switch-1#
Z OB TIX, DMERPM B 3—2 5 2010 ~93.1 127 7L —RENTHET,
dnf O34, root =—H— (runbashsudosu) & L CBash > =)V TCa~wy REZETTIHILERHY 1,
« Bash T, dnf downgrade dme dme-rpm % 547 L £,

IOFxTvarEERATLE, VAP FIRNO T3~ 3 DO DMERPM ICEHEF U 0— R T
ij‘o

WD a<wy RATIHEAF RENTWAXLIIC, ZOF T arF7FarrseT+5H10%, 2—F—
@j[\AﬁS‘LIZ‘ngj—O

1 -

bash-4.3# dnf downgrade dme 2.0.1.0-9.3.1

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
protect-packages

Setting up Downgrade Process

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
wrl-repo | 951 B 00:00

Resolving Dependencies

--> Running transaction check

---> Package dme.lib32 n9000 0:2.0.1.0-9.3.1 will be a downgrade
---> Package dme.lib32 n9000 0:2.0.10.0-9.3.1 will be erased

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Downgrading:
dme 1ib32 n9%000 2.0.10.0-9.3.1 localdb 45 M

Transaction Summary

Downgrade 1 Package

Total download size: 45 M
Is this ok [y/N]: y
Retrieving key from file:///etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
/bootflash/.rpmstore/config/etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
System at HA Standby, running transaction on Standby first

Installing : dme-2.0.1.0-9.3.1.1ib32 n9000 1/2
starting pre-install package version mgmt for dme
pre-install for dme complete
In: failed to create symbolic link /var/run/mgmt/sharedmeta-hash: File exists
In: failed to create symbolic link /var/run/mgmt/dme-objstores.conf: File exists
In: failed to create symbolic link /var/run/mgmt/samlog.config: File exists
mgmt /
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mgmt/shmetafiles/
mgmt/shmetafiles/sharedmeta-ArgMetaData
mgmt/shmetafiles/sharedmeta-RelsMetaData
mgmt/shmetafiles/sharedmeta-ClassRelMetaData
mgmt/shmetafiles/sharedmeta-ChunkMetaData
mgmt/shmetafiles/sharedmeta-ConstPropMetaData
mgmt/shmetafiles/sharedmeta-ConstIdMetaData
mgmt/shmetafiles/sharedmeta-ClassMetaData
mgmt/shmetafiles/sharedmeta-PropRefsMetaData
mgmt/shmetafiles/sharedmeta-SvcMetaData
mgmt/shmetafiles/sharedmeta-ActionContextMetaData
mgmt/shmetafiles/sharedmeta-ConstDefTypeMetaData
mgmt/shmetafiles/sharedmeta-ConstArgMetaData
mgmt/shmetafiles/sharedmeta-ClassNamingMetaData
mgmt/shmetafiles/sharedmeta-ConstMetaData
mgmt/shmetafiles/sharedmeta-PropMetaData
mgmt/shmetafiles/sharedmeta-DnMetaData

Cleanup : dme-2.0.10.0-9.3.1.1ib32 n9%000 2/2

Removed:
dme.1ib32 n%000 0:2.0.10.0-9.3.1

Installed:
dme.1lib32 n%000 0:2.0.1.0-9.3.1

Complete!

DMERPM D 1 DD/ — g D FNDONR—=T g N X T T L—RLET, ZOFTIEZ, X—T3
>2.0.100 ~93.1 33— 53 2201.0~93.1 12X T L—FRENET,

dnf list --patch-only installed | grep dme

il -

bash-4.3# dnf list --patch-only installed | grep dme

dme.1lib32 n9000 2.0.1.0-9.3.1 @groups-repo
bash-4.3#

A LA =L ENTWS DMERPM DN—V g U EFRLET,

N—ZXRPM ~ADHE G L—F

NX-0S @ install =~ > K& L CTX—2Z2 DMERPM %A A b—/L¢ 2570, F£72i1% dnf
downgrade ZffH LT, EAL/3— 5 D DMERPM 7> 5X—AZADMERPM IZX 7 > 7 L— R
T&EFET,

FIE
Zo 7 b— RHEEERIRLET,

NX-0S D45 :

« install activate dme-rpm
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1 :

switch-1# install activate dme-2.0.0.0-9.2.1.1ib32 n9000.rpm
[HHEdHHHHF SR FHES##H] 1003

Install operation 89 completed successfully at Fri Jun 7 07:21:45 2019
switch-1#

« show install active | dme
{1
switch-1# show install active | include dme

dme-2.0.0.0-9.2.1.1ib32 n9%000
switch-1#

dnf D4, root =—%— (runbashsudosu) & LT Bash =/ CTa~<wy REEITTHILERDH D 97,
« Bash C. dnf downgrade dme dme-rpm %z 317 L £,
IOFTa kY, XN—ZADMERPM ICE#EA D 7 L— RTEx £,

ROz~ FHATHEMAZ RSN TWD L OIZ, ZOFT v arz2%8 7T 5IE, 2—F =D AR
‘/[Z‘%:‘/C\‘j—o

1 -

bash-4.3# dnf downgrade dme-2.0.0.0-9.3.1.1ib32 n9000

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
protect-packages

Setting up Downgrade Process

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
wrl-repo | 951 B 00:00

Resolving Dependencies

--> Running transaction check

---> Package dme.lib32 n9000 0:2.0.0.0-9.3.1 will be a downgrade
---> Package dme.lib32 n9000 0:2.0.10.0-9.3.1 will be erased

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Downgrading:
dme 1ib32 n9000 2.0.0.0-9.3.1 groups-repo 44 M

Transaction Summary

Downgrade 1 Package

Total download size: 44 M
Is this ok [y/N]: y
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
Installing : dme-2.0.0.0-9.3.1.1ib32 n9000 1/2
starting pre-install package version mgmt for dme
pre-install for dme complete
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mgmt /
mgmt/shmetafiles/
mgmt/shmetafiles/sharedmeta-ChunkMetaData
mgmt/shmetafiles/sharedmeta-ClassMetaData
mgmt/shmetafiles/sharedmeta-ArgMetaData
mgmt/shmetafiles/sharedmeta-ConstMetaData
mgmt/shmetafiles/sharedmeta-ConstIdMetaData
mgmt/shmetafiles/sharedmeta-ConstDefTypeMetaData
mgmt/shmetafiles/sharedmeta-ConstPropMetaData
mgmt/shmetafiles/sharedmeta-ConstArgMetaData
mgmt/shmetafiles/sharedmeta-ClassRelMetaData
mgmt/shmetafiles/sharedmeta-DnMetaData
mgmt/shmetafiles/sharedmeta-PropRefsMetaData
mgmt/shmetafiles/sharedmeta-PropMetaData
mgmt/shmetafiles/sharedmeta-RelsMetaData
mgmt/shmetafiles/sharedmeta-ActionContextMetaData
mgmt/shmetafiles/sharedmeta-SvcMetaData
mgmt/shmetafiles/sharedmeta-ClassNamingMetaData
Cleanup : dme-2.0.10.0-9.3.1.1ib32 n%000

Removed:
dme.1ib32 n%000 0:2.0.10.0-9.3.1

Installed:
dme.1lib32 n%000 0:2.0.0.0-9.3.1

Complete!
bash-4.3#

~N—ADMERPM %A A h—/LLET,

dnf list --patch-only installed | grep dme

fi:

bash-4.3# dnf list --patch-only installed | grep dme
dme.1lib32 n9%000 2.0.0.0-9.3.1
bash-4.3#

A LUAPR—LENTNHX—ZXDMERPM #FE R LET,

/N F RPM () &1

RPM 14 > X F—LDRRE Y

RPM %A A b—/VEZITEMNT RN, WOFINAIZE Y VAT AOEEFNTETNDH T &

FIRDHE

2R L £

1. switch# show logging logfile | grep -i "'System ready"'

2. switch# run bash sudo su

B oo rEeErVUTRE
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Bash i 5/%v F RPM ZiB/NY % .

F IR D

FIE

ARV REEEFET7IV3 Y B

Z 5y 71 | switch# show logging logfile | grep -i "'System ready™ | Bash % %479 3 §ilc. ZOFIEIC L >T, RPM %
A A M=V FEILENT AR1O T AT LAOUE[F )
TETWHZ L AR LET,

LT X5 i hnFRRS UL, FiTLET,

2018 Mar 27 17:24:22 switch
%ASCII-CFG-2-CONF_CONTROL.: System ready

Ry 72 |switch# run bash sudo su Bash % 11— K L%,
i

switch# run bash sudo su

bash-4.2#

Bash 7 5/%y F RPM %E/N9 %

FIg
ARV KRFERRETI Va3 Y B#J

Z 7w 7 1| dnflist —-patch-only AA o FIAFAET B8y FRPM D U A h & For L
\i—g—o

R 72 |sudo dnfinstall --add URL_of _patch VR MVIC Ay FEBEMLEST, =T,
URL of patch I%, /bootflash/ patch 7 & DAEAER) 72
Linux &3 TlE 72 < | bootflash:/ patch 72 & DHHEIZ
EFZINTEATT,

Z 5w 7 3 |dnflist --patch-only available URY R VITEMSIVTWAERIET 77 14 TIREED
NRyFOYRANeFRRLET,

1

WIZ, RPM & A A b= Dl R LET,
nxo0s.CSCab00001-n9k_ALL -1.0.0-7.0.3.17.3.1ib32_n9000
bash-4.2# dnf list --patch-only

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
| 951 B 00:00 ...

patching
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thirdparty | 951 B 00:00

bash-4.2#

bash-4.2# sudo dnf install --add

bootflash:/nxos.CSCab00001-n9k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000.rpm

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...
Eidgddddadtaddi ] 70%Install operation 135 completed successfully at Tue Mar 27

17:45:34 2018.

(#4444 4444 444444]) 100
bash-4.2#

NyFRPMBA VA =Nz, ELA VAR LEINTZZE2HERALET,
Woa<y Rk, VAT MBS, ET7 774 7 REO Ry TF2—BERRLE
ﬁ‘o

bash-4.2# dnf list --patch-only available
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
nxos.CSCab00001-n9% ALL.1ib32 n9%000 1.0.0-7.0.3.17.3 patching

bash-4.2#

RPM M tar 7 7 A JWIZ/NY RAASITW D tar 7 7 A B U ARY b Uy F 2800
ToHZEbTEET, RIS,

nx0s.CSCab00002_CSCab00003-n9k ALL-1.0.0-7.0.3.17.3.1ib32_n9000 tar 7 7 A /WIZ 5 &
L5250 RPM /Xy FURY M VITEMT 2627~ LET,

bash-4.2# sudo dnf install --add

bootflash:/nxos.CSCab00002_CSCab00003-n% ALL-1.0.0-7.0.3.I7.3.1ib32 n9000.tar

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...
[HE##HHHEEHH#HE ] 70%Install operation 146 completed successfully at Tue Mar 27

21:17:39 2018.

[###F#H4H44HFHHFHH4H4E] 1009

bash-4.24#

bash-4.2# dnf list --patch-only

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
patching/primary | 942 B 00:00 ...
patching 2/2
thirdparty | 951 B 00:00
nxos.CSCab00003-n9k_ALL.1ib32 n9000 1.0.0-7.0.3.17.3 patching
nxos.CSCab00002-n9% ALL.1ib32 n9000 1.0.0-7.0.3.17.3 patching
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RyFeeMo7s 7+t ]

bash-4.2#

INYFRPM DTV 74 T4k

FIE

1R BRI

#unique 58 DFNEICHE- T, MRy F RPM A Y RY FVIIBIENTWS Z & 2 L
iﬁqo

ARV EFERERTI V3 Y B8

ATy 71

sudo dnf install patch RPM --nocommit NRyFRPMAET V754 7TV LET, 22

N

patch RPM LV R MV IZHH /Ny FTT, ZDOF
ETIX, Sy FOEMEEE LRnTIZE0,

()

—nocommit 7 7 7 & o< RIZIBMT 5L, /Xy F
RPMMNRZOFIATT 77 4 70 ETH, a3y
ranvEHA, NYFRPM ET 7T 4 7L L%
a3y b AFRIEICHSOWTIE, 7YXy T RPM D=2
Ry b (2—=Y) EZBRLTIEEN,

1

RIZ, nx0s.CSCab00001-n9k ALL-1.0.0-7.0.3.17.3.1ib32_n9000 /X RPM % 7 7 7 ¢
T =R LET,
bash-4.2# sudo dnf install nxos.CSCab00001-n9% ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --nocommit

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...

Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package nxo0s.CSCab00001-n9%k ALL.1ib32 n9000 0:1.0.0-7.0.3.I7.3 will be installed
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
nxos.CsCab00001-n9%k ALL 1ib32 n9%000 1.0.0-7.0.3.17.3 patching 28 k

Transaction Summary
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Install 1 Package

Total download size: 28 k
Installed size: 82 k
Is this ok [y/N]: y
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
Installing : nxos.CSCab00001-n9k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 1/1
[###4#H4#44444#4444 1 90%error: reading
/var/sysmgr/tmp/patches/CSCab00001-n9k ALL/isan/bin/sysinfo manifest, non-printable
characters found

Installed:
nxos.CSCab00001-n9k ALL.1ib32 n9000 0:1.0.0-7.0.3.I7.3

Complete!
Install operation 140 completed successfully at Tue Mar 27 18:07:40 2018.

[###4HH4444444H444444] 100
bash-4.24#

wKDa<wy REANLT, NRyFRPMBIEFIZT 7T 4 7L ENT-Z L 2FER L%
7,

bash-4.2# dnf list --patch-only
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00

nxos.CSCab00001-n9k_ ALL.1ib32 n9000 1.0.0-7.0.3.17.3 installed
bash-4.2#

INYFRPMDIaIw b

FIE

ARV RFERFTIVaY =)

&

sudo dnf install patch RPM --commit Ny FRPMEZ=2Iy FLET, /Sy FRPMIZ, V

n—RRLT 7T 4 TR REE R S 70ic =
2y FTARERDHY £,

1

WIZ, Ny FRPM &3 Iy T o2 RLET,
nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000

bash-4.2# sudo dnf install nxos.CSCab00001-n9%k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --commit
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Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00

Install operation 142 completed successfully at Tue Mar 27 18:13:16 2018.

[###4#H4HH4444#444HE] 1009
bash-4.2#

ROa<vr REANJLT, Ny FRPMAPEFIZAIy SN 2R LET,

bash-4.2# dnf list --patch-only committed
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00

nxos.CSCab00001-n9%_ALL.1ib32_n9000 1.0.0-7.0.3.17.3 installed
bash-4.2#

Ny FRPMDIET VT4 Tk

Fg
OV RFERET7TIY3 Y B
R w 71 |sudo dnf erase patch RPM --nocommit Ry FRPM 2T 75 0 7L LET,
GE)
2= RIZ --nocommit 7 7 7 & BINT 5 &, /3y
FRPMIZZ DO FINETORIET 7T 4 TSN E T,
R 7 2 |sudo dnf install patch_RPM --commit NyFRPMZEZa23I v hLET, SvTF RPM 2 =
Sy PLABRWEFHIBRLE I ETDHE, =T —A Yy
T—UNRERINET,

1

K12, nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.lib32_n9000 /< »» F RPM % JE T 7 7 «
TN TBHERLET,

bash-4.2# sudo dnf erase nxos.CSCab00001-n9%k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --nocommit

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages
Setting up Remove Process
Resolving Dependencies
--> Running transaction check
---> Package nxo0s.CSCab00001-n9%k ALL.1ib32 n9000 0:1.0.0-7.0.3.17.3 will be erased
--> Finished Dependency Resolution
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Dependencies Resolved

Package Arch Version Repository Size
Removing:
nxos.CSCab00001-n9%k ALL 1ib32 n9%000 1.0.0-7.0.3.17.3 @patching 82 k

Transaction Summary

Remove 1 Package

Installed size: 82 k

Is this ok [y/N]: y

Downloading Packages:

Running Transaction Check

Running Transaction Test

Transaction Test Succeeded

Running Transaction

[H###4#4# ] 30%error: reading

/var/sysmgr/tmp/patches/CSCab00001-n9k ALL/isan/bin/sysinfo manifest, non-printable
characters found

Erasing : nxos.CSCab00001-n%k ALL-1.0.0-7.0.3.17.3.1ib32 n9000 1/1
[HHsf A FFHFHAHHHE ] 905
Removed:

nxos.CSCab00001-n9k ALL.1ib32 n9000 0:1.0.0-7.0.3.1I7.3

Complete!
Install operation 143 completed successfully at Tue Mar 27 21:03:47 2018.

[###4#H4H4E4E44H4H4E] 1009
bash-4.2#

Ny FRPM X, T 7747k Liz%icaly N T20ERH Y £7, /ST RPM
BIET 7T 4 7L LIZHICa v R Lo 2BAIC. Sy F RPM OFIR (25 2—
) OFMEEEHAL TNy FRPMZHIBRLEY 5L, =T — X vb—URER
SNnET,

bash-4.2# sudo dnf install nxos.CSCab00001-n9%k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --commit

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00

Install operation 144 completed successfully at Tue Mar 27 21:09:28 2018.

[###4##4H4444H444444] 1009
bash-4.2#

ROa<vy REANLT, Ny FRPMABEFIZAIy SN E2ERLET,

bash-4.2# dnf list --patch-only
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
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nxos.CSCab00001-n9%k ALL.1ib32 n9%000
bash-4.2#

/N F RPM D HI R

FIE

Ky Fremoui [

1.0.0-7.0.3.17.3 patching

ARV RFERETIVa Y

E:)

2w 71 |sudo dnf install --remove patch_RPM

IT 7T 4773y F RPM & HIBR L £7,

il

Wiz, 73> F RPM ZHIRT HH12 R LE9,
nxo0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000

bash-4.2# sudo dnf install --remove nxos.CSCab00001-n9k ALL-1.0.0-7.0.3.I7.3.1ib32_n9000
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,

: protect-packages
groups—-repo
localdb
patching
thirdparty
[ HE
21:11:05 2018.

(#4444 444444 444444]) 100
bash-4.2#

\}

| 1.1 kB 00:00 ...
| 951 B 00:00 ...
| 951 B 00:00 ...
| 951 B 00:00

] 50%Install operation 145 completed successfully at Tue Mar 27

GE) Ny FRPM EZHIBRL LD L LIk, ROTT =X vt —URERSNET,
Install operation 11 "*failed because patch was not committed'. at Wed Mar 28 22:14:05

2018

FD%. HIRZRADLENI Ny FRPM A2 v P LEFATLRE, 73y F RPM % Hl
B9 28012y FTAFIEICOWTIE, 2B LTLEE N, Ny FRPMDOIET 7

T4 7 (23 ~—Y)

WDa< ReE AN LT, T 7T 4773y FRPM B EFITHIBR ST 2 & 2 RER

LET,

bash-4.2# dnf list --patch-only

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,

: protect-packages
groups-repo
localdb
patching
patching/primary
thirdparty
bash-4.2#

| 1.1 kB 00:00 ...
| 951 B 00:00 ...
| 951 B 00:00 ...
| 197 B 00:00 ...
| 951 B 00:00 ...
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SDK £/=1XI1S0 CHEEILf-Y—FK/\—F 4 T7OERD

—

KGR T—

=g e

TV r— g 02k, /ete/init .d/application name {CA A =L & A EE) Bash A
707 NIAUETYT, ZOEE Bash A7 V7 ME, RO—KHRT —~ v MITDHHEN
HVET (ZOT7r—~ v FOFEHINZ OV TIE, http://linux.die.net/man/8/chkconfigz 2 L C

<TZEW)

#!/bin/bash

#

# <application name> Short description of your application
#

# chkconfig: 2345 15 85

# description: Short description of your application
#

### BEGIN INIT INFO

# Provides: <application name>

# Required-Start: Slocal fs Sremote_ fs Snetwork Snamed
# Required-Stop: $local fs Sremote fs Snetwork

# Description: Short description of your application
### END INIT INFO

# See how we were called.

case "$1" in

start)

# Put your startup commands here

# Set RETVAL to 0 for success, non-0 for failure
stop)

# Put your stop commands here

# Set RETVAL to 0 for success, non-0 for failure
status)

# Put your status commands here

# Set RETVAL to 0 for success, non-0 for failure
restart|force-reload|reload)

# Put your restart commands here

# Set RETVAL to 0 for success, non-0 for failure

;

echo $"Usage: $prog {start|stop|status|restart|force-reload}"
RETVAL=2

esac

exit S$RETVAL

B oo rEeErVUTRE
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474 TBash LT b0T T r—avoxgnnen ]

21 T4 TBash T ILHASDT T Hr— 3 oDk
Aok

FIE

ATy
ATvT2
ATvT3
ATv74

ATy TH

ATvT6

ER U727 7Y &r—3 a if#) Bash A 27 U 7 % /ete/init.d/application_name (21 > A h—/L L £ 7,
/etc/init.d/application_namestart T7 7V 7r—3 a3 U EBIME L ET

chkconfig --add application_namez A/ L £

chkconfig --level 3 application name onz AJJ L £

FATLL 3 F, BEOY LT 2 —FFETLILTHY | A, v TFRBEEFEITIND LV TT,
--application name ZFE(TL T, 77V 7r—a UNL-UL3 TEITENDILIICATFVa— 1IN TND
ZEEMEREL, LoUL 3B onlITRHREINTWND Z & 2R LET, chkeonfiglist

TSV = a i fetchc3 diZY A RINTNDZ L &R LET, IS ORBICEFDHx, 77U r—
a4 (ZOHITIE teollector) 23%E . ../init.d/application name |Z Bash f2EH A 7 U 7 h~D U 7 235
RENET,

bash-4.2# Is -1 /etc/rc3.d/tcollector
Irwxrwxrwx 1 root root 20 Sep 25 22:56 /etc/rc3.d/S15tcollector ->../init.d/tcollector
bash-4.2#

HWART—FI7259ahbRIANA T—FrI75y
a~DI7 74 ILDEE

Cisco Nexus 9500 77~ N 7 —2L A4 v L, B, @A EZELT 720122 2D A —
N NAP TV 2= UODBHHRA—R—=NRA P ET 22— )L E T DDAK LN A—I3—
NAPF ED 2—)V) THEINWTWET, EA— =S P T2 —E, 774/ A b
L—HOMBEBDO T — 7793 a7 7A )NV ATARHY, @y, BHRT— 77y
TF7AN VAT IEERZ N, T— T T a 7740 VAT DITAEWIIMN. L TWE
T, AR T — b 7T vy allBEDa LT U NLBEREE . kAL v F A — =354k
LEEGAIAT, ALaryT o YmMAZ AN, T—= 7Ty a2l lbBETLE I,

CiscoNX-0S9.2(2) U U —A L VAL, BIHRA == NS P £V 2 — /L AZ N[ Z—
R NXA Y T 2= LTI ary T oY EFETERETLINENHY F L7, Cisco
NX-0S9.2(2) ARETlX, AZ A A= RX=NA P EV a2 — LN up REETHEHFREZR &, Bl
ARA ==Y T a2—VEFRFHHART— 77 v 2 (/bootflash) LDEFED
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B srsno—t750010624011 T-1T59 22 0T 7 A LORMH

Tr7ANET A VT b &, RAZ N, A== AP TV 2= VETLFAL N T— |
77 v ¥ (/bootflash sup-remote) ([CHEIICEMITE X4, AT L7 7ML LT 4
L7 Y EBIRT 2123, A v FiZBashz e — KL, BIART—F7 T v vanb Ry y
WA T=h 7Ty valld¥T577A40ET 0V 7 b &, fEEFRET 7 AL
/bootflash/bootflash sync list ([ZIBINLE T,

RITH 2R L ET,

switch# run bash

bash-4.2# echo "/bootflash/home/admin" | sudo tee --append /bootflash/bootflash sync list
bash-4.2# echo "/bootflash/nxos.7.0.3.17.3.5.bin" | sudo tee --append
/bootflash/bootflash sync_list

bash-4.2# cat /bootflash/bootflash sync_list

/bootflash/home/admin

/bootflash/nxo0s.7.0.3.17.3.5.bin

BHART =773 aD7 7 ANVERIEIT 4 V7 FVICEENINZ BNIGE, AZ 03 A
T—=h 7Ty aPupREETHERTRERL, SRNODOEEIIAF N, T— 7T v all
BEIWICFAMShE T, AZ A T—= R 7Ty aPNlEOT— N, A vFA—n"— F
FIEFHMAL R, V= RFOonFnTY 7 —hEND L, AX AL A== PR
FrTA ol E BUHRT — N7 T v v an~OERDOX X v F 7 v FREIN AKX N
A T—=R 7T vallTyyradnEzd,

RIZ, #mHEFIEEZR /bootflash/bootflash sync list 7 7 A /LOKME L HIIRFIHZ R L
£,

* /bootflash/bootflash_sync_list 7 7 A /Wi, RAIDIFATRHZ HBIRNIC/ERR S E
T, ROIOIERARIE TIZZ2E T,
 /bootflash/bootflash sync list 77 A /D= b UL, ROTEEFHIZHENE
B
TSI =R
e MU E Linux XA L LTHRELET (B : /bootflash/img.bin)

e x> FUIX /bootflash 77 AN AT LANICHAVENHY 5

* /bootflash/bootflash sync list 77 A /LAKIE, BEBICAZ S, T— 17
Z v v alZ/ & E T, copyvirtualshell (VSH) <> REFEH LT, A—s3— A
EFY2—/LE DM T /bootflash/bootflash sync list 77 A /L& FETa —
HTLLTEET,

e kDA< REFHL T, A=A P EY 2 — L CHE
/bootflash/bootflash sync list 77 A LZfRETEET,

run bash vi /bootflash/bootflash _sync_list

FHIA N R DT XTOHNIE, w77 7 A/ /var/tmp/bootflash sync.log (ZV
XA VL7 hENET, ROWTIhOa~vy REFEHLT, 2orZ 77 A VERIEITE
e Ed,
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Kstack Z9r L TaE—

Kstack #r L TaE— .

run bash less /var/tmp/bootflash sync.log

run bash tail -f /var/tmp/bootflash sync.log

RIAZ V7 NI, BIHRT— b 7T v a7 4027 N EOXIET D7 7 A VOHIBRA X
FERIIZZE LRWRY , AX NS, T— 7T v va T4 b7 NUMWLT7 7 A0 EH
PRLEF A, JBAICL-TE, AX AL T 7T v v aOFEHAFOAR—ANEHRT —
F7TvvalDb%<<R, AR 77 v Va2 bRMILTWD EXIZAX NS T —
7T VaDAR—ANRKRETDEZERHNET, AX AN, T— 7Ty a%BIHR
TR 7T aDEMRIT—ITD (RX NN T— R T T va bORDRT 7 A NV%E
BT %) 12k, koa<wy REANLET,

run bash sudo rsync -a --delete /bootflash/ /bootflash sup-remote/

FHIA 7 V7 ME, 77y vaft3& 73252848 Ny 7 7700 RTHEITSNHKT D
VBN H D £, 7220, ATLOEHE TIEITMFIE LIS AIE, ROoa~vr FEEH L TF
HTHEBTE £,

run bash sudo /isan/etc/rc.d/rc.isan-start/S98bootflash sync.sh start

Cisco NX-08 U U —A 93(1) LA TlX, 7 7 A /v 2 B —H#{EIZIE, use-kstack 47" a > &1
HALTRIORy NT—0 A v 7N LTFITTHA T a b £9, use-kstack & i U
TI77ANEa—F5L, ab—MHPERINET, ZOF7vaid, A4y Tl
BORy oD )E— N == T 7 A LEa bt —F HEAIC&EH E T, use-kstack
FTa U E, sepResftp. R EDIEHET 7 AL A —BEREL W L TAL v FIT, ETIFEAA >
FNLT7 7 A NVEaE—E LT,

\}

GE)  AA v F I FIPS T— FHERERZ AT L T 58545, use-kstack 4 7L a U ITHERE L S H A, A
A v FTFIPS E— RBREII /> TWBGEE., 2 €—BEISIEHEMILETRH, T 74

Vb D E=FIEMER S E T,

use-kstack # /I L T2 E'—4 521X, NX-OScopy =~ ROHKZIZHIHKEZBMLES, &
ZIiX

switch-14 copy scp://testQ10.1.1.1/image.bin . vrf management use-kstack
switch-1#

switch-14 copy scp://test@10.1.1.1/image.bin bootflash:// vrf management
use-kstack

switch-1#

switch-14 copy scp://test@10.1.1.1/image.bin . use-kstack

switch-1#

switch-14 copy scp://test@10.1.1.1/image.bin bootflash:// vrf default

use-kstack

switch-1#
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2 A T4

use-kstack 47> = d, TXTD NX-OScopy I~ RET 7 A )V VAT A THAR—FEN
TWET, A7 21X 0penSSL (B =7 at'—) BEFATT,

Bash >z JLDT7 ) H5— 3 4

WOHNE, XA T 47 Bash > = VDT Y r—3 3R LUTWVWET

bash-4.2# cat /etc/init.d/hello.sh
#!/bin/bash

PIDFILE=/tmp/hello.pid
OUTPUTFILE=/tmp/hello

echo $$ > SPIDFILE
rm -f SOUTPUTFILE
while true

do
echo $(date) >> SOUTPUTFILE
echo 'Hello World' >> $OUTPUTFILE
sleep 10

done

bash-4.2#

bash-4.2#

bash-4.2# cat /etc/init.d/hello

#!/bin/bash

#

# hello Trivial "hello world" example Third Party App
#

# chkconfig: 2345 15 85

# description: Trivial example Third Party App

#

### BEGIN INIT INFO

# Provides: hello

# Required-Start: S$local fs Sremote fs Snetwork Snamed
# Required-Stop: $local fs Sremote fs $Snetwork

# Description: Trivial example Third Party App

### END INIT INFO

PIDFILE=/tmp/hello.pid

# See how we were called.

case "$1" in

start)
/etc/init.d/hello.sh &
RETVAL=$"?

stop)
kill -9 “cat $PIDFILE"
RETVAL=$"?

status)
ps -p ‘cat S$PIDFILE"
RETVAL=$"?

restart| force-reload|reload)
kill -9 “cat $PIDFILE"
/etc/init.d/hello.sh &
RETVAL=$"?
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echo $'

#1474 IBash o7 TUr—v a6 ]

'Usage: Sprog {start|stopl|status|restart|force-reload}"

RETVAL=2

esac

exit SRETVAL

bash-4.
bash-4.
bash-4.
bash-4.

hello

2#
2# chkconfig --add hello
2# chkconfig --level 3 hello on
2# chkconfig --1list hello
0:0ff l:0ff 2:on 3:on 4:on 5:on 6:0ff

bash-4.2# 1s -al /etc/rc3.d/*hello*

lrwxrwxrwx 1 root root 15 Sep 27 18:00 /etc/rc3.d/Sl5hello -> ../init.d/hello
bash-4.2#

bash-4.2# reboot

Unr— R&

bash-4.2# ps -ef | grep hello

root 8790 1 0 18:03 2 00:00:00 /bin/bash /etc/init.d/hello.sh
root 8973 8775 0 18:04 ttySoO 00:00:00 grep hello

bash-4.2#

bash-4.2# 1ls -al /tmp/hello*

-rw-rw-rw— 1 root root 205 Sep 27 18:04 /tmp/hello
-rw-rw-rw— 1 root root 5 Sep 27 18:03 /tmp/hello.pid

bash-4.

8790

bash-4.

2# cat /tmp/hello.pid

2# cat /tmp/hello

Sun Sep 27 18:03:49 UTC 2015
Hello World
Sun Sep 27 18:03:59 UTC 2015
Hello World
Sun Sep 27 18:04:09 UTC 2015
Hello World
Sun Sep 27 18:04:19 UTC 2015
Hello World
Sun Sep 27 18:04:29 UTC 2015
Hello World
Sun Sep 27 18:04:39 UTC 2015
Hello World

bash-4.

2#
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