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GET NETCONF: <get-config>, <get>
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RESTCONF [E1% @ NETCONF

POST NETCONF: <edit-config> (operation="create")

PUT NETCONF: <edit-config> (operation="create/replace")
PATCH NETCONF: <edit-config> (operation="merge")
DELETE NETCONF: <edit-config> (operation="delete")

FIH L FINEIR

RESTCONF =— ¥ = MZiE, ROTEEBEFHEEFNFEENLH Y £7,

* Cisco NX-OS RESTCONF /%, RESTCONF Protocoldraft-ietf-netconf-restconf-10 & V9 Z A |
JL®D RFC KT 7 MIHEASWTUWET, https://tools.ietf.org/html/draft-ietf-netconf-restconf-10
LT TEEN,

« RESTCONF (L. RFC 6536 CHEINTWAILIER— /L _X—RA 77X 2 ha—/L
(RBAC) #HUAR—FLTWEHFA, [network-admin] 27—V & o2 —FDARIT,
RESTCONF = — = o b ~DT 7 & AN E S E T,

c102()F UV U —RLE, BfETF = 7 RS b, v— Ry T A M=/, CA il
EDAVR—F, 24 vTFOYVr—F, HrDES2—1LDYVua—F, BIORTZ7ALD
a—RNYR— b ERTHET,

RESTCONF T—> = > FDERAE

—fpiEa<T ok~
«HTTP £ 721X HTTPS 7 7 ¥ ZA &2 AT HI1TIE, kDa~vr RaRELET,
« feature nxapi
* nxapi http port 80
* nxapi httpsport 443

—RRGEIEoT Y R
RESTCONF = —<’ = > h ® [no] featurerestconf 2~ > REGRF I-IT N TE £,

I—CIV b RTF—RADERTR

RESTCONF =— = DA T —HX A% FRT HIZiE, a~r FEEH L, X restconf & &
¥ F 9, show feature

. RESTCONFT—2 > +


https:/�/�tools.ietf.org/�html/�draft-ietf-netconf-restconf-10

| RESTCONFT—z> b

RESTCONF T—S x> b kS5 TLva—F125 |

switch-1# show feature | grep restconf
restconf 1 enabled
switch-1#

Curl ZEA L =Y —/N\—~D POST ERDEE

client-host % curl -X POST -H "Authorization: Basic YWRtaW46Y21zY28=" -H "Content-Type:
application/yang.data+xml" -d '<always>enabled</always><rtrId>2.2.2.2</rtrId>'
"http://192.0.20.123/restconf/data/Cisco-NX-0S-device : System/bgp-items/inst-items/dam-items/Dom-list=defaul t"
-i

HTTP/1.1 201 Created

Server: nginx/1.7.10

Date: Tue, 27 Sep 2016 20:25:31 GMT

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: nxapi_ auth=admin:147500853169574134

Status: 201 Created

Location: /System/bgp-items/inst-items/dom-items/Dom-list=default/always/rtrId/

Curl ZHA L 1=H—/"\—~D GET ERDE(E

client-host % curl -X GET -H "Authorization: Basic YWRtaW46Y21zY28=" -H "Accept:
application/yang.data+xml"
"http: //192.0.20.123/restoonf/data/Cisco-NX-OS-device: System/bgp-i tems/inst-i tems /dom-i tems /Dam-1ist ?content=oonfig"

-1

HTTP/1.1 200 OK

Server: nginx/1.7.10

Date: Tue, 27 Sep 2016 20:26:03 GMT
Content-Type: application/yang.data+xml
Content-Length: 395

Connection: keep-alive

Set-Cookie: nxapi auth=admin:147500856185650327
Status: 200 OK

<Dom-list>
<name>default</name>
<always>enabled</always>
<bestPathIntv1>300</bestPathIntvl>
<holdIntv1>180</holdIntvl1>
<kaIntvl>60</kalIntvl>
<maxAsLimit>0</maxAsLimit>
<pfxPeerTimeout>30</pfxPeerTimeout>
<pfxPeerWaitTime>90</pfxPeerWaitTime>
<reConnIntvl>60</reConnIntvl>
<rtrId>2.2.2.2</rtrId>

</Dom-list>

)

client-host %
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+ RESTCONF #EREDS B M2 72 > TV EJ (show feature | grep restconf) ., RESTCONF
WA 72> TWRWEEIL, AN LET (featurerestconf)

o R — ME, NX-APIZ L - CHTTP % 721X HTTPS AL S 4vE 9, show nxapi % i
HALT, R=FFDREESINTWLZ 2R LET,
switch-1# show nxapi
nxapi enabled
HTTP Listen on port 80
HTTPS Listen on port 443
switch-1
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WONWTNDIZE ST, A v TFPRIBAMIZ/ > TV L 2R T ET,
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N7 w2 &7z Cisco-NX-08S-device.yang 7 7 4 /L@ [Ephemeraldata] &9 =2 X2 F T,
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GET
/restconf/data/Cisco-NX-0S-device:System//urib-items/tabled-items/Tabled-1ist=management/routed-items
HTTP/1.1

Host: example.com

Accept: application/yang.data+json

The server might respond:

HTTP/1.1 200 OK

Date: Fri, 06 Mar 2020 11:10:30 GMT
Server: nginx/1.7.10

Content-Type: application/yang.data+json

{
"routed4-items": {
"Routed-list": [{
"prefix": "172.23.167.255/32",
"flags": "0",
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V% Cisco-NX-OS-device.yang 7 7 A /L CHER TE £ 77,
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RESTCONF RPC

CLI

Frzv7HRA b

checkpoint

checkpoint <name>

checkpoint <file>

7 —/L N v 7

7 —/L N v 7

rollback running-config
checkpoint <name>

rollback running-config
checkpoint <file>

A VARN—=LTHED

install all nxos
install_add
install_activate
install _deactivate
install_commit

install_remove

T _TD nxos A A h—Jb
7% <image>

install {add |7 7 7 1« 7L |3ET

7747412 v b
remove } <rpm>

b BALAENT# A >R — |

import_ca_certificate

crypto ca import <trustpoint>
pkes12 <file> <passphrase>

AA v FOY a— REIFE |reload reload [ % A ~ —<seconds>]

Ja—ldDYua—R N .

LA kD F EY 2 —/L?D Y v — N<module
number>

TrANDAE— copy o B’ —<destination><source>
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POST /restconf/operations/Cisco-NX-0S-device:checkpoint

Accept: application/yang.operation+json,application/yang.errors+json
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Content-type: application/yang.operation+json

Body: {
"input": {
"name": "checkpoint-1",
"description": "testing checkpoint through Restconf"

The server might respond:
HTTP/1.1 204 No content
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POST /restconf/operations/Cisco-NX-OS-device:rollback
Accept: application/yang.operation+json,application/yang.errors+json
Content-type: application/yang.operation+json

Body: {
"input": {
"name": "checkpoint-1",
"action": "create”

The server might respond:
HTTP/1.1 204 No content
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POST /restconf/operations/Cisco-NX-OS-device:install all nxos
Accept: application/yang.operation+json,application/yang.errors+json

Content-type: application/yang.operation+json
Body: {

"input": {
"nxos": "bootflash:nxos.10.1.l1-jcco.bin"

The server might respond:
HTTP/1.1 204 No content
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The client might send the following POST request message:

POST /restconf/operations/Cisco-NX-OS-device:import ca certificate
Accept: application/yang.operation+json,application/yang.errors+json
Content-type: application/yang.operation+json

Body: {
"input": {
"trustpoint": "mytrustpoint",
"pkcsl2": "bootflash:server.pfx",
"passphrase": "mypassphrase"

The server might respond:
HTTP/1.1 204 No content
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POST /restconf/operations/Cisco-NX-0S-device:reload
Accept: application/yang.operation+json,application/yang.errors+json
Content-type: application/yang.operation+json
Body: {
"input": {
}
}

The server might respond:
HTTP/1.1 204 No content
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The client might send the following POST request message:
POST /restconf/operations/Cisco-NX-OS-device:reload
Accept: application/yang.operation+json,application/yang.errors+json
Content-type: application/yang.operation+json
Body: {
"input": {
"module": "31"
}
}

The server might respond:
HTTP/1.1 204 No content
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POST /restconf/operations/Cisco-NX-0S-device:reload

Accept: application/yang.operation+json,application/yang.errors+json
Content-type: application/yang.operation+json

Body: {
"input": {
"source": "tftp://10.1.1.1/users/myname/configl.txt",
"destination": "bootflash:",
"vrf": "management"

}

The server might respond:
HTTP/1.1 204 No content
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THhUT 47 a X, showaccountinglog =~ K& L CERTE £,
ROFERPIZE Z THET,

curl -s -L --request POST --user admin: --header 'Content-Type: application/yang.data+json'
--url “restconf/data/Cisco-NX-0S-device:System/intf-items/lb-items/LbRtdIf-1ist=1010"
--data-raw @request.txt
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Payload:
<descr>test</descr>

Or

{"descr":"test"}
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ConfigMO MO Y U —DF % 2 FFEH, K 3,000 32
%,

AT — KA DRIVEN: e

:

Wed Jun 29 13:53:37

2022 :type=update:id=3180018864:user=admin:cmd=(COMMIT) ,database=[running], configMo=[

<topSystem childAction="" dn="sys" status="created,modified"><interfaceEntity

childAction=""

rn="intf" status="created,modified"><13LbRtdIf childAction="" descr="test" id="1lol0"
rn="1b-

[1o10]" status="created,modified"/></interfaceEntity></topSystem>] (SUCCESS)
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RESTCONF:POST. RESTCONF:PUT,
RESTCONF:PATCH., RESTCONF:DELETE

E1EI5C TP (Source IP)

RESTCONF 7 7 A 7 k IP

URL HTTP URL

~Nqa— R ZA8 LIZXML/JSON U 7 = & |, £K 3,000
X,

AT —H A i/ R

il

Wed Jun 29 13:53:37

2022:type=update:1d=3180018864:user=admin:cmd=(RESTCONF:POST), sourcelp=[192.168.1.2],

RESTCONFT—> > + .



RESTCONF T—>z > + |

B restconez—croroTaYvLF s 0y

url=[/restconf/data/Cisco-NX-0OS-device:System/intf-items/lb-items/LbRtdIf-
list=1010],payload=[<descr>test</descr>] (SUCCESS)
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Wed Jun 29 20:16:26

2022 :type=update:1d=3180018864:user=admin:cmd= (RESTCONF:POST),
sourceIp=[192.168.1.2],url=[/restconf/data/Cisco-NX-0S-device:System/intf-items/lb-items/ILbRtdIf-
list=1010],payload=[<descr>test</descr>] (FAILED)
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Wed Jun 29 20:32:01
2022 :type=update:1d=3180018864:user=admin:cmd= (COMMIT) ,database=[running],
configMo=[<topSystem childAction="" dn="sys" status="created,modified"><telemetryEntity

childAction="" rn="tm" status="created,modified"><telemetryCertificate childAction=""
filename="foo" hostname="foo" rn="certificate" status="created,modified"
trustpoint="test"/></telemetryEntity></topSystem>] (FAILED)

Wed Jun 29 20:32:01

2022 :type=update:1d=3180018864:user=admin:cmd= (RESTCONF:PATCH) ,
sourcelp=[192.168.1.2],url=[/restconf/data/Cisco-NX-0S-device:System/tm-items/certificate-
items],payload=[<trustpoint>test</trustpoint><hostname>foo</hostname><filename>
foo</filename>] (FAILED)
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