AT

» Guest Shell [IZ2W\WT (1 =)

s Guestshell (2B A 1EEFH L FHIREH Q2 —)

» Guest Shell ~D7 7 & &x (10 X—)

e FAN v VIZERERDY Y—A (10 X—Y)

« FA Rz VOMRE (11 =)

AR TV NDEX2 VT 4 RATF ¥ (20 =)

AN TFAN VAT LDT 7 AFIR (23 2—)

e AN T LOEE (23 5—)

o [AEY— 1 R & Guest Shell fEHOMFE (37 ~<—)

e AN TN EDT T r— g OKEGERREE) (38 X—)
* Guest Shell 2257 7V r—3 3 > &2 KEMICEENT 2 FIE (39 <—)
o FAN VENNTOY TN T TV r—a (39 —)

* Guest Shell IZEH T HRED N T TNy a—T 07 (41 X—2)

Guest Shell [ZDUVT

AL 704 Linux BEE TONX-OS CLIB LW Bash 7 7 2 A ITMAZ T, AL vFix., [HFZ b
T EFEZID Linux 227 (LXC) WNTHEITEIND DEESNTZFEITARX—A~DT 7
vRXEYVR—FLET,

AN 2 VNS | network-admin (ZIXR DOFERENR H Y £,
sLinux Ry NV —2 A B —T A A% LIcXy NU—7~DT 7& A,
CAA T DT— KT T ya~DT IR,
o 2A v F OFFREME tmpfs ~DT 7 & A,
« AA v FDCLI~DT 7 & A,
e AA FDIKRAN T7A IV VAT L~DT 7 A,

* Cisco NX-API REST ~DO 7T 7 & &,
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«Python 27 U7 M A A h—)L L TFATT HIKEE,
R EYFMBIEYMEY FOLinuk 77V r—vaim A A ML L TEITT HHERE,
ST EIC L o CEITERAYIVEEST Z & T, D Linux 27 F TEITSINTWVDHER A

M RATLRLT T r— g AN EBE LS T, T r—y a0 =—XZEE T Linux
BREEA DAL A RTHIENTEET,

NX-0OS 534 2 TlX. Linux Containers IZ virtual-service 2~ > RTA A h— /L EHINE
4, Guest Shell I%. virtual-service show =~ > RO HIZEREINFE T,

\}

CGE) 7 74/L b TIE, Guest Shell 1%, A&IZT % EKI35MB O RAM & 350MB D7 —h7 7 v
Vo EA LET, Guest Shell 23F ] STV WEE X, guestshell destroy =1+ > K& {# ]
L CHIE®REZBMHE L £,

Guestshell [ZBH9 535 FI1E L HIfREI1E

FTARTOY ) —RIZHBOITERIA

| o

EE  Guestshell DA A b—/LINTH AH LMEHEEFIT LT2IEETE, Guestshell 7 v 77 L— &R
T3 DRI, T— b 7T v, ﬂ‘7j§/77\}<]\1/**“/\ F 721X Guestshell /L— b 7 7 A )L
AT DOIROMDIGETICE T 2 RAF L ET,

guestshell upgrade avy }‘ﬂj:\ ZIKEE'UL:\ guestshell destroykguestshell enable%@fﬁb
THIITLET,

« Guest Shell 1%, 4GB D A& U Z## L7- 3500 5 /L (3524, 3548, 3524-X. 3548-X) T
W AR—FENTWERA, ZHE, XL E, IVEZLS DAV EHATT T v 74—
LTHR—FENET,

¢ CiscoNX-0S U U —210.6 (1) FLLF. Guestshell 1%, FH/EHA A2 F—LTIETF 7 +
VR THENI/RY A,

* CiscoNX-0S U U —210.6 (2) FLAF%. Guestshell 23 H STV 720 5E . Guestshell 1%
AL v FIZA VA M= ENFEHA (ZZTHEHAIN T RWEWN S Z L1, Guestshell
IMAA  FTHIIIR > T Rh o T2y LARTO U U — A T guestshell destroy 2~ > R %
HLTHIBRESNT-Z 2B LET) &

« BEMEDNX-0S U U —210.6 (2) F LLFED Guestshell 2 L7- WA,
software.cisco.com N H X 72— KL, £ VA=V L THINITINENHD F
T, TTICT AN = VEHEHL TV DBERITEEL ST, 10.6(2)F Tffi HrTHE
R A sl EE A TEE T,

« LIFTDO U U —ZATlX. Guestshell BEHEIL. Guestshell DIRFEICEIR A< fEHTX £,
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* Guestshell TV — K/%—5 ¢ O DHCPD — —%FE{TL TV B HA. SVI &~
BLE, TTAT Y NCBET LA T 7 —ICHBENRET HAREMERH Y £ 37, AlEE/R (Al
Fix, 7o — Xy 2 MEEEERT 52 LT,

* run guestshell CLI 2= R&EFEH LT, AA v F® Guestshell {IZ7 7 AL ET, run
guestshell A< Kid, "A b = ~DT 78 XIfEH EIU D run bash 2~ 2 RIZHH
BLEF, Z0a~vr REHHT 5L, Guestshell (27 27 A LTBash 717 > 7 b & Hifs
L7290, Guestshel D2 > 7F A MNTa~vy REFITLIED TEET, Zoa~wr R,
NRAT—KRRLOSSHEZHH LT, T 74/ DXy b T —27 412223 5 localhost
OFEHAFREZR AR — MTE L £,

«NXOS @2 DDHE7/ % VRF T (B EZITEIMNIC) L— BT ENTWEEE. %t
it A VRE/ARTZEON—F 4 v 7 FT—T WS, FA RN =)V arTFho [HEFL—
M DANENDZLIETHY FHA,

sshdL—7 4 YT 4%, v—HNKRARNTY v AL LT, Xy hT—7 OGNS DOHER
BATZEMET 2 Z L2 XY, Guestshell ~OFERIMER ENZSSHT /7 B2 2 R#ETE F
T, sshd IZITROEEER H D £97,

s ZHIE NRU=RZT7 =Ny 7 LRNF—_N—ZADRGEMITHEEL I TV E
‘3‘0

« Guestshell D BB 12 Guestshell I 7 7 B 2T A7 I SN A X — 255 2
EMTEDLDIX root 721 TH,

s root FIMNARA N EOXF—2ETT7 7 A N EHAIWMD Z LB TE, IR A MBash 77
TR EFFOI R — Y — P X — % L T Guestshel IZBfR TE WL 2 LET,
T U — 7 EB o —Y—(L, Guestshell T sshd DHIDA L AH L AR LT,
Guestshell % v F U — 7 & o —H —|% Guestshell Tsshd DBIDA > A X > X % Btk
LT, *v hU—7 &2 —H —L, Guestshell T sshd DHIDA 2 A HZ L A%EBHIEL
T, 77BATEDLHICT2Z2 M TEETI, GuestshelliZv 7oA 9 52— —
WZiEry N — 7 EHERERS 52 bET,

GE)  Guestshell 2.2 (0.2) TEASNF— T 7 A VL, =2—HF—TH
U2 R MR SV — TR L THIAERY WRE T

X 51T, Guestshell 74 7 > MIEBRICHIFR S L2z, AE
W7oz &y MU= EBEDHIBRT A2LERH Y £,

2.2(0.2) £V #i® Guestshell £ > A F—/LTlE, fHlx Dx—HF—
THY v b BEEICER S EE A,

e T TELHLWAAL v FIZ CiscoNX-OS V7 vy =7 VY —R%&A LA R—JL
9% &, Guestshell ZHENIIZEDC2D ET, TORDAL T VT T =T DT v/
7 L— FTlX, Guestshell lXHENICT v 77 L— FEvEH A,
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* Guestshell V UV —ATiL, BAFEZITHLAN—Ta U NERIND &, ATV Y —FF0H
%Lij‘o

* NX-0S @ Guestshell 1%, A/ SRKNLDHR— M, 77—A I TZADLinux f V¥ —7 =
AALLTT 7/ ®8ATEET,

« NX-0OS @ Guestshell 1Z. NX-API ~D 12— /L Unix Y7 v & L. dohost 4L T=
<~V R vz VIT 7 ATEET,

1. 9.3(8) LAKED NX-0OS @ Guestshell (23 T, NX-API V7 v h~D7T 7 & AL, root/&
HE 2 —F R TOLHFTINET,

2. 9.3 (8) LIFED NX-0S ® Guestshell IZEB VT, NX-0S 7 7 A /LY AT L~DT 7T A
1%, root/EBHEH 22— —7Z 1T NI VET,

* Guestshell U U — A Tld, CVEWfiEREIND &~ A F—FZNH55 LEJ, Guestshell i,
CentOS AR L7235/ 12 DA CVE ZHFHT L £,

« dnf update ZfEfH LT, CentOS UARY b U nbHH— RKX—F DX = U7 1 etk
EAE#EIG T2 2BEIODLET, ZHIZLY, CiscoNX-0S V7 AU =T D7 v/
T—hEFEOZ L, BHBRAMREIC -T2 L EICATTE 2REMERELNET,

F 721X, guestshell update =~ > RZEH T2 & BEAF D Guestshell rootfs 235 (& X #i x H 4L
F9, DAL RE T =T RNylr—0A A M—/UE, ZDOH LV Guestshell
rootfs DAL T X A NNTHEFRITTILERH Y 7,

ebash > =B D Nexus 7 1y 7 ORTEIT AR — I TWEFA,

Cent0S M 7R— F#& T & Guestshell ~DFE

Guestshell (X CentOSEBIZE DK LXCOAYTFFTT, A—TF v V—Ra3a2=5 1 OFEH
IZED&, CentOS8 7'm Y= MEL2021 4F 12 HETIZYAR—F 3T LET, CentOS7 7
0¥ NI S L, 2024 45 6 H ETICHAR— MK TT 2 FETT, CentOS7 DI DF:
YR — M IV HFHD CiscoNX-0S V7 b7 =7 10.2.x I% Guestshell 2.11 (CentOS 7 < —
) Wy r—ofpEnTnET, L, 101x VYV —R2DT 7 /L EREETdH 5 Guestshell
3.0 (CentOS8) ZiEEH#x FT,

Guestshell 2.11

CiscoNX-0S U U —2Z10.2(1) LAFE, CentOS 7 237 7 #+ /L b @ Guestshell B2 5 & L CHERH S 1
F Lz, BAOFEMIZOWTIX, [CentOSOHHR— MET | B/ a2 L TIEEN,

Guestshell 2.11 (2% python2 33 & Of python3.6 O 73— R 3fJ&E L TV £ 9, Guestshell 2.11 &
Guestshell 3.0 DR DOHEEEIZF U £ £ T,

\)

GE)  Guestshell 2.11 @ rootfs ¥ R 1I# 200 MB I[ZHIIN L F L7z,
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Guestshell 3.0

Guestshell (<83 2:xEHmEesREE [

Guestshell 3.0 1ZFEIE XN TEY . NX-0S 10.2.x 722 H TR T& £ A, Guestshell 2.11 %1 A

THZ ek LET, 2iEL.

102x Y 7 F7 =7 1%, Guestshell3.0 = > 7+ L ON10.1.x

THEMEL T3 3.0 Guestshell =27 & OB ZHEEF L CU\Ed,

Y

GE)  Guestshell 3.0 @ rootfs %1 XIZ. Guestshell 2.0 @ 170 MB (Z5f L T 220 MB T,

Guestshell 4.0

Guestshell 2.x (213 Centos 7 & £ TV E T, Centos 7 DA — ML T 1 2024 FH DT,
L7255 T, RockyLinux 9.2 X—Z®D Ixc 27 7 T&H % Guestshell 4.0 73, Guestshell 2.x Z{&
T2 D5 TETT, Guestshell 4.0 (E, CiscoNX-08S VU —ABIOT 74/ k Ry r—D L
L C® Guestshell 2.x "H X 7 v — RA[gE/R A7 v a & L CHIHTE £9°, Guestshell 4.0
X, ROV V—RATT 74V MR F7,

A\

GE)  Guestshell 4.0 ® rootfs ¥ X% 400 MB T, Guestshell 2.x Tl 350 MB TL 7=,

Guestshell 4.x

Guestshell 2.x (213 Centos 7 & LTV E T, Centos 7 DY AR — ML T I 2024 WD T,

L 72235 T, Guestshell 4.x I% RockyLinux 9 ~X—Z & 72 V) | Guestshell 2.x # [EZ#ix 5 Z L1272
D EJ, Guestshell4.x (T, IRONX-0OS V V—ATH U a— Ra[RIZRY, T 74/ FDA
TrarE LTHEATE LR 2ICRDET,

NX-OS 1) 1) —X Guestshell DT 7+ )L k/Xy | Guestshel DF ™ > O— RH[EE
F—=IUNnN—o3ay WA T 3 UM ERTEE

9.3(14) LLF% 4.1 LAk REL

10.2(6) 2.15 4.0

10.2(7) 2.15 4.1

10.2(8) LARE 4.1 AR ANBE

10.3(4) 2.15 4.0

10.3(5) LAR% 4.1 AR B

10.4(1) 3 LTV 10.42) 2.15 4.0

10.4(3) L% 4.1 LABE R

10.5(1) LARE 4.1 LI R

TR TL .
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\)

GE)  Guestshell 4.x @ rootfs ¥ X1 400 MB T, Guestshell 2.x TiZ 350 MB T L 7=, Guestshell 4.x
DX a— Ra[EEZe OVA X, 5 7 4/ kT Guestshell 2.x Z#FE(TLTWHTXTHY J—2R
~DB%FHBENH Y FT,

Guestshell 1.0 5 5 Guestshell 2x ~D7 v 75 L— K

Guestshell2.x [%, CentOS7/L—hk 77 A )V VAT MIZFESNONTWET, 227 Y % Guestshell
1LOIZTNE T LTz cconf 77 ANERITZ—T 4 VT 4 DA TRy 7 A VKRY NI RHD
56 1%. Guestshell 2.x TIR] U FIAZ 40 KT LI H Y £9°, CentOS 7 DIFENEZE L
T, BEAZ VT NS O0ERLLILGERH Y 77,

Jacksonville ') 1) — X Guestshell 3.0 A 5D NX-0S DA 5 L—FK

Cisco NX-OS U U —2 10.1(1) LAK&, Guestshell 3.0 Y R—FDA > T T A NT I F v NR—T 3
F L1 CHIE B sTCuVET (show virtual-service 2+ RCTHERE LT ZEW) , Lz
735 T, Guestshell 3.0 OVA [ZLLRTDO Y UV —ATIHEHATE EH A, Ingall all =2~ > K&#H
THE N=Va UV OAR—EMPBEESI, =7 =R A —S1E T, Guestshell 3.0 Z LA D U
=R 77— KT BREIZ, Guestshell 3.0 ZfiEFHE L T, Guestshell 3.0 3LARTD U U — A
TEILAR2NESICTLHZ 2B LET,

Guestshell 2.x

Cisco NX-0S 1%, +57R ) VY —R%&Z LD AT ADT 7 4V b THEHIIZ Guestshell DA > A
F—=BLOEILEZITVET, 7272 L. Guestshell 27—~ L7\ Cisco NX-OS A A —
TTAAZARY m— R Ean55E6. BEAFO Guestshell 23 H EBIRYIZHIFR S

AU, $VMAN-2-INVALID PACKAGE MFITINFE T,

Guestshell 2.x 7 5 Guestshell4x ¥™9 > O0— KRIEEOVA~D T v 5 L— K

Guestshell 4.x X, Cisco DAY 7 My =7 X yrm— R X—=UnbH 7 ru— RTE,
command guestshell upgrade 2~ > RZEH L TA A F— L T&EET,

WDOFEIZ, AN LDV Y —2% 5 LET,

R1L:FTRANDIILYY—R

Rz J)—2R NX-0S A YR—b+93 51 1)— |H7FR— bk Eh 5 Python D/3—
R vav

2.x 10.3.1 ~ 10.3.4, Python 2.7 35 X U Python 3.6

3.0 10.1.x python 3.6

4x X7 1 — RA[HE OVA Python 3.9

Guestshel 4x 127y T L—FRFBICIE, ROV FEFARALET :
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e AN BA A RV IITVRWEEIZIE, guestshell enablepackage<downloaded
ova> I~ REETLET,

e ARz ANRA A N—LER, FITINTWAEAEIZIX, guestshell upgrade package
<downloaded ova> =~ > F&EIT L £,

\}

(X)) 4GB DO RAM 258 L= AT A TIL, 7 7 4 /L b TIiL Guestshell ZHF 2720 £H A,

guestshell enable =~ > R L C, Guestshell A > A h—/L L THINZLET,

install all =< > i, FAED Cisco NX-0OS A A —T L Z—4 > MDD Cisco NX-0S A A —T &
DO HEAMEEREEL £97,

HHNED2NA A=V A VA N— L LTERE O A 2RISR LET,

switch#

Installer will perform compatibility check first. Please wait.
uri is: /

2014 Aug 29 20:08:51 switch %$ VDC-1 %$ $VMAN-2-ACTIVATION STATE:
Successfully activated virtual service 'guestshell+'

Verifying image bootflash:/n9%kpregs.bin for boot variable "nxos".
[#4####444 #4444 ###4] 100% —— SUCCESS

Verifying image type.

[#4####44H #4444 ###4] 100% —— SUCCESS

Preparing "" version info using image bootflash:/.

[#4####44 #4444 4##4] 100% —— SUCCESS

Preparing "bios" version info using image bootflash:/.

[#####444 #4444 ###4] 100% —— SUCCESS

Preparing "" version info using image bootflash:/.
[#4####44 #4444 4##4] 100% —— SUCCESS
Preparing "" version info using image bootflash:/.

[#4####44 #4444 4##4] 100% —— SUCCESS
Preparing "nxos" version info using image bootflash:/.
[#4####44 #4444 4##4] 100% —— SUCCESS

Preparing "" version info using image bootflash:/.
[#4####44 #4444 4##4] 100% —— SUCCESS
Preparing "" version info using image bootflash:/.

[#4####444 #4444 ###4] 100% —— SUCCESS

"Running-config contains configuration that is incompatible with the new image (strict
incompatibility) .

Please run 'show incompatibility-all nxos <image>' command to find out which feature
needs to be disabled.".

Performing module support checks.

[#4####44 #4444 4##4] 100% —— SUCCESS

Notifying services about system upgrade.

[# 1 0% -- FAIL.

Return code 0x42DD0006 ((null)).

"Running-config contains configuration that is incompatible with the new image (strict
incompatibility) .

Please run 'show incompatibility-all nxos <image>' command to find out

which feature needs to be disabled."

Service "vman" in vdc 1: Guestshell not supported, do 'guestshell destroy' to remove
it and then retry ISSU

Pre-upgrade check failed. Return code 0x42DD0006 ((null)).

switch#
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\)

6=

NN TFT 7T 4 &L LT, Guestshell ZH7R— F L TWRWEW CiscoNX-OS A A—T % Y
o — R4 5RIZ, guestshell destroy ==~ > K% ] L T Guestshell Z K[ L £,

ERRESINTZSSHD H—E X

Guestshell [, ##E)KFZ OpenSSH ¥r—/3—ZBta L £ 9, $—/3—%, localhostIP 7 N LA A
YHA=T 2 A A 127001 TT U F LERSNIZAR—=FTORY A LES, ZHIZLD,
guestshell F— 7 — R2BZAT) S 7z & X112, NX-OS AR = /L)y 5 Guestshell ~D/XA T —
2 LOEERN R SNE T, O — =8RG T IS0 T ORER (

/etc/ssh/sshd _config-cisco |Z& ) NEE IN72HE . NX-OS CLI 26 @ Guestshell~
DT 7 & APBERE L2V ATREMED S D £,

WO TFNETIX, Guestshell N T root & LT OpenSSh Hh—/"—% A 2% 2L L E T,

1

2.

)

SSH ¥t 2 MESL T D % v MU — 7 ZRIZEM £ 7213 VRF #IkEL 9,

OpenSSHR Y v AT HR—FaRELET, T TIHEHINTWHWEIR— FEERRTDHIT
IZ. NX-0OS =2~ K show socket connection 25 H L £,

GE)

IRAT— K72 LDT 7 ¥ A D Guestshell sshd -— A%, 17680 725 49150 FTH T & A
fbEnfzFm—rEFEHLET, N— FOBEEEZRET D123, ZO®RFENADOR— FE2ZIR L TL
72 &0,

WOTFIATIE, OpenSSH #— S—Z @B L EF, FlTIL, IP7 FL 2 10.122.84.34:2222 T
P netns @ OpenSSH H—/S—ZEL#) L £7,

1

WDT7 7 A NWEVER L ET: /usr/lib/systemd/systm/sshd-mgmt . service B X
Y /etc/ssh/sshd-mgmt_config, 7 7 A MZITIR DML LETT,

-rw-r--r-- 1 root root 394 Apr 7 14:21 /usr/lib/systemd/system/sshd-mgmt.service
—rw-—————-— 1 root root 4478 Apr 7 14:22 /etc/ssh/sshd-mgmt config

Unit & Service DNA % /usr/lib/systemd/system/ssh.service 7 7 A VD
sshd-mgmt .service IZaE— L £7,

sshd-mgmt .service 77 A VEIRD L S ITHELET,

[Unit]

Description=0OpenSSH server daemon
After=network.target sshd-keygen.service
Wants=sshd-keygen.service

[Service]

EnvironmentFile=/etc/sysconfig/sshd

ExecStartPre=/usr/sbin/sshd-keygen

ExecStart=/sbin/ip netns exec management /usr/sbin/sshd -f /etc/ssh/sshd-mgmt config
-D SOPTIONS

ExecReload=/bin/kill -HUP $MAINPID

KillMode=process

Restart=on-failure
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RestartSec=42s
[Install]
WantedBy=multi-user.target

4, /etc/ssh/sshd-config DINAE% /etc/ssh/sshd-mgmt configiZ=a ™ —L £,
WEEIZG U C, ListenAddress IP &R — R &2 F L E 9,

Port 2222
ListenAddress 10.122.84.34

5. WDz~ RafMiH LT, systemetl 7—F > ZBAtG L 9,

sudo systemctl daemon-reload
sudo systemctl start sshd-mgmt.service
sudo systemctl status sshd-mgmt.service -1

6. (A7 vay) WkzeRLET,
ss —-tnldp | grep 2222

7. Guestshell ~@® SSH:

ssh -p 2222 guestshell@10.122.84.34

8. B ? Guestshell 721X A A v FOFAEN D= o TR A IRFE L F7,
sudo systemctl enable sshd-mgmt.service

9. NAU—RZRL®SSH/SCP BL N £— F34TDHA . ssh-keygen -t dsa =2~ > K& fif
M LT, SSH/SCP I T % = —H— ID OB L R A A L E T,
ZD%, ¥—IL/.ssh7 4 V7 YD id rsaBLWid rsa.pub 7 7 A MIRFEE
NnET,

[root@node0l ~]# cd ~/.ssh
[root@node02 .sshl# 1ls -1

total 8
—rw-—-—--—- . 1 root root 1675 May 5 15:01 id rsa
-rw-r--r--. 1 root root 406 May 5 15:01 id rsa.pub

10. ABF—% SSH CTHfii ¢ A~ icab—L, 77 v RAFA&EELET,

cat id rsa.pub >> /root/.ssh/authorized keys
chmod 700 /root/.ssh
chmod 600 /root/.ssh/*

11. NRU—FRRLTUE—bF AA vFITSSH F£721% SCP :

ssh -p <port#> userid@hostname [<remote command>]
scp -P <port#> userid@hostname/filepath /destination

Localtime

Guestshell X, &mA ~ AT AL Jetc/localtime ZHAF L FE T,

\)

GE) AR B EJEClocaltime 235 L=< 2 WAL, DY R w7 Uo7 88 LT, Guestshell
EAHD /etc/localtime #/EKTE £97,
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switch(config)# clock timezone PDT -7 0
switch(config)# clock set 10:00:00 27 Jan 2017

Fri Jan 27 10:00:00 PDT 2017
switch(config)# show clock
10:00:07.554 PDT Fri Jan 27 2017
switch(config)# run guestshell

guestshell:~$ date

Fri Jan 27 10:00:12 PDT 2017

Guest Shell ~D7 - X

FRETIL I

Cisco NX-OS Tlx. T 7 #/V bk T network-admin T—V DLNF A s 2 = /VIIT 7B ATEE
To ZAUXT AT ATHENIICANZ/>TEY | runguestshell =~ FEFEHLTT 7k
AT&EJ, runbash a~> FE—EHLT, ZhbDa~<r R, NX-OSCLI =2~ K® run
guestshell =~ > K JERZf#H L T Guest Shell N TRITTE £7,

)

GE)  GuestShell 1Z, 4GB ## 25 RAM 28 L7 A7 A THEIMIZAINZ /Y £,

switch# run guestshell 1s -al /bootflash/*.ova

-rw-rw-rw— 1 2002 503 83814400 Aug 21 18:04 /bootflash/pup.ova
-rw-rw-rw— 1 2002 503 40724480 Apr 15 2012 /bootflash/red.ova

)

GE)  22(0.2) LIBED Guest Shell 1, AA v Flcu /4 LTnWba—H—LEL—F—=Tho
NEBENCAERR L E T, 7272 L, LOTRTOFEHRITX. AA v F & Guest Shell D —H— 7
Ay METHESNER A,

S HIZ,

Guest Shell 74 7 > MIHBEIWIZHIFR SN2 W28, REIZR-2E X ITRxy hU—
7 EBEDNHIBRT AMLERDH Y £,

Ak IVITERAINS)Y—X

TNV EITIE, YA 2D VY —RAF, BEDAL v T BEIERATE B V—RIT/h
IR EZ2FT, Fy NU—FZEHERT AN V2 VIZBMOY VY —RENE LT B

A . guestshell resize {cpu | memory | rootfs} =~ > Rid, ZHHDHIRAEZZLE L £7
)y—2 Tk R/INERXR
CPU 1% 1/%
AEY 400 MB 256/3840 MB
A ML= 200 MB 200/2000 MB
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wzrez o ]

CPU flfRIZ. Y AT LANDMOD AL Ea—T 4 LV TATTEDFHEANHHHAIC, FAR v
AN TEITENTVABXATICEZENABVATA AL Ea—TF 47 X /80F ( DI—
T =TT, CPU YU Y —ADBAENRZWEGE, AN Y/ VINDHX A7 TR SR
/L/o

\}

GE)

reboot =~ R&EEHCE £7,

Uy —2E0 Y TEERLEZIT, ¥ AN Y= LOFESNLETY, ZD7-HIC, guestshel

X RS T )LOMEE

Guestshell IZ1%, T 7 4/ b TRIAFRERZL Dx—T 4 VT 4 CHERENH YD £97,

A MY UL CentOS 7 Linux 8252 TH Y . ZOWEBITICENLN RSNV 7 b =T Ny
=% yum A YA ML TH Z LR TEE T, Guestshell (21X, net-tools, iproute, tcpdump
LO0penSSH 22 E DKy hU—F 7 FRYL ZATHRICHIF SN 5% ORI — /LN H
ANZASI SILTWET, Guestshell2.x DA BIIO python /Ny r—T % A4 VA M—LF 57
OO PIP L [AERIZ, python 2.7.5 37 7 4/ F TEHENTWET, Guestshell 2.11 TiX, 7 7+
Jb kT python 3.6 b EFNTNET,

T7HNVBETIE, FA MY =T 64 By POFETAR=ZATE, 328y FOYR— MNP0
RBAIE. glibe.i686 /Xy 7 — % yum TA VA b —/LTE £,

Guestshell IZ, A A v FDOEHR— T —H R— 2L T-DIMEHEINS Linux r >y hU—
I AUHE—=T oA AT 7 EATEET, ifconfig & ethtool 72 & O HAF 72 Linux D A Y v K
ba—7 4 U T4k, WU A —OIERIEHTEET, A1 ¥ —7 A AN NX-OS CLI T
VRF IZEE SN D &, Linuxk %y hT—2 A X —T = A AFZD VRF D% v b U — 7 4§
ZERNCRCE S NE T, AETZEMIL /var/run/netns TRA52Z ENTE, ipnetns2—7 1 Y
T4 AL TS EIERAREMO L THANTEITTEET, W OD2—T 1)
7+, chvrf & vrfinfolZ, BIOARIZEM CTEITL, 2B ANRETINTWVDLRIZER ~rf iz
B AR ARG o -dicftfisn cunx 4,

systemd X, 7 A b3 =L &G T CentOS 8 BRI CH —E A2 EHT 5720 S E T,

Guest Shell @ NX-0S CLI

TR vzid, 2= =R XN Y VRENDHRA N 2y U — 7 BRI NX-0S 2+
VRERITCTED LT BT I r—va v ait LET, dohost 7 Y r—v 3 iEk. A
ANX-OS R E /-l exec I~ REZITFT AN, TNHEFRAN Xy MU —JERIIRITL
ij—o

dohost =~ > RZMOHT & X1E, & NX-0S 2~ RE—&E| RS 7213 - Ho | HF TR
ZEMNTEES

dohost "<NXOS CLI>"

TR TL .
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B cuestsheli coxy ro—5 7o

NX-OS CLI (THEH S A Z &N T&E F 4 :

[guestshell@guestshell ~]$ dohost "sh 1lldp time | in Hold" "show cdp global"
Holdtime in seconds: 120

Global CDP information:

CDP enabled globally

Refresh time is 21 seconds

Hold time is 180 seconds

CDPv2 advertisements is enabled

DeviceID TLV in System-Name (Default) Format

[guestshell@guestshell ~]$

NX-OSCLI /X, a~r FoMickIaa 22BNt LIk, NX-OS AX A )LDa~v
YR Fx—rHifiEFER L T HcTFo—rTh2 b TEET, (BEIauorofilic A
/\OP‘X 75§%‘g¢6—§*0 )

[guestshell@guestshell ~]$ dohost "conf t ; cdp timer 13 ; show run | inc cdp"
Enter configuration commands, one per line. End with CNTL/Z.

cdp timer 13

[guestshell@guestshell ~]$

)

() Guest Shell 2.2 (0.2) LA 2 195 U U — % 7.003)I5(2) DA, dohost =~ > K& LTk A
R CRITENTZa~wr NiE, FA L Yzl a—FoRda— Wk S BHETETEINE

ER
PRION—=2a Y DT A Ny xVE, Xy T — 7 FBEFE LV OMERTa~y REFEITLE
R

NX-API~® UDS #5t OB I KRB ET 5 &, dohost =~ > RIIHREREIZ/2 0 £,

Guest Shell TORY FTJ—9 7Ot X

NX-OS A A »F A— M, GuestShell T Linux fry hV—2 f X —T x4 AL LTEI
N FE 9, ifconfig F 721 ethtool Z i L C. /proc/net/dev DFE RHEEH 72 & D—fi%AY72 Linux A
Yoy RIZT_RTHAR— RSN TWET,

GuestShell IZ1%, < D— K2Ry NT—0 2—T 4 VT 4 INT 7V TEENTEY
chvrfvrfcommand =< > RZH L C&EXF7% VRF TEHTE £,

[guestshell@guestshell bootflash]$ ifconfig Ethl-47

Ethl-47: flags=4163<UP, BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 13.0.0.47 netmask 255.255.255.0 broadcast 13.0.0.255
ether 54:7f:ee:8e:27:bc txqueuelen 100 (Ethernet)

RX packets 311442 bytes 21703008 (20.6 MiB)

RX errors 0 dropped 185 overruns 0 frame O

TX packets 12967 bytes 3023575 (2.8 MiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0

. TR I)L I
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GuestShell 0%y k7—5 7o+ ||

Guest Shell N i, kv NV — 7 REBAE=F Y L/ TEETH, ZETLHZLIITEER
Ao X FT—2AREBAEALEET5HITIL, A A kD bash > = /L TNX-0OSCLI % 7= 133 8] 72 Linux
=T 4 VYT =FEHLET,

Z @ tepdump =2 2 RidGuest Shell (23— LI TRY | BEHA— FMELIZAAL vF
N—=F TN SN T T4 7Dy b FL—ZA&ZAREICLET,

Z @ sudoip netnsexec management ping = —7 « U 7 11X, FRESNTZF v b U — 7 £ Ri1ZER
DALTHRARNTaAvy FeEITT L5700 TTIETT, ZiiTGuest Shell N THEITT
TET

[guestshell@guestshell bootflash]$ sudo ip netns exec management ping 10.28.38.48

PING 10.28.38.48 (10.28.38.48) 56(84) bytes of data.
64 bytes from 10.28.38.48: icmp seg=1 ttl=48 time=76.5 ms

chvif 2—7 4 U T A IZMEEDO DR SN TV E T,

guestshell@guestshell bootflash]$ chvrf management ping 10.28.38.48
PING 10.28.38.48 (10.28.38.48) 56(84) bytes of data.
64 bytes from 10.28.38.48: icmp seg=1 ttl=48 time=76.5 ms

)

GE) a<w R LTEITEIND churfa~y Rix, BfED VRF/ Xy MU —7 AFIZERTEITIN

e

7o& 2R, BEEVRFREH TIP 7 R L2 10.0.0.1 Z ping 35 (21%, =2~ Fix lchvrf management
ping 10.0.0.1] T3, scp F/oldssh oLt =2—7 1 U7 4 HLFEEETT,

1]

switch# guestshell

[guestshell@guestshell ~]$ cd /bootflash

[guestshell@guestshell bootflash]$ chvrf management scp foo@10.28.38.48:/foo/index.html
index.html

f00@10.28.38.48"'s password:

index.html 100% 1804 1.8KB/s 00:00

[guestshell@guestshell bootflash]$ 1ls -al index.html

-rw-r--r-- 1 guestshe users 1804 Sep 13 20:28 index.html
[guestshell@guestshell bootflash]s$

[guestshell@guestshell bootflash]$ chvrf management curl cisco.com
<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>301 Moved Permanently</title>

</head><body>

<hl>Moved Permanently</hl>

<p>The document has moved <a href="http://www.cisco.com/">here</a>.</p>
</body></html>

[guestshell@guestshell bootflashl]$

VAT A EOVRFOY A S FESET D21, NX-0S>H%A T 1 712, showvrf £ 7213 dohost
a<w s RENLTCa~wr FEFERLET,

i

TR TL .
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B 7xrozrcori—rr5vva~n7sex

[guestshell@guestshell bootflash]$ dohost 'sh vrf'

VRF-Name VRF-ID State Reason
default 1 Up -=
management 2 Up -=
red 6 Up -=

Guest Shell N Ti&, VRFIZBEAHF vk y U — 7 AETEMPAERIEN S hES, D
F MU — I HEIZERINFIET D20 EMERT 2 DMERIRGAE R H Y £7,
[guestshell@guestshell bootflash]$ 1ls /var/run/netns

default management red
[guestshell@guestshell bootflash]$

Guest Shell N B KA A A ERFET HIZIE, U Y A N—Z MR T 20 ERNH Y £, Guest
Shell C /etc/resolv.conf 7 7 A LV EFRE L T, F v hU—7 1T L7z DNS r— L —s3 L R 2
A EEZEODET,

1]

nameserver 10.1.1.1
domain cisco.com

Fm DA S— 2 AL U OWEIT, NX-OS R CHR ST b0 & B9 2 BERSH Y %
TO

1l

switch (config)# ip domain-name cisco.com
switch(config)# ip name-server 10.1.1.1
switch (config)# vrf context management
switch (config-vrf)# ip domain-name cisco.com
switch (config-vrf)# ip name-server 10.1.1.1

ALy FHHTTP 70X o h—_"—2 T 253y NU—2NIZH D55, http_proxy ¥ &
WY https_proxy BE2Hi2548 & Guest Shell N TRET HLENH VD £,
1

export http proxy=http://proxy.esl.cisco.com:8080
export https proxy=http://proxy.esl.cisco.com:8080

B DOBREEEIL, bashre 7 7 A NV ET2ITEYI /A7 ) T N THREL T, K THDHZ &
EWERTHOLENDH Y 97,

FARYILTODI—+rTIva~D7I71R

Foy MU= EHFIT, NX-OSCLI 2~ > FOMEMICMA T, Linuk 2v> Rea—7F 1Y
TAEMEHL T 7 ANEERTEET, AN T /VEREEO /bootflash (Y AT L 7T — 7
Ty vakeyry T AHZEIZXY, network-admin X Linux =< > REHHALTCINHDO T 7
ANEBETEET,
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Guest Shell @ Python .

il

find . —-name “foo.txt”
rm “/bootflash/junk/foo.txt”

\}

C¥)  FAP vz NOA—F—DAFNIRR FOHEEF L TTR, FA b= Fhloa—§—

ZETZERNCH Y . vid TR A M EOa—F—DLaiE —H LERA, ZV—TBIOZDOMD
T2 ANDT 7 AFANT. FA PN V)b 22— —NT 7 A LK L TES T 7 & XA OFEE
L FE 9,

Guest Shell @ Python

Python (31 % 7 77 4 I TE 4, python 227 V7 F& T A N =V THITTH
ZEbHTEET,

i

guestshell:~$ python

Python 2.7.5 (default, Jun 24 2015, 00:41:19)

[GCC 4.8.3 20140911 (Red Hat 4.8.3-9)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>

guestshell:~$

Xy NU— 7 BHEEDPH L Python Xy 7 —T & A VA R—LTEDL LI, FAK =L
21X pip python /N> r— v 2=V ¥ BNEEN TN ET,

1 -

[guestshell@guestshell ~]$ sudo su

[root@guestshell guestshell]# pip install Markdown
Collecting Markdown

Downloading Markdown-2.6.2-py2.py3-none-any.whl (157kB)
100% | ###fffddddddddddddttHHHH44444444| 159kB 1.8MB/s
Installing collected packages: Markdown

Successfully installed Markdown-2.6.2

[root@guestshell guestshell]l# pip list | grep Markdown
Markdown (2.6.2)

[root@guestshell guestshell]#

)

GE)  pipingtall 2~ > RE AT HRIIC, sudosu 2~ REATTHRLERH Y F7,

Guestshell 2.11 @ Python

Guestshell 2.11 [Z1%, Python 2 & Python 3.6 D 237V A A b —/L EFATWET, Python 2
FIE3EZA VAN NTHEDIC—YF—PBUELT LT 7 vaiddbh EHA,

TR TL .
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B cuestshen /~— 3> 210 T Python 3 (Cent0s 7)

[admin@guestshell ~]$ python

Python 2.7.5 (default, Nov 16 2020, 22:23:17)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-44)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>

[admin@guestshell ~]$ python3

Python 3.6.8 (default, Nov 16 2020, 16:55:22)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-44)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

Guest Shell /X\—<° 3 > 210 & T® Python 3 (Cent0S 7)

AR vV 2XIE, T 74/ hTPython 3 231 > A h—/LE I T 720 CentOS 7.1 B2 %
UL £9, CentOS7.11Z Python3 A > A b=/ 52X, Y—F =T DIV RI N %
AT 2. FEILNPLEN N0 E, BROFERHY 3, Mot 7y a i, ALy A
T LANIZHEEL D /N— 5 D Python DA > A k—/L % W 7R — k9% Red Hat Software Collections
AT 52 & TY,

Red Hat Software Collections (SCL) Y —/V % A A b—/L 3 5|Z13:
1. sclutils X —T% A A =L LET,

2. CentOSSCL UARY MU ZHZ LT, STV % Python 3 RPM DWW 0% A > A
F—LET,

[admin@guestshell ~]$ sudo su

[root@guestshell admin]# dnf install -y scl-utils | tail
Running transaction test

Transaction test succeeded

Running transaction

Installing : scl-utils-20130529-19.e17.x86_ 64 1/1
Verifying : scl-utils-20130529-19.e17.x86_ 64 1/1
Installed:

scl-utils.x86 64 0:20130529-19.el7

Complete!
[root@guestshell admin]# dnf install -y centos-release-scl | tail
Verifying : centos-release-scl-2-3.el7.centos.noarch 1/2
Verifying : centos-release-scl-rh-2-3.el7.centos.noarch 2/2
Installed:

centos-release-scl.noarch 0:2-3.el7.centos

Dependency Installed:
centos-release-scl-rh.noarch 0:2-3.el7.centos

Complete!

[root@guestshell admin]# dnf install -y rh-python36 | tail

warning: /var/cache/dnf/x86 64/7/centos-sclo-rh/packages/rh-python36-2.0-1.e17.x86 64.rpm:
Header V4 RSA/SHAl Signature, key ID f2ee9d55: NOKEY

http://centos.sonn.com/7.7.1908/0s/x86 64/Packages/groff-base-1.22.2-8.el17.x86 64.rpm:
[Errno 12] Timeout on

http://centos.sonn.com/7.7.1908/0s/x86 64/Packages/groff-base-1.22.2-8.el17.x86 64.rpm:
(28, 'Operation too slow. Less than 1000 bytes/sec transferred the last 30 seconds')

. TR I)L
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Guest Shell /13— 3 > 210 & T® Python 3 (Cent0S 7) .

Trying other mirror.
Importing GPG key OxF2EE9D55:
Userid : "CentOS SoftwareCollections SIG
(https://wiki.centos.org/SpeciallnterestGroup/SCLo) <security@centos.org>"
Fingerprint: c4db d535 blfb bal4 f8ba 64a8 4eb8 4e7l1 f2ee 9d55
Package : centos-release-scl-rh-2-3.el7.centos.noarch (@extras)
From /etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-SIG-SCLo
rh- python36 python-1libs.x86 64 0:3.6.9-2.el7
rh-python36-python-pip. noarch 0:9.0.1-2.el7
rh-python36-python-setuptools.noarch 0:36.5.0-1.el7
rh-python36-python-virtualenv.noarch 0:15.1.0-2.el7
rh-python36-runtime.x86 64 0:2.0-1.el7
scl-utils-build.x86 64 0:20130529-19.el7
xml-common.noarch 0:0.6.3-39.el7
zip.x86_64 0:3.0-11.el7

Complete!

SCL i3 2% &, Python 3 DEREEMAZ HEIMICREL T, A1 ¥ 7277 4 772 basht v
va U EERTE LT,

Y

(G£)  SCLPython f > A h— NV ZMEHT L7201 — F 2a—F—ZNHEH ) £H A,

[admin@guestshell ~]$ scl enable rh-python36 bash

[admin@guestshell ~]$ python3

Python 3.6.9 (default, Nov 11 2019, 11:24:16)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-39)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

Python SCL @A > A h—/LCliL, pip 2—7 4 V7 ¢ bigfhESh £,

[admin@guestshell ~]$ pip3 install requests --user

Collecting requests
Downloading

hites://files. pytharhested. arg/feackeces/51/ad/ 23926034 1ea65 10003200808 Pae0f8230e800 72321 V2 Il 1S T/ reqests 2. 2. 00y 2. oy 3-nare-ary whl
(57kB)

100% |#####4fHdH444HHt444fHHH#444444#444| 61kB 211kB/s
Collecting idna<2.9,>=2.5 (from requests)
Downloading
httpes: //files. pytharhosted. org/rackages/14/2c/aBE51d81doe] 52000e] cf41ad03869a46fe 7226 7450af Ta6ATf A TACY/ idre—2 . 8-0y2 oy31ane-any .whl
(58%kB)
100% |#####4fHdH444HHH444f #4444 44444 61kB 279kB/s
Collecting chardet<3.1.0,>=3.0.2 (from requests)
Downloading
hittps: //files.pythatosted. arg/rackeces/loc/a9/ 0L Feuflcb@eA? 140648 ToAdol ddec TaaS5ec 751 A22:4c51 £1409844308/drardet—3. 0. 402 .oy3rare-ary . whl
(133kB)
100% |#####H4ddhdaa4fttta4dHH444444444| 143kB 441kB/s
Collecting certifi>=2017.4.17 (from requests)
Downloading
hites: //files. pytharhosted. arg/eackenss/AH9/63/df0cac9Bee0d3:006c552399c 3 1de8aE Iha24dE 18900cAcfibadiiedd/car ti fi-2019.11. 280 2. py3rare-ay.whl
(156kB)
100% |#####H4ddhdaadfttda4dHHt4444444#44| 163kB 447kB/s
Collecting urllib3!=1.25.0,!=1.25.1,<1.26,>=1.21.1 (from requests)
Downloading
https: //files. pythahosted. arg/ackenes/a8/74/6e4£91 TAS P06 1093324280901 009095 73346P88ea4afedl 7 7£ A 1103-1. 25. 8402 oy31re-any.whl
(125%B)
100% |######4ddhda4ftta4ddH4444444#44| 133kB 656kB/s
Installing collected packages: idna, chardet, certifi, urllib3, requests
Successfully installed certifi-2019.11.28 chardet-3.0.4 idna-2.8 requests-2.22.0
urllib3-1.25.8
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FRETIL I

You are using pip version 9.0.1, however version 20.0.2 is available.

You should consider upgrading via the 'pip install --upgrade pip' command.
[admin@guestshell ~]$ python3

Python 3.6.9 (default, Nov 11 2019, 11:24:16)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-39)] on linux

Type "help", "copyright", "credits" or "license" for more information.

>>> import requests

>>> requests.get ("https://cisco.com")

<Response [200]>

77 4V N @ Python 2 f > A h—/LiE, SCL Python A > A h—/L & —fFICiT& £,

[admin@guestshell ~]$ which python3
/opt/rh/rh-python36/root/usr/bin/python3

[admin@guestshell ~]$ which python2

/bin/python?2

[admin@guestshell ~]$ python2

Python 2.7.5 (default, Aug 7 2019, 00:51:29)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-39)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>> print 'Hello world!'

Hello world!

Software Collections Z{# 425 L. F U RPM O DO N— 9 B2 AT AT, VA R—)L
T&ET, Z0O%A, Python3.6 IZNZ T Python3.5 A > A h—/L 9% Z LN A[HETT,

[admin@guestshell ~]1$ sudo dnf install -y rh-python35 | tail

Dependency Installed:
rh-python35-python.x86 64 0:3.5.1-13.el7
rh-python35-python-devel.x86 64 0:3.5.1-13.el7
rh-python35-python-1libs.x86 64 0:3.5.1-13.el7
rh-python35-python-pip.noarch 0:7.1.0-2.el7
rh-python35-python-setuptools.noarch 0:18.0.1-2.el7
rh-python35-python-virtualenv.noarch 0:13.1.2-2.el7
rh-python35-runtime.x86 64 0:2.0-2.el7

Complete!
[admin@guestshell ~]$ scl enable rh-python35 python3

Python 3.5.1 (default, May 29 2019, 15:41:33)
[GCC 4.8.5 20150623 (Red Hat 4.8.5-36)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>
S
GE) D Python X— 3 VN SCLIZA VA =L ENTWHLEXTHLWA XTI T 47

bash v a VZET % & libpython H ATV =27 b 77 A VEr— RTERNEND
ROEAZE A4 5 Al REMEA & V) £ 97, source scl_source enable python-installation =2~ > K % {if ff]
LT, BifEDbash £ v a U CREZEYICE Y M7 v 7 TEHHEMERNIH Y £,

7 7 # )V h® Guest Shell A h L' —Y D ¥ ¥ /327 ¢ 3, Python3 %A A h—/LT5DIT+57
TEH Y ¥ A, guestshell resizerootfssizeinrMB 2~ REZEH LT, 77 AV VAT LD
A XL ET, BE . rootfs DY A X% 550 MB IZFEET UL+ TT

Guestshell 4 T Python

Python2 |ZFEHEREIZ 72 5 72728, Guestshell 4.0 TIIFEH T EHA,
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72k vzLcorrMof v x k=L ]

Guestshell 4.x {%, 7 7 4 /L F® Python /N\— 5 > & LT python3.9 ZH AR — kL ET,

[admin@guestshell ~]$ python

Python 3.9.16 (main, Dec 8 2022, 00:00:00)

[GCC 11.3.1 20221121 (Red Hat 11.3.1-4)] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

>>>

AR ZILTORPMDA VX F—)L

/etc/dnf.repos.d/CentOS-Base.repo 7 7 A /WL, T 7 4 /L h TCentOS X 7— U A &35 &
IIRESNTVET, BERBRERGAIT, TOT 7 A VORI T &,

dnflX, yumrepo x86 64.repo” 7 A NEEE T 5HH, repos.dT 4 L7 bk Ullnew.repo
T ANEBNTHZLICEST, WOTH I DU EQOUVRY M) ZETZENTEET,

FARN Tz 2XNICA VA N—NT 577V r— 3 22OV TH, http:/mirror.centos.org/
centos/7/0s/x86_64/Packages/ {Z& 5 CentOS 7 VAR NV IZBEIL £9°,

AR V2 VAXNIZA VA =T 5T 7Y r—3 3 2250, https://dL.rockylinux.org/
vault/rocky/9.2/Base0S/x86 64/ (23 % RockyLinux9 UV ARY MV IZBEILET, 37—V 27D
WTIEBRIRL, Ny r—Ua2RRLET,

Dnf IZEAERMR AR L, BBERT X TNy r—V% 4 VA h—/L LET,

[guestshell@guestshell ~]$ sudo chvrf management dnf -y install glibc.i686
Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

* base: bay.uchicago.edu

* extras: pubmirrors.dal.corespace.com

* updates: mirrors.cmich.edu

Resolving Dependencies

"-->" Running transaction check

"--->" Package glibc.i686 0:2.17-78.el7 will be installed

"-->" Processing Dependency: libfreebl3.so (NSSRAWHASH 3.12.3) for package:
glibc-2.17-78.e17.1686

"-->" Processing Dependency: libfreebl3.so for package: glibc-2.17-78.el17.1686
"-->" Running transaction check

"--->" Package nss-softokn-freebl.i686 0:3.16.2.3-9.el7 will be installed
"-->" Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size

Installing:

glibc 1686 2.17-78.el7 base 4.2 M

Installing for dependencies:

nss-softokn-freebl i686 3.16.2.3-9.el7 base 187 k

Transaction Summary

Install 1 Package (+1 Dependent package)

Total download size: 4.4 M

Installed size: 15 M

Downloading packages:

Delta RPMs disabled because /usr/bin/applydeltarpm not installed.

TR TL .


http://mirror.centos.org/centos/7/os/x86_64/Packages/
http://mirror.centos.org/centos/7/os/x86_64/Packages/
https://dl.rockylinux.org/vault/rocky/9.2/BaseOS/x86_64/
https://dl.rockylinux.org/vault/rocky/9.2/BaseOS/x86_64/

TRANTIL I
B 7=xroznoexa050 K27y

(1/2): nss-softokn-freebl-3.16.2.3-9.el17.1686.rpm | 187 kB 00:00:25
(2/2): glibc-2.17-78.e17.1686.rpm | 4.2 MB 00:00:30

Total 145 kB/s | 4.4 MB 00:00:30

Running transaction check

Running transaction test

Transaction test succeeded

Running transaction

Installing : nss-softokn-freebl-3.16.2.3-9.el17.i686 1/2

Installing : glibc-2.17-78.el17.i686 2/2

error: lua script failed: [string "%triggerin(glibc-common-2.17-78.el17.x86_64)"]:1:
attempt to compare number with nil

Non-fatal "<"unknown">" scriptlet failure in rpm package glibc-2.17-78.e17.1686
Verifying : glibc-2.17-78.e17.1686 1/2

Verifying : nss-softokn-freebl-3.16.2.3-9.e17.1686 2/2

Installed:
glibc.i686 0:2.17-78.el7

Dependency Installed:
nss-softokn-freebl.i686 0:3.16.2.3-9.el7

Complete!

\)

B RNoulr—VhAVAPN—NERTETTDIEDIZTFAR Vb b—h 77 AL VAT AT K
0% DAR—ANLEREAX, guestshell resizeroofssizein-MB 2~ REMIHL T 7 A
WV VAT BOY A RO L ET,

)

GE) VR RIDED—EDOA—T > V=R I T7 v xT Nolr—U mA R VAT LADESE
MR ET D DICRESNTHIBOKEL LT, YA M=V THFEEBVICA VA b—IL
FRTFETENRWIEERH Y £,

A2z ILDEXI) T4 RAF

AL T TOF ANz /VOMAIE, *y NU—ZEFHEN AT AOWEEL B F 72 13Y55E
TELLDFED 1 DIZTEFEFEAL, YA vV, FAT AT HRAL I UTHFA )0
SUID SN FATREARMT 2L ZEMNE LTV ET, ZOBCEY, XA T 47D
FATREE & AHEN WO H D Y 7 b 2T BV AT AMIEATEET, £72, VAT
LOENWE, NI —< A FTEFAT—NVICEBEEGZRVERRETY 7 N =7 2FE(TT 5
ZEHTEET,

[H—JLEES51E/Nv F (Kernel Vulnerability Patches) ]

YA AL, BEMOMEGIIEICRLT 57Ty T+ — L T v 77— T, BET %5 Common
Vulnerabilities and Exposures (CVE) (Zxfits L £ T,
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[ASLR 35 & Uf X-Space M+ 7K— + (ASLR and X-Space Support) ] .

\)

GE) A =lX, Guestshell4.x (RockyLinux9) BREZOMEFHMEZBEFL TV | FFROEIEA, Rocky
Linux 705 AFAREIZR S TR CTE D E T,

[ASLR & & Uf X-Space M4 7K— & (ASLR and X-Space Support) ]

CiscoNX-OS (%, FV XA LT 4 7= ADTZHDT KL AZE[#] Layout Randomization (ASLR)
& Executable Space Protection (X-Space) DffiflZ #7R— K L TWE T, Cisco BNEL LI/
=0V 7 U7 iE, ZOBRBEFIHLET, VATAIMDOY T N 2T RA A h—
LENTWDLERIE, o077 /Py R— b 25HKZ 0SS LAY —LTF=—r%
FHLTHETL 2RO LET, UL, V7 MYy =T BNEBTERRBAE ISR T
DIAER) 72 BB G B L3

. -

ZHIZEE D7
Guest Shell Bg551%. & F X FE 2L R1ZEM 2 H L CTGuest Shell D EfTAN— A Z R A s DEST
AR—=ZN B Y)Y BT Linux 227 F—WTHEITSNET, NX-059.2(1) U U —ALIKE, Guest
Shell ILH D = —H —Z FT22[M THEITEH. GuestShell N T/L— h & LTHEITENTWEL Itk
AIIHRA FDOIL— R TIERWZD, RA VAT LAOEAMNER#ETHOIEILET,
bOZut A, uid~ v B 7 D=HICGuest Shell N Tuid0 & LTEITENTWS L HICH
ZFETH, B—3MIIN6OTrt AOEEEO uid Z58i#k L TR Y, @il —3 —47iZe
I D POSIX BERE 2 7FAl L £ 97,

=P =3 A 5 Guest Shell IZA D & Guest Shell NIZIR LA RTO 22— —AER I E
o ARNE—F L ET 2, Guest Shell NOL—H —D uid (X, AA FDuid LR L TIEHY £
A, Guest Shell NOZ—WR3HHF A5 47 (72L& 21X, /bootflash F7ziL /volatile
) EOT7 7 A NICEIEET 7 BATEL LT D7D, FAMNTHEHIND RN
NX-0S gid (7= & %L, network-admin ¥ 7213 network-operator) 7% Guest Shell {Z< v B> 7 &
NET, FOBEIC, EIXRCIZRY, 22— —D GuestShell £ > A X LV AN KA N ED T —
TR N—=2 oy A GG VS — T B T BTV E T,

Ble LT, =P —poplZONTEZXTHEL LI, FAFET, vob (ZIFKRD uid B L U gid
AUN—= TR ET,

bash-4.3$ id
uid=2004 (bob) gid=503 (network-admin) groups=503 (network-admin), 504 (network-operator)

2 —H—pob NGuest Shell IZHDLGE. HA INED T )—T AL 3—3 v 7 )Guest Shell 12
REINET,
[bob@guestshell ~]$ id

uid=1002 (bob) gid=503 (network-admin)
groups=503 (network-admin), 504 (network-operator), 10 (wheel)
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FRETIL I

7~ A bk Bash ¥ = /L & Guest Shell T—H— pob |2 K> THERR S I7= 7 7 A VO FTAH E A
TEARY 4, LLFOH 6. Guest Shell N> BAERR SN2 7 7 A VORTE &R0, E
FLOH B 1002 TIE72< 12002 THLHZ EE R LTWET, Tk, & A b Bash =/l
BIIT ST~ K& Guest Shell DFRIF- A ~R—ZAD3GAF- 11000 ThiE 5720 T,
T 7 AND T N—T BT 1L network-admin T, M7 DL T 503 T4,

bash-4.3$ 1s -1n /bootflash/bob_*

-rw-rw-r-- 1 12002 503 4 Jun 22 15:47 /bootflash/bob guestshell
-rw-rw-r-- 1 2004 503 4 Jun 22 15:47 /bootflash/bob host

bash-4.3$ 1s -1 /bootflash/bob_*
-rw-rw-r-- 1 12002 network-admin 4 Jun 22 15:47 /bootflash/bob guestshell
-rw-rw-r-- 1 bob network-admin 4 Jun 22 15:47 /bootflash/bob host

network-admin 2 JL—7 D 7 7AININ—I v V%&LE & . bob DR A R 2= & Guest Shell
D)5 T network-admin D A L N—THHdD, 21—V —(IT7 7 A W T 7 BATEET,

LT O A6E, Guest Shell BEEEN T, bob ICL 5 THRRA M BIERENTZ T 7 A VOFTHHE
FRAIF-7365534 T H Z L AR L TWET, T, EEOMHIF2, 22— — D4 RI1Z4EMIC
~ v T ENTZENAF OFASNOFHMAICH D Z L AR LTWET, vy 7SR TOZRVEb
i, ZOEE LTEREINET,

[bob@guestshell ~]$ 1ls -1ln /bootflash/bob_*

-rw-rw-r-- 1 1002 503 4 Jun 22 15:47 /bootflash/bob_guestshell
-rw-rw-r-- 1 65534 503 4 Jun 22 15:47 /bootflash/bob host

[bob@guestshell ~]$ 1ls -1 /bootflash/bob_*
-rw-rw-r-- 1 bob network-admin 4 Jun 22 15:47 /bootflash/bob guestshell
-rw-rw-r-- 1 65534 network-admin 4 Jun 22 15:47 /bootflash/bob host

IL— k2 —H—DFIR

Tl a— REfBT DDA NI T 7T 4 AL LT, BINYTONTEF AT ZETTD
DI BE R/ NBOR T T S r—sa v BT 52 L aHBE LEd, BRLARVWT 2
T A Z <TI0, GuestShel iIBMENTZY 7 b =T 1d, ZOXRA LT T 7T 4 AHED
VERH Y £7,

NOFT_XTO 711t AT, Guest Shell |Z Linux DFEFEAME T L7722 LI X BHIRORGRE 72D
9, 77U — 3 CTroot iR & LB L T 28 ER T T H2HENRH H5E1E, root 7
7> hOER %, root 7 7 AR LI e i/ NROEIEE v MZHIRL, £DOFE— RKTT
TV =y a U EFATTE DR O N— N7 ookl i#; L E T,

Guest Shell 239 5 WD /L— MIXF LT Ry 7 &35 —#O Linux #5EIXRD & B0 TT,
* cap_audit_control
* cap_audit write
* cap_mac_admin
* cap_mac_override

* cap_mknod
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yy—zgE |

* cap_net_broadcast

* cap_sys_boot

* cap_syslog

* cap_sys_module

* cap_sys nice

* cap_Sys pacct

e cap_Sys ptrace

* cap_sys_rawio

* cap_sys_resource

* cap_sys_time

» cap_wake alarm
net_admin #REITHIFR SN EE AN, 2 — P —AHIZEME Ry MU — 27 ZFIZEM O R X MTE
MELZ X V. Guest Shell 2—H— (I A > ¥ —7 = A4 ADREEZLEHT TX EH A, Guest Shell ND

root & LT, tmpfs & ramfs ¥ > M TRIAAS U R v My fETEET, o~ o
v NMIBsIEENET,

)y —XEHE
DDoS K #1X, WBHNGD 22— R~ Ry MU —7 HifrFlRAEHTE VWX oIz 5
A FET, NMEUARIMEELITEEDOH LT 7V r—>ray a— RNid, BemigE,. 7« A7
KE, ATV, BIXOEOMD Y VY —ZADO\FIEE OF5HE L LT DoS & 5| i Z 3 raEM:
HVET, FAMI YAz /LERA N EOYV—EAWO TEMEREZAFICEIY LTS
FAfrif s P EE 2 fe it L £ 9,

AR T7A4IWN DRTLDOT Y AR

FARN T2 VNDT 7 A NVDZENEHERET 72D, “AN 2O T7 740 VAT A
IENX-OSCLI BT 7 BATEEHA,

AN T)LOEHE
LR, FARN Vo VEERT L0 a~< RTT,

®2: 7Rz )LCLUATUR

avw >R Bz

TR TL .



B 7 =xrozroem

FRETIL I

avy kR

B

guestshell enable {package [guest shell OVA file
| rootfs-file-URIT}

«[FA KT = /LOVAZ 7 A /L (guest shell
OVAfile) | f&ERF :

VAT A ARA=JVITHBPIAEFNL TN D
OVAZFEHLT, YA xz/bE A A
=N 1LTCT 27747 LET,

BESNEZY 7 o7 Rylr—
(OVAZ7 7 A V) FRIET AT HA A—
NG OMPIAIIN S r— (N lr—
UIMBE SN TWARWES) 2 LT,
FAR 2 VEA LA R=LLTT Y
T4 7 LET, 4H), FA K b
Rolr—IE, VAT AL A A—JI2HD
WheZ LIk ToRFIHTE £,
FAN V2R TTIZA VA =&
TWAEE, Zoa<wy RiFA v A h—
LENTNBFARN o VEEDCLE
¥, W%, Ziuld guestshell disable =~
VROBIERASNET,

rootfs-file-URI 23 EE S LTV D IGE -

TAN Ve VBEFESTRRED & X
2. A~ vxbrootfs A AR — kL
F9, Zoavy RE, BESZ Ny
=TT AN vV EERLET,

guestshell export rootfs package
destination-file-URI

ANz )bDrootfs 7 7 A VE T —h )L
URI (F—F7F v 2, USBILARY) o=/
AR—MLET,

guestshell disable

¥y hHFTUEF RN L OB
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A i |

avy kR

B

guestshell upgrade {package [guest shell OVAfile
| rootfs-file-URIT}

«[FA KT = /LOVAZ 7 A /L (guest shell
OVAfile) | f&ERF :

BESNEZY 7 02T RNyulr—

(OVAZ 7 A V) FRIEV AT HA A—
VIS ORIA TSy iy =2 (S —
UNBEEINTOWRWES) 2R LT,
FAN V= VEIIET 7T 4 7L TCT v
T L—FRLET, B, TAR b
IR =%, VAT A A A=JICHED
A Z STk o ToORFIHTE £,

AN 2z VOELED rootfs 1X. V7 b
T =T Nl —@ rootfs IZEEHLZ 5
nNEt+, Y2z MI, Ty ST L—
RE bR T 28 XY 77 A0 A
TAEMALEEA, KeHte o2
U 77 A IV AT DR WEEA .
guestshell destroy ==~ > RIZHilT T
guestshell enable =~ > K& ] L C rootfs
EEEHZLIELTEET, Ty TS
L— B 5&, AN = VT
77 4 7S ET,

Ty L— R avr NEFATT 50
2. HEREZRD LT u T RRFREN
£7

rootfs-fileURI A fEE SN TV DA -

FARN Yz VRTTIZA VA h—LE
TWAEAS, A > =/L® rootfs 7 7
ANELVR—FLET, ZOav R
E. BEFEOF A e v EBHIRLET,

BESHERNyr—IIZA VA =L L
F7,

TR TL .
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B 7 =xrozroem

av vk EREA
guestshell reboot FAKN Vo NVEIIET 7T 4 T LTHE, B
ET 7T 0 7 LET,

V7 — bk a~r FEFATT LR, MERL K
LT T NIRFIRSNET,

GE)

T, exec B— R T guestshell disable ==+
> RD#%IZ guestshell enable =1~ > K235 <

DEFRLTTT,

T, ANz LNO T e AMEILL
TkEy, BESTLILEND LGEITHKLD
£9, ZOrunguestshell =~ N, 7 A K
V)V TEITIN TN D ssha ITHEAF L TUVVE
7

g RHPHERE LW AT, ssna7 k2 A
DRR S TEIE L7 FREMEA S D 97, NX-0S
CLIBZ A b = /VOFEREZFEITTH
E. BESBILTCa~vy REELTTEET,

guestshell destroy BAR e bR BT 2T 4 T L
T, 7oA Ab—=NLET, YA vzb
ICBEEA I H TV D TR TOEMER
AT MR ENET, Z O showvirtual-service
global =~ N, ZHbOEIREHA VD
FIHATREIC 2 D E R LET,

ZDa~vr RERITTH L, destroy 2w K
ZFAT T DANCHERZRD D 7T v 7 R

IRSIVET,
guestshell T a7 FTTTIRETINTND S
run guestshell A2 N e MTES L ET, MNE a4
JIRAT— K
guestshell run command FA RN v VEBEEOD 37 % A FNT Linux /
run guestshell command UNIX 22> R&EFEITLET,

avy FOETH, A vF Trr7 MR
DEJ,

. TR I)L
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2k gz |

avy kR

B

guestshell resize[cpu [memory |rootfs]

FA N ¥z ZEIN BT H T TR AR
firfEsaZE LES, ZHIL, RIFA v =
ABEIACE T ITFREE S & DT
720 ET,

GE)

A REFEOEIX, guestshell destroy =2~ >
REfERT2E7 VT ENET,

guestshell sync

TITF 4T A== NP L AH N A—
R RAVNRHDLVATATIE, Zhavy
NIZT AN = VOMINT 7 ANET 7T 4
T A== XA PFNEAHF N Z— 73—
A FIZFEM L EJ, network-admin (., A F
PN A== S FRBL R A — /=31
272572 L EIZIE U rootfs 42 L 512
TA N Vb rootfs NERE SHL TV A & X,
ZDavy REFITLET, ZOa~vy R
R LRWEGE, RZ N, R—/R=/3f
DFEDA— = A P TR A b v =
NRy =V EERLTT 77 47 m—1Z
BATT2 X2, VAN Yz URFTICA v
A N—VENET,

virtual-service reset force

ARz VETZIIREY — R FHTE
BRWGAE, VAT LDV m— RETH, reset
av Y REFHLTF AR Va3 TO
AR — B X ZghfilIcHIBR L ES, 7V —
VT T EEITTHICIE, VAT LAEEHR—
KTBHHLERHY ET, ZOa~wr RERIT
L7z, AT 2aM)e—RENbHE T,
FAN ¥z VETITENORES —E X % A
VARN—IVERITENCT A LIXTEER
oo

Uty zBltad DR 2 RO 6N ET,

N

GE) 7R b v VBREERIME/ L., T2 BATHICIE, BEEHERNSLETT,

TR TL .



. Guest Shell DEZh1E

\)

FRETIL I

6=

\)

FAN Tz UE, AAN VAT A LEO Linux 277 (LXC) & LTEAINET, NX-08
T NA ATIiL, LXC I virtual-service 2~ R CA VA M=)V EEBEINFET, YA~ vz b
1. virtual-service @< > FIZ guestshell+ & WO ARIOE—E R L L TEREINET,

6=

T ARz VIZERO VMBS — 2 < N3RS NET, ZbdD =z~ RIINX-0S
92 (1) VU —=ATITHEFRICR>TEY., FkDV J—2TIHHIBRESNET,

KD exec ¥ — T — RIIEIEFETT,

# virtual-service ?

connect Request a virtual service shell

install Add a virtual service to install database

uninstall Remove a virtual service from the install database
upgrade Upgrade a virtual service package to a different version

# show virtual-service ?
detail Detailed information config)

RO F—U — FIFEIE S ET,

(config) wvirtual-service ?
WORD Virtual service name (Max Size 20)

(config-virt-serv)# ?
activate Activate configured virtual service
description Virtual service description

Guest Shell D EZh{t

guestshell disable =~ > FiZ ¥ v ¥ 7 LT, Guest Shell Z L L £7,

Guest Shell 2NV SNTRIETU AT L% U n— K35 &, Guest Shell IZEY{L I N=FF
W20 F£9,

]

switch# show virtual-service list

Virtual Service List:

Name Status Package Name

guestshell+ Activated guestshell.ova

switch# guestshell disable

You will not be able to access your guest shell if it is disabled. Are you sure you want
to disable the guest shell? (y/n) [n) y

2014 Jul 30 19:47:23 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION STATE: Deactivating virtual
service 'guestshell+'

2014 Jul 30 18:47:29 switch $$ VDC-1 %$ $VMAN-2-ACTIVATION STATE: Successfully deactivated
virtual service 'guestshell+'
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warvronx ||

switch# show virtual-service list

Virtual Service List:

Name Status Package Name
guestshell+ Deactivated guestshell.ova

A\

()  guestshell enable ==~ > K C Guest Shell 3F7 7 7 ¢ 7L I E T,

Ak STILDOEE

guestshelldestroy =~ > NiX, YA =2V & ZDT—7 47577 b&aT7 oA A=/ LE
T, ZOavy KT, YA M U=V OVA IFHIBRES N EH A,

FAN VPRSP ZIRETIU AT 22V o—R45E, YA M vz ViIdES N
Fi20 E9,

switch# show virtual-service list
Virtual Service List:
Name Status Package Name

guestshell+ Deactivated guestshell.ova

switch# guestshell destroy

You are about to destroy the guest shell and all of its contents. Be sure to save your

work. Are you sure you want to continue? (y/n) [n] y

2014 Jul 30 18:49:10 switch %$ VDC-1 %$ $VMAN-2-INSTALL STATE: Destroying virtual service
'guestshell+'

2014 Jul 30 18:49:10 switch %$ VDC-1 %$ $VMAN-2-INSTALL STATE: Successfully destroyed

virtual service 'guestshell +'

switch# show virtual-service list
Virtual Service List:

Y

(G£)  guestshellenable =~ > FAMEA LT, VA V= VEBEADCTHLZLENTEET,

)

GE)  CiscoNX-0S Y7 b =7 Tk, ar7F B, A M—LELd &, oneP HREN T — T /L 7

IR A LTCHBPIZAEINC 2D 3, YA voWdasr s ThHH720, oneP fBEN
HENWIZBHAE S E T,

AN vz VEFEHLZ2OWEATX, guestshell destroy =2~ > RCHIBRC&x E9, A K v=
ABHIBREND &, TOHOY a— RODICHIBRENT-EFIZRD T, 2FV, A b
)b aryTFREIREN. AL v TFRFHe—RERTHL, YA b aryT i
WIS E R A,

TR TL .



. Guest Shell DE 1L

FRETIL I

Guest Shell D Ezh1{t

Z @ guestshell enable @~ > Ri, GuestShell ¥ 7 F 7 =7 /Xy —I 15 Guest Shell &1
A=V LET, T74NETIEH, VAT AL A—VIZHOIAENT NN T —UNA VA h—
JZHEF S E 9, Guest Shell NN L S TWDERIL, T a~2 REMH LT, Guest
Shell #5777 4 7+ 52 L b TEET,

Guest Shell DML I NTRETU AT A% Y v— K35 &, Guest Shell (ZHIMLEINTZFF
2720 £,

Bl -

switch# show virtual-service list

Virtual Service List:

switch# guestshell enable

2014 Jul 30 18:50:27 switch %$ VDC-1 %$ SVMAN-2-INSTALL STATE: Installing virtual service
'guestshell+'

2014 Jul 30 18;50;42 switch %$ VDC-1 %$ %VMAN-2-INSTALL STATE: Install success virtual

service 'guestshell+'; Activating

2014 Jul 30 18:50:42 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION STATE: Activating virtual
service 'guestshell+'

2014 Jul 30 18:51:16 switch %$ VDC-1 %$ SVMAN-2-ACTIVATION STATE: Successfully activated
virtual service 'guestshell+'

switch# show virtual-service list

Virtual Service List:

Name Status Package Name
guestshell+ Activated guestshell.ova

AR—R J— k E— FTO Guest Shell DE 1L

NX-089.2(1) U U —ALIE, VAT L% [HEAT— K £—F (basebootmode) | T7— b5 %
TLEEBNTEET, VAT AEREAT— N T— RCTEHTD L. Guest Shell [T 7 4L k
TIEBtE SN FEH A, ZDOF— FTGuestShell = AT 212i%, IKEkA v 7T AT 7T %
L GuestShell f A—VEZELRPM ET 77 4 7TIZTHMERHY 9, ZNEITO &, Guest
Shell & virtual-service =< > RBHHATE 2 L9220 £,

RPM 7 7 7 4 _— 3 v a~vy RPMROIAFTIEIT SN 5E

1. install activate guestshell

2. install activate virtualization

GuestShell = > 7 F 1%, ¥ AT AR T/LE— N TRB) LI2GE EFRICHBINCT 77 1 71k
ShET,

RPM 77 T 4 N— gy a<y ReWOIERFTETLEE -

1. install activate virtualization

2. install activate guestshell
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Z D%, [guestshell #H %1k (guestshell enable) | =~ > K& 54795 £ T, Guest Shell |ZH
NZTR D FE A,

FZ kT ILDOES

CiscoNX-0S VU —270 3) 17 (1) LU, 1 DDA v F THAEZA XENTEF A=
JLrootfs D A A » FIZBHTE £7,

T7a—FL, FAK YzbrootfsE I AT A AL THhbZ I AR—FL, 77 AL P—
NIBRGFETHZ ETT, POAP A7 U7 ML, A =/brootfs D A A » FITH T
H— R (AR —=F) L, BEDHF AL v VEZEDTNA ZZFHICA VA R—LTX E
KRS

X, T rootts DI AHR—

AR v xbrootfs w7 AR — hT5121E. guestshell export rootfspackagedestination-file-URI
axy FafHLET,

destination-file URl /<5 A — % (X, # A “ =/l rootfs D3 B —ED7 7 A LDOLETTY, =
DT 7ANTIEZ, a—HNVURI AT gy (F—h7Fvia, USBl 72 &) MNABETT,

guestshell export rootfs package =< > K Cld, ROLEIMTHONE T,
AN VN EEHCLET (TTIAEDTIR>TVDIES) |

e FARN vz A AR —F YAML 7 7 A VEAER L, rootfsextd 7 7 A /LD [cisco T A L
7 FUITHALET,

srootfsext4 7 7 A V& X —7 v F URI OEFTIZa e —LET,

« FADN TV ARLHENZENT > TWEGEIX, BEANCLET,

Guest Shell rootts D1 > 7R— ~
Guest Shell rootfs 1 AR — F T 24, BETRXE 250K MBIH Y F9,

* Guest Shell 2MEFHE 72 IRRED G 1E.  guestshell enable package rootfs-fileeURI =2~ > K
ZfEH L C. GuestShellrootfsz >R — R~ LET, Zoa~vy NI, fEShz Ny r—
¥ C Guest Shell Z &) L £,

s Guest Shell 233 TIZA A b= ENTWBEEIL, guestshell upgrade package
rootfsfileURl =< > K%&fEH LT, Guest Shellrootfsz A > FR—~rLET, ZDa~<vL K
X, BEfFDGuest Shell ZHIFR L, FEESNTZ RN Fr—T% A VA =L LET,

rootfs-fileURl /XT A—# (%, a—Hh)L A hLb— (F—F7F v 2, USBARY) ITIREE
LTV 5 rootfs 7 7 A LTI,

T 7T 9 allbdb I rANTIDa~vy ReETTHE, 774 MFTT— 7Ty
DARL—2 F—LICBEISNET,

I TR TL .



g2k vzu |
. Guest Shell rootfs O 1 > 7R—

RAKNTF7 7 4 AL LT, guestshell upgrade package rootfs-file-URI =~ > K & f#i 9~ % Ri
o, Z77ANVET— R 77y a|llat®™— L, mdssum ZREIETAHAVLENH Y 4,

() guestshell upgrade package rootfs-fileeURI =~ > RiX, Guest Shell N2> 5 FELT

GE)  rootfs 7 7 A IV ATDBELHAFE R r—UTIEHY A, FIIRT LI, AT 5
A, BAINTW Wy =525 LR ETHILENRSH Y £7,

(config-virt-serv-global)# signing level unsigned
Note: Support for unsigned packages has been user-enabled. Unsigned packages are not
endorsed by Cisco. User assumes all responsibility.

\}

GE)  rootfs DI AIHNN—T g U 2B ITTT DI

* Guest Shell 23BEIZA A F—/L I TWAH AL, guestshell upgrade =~ > K% (B
DIRFGA—=H—721LT) HHLET,

* Guest Shell 2MAFFE S 7= & X112, guestshell enable 2~ K& (GBII/ST A —X 721 T)
ERL £,

)

GE)  Guest Shell N5, FIEINX-API ZEHA L CTAAL v FONHNSLZDa~y REETT 55
BlE. a7 b ERAXFTTELOICKRETALENDH Y £9, terminal dont-ask

guestshell enable package rootfs-fileeURl =~ > K :
e rootfs 7 7 A L DEEARH IR RREE FAT L E T,
erootfsz A hL— 7 —LZB#E L 9,
srootfsz~ 7> b LT, feisco 7 4 L7 UMD YAML 7 7 A Lz fhi L £9,
*YAML 7 7 A )VZfHT LT VM ES (U Y =28 25T) ZBUGFL £,
* Guest Shell #7 77 4 7IZLE T,

guestshell enable DV — 27 7 1 — D :

switch# copy scp://user@l0.1.1.1/my storage/gs rootfs.ext4 bootflash: vrf management
switch# guestshell resize cpu 8

Note: System CPU share will be resized on Guest shell enable

switch# guestshell enable package bootflash:gs rootfs.ext4

Validating the provided rootfs

switch# 2017 Jul 31 14:58:01 switch %$ VDC-1 %S %VMAN-2-INSTALL_ STATE: Installing virtual
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service 'guestshell+'

2017 Jul 31 14:58:09 switch %$ VDC-1 %$ %VMAN-2-INSTALL STATE: Install success virtual
service 'guestshell+'; Activating

2017 Jul 31 14:58:09 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION STATE: Activating virtual
service 'guestshell+'

2017 Jul 31 14:58:33 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION STATE: Successfully activated
virtual service 'guestshell+'

A\

(F)  guestshell upgrade DV —7 7 o —DRETIZ, BEIED Guest Shell 23MlEE S U E 4,

N

GE¥) YA REFEOfEIL, guestshell upgrade =~ > R&EHTHL 7 V7 & ET,

YAML 7 7 1 LD A > iR— k

Guest Shell D —H — 3 EH A HE/RUN S O DREZ EFRT D YAML 7 7 A /Wid, =27 AHR—
MEEO—EE L CHBIMIZER S VE T, ZHUE, /eisco 7 1 V27 K~ U @ Guest Shell rootfs
ICHAIAENTWET, 2L, GuestShell 2T FDBERTRFTIEH Y FHA, =—
P—NEETZXDLNRTA—FDO—HOHENEENTNET,

Guest Shell 7 >R — F YAML 7 7 A /LD :

import-schema-version: "1.0"
info:
name: "GuestShell"
version: "2.2(0.3)"
description: "Exported GuestShell: 20170216T175137Z"
app:
apptype: "lxc"
cpuarch: "x86 64"
resources:
cpu: 3
memory: 307200
disk:
- target-dir: "/"
capacity: 250

guestshell export rootfspackage =~ > RZE173 5 L. YAML 7 7 A W BVERSILET, 2D
7 7 A X, BUEEITH O Guest Shell D% v 7F v LE T,

TGt 7 > a2 TiE, GuestShell DFBNENLHSIFEM T —# NEENTWET, showguestshell
detail =~ > RO NI —HOERPERINET,

FADMEIZ. YAML 7 7 A LOMER Sz & 2 0 UTC o= v a—F 4 o 7 T4, 5T
FHND T —=~ v ML, RFC5545 (iCal) @ DTSTAMP & [F U T,

Y —R 733 TiE, GuestShell Z8 A M5OI LERFERFMICHOWTHHAL X
T, ZOBIO target-dir OfE /] X, 7 4 A2 % rootfs & L CTilkhll L £ 7,
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\)

GE)  Guest Shell MIEFHE X7z & X2 A AL SN ENEE S L2844, guestshell enablepackage
a<y ROMHARHZZN L DR A >R — b YAML 7 7 A VOEX D LS ET,

cpuarch X, 2T FDOFEITNTEEND CPUT —F T 7 F v 2R LET,

T AR— MRERET L%, YAML7 7 AV EERTEET GIAREEZEELEZY, &
BZG U CTHAIE R/ NT A =X B L0 T E9)

Cisco IZ, JSON A ¥ —~ %] L TEE I 4172 YAML 7 7 A VA RGET D T2 DICEITTE D
Python A7 U 7 F 2RI L CTWET, ERRT A M TIEH Y FHADN (ol 21X, 7351 A[H
OV Y =AHIRITF = v 7 SNEEA) . SRIRTT—IZT T 72T H LR TEE
9, %G Te Python A7 U 7 M, [Guest Shell f > 7R— k =27 AR —} (Guest Shell Import
Export) Jhttps:/github.com/datacenter/opennxos/tree/master/guestshell_import_export {IZ&H ¥ £ 7,
KD JSON 7 7 A L IX, Guest Shell f >R — F YAML ®O/3—2 2 > 1.0 DAF—< %5k LT
WET,

"Sschema": "http://json-schema.org/draft-04/schema#",
"title": "Guest Shell import schema",
"description": "Schema for Guest Shell import descriptor file - ver 1.0",
"copyright": "2017 by Cisco systems, Inc. All rights reserved.",
"igv:. ",
"type": "object",
"additionalProperties": false,
"properties": {
"import-schema-version": {
"id": "/import-schema-version",
"type": "string",

"minLength": 1,
"maxLength": 20,
"enum": [
"1.o"
]
}I
"info": {
"id": "/info",
"type": "object",
"additionalProperties": false,
"properties": {
"name": {
"id": "/info/name",
"type": "string",
"minLength": 1,
"maxLength": 29
}I
"description": {
"id": "/info/description™,
"type": "string",
"minLength": 1,
"maxLength": 199
}I

"version": {
"id": "/info/version",
"type": "string",

"minLength": 1,
"maxLength": 63
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}I

"author-name": {
"id": "/info/author-name",
"type": "string",
"minLength": 1,
"maxLength": 199

}I

"author-link": {
"id": "/info/author-1link",
"type": "string",
"minLength": 1,
"maxLength": 199

}
}I
"app":
"id": "/app",
"type": "object",
"additionalProperties": false,
"properties": {
"apptype": {
"id": "/app/apptype",
"type": "string",
"minLength": 1,
"maxLength": 63,
"enum": [
"lxc"
1
}I
"cpuarch": {
"id": "/app/cpuarch",
"type": "string",
"minLength": 1,
"maxLength": 63,
"enum": [
"x86_ 64"
1
}I
"resources": {
"id": "/app/resources",
"type": "object",
"additionalProperties": false,
"properties": {
"cpu": |
"id": "/app/resources/cpu",
"type": "integer",
"multipleOf": 1,
"maximum": 100,
"minimum": 1
}I
"memory": {
"id": "/app/resources/memory",
"type": "integer",
"multipleOf": 1024,
"minimum": 1024
}I
"disk": {
"id": "/app/resources/disk",
"type": "array",
"minItems": 1,
"maxItems": 1,
"uniqueltems": true,
"items": {
"id": "/app/resources/disk/0",
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"type": "object",
"additionalProperties": false,
"properties": {
"target-dir": {
"id": "/app/resources/disk/0/target-dir",
"type": "string",

"minLength": 1,
"maxLength": 1,

"enum": [
"/"
]
}I
"file": {
"id": "/app/resources/disk/0/file",
"type": "string",

"minLength": 1,
"maxLength": 63
}I

"capacity": {
"id": "/app/resources/disk/0/capacity",
"type": "integer",
"multipleOf": 1,
"minimum": 1
}
}
}
}
} 4
"required": [
"memory",
"disk"
1
}
} 4
"required": [
"apptype",
"cpuarch",
"resources"

}
}I
"required": [

"app

"

show guestshell 2 < > F

show guestshell detail =~ > RO NIZIZ, A N = A A VAR — RS/ n, OVARLA
VA M=V ENTEDERTHERBEENET,

rootfsz A > 7" — K L721% ® show guestshell detail ==~ > KD,

switch# show guestshell detail
Virtual service guestshell+ detail

State : Activated
Package information
Name : rootfs puppet
Path : usb2:/rootfs puppet
Application
Name : GuestShell

Installed version : 3.0(0.0)
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Description Exported GuestShell: 20170613T173648%
Signing

Key type : Unsigned

Method : Unknown
Licensing

Name : None

Version : None

R#EH—E X & Guest Shell [FRDREE

koA~ FeALT, B —E R LT AL Y= VOFREMIETE 7,

avyU kR

8

show virtual-service global

switch# show virtual-service global

Virtual Service Global State and Virtualization Limits:

Infrastructure version : 1.11
Total virtual services installed : 1
Total virtual services activated : 1

Machine types supported : LXC
Machine types disabled : KVM

Maximum VCPUs per virtual service : 1

Resource virtualization limits:
Name Quota Committed Available

system CPU (%) 20 1 19
memory (MB) 3840 256 3584
bootflash (MB) 8192 200 7992
switch#

Y —ERAD 7 m—
JVIREE LR 2 FoR L&
7,

show virtual-servicelist

switch# show virtual-service list *
Virtual Service List:

Name Status Package Name

guestshell+ Activated guestshell.ova

AR —E 2 DM, K
Yy —ERADAT—H A
BIOA A =&
TWAHY 7 v =T Ry
r=CERRLET,
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av ok & EA
show guestshell detail guestshell /X &7 — 1T
FTHEM (N—Ta
switch# show guestshell detail BLY I— R F A A
Virtual service guestshell+ detail N .
State : Activated 7L£ k) %%/T{ L’iﬁ‘o
Package information
Name : guestshell.ova
Path : /isan/bin/guestshell.ova
Application
Name : GuestShell
Installed version : 3.0(0.0)
Description : Cisco Systems Guest Shell
Signing
Key type : Cisco key
Method : SHA-1
Licensing
Name : None
Version : None
Resource reservation
Disk : 400 MB
Memory : 256 MB
CPU : 1% system CPU
Attached devices
Type Name Alias
Disk _rootfs
Disk /cisco/core
Serial/shell
Serial/aux
Serial/Syslog serial?2
Serial/Trace serial3

B2 RTINS DT Tr— a3 vOKENLIEE)

T r—a T, /usr/lib/systemd/system/application name.service (A A
=L &N 5 systemd / systemctl V—E R 77 A LBMNETT, ZOV—ERA 774
WE RO—EHIR T +—~ v MTTDRERDH Y £,

[Unit]
Description=Put a short description of your application here

[Service]

ExecStart=Put the command to start your application here
Restart=always

RestartSec=10s

[Install]
WantedBy=multi-user.target
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GuestShell 157 71— 3 vainc BT 5718 [

\)

(B HHEO2—P—L L Tsystemd ZEITTHITE, V—EAD (#—t % (service) ] BZ ¥ =7
T User=<username> B L F9,

GuestShell "S5 F7 T U5 —o 3 U akEGICHEEIT B F
&

FIE

ATy Tl EER LT 7 ) r—vary =R 77 A V% /usr/lib/systemd/system/application name
oA v A = LET, P—ER

AT w72 systemctl start application name T7 7Y r— 3 VAL £
ATw T3 77V r— a8 systemcetl status-1 application_name TEITESNTWD Z L 2R L £ 7

AT w74 systemctl enable application_name TV r— REHZT 7Y r—ra v 2HEETEL 5 LET
ATw TS 77V r— a3 ) systemctl status-1 application_name TEITENTNA Z L 2R L ET

ARSI TOY TV TITYr— 3>
WOHNE, AN 2 vOT TV r—v g ERLTHWET,

root@guestshell guestshelll# cat /etc/init.d/hello.sh
#!/bin/bash

OUTPUTFILE=/tmp/hello

rm -f $OUTPUTFILE
while true
do
echo $(date) >> SOUTPUTFILE
echo 'Hello World' >> $OUTPUTFILE
sleep 10
done
[root@guestshell guestshelll#
[root@guestshell guestshelll#
[root@guestshell system]# cat /usr/lib/systemd/system/hello.service
[Unit]
Description=Trivial "hello world" example daemon

[Service]
ExecStart=/etc/init.d/hello.sh &
Restart=always

RestartSec=10s
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[Install]
WantedBy=multi-user.target
[root@guestshell system]#
[root@guestshell system]# systemctl start hello
[root@guestshell system]# systemctl enable hello
[root@guestshell system]# systemctl status -1 hello
hello.service - Trivial "hello world" example daemon
Loaded: loaded (/usr/lib/systemd/system/hello.service; enabled)
Active: active (running) since Sun 2015-09-27 18:31:51 UTC; 10s ago
Main PID: 355 (hello.sh)
CGroup: /system.slice/hello.service
##355 /bin/bash /etc/init.d/hello.sh &
##367 sleep 10

Sep 27 18:31:51 guestshell hello.sh[355]: Executing: /etc/init.d/hello.sh &
[root@guestshell system]#
[root@guestshell guestshelll# exit

exit

[guestshell@guestshell ~]$ exit

logout

switch# reload

This command will reboot the system. (y/n)? [n] y

Uwu— R

[root@guestshell guestshelll# ps -ef | grep hello

root 20 1 0 18:37 2 00:00:00 /bin/bash /etc/init.d/hello.sh &
root 123 108 0 18:38 pts/4 00:00:00 grep --color=auto hello

[root@guestshell guestshelll#
[root@guestshell guestshell]l# cat /tmp/hello
Sun Sep 27 18:38:03 UTC 2015
Hello World

Sun Sep 27 18:38:13 UTC 2015
Hello World

Sun Sep 27 18:38:23 UTC 2015
Hello World

Sun Sep 27 18:38:33 UTC 2015
Hello World

Sun Sep 27 18:38:43 UTC 2015
Hello World

[root@guestshell guestshelll#

systemd / systemctl THEITTBHE, 77U r—a UMEIE LGS (FloidmifilikT
Li=%6) . 77—y a i EEBICEEZS SNET, et 2 @Bl b e b L 226
T, TV A — g MR TT5E, 7ot 28T 257 CHEIWICHES S NET,

[root@guestshell guestshelll# ps -ef | grep hello

root 226 1 0 19:02 2 00:00:00 /bin/bash /etc/init.d/hello.sh &
root 254 116 0 19:03 pts/4 00:00:00 grep --color=auto hello
[root@guestshell guestshelll#

[root@guestshell guestshell]l# kill -9 226

[root@guestshell guestshelll#

[root@guestshell guestshelll# ps -ef | grep hello

root 257 1 0 19:03 2 00:00:00 /bin/bash /etc/init.d/hello.sh &
root 264 116 0 19:03 pts/4 00:00:00 grep --color=auto hello
[root@guestshell guestshelll#
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Guest Shell B3 5P38D 5T a—F4>7 |

Guest Shell [CE8 T AEIED ST a—T 429

70 3) TADEHYUE L—RRBIZHFRA R VT )LIZTHEATELL

TAN = NDT 7T 4 TACEIFIET 7T 4 b T mk AHZ, NX-089.2 (1) U V—
ZINBNX-087.0 3) 7V VU —A A A= (2—HF—HEIZEROFR— FB720) ([ZF v~
LU —RLIESGE, ROa~vy REFTTEET, FAM Vo WTEREILETH, YA =
LT 7B ATERWDRORIEIZZRD £9, ZORBEOBERIL, 7 A b 2 =/LOBITHIZY
H— RRFITENTHE, TA R Y= VAD T 7 A AR —F—=LARHi2E- O AR — b 3720
NX-0S U U — A Tl i T RE 72551 - #iPH I C R S 72 W72 T,

switch# guestshell

Failed to mkdir .ssh for admin

admin RSA add failed

ERROR: Failed to connect with Virtual-service 'guestshell+'

switch#
switch# sh virt list

Virtual Service List:
Name Status Package Name

guestshell+ Activated guestshell.ova

switch# run bash 1ls -al /isan/vdc_l/virtual-instance/guestshell+/rootfs/
drwxr-xr-x 24 11000 11000 1024 Apr 11 10:44

ArwXIrWwXIrwx 4 root root 80 Apr 27 20:08
-rw-r—--r-- 1 11000 11000 0 Mar 21 16:24 .autorelabel
1rwXrwxrwx 1 11000 11000 7 Mar 21 16:24 Dbin -> usr/bin

TFARNT VORI T 7 ANV ERD Z L7 ZORMENGREIET 512X, DENZFET ST
7-NX-0892 (x) A A—VHFEAL T AT LE2)VE—RL, NX-087.0 3) 174 A—IT
VAT LE)a— RTAHHNI, ANV VR [T 2T 47 (Activated) | SALTAREEIC /R D &
INCLET, HI12ODA T a3 iF, NX-0589.2 (x) OFETHICF AL v = /L EZEEHIT L,
70 3) 7 TV r—RLIEZBICHBEAIZTLHZ L TT,

FAR 2 VIRIET D O, HITTHETOHREIT. A A—V2EBFEFICMEEL T
HERCTE £,

TR DIILDL— NS T—rI75922aDT7AIICTIRATELWN

BFARNY 2 VDL — ST =TT 93 aDT 7 AT 7 EATEXRNEERNH Y T,

WA RDPD

root@switch# 1ls -al /bootflash/try.that

-rw-r--r-- 1 root root O Apr 27 20:55 /bootflash/try.that
root@switch#

ANz D

[root@guestshellbootflash]# 1ls -al /bootflash/try.that
-rw-r--r-- 1 65534 host-root 0 Apr 27 20:55 /bootflash/try.that
[root@guestshellbootflash]# echo "some text" >> /bootflash/try.that
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-bash: /bootflash/try.that: Permission denied
[root@guestshellbootflash]#

T, 22— —DLBTZEMNE A N VAT LA RET LD SN TWA =), A b
Tl D— N EBRIZIZT AT LD/ — FTIERWZ EBNEKRTH D agetnd » £,

COMENBEIET A, T ANDT IR RAFAE T AND T N—T @RS T, T—
K799y a FOFE 7y ANCHIGEBVICT 7 BATXAZ L5 R L F9, F A FBash
Ty a LT I RAHFRELIEIN—T BT EEETALENLDEENH Y T,
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