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About gNOI

gRPC Network Operations Interface (gNOI) defines a set of gRPC-based micro-services for executing
operational commands on network devices. The operational commands supported are Ping, Traceroute,
Time, SwitchControlProcessor, Reboot, RebootStatus, CancelReboot, Activate and Verify.

gNOI uses gRPC as the transport protocol and the configuration is same as that of gNMI. For details on
configuration, please refer to Configuring gNMI.

To send gNOI RPC requests, user needs a client that implements the gNOI client interface for each RPC.

In Cisco NX-OS Release 10.1(1) the gNOI defines Remote Procedure Calls (RPCs) for a limited number
of components and some of them related to hardware (like optical interfaces).

Proto files are defined for the gRPC micro-services and are available at GitHub.
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/progammability/guide/b-cisco-nexus-9000-series-nx-os-programmability-guide-93x/b-cisco-nexus-9000-series-nx-os-programmability-guide-93x_chapter_0110001.html#id_107728
https://github.com/openconfig/gnoi

gNOI-gRPC = v FT— Vi 2 —T x4 2 |
. < X T L proto

®1:
Jokraln gNOI RPC HR— b3
System ping O

FL—ZL—k (A
F ] (=4
SwitchControl 7' 1 & » ¥ =S
77—k (=4
RebootStatus M
CancelReboot v
(0N 77T 474k =y
A H =Tz AR (YA
Cert LoadCertificate A
File get =4A
Stat EA
HilBR PIIIN

v AT L proto

VAT Aproto —E R T, HEBIOT VAN XL T T4 OHNETH—F v NEEFEHT
EDH LT AEAEFBER RPC DL 7 2 a3 »TF,

WIZ, AT Aoproto D RPC AR — FOFEME R L E T,

. gNOI-gRPC Y T — VA 223 —T x4 R



| oNOI-gRPC Ry FO—H MLV A—T (R

© AT L proto .

RPC

HR— bk

B

HfR=1H

ping

ping/ping6 cli =~ K

X —/%" K Cping 2~
Y REFATL, MR%E
AR =Ny LE
I, DL~y b
T, TXToORERERN
fERFIREIC 72 5 & Tff
BNRA RN —I 7
NRWGERH Y F
T Ty MEDBHPR
ATHRE STV
LA, S»ERAS
*7.

do_not_resolve 47
vaiItAR—hrEh
TWERA,

FL—Z)b— |k

traceroute/traceroute6 cli
a2 K

4 —7%" > h T traceroute
avy REFEITL, #
RKEARN) =Ly
LET, —HoF—
7y N T, TRTO
FEFHME BRI 72 B
FTCREENA PN —3
YT SNIRWGE R
DET, KKy T D
7 R 30 BMEH I
N

itial ttl, marx_ttl,
wait,

do_not fragment,

do not resolve, LN
l4protocol 47> 7 v
I AR—hFEnTE
B A,

e ]

o — 77 LI

H—7y N OBITEDKE
AERLET, EE.

2=y NMSE LT
WBHMNE D InET A
THEOIHERSE
7T

SwitchControl 7' 7t »»
_H—

system switchover cli =X
<> K

HAEDONL— N T atk v
B IEE S L—
7ty iy %
AET, A v FA—
AN IR I A L
T, WWENT TAT
MZIESID Z & DR
FEESNWGAERH D
*9,

AA o FA—N— TR
BEZRAELET, O
R IRBENTTAT
VMOREND T ER
FAES NN GEE R H
0DET,

gNOI-gRPC vy R T —V#8EA 3 —TJ 24 R .



B osooran

gNOI-gRPC = v T — V4 2 —J x4 2 |

RPC HR—k s BA HREIR
J7—h reload module X —2 sy N& U 7 — b |message 47V 3 VI
LET, PAR— SN EEA,
delay 7> a3 F A
A yFOYu—KFTH
RN—h L E T, path
F 7 a T oO0E
Va—NEFFEZITA
NET,
RebootStatus show version [module] | % —4 v DY 7 — k|-
ci <~ R DAT—H A& LFE
R
CancelReboot reload cancel R ORI R A |-
Xy LET,

\)

() SetPackage RPC |EH AR — h STV EHA,

0S o ko)L

OSH—bERE, ¥—F v FPEDOSA VA RN—IHKT DA F—T A Az LET,

OS X lr—VD77ANERIL, 7Ty b 74 —DIZE-oTRRVET, 7T v b 75 —2A
I, SN 0S Ry —UREHTT — MARETH D Z L A MGET HMERH Y £, Z
ZiE, BEHO BNy v 2l TNy v aTF =v I GO b BRHY T, Ny
12 OS Ny r—ICHDIALZ LEBEIO LET,

Z—2y NI, MEOKFEA ML —Y L 0SS A VA =Tt A2EH LT, —HEOEH]
DOSNyTr—VEBAF L, BETDHHLOVOS Xy r—VRHIZWEI T T 7T 4 TIZANR—
AR LET, ¥ —7 > MaE, BR7RERE OS Ny —VHO+ R AR—ANEIZH D
ZEBRIESNE T, BUEFEITHO OS Ny r— IFHIBR L2 T 2SN, 7747 b

iE. RBICEFICA VA M=V ENTRy r—URMERARETH D Z L 2 HF T2 0RERH Y

E
KIZ,

. gNOI-gRPC Y T — VA 223 —T x4 R

0OS 7u hz1)L® RPC AR — FOFEEMEZ TR LE T,




| oNOI-gRPC Ry FO—H MLV A—T (R

SEEAZE Proto .

RPC

HR— bk

B

HfR=1H

77T 474k

install all nxos
bootflash:///img name

RS2 08 N—
YarwE, KElDY
7 — MRRZEH SN D
N—=T g & L THRE
LEd, ZDRPC
X, ¥—% v hEFR
gBLET,

HEENZ R LTZ5E
X, v—n Ny 7 ET
FEECEEEA,

FRALE

show version

[BRGE (Verify) 1.

FEITHD 08 N— =
VEMRELET, IO
RPCiX, #—%7 > FD
EEV I 5 £ T
BERIEON S D Y5
BRH ET,

)

GE) AV APF—=/LRPCITVR—FEINTWVERA,

2 BHZ Proto

SERREEHY —E R X, ¥—F v MLk Tz 7 AFR—rENET, e—F—T 3, AR
=, BEOFOMOFFHAE 7 k2L RPC 1TV HR— FETWWEH A,

RIZ., Certproto ® RPC H7R— N OFEMEZ R LET,

RPC

k— b

A A

HfREIH

LoadCertificate

crypto ca import
<trustpoint>

pkes12 <file>
<passphrase>

CAGEHFED N P
Zrm—RLET,

7 741 )L Proto

7 74 )L proto 1%, file.proto RPC DEFEICIHESNW T A v —VE2 A M) =07 LET, 22
ICRHEH SN TW RV Put B OF DM D RPC 1X, 7 71 /v Proto TV A—FEnTWEHE

/UO

gNOI-gRPC vy R T —V#8EA 3 —TJ 24 R .




gNOI-gRPC = v T — V4 2 —J x4 2 |
B nozsoesr

Get, Stat, 3 X UF Remove RPC [&, bootflash, bootflash://sup-remote, logflash,
logflash://sup-remote, usb, volatile, volatile://sup-remote, I LW debug D7 7 A /)L VAT L%
PAR—KFLET,

WIZ, 7 7 A /L proto ® RPC H7R"— K OFEMZRLET,
RPC E: HIPREIE

it Getix# —7 EB 77 AN 77 AN YA XD EFRIT 32
ONE &= . A Y — |[MB T,
IV LET, T AViTE
LA vE—VIcko TR
M) —v7anEd, %
A =N iER K 64 KB O
T—HNEGEENET, &ED
A = UNRE Ik,
EEEINTET DNy v a
MEF S, A MU —A00
UBbNET, 77 A NVDIEE
L7aWiGEe., F2i37 7140
DFAIY FUZT T —H3 54
L7=5E1E, =7 =03
N

Stat Stat 1%, ¥—45 v b kD77 |-
ANWVICEAT DAL T =2 %K
LET, 77 ANVDBHEELR
WIS, EET7 7 A VDA
HTF—=H~DT 7 Az

T—RREAELTSEAIT, =

Z— ﬁxﬁéhiﬁ}

IS Removeid, ¥—%7 v MBI |-
EIN7 7 ANVEHIRLE
T T T ANDBEEL RN
é\?4v&kUT%é%

. ETTHIBREEC T —
ﬁ@&fb% aBlx, =7 —»
EInET,

gNOl i) & v k
eNOI DR E~D Y > MMEEZITO &, MESNTEEY 2 — VDT X TOKEEA ~L—

UM EINET, ZHICIE, R, TR Toue s F—2 BXOT7 I v 2k SSD DT
TONENREGENET, VEy MNIERIO T — A A= TT—RL, 74 B 2%2ETrT X

. gNOI-gRPC Y T — VA 223 —T x4 R



| oNOI-gRPC Ry FO—H MLV A—T (R
sesmennszd

THOA ML=V ZBEELET, gNOI DUHIRE~D Y > ME, RO 2ODF— RZPR—
FLTWET,

T 4=y M EFA—T g ORI ATRERR EETE
s T B EEFATICHELTIA S L, AEARAREICT S, %2 TiHE,

factory reset.proto CEFe STV 5 gNOI OWIHIRE~D U & v MaEIX, T34 2 Lo
TOKFEA L=V EHEELET, TH 5O factory resetproto U 7 S5 L T 2S00 ¢
https://github.com/openconfig/gnoi/blob/master/factory reset/factory reset.proto

IZ, gNOI FactoryReset %— B A Dfl 2R LE T,

/ The FactoryReset service exported by Targets.
service FactoryReset ({
// The Start RPC allows the Client to instruct the Target to immediately
// clean all existing state and boot the Target in the same condition as it is
// shipped from factory. State includes storage, configuration, logs,
// certificates and licenses.

// Optionally allows rolling back the 0S to the same version shipped from
// factory.

// Optionally allows for the Target to zero-fill permanent storage where state
// data is stored.

// 1If any of the optional flags is set but not supported, a gRPC Status with
// code INVALID ARGUMENT must be returned with the details value set to a
// properly populated ResetError message.
rpc Start (StartRequest) returns (StartResponse);
}

message StartRequest {
// Instructs the Target to rollback the OS to the same version as it shipped
// from factory.
bool factory os = 1;
// Instructs the Target to zero fill persistent storage state data.
bool zero_ fill = 2;
}
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https://github.com/openconfig/gnoi/blob/master/factory_reset/factory_reset.proto
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