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router bgp as-num
address-family l1l2vpn evpn
maximum-paths number
additional-paths send
additional-paths receive

2. BGW T4 L3VNIVRF O~ /LF A EZEHRELFET,

vrf evpn-tenant-00001
address-family ipv4 unicast
maximum-paths 64
address-family ipv6 unicast
maximum-paths 64

3. JL— b P—RIZBGPEMRAZHEA L £,

router bgp as-num
address-family 12vpn evpn
retain route-target all
additional-paths send
additional-paths receive
additional-paths selection route-map name

route-map name permit 10
set path-selection all advertise
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router bgp as-num
address-family 12vpn evpn
maximum-paths number

2. BGW T# L3VNIVRF O /L F 2 ZHELET,

vrf evpn-tenant-00001
address-family ipv4 unicast

maximum-paths 64
address-family ipv6 unicast

maximum-paths 64
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FIEDHRE
1. configureterminal
2. [no] featuretunnel-encryption
3. [no] tunnel-encryption source-inter face loopback number
4. tunne-encryptionicv
5. (&) copy running-config startup-config
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FIE
ARV RFERRETY a3 Y B#J
R T w 71 |configureterminal Ja— LR EE— REBEBLET,
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switch# configure terminal
switch (config) #

AT 7 2|[no] feature tunnel-encryption CloudSec VXLAN EVPN |k > LBk A L
1 - E3
switch(config)# feature tunnel-encryption

R T w 7 3 |[no] tunnel-encryption sour ce-inter face loopback N RNVDEETENL—T R T o H—T = A A
number L LTBGPA— 7Ny 7 8 E LET, #ESh:
i - EETXA L HF—T A ADIPT KL AL, CloudSec
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switch (config) # tunnel-encryption source-interface|

VXLAN EVPN b v VBG5S — /b— & @i+
BT VT 47 AE L THERAINET,

GE)
NVE 2£E58A v X —7 =4 AT/ < . BGP /L —
TRy f B —T oA A AT LET,

GE)

MTU OEE|Z, A F—T A AD 2 RILIESR
{LEREDRNIAT Y LERH Y £, 2LV,
CRC Fr v =T —nEHEINE T,

ATv74

tunnel-encryption icv
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switch (config)# tunnel-encryption icv

Integrity Check Value (ICV) Zf#hZLET, ICV
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RIFUSHEES T, ZHUE. CiscoNX-0S U U —
A 93(7) LI, AR — FENET,
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(&)
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switch (config)# copy running-config startup-config

copy running-config startup-config
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Y74 Xalb—valat—LET,

CloudSec ¥F—F x—>&FX—D

FIEOHE

RDBRY

CloudSec VXLAN EVPN | > RV SAL 2 A0 LT, IROFBIEFIHDO NN Z2FEITTE

=7,

CloudSec F—F = —r ¢ F—ZREL £,

=JL ==

ax AE

F A A2 CloudSec F—F =— 2 X —FER TXx F7,

1R BRI

CloudSec #fEH L= =7 VXLANEVPN /L FH A "M EN /2> TWB I EEHERLE
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configureterminal
[no] key chain name tunnel-encryption
[no] key key-id

PN

[no] key-octet-string octet-string cryptogr aphic-algorithm {AES 128 CMAC |AES 256 CMAC}
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5. [no] send-lifetime start-time duration duration

6. ((EE)
7 (EE)

show key chain name

copy running-config startup-config

ARV RFEEETIVa Y

=)

&

configureterminal

1 -

switch# configure terminal
switch (config) #

Ja—r )L ar7 4 Xalb—gy T— RaBith
L/i—a—o

ATy T2

[no] key chain name tunnel-encryption

1

switch(config)# key chain kcl tunnel-encryption
switch (config-tunnelencryptkeychain) #

CloudSec ¥ —F = — > % 1Efk L T CloudSec ¥—®
Ty FEFEL., PR S bR —F 2 — U RE
£ F%Fﬂlﬂﬁé\bij«o

ATvT3

[no] key key-id
f5

switch (config-tunnelencryptkeychain) # key 2000
switch (config-tunnelencryptkeychain-tunnelencryptkey) #

CloudSec ¥ —#{Ek L. b RAUREHF—FREET—
RZBIA L £3, #PHIZ 1324277 v T, &K
YA X% 64 T,

GE)
F—OLFEITEETRI TR £H A,

ATvT4

[no] key-octet-string octet-string
cryptographic-algorithm {AES 128 CMAC |
AES 256 CMAC}

1

switch (config-tunnelencryptkeychain-tunnelencryptkey) #
key-octet-string abcdef0123456789%abcdef0123456789
abcdef0123456789%abcdef0123456789
cryptographic-algorithm AES 256 CMAC

ZDOF—Doctet A MY 7 EHRELET, octet-gtring
SIERICIE, K 64 LFD 16 LT EEDH DL L
MNTEET, octet F— I T a—NEhbiz
W, 7 U7 7F% A F®Fx—IL show running-config
tunnd-encryption =2~ > RO NICERK RS NVERE A,

ATvTh

[no] send-lifetime start-time duration duration

1 -

switch (config-tunnelencryptkeychain-tunnelencryptkey) #
send-lifetime 00:00:00 May 06 2020 duration
100000

F—DEETATHIALERELET, T 7411
T, 75 A EBHAERI 2 UTC & LT £ 4,
start-time 31803, ¥—NT7 27T 4 TR HEEET
T, duration3 | T A4 7 XA LOEE (B) T,
HFHI 1800—2147483646 b ($9684F) T,

ATvT6

(%) show key chain name

1

switch (config-tunnelencryptkeychain-tunnelencryptkey) #
show key chain kcl
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AFwvF1| ({EE) copy running-config startup-config Frar74FXalb—vark RAF—F T v
5l Y74 Fal—varilar—LET,

switch (config-tunnelencryptkeychain-tunnelencryptkey) #
copy running-config startup-config

RDBERY
CloudSec VXLAN EVPN h v VG BALAR Y S — 2 E L ET,

CloudSec /R!') —MNDEFE

FIp BT A— 2 2 L THEED CloudSec RV > —Z1ERKTEX £9, LirL, 1 DDA v
H—=Tx A ATTIT 4TI TELRY =11 ODDOHRTT,

1R HAEINIC
CloudSec Zf#i [l L 7= % = 7 VXLANEVPN = L FH A R 3EN /> TWDH Z & 2 L%
—/9)40
FIEDHE
1. configureterminal
2.  (f£&) [no] tunnel-encryption must-secure-policy
3. [no] tunnel-encryption policy name
4. (f£&) [no] cipher-suite name
5. (L&) [no] window-size number
6. (fEE) [no]sak-rekey-timetime
7  (f£&) show tunne-encryption policy
8. ({£&) copy running-config startup-config
FIE D
FIE
ARV KRFERRETI a3 Y B#J
X 71 |configureterminal Ta— S VERETE— REBGLET,
f
switch# configure terminal
switch (config) #
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ARV RFERETIVa Y

B8

AT 72| ({E&E) [no]tunnd-encryption must-secure-policy |FEB{L SN TWARVWWr Y hRE v g v OEBRE
i - ﬁbf%@éhiib\i 212 LEJ, CloudSec ™~
, , , =k LWy y MdFe y 7EnEd,
switch(config)# tunnel-encryption
must-secure-policy Do ]\@ no ﬂéiﬁli\ H%%ﬂ:éﬂ“(b\iﬁb\ }\
774 v 7 &ZFFA LE T, CloudSec HEXFIEY A b
5 CloudSec WA M ~DBATHIZOZ, WL E
NTWRWET 7 4y 7 i T5Z &R0 L
£9, 7 74/ b T, CloudSec #fEHT 5 kEF =
T 72 VXLANEVPN < L FHA M xR a7 £—
RTENET 5 2 L NKETT,
Z 7y 7 3 |[no] tunnel-encryption policy name CloudSec R U & —Z& AR L £7,
f5l -
switch (config)# tunnel-encryption policy pl
switch (config-tunenc-policy) #
ATw 74| (f£&) [no]cipher-suite name GCM-AES-XPN-128 % 72 1% GCM-AES-XPN-256 D>
i - TOrERELET, 774/ MER
, , , , , GCM-AES-XPN-256 ¢4,
switch (config-tunenc-policy)# cipher-suite
GCM-AES-XPN-256
ATw 75| ({£E) [no] window-size number AVE—=T oA ARRESNTCT 42 R P A XFK
B - ‘I?EOD/\"#? FEZTANRNE SIS, BAEREY 1
switch (config-tunenc-policy)# window-size ;/}st7%EEQﬁ§L/3E?r? %ﬁ&ﬂhi134217728“‘1073741823
134217728 IP %7y T, T 7 40 MEIL 268435456 T,
ATw 76| (f£&) [no]sak-rekey-timetime SAK F—F3AE kA& sl 3 2 IRefi] 2 F B, TR e L
) - ﬁ' :@SI"\??/]\:%@E)Eﬁbf\ ‘IZ‘)“/33/5F~%%
switch (config-tunenc-policy)# sak-rekey-time 1800 VEUﬁﬁE%&H#FﬁﬁFﬁ%B@&:%EVG%i‘g‘o ﬁyﬁf&%ﬁ{i
1800 ~ 2592000 #C4, 7 7 4/V MEEH » Tt
loe TRTOETICH L X —fERMEEZ N5 Z
EERMERRL £,
ATv 71| (&) show tunne-encryption policy CloudSec RNV > —REXZ KRR LET,
I
switch (config-tunenc-policy)# show
tunnel-encryption policy
ATw 78| ({£&E) copy running-config startup-config Effar 74 Xal—ark, AFA—hrT v 7
5 - Y74 X2l —vasilar—LET,

switch (config-tunenc-policy)# copy running-config|
startup-config
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RDERY
CloudSec VXLAN EVPN b > VB SAL E T 23 L £ 77,

CloudSec E7 D% TE
S DT, KON R ST ET

CloudSec E7 DX E
CloudSec 7 R ETE £,

1R BHEIIZ
CloudSec #fHH L7=t % = 772 VXLAN EVPN < /L F %1 L

FIEDHRE
1. configureterminal
2. [no] tunnel-encryption peer-ip peer-ip-address
3. [no] keychain name policy name
4. pki policy policy name
F gD FEH
F&E
= IV N 3 il Sy = B#Y
X w 71 | configureterminal JTa—\ )L a7 4 X2 lb—3ay e— REBG
1 - LET

switch# configure terminal
switch (config) #

R 7w 7 2| [no] tunnel-encryption peer-ip peer-ip-address E7ONVERETA L H—T = ADIP T KL A
Bl ERRELET.
switch(config)# tunnel-encryption peer-ip
33.1.33.33

R T 73| [no] keychain name policy name CloudSec E7IZRY v —%T ¥ v FLET, AT v
i - TA4E, ZOAT vy TORbYIHEATE LT,
switch (config)# keychain kcl policy pl

R T 7 4| pki policy policy name PKI #fEH L CETIZ cloudsec AR Y > —%T X v F
15“ : L/‘/Cl/\gzj‘o

switch (config)# pki policy pl
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RDERY
Ty Yy A =7 xA AT CloudSec VXLAN EVPN | > /U SAL 2 ROE L £,

DCl 7 J'') >4 T CloudSec #{EfH L=+ 177 VXLANEVPN < /)L
FHA4 FEFENZT S

FT_THODCI T 7'V 27 T CloudSec ZfiiH L Tt =7 7 VXLAN EVPN < /L5 %A1 %
HNZT DX, RO FNEIZHENFE T,

\}

CE) ZoBREIT. LAY2AR—RMNIIIEHTEEEA,

\)

GE)  CloudSec NEMEF DODCLT v 7Y 7 \Zf £7i3dkkans e, Vo o377y 7 LET,
Vo DB ERBMA T LTmEFICRD BN D70, BRENR 7T v 7 ThD EIXRY £

NEV.UR
Ia s BRI
CloudSec Zf#if] L 7=t % = 7 VXLANEVPN ~ L FH A RGN >TWDH Z & 2Rl L %
T
FIEDHEE
1. configureterminal
2. [no]interface ethernet port/sot
3. [no] tunnel-encryption
F gD FHH
FIg
ARV FFERET7TIVa Y B#
AT w 71 | configureterminal JTa— )L a7 4 X2 b—3ay B— FEELG
15“ : L/i‘a‘o

switch# configure terminal
switch (config) #

Z 5w 7 2 | [no] interface ethernet port/sot A H—=T = AREE— FEBLET,
i -

switch(config)# interface ethernet 1/1
switch (config-if) #
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AU RFERETIVa Y

B8

ATvT3

[no] tunnel-encryption

1

switch(config-if)# tunnel-encryption

BELFA v Z—7 A ATCloudSec #fifH L Tk
% 2 772 VXLAN EVPN <V FH A4 FEHHZLE
KR

CloudSec Z{#/ L f=tz% 2 7 7% VXLAN EVPN < )L FH A

~

CloudSec R ERBHMAHEHA L TEF 27722 VXLANEVPN v L FH A F&F T HI121T. ULTFD

BRI DNTNPEIATLET,

avy kR

S

show tunnel-encryption info global

CloudSec 1 L7213 = 7 72 VXLAN EVPN
< NVFHA NOREBEBREFRRLET,

show tunnel-encryption policy [policy-name] | ##i0> CloudSec 7 U &— % 72 {3 < C D)

CloudSec N Y v —DEELEZ R RLET,

peer-ip-address] [detail]

show tunnel-encryption session [peer-ip

T RRA v M OEY 3 B3R T 0
i Y. CloudSec v a VT 51
HAEFRLET,

show running-config tunnel-encryption

CloudSec Zf# ] L 7= % = 7 72 VXLAN EVPN
< LT VA FOFITHOREHREFR R LET,

show bgp ipv4 unicast ip-address

BGP v — R D b RV SALEHR A F R L E
T,

show bgp [2vpn evpn

LA ¥Y2VPNEVPNT KL A 77 I L—
TAT T NMEREEXRRLET,

show ip route ip-address vrf vrf

VRF V' — h&FRLET,

show [2route evpn mac evi evi

LAY 20— MEREFRLET,

show nve inter face interface detail

NVE A % —7 = f 2D E£R LET,
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av Uk B#
show running-config rpm FEITHORETCHF— THFA MR LET,
GE)

key-chain tunnelencrypt-psk no-show =~ > |
ZFEATTHANCa~v Y REANTHE, F—
7T XA MIETHORE THFERIIRY £F

(TAHZ Y AT &) , reloadascii =2~ K
EANTDHE, F—TF A MIFATHORE
MOAMSIET,

show running-config cert-enroll A RNKRA U b EF—_T O ERTL
e

show crypto ca certificates<trustpoint_label> | k5 % kA > FOIFHEBONEEZFE R L E
R

WOFITIL, CloudSec i/ L7~ % = 772 VXLANEVPN v L FH A FDOFREHFHRAEFRL
F9,

switch# show tunnel-encryption info global
Global Policy Mode: Must-Secure

SCI list: 0000.0000.0001.0002 0000.0000.0001.0004
No. of Active Peers H

KIZ, BESNTWETRTD CloudSec R Y > —%2FR_T 50 %Z2R~LET, HAKIE, &K
VY —DRFS, a4y RY A4 X, BLOSAK HRAITHRIEI N T R S E T,

switch# show tunnel-encryption policy

Tunnel-Encryption Policy Cipher Window SAK Rekey time
cloudsec GCM-AES-XPN-256 134217728 1800
pl GCM-AES-XPN-256 1073741823

system-default-tunenc-policy GCM-AES-XPN-256 268435456

WOFEITIE, CloudSec & v a ANZBTAFEHREFRLET, HAKIE, E7OIPT FLX
LRY— fFEHARERF—Fx—r BIOE Yy arBdEFZa Tl )R RENET,

switch# show tunnel-encryption session

Tunnel-Encryption Peer Policy Keychain RxStatus TxStatus

33.1.33.33 pl kcl Secure (AN: 0) Secure (AN: 2)
33.2.33.33 pl kcl Secure (AN: 0) Secure (AN: 2)
33.3.33.33 pl kcl Secure (AN: 0) Secure (AN: 2)
44.1.44.44 pl kel Secure (AN: 0) Secure (AN: 0
44.2.44 .44 pl kel Secure (AN: 0) Secure (AN: 0

WOHNE, PKIGERAE 5 2 FaRA > MZHS< Cloudsec ¥ v i3 BT AEHRA T L
TWET,

switch# sh tunnel-encryption session
Tunnel-Encryption Peer Policy Keychain
RxStatus TxStatus
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20.20.20.2 pl PKI: myCA (RSA)
Secure (AN: 0) Secure (AN: 0)
32.11.11.4 pl PKI: myCA (RSA)
Secure (AN: 0) Secure (AN: 0)

WIZ. BGP L— Dk RAREEALES OB A2 R L ET,

switch# show bgp ipv4 unicast 199.199.199.199 [I Source-loopback configured on peer BGW
for CloudSec

BGP routing table information for VRF default, address family IPv4 Unicast

BGP routing table entry for 199.199.199.199/32, version 109

Paths: (1 available, best #1)

Flags: (0x800800la) (high32 0x000200) on xmit-list, is in urib, is best urib route, 1is
in HW

Multipath: eBGP

Advertised path-id 1
Path type: external, path is valid, is best path, no labeled nexthop, in rib
AS-Path: 1000 200 , path sourced external to AS
89.89.89.89 (metric 0) from 89.89.89.89 (89.89.89.89)
Origin IGP, MED not set, localpref 100, weight O
Tunnel Encapsulation attribute: Length 120

Path-id 1 advertised to peers:
2.2.2.2

WOHNE, MAC AR ESTICEE R SN TV AN E I NERr L TVET,

switch (config)# show bgp 1l2vpn evpn 0012.0100.000a

BGP routing table information for VRF default, address family L2VPN EVPN

Route Distinguisher: 110.110.110.110:32876

BGP routing table entry for [2]:[0]:[0]:[48]:[0012.0100.000a]:[0]:[0.0.0.0]/216, version
13198

Paths: (1 available, best #1)

Flags: (0x000202) (high32 00000000) on xmit-list, is not in 12rib/evpn, is not in HW

Multipath: eBGP

Advertised path-id 1
Path type: external, path is valid, is best path, no labeled nexthop
Imported to 1 destination(s)
Imported paths list: 12-10109
AS-Path: 1000 200 , path sourced external to AS
10.10.10.10 (metric 0) from 89.89.89.89 (89.89.89.89)
Origin IGP, MED not set, localpref 100, weight O
Received label 10109
Extcommunity: RT:100:10109 ENCAP:8
ESI: 0300.0000.0000.0200.0309

Path-id 1 not advertised to any peer

Route Distinguisher: 199.199.199.199:32876

BGP routing table entry for [2]:[0]:[0]:[48]:[0012.0100.000a]:[(0]1:[0.0.0.01/216, version
24823

Paths: (1 available, best #1)

Flags: (0x000202) (high32 00000000) on xmit-list, is not in 12rib/evpn, is not in HW

Multipath: eBGP

Advertised path-id 1

Path type: external, path is valid, is best path, no labeled nexthop
Imported to 1 destination(s)
Imported paths list: 12-10109

AS-Path: 1000 200 , path sourced external to AS
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9.9.9.9 (metric 0) from 89.89.89.89 (89.89.89.89)
Origin IGP, MED not set, localpref 100, weight O
Received label 10109
Extcommunity: RT:100:10109 ENCAP:8
ESI: 0300.0000.0000.0200.0309

Path-id 1 not advertised to any peer

Wiz, VE—F A FMBZ(ELTZ EVPN Z A 7 5 b— FHIC/ERL &7z ECMP Oz 7R L
i‘j‘o

switch (config)# show ip route 205.205.205.9 vrf vrf903
IP Route Table for VRF "vrfo03"

'*' denotes best ucast next-hop

'**! denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

205.205.205.9/32, ubest/mbest: 2/0
*via 9.9.9.9%default, [20/0], 11:06:32, bgp-100, external, tag 1000, segid: 900003
tunnelid: 0x9090909 encap: VXLAN

*via 10.10.10.10%default, [20/0], 3d05h, bgp-100, external, tag 1000, segid: 900003
tunnelid: OxaOaOaOa encap: VXLAN

wOBNL, VE—b ¥ A F255{E L7 MAC IZ ESI X— 2D MAC ¥ /LF RNARHKESINT
WHINEIMERLTOVET,

switch (config)# show l2route evpn mac evi 109 mac 0012.0100.000a detail

Flags - (Rmac) :Router MAC (Stt):Static (L) :Local (R):Remote (V) :vPC link
(Dup) :Duplicate (Spl):Split (Rcv) :Recv (AD) :Auto-Delete (D) :Del Pending
(S) :Stale (C):Clear, (Ps):Peer Sync (O):Re-Originated (Nho):NH-Override
(Pf) :Permanently-Frozen, (Orp): Orphan

Topology Mac Address Prod Flags Seqg No Next-Hops
109 0012.0100.000a BGP SplRcv 0 9.9.9.9 (Label: 10109)
10.10.10.10 (Label: 10109)
Route Resolution Type: ESI
Forwarding State: Resolved (PL)
Resultant PL: 9.9.9.9, 10.10.10.10
Sent To: L2FM
ESI : 0300.0000.0000.0200.0309
Encap: 1

wOBNE, PIPZHH L72 VXLANEVPN < /LF V1 PR EENTNDH I L EZRLTWET,

switch (config)# show nve interface nvel detail
Interface: nvel, State: Up, encapsulation: VXLAN
VPC Capability: VPC-VIP-Only [not-notified]
Local Router MAC: 700f.6al5.c791

Host Learning Mode: Control-Plane
Source-Interface: loopbackO (primary: 14.14.14.14, secondary: 0.0.0.0)
Source Interface State: Up

Virtual RMAC Advertisement: No

NVE Flags:

Interface Handle: 0x49000001

Source Interface hold-down-time: 180

Source Interface hold-up-time: 30

Remaining hold-down time: O seconds
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Virtual Router MAC: N/A

Virtual Router MAC Re-origination: 0200.2e2e.2e2e

Interface state: nve-intf-add-complete

Multisite delay-restore time: 180 seconds

Multisite delay-restore time left: 0 seconds

Multisite dci-advertise-pip configured: True

Multisite bgw-if: loopbackl (ip: 46.46.46.46, admin: Up, oper: Up)
Multisite bgw-if oper down reason:

ROBENL, FATTOREDF—TF A F & LTWET, key-chaintunneencrypt-psk no-show
av U REANTLE, F—FTF 2 MIFERRITRD 7,

switch# show running-config rpm

!Command: show running-config rpm

'Running configuration last done at: Mon Jun 15 14:41:40 2020
!Time: Mon Jun 15 15:10:27 2020

version 9.3(5) Bios:version 05.40
key chain inter tunnel-encryption
key 3301
key-octet-string 7
075£79696a58405441412e2a577£0£077d6461003652302552040a0b76015a504e370c
7972700604755£0e22230c03254323277d2£5359741a6b5d3a5744315f2f cryptographic-algorithm
AES_ 256 CMAC
key chain kcl tunnel-encryption
key 3537
key-octet-string 7
072c746£172c3d274e33592e22727e7409106d003725325758037800777556213d4e0c7¢c00770576772
d08515e0804553124577£5a522e046d6a5£485c35425£59 cryptographic-algorithm AES 256 CMAC
send-lifetime local 09:09:40 Apr 15 2020 duration 1800
key 2001
key-octet-string 7
075£79696a58405441412e2a577£0£077d6461003652302552040a0b76015a504e370c7972700604755
£0e22230c03254323277d2£5359741a6b5d3a5744315f2f cryptographic-algorithm AES 256 CMAC
key 2065
key-octet-string 7
0729791£6£5e3d213347292d517308730c156¢c7737223554270£787¢c07722a513e450a0a0703070c062
€0256210d0e204120510d29222a051£1e594c2135375359 cryptographic-algorithm AES 256 CMAC
key 2129
key-octet-string 7
075c796£6£2a4c2642302£5c56790e767063657a4b564£2156777c0a020228564a32780e0472007005530
c5e560£04204056577£2a222d056d1£5c4c533241525d cryptographic-algorithm AES 256 CMAC
key 2193
key-octet-string 7
07577014195b402336345a5£260£797d7d6264044b50415755047a7976755a574d350b7e720a0202715d7
a50530d715346205d0c2d525c001£6b5b385046365a29 cryptographic-algorithm AES 256 CMAC

switch# configure terminal
switch(config)# key-chain tunnelencrypt-psk no-show
switch (config)# show running-config rpm

!Command: show running-config rpm
'Running configuration last done at: Mon Jun 15 15:10:44 2020
!Time: Mon Jun 15 15:10:47 2020

version 9.3(5) Bios:version 05.40
key-chain tunnelencrypt-psk no-show
key chain inter tunnel-encryption
key 3301
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key chain kcl tunnel-encryption
key 3537
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
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send-lifetime local 09:09:40 Apr 15 2020 duration 1800
key 2001

key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key 2065

key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key 2129

key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key 2193

key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC

ROBNT, FTARRA L FEF—_TORELRLTWVET,

switch# show running-config cert-enroll

!Command: show running-config cert-enroll

'Running configuration last done at: Fri Apr 21 10:53:30 2023
!Time: Fri Apr 21 12:07:31 2023

version 10.3(3) Bios:version 05.47
crypto key generate rsa label myRSA exportable modulus 1024
crypto key generate rsa label myKey exportable modulus 1024
crypto key generate rsa label tmpCA exportable modulus 2048
crypto key generate ecc label srcl5 ECC key exportable modulus 224
crypto ca trustpoint srcl5 ECC _CA

ecckeypair switch ECC_key and so on

revocation-check crl
crypto ca trustpoint myRSA

rsakeypair myRSA

revocation-check crl
crypto ca trustpoint tmpCA

rsakeypair tmpCA

revocation-check crl
crypto ca trustpoint myCA

rsakeypair myKey

revocation-check crl

WOENL, NTFTARRAY N FCOIHMHAE LTV ERLTHET,

switch (config)# show crypto ca certificates myCA

Trustpoint: myCA

certificate:

subject=CN = switch, serialNumber = FBO22411ABC

issuer=C = US, ST = CA, L = San Jose, O = Org, OU = EN, CN = PKI, emailAddress =
abcl@xyz.com

serial=2F24FCE6823FCBE5A8ACT72C82D0E8E24EB327B0C

notBefore=Apr 19 19:43:48 2023 GMT

notAfter=Aug 31 19:43:48 2024 GMT

SHA1l Fingerprint=DO0:F8:1E:32:6E:6D:44:21:6B:AE:92:69:69:AD:88:73:69:76:B9:18
purposes: sslserver sslclient

CA certificate 0:

subject=C = US, ST = CA, L = San Jose, O = Org, OU = EN, CN = PKI, emailAddress =
abcl@xyz.com

issuer=C = US, ST = CA, L = San Jose, O = Cisco, OU = EN, CN = PKI, emailAddress =
ca@ca.com

serial=1142A22DDDE63A047DE0829413359362042CCC31

notBefore=Jul 12 13:25:59 2022 GMT

notAfter=Jul 12 13:25:59 2023 GMT

SHAl Fingerprint=33:37:C6:D5:F1:B3:E1:79:D9:5A:71:30:FD:50:E4:28:7D:E1:2D:A3
purposes: sslserver sslclient
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CloudSec Z &/ L 7=tz % 1 7 7% VXLAN EVPN < )L F 4 1
~ DIETRBORT

WD a<r REMHH LT, CloudSec it FiAHH L T *% =27 VXLANEVPN < /L F ¥ 1 b
EFRREFIZZ VT TEET,

av R ]3]

show tunnel-encryption statistics [peer-ip CloudSec #ffi [ L 7= & % = 772 VXLAN EVPN
peer-ip-address] ~NVFH A NOMEHEREFE R LET,

clear tunnel-encryption statistics [peer-ip CloudSec Zf#i [l L 7=t % = 7 72 VXLANEVPN
peer-ip-address] VTV A NOEEREZ VT LET,

W OFIE CloudSec il L=t % = 772 VXLANEVPN <~ /L F ¥ 1~ OFEHEHROBI 2~ L%
KR

switch# show tunnel-encryption statistics
Peer 16.16.16.16 SecY Statistics:

SAK Rx Statistics for AN [0]:
Unchecked Pkts: 0O

Delayed Pkts: 0

Late Pkts: 0

OK Pkts: 8170598

Invalid Pkts: O

Not Valid Pkts: O
Not-Using-SA Pkts: 0
Unused-SA Pkts: O

Decrypted In-Pkts: 8170598
Decrypted In-Octets: 4137958460 bytes
Validated In-Octets: 0 bytes

SAK Rx Statistics for AN [3]:
Unchecked Pkts: 0O

Delayed Pkts: 0

Late Pkts: 0

OK Pkts: 0

Invalid Pkts: O

Not Valid Pkts: O
Not-Using-SA Pkts: 0
Unused-SA Pkts: O

Decrypted In-Pkts: O
Decrypted In-Octets: 0 bytes
Validated In-Octets: 0 bytes

SAK Tx Statistics for AN [0]:

Encrypted Protected Pkts: 30868929

Too Long Pkts: 0

Untagged Pkts: 0

Encrypted Protected Out-Octets: 15758962530 bytes
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\)

GE)  FURAKSALOREHE®R T, BNy FOEMEFRFIC T 70y D Fay 7R bR
L%EE, MOWTNNAOHANREZ bIET,

Ny MIV A U4 RUDHTZEINT T2, FEEINLTWET,
o FUFABESALE T AR L TV EE AL
s KEECEX 2V T 4 VR BH T,

ZOXEIBRRITIZ, HETDHYE— N ET TR XAESLET 2R L TOOEREL.,
7 tviarE Yty FLTHERMTALERHY £,

CloudSec Z &/ L 7=tz 1 7 7% VXLAN EVPN < )L F 4 1
k D EXE B

Wiz, keychain Zff i L T 27 VXLAN EVPN ~ /L F %1 hEHERT DB 27~ LET,

key chain kcl tunnel-encryption

key 2006

key-octet-string 7 075£79696a58405441412e2a577£f0£077d6461003652302552040
a0b76015a504e370c7972700604755£022230c03254323277d2£5359741a6b5d3a5744315£2fF
cryptographic-algorithm AES 256 CMAC

feature tunnel-encryption
tunnel-encryption source-interface loopback4
tunnel-encryption must-secure-policy

tunnel-encryption policy pl
window-size 1073741823

tunnel-encryption peer-ip 11.1.11.11
keychain kcl policy pl

tunnel-encryption peer-ip 11.2.11.11
keychain kcl policy pl

tunnel-encryption peer-ip 44.1.44.44
keychain kcl policy pl

tunnel-encryption peer-ip 44.2.44.44
keychain kcl policy pl

interface Ethernetl/1
tunnel-encryption

interface Ethernetl/7
tunnel-encryption

interface Ethernetl/55
tunnel-encryption

interface Ethernetl/59
tunnel-encryption

evpn multisite border-gateway 111
dci-advertise-pip
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router bgp 1000

router-id 12.12.12.12

no rd dual

address-family ipv4 unicast
maximum-paths 10

address-family 12vpn evpn
maximum-paths 10

vrf vxlan-900101

address-family ipv4 unicast
maximum-paths 10

address-family ipv6 unicast
maximum-paths 10

show tunnel-encryption session

Tunnel-Encryption Peer Policy Keychain RxStatus TxStatus

11.1.11.11 pl kcl Secure (AN: 0) Secure (AN: 2)
11.2.11.11 pl kcl Secure (AN: 0) Secure (AN: 2)
44.1.44.44 pl kcl Secure (AN: 0) Secure (AN: 2)
44.2.44.44 pl kcl Secure (AN: 0) Secure (AN: 2)

WOBENL, 77 MU R A—h =y 7 E2FELT, BGW DO/ SR BRSNS AZT B HiEx
RLTWET, ZOFEIL. vPCBGW 73 BGP TE 7 vPCBGW DO PIP 7 RL A &84 4% L
EIITbNET,

ip prefix-list pip ip seq 5 permit 44.44.44.44/32 <<PIP2 address>>
route-map pip ip permit 5

match ip address prefix-list pip ip

set as-path prepend last-as 1
neighbor 45.10.45.10 <<R1 neighbor - Same route-map required for every DCI side underlay
BGP peer>>

inherit peer EBGP-PEERS

remote-as 12000

address-family ipv4 unicast

route-map pip ip out

VIP2ERTE5TILFHA FHSPIPEERTATILFY
14 b~DFBIT

VIP 2T 25~V TF VA 06 PIP Z2EHT ATV A MCALA—XIIBITTHITIE, K
DFNEZFEITLET, BITIET—EIZ 1 2OV A FhTIEITTHHXLENHY £, BITHDO T
T4 VHRKITE/RICIZ DS ENTEFET,

1. TRTOVA FDOFTXTDOBGW % CiscoNX-0SY U —2935) LD Y V—RIZT v 77
L— }“ Lij«o

2. T _TOBGW TBGP Ix kK XAZRELET, ZhiL, ESIXN—Z2D MAC v /L F /828
SOBGPAREVPNZ A4 2B L OZ A F5L— DT _XRTORXT AN KRy FE2F 7 a—
B35 7 Ic BT,

3. BITTAYVA a1 OTOBIRLET,
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12O BGW #&&, FIUY A FOBGW > v v h& 7 L%d, NVEshutdown =<
RZEAL T, BGW 23 v v hE T TE 9,

N7 74y OEKERBETSHIZIE, 7277 4772 BGW TPIP 2 2 /-~ /VFH A b &
BT DA EMAE L E3, Zhcky, RTYHA hov vy &7 BGWZEVPN
N—FEROETZENTEE720D, UE—FBGWIIT 7T 4 7BGWEIFIC T 7 4 v
7 EEELET,

dci-advertise-pip 2~ > RZFHEL T, 777 4 772 BGW TPIP #ffifl L7=~/LF %1 |
EHEZLET,

PIP xfiis BGW % fifi . 7o~ /v F 1 M, {42 ESI @ EVPN EAD-per-ES /L — F &7 R34
ARXLET,

PIP %/t BGW #1527~ /L F WA hix, (RAEESI. *Z A b "> 7% PIP 7 KL A, PIP
A H—T x4 AMAC % RMAC (%9 25%548) ELTDCIWZT RAX AL XLET,
77 7Y I ~DEVPN ZA T 2BINEZA T 5L— DT RRE A XZETHLEEITH
D EH A

MAC /V— M ESI CZigENb &, UE— F BGW X ESI X— 2D MAC v /VF XA %EH
1ITLET,

dci-advertise-pip =~ > FZ A LT, ALY A hDBGW Z—IZ 1 DT OfEkx L. PIP
TYNALTFHA P EAEMILET,

ESLIZT_RTORUYA b BGW LRUTHAH=H, UVE— Tk BGW £ MAC /L— k@ ESI
N—2D MAC v /VF X2 EEITLET,

UE— s BGW TiE, BGP 13/ 2%~ /LF X2 L U TEIRL, EVPN ¥ A 7 5/L— hDF
NRTCOXI AN Ry TeXdyra—RLET,

BtFdD vPC BGW D 3217

Cloudsec Z i Tx % L 912, BEFED vPC BGW % A L — XIZBATT HI12iE, IROFNEIZHEW
FT, BITIZT—EIZ1o0OY A b TEITTHMLERH Y 9, BITHO NT7 7 ¢ v 7 HKITHK
INRIZHNZ B Z &M TEFET,

1
2.
3.

i )57 vPCBGW %, vPC Cloudsec S 5 ST EHT DA A—JIZT v 77 L—RFLET,
VPCEH o FYV DA H—T A Anvel vy FFU L LET,
vPC 77 A < U T dci-advertise-pip Z#BZNLET,

A B =T Anvel NEFZVPCED XY TU v v b E— RIZR>TWDHIREET, VvPC
¥ H & U T dei-advertise-pip 2R L £ 9,

VPCEB L Z VDA B —T oA ZAnvel D% N T ERELET,
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Cloudsec D vPC R—%— #*'— by = 4 DHKR—+ .

Cloudsec D VPCR—F— S — kA4 DY HKR—F

WD hAR v P, Cloudsec @ vPC R —F— 7 — h 7 = A (BGW) OHFHR—rEZRLTWNE
—g—O

1: Cloudsec 0 vPC BGWH7R— ~

Mac1 = ESFS1(PIP1, PIP2) Mac1 = VIP2
Mac2 = ESFS1(PIP1, PIP2) Mac2 = VIP2
Mac3 = PIPL3 /Jﬂ Mac3 = Local
BL-3 \ Leaf-3
(VIP2, PIP3) |/ Fabric? pipts | 3, Mac3
b
J/"_"\\ Cloudsec site-2
[ DCIWAN %
\ Cloudsec site-1
Mac1 = Local (VPC) Mac1 =Local (VPC) '
Mac2 = PIPL1 Mac2 = PIPL1
Mac3 = ESFS2(PIP3) Mac3 = ESIS2(PIP3)

ESI-S1
BL-1 Site ESI BL-2
(VIP1, PIP1) (VIP1, PIP2)

BL-1/BL-2: Site-1 VPC BGWs (with dci-pip enabled)
BL-3 : Site-2 BGW (with dci-pip enabled)
H1MAC : Dual homed FW attachment

Maci =VIP1
Mac2 = Local
Mac3 = VIP-R1

504080

H2, Mac2

VPCIE, BGW DT 2 TV — L T X v F /i TT, BGWILTLEM.ED 72D DEH—0O VXLAN
T RARA 2 bELUTEBHICKEEEL., MO AL vy Fidd@om I 2 L— MEEIP T KL
A (VIP) #8F4TH5ZL10k>»CT7 7747 = FTHIELET, DCI LD VXLAN & 7 &
JbIZ, BGW VTEP D7 Z A4~ VU IP 7 KL A 2SN TNET,
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LR bR v U TIE, B A R HI/MACI 1%, Cloudsec ¥fitx? vPC BGW BL-1/BL-2 IZ7 = 7 /b
A—bEERINTWET, HI X, 777U v 7 ~DvPCBGW (VIP1) OB HZ U L—"T
Ny IPT RUATHERET RANZ AL XIET, 72720 DCLIZx L Tik, BL-1/BL-2 ®
MFNPIP & LTI ARy T Z2MHLTCHL 27 XA XL, A NESIH XA 72
NLRI (2B & E 9,

T=—% v X b LT vPCBGW @ Cloudsec #RED 5. dci-advertise-pip (37 A 7 2/% A 75
N—RIMRDCLIZT RANF A RXENDFIEICBE LT, BGP FIEAZEE T 5 L H 1Tk ST
F9, A MHBR Y NU—INOZEFE LT XTOXA T 2/% 47 50— ML, vPC BGW
DPIP L LTHXIZ AN KRy 7TZEHLTDCIIZT KX A XSINET,

WD VPCBGW X, TNZEND T TZ7A~VIPT RLAZEHLTL— ET KX A XLE
7, Site-ESTEYED Type-2 NLRIIZIBI S E T, vPCBGW EOFTXTOT = 7 VAR A k
I, PIP & LTHRZ A MRy FTT RAZ A XS ., ¥4 b ESLEMIZDCI 24 L TR S
F9, TRTOIMVAA ME, DCI~DPIP & LTHRI A MKy T TT RAZ A XE, A
N ESLEMEIEAMS L EH A,

vPC BGW 23T vPCBGW D PIP 7 KL A& E L, DCIAITY RAZ A X 5856, Wikl
D vPCBGW 725D BGP S AEMEIZFI Ui/ 0 £9°, L7ei-> T, DCIHH ./ — RIZPIPT N
L AZFIA LTV VPCBGW 20 B DR A ZRINT 5 Z LIZRHA[REMERH D £, 2D
FUVATIE, VE—F HA EDOOREEEINTIZ N T 7 4 v ZITMCT U o7 BMEHA S LE
9, vVPCBGW BGP (%, IRDBFEIZET vPCBGW D PIP 7 R L A &8 L £,

+ iBGP |Z vPC BGW [l CH Ak S v E 97,
*BGPIX, 777U v IO T o HE—Lv A N—TFT 47 o bhald: L THERENET,

T U=V A N—T 4V Fua harlt LTHERHENS IGP, L OIGP /L — k2 BGP
AT S E T,

vPC BGW 7% BGP TE7 vPCBGW D PIP 7 RL A& SR T HE. 7T AT R L— |
~ v P HEE LT, BGW O/NAZRE R/ SNAZTHLENH Y £77,

UE— kYA FBGW TlE, ERHEG SN2 L35 A ME DO vPCBGW N HEE Sk,
W E G SN2 BGW S DA T, AS NANRWZOEE SN E T, L3R A MEF
L3 %y NU—27 R VvPC T BGW IC ZHEH SN TV OGS, = —H /L /XA T T D vPC ~
T CIIRENET,

vPC BGW CloudSec BRADIssRa > /\— 2 VR

ik, B—DN—F RNy f v Z—T A ZAINVEEETLA L Z—T oA AL LTHES
L, VPC a2 7Ly 7 A@PIP & VIP Dl FER I TWVWET, CiscoNX-08 UV U —RA
10.3(2)F LA CliZ. CloudSec %fi& vPC BGW (Z{HBI D N—T 3 7 4k T& £97, vPC &
BCOa s N—=V = 2% M LS5, NNED FCEELET=—F ¥ A MIPT FL
AN DN —T N 7 A B —T A AEFEHTH LB LET, EEILA ¥ —
Tz A AHERENTWHAIPT RLVAZVPC /—FKOPIP THY, T=—F v Ap A X—
T A AKEHRENTWAHIP T RLAZZFDVPC 2 F Ly 7 ZAD VIP T, NVE ==—
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XX AR A H =T 2 AHEHRINTWVDEEE, NVE YV —RA f X —T =2 ATREIN
o2 U IPIERNEN 2N LIZEE L TLLEE N,

Ao —T Ny 7 2T 5L, DCIHlZ5EEE T 5T 2 7 VR EVPN 2 A 7 2 B L OV
A TS5 T 74070 NN—x UANKEINLET,

I=——F¥YRAMAVA—T 4 A~DFAT

=P —NE=—F Yy AN A U H—T oA AEEELTZWGSE, 22— —I3EFORET A
VE—T oA ARG L, EFETA A —T 2 AL T —F Y A N A E—T oA R
DO CHER T HILENDHY 9, Zhicky, KRNI 7 0 v Z7HRENEAELET,
FTRTOZY—v 74—V NEBTIX, lBESNTZar N "—T  ADRMEZ EREET 57280
W, BEILEAH T2 AL =—F Y AN A U F =T 2 A ADOM G EHETHI LR
B LET,

vPC BGW CloudSec BRI DRIV N—S VR EFERALIZNVES V2 —T 4 ADER

Z—H—1F. vVPCBGW DONVEREELA v F—T oA AL L HIlo=—F Y AN L F—T =
A ABREETAHLENHY 3, BHIED VXLANVG B TIZ. BELA v Z—T =/ AL
XX AN UH =T oA AW G ERETDH 70T a = IR TTIFELTOET,
VXLANV4 D VPC 2 R—V 2 VA HWET AL, T=—F v A N F T g UBNMETT,
RER

interface nve <number>
source-interface <interface> [anycast <anycast-intf>]

iBGP Yy a v DEH

T B — LA IPV4/IPVv6 =% ¥ A N iBGP & v ¥ 3 %, vPCBGW v¥'7 / — NI Tk 5
VERH Y F4. T, vPCBGW T DCI 5B O X — (IS T 5729 TF,
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