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Ro=7 TANTI7®AKRAL LM (TAP) PMEHA I ET,

Xy NU—27 o 7X, Xy NU—V 2@l T 57 — X ~OEEA T4 T 72 ANAHE
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TRTOI I T4 72 AL—RXTBEBIEETH, AT —FE2ZDE=F R—FMIb=
=957, =R "=T 4NV v A TEHE01280 %7,

TAP \ZIZROFERH Y £,
« BT HT — ARk E AP A EE,

e B9, Ry PU—ZIZL o THREEND Z &1L WHERITHHET FLy v s
R

o« —HED TAP 1X, 70HE TAP T HHMEDH D TNV A T A 2 NRU—%HR— |

Fy MU= Oxy VERIMEAT y VBT AV — —[MT7 — X EE T B A& wefR
LE2ET28E, FHRERY NT—I DA F—Fy b =y P TRABEY 2T 4 (IPS)
TTIAT LRI T 7 4 v 7 Oa—%td 28545 TH, XY MU —7 TAP %, &EN
DIFET R CTOEFTCEHTE LT, 72720, KEBBREIC Ry N —27 ¥ v T HEAT 5
By B OIANBPNY, EHOBEMES N L, F—7 VEROMENE T 9,

TAP 75 )5 — 3y

TAP 7 7V —vaid, 7—X BV X —DFAIDE=F VT ENT TNV a—T 4V
NN HORFEY ) 22— a T, HEOT A 72782 KA+ (TAP) OEXEZFA]
L. BEOE=XY 7 VAT NIRRT HE T A RERETHZ & CHIELET,
BT T TV —=vary AL v FiL, ERTLINENS LTy NS LRy hU—7
T7 TV v ITHNOREDKRA L MITR_RTCOE=Z—V T TNRA RE) 7 LET,

By TITIF—ay AL vF VU 2—3 9 TliE, Cisco Nexus 9000 > Y — R A A v F
. Ty hOFE=FZ =V U TIZHAEDORW, Xy NT—7NOIEIERFA 2 MIEHf S
NET, &y NIT—JHEHENS, AL v F RA—KT7FZ74H% (SPAN) F72I13% TAP %
FEHLT, ZOTAP| 77V —va ALy FICNT 7 4 v 7 7Ja—%BEEXETEET,
TAP 7 7V —vay AL vy FHKE, xRy hTV—2 777V v I7HNOA R hEE=XT
HI-OIERENDTXTOOITY —MCEEER SNE T, TNODE=H Y 7 T34 X
IZiZ, VE—hrE=XVJ 27 (RMON) Yu—7, 77Ul —ar 77,47 74—, IPS
TNAA, BEOWYry b A=T77 VY—ARNEGENET,

WEDNT 74w 2%T4NZ) 7 LTIOUEDY =Y XA L7 T 589 ICTAPT
TVF—va v AL v FERETEET, VT T74 v I 2EBEOA X —T A AV HX AL
7 hFBEDIL, vATF Xy A TN—TRAL yFORFTER SN, VFAL7 b YR
FO—ETHIA L H—T = ARA A= F— & LTEMENET, VFA LT L T2
varuEfOT /A arbr— YR L (ACL) R v—0RA ¥ —7 x4 ATHHA ST
Dl ERESNIENE~ LT X v A N F—TICACL V=BT D b T T4 v I N Y &
AV7 hSNET,
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TAP £HIDEFESIH L FHINEIR
)

GE) AT —LOFEHRIZONTIE, U U —2FED [Cisco Nexus 9000 Series NX-OS Verified Scalability
Guide] &ML T 7230,

TAP 7 7Y 7F— a BT 5 EEFEEFNFHEIIRO LB T,
cTAP 7 7 U F—va

* T D CiscoNexus 9300 > U — X ZA » FH L V3164Q. 31128PQ. 3232C & 3264Q
ALy FTHH— P ERET,

+ 100G R— P THR—F SN ET,
c AA v F R=bFBILOAANGTRTORAYR—FSNET,

« Cisco Nexus 9200, 9300, X TN9300-EX > U —X Z A »F @D UDF X—ZD—EH T
IPv4 ACL #H%HR—FLE7,

« Cisco Nexus 9300-FX. 9300-FX2. 9300-FX3. 9300-GX. 9300-GX2. 9500-EX. B L
9500-FX 7’7 v b 7 4 —2b AA v FTHR—FINFET,

e HR—hENDBV XA VLT b A= ORKREIIN2 A H—T A ATT,
* Cisco NX-0OS U U —2 9.2(1) LAFE, MPLS # 78S TAP 77 A= a v 7 4 V4
1. IR®D CiscoNexus 77 v b 74 —Ah AL v FTHR—FINTWVET,

+ 9700-EX 35 KLV 9700-FX 7 A1 > 71— R &## L 7= Cisco Nexus 9000 77 v b 7 #— A
AA T

* Cisco Nexus 9200 77 v R 7 4 —Ah A A v F,
* Cisco Nexus 9300 77 v R 7 4 —AL A A v TF,
« Cisco Nexus 9500 A A v F,
e RD CiscoNexus vV —RX AL v F, FA L H—FBIXO 777V v 7 £ 2—)V T,
MPLS # " COTAP 7 7/ U A —3ay 74 VEITHR—FENTWERA,

% 1: Cisco Nexus 9000 > ') — X R A v F

Cisco Nexus 3164Q-40GE Cisco Nexus 9372PX Cisco Nexus 9372PX-E
Cisco Nexus 9372TX Cisco Nexus 9372TX-E Cisco Nexus 9332PQ
Cisco Nexus 3232C Cisco Nexus 93120TX Cisco Nexus 31128PQ

Cisco Nexus 3264Q-S
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% 2:CiscoNexus 9500 > ') — X S AV H—FHE LUV IT7 Ty EDa—)L

NIK-M6PQ NIK-X9632PC-QSFP100 NI9K-X9536PQ
NOK-S X9432C NIK-C93128TX NI9K-C9396PX
NI9K-X9432PQ NIK-X9464TX —

« Cisco Nexus 9700-EX 3 X T 9700-FX T 1 o 71— FiZ. IPv4, IPv6, L TUIMAC ACL I
LATAP 77V F— g v R—FLET,

L AV2ALUE—T 2 A ADIHENTAP T 7V F—2ar R v—%2YR—rLET, L
AVIALHE—T oA RATKRY —FRETXTETN, FORY —JEREL R 20 £
7,

s UX ALY b A=, BEL (TAP) A— &R LU VLAN O—E3THHIMLERH Y £
9,

o Z— UL, 1 DDA O —FHEUE L OLBEAT A VLERH D 7,

cTAP 7 7V —var RV —HA U E =T 24 ZADY XA M2 ANTH5E1F, A<—
ATERLS I r~T2y M) ZREDHLERH Y 3, 72& 21E. port-channel50,
ethernetl/12, port-channel20 72 & T3,

RN —H =Ty P A I =T A R ET D %A, MR TR, BaERA v
B—=T 2 A RAZATEZANNTHRERNHY 3, 72L& 21E, ehVlofbb Lethernetljl
ZANJ1 L, po50 Dt v 1T port-channel50 Z A1 L %9,

« tcp-option-length & VLAN ID 7 ¢ /L & Z [RIREIZfE 372 HTTP 2RI A — h S TunvE
Fho MFOT 4 NZEFRHIEET D &, ACEIZXIT D T 7 1 v 7 BEDFEEE L 72
BENRH ET,

* CiscoNX-0OS U U —2Z 102(1)F LA ClZ, TAP 7 7 U 7F— a3 VEEREIX 7 A B A2 L D
LT, BE#T S CLI 2T 2 R0, $ERED TAP 7 7'V 77— 3 » &R RT 2 BN
bV ES, 2L \nw77)7ava/ TIRAET % CLIOE A LLRT DR E TR0 -
Tea . ZOREEIX sysmgr D ISSU A > 7 AW 7 = — XAIC BBV AR SN E T, Z O
BEIZ. T ® CiscoNexus 9000 > ) — X ZA v F THR—FENTWET, T4 R
DOFFMZHONWTIE, AV v— HA FEMAT 5 Cisco Nexus 9000 NX-OS A~— bk 7 A
v 7] #SRLTIIESN,

* CiscoNX-0OS U U —Z 10.2Q2Q)F LARECiX, L2 A ¥ —7 = A AT TapAgg ACL &7 % > F
I BHHIIC, modetap-aggregation 2~ RERTETH L HIC LTI EE,

cELEBREENTWARVWER—KN Fy 2~ AL 7 F2EALTACL= b 2% E
TAHGE, 22— IR ESNTAR— N Ty XV ER THRET DL IITEETLILERD
D \iﬁ—o

* Cisco NX-0OS U U —2& 10.3(1)F BAKE, ®RAY72 Q-in-Q hF7 >V E— DA X —T = A
AT, /314 Z— VLAN # ¥ 7 M Cisco Nexus 9300-GX. NIK-C9504-FM-G, B kX
TN NYK- C9508-FM-G A1+ F B LT NIK-X9716D-GX 71 » I — R THHR—FEh T
FT0N, LLFOHIRRH Y £9,
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* VXLAN WENI 72> TV DEE. ZOMEEFYR— S EtA,
o« VAT h LoULEKR TR K 7000 DAEVXLAN LA b= hY, BLOR—FZ &
\2 4000 D= MU BFEESZ ERTEET,
e ASIA v H—T 2 A AT _HE VLAN Z J %234 521X, ;RO L HIC
allow-multi-tag =~ > RZE L KT 20ERH Y £9,

« Cisco Nexus 9300-FX2 A A v F T, NDB O SN TWAESICEY 20w F
AT AILENHY T,

switchport trunk

* Cisco Nexus 9300-GX/GX2 A A v F Tix, NDBBIHEEIN TWAEAETHLZIDa~v
RiZWESH D FdA,

MPLS X )W EHIZDLNT

Cisco Nexus 9000 >V — X 2 A v FDASIR— ME, EFEFEhh~LF7a ha) T &
Ay Fr 7 (MPLS) Ty s ZAT%#ZELET, MPLS * Y NU—2 DKT =2 /"7y b
WZIE 1 DU ED T Ny Z—=RH0ES, ThoD Ty MIVFA LI R 77 8R 2
Y hoa—n JUA K (ACL) IZESWTU XA L7 hanEd,

7 L%, Forwarding Equivalence Class (FEC) ZHRFET D7 DICHH I D431 FD[EH
ERO =TV THZHBF T, BED/Tr y MIRESNTND TME, D37y
RAEID BCTHATWDFEC R LET, KOV HE—% bbb 7,

* Label : 7~VLOfE GEREE L) . 20 By b
«Exp : RBRAEM. 3y b, HE, —ER 7T (CoS) 74 —/L K& LT
S AFZYID—EFT, 1Y I
« TTL : f7fe rIRERER, 8 B b
BREORy NT—2 F=X Y7 YV —)LTiE, MPLS b7 7 4 v 7 DE=X Y 7 L53HTIX
TEXERHA, EEORY NIV Y — /L TCMPLS N7 7 4 v 7 ZERITEH L H12T 51

IZ. MPLS A F VU v 7HEREZ AN T D MENH Y £, ZOEEIXZ. N7 7 4 v 27 D MPLS
TGP N A= WORE, T T4 v I BT F VT TAAL A EZA LT NLET,

MPLS X M) wEVTICEAT A EEFEHEFIREE
A\

GE) A= OFRIZHOWVTIE, U U —2FEED [Cisco Nexus 9000 Series NX-OS Verified Scalability
Guide] 2B L T &N,

MPLS A bV v B2 ZIZBET AEEFH L HNFRIZKRO LB TT,
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* Cisco Nexus 9700-EX B LV 9700-FX 71 > Z— KiX, MPLS X hU v v’ 7 % ¥ KR— |k
LTWEHA,

« CiscoNX-0OS U U —Z 102(DF LA, 9 _CHOX v 7 77V F—va v BLOA LY o
VUSREIC R L CHBER y T TN = 3 v E AT HRERH Y £,

*MPLS A N U w B 7 HBHITHENIT, TXTDOLAY¥3IBLOVPCHEBEAR NI L FE
‘ﬂ—o

« AXT 47 MPLS, MPLS B 7 A b b—F 4 7 BEOMPLS 2 b U v B 7 %A
FRCEZNCT 2 2 LT TE EHA,

eMPLS 2 b w B U ZIWZEBBRETAASA v F—T = A4 AT, TAPERNDAEINZ /2> T3
VNGB F9,

s BUDFEIENZ N7 v N EERET H20IE, AIA v F—T A ADV XA VI N T U
TarvEMRALTEy T TSV F—2 3 ACL ZRETAVLERHY £7°,

« MPLS A kU » 7# . SMAC XA A1 »»J mac (show vdc) (ZZ& ¥ X 41, DMAC (&
00:00:00:ab:cd:ef IZEESNFE T,
sHIBRES =Xy RIS IIA v ¥ —7 = A RiX, FFA] VLAN & L TD VLAN

| BFET A VS =T 2 A ATHLRER DY £, WA v F =72 A RF, T7 4
VR TTRTOVLAN BRHFRIEND b T 7 & LTRETDHZ EEHERELET,

¢« A MU wEUZIZIPPACLIZEASWNTEY, AR v 72 MAC-ACL 225 2
LITTEEEA,

eMPLS A MU w B Ji%, IPv4 b7 7 4 v 71K L TORYER—FEINFET,

eMPLS A N v B 7 Ry hDFE, R—=FF v a—RK RT3 7R R— b
SnE,

LAY IANYH = R=ZADN 2B A T4~y = R—=Z2ADNy ¥ 2T R—
FERTWETR, LAF 2~y A — _R—Z2D Ny 2 2T P R— F SR THER A,

*« MPLS 2 b U w B> 7 B8 VLAN ITHERF S U EH A,

* CiscoNexus 9200, 9300-EX., B L U9300-FX 77 v b7 —Lb AL v Fi%, VEA LT K

A= MO EEEND Ty b~D VLAN DX X0 7Y R—rLET, A/HHR—
ME, A =%y NELITFR—F Fr x0T Td, VLAN & 7%, BHER— b
RENOEEBENET, AN EZ—T 24 ADFLWACLEZ, A % —7 =1 AVLAN
BT D VLANEIZBIEfT T 72T 230,

« —EBEDUVHAA LI FR—1F URAMEFFOTXTOACE $#FED VLAN ([ZBHHEAT T Bz
ACLOFT) LT, "—FRy=z7 = M) 2EY LB TES, BHEDACEHD — K
7= 7THIRIL 50 T, 50 %25 ACEZRETDHZ LILZTEEHA,

*MPLS A b VU w7 IE, MPLS 7L XA Z v 7 DL A Y37y hTOLYER—FINFE
KR
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» Cisco NX-OS Release 10.2(2)F LAFE TiX, IPv6 IE Cisco Nexus 9300-EX 77 v k74— A
AV FTORYFR—FEINET, 7272L, VPLSA Y v 7B I OHEIY — K37 » k&
MU I3 FR—FENTWVEREA,

* Cisco NX-0S U U —A 10.2(3)F LLFE, OFM ~X—AD MPLS A h U v B> 7 NBINEN T
WET, HLWVOFM X—ZAD MPLS A h U v B 7 Ltk d 3 tF cEx ¥ A, §¥F
HMZ DU TiL, Nexus Data Broker D~ &% A U v BV ZHEREDORERL O OFM ~X— A D
MPLS ~v Z— A hY v 7D 7y a 28R LTLLIEEN,

e B LUV OFM X—Z D MPLS %2 U v B Z#REIZ. BEITMPLS A hY w7 L
VXLAN, iVXLAN, GRE, ERSPAN ~v ¥ —72 EDMD X A T D~y H— A K v B
7L OIFNVERGEICORMER L ET,

DA RY v o UHERE & OIENRME R WS BEfFOMPLS 2 R U v ¥ SRR,
MPLS A N v B> 7 &5 X xR — K LET,

TAP 7 )5 — 3 NERTE
SA42 H—EDTAP £EHDA 2 —TILiE

Cisco NX-0S U U — 2 7.0(3)I7(2) LAKE ClZ. 9700-EX 35 L OV 9700-FX 7 1 > — R&{i§ 2 7=
Cisco Nexus 9500 7'J v b 7 4 —2h AA v F O TAP EHNEH N TEET,

Flig
ARV RFEREET7TIVa Y B8
Z 5w 71| configure terminal Zu—sVREE— Rl L7,
i -

switch# configure terminal
switch (config) #

AT 72 |[no] hardware acl tap-agg Cisco Nexus 9700-EX 35 X TV 9700-FX 5
11 A2 I— RO TAP £ &2 Hh L E
K

switch (config)# hardware acl tap-agg
Z D =a= > i, Cisco Nexus 9300-GX
BEU9B00-GX2 77 v R 7+ —2Lh R

AvFTHURETHY, Vu— FPRH0E
ZIRDGEDR DY T,

AFvF3| (f£E) copy running-config Frar 74 Xal—vark, AL—
startup-config Ny arr7sFalb—arila
15“ : [:O‘_I_/i‘j—o
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TAP 75 U5 —LavBEUMPS X b v EV S0 |
. TAP &£#7KR 1) > —DEE

ARV RFERFTIVaY B8
switch (config) # copy running-config
startup-config

[o] ~ E =
TAP £ O —DRTE
IP77%Axarbr—i )AL (ACL) £721XFMACACL C, TAP7 7 U 7/ —2 g R
V—hBRETEET,
1R BHEIIZ

IPv4 R— b ACL %7213 MAC "— k ACL JH® ACLTCAM ® U —¥ = > ¥ X%, hardware
access-list tcamregion {ifacl |mac-ifacl} =~ > FZH L TRET 2HLE R H Y £9°, hardware
access-list team region ipv6-ifcal =~ > FZfEH L T, IPv6 "— h ACL ® ACLTCAM Y — =

VYA XERELET,

FEAMIZ OV TIE,  [Cisco Nexus 9000 & U — A NX-0S ¥ = U T 4 OFFEH A K] & TACL

TCAM U —v a v %A XDRE] 2R LT IE30,

\}

GE)  F 7L FTlE. ifacl & mac-ifacl D7 OFEE YA X1x¥ 2 TT, TAPEK AV R— T35
121X, ifacl 7713 mac-ifacl V — 3 N+ N ZED Y TALENSH D £9,

FIE
ARV EFERERTIVa Y B
Z T 71 |configureterminal su—sN b ar7Z 4 Falb—g s
51 T— NZRmLET

switch# configure terminal
switch (config) #

R T 72 |featuretap-aggregation Z oy THEMNCEE T S CLI g% E T X
Bl - 7,
switch (config) # feature tap-aggregation| (G¥)
switch (config)# Cisco NX-0OS U U —210.2(1)F LAKE, LL

IO Y U — 208 Z OMERE 2 2 7= 38r
LWNX-OSVUU—A~DYT7 hy=T
Ty ST L— KT, BAR—FEnT
Wb~ kU w7 ATISSURZE T L7125
G, BEEX v TT TV = a VERE
NHBRICAER SN ET,
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AU RFERETOVa Y

B8

ATvT3

wKOWTNHDa~y RE AT LET,

* ip access-list access-list-name
* mac access-list access-list-name

1

switch (config)# ip access-list test
switch (config-acl) #

switch (config)# mac access-1list mactapl
switch (config-mac-acl) #

IPACL Z{EE L CIP 727 kA U A b
Ay 7 4 Xalb—var E— FEHA
T DM HDHWIEIMACACL Z1ERK LT
MACT7 Z7EA VAN 7 4F¥z2lb—
varE'—REBMBLET,

ATv74

(L&) datisticsper-entry
i

switch (config-acl) # statistics
per-entry

Fry MU CHAERIIEG S DN
7y MEOMFHE RO E B L E
ﬁ—o

ATy TH

[no] per mit protocol source destination
redirect interfaces

1

switch(config-acl) # permit ip any any
redirect ethernetl/8

FMEZEIC N T T 47DV E ALY B
A5 IP £7212X MAC ACLL— /b
PERLET, 20wy Fo WFh
DNN—=Tarb, R v—mHD/—
Ry varrHlRTLZEEHY FE
Ao

GF)

TAP KR o —DA v H—T = A A
AT L EXIEL, EREARK LN
TLIEEW, f Vv HZ—T A ADY A
N ATTTHEXE, ar~<~TREIY,
AR—=A % ANIRNTL 2S00,

ATvT6

(LR
NLET,
* show ip access-lists[access-list-name]
* show mac access-lists
[access-list-name]
1 -

switch(config-acl)# show ip
access-lists test

ROWTNDa~ Y R A

switch (config-mac-acl)# show mac
access-lists mactapl

T _TDIPv4 £7-I1X MACACL, 5
W ED IPv4 £7213 MAC ACL &%
i—\‘ L/ij‘o

ATy T1

(f£&) copy running-config
star tup-config

1

FEiTar 74 Fal—rarr, AX—
NPy a7 X2l — g 022
[:O—Lij—o
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ARV RFERETIVa Y

B8

switch(config-acl)# copy running-config
startup-config

TAP 75 ) 5F—2 3 R)O—DAVEZ—T A ANDT R YF

TAP 7 7 ) 5= a V CHRESNZACLEZ LA V2 A v X —T = A AZHEATEET,

FIE

ARV RFERRTIVa Y

E]:)

&

configureterminal

1

switch# configure terminal
switch (config) #

Ja—)L a7 4 F¥Falb—g v
£ F%%ﬁﬁébij«o

ATvT2

interface type slot/port
1 -

switch (config)# interface ethernet 2/2
switch (config-if) #

BELIEA LV E—T oA ATKLTA v
B—TxA A A7 4 F¥al—var
- RERBLET,

ATvT3

switchport

1

switch (config-if)# switchport

LAX3IA L E—T 2 AL A Y2 A
VHE—T oA RTEERELET,

GE)
AE=T2AAABLAY2A 0 F—
TxAATHDL I LR LET,

ATv74

WOWTNhOa~<wr RE A LET,
* [no] ip port access-group
access-list-namein
* [no] mac port access-group

access-list-namein
1 -

switch (config-if)# ip port access-group
test in

switch(config-if) # mac port
access-group test in

TAP 45 TR E &7z IPv4 £ 721X MAC
ACLZA v H—T = A AZEH LET,
Zoavwry Ron X EEHT &,
A H =T A A5 ACL ZHIEEL £
e

ATvTH

(f£&) copy running-config
startup-config
1 -

switch (config-if)# copy running-confid]
startup-config

FEifrar 74X al—rarr, AX—
Ny a7 X¥al—vgila
[:O— L/iﬂ_o
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7'0/\4 % — VLAN TERK 0-in-Q AT 5

1R BRI

T NAF—VLAN ZRETHLERH Y 7,

FIE

ARV RFEEETI 3y

S

ATy T

configure terminal

1 :

switch# configure terminal

Ja—nR) a7 4 F¥al— g
E— FERBLET,

ATy T2

interface [f ' #—7 =1 A id
(interface-id) ]

1 -

switch (config) # interface Ethernetl/1l

P—ERAT AL F Ry NT =78
HENDEA L H—=T 2 ADA L H—
TxAfAAr74F¥alb—varE—
FZBithLEd, WA 2 —T7 A
A % 7213 EtherChannel 78— ~ F v 1L
EANTEET,

ATvT3

switchport

151

switch(config if)# switchport

AH =T 2 AL A Y2 AL VT
Y R—hELTRELET,

ATvT4

switchport modetrunk

1 -

switch (config-if)# switchport mode
trunk

AE—=T A AL ATY2 NT T
R—hELTRELET,

ATvTh

wKOWTNIOa~<y REASTLE
K

« switchport vlan mapping [vian-id
#iPH (Vlan-id-range) ]dotlg-tunnel
[4M4 vian-id (outer vian-id) ]

* switchport vlan mapping all
dotlg-tunnel [+ vian-id (outer
vian-id) ]

51

switch (config-if)# switchport vlan
mapping all dotlg-tunnel 300

~y /%% VLANID Z A L%
R

« vlan-id-rangel : 7 A X <— F v K
T—=0 Mo AL v FIZAD AL
~<— VLANID (C-VLAN) O#i
P, F87E T& H#aHIL 1 ~4094 T
4, VLAN-IDD A kU > 7% A )
TEET,

e outer vlan-id : —E A oA
H— Ty N U —27 OHEVLANID
(S-VLAN) # A/ L £, HE
T& DHPHIT 1 ~ 4094 TT,

AP 75— avsiUMPIS X R vEV T DR ]
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TAP7HUSF—2avBEUMPLS R MY v EL T O |

ARV FFEREETIVa Yy

S

ATvT6

switchport trunk allowed vlan vian_list

1 :

switch(config-if)# switchport trunk
allowed vlan 300

NI AV E—T A ADFA]
VLAN 3% E L E T,

ATy T1

WOWTNNDa~r RE A LE
B

* [no] ip port access-group
access-list-namein

* [NO] mac port access-group
access-list-namein
11 -

switch (config-if)# ip port
access—-group test in

switch(config-if)# mac port
access—-group test in

TAP ££4) TR E S 472 IPv4 £ 7215
MAC ACL %A > % —7 = A AlZji
LEd, Zoa<r RonofBR A
THE, A A —T A A5 ACL %
HIBR L £,

ATvT8

(EE)
1 -

switch (config-if)# mode
tap-aggregation
switch(config-if)# no shutdown

mode tap-aggr egation

TAP T 7 A —a v R —5RE
L= ACLDA B —T 2 A A~DT
HyoF A b LET,

ATvT9

(f£7) copy running-config
startup-config
i

switch(config-if)# copy running-configi
startup-config

FElTar 74 Xal—Tark, R
H— K Ty a7 4 Xal—a
IZae—LET,

ATy 710

switch(config-if)# exit

a7 4 X2l —arET—REKT
L/\gz—g—O

ATvINn

({I#&) switch(config-if)# show
interfaces interface-id vlan mapping

< VT DOEDWER

TAP 77 )/ 7—2 3V DETEDHER

TAP 7 7'V F— a VOREFREFRRT DI, KOWTNODOIEEEITWET,

avy kR

Sl

show ip access-lists [access-list-name]

B

T _XTCD IPv4 ACL F 7213 ED IPv4 ACL #F R L F
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avw vk =El:g]

show ip access-lists [access-list-name] | 4-=T» MAC ACL ¥ 7213/ E D MACACL #FE R L F
@—O

TAP 75 V)7 —< 3 O DERTEH

WIZ, IPVAACL CTAP 7 7 U — gy R —2H/ETHH 2~ LET,

switch# configure terminal
switch (config) # feature tap-aggregation
switch(config)# ip access-list test
switch (config-acl)# 10 deny ip 100.1.1/24 any
switch (config-acl)# 20 permit tcp any eq www any redirect port-channel4
switch(config-acl)# 30 permit ip any any redirect
Ethernetl/1,Ethernetl/2,port-channel7,port-channel8,Ethernetl/12,Ethernetl/13
switch (config-acl)# show ip access-lists test
IP access list test
10 deny ip 100.1.1/24 any
20 permit tcp any eq www any redirect port-channel4d
30 permit ip any any redirect
Ethernetl/1,Ethernetl/2, port-channel?7,port-channel8,Ethernetl/12,Ethernetl/13

WIZ. MACACL CTAP 7 7 U A —>ar RYU D —5HETHH R LET,

switch# configure terminal
switch (config) # feature tap-aggregation
switch (config)# mac access-list mactapl
switch (config-mac-acl)# 10 permit any any 0x86dd redirect port-channell
switch (config-mac-acl) # show mac access-lists mactapl
MAC access list mactapl
10 permit any any 0x86dd redirect port-channell

WIZ, TAP 7 7 ) r—vary R o—%LbAF¥Y2A 02 —TxAf AT X v TFTHH%R~L
i—g«o

switch# configure terminal

switch(config) # interface ethernet 1/2
switch(config-if)# ip port access-group test in
switch (config-if)#

MPLS X )W E VT DETE

MPLS X k') vy EV T DERNE

MPLS A N v B 7% 7 a— BN TE£9,
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1R BHHEIIZ

TAP7HUSF—2avBEUMPLS R MY v EL T O |

MPLS A F U v B 7 G T DRI, T XTHOLA ¥ 3BIOVPCHEREE BN LE T,

modetap-aggregation =~ > KZEH LT, TAP 7 7 U/ —a v KU v—%ET ACL # L
AX2A =T 2 A AFEIAR— N Fr 3T X v F LET, SOV TIE, TAP 7

TV —=vary R v—DA B =Tz ASDT X v F

Wy,

FIE

(10 =) BB LTLLEE

ARV RFERETIVa Y

E:)

&

configureterminal

1

switch# configure terminal
switch (config) #

T — VR EE— RE2BBLET,

ATvT2

[no] mplsstrip
f5

switch (config)# mpls strip

MPLS A ~ U w B> 7% 7 a—r Ul f
MCLET, Zoa~wr RO no B %
fE+25 L, MPLS A U » B 7348
b E 7,

ATvT3

[no] mplsstrip mode dot1q
fi

switch (config)# mpls strip mode dotlqg

VEAL LY b B= P07y D
VLANZ X 728N L ET, Z 7t
FI D HMENSH D VLANE, ASJAR—
THET I VLERHY £,

ATvT4

W,ZH: copy running-config startup-config

1

switch (config) # copy running-config
startup-config

FFar 74 Xal—vark, AX—
Ny arrg s Falb—v g iz
I:O*_‘Lji—g«o

VLAN 2 J DEER—

b DEXTE

VLAN # 7%, AEAR— MRENSEESNET, AJ/HDAR—=MI A —¥x v hE2iE
R—=F Fr X ONTANTT,

FIR

AR RFEEETIVa Y

E]:)

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

Jua—N) a7 4 FXal— g
ET— F&ERHEKBLET,
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VLAN 2 J DE{ER— b DERGE .

AU RFERETOVa Y

B8

ATv T2

interface type slot/port
1 -

switch (config)# interface ethernet 1/26
switch (config-if)#

ELIEA LV E—T oA ATKLTA >
B—TxA A A7 4 F¥al—var
F— REFEBLET,

ATvT3

switchport

1

switch (config-if)# switchport

LAYIA LA —T 2 A AL AF2A
VE—T 2 ATEFE LET,

GE)
AE=T2AAABLAY2A L F—
TxAATHDLZ LR LET,

ATvT4

WOWTIDa~y REASLET,
* [no] ip port access-group
access-list-namein
* [no] mac port access-group

access-list-namein
1 -

switch(config-if)# ip port access-group
test in

switch(config-if)# mac port
access-group test in

TAP 45 CREIE &7z IPv4 E£ 721X MAC
ACLZA v X —7 = A AWM LET,
Zoavry RonBXEFEHTS L.
A H =T xA A5 ACL ZHIBRL £
7

ATvTh

ROWTNhD A< REANLET,
* [no] ip port access-group
access-list-namein
* [no] mac port access-group

access-list-namein
1 -

switch (config-if)# ip port access-group
test in

switch(config-if)# mac port
access—-group test in

TAP ££4) CRXE S AL72 IPv4 £ 721X MAC
ACLZA v H—T = A AZEHLET,
Zoavry RonREFHT DL L,
A H =T A A5 ACL ZHIBEL £
7

ATvT6

(f£&) copy running-config
star tup-config
1 -

switch (config-if)# copy running-confid]
startup-config

FlTar T 4 Fal—rah, AX—
Ny a7 X¥al—vgila
[:O— Lij—o

AP 75— avsiUMPIS X R vEV T DR ]
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B wvris s <oieme s

MPLS S AR )LMDEMN & HIkR

TNRA AL, V=N TAP A VX —T =2 A THRHR T NV EZETHNTT L E2 )
Mg cEx 4, £/2. AXT 4 v 27 MPLS 7V ZBINEITHIRCTE £97,

1a s BRI

TAPT 7'V 7=y a v R =% B ELTA v H—T = AT X v F T LI OV TIE,
['Cisco Nexus 9000 Series NX-OS System Management Configuration Guide] % &ML T 72& 0y,
HEIDFESEIZ AT v R T 57201213, ANA v FZ =T = ZADVZA VI N T 7 ar
EHERHLCY T 77V 5= a3y ACLEZRETHHLENRH D £,

Fig
ARV REEEFET7IVa Y B
Z w71 |configureterminal Ta— ) ar7 4 ¥al— gy
Bl T REBALET

switch# configure terminal
switch (config) #

AT w72 | mplsstrip label 7L BELEAXT 4 w27 MPLS L%

B - BMLET, 700020 By MEDH
) . , DAIZ 1 ~ 1048575 T,

switch (config)# mpls strip label 100

GE)

ZOCLUX, DT T KRR r—v 7
T M7 Fr—h AL v TF &, [iE
EHIE EHIREE] O T MPLS A b
U B ZREREICIRE SN2 _To
TT v b T F—b A v FTHEHTE
S

« N9K-C93180YC-EX

* N9K-C93180YC-FX
* N9K-C93240YC-FX2
* N9K-C93180YC-FX3
* N9K-C93600CD-GX

[no] mplsstrip label {labe |all} =~ > K
X, FBELEAXT 47 MPLS 7%
NEHIBRLET, al A7 v a3,
RXTPOAZT 427 MPLS 7L % Hl
BRLET,
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simac7 KLzoEE [

ARV RFEREET7TOVa Y Be

AT 73| ({£E) copy running-config FTar 74 ¥al—vark, AX—
startup-config Ny ar7sF¥Fab—varila
15'] . I:b‘bgijﬂo
switch (config)# copy running-config
startup-config

585 MAC 7 L X DEETE

HIBR SN 7 L—2 D5 MAC 7 RLAEZRETEET,

FE
AV RFEEETIYa Y B8
X w 71 | configureterminal Ja—\ )L a7 4 FX¥al—a
Bl - E— NEBBLET,

switch# configure terminal
switch (config) #

R w 72 | mplsstrip dest-mac mac-address ~y X —nEEENEHE 7 L—AD5E
i - FMAC T RLAZRELET,
switch(config)# mpls strip dest-mac |MAC 7 FL AL, KD 4 52O\
B DR CHETEET,

* EE-EE-EE-EE-EE-EE
 EE:EE:EE:EE:EE:EE

* EEEE.EEEE.EEEE

ATw 73| (f£E&) copy running-config Frar 74 Xal—vark, AL—
startup-config Ny a7 sFalb—arila
5 - E—LET,

switch(config)# copy running-config
startup-config

MPLS SARN)L I— VT DERTE
FEHEN TS A F I v 7 MPLS TR — 70 M AEMEZERTEFET,
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Fig
AU REEETIV 3 Y B8
AT w 71 | configureterminal JTa— )L a7 4 Xz l—3a
Bl T REMBLET

switch# configure terminal
switch (config) #

AT 72| mplsstrip label-age % i X AF v MPLS 7L RT— T

B - v T AR EREELET (B) . #A
N , , 1% 61— 31622400 T,

switch (config)# mpls strip label-age
300

AT 73| ({£E) copy running-config FiTar74X¥al—arvk, AZ—
startup-config N7y ar7 s X¥al— gz
15'] : EO%LSE—;AO

switch (config)# copy running-config
startup-config

MPLS X b wEVTRTEDIESR

MPLS A bV v BV T ORTEEFRT HIZIE, ROWTNDOOIEEEITVET,

av vk B &
show mpls strip labels [label | all | dynamic| MPLS 7 ~VUZBET HIEHMERRLET, K
static] DAT v a v BRETEET,

o label : BRT BT ~L

cal : TRTOIT~NILEERTDHZ L AR
ELET, TR T 74NV DOF T3
T,

sdynamic: ¥4 73 v 7 TNV DOHBFER
THZLEEEELET,

sgatic: AZT 4 v TFTYLDRIRFEIRT B
TEEBELET,

wIZ, T_XTH MPLS 7L EERTHHZRLET,

switch# show mpls strip labels
MPLS Strip Labels:

Total : 3005
Static : 5
Legend: * - Static Label
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MPLS 2 kY wEL S hovassusArzyrynsu7 [

Interface - where label was first learned
Idle-Age - Seconds since last use
SW-Counter- Packets received in Software
HW-Counter- Packets switched in Hardware

Label Interface Idle-Age SW-Counter HW-Counter
4096 Ethl1/53/1 15 1 210
4097 Ethl/53/1 15 1 210
4098 Ethl/53/1 15 1 210
4099 Ethl1/53/1 7 2 219
4100 Ethl/53/1 7 2 219
4101 Ethl/53/1 7 2 219
4102 Ethl/53/1 39 1 206
4103 Ethl/53/1 39 1 206
4104 Ethl1/53/1 39 1 206
4105 Ethl/53/1 1 1 217
4106 Ethl/53/1 1 1 217
4107 Ethl/53/1 1 1 217
4108 Ethl/53/1 15 1 210
* 25000 None <User> 39 1 206
* 20000 None <User> 39 1 206
* 21000 None <User> 1 1 217

WRIZ, AZT 4 v MPLS 5~ VD LERTHHZRLET,

switch (config)# show mpls strip labels static
MPLS Strip Labels:

Total : 3005
Static : 5
Legend: * - Static Label
Interface - where label was first learned
Idle-Age - Seconds since last use

SW-Counter- Packets received in Software
HW-Counter- Packets switched in Hardware

Label Interface Idle-Age SW-Counter HW-Counter
* 300 None <User> 403 0 0
* 100 None <User> 416 0 0
* 25000 None <User> 869 0 0
* 20000 None <User> 869 0 0
* 21000 None <User> 869 0 0

MPLS A FYWET H9 38K USRILITRN)D

207

MPLS A R vV 7 Ao 2T~ )& 7 VT4 5100%, ROEEEZITNET,

avw vk E):g]

clear mplsstrip label dynamic MPLS T ~)L T —T B ZAF I v 7 TN
Nz N EIIVTLET,

clear countersmplsstrip TXCTOMPLS A N v T Ay B2ED

AP 75— avsiUMPIS X R vEV T DR ]



TAP7HUSF—2avBEUMPLS R MY v EL T O |
B vesxruvessomEn

RIZ, TRXTOMPLS A MY w7 A0 2% VT 3502 R~LET,

switch# clear counters mpls strip
switch# show mpls strip labels
MPLS Strip Labels:

Total : 15000
Static 2
Legend: * - Static Label
Interface - where label was first learned
Idle-Age - Seconds since last use

SW-Counter- Packets received in Software
HW-Counter- Packets switched in Hardware

Label Interface Idle-Age SW-Counter HW-Counter
4096 Ethl/44 15 0 0
8192 Ethl/44 17 0 0
12288 Ethl/44 15 0 0
16384 Ethl/44 39 0 0
20480 Ethl/44 47 0 0
24576 Ethl/44 7 0 0
28672 Ethl/44 5 0 0
36864 Ethl/44 7 0 0
40960 Ethl/44 19 0 0
45056 Ethl/44 9 0 0
49152 Ethl/44 45 0 0
53248 Ethl/44 9 0 0

MPLS X FUU W ESTDEHEEH
WIZ, AXZT 4> MPLS 7L Z BT 562~ £,

switch# configure terminal

switch (config) # mpls strip label 100
switch (config) # mpls strip label 200
switch (config) # mpls strip label 300

TOMDESEEH
AN

MERR X=aT7ILEA I

IP ACL ['Cisco Nexus 9000 Series NX-OS Security
Configuration Guide/

MAC ACL ['Cisco Nexus 9000 Series NX-OS Security

Configuration Guide]

R— M F ¥ X{HNy o ['Cisco Nexus 9000 Series NX-OS Interfaces
Configuration Guidel

VEe—h =%V (RMON) RMON DO E
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mazs
BE&EIE B X=aT7ILEA L
AA v F K HR—hk 7+ 744 (SPAN) SPAN D% &
A=A ['Cisco Nexus 9000 Series NX-OS Troubl eshooting
Guidel

I TAP 7Y =23 vEBEUMPLS R ) v EV YT DERK .
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