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« XML : Extensible Markup Language (XML) 33 J OY Adaptive Messaging Language (AML)
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IVEESET R AZRETEET,
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BELETOT7AIL

SEde 70 7 7 A I, ROBERNEENE T,

1 DOUEDOT T — bk IN—T 1 T T — FNOFRERFZ, FFED Smart Call Home A vt —
EEETDHTIT— DT N—T,

1 DOFELIFEROE A — NG ZOmET R T 7 A VI JUéT%ht?7%%7
N—TN ko> THAERM E 7= Smart Call Home X v B— DOZ{EEH ) A |
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b, 7V 7R, FHIEXML)
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Av—VEKELY HEWEA, CiscoNX-0S 137 7— b &AL EHA,

FEHIA v —U%2 B0 @B, ABITHEETIa Ly R— T I7— I N—7%FH LT,
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Cisco NX-OS 1, WO ERFHBIL T 7 7 ANV EYFR— N LET,

* CiscoTAC-1 : XML X v &—Y 74—~ h®D Cisco-TACT 77—k ZNV—T% VKR —FK L
9, 20T 77 AL, callhome@cisco.com V9 E A —/L a7 h FRA Y
=V H AR, BIOA v E—VEKEOTHEFATT, 207077 A VDT 7 4 )b
MERITENBEE TEEHA,
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Smart CallHome 75—k FI)L—7

77—k ZNV—T 1%, TP CiscoNexus 7 /XA A THR— |k X415 Smart Call Home 7 7 —
FNOEREHRY Ty T, TI9— M IIN—T52FHT 5L ERFEAEIIN AX D56
707 7 A NVICEET D —# D Smart Call Home 7 7 — b &38R T 9, Smart Call Home 7~
T IR ET O T AT VT — FENTWT IO T T — b I =TT D55

BELOT 77— T, Smart Call Home A v —VEKENLET 27 7 A VICRES AL TND

AyE—VERELFRUN, 2R ETHLGEDH, T 734 A% Smart Call Home 7 7 — b

EHSET 0T 7 A NVDEF AV DSEITEF LET,

WDOFEIZ, Y R—FEINDTT—h T N—7L, TF7— ks ZN—7HIZARK S 172 Smart Call
Home A vE—JICEFENDTF 74V MO CLI 2~y REAWERLET,

Table1: 75—k JIL—TELUEITSNBa7T UK

75—+ 45 |iH EfTEndavrr

=7

Cisco-TAC Smart CallHome 56 C |77 — b2 RIETHT
O, o7 I7—8 7 | T— K T A—TITHDIN
N—=TNEDTRTH | Tavyr REEfTLE
TIVT 4 AN TT— |7,
ko

B FE (B U 72 e iRy | show module
A BN show version

2k ZWriz & - T4k X 1 | show diagnostic result

7-A X b,

module all detail

show diagnostic result
module number detail

show hardware

show logging last 200
show module

show sprom all

show tech-support gold
show tech-support ha

show tech-support
platform

show version
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show diagnostic result
module all detail

show diagnostic result
module number detail

show module
show tech-support gold
show tech-support ha

show tech-support
platform

P
i

EBR, 772, BEO
BET 5 — N EDR
BE B R BT 5
PRV

show environment
show logging last 200
show module

show version

A RN

EENT—/L K7 — |
L7z%a. $£72IXFRU
O 1T FE 7213 HY
L BT TBA IR
EnbaryiR—xr b
AT —F R, ZDOT

77— MIEETRW\A
RN THY, FHRIT
AT —H AE L OME
MEICEH S LET,

show inventory
show license usage
show module

show sprom all
show system uptime

show version

FA A

TARBSABIOTA
T AEKIZEET D
AR b

show logging last 200
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Smart Call Home 7 5— 71— [

75— 4Y | EFEhdavU R
—77

SA L h— R|EREE= 1TV |show diagnostic result
N— R =7 |V h 2A v F | Mmodule all detail

E Y 2 —/WZBEET S | show diagnostic result
ARk, module number detail

show hardware

show logging last 200
show module

show sprom all

show tech-support ethpm
show tech-support gold
show tech-support ha

show tech-support
platform

show version

A== X | ZA—R— A P show diagnostic result
H e R U a— VBT S A module all detail
=T Nk, show hardware

show logging last 200
show module

show sprom all

show tech-support ethpm
show tech-support gold
show tech-support ha

show tech-support
platform

show version

Syslog port syslog PORT 7 7 31 | show license usage
group T AN &R TER S I | show logging last 200
BA~u b
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77—k T | EiTEhdavo bk
=7
AT A B OBEIZ ME 7 | show diagnostic result
7 =7 225 Ao |Module all detail
P L o> THER S 41 | show hardware
oAb show logging last 200
show module
show sprom all
show tech-support ethpm
show tech-support gold
show tech-support ha
show tech-support
platform
F Ak 2 —PF2RERR L 7= & | show module
M AyE—Y show version

Smart Call Home (%, syslog DEKE % | syslog "— k 7 /L—7 X v &—TO%Hid % Smart
Call Home O HE KIS E T,

BEDA X FARFEA L., Smart Call Home X v — %5 Te show (1285 L7=BAI1C, B
oD show 2~ REEITT AL, ERBBELDT T— N INV—T2 NAZ~< A XATEE
ﬁ‘o

show 2= FiZ, 7V 7FFAMBEIOXML G707 7 A MIZOHBMTEET, v a—

M 7R BT T 7 AT, 12834 FOTFHF R MIFIEBENTWAS72D, 1B show
a<wy REYR—KFLTWEEA,

Smart Call Home O A vt — LRX)L

SmartCallHome Z {45 &, BAFICESWTRA Yy E—V2 T 402 ) 7 TxET, &€
FBHEHELIT—PESSLE T 7 7 A V%, 0 (R/INBAE) ~9 (RKBELE) £ TO Smart
CallHome L EVMEEBEHEMITFT A ZEMTEET, T 74/ MI0 (BAvE—T%REE) T
—é—O

syslog EE K& %, Smart Call Home X vt — LU~ v BV 7 &R T0ET,

\}

Note  Smart Call Home & Syslog (T #7422 HEAEZMHH L £+ (KDOEEZSM) . Smart Call Home I3,
AvE—Y TFANTsyslog A vE—Y LULEERLEHA,

WDFIZ, 4 Smart CallHome A v & — L-ULDF—U— KL syslogih—h 77—k 7
=T DFNIET D syslog L~V ERLET,
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Table 2: EKFE & syslog LNILDT v ELY

Smart Call Home D ES .

Smart Call Home | +—7— |Syslog L \JL |EtAR
LRIL K
9 Catastrophic | 5% X472 L X MU — 7 BRIZERI 7R EE A LT
iﬂ_o
8 Disaster | 3%X472 L Xy T —ZIZERKBREENRLEOET,
7 Fatal L= W(1)) VAT NHME A FTRE 7R EE,
6 Critical 77—k 7 VT 4 TNV IRRIT, ISR T D LB
(1) HYET,
5 Major wEE (2) HRAIREE,
4 Minor T 77— (3) |EAKIRIREE,
3 i %75 @) A IRAE,
2 I8 N wwE (5) AW EI S LOE#RA v —U T, file
BIfR L 72y, BHEMEDRWEE T,
1 e i (6) FEAERREICIR D Z & 2R d i8S X h T,
0 Debugging | 73 7 TRy T Ayt—,
(7)

Smart Call Home ) B

VAT L EEY— R ERE ATV A EEA X, Smart Call Home H— B A B ERTE £,
Smart Call Home |%. SmartCallHome A v — %54 U, 35 i & HESEHE 24240 U $ 9,
BEE ORI, FRZA T A4 V2R E IOV TIE, TAC IZ Automatic Service Request 23 fFk &

NET,

Smart Call Home {213, ROBEERH V F 7,

s BN IR T S A NNV AFT=H Y T L VT IVE A LOZBET 77— |,

» SmartCallHome A v & —T D0Hr, MEIZSU T, BEI—E RER GERIZRBZRTEHRN
GEND) BIEREI., M4 T2 TAC F— LI —F 4 7 SNbH 70, REEmk% s
Wb TExFEI,

X 2T A Y UHREDN, TEHOT S ANLEHE, FIIEHTTP 72 %o 4 —n
Xy vn— RA[RERIRE S — F U = A (TG) ZfFH L irbivEd, TGEKHKRA vk
I, BEOT NNA A R— T 258F3eX2 ) 7 0B HIZE T, T304 A% A
VA= y MIEEER CXRWGEAICERTE T,
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B 5 s~—=2x~—vozxssn

e 5P 5 Smart Call Home 7 73 A A @ Smart Call Home A v — B L OHESEEIE, 1 o
VR U, REBHR~D Web 7 7B A, ZOMREIZE > T, B#T 57 4 — /L RDJE
BHRH, EX¥ 207 8%, BLUOBELERICT 7 ERATEET,

BERIZITIROE RPN LEETT,
o 734 A @ SMARTnet )% =
BT A—NT FL A

« B{#H\ D Cisco.com ID

TN —UNDIERIER

2 @ Smart Call Home 5 — % X— R 2~ —UF 5551F, WOEEFHEIZHE-> TLEE0,
vV ENDHT—HR—=RTE, ROBRIEENE T,

o v —VMTNA ADE DA %%7m774w®x—ﬂ~t/b

ST T T FANNDE A=)V T RLALET FT—h J)—7F

v —VITNAA R HEDOMOBEER (XA vE—Y Amy N T EMRA

VR NURE)
ST R T FANAIT, VT DET AL ARNTERELRNE I ICL TS, a2
TA4Xalb—ra Nl iroTh, WUARNIMERTEEYA, 707 7 A NVANERL
TWAA, BEETL270 77400 1 DEHIBRTL2HERHY £, =95 LAaTHE
~— VALEB I L E 9,

= Al AT
2T —hFI7VBLRAT— ML ZADOWHFDY AHZ— A, Smart Call Home TH AR — N F
ﬁ—o

REIEDHHR—

Smart Call Home DA > A X AN 1 DY HR— b INFET, KO URL » 5, Smart Call Home D

Web # 4 N CREROHEIK 2B TZ £7, https://supportforums.cisco.com/community/netpro/
solutions/smart_services/smartcallhome

callhome send 3 & OF callhome test =< > K% {# ] L C Smart Call Home %7 A F TX £,

Smart Call Home (% Virtual Routing and Forwarding (VRF) %%k L £3, FED VRF ZEH L
C Smart Call Home SMTP H— 28t 9 % K 9 |2 Smart Call Home 3% & T& £,
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Smart Call Home D RIZ &

Smart Call Home (213, ROBHESMRH Y £,

B AN T RVARIZA v E—UREETDIITNE, FTETA—N P—RERET DL
ENRHD EI, HTTPZHEHA L TA v —T %2 K59 5121%, HTTPS H— R T7 7B AT
% . Cisco Nexus 7 /31 RZHRNRFFAENRA VA= L EINTWAERLERH Y 97,

e FNNA ANTBF A=V — "FEFITHTTPS — L IPEG L TWAMERSH Y £9°,

cEF, a7 L (SNMPY— D& 7 K | EBEEE. BIOFEFEREZHET
HZVENH Y ET, ZOFINEILZ. ZEA vE—CORETEZHRT L O MBETT,

+ Smart CallHome ¥ — A 2T 2546, KEFOT A ZZHIG L TWHBEDO —E
RIS UFE T,

Smart Call Home DT EFIE L L UFHIFNEIE

Smart Call Home (21, ROEEFHEB L OHIREERH Y £9°,

cIPERN WS, FRE T e 7 s A NEE~OEENV—T 4 TR ORT T —T 1
7 (VRE) A VAZ L ANDA B —T 2 A ANZ T LTWELEE, T34 AL Smart
CallHome X v —YZ#EETxEH A,

» Smart Call Home %3 5@ 25 SMTP %— NTEIfEL £,
« Smart Call Home (213K 5 £ TD SMTP — _ZHETE ET,

* Link up/down syslog A & —X, Smart Call Home A v&— U F 7137 7 — ~M@sa b U
=L EH A,

o (EFT. BE ID., A M ID 72 ¥ ® Smart Call Home 2~ REZRETHEHEEIL. ZNbHD
avy RekIan X T/L—T 50 TIERLS, lilloa~vy FE L TRET
BYERHY F9,

« Callhome IZ. ip http source-interface =~ > K& L72¥E0A > ¥ —7 =4 ADIRE
Y R—FLTWEREA,

 Cisco NX-0S U U — % 10.2(3)F LA, SMTP-AUTH I%. Cisco Nexus 9000 ) — X 75 v
N7 —2b A4 v FTOYF =277 Call Home A —NVEEETHR—FENTWET,

Smart Call Home O T 7+ JL FE%FE

ZOFT—7iE, Smart Call Home /X7 A —X DT 7 4 )V "X EZ R LET,
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Table 3: 7 7 A+ )L k@ Smart Call Home /X5 * — 43
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NOTFZAF VT 4

NG A=42 TIHILE
TIVTHRAR T p—~vy hTEETDH A vE—T0 2,500,000
S A v E— g R

XML 7 #—~ v b TEETDH A vE—T D565 A~ 2,500,000
t— AR

va— b TEAL TA—vy FTEET S A v 4000
DA v —T P AKX

R—FE2HE LR ->T25E D SMTP H—/ 3 iR— |k |25
TPIAF VT 4 BIRE L2285 0 SMTP ¥— |50

TaTyANET T—K I N—TDT VT — |

TIVTFRAREET R T 7 A VEBLD
Ya—hTXRAMEETR T A LD
BEITETXTC, CiscoTAC-1 55557 =
7 7 A NDE L cisco-tac T T — b 7
J—=

Tr—~v hHAT

XML

Smart Call Home ® X vt — L)L

0 (¥Tm)

HTTP 7 u ¥ $— D

BOHTHY, TuFke P— NEIRES
NTWERE A,

Smart Call Home D& E

\)

GE)

Cisco NX-OS =@~ RiX CiscolOS a~ > RERBRLZGEERH LD THEEL T EE 0,

R DNEFF C Smart Call Home 3242179 Z & ZHERE L £97,

1 HEgkRERoBE (11 ~—)

2. st o Ty A NNOMER (13 2—)

3. T I9—hIN—T¢se7a 77407V o—h (16 3—)

4., (X7 av)

TTI— kK T)—T~Dshow 2~ FoEM (17 =)
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5. Smart Call Home O A *r—7 WAL FE 72137 4 &—7 V4L

6. (A7 av)

Smart Call Home ZE DT A h

EHEFIFMDHTE

Smart Call Home {213,

(28 =—3)

gwrwgonz ]

(24 =)

B A—N, EilEs, ETOREREEETILERHY £, 8K

ID, W AZ<—ID, A FID, BEXORAS v F T I F VT 4 EREEZETHEETEET,

ZH 5O Smart Call Home 2~ > R, EIan K0 T/ A—A3d 50Tl @
Da<wy FELTRETOILERNH Y F,

Procedure

Command or Action

Purpose

ATy T

configure terminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— g
T— Nzl E£T

ATy T2

snmp-server contact sys-contact

Example:

switch(config)# snmp-server contact
personname@companyname . com

SNMP sysContact % s E L £ 97,

ATvT3

callhome

Example:

switch (config)# callhome
switch (config-callhome) #

Smart CallHome 2> 7 4 ¥ 2L —3 3
v E—FEHBLET,

ATv74

email-contact email-address

Example:

switch(config-callhome) # email-contact
admin@Mycompany.com

TNA ADEEEFLEZDBELS A —IVT
RUAZRELET,

email-address (213, BT+ A—/V 7 FL
AP T, Ik 255 DHET % H H
TXFET,

Note
FEOHENRBAFA—NVT KL A%
ATxFEd, 7 RLRIZIE., ZEZA%S
WHZLIITEERA,

ATvTh

phone-contact inter national-phone-number

Example:

switch (config-callhome) # phone-contact]
+1-800-123-4567

T A ZADHYE OB 5 & EEE
74—~y FTRELET,
inter national-phone-number %, K 17
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Command or Action

Purpose

CFOIHET T, W 7 A — v
MoT 2 MBERHY £,

Note

EIEE ST, BAEEDDL LT
EEtA, FEEOMIITIA () 7
VT4 w7 AEERLET,

ATvT6

streetaddress address

Example:

switch (config-callhome) # streetaddress
123 Anystreet st. Anytown,AnyWhere

F R 2D EEEALH O &2 22 A D
EENDREFAN) T ELTRE
LET,

address |23, KN 255 DR T %l
T&FEd, AN—REHHTEET,

ATy T17

(Optional) contract-id contract-number

Example:

switch(config-callhome)# contract-id
Contract5678

P— BRI G Z DT IS, ZADRKY
FEHEBELET,

BT FIE, FeK 255 LF 0K T
HEAR7 4 —~y hTHRETEET,

ATvT8

(Optional) customer-id customer-number

Example:

switch (config-callhome) # customer-id
Customerl23456

P —ERBRINS Z DTN, AD T A
Hv—FKEERELET,

AR —FFIL, K255 LFDHE
WrhEHMR 74—~y N CIRETE
Er

ATvT9

(Optional) site-id site-number

Example:

switch (config-callhome) # site-id Sitel

SOF AL ADYA NERERELE
TO

site-number 13, K 255 SCFO LT
FHMBR 74—~y PCTHRETEE
TO

ATy 710

(Optional) switch-priority number

Example:

switch (config-callhome) #
switch-priority 3

DTN ADAL v F TTAFY
TAEHELET,

FRECX DHPHIZ0~7 TF, 013k
BT IZAFTIT 4%, TIERIEKDOT
FAF VT 4R LET, T 7411
EI1x7 ¢4,

ATvIN

commit

Example:

switch (config-callhome) # commit

Smart CallHome ;X Ea~ > REZ a3 v

FLETS
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siTn 77 ot

Command or Action Purpose
AT w 712 |(Optional) show callhome Smart CallHome 22> 7 f ¥ 2 L —3 3
Example: VOMEERRFLET,
switch (config-callhome) # show callhome
2w 713 | (Optional) copy running-config EFary 74 X2 l—arE, A
startup-config A= T v Far7 o Falb—ar
Example: WZav—LEd,
switch(config)# copy running-config
startup-config
What to do next
s a7y A NVEERLET,

BBHEXITAT 74 ILDIER

A—PFERET R T 7 A NVEERL, Ayt —Y Tar—<y FERETEET,

FIE

ARV KRFERRETI a3 Y B#J

R w 71 | configure terminal Ja—N)ary7 4 FXal—g v
Bl - T— &ML ET
switch# configure terminal
switch (config) #

R 7w 72| callhome Smart Call Home =7 4 ¥z L—'3
i - v - REBE LT
switch (config)# callhome
switch (config-callhome) #

R 7 3 | destination-profile name LT e 7 7w A VEER L ET,
Bl BT, FK 31 SCF OB CIRET
switch (config-callhome) # TET
destination-profile NoclO01l

R 7 4 |destination-profile nameformat {XXML | | 7277 A LD A vt — T4 —< v
full-txt | short-txt} PERELET. ANNE, Bk 31 30F
fi DRI FTHRETETET,
switch (config-callhome) #
destination-profile Nocl0l format
full-txt
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ARV RFEREET7TOVa Y BHY
A7y 75 [commit Smart Call Home RE~ > F& I v
15“ : ]\ Ljﬁﬁﬁo
switch (config-callhome) # commit
ATv 76| (EE) show callhome 1OE 2 IFEE O T v 7 7 A VI
destination-profile [profile name] TAHEREFRLET,
{5
switch (config-callhome) # show callhome
destination-profile profile Nocl01l
ATv 71| ({EE) copy running-config Ffrar 74 ¥Xal—vark, AL—
startup-config NPy ar74¥al—auica
{5 E—LET
switch (config) # copy running-config
startup-config
RDBRY

1 ODRET 0T 7 AW 1 DETIERDOT 7 — b 7 —T 2Bl T £,

BETAIT7AILDER

ERFAELIT2—PEBRBOBH T 7 7 A VORDENEEZEE T ET,

CHAHEA =L T RL A 77— FDOEELERDIEEOT FLA (FF UV AR—K A=
ALZBARLET) o

«SEMCURL : 77— b DE[EE & 725 HTTP £ 721X HTTPS URL,
X F  E A —/VEFITHTTPHEEIC L » T, HHENDSET FLAD X A IR E

nET,

A=V TFr—y b TIT-IERIHEHEINDIA =Y T —~v F (ZVT

FA DB

Ya—hTFXFA M, FLEXML)

e AvwE— LUL s ZD%sEde 7 e 7 7 A L ® Smart Call Home A v &— D EKJE,

A=Y AR IDIEETETFANLDE A—)L T KL R|IZEE X L7 Smart Call
Home X v —YOE X,

Procedure

Command or Action

Purpose

ATy T

[l Smart Call Home D&%
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s 7077 LozE |

Command or Action

Purpose

switch# configure terminal
switch (config) #

RFwF2 |callhome Smart CallHome &> 7 4 ¥ 2 L —3'3
Example: v E—RFZRMHLET,
switch (config)# callhome
switch (config-callhome) #

X w73 |destination-profile {name| CiscoTAC-1 | = — ¥ EZEF - ITEZRFA DI 1
| full-txt-destination | T ANMIEA—IL T RLAZREL
short-txt-destination} email-addr address E4 BT a7 A CIE. k50
Example: EOBFA =T RUAERETEE
switch (config-callhome) # 7fo
destination-profile
full-txt-destination email-addr
person@place.com

R Fw 74 |destination-profile {name| CiscOTAC-1 | = — W EXF - ITEHRF AL T 1
| full-txt-destination | 7 7 A /L0 HTTP ¥ 7-1% HTTPS URL
short-txt-destination} http address BarE L s, URL O KT sd
Example: 255 LFTY,
switch (config-callhome) #
destination-profile CiscoTAC-1 http
hites://tools. clsmo. aan/its/service/adtte/services/MESarvice)

XFw 75 |destination-profile {name| CiscOTAC-1 | = — W EXRF T EHR K AL T 1
| full-txt-destination | T A KIS A ET A — L
short-txt-destination} transport-method HTTP #2755 04 28 L £4. 3B+
temail [ http; BEETAD 5 A FIZ L >T, ZDH
Example: A TR E SNT58 58T R ARRE
switch (config-callhome) # D F9,
destination-profile CiscoTAC-1
transport-method http

ZFw 76 |destination-profile {name| CiscoTAC-1 | = ®sE4:~7' 1 7 7 A /L' Smart Call
| full-txt-destination | Home A vt — U DEKNELRTELE
short-txt-destination} message-level F. CiscoNX-OS TiZ. Smart Call Home
number FRIEH BT 5, FFTALET
Example: HDHT T —FNDORP, ZOTaT A
switch(config-callhome) # IVOFERIIEESNET, HETES
destination-profile et ~ < =]
full-txt-destination message-level 5 ﬁ[}ﬂi 0 9 Tj—“ 9 ﬂiﬂijﬁ@%jﬁ}ﬁ

R LET,
RFw 77 |destination-profile {name| CiscoTAC-1 | = ®sEhe 7T m 7 7 A LD KR A v —

| full-txt-destination |
short-txt-destination} message-size
number

Example:

YA RXERELET, ®AIL0 ~
5000000 T, 7 7 # /L MEIZ 2500000
<7,

Smart Call Home D ]



Smart Call Home D& E |
. TS5— b IN—TERETOT7AILOT Y IT—+

Command or Action Purpose

switch (config-callhome) #
destination-profile
full-txt-destination message-size

100000

RTS8 |commit Smart CallHome X E 2~ > F& a3 v
Example: FLETS
switch (config-callhome) # commit

ZF w79 |(Optional) show callhome | DEIFEH DT 07 7 A T
destination-profile [profile name] B2 A TR LET,
Example:

switch (config-callhome) # show callhome)
destination-profile profile
full-text-destination

Z 5w 710 |(Optional) copy running-config FFar T 4 Kal—Tark, X
startup-config F— Ty T arT g Fal—vayr
Example: WZav—L%E7,

switch (config)# copy running-config
startup-config

What to do next
1 OD5HET T T 7 ANV DELIIEEDOT 77— b 7 —7%BEMIT £ 7,

T7S5— I —TERWETOTZ7AILDTI I —

Procedure
Command or Action Purpose
R w 71 |configure terminal Ja—r) Ay 7 4ol —ag
Example: T—FEWMLET

switch# configure terminal
switch (config) #

A5y 72 |callhome Smart CallHome =227 4 F 2 L —3 3
Example: v E— FZRBLET,

switch (config)# callhome
switch (config-callhome) #

R Fw 7 3 |destination-profile {name| CiscoTAC-1| | 75— F N —7% Z D57 a7 7
full-txt-destination | short-txt-destination} | ¢ )iz 7 v = — | L4, F—v—F
alert-group {All | Cisco-TAC | Al ZHALT. +_COT 55—k 7

Configuration | Diagnostic | EEM | o e -
. . L— Z LIZT V3
Environmental | Inventory | License | VT B ZORRT BT T AT I

[l Smart Call Home D&%



I Smart Call Home D%
75—t FL—F~Dshowaz > koEm [

Command or Action Purpose

Supervisor-Hardware | Syslog-group-port
| System | Test}

Example:

switch (config-callhome) #
destination-profile Nocl0l alert-group|

A1l
AT 7 4 | commit Smart Call Home i¥/ E=2~> RZ 23 v
Example: FLES,
switch (config-callhome) # commit
A7y 75 | (Optional) show callhome 1 OFE IR OSE T v 7 7 A VI
destination-profile [profile name] T AEREF R LET,
Example:

switch (config-callhome) # show callhome
destination-profile profile NoclO01l

R w 76 | (Optional) copy running-config EfTar 7 4 FXal—arhr, AX—
startup-config KNP o7 ay7 4 ¥al—guica
Example: vE—LEd,

switch (config)# copy running-config
startup-config

What to do next
FETshow =<2 K& 77—k ZA—F|2BML, SMTPEFA—L P —_EHELET,

75—k JIL—TADshow a7 FDIEH

1ODOT7 F7—k Z—7121%, HKSEO2—Y—FEFE CLIshow 2~ REEID Y THZ &
MTEET,

\}

Note (CiscoTAC-1%i%c7 07 7 A /ZiE. = —WEFHD CLIshow 2~ RAEBMNMTE 8 A,

Procedure
Command or Action Purpose
R 71 |configure terminal SH— L a7 4R L—g
Example: T—FEmLET

switch# configure terminal
switch (config) #

Smart Call Home D ]



B =z v—rox

Smart Call Home D& E |

Command or Action

Purpose

ATvT2

callhome

Example:

switch (config)# callhome
switch (config-callhome) #

Smart Call Home =27 4 2L —3/ 3
v E—FREBELET,

ATvT3

alert-group {Configuration | Diagnostic |
EEM | Environmental | Inventory | License
| Supervisor-Hardware | Syslog-group-port
| System | Test} user-def-cmd show-cmd

Example:

switch(config-callhome) # alert-group
Configuration user-def-cmd show ip
route

show 2~ N %2, ZO7 77—~ 7
=735 1E & 372 Smart Call Home

A vlE—UIZBML 9, A%h7 show
a~y RETRZ T ANLNET,

ATvT4

commit

Example:

switch (config-callhome) # commit

Smart Call Home X €2~ K& 2 I v

FNLET,

ATvTh

(Optional) show callhome user-def-cmds

Example:

switch (config-callhome) # show callhome
user-def-cmds

TI— kK TNA—TIEME N T T
D L—WEFK show 2~ > NIZEHT 51
HhaEeRRLET,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

FTar 74 Xal—ark, AX—
Ny a7 40 Xalb—a0la
I:OP_‘L/SE?FO

What to do next
SMTP B+ A —/V P — BT 5 X 9 12 Smart Call Home ##%7E L F 9

BFA—I)L H—/1\D

=L =

ax e

Smart Call Home H4RENENET D L 9 SMTP H— N7 RLZAZRE LTI, EHETBIORE

HEA—IL T RLAY
Smart Call Home (2135 K 5 il £ TD SMTP % — %

RETEET,

=
X

ETEET, =20, 794043V T 4

WCHESWTEITENE T, b7 T7A4 4V T 4 DOm0 —A"REICGRITESNE S, A vk—
URRETERWGE, HRIETSH2ETY A FHNORDOY— R ITESNET, 2 209 —
NOTTAX VT 4 BFECHEE, KICRESNT T PHRINSGITSNET,

. Smart Call Home @

Ei—]

ax ;&



I Smart Call Home D% E

Procedure

B8rr—L4—rozE [

Command or Action

Purpose

&

configure terminal

Example:

switch# configure terminal
switch (config) #

Ja—ary7 4 Xalb—g v
E— N&RWBLES

ATvT2

callhome

Example:

switch (config)# callhome
switch (config-callhome) #

Smart CallHome =227 4 2 L —3 37
v E—FRERMBLET,

ATvT3

transport email mail-server ip-address
[port number] [priority number] [use-vrf
vrf-name]

Example:

switch (config-callhome) # transport
email mail-server 192.0.2.1 use-vrf
Red

RAA v x—2LH—s3 (DNS) 4., IPv4
T RUVAR, £ 1IPv6 7 KL 2D\
& LTSMTP—NE3E L ET,
LETHR— MEFEZRELET, A— b
FPAIZ 1 ~65535CT9, T 74/ b AR—
FEBIL, 25 T,

3T, SMTPH— DT T4 F U F 4
ERELET, T4V T 4 OFFIX
1 ~100 T, 1 28xm., 100 BHAKD T
TAFVT 4T, TTA4VT 1 %45
ELRWES. T 7 40 MED 50 M
AEnxd,

it\’®SMWﬁ—NELE¢5W
WERATAEO9FEETVRFA2RTELE

4, FEE S VRF X, HTTP % fifi
LA v E—VOREIIMERA S EYE
/Uo

ATv74

(Optional) transport email from
email-address
Example:

switch (config-callhome) # transport
email from person@company.com

Smart Call Home % vt — DO E{E0E
FRA—I T4 — L RERELET,

ATy TH

(Optional) transport email reply-to
email-address
Example:

switch (config-callhome)# transport
email reply-to person@company.com

Smart Call Home * v & — OiR{ESEE
TFA—I T 44—V RERELET,

ATvT6

commit

Example:

avr RNEaly

R
&

Smart Call Home 7
FLET,

Smart Call Home D ]



Smart Call Home D& E |
B v sERLEA v E—SiED B0 VRFEE

Command or Action Purpose

switch (config-callhome) # commit

2w 7 7 | (Optional) show callhome transport Smart Call Home |23 A 855 R D =2
Example: Y74 X2l —va VERRLET,
switch (config-callhome) # show callhome
transport
Z v 7 8 | (Optional) copy running-config ETar 74 Xal—ark, AE—
startup-config Ny a7 Falb—vgilz
Example: E—L %,

switch (config)# copy running-config
startup-config

What to do next
£ C. VRF Z4HH L C HTTP T Smart Call Home X v ¥ —Y %2 %EE L £,

HTTP Z{FERA LA v E—FEEDT=HD VRF R E

VRF 255 &, HTTP T Call Home A vt — % #ETXF9, HITP VRF BREINT
WRWEARIL, 74/ D VRF ZfHA L CHITP TA vk —UNEREINET,

FIE
ARV RFERERT IV a Y B &Y
Z 5w 71 |configure terminal sa—N\)aryz 4 Fal—ra v
51 T— RFEWRLET

switch# configure terminal
switch (config) #

A5 72 |callhome Smart CallHome =27 4 2L —3'3
I v E—REHBLET,

switch(config)# callhome
switch (config-callhome) #

AT 7 3 |transport http use-vrf vrf-name HTTP TE 1 A —/LF L UMD Smart Call
il - Home X v & — % E(ET H7-8HD VRF
ERELET,

switch (config-callhome) # transport http
use-vrf Blue

AT 7 4 | commit Smart Call Home ¥ E 2~ Fa a3 v
15“ : ]\ L/ij‘o

switch (config-callhome) # commit

[l Smart Call Home D&%



| Smart Call Home D%
HTTP 0% 4—/\DHE .

aAvYRFERET7IOIY BRI
ATy T5| (f£E) show callhome Smart Call Home (2R3 B 1HF#H AT~ L
1 B

switch (config-callhome)# show callhome

AT 76| (fE&E) copy running-config Fhrar74Xal—vark, A¥—
startup-config Ty a7 4Xal—g0la
15“ : I:O— Liﬂ_o

switch (config)# copy running-config
startup-config

RDBERY

£E T, HITP 7 2% —3) 5 HTTP A v — U % %59 % X 9 (2 Smart Call Home % 7%
/\’:._E‘L/ibééo

HTTP 7O0X% > H4—/\DETF

FIE
ARV KRFERERETY VY =[]
A w 71 | configure terminal Jua—)LarJ 4 Xal—gy
Bl T REBALET

switch# configure terminal
switch (config) #

AT v 72 |callhome Smart CallHome => 7 4 ¥ a2 L—3 3
i - v E— FERRIBLET,

switch (config)# callhome
switch (config-callhome) #

R w 7 3 |transport http proxy server ip-address HTTP Xy — D KA A > F—

[port number ] A H—,N (DNS) O, IPvd 7 KL
- A FIXIPv6 T FLRAZRELET,

switch (config-callhome) # transport http fEEiT?ﬂf»— F%&#%%E%%ﬁiL/giifo df»ﬁ %
proxy server 192.0.2.1 #iPHIX 1 ~ 65535 T3, T 74/ FD
R— %513 8080 T,

AT 7 4 |transport http proxy enable Smart Call Home T, HTTP 7’1 &% #—
I - NEHTTRTOHITP A vE— V%%

switch (config-callhome)# transport http 15(2% CENVLE Lijﬁo
proxy enable GE)
4.

Smart Call Home D ]



B =ownso~ ruEnog:

Smart Call Home D& E |

ARV RFERETIVa Y

B8

hiz
IDhavwy REFETTEE

TaF Y —RT R RABKE
BT,
7

(G¥)
Tuax =N ERHLTA v E—Y
ZHRIET D 7o DI 5 VRF I3,
transport http use-vrf =~ > K2 L

TRELIZHDELFELTT,

ATy 75| commit Smart Call Home R Ea~v RZ a3 v
15“ : ]\ Lij‘o
switch (config-callhome) # commit

ATw 76| ({£&E) show callhome transport Smart Call Home (Z5xf7" 5 #5i%BEtR D =
1 - Y74 F¥al—varEFRRLET,
switch (config-callhome) # show callhome
transport

ATv 71| ({EE) copy running-config Ffrar 74 Xal—vark, AL—
startup-config Ny a7 4¥alb—vgilz
15“ : B — LiTo
switch (config) # copy running-config
startup-config

RDBERY

BT, EHRICA N P VBHMZEET L L0 ICT A A AERELET,

EHARIGA RV M) BAO

=JL ==

ax ;&

TNAALETHEEDN SN TIHEL TN DTRTOY 7 My =T H—EADAL R Y &
Bz, "R =T AR NVERERT A v E—VEEMIICEET LT, T34
AERETEET, T35 AL 2 -2 Smart Call Home 3# %1 (EHIHRREA v E—2 L EH
7R A v _ b Ayt —Y) BAEKRLET,

Procedure

Command or Action

Purpose

ATy T

configure terminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— g
E— FERBLET

[l Smart Call Home D&%



| Smart Call Home D% E

g4 ve—omor+e—Iit ]

Command or Action Purpose

25w 72 |callhome Smart CallHome = > 7 4 ¥ =2 L —33
Example: v E—FEBMLET,
switch (config)# callhome
switch (config-callhome) #

R Fw 7 3 |periodic-inventory notification [interval | gf#if7e 1 > X Y XA vb—T %3
days] [timeofday time] FLET, BROFMIZ1 ~ 30 BT,
Example: T 74N ME T TT, time 51T
switch (config-callhome) # HH:MM O)ﬂ%itTTO ZhE, XH s
periodic-inventory notification WCEINEEINSIHBOEMZERLE
prerval 20 T (I TXEEREETY) .

AT 7 4 | commit Smart Call Home ¥ /&2~ > R&Z =23 v
Example: FLETS
switch (config-callhome) # commit

R 7 75 | (Optional) show callhome Smart Call Home (2R3 2 1A F£R L
Example: 7
switch (config-callhome) # show callhome

R 7 6 | (Optional) copy running-config FiTar74Xal—vark, A4—
startup-config Ny a7 4 F¥aLb—grica
Example: E— LT,
switch (config)# copy running-config
startup-config

What to do next

FEETHEA yE—Y Zmy M) 72 8EhI LET,

EEAyvtE—CIHOT «2—T Lk

LAY MZOWTERETLIEEA v E—VORERIRTESET, 7740 FTE T3A
ZFFECA XY MZOWTZITMOEEA v =V OEHIR L E T, 2 R OReRIPEN Tk
BENTHEHBEA vy E—VOHR30 Ay E—VEEZDE, TS RIRET F—F 247D
LD A v —VHBEFL ET,

FIE

ARV KRFERERETYVa Y

=)

ATy T

configure terminal

1

Ja—nR_) a7 4 F¥al— g
E— FERBLET

Smart Call Home D ]



. Smart Call Home D1 R —JJLbF=(FT 4 £—T L1t

Smart Call Home D& E |

ARV RFERETIVa Y

B8

switch# configure terminal
switch (config) #

ATvT2

callhome

1

switch (config)# callhome
switch (config-callhome) #

Smart CallHome =2 7 4 ¥ 2L —3/37
v E—FREHBLET,

ATvT3

no duplicate-message throttle

1

switch (config-callhome) # no
duplicate-message throttle

Smart Call Home D E# A » & — Ui
T 4= M LET,

HEA v E—VWHITT 7 40 FTA
=7 ITT,

ATvT4

commit

1 -

switch (config-callhome) # commit

Smart Call Home iR Ea~ > F&Z a3 v

FLET,

ATy Th

(f£&) copy running-config
startup-config
1 -

switch (config) # copy running-config
startup-config

T T4 F¥al—T gk, AX—
Ny a7 4 Fal—grila
to“*[/ij—o

RDEZRY

Smart Call Home % A *— 7 /L{Z LE T,

Smart Call Home D1 *— JJLiLFE=1ETF 1« —TJLiE

U HIER L RE L7284 . Smart Call Home #¥FEZ AhIC T&E £97,

FIE

ARV RFERFTIVaY

=)

ATy 1

configure terminal

1

switch# configure terminal
switch (config) #

Juaua—)L a7 4 Xal—g
F—FEBRLET

ATvT2

[l Smart Call Home D&%

callhome

1

switch (config)# callhome
switch (config-callhome) #

Smart CallHome =127 4 2L —3/ 37
v E—FREBBLET,



| Smart Call Home D&%
Call Home * — L&z D sMTP-AUTH i I}

ARV RFEEETIIa Y B8

AT 73 |[no] enable Smart Call Home % 1 % —7 /VE 72137 «
i - =7 LET,
switch (config-callhome) # enable Smart Call Home %, -757j./p k “C’f“/(

=TT,

AT 7 4 | commit Smart Call Home #Ea2~> Fa a3 v
15“ : ]\ LiTo
switch (config-callhome) # commit

AT 75| (L&) copy running-config FiFar 74 Xal—Ta sk, AX—
startup-config Ny ar74F¥Falb—vavila
e E—LET,

switch (config)# copy running-config
startup-config

RDERY
EETT AL Ave—V2AERLET,

Call Home #* —/LER:XFHD SMTP-AUTH D%

Call Home A —/V#Ai5IZ SMTP-AUTH #Re a4 i35 L, A—F25BAD2Z VT 7F A FD
R0z, HEHED SMTP-AUTH TCP 7R — b 587 £7213 465, I3 OO 2—H —ERK—
M LT, B FIETA—NZIETEES, ZOHKREIL, CiscoNX-0S U U —=A
1023)F 2 HH AR — & T ET,

1R BHHIIZ
* SMTP-AUTH Y — N—3EBAEN AL v FIZA VA =L ENTWEIMLENRH Y 9,

Fig
AR RERIFTIa Y B
ATFwT1 configure terminal Jau—N)ary7 4 Xal—gy
. T NEBALET

switch# configure terminal
switch (config) #

X5 w 2 |callhome Smart CallHome =7 4 ¥ =2 L — 37
1 - v E— RERGLET,

switch (config)# callhome
switch (config-callhome) #

Smart Call Home D ]



B coii Home 2 —LEE3% FO) SMTP-AUTH (D352

-

Smart Call Home D& E |

ARV FFEREETIVa Yy

S

AT w73 |email-contact email-address FNA ADTEEELFEFDELA—NLT
i LA aiE LT,
switch (config-callhome)# email-contact| email-address|ZiX. T+ A —/L 7T KL

RaminEtyeompany- con ADHAT, Bk 255 DY %
TEEJ,
GE)
EEDOHNREFA—NT P A%l
AT&Ed, 7 RLARICE, ZA%EE
LI LITTEERA,

R w74 |destination-profile name g7 n 7 7 AV EVER L E
Bl - T AT, K31 T O ST TR
switch (config-callhome) # ETEET
destination-profile testProfile-1

R Fw 75 |destination-profile nameformat {XXML | | 72 7> A LD A vE— T 4 —< v
full-txt | short-txt} PARELET. AN, RK31CT
. DIHFTIETE £,
switch (config-callhome) #
destination-profile testProfile-1
format XML

R w6 |destination-profile name email-address |%:4 7 A — )L OEMESE L 72 B ETF A —
email-address VT RURAERERRLET, sk m
- 77 AR, KRS0 EOEF A —L
switch (config-callhome) # 7 ]\l/?({/ﬁ&ﬁiﬂf%i'g—o
destination-profile testProfile-1
index 1 email address
person@company . com

Z 5w 77 |destination-profile namealert-group all | 452 70 7 7 A V2 TDOT F— k
i - ITN—T"%BE L ET,
switch (config-callhome) #
destination-profile testProfile-1
alert-group all

ZF w78 |transportemail from Smart Call Home 2 & — ¥ callhome
callhome_email-address 74—V RO A= VEHER L ET,

i
switch (config)# transport email from
callhome person@company.com
R w79 |transport email smtp-server transport email smtp-server

s

Smart Call Home D EXE

hostname/ip-address port 465 use-vrf
vrf-name

hostname/ip-address port 587 use-vrf
vrf-name



| Smart Call Home D% E

Call Home * — L&z D sMTP-AUTH i I}

ARV FFEREETIVa Yy

E:)

1 :

switch(config)# transport email
smtp-server 10.1.1.174 port 465
use-vrf management

switch(config)# transport email
smtp-server 10.1.1.174 port 587
use-vrf management

SMTP-AUTH A — ViEiE 5 k% HNC
LEd, T, EETCPAR— K, D
FV 465 BL 58T R— & LTZ

STARTTLS ~X— Z ® SMTP-AUTH T

T

ATy 710

transport email username username
passwd password {cleartext | encrypted}

&1

switch (config)# transport email
username userl passwd Y2FsbGhvbWUK
encrypted

a—H—L L XA T — K& T A .
Z D DA SMTP-AUTH 2832
I/i‘a‘o
Z— =L FRELT T, 256 N1 RR
WCTHIMLENDY T, XRT—F
FTaiE, ZIT TR NEEIT
Wa b &N TANTEET
(—H—DBEICK b STz A
TJ— REFHES>THWDLHES) . A T—
FOEZIZ, XA T a v oEaiT
64 /34 NRG, BElbA 7T a0
BlX 256 A FRHZT HHLERH D
\ij—o
GE)
WD F VY FTILSMTP-AUTH 23 IF L
<EMEL EH A,
LW DINRAT— RO I 56 L
FERBZDHHEE,
o RRA T — RIZIR DB SCF DN
NN EgEENTWDEHEE:
« PRt -$
cHAyI-(L)
T NP R-&
cfihva-[ L]
ekIanmy-;
o EMAF -2
« MR E 21T 7 -
e THRARIRT 4 -

s BIRFF-"C "L
(ﬁn

B&

Smart Call Home D ]



B smartcall Home E 05 % +

Smart Call Home D& E |

ARV FFEREETIVa Yy

S

NR VDRSS E R L - >
BLU<

ATy 71 | ({EE) transport http use-vrfvrf-name| HTTP T+ A —/L3 X OMfL> Smart
B Call Home A v & — Y% %ETH720
N . D VRF Z#ELET,
switch (config) # transport http use-vrf
management
AT w712 |[no] enable Smart Call Home % A % — 7 /LIZ L&
1 - kR

switch(config)# enable

ZOa<wy RO no AU, Smart Call
Home % #EZhiZ LE T,

=L

Smart Call Home 3%

FTDTA b

T AR XA vt—U%4 R LU C Smart Call Home W@{E4 7 A F T& £97,

FIE

ARV RFERFTIaY

=)

ATy T1

configure terminal

1

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— g
E— FEBRBLET

ATvT2

callhome

1

switch (config)# callhome
switch (config-callhome) #

Smart CallHome =227 4 2 L —3/ 3
v E—FREBBLET,

ATvT3

callhome send [configuration | diagnostic]

1 -

switch (config-callhome)# callhome send|
diagnostic

HRIE SN TR T OSSR E D Smart
CallHome 7 A s X vt —T 2R ELF
ﬁ—o

ATvT4

callhome test

1

switch(config-callhome) # callhome test

RESNIZTRTOFEEICT A Ay
?%y%%,fgbi—g«o

[l Smart Call Home D&%



I Smart Call Home D% E
Smart Call Home =% & D #E:E .

ARV RFEREET7TOVa Y B#Y

ATy 75| ({EE) copy running-config FITar 74 Xal—vark, AY—
startup-config Ny arr s FXalb—varila
15'] . Eb‘bij‘o
switch (config)# copy running-config
startup-config

Smart Call Home =% E DR

Smart Call Home X E1E#H & T T D121, ROWTNDODIEEEZITWET,

avwvk El:g]

show callhome Smart Call Home i €& &~ LE T,

show callhome destination-profile 1 >F 77 13E%c D Smart Call Home %85 7w 7 7 A /L %
name #RLET,

show callhome transport Smart Call Home (= %13 2 BAEBIR D = > 77 4 ¥ 2 L—
varERELET,

show callhome user-def-cmds FEEDOT F— b J—7IZEBMENZCLLa~vy R
FRLET,

show running-config callnome [all] | Smart Call Home ®EfT72 7 4 ¥ o L— 3 V2 FR
L%,

show startup-config callhome SmartCallHome DA ¥ — K7 v 7 a7 4 Fal—v3
CERRFLUET,

show tech-support callhome Smart Call Home ®7 7 = Yrii— b hEFR R LE
o

Smart Call Home ? & E 45

Nocl0l LW oHsEE7T a7 7 A VEERL, 207 4 Fal— a7 55—k IA—TF%2
DT Ty AT T, a7 MEREEBE A —LVOEFRERELZHE T, HTTP %
4 L Smart Call Home A vt — Y %554 57200 VRF 2#5ET 561 %7~ L£9, Noclol
Wi e 7 A NVELERL, a7 4 X2l —a DT I—h IA—TEHZDT 1
T 7 AVCEEMT T, a ¥ 7 MEREB A — VOB REHE LT T, HTTP 24 L T
CallHome A v —T %X ETH720D VRE ZHET D012~ L ET,

configure terminal

snmp-server contact person@company.com
callhome

Smart Call Home D ]



B smert call Home

5% 5E 15

Smart Call Home D& E |

distribute

email-contact admin@Mycompany.com

phone-contact +1-800-123-4567

streetaddress 123 Anystreet st. Anytown,AnyWhere
destination-profile NoclOl format full-txt
destination-profile full-text-destination email-addr person@company.com
destination-profile full-text-destination message-level 5
destination-profile Nocl0Ol alert-group Configuration
alert-group Configuration user-def-cmd show ip route
transport email mail-server 192.0.2.10 priority 1
transport http use-vrf Blue

enable

commit

Wiz, B D SMTP ¥— /3% Smart Call Home * v & —IZRET D027 LET,

configure terminal

callhome

transport email mail-server 192.0.2.10 priority 4
transport email mail-server 172.21.34.193

transport email smtp-server 10.1.1.174

transport email mail-server 64.72.101.213 priority 60
transport email from person@company.com

transport email reply-to person@company.com

commit

\}

(F)  callhomeemail mail-server =~ > K& A L 72383E H I OBEELD smtp P — N—DOFERIL PR —

FENTWERA,

FRROoary7 4 Fab—a ATHEDSWT, SMTP —NZ ZDEF TRATS N E T,
10.1.1.174 (7 A4 A4V 7 1 0)

192.02.10 (7 A4 A4V T 1 4)

172.21.34.193 (X7 A4 AV T 1 50, 77 +/V )

64.72.101.213 (774 4 VT 1 60)

\)

GE)  transportemail smtp-server 2~ > ROT A4 A VT 1%, KOO TT, ZDa~v> RTHE

SN —NEERONSRIT S, KIZ, transport email mail-server =< > K CHRE & iz P —
N3, TITAF VT 4 DIRICERITSILE T,

WIZ, HTTP 7a %3 — M5O HTTP A v —T %% 35 L 912, Smart Call Home % 7%
ETHH%RLET,

configure terminal

callhome

transport http proxy server 10.10.10.1 port 4
transport http proxy enable

commit

&IZ. call home mail transfer {Z%f9~% SMTP-AUTH Y — X— %249 5612~ L £9,
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zomwnszay |

callhome

email-contact admin@Mycompany.com

destination-profile testProfile-1

destination-profile testProfile-1 format XML

destination-profile testProfile-1 index 1 email-addr person@company.com
destination-profile testProfile-1 alert-group all
destination-profile full txt alert-group test

transport email from callhome person@company.com

transport email smtp-server 10.1.1.174 port 587 use-vrf management
transport email username userl passwd Y2FsbGhvbWUK encrypted
transport http use-vrf management

enable

TDMDEEEH
AR+ RYH

WDFEIZ, A MU AFEBIO Smart Call Home A v —YDEKEZRLET,

FS—RTIL— ARV 4 5 AR Smart Call
wi Home EXE
i PERIODIC_CONFIGURATION | iy =127 4 % 2 L—3 5 o |2
(Configuration) TyTT—=hK Avtke—V
B DIAGNOSTIC MAJOR ALERT | GOLD 23k L7 2 U — 7 |7
5— 1
DIAGNOSTIC MINOR ALERT | GOLD 735k L7~ A F— 7 |4
7k
DIAGNOSTIC NORMAL ALERT | Smart Call Home 234E5% U 7-3@ 5% | 2
OZWT 7 — b
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FS5—hTIL— 4RV L HL3)2 Smart Call
- Home EKE
BRBids L O FAN_FAILURE WHET 7 o EEIC e E L, |5
CISCO_TAC POWER_SUPPLY_ALERT |EEE Y = — L IcBEd A%EmD |6
A
POWER SUPPLY FAILURE | EJEE ¥ = — L Ozl 6
POWER SUPPLY SHUTDOWN | EiEE Y 2 — LD v v K& |6
v
TEMPERATURE ALARM |{R &+ o — s 6
TEMPERATURE MAJOR ALARM | i &= A3l fF 2 5% — L X U Mg |6
W27 rrndiiEe s —
DR
TEMPERATURE MINOR ALARM | Ji £ 3 B~ 1 F— L X Ml |4
ATz Z &R TiREE P —
DFER
v~ kY #|COLD_BOOT AL v FOBFBEASH, =—|2
g0} NRT—h—bFrR2)ty
CISCO_TAC NES
HARDWARE_INSERTION |+ v — 3~ L vn— K& = |2
= e SV NBIE VI
HARDWARE REMOVAL |+ % —inbdAn— Ry =70 |2
Ho 4L
PERIODIC INVENTORY  |E#iflif o=y b R wb— |2
DAERL
7AEA LICENSE_VIOLATION il R OBEREIC T A &> A3 e |6
<, WPl ER A 7T -
et ey
Line module LINEmodule FAILURE TV o — L OEEREE 7
Hardware 35 JX T}
CISCO_TAC
2 —,3— 54 % | SUP_FAILURE RIS N P E Y 2 — DB | T
N— R =T TEREE
g0}
CISCO_TAC
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rvt—v7r—<v+ |

75—t L—
7

S BH Smart Call
Home EKE

Syslog 7' /L—7
A— b

PORT FAILURE

K=K 77 U7 IR T 5 |6
syslog A v &—Y DA

SYSLOG_ ALERT

syslog 77— K AvE—UD4E |5
Fik

CGE)
Link up/down syslog A vt —
IZ. SmartCallHome * v & —
FFZT 7 — h@EE MY T—
LEHA,

VAT AB IO
CISCO TAC

SW_CRASH

AT —hLAYRAZ—NIED |5
V7 huxT SutkAEE, o
F D= RO A==
AP 2—)LTOTaE®RY
FovallH L TAyE—UN
EEINET,

SW_SYSTEM INCONSISTENT

V7 2T ERIT AN VS
AT KIRIT DHREAS DK

TARMBIOD
CISCO_TAC

TEST

L F AR LT 2 b 0%k |2

Avyvt—2 J4—T v bk

Smart Call Home TiE, IROA vt — T —~v MR R— I ET,

a—bFTEXFR M AYE—D TH—T Y I

IKDOEIWZ, TRTDOA = ZAATFDYa—bh TFAMERFRES T a v EZRUET,

T—%IEH S35 B
7534 A ID RE ST A4
AR 2 7 HEIA N NOEA D RE T

TTHRHIA =

EEh A X ORI (J5E

75— LDBRA

TT— LYl (VAT A A yE—UICHEA S

NHTT— LULip )
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HBDARVF AYyE—D To—ILE

WKOFRTIE, ZVTFHFANEFIZXML A vbE—JIZH08T A4 RV N AvbE—Y 70— L
ROEPIOE >~ MIOWTEHBE L ET,

Smart Call Home D& E |

F—4AHEE (FL—rTFR
k& KU XML)

BB (TL—r TR MEL
U XML)

XML% %4 (XML DH)

Timestamp ISO FFZI@En T A = k@ |/aml/header/time
ARt/ oA 828
YYYY-MM-DD HH:MM:SS
GMT+HH:MM
A —U4% A = D4 E, /aml/header/name
A= 4T V7 7747 E£iix7m7 7 |/aml/header/type
TATREDA Y=V Z A
7 DAL
A=Y F—TF Syslog 72 £ 7 7 — bk 7 )L— | /aml/header/group
7 DA
HRE A v —DERE /aml/header/level
YZ5E D N—TF 4 TR E AT /aml/header/source
(Cisco Nexus 9000 2 J — X
A v FRE)
F A A ID A vt —T %4 L7z K |/aml/ header/deviceld

T, ZADBEHT A A
i (UDD . A v&—YnT
XA AT L CEA TRV
HlX. ZO7 41— REZEIC
THMLENRHY 5, B
%, type@Sd@serial T,

stypeld, Ny 7S L—r
IDPROM 7> 5 OB ol
FTT,

c @ IEXEIY LFTT,
«SdiXCT, ¥YUT/VID
BLy—y VU TAES
ELTHELET,

e serial (&, Sid 7 4 —/V R
IZ & o TilBll s 5 &5
<7,

%1 : N9K-C9508@C@12345678
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#EDA R b A= 74— K [

F—AmEE (FL—rTFR
k& & U XML)

BB (TL—r TR MEL
U XML)

XML% %5 (XML DH)

B AR <— 1D

PHR— K F—E R TH
FIE RO OO ID I S
NAHF7LarDa—RE
AIRE7R T 4 — L N

/aml/ header/customerID

S 1D

PR—F F—ERIZLH->TH
I RCE DM O ID I &
NaAA7varpa—FRE
AlRE7R 7 4 — L R

/aml/ header /contractld

# A ~ID

VAaPEf L=V A FNIDF
T2EB oY R— F —E R
Lo TEWRDH D Z DD
TN S ATV 3
VDO—YERIEFRER T 1 —
VR

/aml/ header/siteld

Server ID

TNRA AND Ay E—UWNE
EN GG, ZOIDIETA
A A @ Unique Device Identifier
(UDD) 74—~ FTY, B
AL, type@Sd@serial T3,

ctypeld, Ny FL—r
IDPROM 7> & D D7
#FTT,

c @IIXYIY LFTT,
«SdiLC T, ¥U7/rID
v —T VI T NEE
ELTHELET,

e serial 1%, Sid 7 4 —/V R
IZ o Tl SN2 &5
<7,

il - N9K-C9508@C@12345678

/aml/header/serverld

A E— 0O

T —%Z@HlTLva—F T
FA bR,

/aml/body/msgDesc

F NS R4 AR INFEELEZ ), — R /aml/body/sysName
(FRA ZADRA M)
HYE 4 ARy RS LT 7 — KB | /aml/body/sysContact

HORBEIZ W TRIW At
HHYEL,
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T—4EB (FL—r TFR
k& & U XML)

BB (TL—r TR MEL
U XML)

XML% %5 (XML D#H)

[EAE e A —/L (Contact | Z DIEE DOHYFEH DFE T A — |/aml/body/sysContactEmail
email) | LT R &,
L S e o o=y FOHEKITH S |/aml/body/sysContactPhone
N DT Number
i T OLEE R R LA /aml/body/sysStreetAddress
(RMA) kDB AR %2
WiFTo47var 74—
K,
ET VL FNRA ZADETNL (B /aml/body/chassis/name
77 LV AITEEND BARR
RETIV) o
TR Z=v FDOI ¥ —3 DY 7 |/aml/body/chassis/serialNo

IV

vy — v OME S

VXY — DR ETEUTIUE
=

=

/aml/body/chassis/partNo

T5— b IOL—T AyvE— T4—ILF

WDFEIZ, ZVTHFAMBIOXML DT 77—k ZJV—7 X v —VICBEEDT 4 —/V FIT
DOWTHHALET, 1207 77—k Z—7I126 LTEED CLI 2~ RRAETEIND5E
X, TNHDT7 4 — /L RV IEINDZENRHD FT,

T—4EE (FL—r T%X
b & & T XML)

BB (TL—r TXRbMB&
U XML)

XML 25 (XML D)

Command output name

EITENECLLa~ > FOIE
e 72 44 il

/aml/attachments/attachment/name

W7 7 A NV OFEHH

FEDa~< R,

/aml/attachments/attachment/type

MIME # A 7

FL—r FXRANERITGE
k& A7,

/aml/attachments/attachment/mime

2 RHAIT %2 |

HEIICEITSh D3~ B
DT

/aml/attachments/attachment/atdata

JT7O0T47EXVTAFTITAT ARV AYyE—DDT4—ILK

WKDOETIE, ZVTFFAPNEFIIXMLA =DV T 2540 78I aT7 V5 47 AR
Y h A= ERIZOWTHBALET,
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4Ry 4Rk dvt—snT—1E [

F—AmEE (FL—rTFR
k& & U XML)

BB (TL—r TR MEL
U XML)

XML% %5 (XML DH)

T —D/N— R T N—
N INA

T —D/N— R T N—
NIV

/aml/body/chassis/hwVersion

A= R= NP T 2— )LD
VI NI T R—= g

EEL~VLDOY T Ry T
N—=Va v

/aml/body/chassis/swVersion

D H 5 FRU 4 ARy kA w—U &4 | /aml/body/fru/name
% B FRU D44 R,

EHEDHAFRUDY U 7% | BE FRU DL Y 7L &K=, /aml/body/fru/serialNo

%

WEDH D FRU ORLEE | B FRU O ME 5, /aml/body/fru/partNo

FRU 22 v k AR~ A yv— %R | /aml/body/fru/slot

%5 FRU DA v v &=,

FRUN— R =7 RX—I g

BIE FRUD/N— R =7 /3 —
Tal,

/aml/body/fru/hwVersion

FRU Y7 U =7 DO/R—T 3
Ve

BIE FRU T L TW25 Y 7
N7 "= g,

/aml/body/fru/swVersion

ARV K) ARV A YyE—DDT4—ILE

WKDOFEIZ, FVTFARNEFITIXML A vbE—V0arR®—%x2 h A2 b 2 vb—UER

WIHOWTHBA L7,

F—4AEE (FL—rTFR
k& KU XML)

BB (TL—r TR MEL
U XML)

XML%Z %4 (XML DH)

S — L DN— R =T S
va v

T —D/N— R T N—
NIV

/aml/body/chassis/hw Version

A== N FE D 2 — LD
VT T =T N—=Ta v

HEEL~VDOY T Ry T
N—=a

/aml/body/chassis/swVersion

FRU 4 ARk A yt—% AR | /aml/body/fru/name

% B FRU D44 Hil,
FRU s/n FRU O U T IILE -, /aml/body/fru/serialNo
FRU 37 FRU OERELE 5 /aml/body/fru/partNo
FRU 2w v b FRUDZ 1 v h &S, /aml/body/fru/slot

FRUN— RO =7 N— g

FRUD/N— R =7 N— 3
Yo

/aml/body/fru/hwVersion
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B 2 srtmLEs2 bt 2ve—S07—LF

F—AEE (FL—Y TFX|BHE (FL—r THFEARBE | XMLE S (XML DO&)
k& & UXML) U XML)

FRU Y7 b =7 ®O/N— 3 |FRU TH@ L T\5 > 7 & |/aml/body/fru/swVersion
v TxT RN— g,

A—HYNEBLETFRAM AvyE—SDT74—ILK
WDORIZ, ZVTHFANERIEIXMLO2—FRERLZT A N A vE—ERITOW TR

Lfi ﬁ‘o
T—2EB (FL—r TFRX|HH (FL—r TFZXAREEL (XMLE Y XML DFH)
k& & U XML) U XML)
A= D) EAD a2 ID /aml/body/process/id
7'ut ARHE Fut AOWRHEE (E47H . F |/aml/body/process/processState
17 &)
~7'u & A4k JFR =2 — R o5k /aml/body/process/exception

IV TEXRX MR TO syslog 7 5 — FBEEIDHI

OB TIE, Syslog R—k 7T —h Z—F@MD 7L 7x% A2 MRz rLET,

Severity Level:5

Series:Nexus9000

Switch Priority:0

Device Id:N9K-C9508QCQRTXX12345678

Server Id:N9K-C9508CETXX12345678

Time of Event:2013-05-17 16:31:33 GMT+0000 Message Name:

Message Type:syslog

System Name:dc3-test

Contact Name:Jay Tester

Contact Email:contact@example.com

Contact Phone:+91-80-1234-5678

Street Address:#1 Any Street

Event Description:SYSLOG_ALERT 2013 May 17 16:31:33 dc3-test %ETHPORT—2—IF_SEQ_ERROR:
Error (0x20) while communicating with component MTS SAP ELTM
opcode:MTS_OPC_ETHPM_PORT_ PHY CLEANUP (for:RID_PORT: Ethernet3/1)

syslog facility:ETHPORT
start chassis information:
Affected Chassis:N9K-C9508
Affected Chassis Serial Number:TXX12345678 Affected Chassis Hardware Version:0.405
Affected Chassis Software Version:6.1(2) Affected Chassis Part No:11-11111-11 end chassis
information:
start attachment
name:show logging logfile | tail -n 200
type:text
data:
2013 May 17 10:57:51 dc3-test %SYSLOG-1-SYSTEM MSG : Logging logfile (messages) cleared
by user
2013 May 17 10:57:53 dc3-test $VSHD-5-VSHD SYSLOG _CONFIG I: Configuring console from
/dev/ttys0 /dev/ttyS0 console
2013 May 17 10:58:35 dc3-test $VSHD-5-VSHD SYSLOG _CONFIG I: Configuring console from
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I TER KX TO syslog 75— FEXDHI .

/dev/ttys0 /dev/ttyS0 console
2013 May 17 10:59:00 dc3-test $DAEMON-3-SYSTEM MSG: error: setsockopt IP_TOS 16:
Invalid argument: - sshd[14484]
2013 May 17 10:59:05 dc3-test $VSHD-5-VSHD SYSLOG _CONFIG I: Configuring console from
/dev/ttys0 /dev/ttyS0 console
2013 May 17 12:11:18 dc3-test $SYSMGR-STANDBY-5-SUBPROC_TERMINATED: "System Manager
(gsync controller)" (PID 12000) has finished with error code
SYSMGR_EXITCODE_GSYNCFAILED NONFATAL (12) .
2013 May 17 16:28:03 dc3-test $VSHD-5-VSHD SYSLOG _CONFIG I: Configuring console from
/dev/ttys0 /dev/ttyS0 console
2013 May 17 16:28:44 dc3-test %SYSMGR-3-BASIC TRACE: core copy: PID 2579 with message
Core not generated by system for eltm(0). WCOREDUMP (9) returned zero
2013 May 17 16:28:44 dc3-test $SYSMGR-2-SERVICE CRASHED: Service "eltm" (PID 3504)
hasn't caught signal 9 (no core).
2013 May 17 16:29:08 dc3-test %SYSMGR-3-BASIC TRACE: core copy: PID 2579 with message
Core not generated by system for eltm(0). WCOREDUMP (9) returned zero.
2013 May 17 16:29:08 dc3-test %SYSMGR-2-SERVICE CRASHED: Service "eltm" (PID 23210)
hasn't caught signal 9 (no core).
2013 May 17 16:29:17 dc3-test %SYSMGR-3-BASIC TRACE: core copy: PID 2579 with message
Core not generated by system for eltm(0). WCOREDUMP (9) returned zero.
2013 May 17 16:29:17 dc3-test %SYSMGR-2-SERVICE CRASHED: Service "eltm" (PID 23294)
hasn't caught signal 9 (no core).
2013 May 17 16:29:25 dc3-test %SYSMGR-2-HASWITCHOVER PRE START: This supervisor is
becoming active (pre-start phase).
2013 May 17 16:29:25 dc3-test %SYSMGR-2-HASWITCHOVER START: This supervisor is becoming
active.
2013 May 17 16:29:26 dc3-test SUSER-3-SYSTEM MSG: crdcfg get srvinfo: mts_send failed
- device_ test
2013 May 17 16:29:27 dc3-test 3NETSTACK-3-IP UNK MSG MAJOR: netstack [4336] Unrecognized
message from MRIB. Major type 1807
2013 May 17 16:29:27 dc3-test $IM-5-IM INTF STATE: mgmtO is DOWN
2013 May 17 16:29:28 dc3-test $SYSMGR-2-SWITCHOVER OVER: Switchover completed.
2013 May 17 16:29:28 dc3-test %DAEMON-3-SYSTEM MSG: ntp:socket family : 2 - ntpd[19045]

2013 May 17 16:29:28 dc3-test %DAEMON-3-SYSTEM MSG: ntp:socket family : 10 - ntpd[19045]
2013 May 17 16:29:28 dc3-test %DAEMON-3-SYSTEM MSG: ntp:ipvé only defined - ntpd[19045]

2013 May 17 16:29:28 dc3-test $DAEMON-3-SYSTEM MSG: ntp:bindvé only defined -
ntpd[19045]
2013 May 17 16:29:28 dc3-test %DAEMON-3-SYSTEM MSG: ntp:socket family : 2 - ntpd[19045]

2013 May 17 16:29:28 dc3-test %DAEMON-3-SYSTEM MSG: ntp:socket family : 0 - ntpd[19045]
2013 May 17 16:29:28 dc3-test %DAEMON-3-SYSTEM MSG: ntp:socket family : 0 - ntpd[19045]

2013 May 17 16:29:28 dc3-test %NETSTACK-3-CLIENT GET: netstack [4336] HA client filter
recovery failed (0)
2013 May 17 16:29:28 dc3-test %NETSTACK-3-CLIENT GET: netstack [4336] HA client filter
recovery failed (0)
2013 May 17 16:29:29 dc3-test %DAEMON-3-SYSTEM MSG: ssh disabled, removing -
dcos-xinetd[19072]
2013 May 17 16:29:29 dc3-test $DAEMON-3-SYSTEM MSG: Telnet disabled, removing -
dcos-xinetd[19072]
2013 May 17 16:29:31 dc3-test $DAEMON-3-SYSTEM MSG: Telnet disabled, removing -
dcos-xinetd[19073]
2013 May 17 16:29:32 dc3-test %DAEMON-3-SYSTEM MSG: ssh disabled, removing -
dcos-xinetd[19079]
2013 May 17 16:29:32 dc3-test %DAEMON-3-SYSTEM MSG: Telnet disabled, removing -
dcos-xinetd[19079]
2013 May 17 16:29:34 dc3-test $IM-5-IM INTF STATE: mgmtO is UP
2013 May 17 16:29:34 dc3-test %DAEMON-3-SYSTEM MSG: ssh disabled, removing -
dcos-xinetd[19105]
2013 May 17 16:29:34 dc3-test $DAEMON-3-SYSTEM MSG: Telnet disabled, removing -
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dcos-xinetd[19105]

2013 May 17 16:29:35 dc3-test SPLATFORM-2-PS AC IN MISSING: Power supply 2 present
but all AC inputs are not connected, ac-redundancy might be affected

2013 May 17 16:29:35 dc3-test $PLATFORM-2-PS AC IN MISSING: Power supply 3 present
but all AC inputs are not connected, ac-redundancy might be affected

2013 May 17 16:29:38 dc3-test SCALLHOME-2-EVENT: SUP_FAILURE

2013 May 17 16:29:46 dc3-test vsh[19166]: CLIC-3-FAILED EXEC: Can not exec command
<more> return code <14>

2013 May 17 16:30:24 dc3-test vsh[23810]: CLIC-3-FAILED EXEC: Can not exec command
<more> return code <14>

2013 May 17 16:30:24 dc3-test vsh[23803]: CLIC-3-FAILED EXEC: Can not exec command
<more> return code <14>

2013 May 17 16:30:24 dc3-test vsh[23818]: CLIC-3-FAILED EXEC: Can not exec command

<more> return code <14>
2013 May 17 16:30:47 dc3-test %SYSMGR-3-BASIC_ TRACE: core copy: PID 2630
Core not generated by system for eltm(0). WCOREDUMP (9) returned zero
2013 May 17 16:30:47 dc3-test %SYSMGR-2-SERVICE CRASHED: Service "eltm"
hasn't caught signal 9 (no core).
2013 May 17 16:31:02 dc3-test %SYSMGR-3-BASIC_ TRACE: core_ copy: PID 2630
Core not generated by system for eltm(0). WCOREDUMP (9) returned zero
2013 May 17 16:31:02 dc3-test %SYSMGR-2-SERVICE CRASHED: Service "eltm"
hasn't caught signal 9 (no core).
2013 May 17 16:31:14 dc3-test %SYSMGR-3-BASIC_TRACE: core copy: PID 2630
Core not generated by system for eltm(0). WCOREDUMP (9) returned zero
2013 May 17 16:31:14 dc3-test %SYSMGR-2-SERVICE CRASHED: Service "eltm"
hasn't caught signal 9 (no core).
2013 May 17 16:31:23 dc3-test $CALLHOME-2-EVENT: SW_CRASH alert for service: eltm
2013 May 17 16:31:23 dc3-test %SYSMGR-3-BASIC TRACE: core copy: PID 2630 with message
Core not generated by system for eltm(0). WCOREDUMP (9) returned zero
2013 May 17 16:31:23 dc3-test %SYSMGR-2-SERVICE CRASHED: Service "eltm"
hasn't caught signal 9 (no core).

with message
(PID 4820)
with message
(PID 24239)
with message

(PID 24401)

(PID 24407)

2013 May 17 16:31:24 dc3-test vsh[24532]: CLIC-3-FAILED EXEC: Can not exec command
<more> return code <14>

2013 May 17 16:31:24 dc3-test vsh[24548]: CLIC-3-FAILED EXEC: Can not exec command
<more> return code <14>

2013 May 17 16:31:24 dc3-test vsh[24535]: CLIC-3-FAILED EXEC: Can not exec command

<more> return code <14>

2013 May 17 16:31:33 dc3-test SNETSTACK-3-INTERNAL ERROR: netstack [4336] (null)

2013 May 17 16:31:33 dc3-test SETHPORT-2-IF SEQ ERROR: Error (0x20) while communicating
with component MTS_ SAP ELTM opcode:MTS OPC_ETHPM PORT PHY CLEANUP (for:RID PORT:
Ethernet3/1) end attachment start attachment

type:text

data:

dc3-test interfaces:

Ethernet3/1 Ethernet3/2 Ethernet3/3
Ethernet3/4 Ethernet3/5 Ethernet3/6
Ethernet3/7 Ethernet3/8 Ethernet3/9
Ethernet3/10 Ethernet3/11 Ethernet3/12
Ethernet3/13 Ethernet3/14 Ethernet3/15
Ethernet3/16 Ethernet3/17 Ethernet3/18
Ethernet3/19 Ethernet3/20 Ethernet3/21
Ethernet3/22 Ethernet3/23 Ethernet3/24
Ethernet3/25 Ethernet3/29 Ethernet3/30
Ethernet3/31 Ethernet3/32 Ethernet3/33
Ethernet3/34 Ethernet3/35 Ethernet3/36
Ethernet3/37 Ethernet3/38 Ethernet3/39
Ethernet3/40 Ethernet3/41 Ethernet3/42
Ethernet3/43 Ethernet3/44 Ethernet3/45
Ethernet3/46 Ethernet3/47 Ethernet3/48

end attachment
start attachment

type:
data:

text
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XML 22t <0 syslog 75— FiEsa sl ]

end attachment
start attachment
name:show license usage
type:text
data:
Feature Ins Lic Status Expiry Date Comments
Count

end attachment

XML F2=X TD syslog 7 5 — L @EEN1D 4

WOFITIL, Syslog "— k 77— K Z—7HO XML 2~ LET,

<?xml version="1.0" encoding="UTF-8" 2>

<soap-env:Envelope xmlns:soap-env="http://www.w3.0rg/2003/05/soap-envelope">
<soap-env:Header>

<aml-session:Session xmlns:aml-session="http://www.cisco.com/2004/01/aml-session"
soap-env:mustUnderstand="true"
soap-env:role="http://www.w3.0rg/2003/05/soap-envelope/role/next">
<aml-session:To>http://tools.cisco.com/neddce/services/DDCEService</aml-session:To>
<aml-session:Path>
<aml-session:Via>http://www.cisco.com/appliance/uri</aml-session:Via>
</aml-session:Path>
<aml-session:From>http://www.cisco.com/appliance/uri</aml-session:From>
<aml-session:MessageId>1004:TXX12345678:478F82E6</aml-session:Messageld>
</aml-session:Session>

</soap-env:Header>

<soap-env:Body>

<aml-block:Block xmlns:aml-block="http://www.cisco.com/2004/01/aml-block">
<aml-block:Header>
<aml-block:Type>http://www.cisco.com/2005/05/callhome/syslog</aml-block:Type>
<aml-block:CreationDate>2013-05-17 16:31:33 GMT+0000</aml-block:CreationDate>
<aml-block:Builder> <aml-block:Name>DC3</aml-block:Name>
<aml-block:Version>4.1</aml-block:Version>

</aml-block:Builder>

<aml-block:BlockGroup>
<aml-block:GroupId>1005:TXX12345678:478F82E6</aml-block:GroupIld>
<aml-block:Number>0</aml-block:Number>

<aml-block:IsLast>true</aml-block:IsLast>
<aml-block:IsPrimary>true</aml-block:IsPrimary>
<aml-block:WaitForPrimary>false</aml-block:WaitForPrimary>
</aml-block:BlockGroup>

<aml-block:Severity>5</aml-block:Severity>

</aml-block:Header>

<aml-block:Content>

<ch:CallHome xmlns:ch="http://www.cisco.com/2005/05/callhome" version="1.0">
<ch:EventTime>2013-05-17 16:31:33 GMT+0000</ch:EventTime>
<ch:MessageDescription>SYSLOG ALERT 2013 May 17 16:31:33 dc3-test SETHPORT-2-IF SEQ ERROR:
Error (0x20) while communicating with component MTS SAP ELTM
opcode:MTS OPC_ETHPM PORT PHY CLEANUP (for:RID PORT: Ethernet3/1) </ch:MessageDescription>
<ch:Event> <ch:Type>syslog</ch:Type> <ch:SubType></ch:SubType> <ch:Brand>Cisco</ch:Brand>
<ch:Series>Nexus9000</ch:Series> </ch:Event> <ch:CustomerData> <ch:UserData>
<ch:Email>contact@example.com</ch:Email>

</ch:UserData>

<ch:ContractData>

<ch:DeviceId>N9K-C9508QC@TXX12345678</ch:DeviceIld>

</ch:ContractData>

<ch:SystemInfo>
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<ch:Name>dc3-test</ch:Name>

<ch:Contact>Jay Tester</ch:Contact> <ch:ContactEmail>contact@example.com</ch:ContactEmail>
<ch:ContactPhoneNumber>+91-80-1234-5678</ch:ContactPhoneNumber>

<ch:StreetAddress>#1, Any Street</ch:StreetAddress> </ch:SystemInfo> </ch:CustomerData>
<ch:Device> <rme:Chassis xmlns:rme="http://www.cisco.com/rme/4.1">
<rme:Model>NI9K-C9508</rme:Model>

<rme:HardwareVersion>0.405</rme:HardwareVersion>
<rme:SerialNumber>TXX12345678</rme:SerialNumber>

</rme:Chassis>

</ch:Device>

</ch:CallHome>

</aml-block:Content>

<aml-block:Attachments>

<aml-block:Attachment type="inline">

<aml-block:Name>show logging logfile | tail -n 200</aml-block:Name> <aml-block:Data
encoding="plain">

<! [CDATA[2013 May 17 10:57:51 dc3-test %SYSLOG-1-SYSTEM MSG : Logging logfile (messages)
cleared by user

2013 May 17 10:57:53 dc3-test $VSHD-5-VSHD SYSLOG _CONFIG I: Configuring console from
/dev/ttys0 /dev/ttyS0 console

2013 May 17 10:58:35 dc3-test $VSHD-5-VSHD SYSLOG _CONFIG I: Configuring console from
/dev/ttys0 /dev/ttyS0 console

2013 May 17 10:59:00 dc3-test $DAEMON-3-SYSTEM MSG: error: setsockopt IP TOS 16: Invalid
argument: - sshd[14484]

2013 May 17 10:59:05 dc3-test $VSHD-5-VSHD SYSLOG _CONFIG I: Configuring console from
/dev/ttys0 /dev/ttyS0 console

2013 May 17 12:11:18 dc3-test %$SYSMGR-STANDBY-5-SUBPROC_TERMINATED: \"System Manager
(gsync controller)\" (PID 12000) has finished with error code
SYSMGR_EXITCODE_GSYNCFAILED NONFATAL (12) .

2013 May 17 16:28:03 dc3-test $VSHD-5-VSHD SYSLOG _CONFIG I: Configuring console from
/dev/ttys0 /dev/ttyS0 console

2013 May 17 16:28:44 dc3-test $SYSMGR-3-BASIC TRACE: core copy: PID 2579 with message

Core not generated by system for eltm(0). WCOREDUMP (9) returned zero

2013 May 17 16:28:44 dc3-test %$SYSMGR-2-SERVICE CRASHED: Service \"eltm\" (PID 3504)

hasn't caught signal 9 (no core).

2013 May 17 16:29:08 dc3-test $SYSMGR-3-BASIC TRACE: core copy: PID 2579 with message

Core not generated by system for eltm(0). WCOREDUMP (9) returned zero

2013 May 17 16:29:08 dc3-test %$SYSMGR-2-SERVICE CRASHED: Service \"eltm\" (PID 23210)

hasn't caught signal 9 (no core).

2013 May 17 16:29:17 dc3-test $SYSMGR-3-BASIC TRACE: core copy: PID 2579 with message

Core not generated by system for eltm(0). WCOREDUMP (9) returned zero

2013 May 17 16:29:17 dc3-test %$SYSMGR-2-SERVICE CRASHED: Service \"eltm\" (PID 23294)

hasn't caught signal 9 (no core).

2013 May 17 16:29:25 dc3-test %SYSMGR-2-HASWITCHOVER PRE START: This supervisor is

becoming active (pre-start phase).

2013 May 17 16:29:25 dc3-test $SYSMGR-2-HASWITCHOVER START: This supervisor is becoming
active.

2013 May 17 16:29:26 dc3-test %USER-3-SYSTEM MSG: crdcfg get srvinfo: mts_send failed -
device_ test

2013 May 17 16:29:27 dc3-test SNETSTACK-3-IP_UNK MSG MAJOR: netstack [4336] Unrecognized
message from MRIB. Major type 1807

2013 May 17 16:29:27 dc3-test $IM-5-IM INTF STATE: mgmtO is DOWN

2013 May 17 16:29:28 dc3-test $SYSMGR-2-SWITCHOVER OVER: Switchover completed.

2013 May 17 16:29:28 dc3-test $DAEMON-3-SYSTEM MSG: ntp:socket family : 2 - ntpd[19045]
2013 May 17 16:29:28 dc3-test $DAEMON-3-SYSTEM MSG: ntp:socket family : 10 - ntpd[19045]
2013 May 17 16:29:28 dc3-test $DAEMON-3-SYSTEM MSG: ntp:ipvé only defined - ntpd[19045]
2013 May 17 16:29:28 dc3-test %DAEMON-3-SYSTEM MSG: ntp:bindvé only defined - ntpd[19045]
2013 May 17 16:29:28 dc3-test $DAEMON-3-SYSTEM MSG: ntp:socket family : 2 - ntpd[19045]
2013 May 17 16:29:28 dc3-test $DAEMON-3-SYSTEM MSG: ntp:socket family : 0 - ntpd[19045]

]

2013 May 17 16:29:28 dc3-test %DAEMON-3-SYSTEM MSG: ntp:socket family : 0 - ntpd[19045
2013 May 17 16:29:28 dc3-test SNETSTACK-3-CLIENT GET: netstack [4336] HA client filter
recovery failed (0)
2013 May 17 16:29:28 dc3-test SNETSTACK-3-CLIENT GET: netstack [4336] HA client filter
recovery failed (0)
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2013 May 17 16:29:29 dc3-test %DAEMON-3-SYSTEM MSG: ssh disabled, removing -
dcos-xinetd[19072]

2013 May 17 16:29:29 dc3-test $DAEMON-3-SYSTEM MSG: Telnet disabled, removing -
dcos-xinetd[19072]

2013 May 17 16:29:31 dc3-test $DAEMON-3-SYSTEM MSG: Telnet disabled, removing -
dcos-xinetd[19073]

2013 May 17 16:29:32 dc3-test %DAEMON-3-SYSTEM MSG: ssh disabled, removing -
dcos-xinetd[19079]

2013 May 17 16:29:32 dc3-test %DAEMON-3-SYSTEM MSG: Telnet disabled, removing -
dcos-xinetd[19079]

2013 May 17 16:29:34 dc3-test $IM-5-IM INTF STATE: mgmtO is UP

2013 May 17 16:29:34 dc3-test %DAEMON-3-SYSTEM MSG: ssh disabled, removing -
dcos-xinetd[19105]

2013 May 17 16:29:34 dc3-test $DAEMON-3-SYSTEM MSG: Telnet disabled, removing -
dcos-xinetd[19105]

2013 May 17 16:29:35 dc3-test $PLATFORM-2-PS_AC IN MISSING: Power supply 2 present but
all AC inputs are not connected, ac-redundancy might be affected

2013 May 17 16:29:35 dc3-test $PLATFORM-2-PS_AC IN MISSING: Power supply 3 present but
all AC inputs are not connected, ac-redundancy might be affected

2013 May 17 16:29:38 dc3-test SCALLHOME-2-EVENT: SUP_FAILURE

2013 May 17 16:29:46 dc3-test vsh[19166]: CLIC-3-FAILED EXEC: Can not exec command <more>
return code <14>

2013 May 17 16:30:24 dc3-test vsh[23810]: CLIC-3-FAILED EXEC: Can not exec command <more>
return code <14>

2013 May 17 16:30:24 dc3-test vsh[23803]: CLIC-3-FAILED EXEC: Can not exec command <more>
return code <14>

2013 May 17 16:30:24 dc3-test vsh[23818]: CLIC-3-FAILED EXEC: Can not exec command <more>
return code <14>

2013 May 17 16:30:47 dc3-test $SYSMGR-3-BASIC TRACE: core copy: PID 2630 with message

Core not generated by system for eltm(0). WCOREDUMP (9) returned zero

2013 May 17 16:30:47 dc3-test %$SYSMGR-2-SERVICE CRASHED: Service \"eltm\" (PID 4820)

hasn't caught signal 9 (no core).

2013 May 17 16:31:02 dc3-test $SYSMGR-3-BASIC TRACE: core copy: PID 2630 with message

Core not generated by system for eltm(0). WCOREDUMP (9) returned zero

2013 May 17 16:31:02 dc3-test %$SYSMGR-2-SERVICE CRASHED: Service \"eltm\" (PID 24239)

hasn't caught signal 9 (no core).

2013 May 17 16:31:14 dc3-test %SYSMGR-3-BASIC_TRACE: core copy: PID 2630 with message

Core not generated by system for eltm(0). WCOREDUMP (9) returned zero

2013 May 17 16:31:14 dc3-test %SYSMGR—2—SERVICE_CRASHED: Service \"eltm\" (PID 24401)

hasn't caught signal 9 (no core).

2013 May 17 16:31:23 dc3-test $CALLHOME-2-EVENT: SW_CRASH alert for service: eltm

2013 May 17 16:31:23 dc3-test %SYSMGR-3-BASIC TRACE: core copy: PID 2630 with message

Core not generated by system for eltm(0). WCOREDUMP (9) returned zero

2013 May 17 16:31:23 dc3-test %$SYSMGR-2-SERVICE CRASHED: Service \"eltm\" (PID 24407)

hasn't caught signal 9 (no core).

2013 May 17 16:31:24 dc3-test vsh[24532]: CLIC-3-FAILED EXEC: Can not exec command <more>
return code <14>

2013 May 17 16:31:24 dc3-test vsh[24548]: CLIC-3-FAILED EXEC: Can not exec command <more>
return code <14>

2013 May 17 16:31:24 dc3-test vsh[24535]: CLIC-3-FAILED EXEC: Can not exec command <more>
return code <14>

2013 May 17 16:31:33 dc3-test SNETSTACK-3-INTERNAL ERROR: netstack [4336] (null)

2013 May 17 16:31:33 dc3-test $ETHPORT-2-IF SEQ ERROR: Error (0x20) while communicating
with component MTS SAP _ELTM opcode:MTS OPC_ETHPM PORT PHY CLEANUP (for:RID PORT:

Ethernet3/1) ]1]> </aml-block:Data> </aml-block:Attachment> <aml-block:Attachment
type="inline"> <aml-block:Name> <aml-block:Data encoding="plain"> <! [CDATA[

dc3-test interfaces:

Ethernet3/1 Ethernet3/2 Ethernet3/3
Ethernet3/4 Ethernet3/5 Ethernet3/6
Ethernet3/7 Ethernet3/8 Ethernet3/9
Ethernet3/10 Ethernet3/11 Ethernet3/12
Ethernet3/13 Ethernet3/14 Ethernet3/15
Ethernet3/16 Ethernet3/17 Ethernet3/18
Ethernet3/19 Ethernet3/20 Ethernet3/21
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Ethernet3/22 Ethernet3/23 Ethernet3/24
Ethernet3/25 Ethernet3/26 Ethernet3/27
Ethernet3/28 Ethernet3/29 Ethernet3/30
Ethernet3/31 Ethernet3/32 Ethernet3/33
Ethernet3/34 Ethernet3/35 Ethernet3/36
Ethernet3/37 Ethernet3/38 Ethernet3/39
Ethernet3/40 Ethernet3/41 Ethernet3/42
Ethernet3/43 Ethernet3/44 Ethernet3/45
Ethernet3/46 Ethernet3/47 Ethernet3/48
11>

</aml-block:Data>
</aml-block:Attachment>
<aml-block:Attachment type="inline">
<aml-block:Name> <aml-block:Data encoding="plain"> <!----> </aml-block:Data>
</aml-block:Attachment> <aml-block:Attachment type="inline"> <aml-block:Name>show license
usage</aml-block:Name> <aml-block:Data encoding="plain">
<! [CDATA[Feature Ins Lic Status Expiry Date Comments
Count

11>

</aml-block:Data>
</aml-block:Attachment>
</aml-block:Attachments>
</aml-block:Block>
</soap-env:Body>
</soap-env:Envelope>
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