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serve-acl

NTP 7 7 A ZHIEI L, FEARDIP T
A VA NEHMAT D007 7%
A TN—T B E T ITHIR L £,

BIEE T DG ACL 11—/ VI NTP A3
—HT 5854, ACLALE X =IE L, &
DT TR TN—T FT g~k
BLERA,

e peer ¥ —TU— RiX, 7734 AP

AFER & NTP #lfH7 =V —%2%1(5
L., 77X VA RNCTHEINT
WHY—NEET LI LE
R

servexX— U — RN, 77&RX U X
MZFRE STV D — 305 DR
H R L NTP i 7 =V — %7 N
AAPZETE DL I LETHR,
FBEIN— TR L7 &
T LET,

serve-only ¥ — U — Ri&, 734 &
WT 7 'RV A NTHRESNZT—
NS DR ER T #2595 &
I LET,

query-only ¥—17— K%, 7 /31 &
DT 7EAYANTHRES N —
SN2 B O NTP il 7 =V —DFH %
ZETLHEIICLET,

match-all ¥ —7 — R&fEHT 2 &
TIRRATN—T FTF a3 D3,
HIIROIR HFEN D DD BB L
D, peer, serve, serve-only,
query-only DJIHF TAF ¥ S d
rolkcTEEd, HE Ty PR
peer 7 7 B A 7 )L—70 ACL IZ—



| NTPOEE
NTP V—XIP7 KLADEE .

ARV RFERFTIVaY =)

HBLARWES, N7 > Miserve 7
IR TN—TITEE S, e
SNET, Ty Miserve T 7 &
A T N—TD ACLIZ—E L7\
A, serve-only 7 7 £ A 7 L—FZ
ELI, IS NET,

GE)
match-all &% — 7 — K%, Cisco
NX-0S U U — 2 7.003)I6(1) LARE T
FIHFTREZ2 & O T, Cisco Nexus
9000 > U — R A A wF & Cisco
Nexus 3164Q, 31128PQ. 3232C,
B LU3264Q AA v FTHHR— K
INTHET,

access-list-name 2%, NTP 7 7 &
AT N—TD4LHETTT, 4R, FF
BT HETte, K 64 SUTF-DHH
FAMN VI THRETEEY,

RATv 73| ({EE) show ntp access-groups NIP 727 &R J)—FDar7 4 Xz
51 L—ya R RLUET,

switch (config)# show ntp access-groups

ATwv 4| (L&) copy running-config FTar74¥al—vark, AX—
startup-config Ny arrsFXalb—varila
15'] : E°—Li’s}”o

switch (config)# copy running-config
startup-config

NTPYV—XIP7 KLADEKE
NTP i, NTP 7 v "BREESNTA v E—T 2 ADT RLARZHESNT, T3TO NTP

Ny MY —ATPT RUVARERELET, FFEDOY —AIPT RV AZMHEHTH L5 NTP %
BRETXET,

NTP DEE
|



B vro—xqrs8—ozqz0mE

FIE

NTP DEE |

AR NFERERTOVa Y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— gy
EF—FEBLET

ATy T2

[no] ntp sour ce ip-address

1 -

switch (config)# ntp source 192.0.2.1

T_RTOHONTP X7 MY —RZIPT K
L AZEELET, ip-address (213 IPv4
FRITIPve IR A CTX 97,

ATvT3

(f£&) copy running-config
startup-config
{1 -

switch (config)# copy running-config
startup-config

FEfTar 74 Xal—varr, AX—
Ny a4 Fal—v g iz
I:o%l/jz—g—o

NTPY—RXR A3 —T A4 ADETE
BEDA X —T oA A&FEHTHELO NTP R ETEET,

FIE

ARV RFERETIVa Y

E:)

&M

configureterminal

1

switch# configure terminal
switch (config) #

Jua—N)L a7 4 FXalb— g
E— FEBRBLET,

ATvT2

[no] ntp source-interface interface

1

switch (config)# ntp source-interface
ethernet 2/1

T _TONTP Ty MR LTY—2R
AVE—=T oA AR ELET, iR—
FENTWNWBAL L H =T 2 A ADY A b
BEFORTHIIE, ?2F—U—FEFEHL
£7,

ATvT3

(f£&) copy running-config
startup-config
fi

switch (config) # copy running-config
startup-config

FElTar I 4 Fal—rark, AX—
Ny a7 40Xl — 30l a
vE—LEd,

B nPoEE



| NTPOEE

NTP O X > DEE

ne o s nEE

BHEENIPANR N TUVRAT LA 024K THEI. NTPaX 7 2R ETEET, NTP =
X NITF 74NV N TTF =TT TWET,

FIE

ARV RFERETIVa Y

E:)

&

configureterminal

1

switch# configure terminal
switch (config) #

7 a—N)VERETE— REBB L ET,

ATvT2

[no] ntp logging
fi

switch(config)# ntp logging

BHERNIPARNY N TCUVAT LA 0T %
AT D EARX—TNVERLIZET 4
t—7 Mz LEd, NTP X 735
TH VR TT 4 B—=T o> TWE
7

ATvT3

(f£7) show ntp logging-status
fil

switch(config) # show ntp logging-status

NTP X7 oary7 4 Fal—3g
VIR EFRR LE T,

ATV

({£#&) copy running-config
startup-config
il -

switch (config)# copy running-config
startup-config

FEfTa 74X al—arhr, AX—
Ny a7 40Xl — g0l a
vE—LE9,

NTP D5 EfEER

NTP REZERTDITIE, ROZ AT D H bOWTHhndEITLET,

avy kR

B8

show ntp access-groups

NP7 /7 ®A NV —TDar7 4Fal—
varurERRLET,

show ntp authentication-keys

PRIEWE D NTP ik — a2 £R LET,

show ntp authentication-status

NTP

munﬁa)ikﬁﬂéfééﬂgL/jiﬁA

show ntp logging-status

NTP O u ¥ R &£ LET,

NTP DE&E .



NTP D% |
B v oszEs

avy kR B#)

show ntp peer-status TRTONTP P —AN"BLRETDORT—F X
ERRELET,

show ntp peers TXTCONTPETE2ERLET,

show ntp rts-update RTS 7 v 77— hORWMAEF R LET,

ntp YV—REXRTRT D HREFEHFDONTP Y —AIPT KL A% FRLE
R

show ntp source-interface RIEEHDNIP Y —A A L H—T A Au K
RLET,

show ntp statistics {io | local | memory | peer  |NTP $izHE# % %7 L £,
{ipaddr {ipv4-addr | ipv6-addr} | name

peer-name} }

show ntp trusted-keys REFHFDONTP DEFINTVDF—2 KR
l./ \i TO

show running-config ntp NTP {F#HhaE£RLET,

NTP v a7 Y73 5I21%, clear ntpsession =2~ > R&FEHLET,
NTP #EHERZ AT 5121%. cear ntp statistics =~ > F&HH L £,

NTP D% 5E {5

AT, NTP /Sy FNCRFES — 42 ZH0R LT B IEIR & R T 5 & 5 7751 A &t
R S0l RLET,

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

switch (config) # ntp authentication-key 42 md5 aNiceKey

switch (config) # ntp server 192.0.2.105 key 42

switch(config)# ntp trusted-key 42

switch (config)# ntp authenticate

switch(config)# copy running-config startup-config

[#E###H4F S HHHEHHHHHH R HHHH SR HHHEHHHEH] 1003
switch (config) #

KIZ, LTOHRIKIEEDHAD NTP 7 7B A T —FOREDEH 2= LET,

e peer OHFIFIEIL,  Tpeer-acl] E\VVH T 7 A UANOFKMEEMZTIP T KL A H
SINFET,

o serve OFIFIEEIL, [serve-acl] EWH T 7 X URMOSMHAMT-TIP 7 FL AITE
AEnEd,

« serve-only DlFIHIAIX, [serve-only-acl] W5 T 7 A U R NOFKMEETZTIPT K
AlCEHA S ET,

. NTP DE&E



| NTPOEE

nte ol |

« query-only DOl HHIX, [query-only-acl] &5 727 &R U R MDOFEMZGEZTIPT R

ZICHH S ET,

switch# configure terminal

switch (config)# ntp peer 10.
switch (config) #
switch (configqg)
switch (config)
switch (configqg)
switch (configqg)
switch (config)
switch (configqg)
switch (config)
switch (config)
switch (configqg)
switch (config)

)

switch (config-acl)# 10 permit ip host 10.1.1.1
switch(config-acl)# 20 permit ip host 10.8.8.8 any

ntp peer 10.
# ntp peer 10.

# ntp peer 10.

# ntp peer 10.

# ntp peer 10.

# ntp peer 10.

# ntp peer 10.8.8.
#

#

#

#

So 0 W R
So 0 W R

o do Ul WDNRK

ntp access-group peer peer-acl

ntp access-group serve serve-acl

ntp access-group serve-only serve-only-acl
ntp access-group query-only query-only-acl

any

switch (config)# ip access-list serve-acl

switch (config-acl)# 10 permit ip host 10.4.4.4
switch (config-acl)# 20 permit ip host 10.5.5.5 any

any

switch (config)# ip access-list serve-only-acl
switch(config-acl)# 10 permit ip host 10.6.6.6 any
switch (config-acl)# 20 permit ip host 10.7.7.7 any
switch (config) # ip access-list query-only-acl
switch(config-acl)# 10 permit ip host 10.2.2.2 any
switch (config-acl)# 20 permit ip host 10.3.3.3 any

\)

(
(
(
(
(
(
(
(
(
(
(
switch (config)# ip access-list peer-acl
(
(
(
(
(
(
(
(
(
(
(

6=

%#@Mlﬁ»wf@ﬁﬁﬁméﬂé%é\m®N1ﬁ?ﬁUK%@?é¢NT®N7yF
IS S, BWEIIT ACL 7 —FICBE T 537 v hOAPLEINEST, Zhizon
TiE, U T FUATHHALET,

eserve ACL DSEREINTWAEA, 794 T b, avbe—, BIORTTA4X—k R
Ty FOZRPUE I I, OTTONRT Yy MIFER S ET,

s serve-only ACL 35X E SNV TWADLE., 77472 b X7y NOBZRPUE I, o3~
TONRT y MIEESNET,

BEHOACLBPREENTWEAEE, LUTOYFT U A THPE SN TV DU DIERFICEVE T,

* serve & serve-only O 775, match-all 23ERL S AL TWZRWE U IP 7 R L AT L TRERK
SN TUWT, IP A serve-acl THFA] &4, serve-only THEAG SN TWDHEE, 7 74T 2 b,
arhur—b, TITAN=F Ty MEZOIP IS LTI S ET,

NTP DE&E .
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['Cisco Nexus 9000 Series NX-OS Fundamentals
Configuration Guide]

MB®D') >y

NTP (ZE5# 35 MIB

PAR—FENTVWEMIB EZREBERBIRE 7 a—|
WO URLIZT 7 AL TL X,

https://cisco.github.io/cisco-mibs/supportlists/nexus9000;
Nexus9000MIBSupportList.html

. NTP DE&E
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. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
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