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switch (config)# monitor erspan origin
ip-address 10.0.0.1 global

switch (config)# monitor erspan origin
ipvé-address 2001:DB8:1::1 global

ATvT3

Nno monitor session {session-number | all}

&1

switch(config)# no monitor session 3

§E L7ZERSPAN ¥ v v a3 DR T %
WELET, Hilnkyar ayv

T4F¥alb—varit, BEOE Y

ararZ4Fal—3ia 3B
SNET,

ATv74

monitor session {session-number | all}
type er span-source [shut]

1

switch(config)# monitor session 3 type
erspan-source
switch (config-erspan-src)#

ERSPAN # 4 NI ¥tk vy a v %
WELET, 774N BFTIE, kY
va VIR RITY, A7 Y 3 D shut
F—U—RiI, BRL7ZEy a3 i
LT shut A7 — F&2FEELET,

ATvTh

description description

1 -

switch (config-erspan-src)# description
erspan_src_session 3

tyvaroifERELET, T
74V FTIE, SIRERINER
Poo RBICITI R 32 DFE AT
xFE97,

ATvT6

. ERSPAN D&% 7E

source {interfacetype[ tx | rx [both] vlan
{number | range} [rx]}

51

switch (config-erspan-src) # source
interface
ethernet 2/1-3, ethernet 3/1 rx

1 -

switch (config-erspan-src)# source
interface
port-channel 2

1 -

switch (config-erspan-src) # source
interface
sup-eth 0 rx

51

switch (config-erspan-src)# source vlan
3, 6-8 rx

1 -

switch (config-erspan-src)# source
interface
ethernet 101/1/1-3

EELBIORry hEavr—35 b
T4y DOHMERELET, —&
FHOA =YKy b R—hF, FA—h

Fyxn, £ R R H—T A
A, FEIT—E#RED VLAN, F7201%
Cisco Nexus 2000 >V —X 7771 v
U Ty A7 K (FEX) Lo T T4
FAR—=FEFETEFA N, E—T A
AR—=F FrxNLEANTEES,

EEICX1ORETLHZE L, 20T
B~ TRY»7m—#HpzZ > Y &L
T, FRIEEFOFALE LT, HEGK
ETHIEHLTEET, 2—FT5F
Z7 47 OFENZIE, AT, K,
FlEm T EEETCEET,

H—-Fmoty g icit, EETD
FrEt v g v THRESNEZFRIC
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X, T _XTOINT 7 4 v 71X LTA
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22=F Y AN NT T 4w ZITIEHA
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EEITLE LTORA—— 31 P, Rx
FTOHRYHR—FENFET,

ATv7T1 EE) AT v 7 T&EVRLT, 3| —

~NTDHOERSPAN EETEHRELET,

A7 w78 |filter vian {number | range} BRE ST EE I HIRIRT 5 VLAN
Bl - ZHELET, VLAN T 1 O ET D
switch (config-erspan-src)# filter vlan - & TE)‘ if:bij] V?le@]of\_#@
3-5, 7 DT MY LT, FRIEEEOHH
LT, HERETLHZ LB TEE

3, VLAN O#iFHIZ oW TiE,  [Cisco
Nexus 9000 U — X NX-0S L1 ¥ 2
ALy F U TREHNA R #BRLT
<TEE,

(6=3))

ERSPAN #1576 & L TR E S 4172 FEX
A= MIVLAN 7 4 V& ZHAR— KL
FHA,

ATvT9 (FEE) AT v 79%#EyiRL T, +|—
RTOFEETLVLAND 7 4V EZ Y 7
FRELET,

ATv7F10 | ({£&) filter access-group acl-filter |ACL % ERSPAN & v 2127 /v
T—hLET, (FEEOACLEET =

1 .

. . . A& L CACLEZERTE £,
switch(config-erspan-src)# filter o - i .
access-group AR DU T, Cisco Nexus 9000 ¥
ACL1 J—ANX-OSEF 2T 4 a7 4

Xalb—TariA FESRLTLE
SV, )
GE)

Zoavy REIATTHHENS, ip7 7
A U A NBIOBE#ET S vlan 77
v 2~y 7 AR L £F, ERSPAN
ACL DI A SR L T 72 &0y,
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ATy 7N

destination ip ip-address
11 -

switch (config-erspan-src)# destination
ip 10.1.1.1

switch (config-erspan-src)# destination
ipv6 2001:DB8:1::1

destination ipv6 ipv6-address

ERSPAN & v > = D565 1PvA £ 7213
IPv6 7 RLAZRELET,

GE)

ERSPAN X5ty a T &2l o
DFEHE IPvA F721XIPv6 7 KL A DA
DY R—FENET,

ATvT12

erspan-id erspan-id

1 :

switch (config-erspan-src)# erspan-id
5

ERSPAN #(E5t% v 3 2 > ® ERSPAN
ID 3% T L£9, ERSPAN O#iHIZ 1
~ 1023 T,

ATy 713

vrf vrf-name

1 -

switch (config-erspan-src)# vrf default]

ERSPAN Gtk v a v v b7

7 4 v 7 OEREIE T B AR —
TAVITBIO T U—FT 47
(VRF) £ VARV AERELET,
VRF 4%, 32 CFLAN DO FEF O A |k
U r (KT L7 % X)) T
ELET,

ATV 714

=)
1 -

switch(config-erspan-src)# ip ttl 25

ip ttl ttl-number

ERSPAN K 7 7 ¢ v 7 @ IP {75¢ A BEIRF
] (TTL) fEZFREL £, #A1
~ 255 T7,

ATy 715

(=)
1 -

switch (config-erspan-src)# ip dscp 42

ip dscp dscp-number

ERSPAN T 7 4 w7 D/ bO
DiffServ =— K" > I (DSCP) fi#%
BRELET, &fIX0~63 TT,

ATy 716

no shut
Bl -

switch (config-erspan-src)# no shut

ERSPAN £ty v a v a A X —7
MILET, 774NV T, By
ariivy v b AT — M TERER
£7,

ATy I

exit
51

switch (config-erspan-src)# exit
switch (config) #

FoAEBEET— REALET,

ATy 718

. ERSPAN D&% 7E

(ff:E) show monitor session {all |
session-number | range session-range}
[brief]

1 :

ERSPAN v ¥ g VR TEEZFERLE
KR



| ERSPAN mE%E

ERSPAN £ v 3D vy ka9 v 727171t

ARV FFEREETIVa Yy

E:)

switch (config)# show monitor session
3

ATvT19

CE=N)
1 -

switch(config)# show running-config
monitor

show running-config monitor

ERSPAN OFE{Ta 7 4 F a2l — 3
VERRLET,

ATvT20

(EE)
1 -

switch (config)# show startup-config
monitor

show startup-config monitor

ERSPAN DA X — T w7 a7 4
Xl —ar 2R RLET,

ATv7T2An

(f£&) copy running-config
startup-config

&1

switch (config)# copy running-config
startup-config

FEiffar 74 Xa2lb—TarmE, A
H— K Ty a7 4 Xal—av
IZar— L%,

ERSPAN v 3> vy b EOUF=IXT7 T4 71

ERSPAN T v a a3y vy N T T 58 BETHBILE~Dry hOa e —%2G)Wr T
TFET, 1By varEY Yy ML TAN— R =T U Y—2%EKEL., Blokrys g
EENCTEXFET, F7 4N FTIE, ERSPANE Y g Uidv v v b 27— N TERENE

B

ERSPANt v v a V& A R—=TWZT D & FEILLLILE~DNTry hOav—%27 77 4
TIETEET, TTICA F—T N> TNWT, BERIWAZ 7D ERSPAN v v a v %
ARX—=TNMZTHIZE, Oy varznoltAivyy MU LTHDL, DTS X—7
T DHVENHY ET, ERSPANTE Y 5 AT — a2 vy R UVBLIUA R2—T L
2T 5I00%, Zu—RNLERFE=F a7 4F¥al—vary BE— RoWFhhoav s R
EEHATXET,

FIE

ARV RFERRTI Y

S]]

&M

configureterminal

51

switch# configure terminal
switch (config) #

Joa—\) a4 Fal—a
T— F&EHBLET,

ATy T2

monitor session {session-range| all} shut

1 -

fEEDERSPAN v v 3 &Yy v b
ForLEY, F74L TR By

ERSPAN D& E .



B oerseantos o vy by ERRT YT T

ERSPAN D% 5%F

ARV FFEREETIVa Yy

S

switch (config) # monitor session 3 shut

TaiEivy vy AT — FTIERRE R
ij—o

ATvT3

Nno monitor session {session-range| all}
shut

1 -

switch(config)# no monitor session 3
shut

HE® ERSPAN & v v 2 » B (4
F—T M) LET, 774N KT
X, By vaiivyy P AT — KT
TER S IVE T,

Ty a A =TV TEME
WIANZ T OGS, BEyariA
F—T MZT BIiE. H&AIZ monitor

sessonshut 2~ REREL TH D,

nomonitor session shut =~ > K Z¢ 1S
HULENHY FT,

ATV

monitor session session-number type
€er span-source

&1

switch (config)# monitor session 3 type
erspan-source
switch (config-erspan-src) #

ERSPAN %G & A4 7 DE=H 2
T4F¥al—varE—REBBLE
T, HrLnwkyrararyrzaxa
L—ya i, BEo®y g ay
T4 X alb—vaiaBERET,

ATy Th

shut
51

switch (config-erspan-src)# shut

ERSPAN Ev T arv sl vy N T
LET, 574 FTlE, By ay
Ty v v b AT — M TERENET,

ATvT6

no shut
1 -

switch (config-erspan-src)# no shut

ERSPAN v 3 v %A X—7 T L
9, TN T, By g ik
Yx¥ v b AT — M TCER SN ET,

ATy T1

exit
1 :

switch (config-erspan-src)# exit
switch (config) #

FoAREE— REZHALCET,

ATvT8

({£:&) show monitor session all

1

switch (config)# show monitor session
all

ERSPAN £ v v 5 v DAT —H X %%k
RLUET,

ATvT9

(f=&)
&1

switch (config)# show running-config
monitor

show running-config monitor

ERSPAN OFEfF7a 7 4 Fal— 3
VEFRRLET,

. ERSPAN D&% 7E
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erspANACL 0z ]

ARV FFEREETIVa Yy

E:)

ATy 710

EE)
1 :

switch (config)# show startup-config
monitor

show startup-config monitor

ERSPAN DA X — T w7 a7 4
Fal—Tara2RRrLET,

ATvIN

(f£&) copy running-config
startup-config
1

switch (config)# copy running-config
startup-config

EiTary 74 X2l —Ta %, A
H— K Ty Far7 4 Xal—a
IZar— L%,

ERSPAN ACL D&% 7E

7 /3A A|Z IPv4 ERSPAN ACL #{Ef% L T, A—A&BIMTE ET,

48 HHIIZ

DSCP i FE 721X GRE 7’1 h a VEEF T BHIZiE, FTLVIELATE=F By a 2E0DHTH
MERHY FT, R4 ODMEEE=F oy a BN R—FENET,

FIE

ARV RFEEETI 3y

=)

ATy T

configure terminal

1 -

switch# configure terminal
switch (config) #

Ja—nR) a7 4 F¥al— g
E— FEBRBLET,

ATy T2

ip access-list acl-name

&1

switch(config)# ip access-list
erspan-acl
switch (config-acl) #

ERSPAN ACL Z{Ei L T, IP ACL =

V74X al—varE— RERBL
£9, acl-names| L 64 SLFLAN T
ELET,

ATvT3

[sequence-number] {permit | deny}
protocol source destination

[set-er span-dscp dscp-value]

[set-er span-gre-proto protocol-value]

&1

switch (config-acl) # permit ip
192.168.2.0/24 any
set-erspan-dscp 40
set-erspan-gre-proto 5555

ERSPAN ACL NI /V— V& VERE L
T, ZEON—IVEERTE £,

sequence-number 514%i2 13,
4294967295 DHEXL AR E L7,

permit =~ K& deny =2+ NI,
NI T 4 7 EEINT DT D% L D
FEPHESNTWET,

1 ~

ERSPAN D& E II



B erseanacLomE

ERSPAN 0z |

ARV FFEREETIVa Yy

S

. ERSPAN

Bl

X JE

1 :

switch(config)# ip access-list
match 11 pkts

switch (config-acl) # permit ip
10.0.0.0/24 any

switch (config-acl) # exit

set-erspan-dscp4 7" = 1X. ERSPAN
SR IP o~ X —|Z DSCP & #% & L £
9, DSCP EDHIFHIL 0 ~ 63 T,
ERSPAN ACL (2% & & 4172 DSCP fii

T, B Xy va IR ESHLTWY
DN EEE SUE T, ERSPAN ACL
DA T arwEGoRngE, 0
FIE=F v g TF Eéz}’b“(
W% DSCP R E SN E T,

set-erspan-gre-proto 473 = 3,
ERSPANGRE ~v» #—{Z7'm | 2 /VfH
ERELET, 78 b VEOFH
0 ~ 65535 T3, ERSPANACL 2=
F7 v a v EEDRWEA . ERSPAN
B 7' O GRE~ Y Z—D
v handt LTT 74/ MED
0x88be N EXE SAVE T,

set-erspan-gre-proto % 72 1%
set-erspan-dscp 7 7 v 3 U BERE S 1L
TWAEKET /ALy ha—/L T k
U (ACE) 1. 1 D%kt =% v
var&HELET, ERSPANACL O
LI, N7 7 aronTiug

MEE STV D EK3 DD ACE 34
AR—hrahEzd, 2&xX RONWT
NP EHETEET,

* set-erspan-gre-proto ¥ 7213
set-erspan-dscp 77 ¥ 3 VISR E
ST E K 320D ACE % > ACL

MREESN TS, 150D ERSPAN
Tyar»

« set-erspan-gre-proto ¥ 7213
set-erspan-dscp 7 7 ¥ =3 VSRR E
SH, 1 OOEMOr—HVET
IZERSPAN & v v a UNEREIN
722 20 ACE %72 ACL 233X E
SN T3, 150 ERSPAN & v
var

« set-erspan-gre-proto ¥ 7213
set-erspan-dscp 7 7 ¥ =3 VINERTE
Sz 1 5D ACE #F§> ACL 3



| ERsPAN @

e

ax ;&

erspANACL 0z ]

ARV FFEREETIVa Yy

E:)

JBEIN TS, 250 ERSPAN
Tyl arDIbLRERLD

RTw 74 |vlanaccessmap erpsan-acl mapname[ |#§E L7 VLAN 727 A ~ v 7D
sequence-number | VLAN7 7 kA <y 7 av7 4 ¥a
i - L—ya v E— F&BtaLET,
switch(config)# vlan access-map VLAN 777 A~y 70753\??& Lfotl/\i};%
erspan_filter HBlE. TS R TERR SN E
TO
= ARG ERE LRI oI
B T AL Ak TH LW R Y
PERL S, 2D —F  AFKFIET
IR AY Yy T ORBED Y —7r o AE
EDH 10 REVWEZ LR ET,
R w75 |matchip addressacl-name TRy T I ACL i
15“ : ﬁiﬁb\ij—o
switch (config-access-map) # match ip
address erspan-acl
RTw 76 |actionforward ACLIZ—E LI T 7 4 v 72T A
Bl - XA B I AARE L E T,
switch (config-access-map)# action
forward
RATFw ST |exit VLAN 7 7t A~y 7 a7 4 Fa
i - L—varyT—FRaRTLET,
switch(config-access-map) # exit
AT 78 |monitor session [ sesson-number|all Jtype| ERSPAN % A 7 I &5tk v v a v &
erspan-source [ shut ] BELET, 7741 T, By
i - Ta FMIRTY, A aro
switch (config)# monitor session 1 type shut & —U — ]\!i\ @*ﬁbf:t v a
erspan-source KL Cshut A7 — R &HRELE
R
RTw 79 |filter access group name ACL % ERSPAN & v ¥ = 2T V¥

151

switch (config-erspan-src)# filter
access_group erspan filter

T—hLET, (EEHEDACLRERE 1
T A& L CTACLA/ER TE £,
FEAMIZ OV TCIE, Cisco Nexus 9000 2
J—ZANX-0Stx =2 UTF Ak A R
EZRLTLLEEN, )

ERSPAN D& E .



B erseanacLEm o2

ERSPAN 0z |

ARV FFEREETIVa Yy E]:g]

ATy 710 | ((EE) copy running-config FIiTar 74 X¥ab—varE, A
startup-config H— K NT T a7 4F¥al— g
15“ : a::t”—‘bij‘o
switch(config-acl)# copy
running-config startup-config

ERSPAN ACL #8 R DEER

ERSPAN ACL #il & FRn§ A I121%, IROFIRTIEE) 2 show 2~ REFEITLET,
av U R E]:p]

show ip access-lists name ERSPAN ACL D#EE4FR LET,

1 -

switch (config-acl)# show ip access-lists
erpsan-acl

show vlan access-map name VLAN 77t 2 < v AT A E A2 TR L

switch(config-acl)# show vlan access-map
erspan_filter

show monitor session {all | session-number [range| ERSPAN £ v 3 3 VB E52FE R L F T,
session-range} [brief]

1

switch(config-acl)# show monitor session 1

UDF RX— X ERSPAN D& F

SN ETNINE AT b 74— R (N X ELFAM e —R) O2—¥EFR7 1 —/L K
(UDF) THE L, —%3 5,57 > F% ERSPAN S 5EICEET H XL 9 _7/\42% XIETX
FT, TOLIIIRETHIET, Xy hI—T DOy b ey 7E2 oL, T3 Z

ENRTEFET,

4r & SRS

UDF ~X— & ERSPAN % A X —7 /W 5 DIZ+43 7028 X IR & R 95 72912, hardware
accessrlisttcamregion avy REMFEHALCEYIZ2TCAM Y — 3 > (racl, ifacl, F7=i vacl)

DRESNTWND Z 2R LET, FHMICOWTIE, Cisco Nexus 9000 3V — X NX-0S &
X2 UTARENA RO [ACLTCAM V — 3> A XORE] ¥r7 v ar #8RLTLE
0,

. ERSPAN D&% 7E
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B

ax ;&

FIE

uoF ~—z ersPAN 0z ]

AR NFERERTOVa Y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Jua—n)aryZ7 4 xXal—gy
F—FzfmLET

ATy T2

udf udf-name offset-base offset length
i)

switch (config) # udf udf-x packet-start
121

switch (config)# udf udf-y header outer]
13 20 2

wD X H5IZUDF #EHELET,

» udf-name : UDF D4R ZHEE L $
T, ARNTIERK 16 SXF O R T
EANNTEET,

» Offset-base : UDF 47t v F _X— 2R
ZUTOXSIHEELEYT, 22T
header X, A7 v FDO=®HITE
BIZAND RE Ny b~y X —
T : packet-start | header {outer |
inner {I13]14}}.

A7y b FTEY b ARN=A
SOA Ty b S MREREEL
T, A7y b N—2 (LAY
3/ AT A~y Z—) DRGIDNA
FERET DR A7y FEO
ICRRE L ET,

cRBE ATy R inbAL RO
ZEELET, 1 £720132.4 b
BB R— RS THWES, B0
RA M ESEDL012F, B
® UDF ZE&KT HMENH Y £
R

#%?D UDF Z#EFR T T2, v A=
I ZWBE72 UDF OAHGEFRT D 2 & et
LET,

ATvT3

hardwar e access-list tcam region {racl |
ifacl | vacl }qualify udf udf-names

1

switch(config)# hardware access-list
tcam region
racl qualify udf udf-x udf-y

WKDOWNT DD TCAM U — 3 Iz
UDF L £,
eracl : LAV 3AR—MZHEHLE
T LA V2B LA F¥3IKR—F
WA L ET,

ERSPAN D& E II



B vor ~—x erspan zE

ERSPAN 0% |

ARV RFERETIVa Y

B8

eifacl : LA ¥ 2R — MZmHLFE
TO

e vacl : EEJCVLAN IS LET,

UDF X TCAM V — 3 K 8l E
TfInTTE £,

GE)

UDF E&fifi -8 &b & TCAM
V—a 3y v T VIED B AERICYE
KLET, +OREEZAR—ZANH D
T EEMERLTLIIEE Y, RSO
BAZoa<vy NIfEGsnEd, &
WA, REEADOY —Y a3 vk
TCAM AX—ZANED £ DOT, Z0D
a<wr REHADLET, SO0
TiZ. CiscoNexus 9000 > J — A NX-0S
X2 VT AHETA RO [ACL
TCAM Y —> a3 > A XOREN &7
varEZRLTLEIN,

GE)
Zoa~<xy RO no U, UDF %
TCAM U —2a by uigEL, U—
VarE v IMEIRERLET,

ATvT4

W,ZH: copy running-config startup-config

1

switch (config) # copy running-config
startup-config

V7 —bhBIOU AKX — MICE T2
TA4FXal—valrbBRE— T v/
a7 4Fal—gqla—1L7T,
W e e L PR L E T

ATvTh

WAZH: reload
1 -

switch(config)# reload

FAL AW B— FENET,

G¥)
UDF &% 7E % copy running-config
startup-config + reload % A7) L=t D
HANZT2 0 F97,

ATvT6

ip access-list erspan-acl

1

switch(config)# ip access-list
erspan-acl-udf-only
switch (config-acl) #

IPv4a7 7R aba—/L JRAEK
(ACL) Z{ERL T, IPTZk&RA U A
harv74Xalb—var E—RKeH
HBLET,

. ERSPAN

E—]

X JE
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erspaN g1y 2Tz ]

AU RFERETOVa Y

B8

ATy IT17

TOWTHRIOa<ry READLET,

* per mit udf udf-name value mask

* permit ip source destination udf
udf-name value mask

1 -

switch (config-acl) # permit udf udf-x
0x40 OxFO udf-y 0x1001 OxFOOF

1

switch (config-acl)# permit ip
10.0.0.0/24 any udf udf-x 0x02 0xO0F
udf-y 0x1001 OxFOOF

ACL %% E L. UDF (fj1) TOIH, F
TI3ANER X N 7 4 — L RIZDWT
HEOT 78 A avybba—L MY
(ACE) &8 CUDF T—#%&H5 X
INTRRELET (H2)

27V ACL 1%, UDFd 584 & 72
WA FE L, ACEZFTHZ L&
NTExET, % ACE Il —&%+ 5 H7%
5 UDF 7 4 — /L ERBH DD, T3TD
ACE # UDF DRI LY A MZ—EHI® 5
ZEMNTEET,

ATvT8

(f£&) copy running-config
startup-config
1 -

switch (config) # copy running-config
startup-config

FETar 74 X¥al—ark, AX—
Ny arrg s Xal—ala
v—LEd,

ERSPAN Y] U & TDERE

I EECIE, B— VB IO ERSPAN 2#EtE v v a VI L TORARETE T,

FIE

AV RFEEETIVa Y

S]]

&M

configureterminal

1

switch# configure terminal
switch (config) #

Ja—/N)VEREE— REBRELET,

ATy T2

monitor session session-number type
€r span-sour ce

1

switch(config) # monitor session 10 type
erspan-source
switch (config-erspan-src) #

JBESNI-ERSPAN v g v DE=
HRET— FIZAD 9,

ATvT3

sourceinterfacetypedot/port [rx | tx | both]
1 -

switch (config-erspan-src)# source
interface ethernet 1/5 both

EETA A —T oA AERZELET,

ERSPAN D& E II



B erseanguconE

ERSPAN D% 5%F

ARV RFERETIVa Y

B8

ATvT4

mtu size

1

switch (config-erspan-src)# mtu 512

1 -
switch (config-erspan-src)# mtu ?

<512-1518> Enter the value of MTU
truncation size for

ERSPAN packets (erspan header +
truncated original packet)

MTU QY)Y #ETH A X2 E L ET,
BE SN MTU A X LD HREWN
ERSPAN /X% MIT_T, &FEII
7oA X280 #CHivE T, ERSPAN
X7y oYY T o MTU & IX R O
LBV TT,

» Cisco Nexus 9300-EX 2 U — X &
A v F D MTU YA XOHPFHIL 512
—1518 /34 h T,

» Cisco Nexus 9300-FX v ) — X &
A FDOMTU YA ZXDOFIHHIL 64—
1518 /A K~ T,

* 9700-EX 8 L N9700-FX 7 A » I —
K Z#45# L 7= Cisco Nexus 9500 7
T h 7= AL v T OHA,
MTU ¥ AOFiPHIE 512—1518 /3
4 b

» Cisco Nexus 9808 77 & K 7 4 — A
AA > F D MTU YA R 343 /3 A
kCT9 (FCS #Fz<)

ATy Th

destination interface type slot/port
fi

switch (config-erspan-src)# destination
interface Ethernet 1/39

A —H %>  ERSPAN 5G4 R— & 3%
E]\/i—g—o

ATvT6

no shut
I

switch (config-erspan-src)# no shut

ERSPAN v ¥ a v i A4 x—7 2L
9, T 74NV MTIE. BEyia ik
¥ v b AT — M TERRENFE T,

ATy T1

(f£&) show monitor session session

1

switch (config-erspan-src)# show monitor
session 5

ERSPAN O E&#F R~ LET,

ATvT8

copy running-config startup-config

1

switch (config-erspan-src)# copy

running-config startup-config

FETar 7 4 Fal—ra Lk, AX—
NPy a7 X¥al—rgila
[:O_ Lij—o

. ERSPAN

E—]

X JE
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~ E I-'-I

ERSPAN 365ct v o 3 v DERTE
FEETLIPT FLAMLLE—HL TR, R EOSEER— N ry heabr—3 5L 9T

ERSPAN%G et v a VAR ETEXET, 74/ F Tl ERSPANSEEE v a s v v

N A7 — FTIERR S NLE T,

1R BHHIIZ

ERSPAN 5856t v & 3 VDT .

AL vy FR—=F F=F T— FTHER- FRRESNTNDZ LEMERBLET,

FIE

ARV EFERETIVa Yy

S

&

configureterminal

1 :

switch# configure terminal
switch (config) #

Jua—)ary7 4 Xal—g v
T FEMmLET

ATvT2

interface ethernet slot/port[-port]
i -

switch(config)# interface ethernet
2/5
switch (config-if)#

BIRL7Z-Aoy FBLIOKR—ME=IT
AN—  HT, {1 FX—T A AT
T4 X2l —TarE— RFERBLE
7,

ATvT3

switchport

B -

switch(config-if)# switchport

BIRL7- Ay PRI UR— FEi
RN— M TAAL v FR— T A —
HERELET,

ATvT4

switchport mode [access | trunk]

&1

switch (config-if)# switchport mode
trunk

BIRLZ2Ay FBIUOAR— MFEHIX
R— M TIRD AL v FR— N E—
RERELET,

T IR

N4

ATvTH

switchport monitor

1 :

switch (config-if)# switchport monitor

ERSPAN 46 & L TCTAA wFR— b A
VE—T 2 A AEHRELET,

ATvT6

AT T2 ~5 &K LT, BIO
ERSPAN 552 CE=X U L VT HT/EL
i‘a—o

ATy T1

Nno monitor session {session-number | all}

1 -

JEE L ERSPAN v 5 v OBRESR
WELET, FiLnvkEy gy av
T4 F¥a2l—va i, BFEOE Y

ERSPAN D& E II
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ERSPAN 0% |

ARV FFEREETIVa Yy

S

switch(config-if)# no monitor session
3

varvarZ4Xalb—3 3 0B
INnFET,

ATvT8

monitor session {session-number | all}
type er span-destination

1 -

switch(config-if)# monitor session 3
type erspan-destination
switch (config-erspan-dst) #

ERSPAN 36t v a VAR ELE
KR

ATvT9

description description

1 -

switch (config-erspan-dst) # description
erspan_dst session 3

oy aORAERELET, T
74 hTIE, BRHERERINEYE
o TRBICITR R 2 DFEH T EMHT
xFET,

ATy 710

sourceip ip-address

51

switch (config-erspan-dst) # source ip
10.1.1.1

switch (config-erspan-dst) # source ipvé
2001:DB8:1::1

sourceipvé ipv6-address

ERSPAN t v ¥ 3 > D565 IPv4 £7-
ILIPv6 7 R L A&t L E T, XMEoT
IPv4 £721X1IPv6 7 KL A%, o—Hb
ICHERR S L7z IPv4 £ 7213 IPv6 7 R L
AT, ERSPAN %t v v a Dk
157C IPv4 £72131IPv6 7 KL AL, &
TN ENTET — X DZEILTH D
ERSPAN #£fF it v o 3 V CHERK S 41
72585 IPv4 £7-1X1Pv6 7 R LA & —
BT 508N H Y 9, ERSPAN 55
gy a TR 1 OO IPv4
F7IXIPV6 T R ZADBRYR— F &
nET,

GE)
IPv6 I, CiscoNX-OS U U —=A
102Q)F O ¥ AR — h S TWET,

ATvINn

destination {[interface [type
dot/port[-port]]] [port-channel
channel-number]]}

1 -

switch (config-erspan-dst)# destination
interface ethernet 2/5

A E—F 5EE0NT v R OSESE AR
FELET, sieA v F—T oA A%
ETEET,

G¥)

HAR— &2 b T R—FE LT
ETEET,

ATV T12

UEE) ATy 711 ZH0ELT,

I _TPDERSPAN %GR ELF9,

. ERSPAN D&% 7E
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ersean xR I

ARV FFEREETIVa Yy

E:)

ATy 713

erspan-id erspan-id

1 -

switch(config-erspan-dst) # erspan-id
5

ERSPAN &+ 3 = > ® ERSPAN ID %
HELET, FBETE HHMMIL1 ~
1023 T4,

ATv 714

no shut
5 -

switch (config-erspan-dst)# no shut

ERSPAN 565t v o g v A G5 L%
T, T 74N ETEH, BEyva i
¥ v b AT — FMTERRENE T,

ATy 715

exit
1 -

switch (config-erspan-dst) # exit

EFE=HREET—FEZHALET,

ATv 716

exit
51

switch (config)# exit

Ja—n\) a4 F¥al—g
E—REKRTLET,

ATv 11

(ff:E) show monitor session {all |
session-number | range session-range}
11

switch(config)# show monitor session
3

ERSPAN & v v 3 VR EEZFR R L E
EE

ATv 718

(E=E)
1 -

switch (config-erspan-src)# show
running-config monitor

show running-config monitor

ERSPAN OFEf7a 7 4 X2l —3 3
VEFRRLET,

ATv7T19

(E=E)
1 -

switch (config-erspan-src)# show
startup-config monitor

show startup-config monitor

ERSPAN DA Z— T v a7 4
Fal—TaraE2frLET,

ATy T2

({£#)  copy running-config
startup-config
i -

switch (config-erspan-src)# copy
running-config startup-config

Efrary 7 4 Fal—rarE, A
HA—= KT a7 4 FXal— g
Zav—L%E7,

ERSPAN

ERSPAN

X AE

B TE DESE

Eat=—4

EFRTFT DT, ROWTNUPOIEEELITOET,
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ERSPAN 0% |
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S

show monitor session {all | session-number | range
session-range} [brief]

ERSPAN ¥ v v g VR EEF R LET,

show running-config monitor

ERSPAN OFE{Ta L7 4 X2l — g U &F
RLET,

show startup-config monitor

ERSPAN DA X — K7 w7 a7 4 X oL —
varEFRLILET,

show monitor session [session-id | all] stats

Cisco Nexus 9808 77 v N 7 4 —Lh A A v
@ ERSPAN & v ¥ g3 U#EH#F R LET,

clear monitor session [session-id | all] stats[both
| rx | tx]

Cisco Nexus 9808 77 v h 7 4 —2Ah A A v T
DERSPAN ¥ v g U#EHE 27 VT LET,

ERSPAN O &% 7€ {31

IPv6 2 ERSPAN E{ETt v & 3 U DEX

E Bl

RIZ, IPv6 #RFH D ERSPAN £EottE v v a Vv ERET HH =R LET,

switch# configure terminal

switch (config) # monitor erspan origin ipvé-address 2001::10:0:0:9 global
switch (config)# moni session 10 type erspan-source

switch (config-erspan-src)# erspan-id 10

switch (config-erspan-src)# source interface ethernet 1/64
switch (config-erspan-src)# destination ip 10.1.1.2

(
(
switch (config-erspan-src)# vrf default
(
(

B —75@ ERSPAN v < 3 > DR EH

Wiz, BH—JF M ERSPAN v g V2R ETHHIZ R LET,

switch# configure terminal
switch (config)# interface ethernet 14/30

config) # monitor session 3 rxswitch(config-erspan-src)# source interface ethernet

switch (config-if)# no shut

switch (config-if)# exit
switch(config)# no monitor session 3
switch (

2/1-3 rx

switch (config-erspan-src)# erspan-id 1
switch(config-erspan-src)# ip ttl 16
switch (config-erspan-src)# ip dscp 5
switch (config-erspan-src)# vrf default
switch (config-erspan-src)# destination ip 10.1.1.2
switch (config-erspan-src)# no shut
switch (config-erspan-src) # exit
switch(config)# show monitor session 1
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erspAN AcL oSl I

ERSPAN ACL O &% E 5

I—h— N/

&IZ. ERSPAN ACL # 3% E 3 4%~ LE T,

switch# configure terminal

switch (config) # ip access-list match 10 pkts
switch (config-acl)# permit ip 10.0.0.0/24 any
switch (config-acl)# exit

switch (config)# ip access-list match 172 pkts
switch (config-acl)# permit ip 172.16.0.0/24 any
switch (config-acl)# exit

EFRFEHD ACL 7 A NZITHSWTHE N T 7 4 v 7 BNEIREIN D X F &F 72 ERSPAN #2657
LOBE . BRBICREINTE Y v a UREICEVMELIEMN 2 H b F 3,

ez, TE=X— kv va 1 PERERLTWDELET, KRIZ, E=F— kv a2
DR SN ET, ZDHA. ERSPAN F T 7 4 v 7 74 VR ITER LI LB ICHE L £,
L, 2= —RE=F—ya1ITRY, BHFEOMKITO 1 SZ2Fi#EH Lic%hE (%
FIZHT LWAERIZH Y EFHA), FDH%, ANV ENTEZ N T 74w 7 iFF=F— vy arl
R £,

A
v kDR TEHI
Wiz, 2 #[IkE T ERSPAN ~—Hh— X7 v M E AT 2627 LE T,

switch# configure terminal

switch (config)# monitor erspan origin ip-address 172.28.15.250 global
switch (config)# monitor session 1 type erspan-source

switch (config-erspan-src)# header-type 3

switch (config-erspan-src) # erspan-id 1

switch (config-erspan-src)# ip ttl 16

switch (config-erspan-src)# ip dscp 5

switch (config-erspan-src)# vrf default

switch (config-erspan-src)# destination ip 10.1.1.2

switch (config-erspan-src)# source interface ethernet 1/15 both
switch (config-erspan-src) # marker-packet 100
switch(config-erspan-src)# no shut

switch (config-erspan-src)# show monitor session 1

session 1

type : erspan-source
state :oup
granularity : nanoseconds
erspan-id : 1
vrf-name : default
destination-ip : 10.1.1.2
ip-ttl : 16
ip-dscp HI)
header-type : 3
origin-ip : 172.28.15.250 (global)
source intf :

rx : Ethl/15

tx : Ethl/15

both : Ethl/15

rx :
marker-packet : enabled
packet interval : 100
packet sent : 25
packet failed : 0
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B vor <—x ErspaN DI

egress—-intf

UDF X— X ERSPAN )& E 15l

WIZ, UTFTO—EHEMELFHL T, 772 LENTZIP-in-IP /X7y FOWNEFTCP 7 7 7 T
49 % UDF ~_X— R ERSPAN 2R+ 542~ LET,

 AMERIEETLIP 7 RL-Z 1 10.0.0.2
cINESTCP 777 : BATCP 7 T V%% €

+/NA | : EthHdr (14) +4M5B1IP (20) +NHEIP (20) + N TCP (20, 7272L., 13FH D
XA "D TCP 77 )

e Ny NOEERINLDA 77w b 1 14+204+20+ 13 =67
« UDF ORA{HE : 0x20
« UDF =¥ A7 : 0xFF

udf udf tcpflags packet-start 67 1

hardware access-list tcam region racl qualify udf udf tcpflags
copy running-config startup-config

reload

ip access-list acl-udf

permit ip 10.0.0.2/32 any udf udf tcpflags 0x20 Oxff

monitor session 1 type erspan-source

source interface Ethernet 1/1

filter access-group acl-udf

I, UTO—FEELZFHL T, LAY 4~y X —DEENS 6314 FED N v NEA
(DEADBEEF) &t i@ @ IP /N7 v N % AT 25 UDF ~X— X ERSPAN Z# % T T HHlZ R L FE
ﬁ—o

« SNE(EICIP 7 K LA £ 10.0.0.2

« WEBTCP 77 7 BRRTCP 7 7 7 & &R E

« /XA |k : EthHdr (14) +IP (20) +TCP (20) +-34 m— K : 112233445566DEADBEEF7788
s LAY ANy X —DREANGDE T b 1 20+6=26

« UDF O A fE : OXDEADBEEF (2 /XA FDF ¥ 7 I8 X2 5D UDF (Z47%)

« UDF < %7 : OXFFFFFFFF

udf udf pktsig msb header outer 13 26 2

udf udf pktsig lsb header outer 13 28 2

hardware access-list tcam region racl qualify udf udf pktsig msb udf pktsig 1lsb
copy running-config startup-config

reload

ip access-list acl-udf-pktsig

permit udf udf pktsig msb O0xDEAD OxFFFF udf udf pktsig lsb OxBEEF OxFFFF
monitor session 1 type erspan-source

source interface Ethernet 1/1

filter access-group acl-udf-pktsig
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ERSPAN £ Y & T DX E B

wIZ, MPLS A MU v B> 7 T+ 2 ERSPAN U D ¥ CARTET D02 R LET,

mpls strip
ip access-list mpls
statistics per-entry
20 permit ip any any redirect Ethernetl/5

interface Ethernetl/5
switchport
switchport mode trunk
mtu 9216
no shutdown

monitor session 1
source interface Ethernetl/5 tx
mtu 64
destination interface Ethernetl/6
no shut

monitor session 21 type erspan-source
description "ERSPAN Session 21"
header-type 3
erspan-id 21
vrf default
destination ip 10.1.1.2
source interface Ethernetl/5 tx
mtu 64
no shut

monitor session 22 type erspan-source
description "ERSPAN Session 22"
erspan-id 22
vrf default
destination ip 10.2.1.2
source interface Ethernetl/5 tx
mtu 750
no shut

monitor session 23 type erspan-source
description "ERSPAN Session 23"
header-type 3
marker-packet 1000
erspan-id 23
vrf default
destination ip 10.3.1.2
source interface Ethernetl/5 tx
mtu 1000
no shut

IPvd £ ERSPAN #E#5iEt v ¥ 3 o DERH

Iz, IPv4 - CERSPAN #if5iic vy a v 2T 202~ LET,

degtination interfaceethV/1 | Z A A v FHR— h F=H E— K TT, DA ¥ —7 = A AL,
mpls strip, tunnel, nv Overlay, vn-segment-vlan-based, mpls segment-routing, mpls evpn, mpls
static, mpls oam, mpls 13vpn, mpls ldp. & X O nv overlay evpn #E & A7 T& 1 A,

switch# monitor session 1 type erspan-destination
switch (config)# erspan-id 1
switch (config-erspan-dst)# source ip 10.1.1.1
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switch (config-erspan-dst)# destination interface ethl/1
switch(config-erspan-dst) # no shut
switch (config-erspan-dst) # exit

IPv6 £ @ ERSPAN #&#5G5Et v & 3 > D&

wIZ. IPv6 |- CERSPAN et v a v AT 202 R L £,

destination interfaceethl/1 13 A A v FHR— s T=H T— RN TI, ZDA X —7 =1 AL,
mpls strip, tunnel, nv Overlay, vn-segment-vlan-based, mpls segment-routing, mpls evpn, mpls
static, mpls oam, mpls 13vpn, mpls Idp, 35 X U nv overlay evpn BERE & IAEFTE EH A,

switch# monitor session 1 type erspan-destination
switch (config) # erspan-id 1

switch (config-erspan-dst)# source ipvé 2001:DB8:1::1
switch (config-erspan-dst)# destination interface ethl/1
switch (config-erspan-dst) # no shut

switch (config-erspan-dst) # exit

. ERSPAN D&% 7E



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



