A—Y 7ho FE KLV RBAC DERTE

ZDOFETIH, CiscoNX-OS TN A LTCa—Y Thyr hBI—NA_R—X T 7R o
ha—/L (RBAC) ZFHET D FNEIZOWTHEH L ET,

ZOFEZ, WOBETHERINTWET,

e 22— T H 7 k& RBAC (2D T, on page 1
e 2—F 7 AU FEBLORBAC OEEFHLHINEE (53—)
-n~%7ﬁ7yh%i@mm0®?7fwbﬁtmm%w
o SRR — ROTREFERD A F—7 L1k, on page 7
« NAU— ROERLFTF = v 7 O 8 _—2)
o 22— T H 7 hOFEIE, on page 9
s 2 —/LDFXE, on page 12
* No Service Password-Recovery (22T (20 ~<X—7)
* No Service Password-Recovery DA F—7 L4l (20 ~X—)
e 2—Y T H T FEBXORBAC 3% E DR, on page 22
o 22— T H 7 b XONRBAC O EH, on page 23
e 2—H 7T H U B L RBAC (2B 5 B INE K, on page 24

A—H F7hHH2 FERBACIZDULNT

a—HFTHT L FEER L TERE L, CiscoNX-0OS TITx A /ELHIIRT 2 m— L &8 4T
ZLENTEET, RBACIK, = —VNREITTHIMED D 5 EHEEOT A ZHIRT 21—/
DEIN B TONL—NVEEFRTDHILEEARIZLET,

A—YHY—7ho 2k
WR256 DA—V T h 7 NEERTEET, T 74/ hTiE, BHRIIZHIRZFEE L2

X0, 2—FTHYy MIEMRICEDTT, expied T a v EHHTLL, 2—F T H Y
Y MET =TT D AMERETE T
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B s szo—rowns

WOFEITTHIFEATHY, 22— PR EICMHHTX A, bin, daemon, adm, Ip. sync,
shutdown, halt, mail, news, uucp. operator, games, gopher, ftp. nobody. nscd, mailnull,
root, rpc, rpcuser, xfs, gdm, mtsuser, ftpuser, man, I J TN sys,

Y

Note ——FpD 2T —RFE, RET 7 AL TIEERENEEA,

A

Caution = —°% |3, REANTHT CTHE HMLENRH Y | T OMITH A TE DRERCTFIL(+=._\-),
#@its L | RFEP R —FENTOERAL, 2—FRAICHFATSNTHRNIFEREERLTY
L%e. fMELa—Fiin A o TEEHA,

BN/ R T — FOHH
M)A T RIS, ORI B ET,
A\

Note  CiscoNexus /34 ZAD /XA T — RiZiZ, RS (§) o8—k U bids (%) 72 & DL
FTrEREHTEET,

BRIV UTFUETHD
« BEOEET H 0T (Tabed) 72 &) HHA TV
c EEOFR CCFOMEE L ( Taaabbb) 72 L) ZH A TR
« FEEICH S TV D HEEEZ B A TN
« ELWARTZE A TR
s RKXFBIWNLFOmMENEENTND
cHENEFENTND
SRI) 72N AT — ROB 2 RITR LET,
« If2CoM18

« 2004AsdfLkj30
- Cb1955821
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a—+no-u [

\)

Note /7 5% hD/RRAT— RTIX, ANATU— ROEHEICHIAGF (" E7213) o it () . K
RVEE ) REDEHITEAEDDL I LITTEERA, NAT— NOBEHRREL A 2 —7
MZTHE, NAT— RRBEMTH LGS (B, RICFRINDSAT— R LE) (12,
CiscoNX-0S V7 FU =T IZ Ko TR — RRENMES SNET, U7 AFEED L DI,
RN NRAT = RERELTLEIN, RRAU— R THEHERLFE/NLERXPIENET,

\}

Note i /)R[EEZR 4~ T D ASCI CFIL, SIHETHDIE, SAU— RCFF|THR— SR ET,

Related Topics
INAY — ROEMROA R—T7 b (7T _X—)

a—HY Aa—JjL

a—HFa— L, 2o —LE2E )Y ToNT—FRETTELIRELZERT HL—AN
BENTVWET, 2= r—LITHEDONL— NV E2EDH I ENTE, Fax—FREHEORr—
NEESZENTEET, 2213, B— 1 TIEHREBEOETEIINTFTENTEY
02—/ 2 TET Ny ZEIEOFATIE I NHF R SN TV LS, a— 1 Ea—L 2D FICE
FTHI—WIE, REBELT Ny FEEEZFITCEET, £, BEOHRBENL—T 1« > 7/l
% (VRF) A > AX A, VLAN, BIOA v F—T 2 A A~DT 7 ALHIRTE F9,

CiscoNX-08 V7 b =721, kOa2—% o— L nHESHTWET,
» network-admin : Cisco NX-OS T /31 A RRA~D BRI AHAI /EZALT 7 AHE

« network-operator F 72 (% vdc-operator : Cisco NX-OS 7 /3 A A RRA~DSERI2FHEHIY T 7
T A

N

Note * CiscoNexus 9000 V) — XA A » FIIHEEHDVDCZ AR — F L
TWEHA, 7272 L, vdc-operator @ — L3 A HE T,
network-operator 2 — /L &[] UHE[R & HlfR23 8 0 F 97,

* Cisco Nexus 9000 >V — X 2 A »FiL., VDCEHEN R v k
U — 7 EEE LR UHR EHIRAFFS L 572, H—0 VDC
EYAR—FNLET,

)

Note —— o— LIIZHETXEHA,
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\)

Note 3> show ==~ > KNI, network-operator L —H|ZiFFRENLNWEHICTHZ LN TE
T, AT, —#D show LSAD a2~ R (tenet 72 &) %, ZO=2—% n— L THEATE S
IricTsrzencEEd,

T 740 M T, BEHEOR— LR —Y T b Tldshow, exit, end, BID
configureterminal =~ > RIZ LT 7 BACTE Ed A, L—AZBIL T, 2—VRHGEL %
ETEDHEIICT DI ENARETT,

\}

Note WD — LB TAH2—WiT, 2O — L THEAINAEITRTOa~vy ROMAEHEEFE
ITCEET, avry R~OT7 7 BAMIX, 2~ F~OT7 7 BRAES LY bEBEINET,
E2IE =N, 3T 4 Fal—vary avr RaDT 7 BANERENT-a— /L A &
HoTwimeLEd, L2rL, ALa—¥FR o—L B bbb, Z2or—LTlIary7 4%
L—yay avy RZT77EATEHELET, ZOHE, Z0oax—WFEar7 ¥ —
varyavwr N7/ BEATEET,

A—H ao—)LDJL—I)L

N—UiE, B—VOERBEE T, L—L, FOr—LB—FIEORIEDFEIT AT
HNETERLET, L—IUIFIRONNT A —X T TEE9,

av YR

FEHEFHTCEESIN o~V FERIFa~v L R 72—
FERE

EHFH TERSIN -2~ FERIZa~vr R o —7F
MeETIL—T

HREDT 74NV b IN—TE i —VERZ I N—T
oID

SNMP 7= 7 K~ ID (OID) .

command, feature, 33X UMfeature group DA/ 7 A —HIZ LV | BEEHZ2BEGRER SV E T,
&b AR ANT A =2 Ta~ 2 R T, ROGIEANT A —Z3HEETT, ZhiE, £0
BREICT Vo= P ENTWVDETRTOa~vr RERLET, KEOHIE ST A —F M3, HKEE
TN—T7TF, WEZ N —713, BET DML EAEDETL DT, #MiEZ L —7I2kY
N— NV EEICEBECE £9, CiscoNX-0S V7 by =7 %, iH e/ FrlEHREAIEIES
N—THHR—=FLTWET,

SNMP OID |Z RBAC TH R — h ZNTWEF, SNMPOID (ZFeAE Y B L— /L F 72135 A B
D/EXALBNL— L ERETCXET,

1—/L 2 EITRK 256 DV— LV ERETEET, L—ABNEHAINDIEFIT, =—FHEED
N—NFEETREDET, V—MIRIRCEH SN ET, 7& 20X 1207 —AR3 20—
NaFFo TWAEE, — L3 0b—/L2 L0 bENCEH S, v—2130—1 1 L0 b
WA SN ET,
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a4 7avy rskuracDxEFEEMuEE [

A—HY F7HV2 FEELURBAC DEESIE L HIXNEE

a—W T HU Y FBIXORBAC 121, ROXETA RT7A4 v EHIBFENRH Y £,
el DD —W v — UITE K 256 DIL— L EBIITE £,

T 7 )V NOEHET N —T"TH D LIITMZ T, K64 D2—FEFERES L — T %18
T&EFET,

Bk 256 A Do — P AT X
A=Y THL MTIIRKAEO—Y o— L 2B U TEHZ ENTEET,

12— L ® Cisco NX-OS 7 /34 A EIZRESNTWDH—F TH T b2, AAA —
EoVE—F 2—F THU N EFELCARIOEA, CiscoNX-0S VY7 b7 =7 %, AAA
=N ECREINTWDH 22— =L TiEel, v—h Vv a—F T h 7 hOa2—H
0—/L&YE— b 2—FIZEHLET,

57 )V h® admin & SNMP =—H% 7 h 7o MIHIBETE £ A,

TNV D=V n—)LE, F7F/)L D admin 2—F TH UL ML HIRT S Z &
ITCTEEHA,

network-operator 2 —/L"C|X, sshow running-config 33 & U* show startup-config =~ > N %
FITTE EE A,

CiscoNexus 9000 > — X A A v F L, VDCEHEN R v MU — 7 FPE L [6) UHERR &
[BAa#-OH—0 VDC ¥R — F LET,

AAARY =Tt~ T, B—APRa—FixEoe—/L b LTEEMT LN TWDEE,
FOra— %, TO—PNLEEMITAERIID E THIRTE A,

)

() CiscolOS @ CLIIZEINL TWAIHA. Z DORERED Cisco NX-0S =2~ > RIIHEK D CiscoI0S =2~
VRERLDENRHDI-OEENNLITT,

Cisco NX-OS Release 10.2(2)F LARE, 81 LW IERIBIE CLI 2ME A SHu, SNMP & ¥ =V
T4 AR —X OO —YF =R EZ N 24T a CERRELET, FEMICO
W, VAT LEFRER T A RO NMP DR DO FEEZ S L T &0,

UY =270 () NEHEDY V—RAFTO I F I E 2 HREL ¥R — ~ 9% CiscoNexus
9000 AA > FOFEMIZONTIE, Nexus A4 vF 7T v b7 —L PR —hr~hr w7
AaZRLTITEEN,

« JERM CLI AT » TWDEE, UVE— b 22— —[X SNMP 7 — & X— R |Z[FAH &
NEE A

« DCNM (VU U —2 12.0.1.a LA Nexus Dashboard Fabric Controller & & FEIZIL %) ZfEH L
X270 22— —i2id, FERPCLINER TRV E &, ST 25SNMPv3 7' e 7 7
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B =715 rB5URBARCOT AL FERE

ANPIFELEE A, RN ED>TWDEHAE, X2 T 4 2 R—3% 2 hTERK
SNTa—P—lIAS v FIIa A o TEETN, arybue—J3F A, v FERHLERE
o 2 bha—ZF, BX=2 V7 0 22— —HIT/ER S 72 SNMPRERSZ R L CTA A v
FEBRHT 572D TT, S HIZ, SNMP /X, userDB OIEFWMRAED 7=, B &zt
a7 42— —Z@HELR2VDOT, A v T EMHTETEFA, LTEN-T, 2 b
0 —FIZLoTAL v FBRRHIND LT HITIE, SNMP = —HF — 2 BIRAICIER T
LB G £, DCNM #RE & & HICIERM CLI 22 Z L1388 LEE A,

ZERIIZ DU TIE, Cisco Nexus 9000 NX-OSt 3 = U s il A AR L T 2 &,

Cisco NX-OS Release 10.3(1)F LARE, # A 78 & X A 79 /XA T — K /N 3 =273 Cisco Nexus
9000 > U —A AL vy F THR—FSNET,

N

GE)  FATSIE T EBEELZ YR —FLTOETR, 2478 LFA
TS L= RTHZLITTEER A,

Cisco NX-OS U U — 2 10.3(1)F LAFE, /S AU — ROHE# L5 F = v 7 13 Cisco Nexus 9000
V=R AL v FTHR—FENTNET,

A—HF T7hOUEESELURBACDHT 7+ )L FERE

WDOFEIZ, 22— THT L FBIURRBAC NTA—ZDF 7 4 )L NREEZ TR LET,

Table 1: T2 AL bDA—HF THho 2 bEELU RBAC/IAZ *—4

INTA—4H FI4I bk

=W T HT L b NAT— R | REHE

A=Y THT L FOFIR | 2L

=P THTh m— YER% = — 373 network-admin & — /L% £ 51
network-operator

FI74 )k 2—H m— network-operator

AV B—=T A ARY—  |FTRTOA U F—T7 =4 RT 7 A ThE

VLAN /R U o — T _TO VLAN IZT 7 & A A[§E
VRF R U v— T _TO VRFIZT 7 & A A[HE
¥ghE 7 L——7 L3
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R’zx7—romEERo( +—I it |

INAD)— RDRBEHEZDA r—TILiE

=T H T M LTHVWIRT— RERELRWNWE T, AT — ROREMETIEE
A X —TNICT D ENTEET,

\}

Note Xz U— RJERER%E A F—7 2L TH, CiscoNX-08S V7 b7 =7 Tid, BEfF/ AT —F
DIBEEMETITATONEE A

Procedure
Command or Action Purpose
R 71 |configureterminal Ja—r ) ar7 4 ¥al— gy
Example: T FEBLET,

switch# configure terminal
switch (config) #

R w 72 | password strength-check IRA T — ROBREHERE A F—T T L
Example: F9, T 7 AN R TEHA R—T Mo
TWET,

switch (config) # password strength-check]

INAT— ROWERRET 4 E—T7 T
FT 512, Zoa<wr RO nolBRAE#

HALET,
25w 73| exit Jua—N\)aryZ 4 Xal— g
Example: ET—REKRTLET,
switch (config)# exit
switch#

R Fw 7 4 | (Optional) show password strength-check | /X2 7 — RO EREEOB/TEL TR LE

Example: o
switch# show password strength-check

R T w 75 | (Optional) copy running-config ETar 74 Xa2lb—arkr, AX—
startup-config PPy ar 7 ¥al—vaica
Example: E—L %,

switch# copy running-config
startup-config

Related Topics
BRI 70N AT — RORE (2 X—)
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A4 TFhYY rEEURBACDEE |

) > =+ = =
INA ) — FODEREXFF v DAL
NRAT— R =V AT, F—R—RFEDWRLFTRLT VT 7y hOWOSCFIL, BEITK
L CHEss 772, SRS E T,
NRAT — RIZIE, RONAT— RLFFN— o AOE SHIRSRENET,

o

TERREZRE OV IR L DO SCF4L (aaaa, bbbb 72 &)

HEET DT INT 7Ny MEFOFH (abed..., 1234..., )

. —R—

ZDOFNETI

FIE

EN

R _ECHife L CTu 5 SCF 0% (qwer....

asdf...)

INAT — RO —0 o AT HHIBBORER T IEIC DWW T L E T,

AR NFERERTIVa Y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

a7 44X a2l —vary E®T—FREAN
L/i‘a—o

ATy T2

[no] user passphrase sequence alphabet
length Value
1 -

switch (config) #userpassphrase sequence
alphabet length 4

W L2777 Xy ORI OHIRE
RELET, *—AFR— FLETIHATEF
OFEIOHMILZ2 ~ 10 TI,

5] = user passphr ase sequence alphabet
length 4

username user password AbcDel9jd
ZDO/RAY — RO IIEER = 2 T
HEE L TWDH7ed, ZIT AL EYE
/UO

noA7>a ., 777Xy MED
F v B LET,

ATvT3

[no] user passphrase sequence keyboard
length Value
1 -

switch (config) # userpassphrase sequence|
keyboard length 4

B =¥ 759> FE&URBACDHE

F—R— K ETHAZLFEDORE X OFIR
ERELET, F—AF—FETIFATZ
TOREIOFEMIZ2 ~ 10 TT,

f51] = user passphr ase sequence keyboard
length 4

username user password CvBnmwu204
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a—v7avvrozz [

ARV RFEEETIIa Y BRI

ZDONRAT— ROXFILF—HR— K ET
FBEREZB L Tl L TWA T2, =T
AN FEREA

no4 v aii, ¥—4h—KETIHFA
EXFOF =y 7 B LET,

A—Y T7HhHO2 FDERTE

1 2@ Cisco NX-0OS ‘3“\\/\/]) Xé:%k 256 ﬂﬁ]@i_‘ﬁ: 77] 17:/ ]\ %{/'EEEVG% i#o :L_‘Hf 7j‘7
v ME, ROBHEAFHET,

e A
« NNATU— K
« RZH

o L —H m—,L

NAT—=RFEZ VT THRA DAL SN TAT TEEF, CiscoNX-0S /XA T— K
. FTa 74 X2 b= a NRFET RN VT 7% A MO AT— RES{L L E
T, B L ENTHEROARZAT— KX, 2Bl Lo b2 Th3IcdiTary 74 ¥ 2 L —
VasikfFESINET,

SHA256 1%, /"AU— RO SN Ny 2 T I Y XATY, Befbo—BE L
T, 64 E > bk SALT ® 5000 EIDOEN/NAT — RIZIBIIVET,

SHA256 1%, /SAU— ROBEFLIHEHESNLGT 74V FO/Ny a2 7T ANTT, #A
TF8BIREA T IDNRAT— ROy v aZElTHI12Z, 27UV 7 TFA NAT— K&
L 412 PBKDF2/SCRYPT A7 a v #EETALENL Y $3,

=BT HT MI. BRAEOZ—F a— L 52 HOZ N TEXFES, av L RIAL AV
H—T7xA A (CLI) ORWMEITF~NT 2—T 4 VT 4 Z2FHL T, FIHTEba~r Rah
WTEET,

\}

Note ——47ho hDOBMICNZONTEEERL, ZOa—FRa /A LTHLWVEYVa v
YERRT 5 E THEMI e /A,
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Procedure

A4 TFhYY rEEURBACDEE |

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)ary7 4 Xalb—g v
E— N&RBLES

ATvT2

(Optional) show role

Example:

switch(config)# show role

R e —F o — e R R LET,
VIS LT, oo —H% o —/L &R
ECEET

ATvT3

username user-id [password [0| 5] 8] 9]
password [pbkdf2 | scrypt]] [expire date]
[rolerole-name]

Example:

switch (config)# username NewUser
password 4Tyl8Rnt

B =¥ 759> FE&URBACDHE

2—WThU L hERELET, user-id
SIERIE. KT/ CFERRBI S b5
HET, K32 XLFTT, Jiudr—
ANEBEIONY E— b 2—F =D 51T
BTIFEVET, FEETEDHLFIE, A
~Z DHFRLTF, a~z DIF/NLF, 0
~9D¥F, M7y (), EULFR
) TvHE—=2a7 () ., TITAHF
7o) BLOES =) T, Ty
F~—72 (@) ZVE—bh2—F4T
EEATEETN, e—H L 2—F4
TIFEHTEEEA,

L — Y4 OFEIRIIFIL T Tha E 2 L8
HYET,

FI7 )k RAT— RIEESHLTW
FH A,

04T a L, RAT—=FRZY
T TXARTHDL I LR LT
£,

S5 AT a it RATU— KM
SHA-256 '~ > 2 I TWAZ &
ZRLET,

84T a i, NAU— R
PBKDF2/Ny &2 SR TWNDH I &%
%LiTo

s OF TS a i, NATU— KRR
Scrypt Ny a2 INTWNWDH T L &R
]‘/\i—gﬂo
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Command or Action

Purpose

FIHN NI aNF0 YT T
F2 ) T,

Note
pbkdf2/scrypt ¥ —U — NI4T 3 v
ThHY, FATHRICREINE T,

Note

AT — REFRE LR T2 5E6, 22—
I Cisco NX-OS 7 /34 Alca /A v
T&EHA,

Note
R XA — R A7 a2 HHAL
Ta—% 7h vy hEERTIHE.
KT % SNMP = —H [ I/ERR S+
Ao

Note
FEFH CLI BENC 72> TV DA
2—P—=Th T FEERLTH,
Jii 4D SNMP = —H — [ IfER S £+
Poo

expiredate 7> a D7 x—~< v I
YYYY-MM-DD C9°, 7 74 /b kTl
LHBIEHY A,

a—PF T H T M, HRK64AHEDO—
Y o— e oZ LR TEET,

ATvT4

user name user-id ssh-cert-dn dn-name {dsa
| rsa}

Example:

switch (config)# username NewUser
ssh-cert-dn "/CN = NewUser, OU = Cisco
Demo, O = Cisco, C = US" rsa

Example:

switch(config)# username jsmith
ssh-cert-dn "/O = ABCcompany, OU =

ABC1,

emailAddress = jsmith@ABCcompany.com,
L = Metropolis, ST = New York, C =

US, CN = jsmith" rsa

BEfF O —% 7 7 > MERREICE T
% SSH X.509 AEFIEDMR14 & DSA 7
N R NERRELET, @4k
512 CF T, BN RTIERUTHE O BN
HVFET, BFA—NLT FLRLAREN
F N F I emailAddress & ST IZFRE S 11
TWHZ &R LET,

ATy TH

exit

Example:

Jua—\)L a7 4 Xal— gy
£ F%%@T szjﬁo
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Command or Action Purpose
switch (config)# exit
switch#
Z 5+ 7 6 | (Optional) show user-account B LRREEFRLET,
Example:

switch# show user-account

Z 5w 77 | (Optional) copy running-config FfTary 74 Fal—rarkhk, AX—
startup-config Ty a7 44Xl —g o
Example: E—L %,

switch# copy running-config
startup-config

Related Topics
a—LORE (125—)
2—% o — LB LOL—LOER (12 2—)

O—JLDERTE

T, 22— g —/LOFREFEICOWTIHHALET,

A—5 O0—I)ILEXTIL—ILDERL
BRAFEOL—F a— L EHRETEET, F2—F o—, EKR256HOL— NV EFOZ
EMTEET, 2=V u—NE2EEO2—F T H T MZEIV Y TEZENTEET,
BELIELV—NVEET, VAR SINDIEEZRELET, —VIRIETEH I E
T, 72 20E, 1 20— R 3ODON—LEEFFSTWAHEE, L— 30— 2 10 Bl
WA S, = 23— 1 X0 bENSEHA S E T,
—EZxf L C RBACL ALEE A2 47§ 256, 0 —E T e 2 3MEIELERHA, EE
—HENAONDET, FENA—NVOFHENEITSNE T, BE—BERRONLRWEA, VA B
WTHRSIEMERL— AR E L GRBRENET, /2. ALYy 726 L THFL—
N EHEBENL—ABNEFET D56, GRIGHES) BEOREIWVIL—L0ER L L GRIRS
nEd,

A\

Note —— o — LICERE SNTHAIY /EE AL — VTGRS, —Eoa~<r R, HoHh
U ¥ EF S 7~ network-admin 2 —/L COHLFETTE F 4,

Before you begin

2— o — LR EEEAMT DHEEIL. BREEZEA T D RR DT TD Cisco NX-OS T /31 A
Ta—Y o —LREDEMEAIMZLET,
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Procedure

a—o—nervi—rons [

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Jaua—)ary7 4 Xal—g v
T FEBBLET

ATvT2

role name role-name

Example:

switch (config)# role name UserA
switch (config-role)#

a—H¥ v —LEZEEL, a—/L a
T4 F¥al—varE—REeBBLE
7, role-name 51#0E, FHK 16 SLFD
BEEXORETOANY 7T, KT
INCERRB S IVET,

ATvT3

rule number {deny | permit} command
command-string
Example:

switch(config-role)# rule 1 deny
command clear users

aw L R L— L EBRELET,

command-string (Z1L, AN—AB LT
FEHREREZEDDHZENTEET, =
& z1Z. interface ethernet | 21X 3T D
A=V Ry b AV F—T =2 ANEE
WET,

VELRBAIOBIE T Zoa~wy Rk
DKL ET,

ATy T4

rule number {deny | permit} {read |
read-write}
Example:

switch (config-role)# rule 2 deny
read-write

ﬁ&T®ﬁ¢®ﬁﬁﬁD$%w—wi
IXHEATY /B X IAHI— L a3
iﬁo

ATy Th

rule number {deny | permit} {read |
read-write} feature feature-name
Example:

switch(config-role)# rule 3 permit
read feature router-bgp

BEREIC X LT, BeAEL 0 BEAE R A EE
HELY & EXAHLOBRIDZFHE L E
7,

show rolefeature =~ > R&{#H 41
I, BERED U 2 RRFRRENE T,
VB2 HA OB T Do a~ v R
DKL ET,

ATvT6

rule number {deny | permit} {read |
read-write} feature-group group-name
Example:

switch (config-role)# rule 4 deny
read-write feature-group L3

FEREZ NV — 71T LT, @ iy B
%%EIJ# AR LB AL ORI E
Fl H/:E’L/ij«o

show rolefeature-group =2~ > K % {i ff]
THIE, BEEZ L—T7 DU 2 M RFEIR
SNFET,

1a—47h9> rsLURBACDEE [}
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A4 TFhYY rEEURBACDEE |

Command or Action

Purpose

VERBFOIZ T Zoa~y Refk
DikLET,

ATy T1

rule number {deny | permit} {read |
read-write} oid snmp_oid_name
Example:

switch (config-role)# rule 5 deny
read-write oid 1.3.6.1.2.1.1.9

SNMP 47> =7 K ID (OID) DFiH
B HHEITHRAEE L — L EZHRE
LE7, OIDITITHRKARI2DERZ AT
THZENTEET, ZOavr K

X, SNMP R—ZA D7 p—< 2 A F
=BTV NT RS, A R—
YITHDIEHTEE TN, IP

N—T 4T T—TN, MACT KL
A T—=T), BEEDMIB 72 EDT A
T LOEFH 2P A~D T 7 7 AL
REEd,

Note
—ZWED OID 1ZA LT L~ULE T
7T —7 N =k LT H T &
NTEET,

VERHRIORIZT Z D a~ v N
ViU £,

ATvT8

(Optional) description text

Example:

switch (config-role)# description Thisg|
role does not allow users to use
clear commands

2—/LOMAEEELET, I
AR—AHBEGHDH N TEET,

ATvT9

exit
Example:

switch (config-role)# exit
switch (config) #

g—)lary74¥Xal—TaF—FK
BT LET,

ATy 710

(Optional) show role

Example:

switch(config)# show role

a—H a— VOREERRLET,

ATvIN

(Optional) show role {pending |
pending-diff}

Example:

switch (config)# show role pending

BeAG 2 e DITREIRBEIZ R > TV D
a—W - VEREEFRLET,

ATvT12

(Optional) role commit

Example:

switch(config)# role commit

—HF— 2 R 2N D Y —
NOREEREFITa L 7 4 Falb—
Ta U AEALET,

B =¥ 759> FE&URBACDHE
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waesL—70kn [

Command or Action Purpose

X w 713 | (Optional) copy running-config FEiTary 74 FXal—ark, A
startup-config H— KT T a7 Xalb—g
Example: WZav—LET,
switch (config) # copy running-config
startup-config

WRET IL— T DERL

T AR LSRR 7 NV — T2 ER LT, CiscoNX-0S V7 M7 = 7R+ 55F 7 4L F DOERE Y
2 MZBITEET, ZNOOMIES L —7131 S EHITEROBELZ S A TWET, fk64
MOMHRE /N — T2 ERR TX £,

N

Note =7 )L MEREZ L —T L3 2ZEHT5Z LT TEEHA,

Before you begin

a— W m— LB EREAT 5. REEFEAT AR OTRTO Cisco NX-0S F /31 A
Ta—Y% o — LR EDEARZH/ VI LET,

Procedure
Command or Action Purpose
X 71 |configureterminal SFa— L AT 4R al— gy
Example: E— RNEBBELES

switch# configure terminal
switch (config) #

Z 5w 7 2 |rolefeature-group name group-name a— o — ) UERE /L — T E4RE LT,
Example: o—VERE NN —T a7 4 X2 L —
switch (config) # role feature-group name va s e }:%fﬁﬁﬁé?L/EE’?}

GroupA o
switch (config-role-featuregrp) # group-name éléﬁdi\ HElij( 32 ii@ﬁ é
DIHFDOA NY > 7T RILF/NLFE
BRI ENET,

AT 7 3 |featurefeature-name HRE 7 L — 7 DRERE AR E L £
Example: VERHEREORIZT Z DA~ NEigD
switch (config-role-featuregrp)# feature ﬂg]Jziﬁfo

radius
Note

HReD a2 K- T 25A1X. showrole
component =~ > R&fH L £,

1a—47h9> rsLURBACDEE [}
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B -vo-nrs—szqzxkys—oz=

Command or Action Purpose
AT 74| exit 0 VSRS —T 3T Ko L—
Example: varE®E—RFakTLET,

switch (config-role-featuregrp) # exit
switch (config) #

Z 5+ 7 § | (Optional) show role feature-group B RS N — TR R TR LE T
Example:

switch (config)# show role feature-group

A5 7 6 | (Optional) show role {pending| BOATY % 72 30 I RBPRIEIC 72 > T 2
pending-diff} - u—LBEEFFRFLET,
Example:

switch(config)# show role pending

ZFw 77 | (Optional) role commit — T — 2 R—2ANIIH D —Y o—
vaiEALET,

switch (config)# role commit

Z T+ 7 8 | (Optional) copy running-config FTarT74F¥al—vark, AL—
startup-config NPy ar74Xal—g 020
Example: E—L £,

switch (config)# copy running-config
startup-config

A—HA—JILA A —T A RAR)O—DERE

=P a— A H =T 2 AR V=2 EFFTHZ LT, 2—PRT I EATELHA L H—
Tz A RAEFIRTEEST, 774V FTHE, 2= B — Lo TTRTDOA X —T = A A
DT I ANHFIEINET,

Before you begin

1 DFERITEH O —Y v— L Z2 B L £9,

2—% v — VR EEEAMAT D561, FHELEAT DHFRDOT T Cisco NX-OS 7 /31 A
Ta—% o — LR EDEAMEZ A X —T M LET,

Procedure
Command or Action Purpose
X 71 |configureterminal Sa—JL gy T 4R al— gy
Example: E— NEBBLES

switch# configure terminal
switch (config) #

B =¥ 759> FE&URBACDHE
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A A—LAVE—TARARYI—DEE .

Command or Action Purpose

R w 72 |rolename role-name a—HF g—EFEEL, u—)L a3
Example: T4F¥alb—vary E - FalMmLE
switch (config)# role name UserA ?ko

switch (config-role) #

AT 7 3 |interface policy deny =) A B =T AR —aL
Example: T4 Falb—rvarE—FaALE
—g—O

switch (config-role)# interface policy
deny
switch (config-role-interface) #

T v 7 4 | permit interface interface-list O—LNT VA TEXARAL L Z—T oA
Example: ZDY A MERELET,

switch (config-role-interface)# permit| yVBE/a (> X —7 = f 2O ITZ D=2
interface ethernet 2/1-4 . g oo s
v REBRDIELET,

ATy 75 |exit O— A B =Tz ARY L —ar
Example: T4 F¥alb—varET—RERKTLE
—éAO

switch (config-role-interface) # exit
switch (config-role) #

R T 7 6 | (Optional) show role 02— VREE TR LET,
Example:

switch (config-role)# show role

R 7 71 |(Optional) show role {pending | B4 7o OICREIREBIC R > TV D
pending-diff} o= m— VR EE R LET
Example:

switch (config-role) # show role pending

R w 7 8 | (Optional) role commit — T — 2 R—2ZANIIHH—Y o —
Exan“ﬂe; /L’0)%%ﬁ§2§§§%5§§?ﬁ‘:1;/:7,{ ﬁ?ill/‘_
vaizmHLET,

switch (config-role)# role commit

2T 7 9 | (Optional) copy running-config Flrar74X¥alb—vark, AF—
startup-config Ny a7 4F¥alb—vgila
Example: E—LET,

switch (config-role)# copy
running-config startup-config

Related Topics
22— m— B LOL—LOERR (12 —)

1a—47h9> rsLURBACDEE [}



B =—vo—rvngkys—ozE

A—H% O—JLVIAN KR O—DER

2—HP a— /)L VLAN R Y V—%2BESTHZ LT, 2—FRT 7 BATE S VLAN 2R TE
T, TN ITIE, 2= = I Lo TT R TDOVLAN~DT 7B ANRF A ENET,

Before you begin

1 DFERITEH O —Y v— L 2B L £ 7,

Procedure

A4 TFhYY rEEURBACDEE |

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 F¥Falb—g v
E—RFZBBLET

ATvT2

role name role-name

Example:

switch (config)# role name UserA
switch (config-role) #

a—HF r—EEEL, B—L a3
TA4F¥al—vary E—FEBBLE
j‘o

ATvT3

vlan policy deny

Example:

switch (config-role)# vlan policy deny
switch (config-role-vlan) #

o—/LVLANARY — a7 %=
L—y gy B— R2BEBLET,

ATvT4

per mit vlan vian-list

Example:

switch (config-role-vlan)# permit vlan
1-4

O — /LT 7 & A T& % VLAN O#iH
FHRELET,
VBL72 VLAN O E T oo~y R
MOIRLET,

ATy Th

exit
Example:

switch (config-role-vlan)# exit
switch (config-role) #

2—/)LVLANRY o— a7 4 X =
L—yaryT—REaTLET,

ATvT6

(Optional) show role

Example:

switch (config)# show role

a— /LR EEFTLET,

ATy T17

(Optional) show role {pending |
pending-diff}

Example:

switch (config-role)# show role pending]

BeAT S D T2 OICREMRERIC 2 > TV D
A=Y m—RECFRLET,

B =¥ 759> FE&URBACDHE
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a—vo—LoweRy L —0zE ]

Command or Action

Purpose

R 7 8 | (Optional) role commit

Example:

switch (config-role)# role commit

T R=ZNICD DY r—
NV OREERE2FEITa 7 4 F2b—
vaizmHLET,

(Optional) copy running-config
startup-config

ATvT9

Example:

switch (config-role)# copy
running-config startup-config

a7 4 Xal—yark, AX—
Ny a7 4F¥al—vgrila
to“*[/ij—o

Related Topics

2—H m— B L0 — L OERE (12 ~2—)

A—H B—J)LOVRFRY) O—DER

2—P a—/LOVRFRY L —%2EF LT, 2—PNT /A TE&SLVRFEZHIRTEES, 5
TN FTIE, 22— a—IZ ko TT_TD VREF ~DT 7B AR ENFET,

Procedure

Before you begin

1 DELIFEEO 22— o — L Z{ER L ET,

a—W 0 — VREZEAAT DL, REZEA T DXRDTRTD Cisco NX-0S T /3A A

Ta—HY o —AREDEAZ A F—T M LET,

Command or Action

Purpose

Z w71 |configureterminal
Example:

switch# configure terminal
switch (config) #

Jua—)L a7 4 F¥Falb—g v
E—RFZBBLET

R w 72 |rolename role-name
Example:

switch (config)# role name UserA
switch (config-role) #

a—HF r—LEEEL, B a3
TA4F¥alb—vary Ew—FEBBLE
ﬁ‘o

Z 7 73 |vrf policy deny
Example:

switch (config-role)# vrf policy deny
switch (config-role-vrf) #

og—/)LVRFARY >— a7 X2l —
vary T—REBBLET,

Z 5w = 4 | permit vrf vrf-name

Example:

o0—/LNT 78 ATESVRE ZHEEL
i‘j‘o

1a—47h9> rsLURBACDEE [}



. No Service Password-Recovery [Z DLV T

A4 TFhYY rEEURBACDEE |

Command or Action

Purpose

switch (config-role-vrf)# permit vrf
vrfl

V72 VRE O}V 0 =a~ Ra ik
DIRLET,

ATvTH

exit
Example:

switch (config-role-vrf) # exit
switch (config-role) #

2—/LVRFARY v— a7 4Fal—
varE—RFEKTLET,

ATvT6

(Optional) show role

Example:

switch (config-role)# show role

= *A/I/EQ'EE’%?%% [/ji—g«o

ATy T1

(Optional) show role {pending |
pending-diff}

Example:

switch (config-role)# show role pending]

B9 2 T IR BIRRBIC 2 > T D
A=Y = LREEFKRLET,

ATvT8

(Optional) role commit

Example:

switch (config-role)# role commit

— BT — X N— AN B — m—
NV OBREEFREFITar 7 X2 b—
a @A LET,

ATvT9

(Optional) copy running-config
startup-config
Example:

switch(config-role) # copy
running-config startup-config

FlTar 7 4 Fal—rark, AX—
NPy ar7 4 Xal—vgila
E—L £,

Related Topics

Z—H 1 — LB L OUL— L DOIER

(12 =—2)

No Service Password-Recovery [T DT

No Service Password-Recovery #EEIC LV, T Y — N ~DT 72 A EFFOMLBNAL—Z B IO
N—Z DXy NI =727 7 EAT 5L 52 605 Z L1272 0 £9°, No Service
Password-Recovery #6E % FH 9% & . Cisco Nexus 9000 2V — A NX-0S F 7 7y a—T 4
T A RICRE SNV TV OEER R FIETHRAY — RE2EIETERRD £7,

No Service Password-Recovery @ 14 *— 7 )Lk

No Service Password-Recovery #BEDN 50272 - TV D54,

SMIEHENAT — RELEHETEEEA,

B =¥ 759> FE&URBACDHE
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| 2—%7H%> rELURBAC D3R

1R BHHIIZ

No Service Password-Recovery ® 4 — 7Lt .

no service password-recovery 2 v & NZPIET 256G, v A3 T, 7341 A bEENTZIGATIC
VAT AT 4 X al—var IrANOat—ERET LI EEHRELTOET,

FIE

ARV RFERETIVa Y

E:)

&

configureterminal

1

switch# configure terminal
switch (config) #

Ja—)ary7 4 ¥al—gy
E— NEBABLET,

ATvT2

Nno service passwor d-recovery

1

switch (config)# no service

password-recovery

WARNING: Executing this command will
disable the password recovery

mechanism. Do not execute this command|
without another plan for password
recovery. Are you sure you want to
continue? (y/n) [yl v
switch(config)# copy run start
[ )
100%

Copy complete, now saving to disk
(please wait) ...

Copy complete.

INAT — REHE A T = X L 2 2H 2 L &
R

ATvT3

(f£7) copy running-config
startup-config
i) :

switch# copy running-config
startup-config

FElTar 7 4 Fal—yark, AX—
NPy a7 4 Xal—vgila
E—L £,

ATvT4

Reload
B

switch (config)# Reload

This command will reboot the system.
(y/n)? [n] y

2018 Jun 26 16:23:19 BAR %$ VDC-1 %$
$PLATFORM-2-PFM SYSTEM RESET: Manual
system restart from Command Line
Interface

CISCO SWITCH Ver 8.34

CISCO SWITCH Ver 8.34

Manual system restart from Command Line
Interface

writing reset reason 9,

1a—47h9> rsLURBACDEE [}
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B =779 rs&URBACREORE

ARV RFERFTIVaY =)

switch (boot)# config t

Enter configuration commands, one per
line. End with CNTL/Z.

switch (boot) (config)# admin-password

Abcd!123$

ERROR: service password-recovery

disabled. Cannot change password!

switch (boot) (config) #

Z T 75 |exit Ja—R_) a7 4 F¥alb—T g
5l B R T LET
switch (config)# exit
switch#

ATvT6| (f£E) show user-account o— L EER TR LET,
1 -
switch# show user-account

ATw 71| (&) copy running-config FTar 74 FXal—vark, AL—
startup-config Ny aryrs¥alb—varica
15“ . to“_‘ Li‘j‘o

switch# copy running-config
startup-config

:L__*f.77jjﬁ7:/I‘jSJ:lFI“&Ac; ﬁgo)ﬁﬁmu

a—H T H T FEB IO RBAC REFHREF T 2I12E. ROWTNIDIEEEZITVET,

avw ok B&Y

show cli syntax roles network-admin network-admin = —/ L 23MsE ] T
TDOM, AT PO EFR
RLET,

show cli syntax roles networ k-oper ator network-operator 2 —/L"C,

show role - B—/LORELEFRL
jz—a—o

show rolefeature e A hERRLET,

show role feature-group MRE N —T DREEFRL
\i—g—o

. A—H¥ TFThI Y FE LU RBAC DERE



| 2—4 759> F&EURBAC DEE
1—47hvo rasvreac nEEs [

avy kR B#)

show startup-config security AR— K T S a7 X
L—yarDa—F T hur
FMREZRRLET,

show running-config security [all] Eitar 7 4 Xl —T g

Da—F TH T R
RLET, al F¥—U— F&ts
ETDHE, 2=F THT b
DT 7 v MEBPER SN E
ER

show user-account T h L MERAE R
LETS

aA—Y 7hor bE LU RBAC DEEFEHI

K, 2—=F m— L ERET LR LET,

role name User-role-A
rule 2 permit read-write feature bgp
rule 1 deny command clear *

KIZ, BGP AN L THERL, EIGRPEZEFRT DL IICA v H—T =2 AERETE DA —
P o — VB BT B 2R L ET,
role name iftest

rule 1 permit command config t; interface *; bgp *

rule 2 permit read-write feature bgp
rule 3 permit read feature eigrp

Lo, =N 1EFA =T A XA ETBGP ARET HI EAHFRRICL, L—/2 1%
confighgp =~ > RZFRE L THFITL~ULdD show 2~ K& debug =~ K% BGP IZ%f LT
AT HZ LB/, M= 3ITETLULD show 2~ N & debugeigrp =~ & R &
BINZTHZ LEARRIZLTHNET,

WIZ, FEDA v Z—T 2 A AT ERECEHa—F 0 — L ERETHHZRLET,

role name Int Eth2-3 only
rule 1 permit command configure terminal; interface *
interface policy deny
permit interface Ethernet2/3

wIZ, 22— o — LRE S N — T R ET AR L E T,

role feature-group name Security-features
feature radius
feature tacacs
feature aaa

1a—47h9> rsLURBACDEE [}
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feature acl
feature access-list

RIZ, 2= TV P aRETDHHEZRLET,

username userl password Als2D4f5 role User-role-A

A4 TFhYY rEEURBACDEE |

WIZ, T78A% OID V7Y —O—FIZHIET 5725 OID b— /L &8I B4 &R~ LE

B

role name Userl

rule 1 permit read feature snmp

rule 2 deny read oid 1.3.6.1.2.1.1.9
show role name Userl

Role: Userl
Description: new role
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)
Rule Perm Type Scope
2 deny read oid
1 permit read feature

1.3.6.1.2.1.1.9
snmp

W, MESNTZO0ID 7V ) —~DEEXIABIERZTF T 562 R LET,

name Userl
3 permit read-write oid 1.3.6.1.2.1.1.5

role
rule

show role name Userl
Role: Userl
Description: new role

Vlan policy: permit (default)

Interface policy: permit (default)
Vrf policy: permit (default)

Rule Perm Type Scope

3 permit read-write oid

2 deny read oid

1 permit read feature

A—H F7hHhor bEKXURBACIZEET HEMIER

ZITE, 22— T B IORBAC OFEEIZET HBEMEHRICHOWTHIA LET,

EEEH

BEEIE TZaTFILEAL L

Cisco NX-OS DT A & A

CiscoNX-OST7 At A A KN
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| 2—¥7h> FEEURBACDHEE
A4 7hoy sk URBAC<ET sEmEs ]

BEEIEE T=aTFILERAL ML

VRFaV 7 4 ¥zl —3 3| [CiscoNexus9000 V) — A NX-OS=2=F v A k JL—F (
THRETA K]

b

22 54k
v

COMRETHY R — P ENDFHHROEREE - IILE SN EETIH Y A, 2. | —
BEFEOEEDO YR — MIZFE SN TWEE A,

MIB MB®D') >y

2= T HU L FBEIORBAC | HHR— SN TWD MIBZHREBIOE Y n— 15
\ZRBEE 35 MIB 1. RO URLIZT ZEBALTLTE&EW,

ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html
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A—HFFHhHY b LURBACDEE |
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