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| RADIUS DEE
RadSec D% E .

Command or Action Purpose

AT 7 4 | (Optional) show radius-server RADIUS H— O EEF R LET,
Example: Note
switch# show radius-server RADIUS F—{IZfTar 7 1 Xz L —

a s S e BERTRFES
¥4, BEL3 7z RADIUS ¥ —% %
~9%IZ1E, show running-config ==~

Y REMEHLET,
27 7 5 | (Optional) copy running-config FiTar74Xalb—vark, AF—
star tup-config Ty a7 X2l —g0la
Example: E—LET,

switch# copy running-config
startup-config

Related Topics
RADIUS ¥— N iR A b D% E (9 _—2)
AES RAU — R B LB LT T A = VIS F—(2OWNT

RadSec D% E

RadSec %, TLS #8H CRADIUS 7—# 7' J A ZWRET B0 7 v k2 /LTT,
ZOFNETIX, AA »F T RadSec ZH{ RN FE 71T BT D HIEIZHOWTHALET,

4R & BRI
Y —=N=D7 TA4T7 > MIDFEWHEL CATEAEN AL v FITf VA F—AERTNDH D
LR LET,

o = N—FFEREDOT T V=7 AN, AL v T THERINTNDE S —/—DKR A N4/IP
T RLALE—FHLTWAZ LZMRLTLIIEEN,

s RadSec M — \—ZHHT D L IICAAAGRREE T W U T 4 U 7 R ET HHIIC, tetaaa
group =~ R%&f#fH LC. RadSec iBiEikth4 25 Z & R L £,

« AA T NLOMEERTLS v a OFRITE RS 572912, RadSec ¥—/3—T TLS
TARNVEALT Y MR KEICHRELET,

FIg
AU RFERET7TIV3 Y B#
R T 71| configureterminal Ay 74 F¥al—iar E—RICAD
{5 ER

RADIUS DE&E .
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. RadSec DX E

RADIUS DEEFE |

ARV RFERETIVa Y

B8

switch# configure terminal

ATy T2

radius-server securetls

1

switch# radius-server secure tls

7a—r UL L TENCLET,

GE)
Z @D CLIIZ, RadSec|ZfEfl & bR —
NEFEEREITHELERA,

ATvT3

radius-server host t {ipv4-address|
ipv6-address| hostname} key {key}
auth-port 2083 acct-port 2083
authentication accounting

1

switch# radius-server host
10.105.222.161 key radsec auth-port
2083 acct-port 2083 authentication
accounting

AEB LT h T T R—F
Bz A ME X — %2 L T RadSec
P N— TR L ET,

GE)
P—N—DGE, WAEET T T 4
T DT 7 v kD RadSec AR— F X

2083 T, F—I% lradsec)] T, A
A v F DA, RadSec "— h & F—D
T 74N MREEH Y FH A, P
TERINTWVWDLEIHIT, ZORELE
BZREDIZIBIN L T 72 &0,

ATvT4

radius-server host {ipv4-address|
ipv6-address | hostname} tls
client-trustpoint trustpoint

1

switch# radius-server host
10.105.222.161 tls client-trustpoint
radl

7547 v NIDFGEAENA A F—L
ENTWATLS 7 I9A4 T hT7 A b
RA LV MERELET,

ATvTh

radius-server host {ipv4-address|
ipv6-address | hostname} tls idle-timeout
value

1

switch# radius-server host
10.105.222.161 tls idle-timeout 80

TLS 714 RV XA LT U MR TELE
T, T 7 AV MEIX 600 BT,

G¥)

RadSec 7 7 A 7 v "ixbdD v ¥
Va RV E = H A L
7T MEIZESWCHERAA LS Z &
MWCTEET, V94T MOTLS T A
KV ZALT T ME, 2OV Y—AT
W AR—FrSnTWERAL, 7947
Y MIBSBEHE TEREAMACEE A,

N

GE)

VEeE—ha—WF—NrrA35L FNBEOa A OBIENRRONDZ ERHY £,
2FY ., AA vF & RadSec V' —X—DBTTLS B a v OWESENPID TiThbilbd & & T

4, TLS By varRNiE@#hdse, ElLi-VET—h al A4 0 TRETRONEEA,

[l RrADIUS DEE



| RADIUS DEE

Rabwws 4—3 S L—T 0%z |

\)

GEX)  RadSec 7 A4 7 v F T, FFHENIEE L2V, E7ITERNRHFAEN Y — R — LTI N T

W5 72 EOREMEREDRENFEAE L T D5 E . show run 2~ FTEIENFEAET 5 AlEME
NV ET,

RADIUS H—/\ ' )IL—TDHFE

Procedure

=N ITN—TEHEHLT, 1 BERITEEED Y T— b AAA b — K DRGEE FRE T
FF, SNA—T DAL N—TFT T, RADIUS 7 2 F 2/LIZE L TWAXLENRH Y £3, RE
L7ZNEFIZ e » TH =B8RI T &N E T,

NGO =R TN =TT DOTHERETEETN, RE LT NA—TZHMNTT HITIE,
AAA P —E R T2 BENH Y £7,
Before you begin

TN—THNOFTXTDOH— 378 RADIUS H—"ThH Z L &R LET,

Command or Action Purpose
X 71 |configureterminal Sa—JL AT 4 e l—g
Example: E— NEBBLES

switch# configure terminal
switch (config) #

ATy 72 |aaagroup server radius group-name RADIUS #—/ Z)L—F & L, %
Example: D777 D RADIUS —3 71—
switch(config) # aaa group server radius AT 4 Falb—vas V7E—F%E
RadServer PAR L %4, group-name 51%iE. K
switch (config-radius) # 127 jt%iO)E%éSO)éiiiﬁiﬁ);i } U )/ff
T, RICFDNCFREBNESHET,

RADIUS #—/ 7 )L—F ZHlx4 51
X, Zoa<wr FonoBERAHEHALE
7
Note
FITHIN NDY AT DNERT 7 # L b
7' Vv—=7" (RADIUS) IZHIprC& £+

/1/0
R 5w 73 |server {ipv4-address | ipv6-address| RADIUS #—/3%, RADIUS #—/3 7
hostname} N—T DA R—=L LTERELET,

Example:

RADIUS DE&E .
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RADIUS DEXE

Command or Action

Purpose

switch (config-radius)# server 10.10.1.1

$§7E L72 RADIUS H— "3 Bon b 72
WAL, radiusserver host =< K%
FITL, Zoavwr REFERMTLET,

ATv74

(Optional) deadtime minutes

Example:

switch (config-radius) # deadtime 30

=LV Ty R AL DERELE
T, T 74V MEIZ0STT, fEETE
HEPHIL 1 ~ 1440 T,

Note

RADIUS %—/ X 7 )L—7DF v K Z A
AREIRRAY 0 L0 RE WAL, ZOfE
DT O—NIR Ty R 2 A LMMELDE
eanETd,

ATy TH

(Optional) server {ipv4-address|
ipv6-address | hostname}

Example:

switch (config-radius)# server 10.10.1.1

RADIUS #—/3%_ RADIUS H—/~ 7
N—T DAL NR—L LTRELET,
Tip

FEE L7z RADIUS — 3SR o573
WIBATE, radius-server host =< > K
EHEHLTH—R"EZREL, Z0a~v
Y REL ) EIATLET,

ATvT6

(Optional) use-vrf vrf-name

Example:

switch (config-radius) # use-vrf vrfl

PN TN —TNOY— R L DG
4% VRF 245 L £7,

ATy T1

exit
Example:

switch (config-radius) # exit
switch (config) #

a7 4 Fal— gy ET— REKT
l_/iﬁ‘@

ATvT8

(Optional) show radius-server groups
[group-name]
Example:

switch(config)# show radius-server
groups

RADIUS ¥—/ JIIL—T7 DORE & TR
Li‘j_‘o

ATvT9

(Optional) copy running-config
startup-config
Example:

switch (config) # copy running-config
startup-config

FETar 74 Fal—Yark, AX—
Ny a7 X2l — 3020
vE—LEd,

Related Topics

RADIUS 7 v K % A LARROEE

[l RrADIUS DEE

(26 _*—3)



| RADIUS DEE

RADIUS —/% 7 L—F D105 A—\LEfETA va—7 21 20%E [

RADIUS U—/N JIL—TDI=bDT A—NIILEETAVF—T (X

DETE

RADIUS H— 7 —27 72 AT HEEICEHT 5. RADIUS —N ZV—THD 7 r—
IIIIETA F—T =2 A ZAeRETEET, £70. FED RADIUS —3 7 )L—7 I
RDREITA VH—T oA AR ETHIEHTEET, 774/ hTIiL, CiscoNX-0S V7
Mo =T7iE, EHAERDLWHA L —T =4 AEFEHALET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (confiqg)

Juaua—\)L a7 4 Xal—g
T—FERALET

ATy T2

ip radius source-inter face interface

Example:

switch(config)# ip radius
source-interface mgmt 0

ZDTNA ATHREINTNDTTD
RADIUS Y— J)—TH D 7o —
WIETA Vv —T =2 AZHTELE
KR

ATvT3

exit
Example:

switch (config)# exit
switch#

BET— FEMTLET.

ATvT4

(Optional) show radius-server

Example:

switch# show radius-server

RADIUS — DR EHREF R L E
K

ATy TH

(Optional) copy running-config startup
config
Example:

switch# copy running-config
startup-config

FFar 74 Xal—arvk, AX—
T w7 a7 44Xl — g0l
I:O*‘[/ji—g«o

Related Topics

RADIUS ¥—/X J)L—T DK E

054 VB 21—k % RADIUS H—/ DIRE % 351

F 7 4L FTlE. Cisco NX-0S /34 237 7 40 D AAA FREFHF AT H S W TRREFE Rk %
VRF & BFEERB{5 5 RADIUS — "% 22— HR$EE TE 5 L 9 12 CiscoNX-0S

Bk L ETS

ixX [E

TNA A

T 5HITIE, directed-request &7 a VEANILE T, ZOF T a 2GR

RADIUS DE&E .



RADIUS DEEE |
B o/« mica—+ic s 2 RADIUS H— g EHE

I L723E . 2 —P T username@vrfname:hostname & LT 7' »C& ¥4, Z 2T, wfname

13592 VRFE. hosthame l3i% & & 1172 RADIUS Y — RO LI T,

)

Note directed-request 47+ 2 » ZHMIT 5 L. Cisco NX-OS T /34 ATl

TEERAL, 74 boa—b A FRUTERA L2V E 5122 £,

)

Note ——HIEEDE /A idTelnetty v a AAZBRYHFR—FENET,

Procedure

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 Falb—g v
ET— REHBLET

ATy T2

radius-server directed-request

Example:

switch (config)# radius-server
directed-request

07 A VR — R RRREE R O REE
L 725 RADIUS h—N\ZIEETE 5 &
IZLET, T 740 b TIEEDI o
TWET,

ATvT3

exit
Example:

switch (config) # exit
switch#

REE— Rz TLET,

ATv74

(Optional) show radius-server
directed-request
Example:

switch# show radius-server
directed-request

directed request DX E &4 &K~ LET,

ATvTh

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

EfFar 7 4 X2l —ark, AX—

Ny a7 ¥alb—vgila
[:o‘_ Lij—o

. RADIUS DERE
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| RADIUS DEE

£ 0—/%L% RADIUS 3415 Y 51 Ese 21 1.7 rrIRoRE [

27 0—/\)L7E RADIUS 3:(EY) S A B EZ A LT ) FERDEERE

T RTORADIUS r— N2kt $ 5 70— VLR FEE Y N T A B E ¥4 L7 7 MNERR 2% E
T&FEJ, 774/ hTIL, Cisco NX-0S 7 /34 AT v — B VBFEIC R AIIZ, RADIUS H—
NADEFEZTEZTHERITLET, 20U T4 0B, — T EITRKS Bl E THC
FTZENTEET, A 27 7 MERIZIZ, CiscoNX-0S 7 /34 A3 RADIUS H— 3025 D
BrEFFORMERELET, TNEFRZIDLEXA LT TN =T7—I120ET,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATvT2

radius-server retransmit count

Example:

switch (config)# radius-server
retransmit 3

4T D RADIUS H— 30D FEE A%
ZHEELET, T 740 hOFEEERE
X1 T, #PHIX0~5TY,

ATvT3

radius-server timeout seconds

Example:

switch (config)# radius-server timeout
10

EEELET, TIAN DA LT D
NIRRT S # T, #PHIE 1 ~ 60 #5 T
R

ATv74

exit
Example:

switch (config)# exit
switch#

REE—Faf&TLET,

ATvTh

(Optional) show radius-ser ver

Example:

switch# show radius-server

RADIUS — DR EEFRLET,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FElTar 7 4 Fal—rark, AX—
NPy ar7 s Xal—vgila
E—LE9,

H—/\IZ%9 % RADIUS %18

T 7 F v T,

) S ABIEMEZF A LT FERDERTE

Cisco NX-0S /34 AL — B VIR =R,

RADIUS ¥ — N ~D3%fE

ZIEZTHEAITLES, 20U b IA DRI, V= "TLIZHRARSEIETHESLT ZLRT

RADIUS DE&E .



RADIUS DEEE |
B v w72 RADIUSRIEY FSAEHL S A LT FEBORE

ZF T, CiscoNX-OS T /31 AN, XA LT U NTT—%2E=THHIIZ, RADIUS — 35
DISEZ T HZA LT U FREIBLHRETE £ T,

Before you begin

1 DF 721385 D RADIUS — R R A b 2R ELE T,

Procedure
Command or Action Purpose
R 71 | configureterminal Jsa—n)ar7 4 Fal—g
Example: F—RFEBLET

switch# configure terminal
switch (config) #

25 v 7 2 |radius-server host {ipv4-address| REE DY — R % BRI A e
ipv6-address | hostname} retransmit count | | x4 5> 4 L M 32/ 10— SLET
Example: R
switch (config)# radius-server host Note

serverl retransmit 3

i E D RADIUS H— NZH8E LT Ft
fEE%0%. X T? RADIUS Y— 32
FBE LR ERs L v e snE7,

Z T 73 |radius-server host {ipv4-address| HFEDY—NOUEEXA LT Y MNERE
ipv6-address | hostname} timeout seconds | fs5= | 4. 57 4L M &2 — UL
Example: T
switch (config) # radius-server host Note

serverl timeout 10

& D RADIUS B— N ZHRE L= F A
AT T ML, 7XTo® RADIUS
P HEE LT 2 A 57 7 MR &

DESESNET,
AT v 74| exit REE—RFEETLET,
Example:
switch (config) # exit
switch#
R T 75| (Optional) show radius-server RADIUS — OB EEFFLET,
Example:

switch# show radius-server

. RADIUS DERE



| RADIUS DEE

RADIUS H— DT hy o7« v s vRiEREkonE [

Command or Action Purpose

R 7 6 | (Optional) copy running-config FTar 74 Xal—ark, AX—
startup-config "Ny arvr7sXal—3aila
Example: E—L %7,
switch# copy running-config
startup-config

Related Topics
RADIUS r— /X R A N DORE (9 2—)

RADIUS H—/\DT7 ho T4 VI B LUVEIEEREDERTE

Procedure

RADIUS =T v T 4 FTEHA, F3REERAICERT 2 EEETCEET, 7
7 4V N TIL, RADIUS 4 —NZT7 U T 4 7 ERGEOM IR SNET, 2. 7
T A NOR— N EOFEBRET HE1E. RADIUS T AV T 47 Ay —U L3
A=V DREELETH L5 UDP R— FESEIEETH L b TE X7,

Before you begin

1 DF 721385 D RADIUS — R R A b ERELE T,

Command or Action Purpose
X w 71 | configureterminal Ja—\ )L a7 4 FX¥al—a
Example: T—RFEBRLET

switch# configure terminal
switch (config) #

AT 7 2 |(Optional) radius-server host {ipv4-address| RADIUS 7 7 > T (4 » DA vt —

| ipv6-address | hostname} acct-port W45 UDP — k245 LET,
udp-port 77 /L F O UDPAR— ML 1813 T,
Example: #iPHIZ 0 ~ 65535 T,

switch (config)# radius-server host
10.10.1.1 acct-port 2004

25 7 3 | (Optional) radius-server host {ipvd-address| RADIUS % — /&7 4 72 F 1 v /121

| ipv6-address | hosthame} accounting T2 - LA ELET, T4
Example: MU, THOU T 4 T EEREEDT T
switch (config)# radius-server host ﬁ:fﬁ;ﬁ%§i®§£7fo

10.10.1.1 accounting

ATy 7 4 |(Optional) radius-server host {ipv4-address| RADIUS #Z7FE A » & — ¢ UDP 7R —

| ipv6-address | hostname} auth-port FEfEELEST. F 741 o UDP
udp-port

RADIUS DE&E .



RADIUS D E |
B reows —oso—sunEmE=4 Y L ORE

Command or Action Purpose
Example: A— ME 1812 T, #uPHIX 0 ~ 65535
switch (config) # radius-server host 7?7?0

10.10.2.2 auth-port 2005

R Fw 75 | (Optional) radius-server host {ipvd-address| RADIUS — R &R IF I35 =
| ipv6-address | hostname} authentication | vz tsi 1 %4, F7 40 F Tl 74
Example: UT T ERREOWFICER S E

switch (config)# radius-server host Tro
10.10.2.2 authentication

AT 76| exit REE— N T LET,
Example:

switch (config)# exit
switch#

Z v 77 | (Optional) show radius-server RADIUS — OB EEF R LET,
Example:

switch# show radius-server

27 7 8| (Optional) copy running-config FTar74Xal—vark, AF4—
startup-config Ty a7 44Xl —gla
Example: E—LEd,

switch# copy running-config
startup-config

Related Topics
RADIUS #— N R A hOFHE (9 _—)

RADIUS —/\D 4/ O—/NILIEEEZ2 ) VT DETE

FH— NI@BNC T A b NTA—=HEZRELRLTH, T3TOD RADIUS Y— D o] {: %
TR YT TEET, TANRTA=FRREIINLTORWNT—E, Z7r—3L0 LUL
DNRFGA—=BZEFERALTCE=FY T INET,

)

Note X — SHIZRESNIZT A LRI A—=F(E, 70— DT A b RT A= L 0BRSS

Ta—N)L ar7 4 Xal—yvary RI A=, P—A"THHTI 294 L2 T—
K, BEOTA RV EZA~—ERHVET, 74 RNV ZA~—IZiL, RADIUS — B &
DL BVDOHIMZER 2 ZE L2 72355812, CiscoNX-OS T34 ANT A k%7 v M &EE
TOMERELES, 2OFT v a U ERELTEMWICY—"ET A NLZY, 1 EZTT
A RNEFETLIED TEET,

[l RrADIUS DEE
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BE
RADIUS H— 7 a—unEsE=4 ) v rokE |
)
Note kv NT—2DtEXalF ¢ 2{R#ET 572512, RADIUS 7 — & _X— 2 DD 2 —H 4 & [6
CHLOEERA LW & 2HEEL £,
Y
Note =7 4/L kD7 A KL ZA~—EIZ0DTT, 74 KV ZA DAL Z—I0R055DBE,
RADIUS — OEMMRE=F ) U 73 F TSN EH AL
Before you begin
RADIUS %# A Fx—7 /W2 LE T,
Procedure

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 Falb—g
ET— RZEHBLET

ATvT2

radius-server test {idle-time minutes|
passwor d password [idle-time minutes] |
username name [passwor d password
[idle-time minutes]]}

Example:

switch(config)# radius-server test
username userl password Ur2Gd2BH
idle-time 3

Ja— i —N =X THD
NIA=BERELET, 774D
a—H LT test, T 7 ANV NDOSRAT —
KX test T4, 74 RV ZA~—DF
7 4V MEIZ 04T, ARNREHILO0
~ 1440 73 T,

Note

RADIUS H— O EMRE=4 Y
THEATHITIE, T4 RV HA~—I20
KO REREERET DLERHY £
7

ATvT3

radius-server deadtime minutes

Example:

switch (config) # radius-server deadtime
5

CiscoNX-0OS 7 /31 A3, HiENGE L7
o772 RADIUS — %2 F v 795
FCORHE (49) ZfELET, 774
Jb MBI 053 TY, AR ®iPHIL 0 ~
1440 4y T,

ATvT74

exit
Example:

switch (config) # exit
switch#

%&Z‘IE:E*‘ F\%%T Li’g‘*o

RADIUS DE&E .



RADIUS DEEE |
B zraousv— s oEgE=4 U T 0RE

Command or Action Purpose
A7y 75 | (Optional) show radius-server RADIUS ¥ —OREEFRLET,
Example:

switch# show radius-server

25 7 6 | (Optional) copy running-config FATar74FXal—vark, AY4—
startup-config Ny arrvaXalb—rala
Example: E—LET,

switch# copy running-config
startup-config

Related Topics
£ RADIUS 4 — RO EWE=F Y T OHRE (24 2—2)

% RADIUS H—/\DEHHE=2 ) VT DETE

% RADIUS — RO HMEZE=F V) > FTEET, a7 4 FXalb— a3 N"TA—H|T
i, =" THEHTI22—FHZENRRT =R, BLOT A RV EA~—RERBVET, T4
Nv & A <—IZiX, RADIUS H— 3 ED < H WO ERZ 3 Lo 7235412 Cisco
NX-OS AA v FNT AR Ry NekGETo0ERELET, 2047V a2 ELTE
M — N2 T AN LY, 1RETFTANEFITLEY TEET,

Note Xt — SHIZRESNIZT A b RTA—=F(E, 70— DT A b RT A= L 0BRSS

Note &= U7 ¢ LOBMNS, RADIUST — 4 R—ANDEFD 2 —HF4 LF LT A b 2—¥4
ERELRNWZ LR L E7,

Note =74/ L hDT7 A KL ZA~—flIZ04TT, 74 F/ALBEREBE 0 /D84, Cisco NX-0S
T NA AL, RADIUS ' — OB T =4 U T E2FEITLERTA,

Before you begin
RADIUS ZHMZ L £7,
1 DFE 72 13HH D RADIUS $r—/3 R R b & B L £,

. RADIUS DERE



| RrapiUs ©

B

axX ;&

Procedure

% Rabws 4—nE@E=2 U rnEE [

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—ary7 4 Xalb—g v
E— N&RWBLES

ATy T2

radius-server host {ipv4-address|
ipv6-address | hostname} test {idle-time
minutes | passwor d password [idle-time
minutes] | user name name [password
password [idle-time minutes]]}

Example:

switch (config)# radius-server host
10.10.1.1 test username userl password
Ur2Gd2BH idle-time 3

Y= RE=2H Y THONT A= %
RN E L ET, T 74 hO=2—H
KX test, T 7 A/ RO T — RNiE
test C9, 714 KV AL ~—DF 7 )b
MEIX 043 T, ARh7e&iHHIZ 0~ 1440
5T,

Note

RADIUS — O E#M 72 E=F 1
TEATHOZE, 74 KV ZA<=—I20
KO RERMEEHRETOLENRH Y E
R

ATvT3

radius-server deadtime minutes

Example:

switch(config) # radius-server deadtime
5

CiscoNX-0OS 7 /34 A3, RIS L7
Mo 72 RADIUS =% F = v 7925
ETOR (43) ZHELET, 774
Jb MEIX 0 53T, AR &iPHIE 1 ~
1440 73 C9,

ATv74

exit
Example:

switch (config)# exit
switch#

BEE— FEMTLET.

ATvTH

(Optional) show radius-server

Example:

switch# show radius-server

RADIUS #—DFRTEEFX R LFET,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

a7 4 Xal—yark, AX—
N7y a7 4F¥al—vgrila
I:O%L/i—é—o

Related Topics
RADIUS #—/ 3 3k A2 hDFEE (9 =)

RADIUS r— XD 7 00— VR BT =X ) VT ORTE

(22 =—3)

RADIUS DE&E .



B roows 7o k51 LERORE

RADIUS T k % 1 LfERDERTE

TXTORADIUS H— DT v K XA LAMRERETEET, 7 v K ¥ A AMRIZIE, Cisco
NX-0S 7 /31 A28, RADIUS — %7 > RIREETHH EEF LTth, TOH— N7 T4
TARBEICR S T2 E ) MEMERT DT DT AN Xy hEkET2E CoORBEEE L £
T T 74 MHEIZX 05 TT,

)

RADIUS DEXE

Note

T v R XA LBEN 05 O%E,. RADIUS Y — L, IGEEZRIZWEETH, Ty heE LT

~— 7 ENEHA, RADIUS H— N —FIZkT 57y N 24 AEREZRETEET,

Procedure

Command or Action

Purpose

&M

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—_ ) a7 4 FXal—T g
E— NLBABLES,

ATvT2

radius-server deadtime minutes

Example:

switch (config) # radius-server deadtime
5

Ty NAA LERERELET, 774
VMBI 0 20T, ARhZREPRIE 1 ~
1440 53 T,

ATvT3

exit
Example:

switch (config)# exit
switch#

REE—F&f&TLET,

ATV

(Optional) show radius-server

Example:

switch# show radius-server

RADIUS — DR EEFRLET,

ATvTh

(Optional) copy running-config
startup-config

Example:

switch# copy running-config

startup-config

FElTar 7 4 Fal—rark, AX—
NPy a7 s Xal—vgila
E—L £,

Related Topics

RADIUS ¥ — J)L—F DR IE

[l RrADIUS DEE

(15 ~<—72)
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2846 527—roEE |

O ~ E |—I—|

DR AL INART— FDHRTE
RSA SecurlD h—27 > =% ffEHT B Z & T, CiscoNX-OS T /XA A TI LU Z A L INAT —
K (OTP) #¥AR—brT&Ed, ZOMELHHTL L, 2—PF, BEGEES (VXA L%

AT —R) L ZFORETRSA SecurlD h—7 VICEREINS F—2 v a— ROWFE AT
% Z LT, Cisco NX-0S T34 AT BRI EITTEET,

)

Note  (Cisco NX-OS 7 /3A Rzu /A 45 0IcfllENs h—2 > a—Rid, 60T LIcALH
INFET, T ARHBICET A AR <7912, Cisco Secure ACS WHEET — & _— A ZTF
TR —FHEFEHT DL EEHLEL ET,

Before you begin

Cisco NX-OS /34 AT, RADIUS — N KA LT 74 b Y E— b vl A Uil a ik
E]\/\ijqo

WD DINA AR —=LINTWNWDHZ AR LET,
» Cisco Secure Access Control Server (ACS) Version 4.2

* RSA Authentication Manager Version 7.1 (RSA SecurID ~—7 > #—X)
* RSA ACE Agent/Client

T B AN IRAT— REVR— T 57252, Cisco NX-0S 734 2T (RADIUS ¥—/3 7K
A K&V E— FERGELIAN D) REELT O MEILH Y ¥ A, 7272 L. Cisco Secure ACS Z 7R D
LOICRETHALEND Y £9°,

1. RSA SecurlD F—72 > $— FREEE A r—T MIZ LFET,

2. RSASecurlD b—7 > Y—REARAZ—Y K o — F—F X=X |ZBMLET,

RADIUS H—/N\F =Y —NN T IL—TOFEgHE=X2 Y Y

RADIUS r—NFE TV =N TN —FICH LFETT A A v =V BETEET,

Procedure

Command or Action Purpose

AT w 71 |test aaa server radius {ipv4-address| RADIUS V—RIZTF A KN A vE—U%
ipv6-address | hostname} [vrf vrf-name] |tz | car M2 UE 4,
username password
Example:

switch# test aaa server radius
10.10.1.1 userl Ur2Gd2BH

RADIUS DE&E .



. Dynamic Author Server D 1L F 7= [LFEZ1E

RADIUS DEEFE |

Command or Action

Purpose

ATvT2

test aaa group group-name username
password
Example:

switch# test aaa group RadGroup user2
As3He3CI

RADIUS #—/N J)L—TZT Ak Ay
TV EEE LTSRS L £,

Dynamic Author Server D 3Nt E 1= [T EN1E

FIE

AT RFEREFIT7II Y

=)

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

Ja—)L a7 4 FXal—g
T— F&ERHEKBELET

ATvT2

aaa server radius dynamic-author

fil
switch(config)# aaa server radius
dynamic-author

RADIUS dynamic author server % A 22
LET, Z0a~vr RonBRAEFHT
AU, RADIUS dynamic author server %
e TEET,

RADIUS

FIE

ARV RFERETIVa Y

=)

&

configureterminal

1

switch# configure terminal
switch (config) #

R L £,

Ja— NV EE—

ATy T2

[no] aaa server radius dynamic-author

1 -

switch(config)# aaa server radius
dynamic-author

AL v F % AAA P — "L LTREL.
GANERAR U 2= =X L D A EAE L
F9, Zoa~vwr FDOno I EHEHL
T, RADIUS ¥ A F X v 7 A—H—L&
BEfHT BN r T4 7 N EEEHT
%9,

. RADIUS DERE



| RADIUS DEE
raoiws EowR [

ARV RFEEETIIa Y B8

w73 |[no] client {ip—addre&_| hostname } AAA Y — NI SA T FDOIPT KL
[server-key [0] 7] string ] AFTEAA MERELET, 4T
Bl - v a @ server-key ¥ — U — R & string

switch (config-locsvr-da-radius)# client @Ii&{/{fﬁﬁ L ’—7 AT b b
192.168.0.5 server-key ciscol NTCH =R F—2RELET, T4

TR = AZHIERT ST, 2=

~V RO no BRAEMHLET,

GE)

JTGAT vk LrUL T — N F— 5%
ETHE, Tu—rUL LAYV TRIES
N — RN = FEXINET,

R 7w 7 4 |[no] port port-number RESNIZRADIUS 7 54 7 > b inb
il - O RADIUS 2R % 734 ANZAET D
switch (config-locsvr-da-radius) # port = I\ %?Eﬁzbiﬁ—o N— E%ﬁ@il"’
3799 65535 %, T 74/ hOAR— MIRET
WX, Zoa<r Kono IBRNEHEHA L
£
GE)

Nry NAT T4 AaART NOT 7 4
JU b R— K 1700 TT,

AT 75 |[no] server-key [0| 7] string RADIUS & —% 5 /31 A & RADIUS 7
FAT v hEOTHREEIND LI
ELET, P—"F—ZHIRT 511,
Zoawy RO BEXEFHLET,

RADIUS &% DR

RADIUS DR EFHREFRTT DI2IE, ROWTHNOIEELZITNET,

avw Uk =EL:g]

show radius {status| pending | pending-diff} | Cisco Fabric Services @ RADIUS % i& O ECAT R &
O EEEFR R LET,

show running-config radius[all] FITaL 7 4 ¥ a2 L—3 9 D RADIUS R E &
~LET,

show startup-config radius AR —KNT v 7Far7 4X¥alb—3 3 DORADIUS
REZRRLET,

RADIUS DE&E .



B reows 2R zFEoBEORE

RADIUS DEE |

avy kR

S

sorted | statistics]

show radius-server [hostname | ipv4-address | 25 5& 3% 4 D 3= T D RADIUS H—/ "D /3F A — X
| ipv6-address] [directed-request | groups|

EFRRLET,

RADIUS FERI & B D&% TE DR

RADIUS fB A AEFH DR ERFMERRT HIC

. ROVTNDOIEEELITOET,

avU kR

=)

show running-config dot1x

ETar 74 X2 —T a3 D dotlx BEEFERL
S

show running-config aaa

FITa 74 X2l —a D AAREZF L
ij‘o

show running-config radius

EITFar 7 4 X2 l—3 a3 VORADIUS R E 4 F T
L/i—g—o

show aaa server radius statistics

=2 — 4L RADIUS — et E R E R R L E7,

show aaaclient radiusstatistics {ip address
| hostname }

0 — A /VDORADIUS 7 7 A4 7 > MREHEWMAE R R L
\ij_o

clear aaa server radius statistics

o —7% /L RADIUS ¥ — fEHE#®%E2 27 V7 L
KR

clear aaaclient radiusstatistics {ip address
| hostname }

o — A )LDORADIUS 7 I A4 7 v MREHESHRAZ 2 VT
Li‘a—o

RADIUS H—/\DE=A ) L4F

Cisco NX-0S T /31 ZAMEEF LTV 5 RADIUS U — DT 7 7 4 BT 4 1T B #EHE#RE2 T

=2 LET,

Before you begin

1 DE 721383 D RADIUS H— R KA hZHELET,

. RADIUS DERE
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Procedure

Rapws 4—\rsttEE0 s U7

Command or Action

Purpose

&

show radius-server statistics {hostname |
ipv4-address | ipv6-address}
Example:

switch# show radius-server statistics
10.10.1.1

RADIUS #atF iz R LEd,

Related Topics
RADIUS #— N 7R A b D%E (9 _—2)
RADIUS #— \FGtHEHRDO 7 V7 (31 _X—)

RADIUS H—/\#RETIBERD U 1) 7

CiscoNX-0S T /34 ZA0MEF; LTV 5 RADIUS U — DT 7 5 4 5 4 I[ZBT A #EHER A2 %

TLET,

Before you begin

Cisco NX-0S 5 /31 2@ RADIUS — % HELEJ,

Procedure

Command or Action

Purpose

ATy T

(Optional) show radius-server statistics
{hostname | ipv4-address | ipv6-address}
Example:

switch# show radius-server statistics
10.10.1.1

CiscoNX-0S 7 /34 Z® RADIUS #—/3
WEHEREE R LET,

ATy T2

clear radius-server statistics {hostname |
ipv4-address | ipv6-address}
Example:

switch# clear radius-server statistics
10.10.1.1

RADIUS ¥ — HegtE®RE2 7 V7 LE
7,

Related Topics

RADIUS #—/ R AR A DRIE

(9 ~=—v)
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RADIUS DF
B reows ozEs

RADIUS D% E 45l

&IZ, RADIUS 3% ET HHl 2~ L ET,

radius-server key 7 "ToIkLhPpG"
radius-server host 10.10.1.1 key 7 "ShMoMhT1l" authentication accounting
aaa group server radius RadServer

server 10.10.1.1

RADIUS 2RI Z= B8 D 5% 7€ 5l

KIZ, RADIUS OB A AT A HTET D HIEOH # R LET,

radius-server host 10.77.143.170 key 7 "fewhgl23" authentication accounting
aaa server radius dynamic-author
client 10.77.143.170 vrf management server-key 7 "fewhgl23"

RDIEXE

INT, =R TN —TE a0 T AAA RIFTRAEARETEXH L9120 £,

RADIUS (ZE89 4B 0(E#H

Z ZTiX. RADIUS OFEIEIZE T 2 BIMEHRIC OV THBA L £,

EEEH

BEEIEE TZaTFILBA kL

CiscoNX-08 7 A & A% E | [CiscoNX-OS7 A &> & HA K]

TRETA K]

VRF =27 4 F a2 b—3 3| [CiscoNexus9000 U — A NX-OS=F ¥ A |k )L—F 1

e

v

EE 54k

ZOBRETY R — F SN OFBOEEE I ITEE SN ETH Y A, F2, | —
BFOEEDOF R— FMILEIN T ER A,
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| RADIUS DEFE
RaDIUS (B8 S %emiEsk [}

MIB MB®D')>Y

RADIUS ICBHET A2 MIB | R — FENTWDL MIBAZRZBEBLIOF 7o — 45121k, Kk
DO URLIZT Z7EBALTL &N,

ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html

RADIUS DE&E .
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