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» match exception ip option

* match exception ipv6 option
* match exception ttl-failure
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+ match exception ipv6 icmp unreachable
* match exception ip icmp unreachable
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* acl-mac-12-tunnel
* acl-mac-13-isis
* acl-mac-lacp
* acl-mac-lldp
* acl-mac-sdp-srp
* acl-mac-stp

« acl-mac-undesirable

« 70 b ANNR=ADALZT {7 CoPPACLY 7 A R 7
* acl-dhcp
* acl-dhcp-relay-response
* acl-dhcp6
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CiscoNX-OS 7 /34 2 DNEEEENRFIZ, DoS BEEND A— /"= NA P EV 2 — NV ERi#T DT
HDT 7 F IV kD copp-system-p-policy-strict 75 U —72% CiscoNX-0S V7 b7 = 72XV A >
Ab=NENET, BHIOEY NT v T 2—7F 4 VT 4T, ROWVTINDND CoPP KU v—
FTvarwBRRTHILICLY, RELINVERETEET,

e Strict : ZDORIY —lX1 L—bF, 2HF—T9,

e Moderate : ZDOHR Y —iX1L—k, 247 —TF, BEI T AD/N\—RA k %A X[ strict
A=Y REL, lenient KU — LD/ 2D FEF,

e Lenient : ZDORY > —X1b— b, 2HF7—TF, BEEY T AD/3—R ; YA XX moderate
A=Y RKREL, dense RV > — LV /hEL Y F9,

eDense : ORI v —iF 1 b—h, 2HF7—TF, RNUH—o CIR fliZ, strict NV > — k%
D HIRLS 720 £,

«Skip: = hr—L FL—r R v—F#EHInEEL, Xy bUV—r0arbo—
=BT D20, Skip A7 Y a VOERITHER S EEA)
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V—RERTHI L EHERLET,
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Note pPOAP Zfli 424, T 7 4 /b b TIIEHE 2R Y o o 735 S 7=, CoPPAR Y 2—
ERETDHULENDY T,

copp-system-p-policy R U o —IZ1%, FEARMRT NA ABAEICR b LIZESRE STV E

T BT D DoS 1T T DIREELHITHE T DL O FEDY FTARLT 7R ar br—L
YA K~ (ACL) ZEMNTLH2MLENRHYET, 774V FCoPPARY >—, Y7 hy=T%

Ty 77 —=RFLTHERINEEA,

A

Caution  gkip 47 3 AN L, Z DI CoPP il & % E L TV 724, Cisco NX-0S 7 /31 A
(3 DoS ZrEEx} L THEgs 7RI 70 v £97,

CLI 7u 7 bbb saup 2~ REFEITLTHEY Yy N v 2—7 4 VT 4 ZEBET 5
M, F721X copp profile 2~ RZEFHEHA LT, CoPP DT 74 /v b R —%FEY Y TTX
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Related Topics
T 74 /V h® CoPP AR Y > —DER F /2 I3HEN 31 X—)

TI2ANWEISRAIYT
copp-system-class-critical 7 7 A DR EITRD L Y TT,
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class-map type control-plane match-any copp-system-p-class-critical
copp-system-p-acl-bgp
copp-system-p-acl-rip
copp-system-p-acl-vpc
copp-system-p-acl-bgpb
copp-system-p-acl-ospf
copp-system-p-acl-rip6
copp-system-p-acl-eigrp
copp-system-p-acl-ospf6
copp-system-p-acl-eigrp6
copp-system-p-acl-auto-rp
copp-system-p-acl-mac-13-isis

match
match
match
match
match
match
match
match
match
match
match

copp-system-class-exception 7 7 A D

access-group
access-group
access-group
access-group
access-group
access-group
access-group
access-group
access-group
access-group
access-group

name
name
name
name
name
name
name
name
name
name
name

Eun
54

i

E

IFRD EFD TT,

class-map type control-plane match-any copp-system-p-class-exception

match
match
match
match

copp-system-class-exception-diag 7 7 A D

exception
exception
exception
exception

ip option
ip icmp unreachable
ipv6 option
ipv6 icmp unreachable

RETKRD EFBY TT,

class-map type control-plane match-any copp-system-p-class-exception-diag
match exception ttl-failure
match exception mtu-failure

copp-system-class-important 27 7 A D

=N
AxX

=3

rE

IFRD EFD TT,

class-map type control-plane match-any copp-system-p-class-important
copp-system-p-acl-hsrp
copp-system-p-acl-vrrp
copp-system-p-acl-hsrp6
copp-system-p-acl-vrrp6
copp-system-p-acl-mac-11dp

match
match
match
match
match

copp-system-class-12-default 7 = A D

access-group
access-group
access-group
access-group
access-group

name
name
name
name
name

Ean
AX

=

rE

IFRD EFRY TT,

class-map type control-plane match-any copp-system-p-class-12-default
match access-group name copp-system-p-acl-mac-undesirable

copp-system-class-12-unpoliced 7 7 A D

Ean
AX

EFTRD &Y T,

class-map type control-plane match-any copp-system-p-class-12-unpoliced
copp-system-p-acl-mac-stp
copp-system-p-acl-mac-lacp
copp-system-p-acl-mac-cfsoe
copp-system-p-acl-mac-sdp-srp
copp-system-p-acl-mac-12-tunnel
copp-system-p-acl-mac-cdp-udld-vtp

match
match
match
match
match
match

copp-system-class-13mc-data 7 7 A D

access-group
access-group
access-group
access-group
access-group
access-group

name
name
name
name
name
name

Enn
AX

==

JE

FRD LBV TY,

class-map type control-plane match-any copp-system-p-class-13mc-data
match exception multicast rpf-failure
match exception multicast dest-miss

copp-system-class-13uc-data 7 7 A DR EITIRD L Y T,
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class-map type control-plane match-any copp-system-p-class-13uc-data
match exception glean

copp-system-class-management 77 7 A D EIFIRD &Y T,

class—-map type control-plane match-any copp-system-p-class-management

match access—-group name copp-system-p-acl-ftp
match access—-group name copp-system-p-acl-ntp
match access—-group name copp-system-p-acl-ssh
match access—-group name copp-system-p-acl-http
match access-group name copp-system-p-acl-ntp6
match access—-group name copp-system-p-acl-sftp
match access-group name copp-system-p-acl-snmp
match access-group name copp-system-p-acl-sshé
match access—-group name copp-system-p-acl-tftp
match access—-group name copp-system-p-acl-https
match access-group name copp-system-p-acl-snmp6
match access-group name copp-system-p-acl-tftp6
match access-group name copp-system-p-acl-radius
match access—-group name copp-system-p-acl-tacacs
match access—-group name copp-system-p-acl-telnet
match access-group name copp-system-p-acl-radiusé6
match access-group name copp-system-p-acl-tacacsé6
match access-group name copp-system-p-acl-telneté6

copp-system-class-monitoring 7 7 A DR EIZIKD LB Y TT,

class-map type control-plane match-any copp-system-p-class-monitoring
match access-group name copp-system-p-acl-icmp
match access-group name copp-system-p-acl-icmp6
match access—-group name copp-system-p-acl-traceroute

copp-system-class-multicast-host 7 7 A DX EILIRD & Y TH,

class-map type control-plane match-any copp-system-p-class-multicast-host
match access-group name copp-system-p-acl-mld

copp-system-class-multicast-router 7 7 A DR EITIRD &0 TT,

class-map type control-plane match-any copp-system-p-class-multicast-router
match access-group name copp-system-p-acl-pim
match access-group name copp-system-p-acl-msdp
match access-group name copp-system-p-acl-pimé
match access-group name copp-system-p-acl-pim-reg
match access-group name copp-system-p-acl-pimé-reg
match access-group name copp-system-p-acl-pim-mdt-join

copp-system-class-nat-flow 27 7 A DFEITIRD LY T,

class-map type control-plane match-any copp-system-p-class-nat-flow
match exception nat-flow

copp-system-class-ndp 27 7 A DFREITIRD L0 T,

class-map type control-plane match-any copp-system-p-class-ndp
match access-group name copp-system-p-acl-ndp

copp-system-class-normal 77 7 2 DFREIFIRD & Y TT,
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strict 7 74 1L CoPP KU o — [

class—-map type control-plane match-any copp-system-p-class-normal
match access—-group name copp-system-p-acl-mac-dotlx
match protocol arp

copp-system-class-normal-dhcp 77 7 A D EIIIRD &1 T,

class—-map type control-plane match-any copp-system-p-class-normal-dhcp
match access—-group name copp-system-p-acl-dhcp
match access-group name copp-system-p-acl-dhcp6

copp-system-class-normal-dhcp-relay-response 7 7 A D EILIRD &£ BV TT,

class—-map type control-plane match-any copp-system-p-class-normal-dhcp-relay-response
match access—-group name copp-system-p-acl-dhcp-relay-response
match access-group name copp-system-p-acl-dhcp6-relay-response

copp-system-class-normal-igmp 7 7 A DR EIFRD LBV T,

class-map type control-plane match-any copp-system-p-class-normal-igmp
match access-group name copp-system-p-acl-igmp

copp-system-class-redirect 27 7 A DFXEILIRD & B T,

class-map type control-plane match-any copp-system-p-class-redirect
match access-group name copp-system-p-acl-ptp

copp-system-class-undesirable 7 7 2 DEEITIRD &0 TH,

class-map type control-plane match-any copp-system-p-class-undesirable
match access-group name copp-system-p-acl-undesirable
match exception multicast sg-rpf-failure

copp-system-class-fcoe 7 7 ADFEITIRD &V T,

class-map type control-plane match-any copp-system-p-class-fcoe
match access-group name copp-system-p-acl-mac-fcoe

)

(GE)  copp-system-class-fcoe 77 7 AL Cisco Nexus 9200 2V — X AA v FTIIHAR—F I TV EH
Ao

strict 7 74 JL k CoPP7R!) & —
Cisco Nexus 9200 >V — X A2 A v F DA, strict CoPP R U > —DREITRDO LBV T,

)

GE) HLWA A=V T v 77— FT5RIOEGFOa—FE I AKX L CoPP 7' 7 7 A )LD
CIR fEiZ. LIHT &R U CIRMEIZZR D ET, FILWAA—=DT 740k a7 7 A )uhba
E—&N7=H LW CoPP 7 7 7 A /L Tlit, H LW CIREIZ/2 Y £,

policy-map type control-plane copp-system-p-policy-strict
class copp-system-p-class-13uc-data
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strict 7 7+ )L b+ CoPP /K1) & —

set cos 1

police cir 800 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 36000 kbps bc 1280000 bytes conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 2500 kbps bc 1280000 bytes conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 2600 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 10000 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 1000 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 2400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 2200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 1300 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 1500 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 3000 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 280 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 150 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 150 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 150 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 50 mbps bc 8192000 bytes conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 800 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 400 kbps bc 32000 bytes conform transmit violate drop
class class—-default

set cos 0

police cir 400 kbps bc 32000 bytes conform transmit violate drop
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Cisco Nexus 9300 & 9500 U — X B LN, 3164Q. 31128PQ. 3232C., B LU3264Q A A v F
DA, strict CoPP R U ¥ — DR EITRDO E BV TT,

policy-map type control-plane copp-system-p-policy-strict

class copp-system-p-class-13uc-data

set cos 1

police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 19000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 3000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 3000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 2000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 1500 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1500 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 300 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 400 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 6000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 300 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-fcoe

set cos 6

police cir 1500 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 100 pps bc 64 packets conform transmit violate drop
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class copp-system-p-class-12-default

set cos 0

police cir 50 pps bc 32 packets conform transmit violate drop
class class—-default

set cos 0

police cir 50 pps bc 32 packets conform transmit violate drop

moderate 7 27+ JL & CoPP 7R!) o —
CiscoNexus 9200 'V — X A A v F D4 . moderate CoPP AR U o — DR EIZRD & B Y TY,

policy-map type control-plane copp-system-p-policy-moderate

class copp-system-p-class-13uc-data

set cos 1

police cir 800 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 36000 kbps bc 1920000 bytes conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 2500 kbps bc 1920000 bytes conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 2600 kbps bc 192000 bytes conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 10000 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 1000 kbps bc 192000 bytes conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 2400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-normal

set cos 1

police cir 1400 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class—-ndp

set cos 6

police cir 1400 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp

set cos 1

police cir 1300 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 1500 kbps bc 96000 bytes conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 3000 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 280 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 150 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 150 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 150 kbps bc 192000 bytes conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 50 mbps bc 8192000 bytes conform transmit violate drop
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class copp-system-p-class-undesirable

set cos 0

police cir 200 kbps bc 48000 bytes conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 800 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 400 kbps bc 48000 bytes conform transmit violate drop
class class—-default

set cos 0

police cir 400 kbps bc 48000 bytes conform transmit violate drop

Cisco Nexus 9300 & 9500 U —XE LT, 3164Q. 31128PQ. 3232C., B LU3264Q A A v F
DA . moderate CoPP AR Y o — DR TEIIRD E B TI,

policy-map type control-plane copp-system-p-policy-moderate

class copp-system-p-class-13uc-data

set cos 1

police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 19000 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 3000 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 3000 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 3000 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 2000 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 1500 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1500 pps bc 48 packets conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 300 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 400 pps bc 96 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 6000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 50 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-monitoring
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set cos 1

police cir 300 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 48 packets conform transmit violate drop
class copp-system-p-class—-fcoe

set cos 6

police cir 1500 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 100 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 50 pps bc 48 packets conform transmit violate drop
class class—-default

set cos 0

police cir 50 pps bc 48 packets conform transmit violate drop

lenient 7 74 JL k CoPP 7R') & —
Cisco Nexus 9200 >V — X 2 A v F D4 . lenient CoPP R U S —DEEITRDO LB Y T,

policy-map type control-plane copp-system-p-policy-lenient

class copp-system-p-class-13uc-data

set cos 1

police cir 800 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 36000 kbps bc 2560000 bytes conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 2500 kbps bc 2560000 bytes conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 2600 kbps bc 256000 bytes conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 10000 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 1000 kbps bc 256000 bytes conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 2400 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-normal

set cos 1

police cir 1400 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class—-ndp

set cos 6

police cir 1400 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp

set cos 1

police cir 1300 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 1500 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 3000 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-redirect
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set cos 1

police cir 280 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 150 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 150 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 150 kbps bc 256000 bytes conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 50 mbps bc 8192000 bytes conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 200 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 800 kbps bc 64000 bytes conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 400 kbps bc 64000 bytes conform transmit violate drop
class class—-default

set cos 0

police cir 400 kbps bc 64000 bytes conform transmit violate drop

Cisco Nexus 9300 & 9500 U —XEB LN, 3164Q. 31128PQ. 3232C., B LU3264Q A A v F
DY, lenient CoPP AR U 3 —ORREITIRD £35Y TT,

policy-map type control-plane copp-system-p-policy-lenient

class copp-system-p-class-13uc-data

set cos 1

police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 19000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 3000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 3000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 3000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 2000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 1500 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1500 pps bc 64 packets conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 300 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1
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police cir 400 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 6000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 50 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 300 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 64 packets conform transmit violate drop
class copp-system-p-class—-fcoe

set cos 6

police cir 1500 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 100 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 50 pps bc 64 packets conform transmit violate drop
class class—-default

set cos 0

police cir 50 pps bc 64 packets conform transmit violate drop

TURTIAILECPPRY &—
Cisco Nexus 9200 >V — X A A v F DG, dense CoPP R U —DREIFKRD LBV TI,

policy-map type control-plane copp-system-p-policy-dense

class copp-system-p-class-13uc-data

set cos 1

police cir 800 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 4500 kbps bc 1280000 bytes conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 2500 kbps bc 1280000 bytes conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 370 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 2500 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 2

police cir 300 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 600 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-normal

set cos 1
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police cir 1400 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-ndp

set cos 1

police cir 350 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 750 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 750 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 1400 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 150 kbps bc 128000 bytes conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 50 mbps bc 8192000 bytes conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 100 kbps bc 32000 bytes conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 200 kbps bc 32000 bytes conform transmit violate drop
class class—-default

set cos 0

police cir 200 kbps bc 32000 bytes conform transmit violate drop

Cisco Nexus 9300 & 9500 U —XF LT, 3164Q. 31128PQ. 3232C., B LU3264Q AA v F
D5, dense CoPP 7N U ¥ —DFEIFRD &Y TT,

policy-map type control-plane copp-system-p-policy-dense

class copp-system-p-class-13uc-data

set cos 1

police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 2500 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 1200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 1200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 1200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 2

police cir 1000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 1200 pps bc 32 packets conform transmit violate drop
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class copp-system-p-class—-normal

set cos 1

police cir 750 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-ndp

set cos 1

police cir 750 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 150 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 2500 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 50 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-fcoe

set cos 6

police cir 750 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 25 pps bc 32 packets conform transmit violate drop
class class—-default

set cos 0

police cir 25 pps bc 32 packets conform transmit violate drop

1RESHEYDNNTY FDI LTy MR

BEDORY =D 1BEHT0 07y b (PPS) OFEFE (BRI —0% 27 Z ZE 550 PPS O
HED O EBRIE, PPSOZ LYy MR (PCL) @ EFRIZZ2 0 £3, FFEDZ 7 AD PPS /3
MUTPCLE®ET 5L, RENESGINET, AO PPS #HX°7121X, PCL 22 5 PPS
DREMD T T APLRYD SELMLERH Y E5,

EDa250SAVYKRTFAARZA—T AR
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Procedure

RAT9T1 dassmap 2~ REHEHLT, NI 74 v 7 7 T7RAEZERLET, NT 747 7T A,
NI 74w OGFEICERLET,
RIZ. copp-sample-class & FHEILDHT LW~ v T 2AERT 2612~ L E T,
class—-map type control-plane copp-sample-class

AT 72 policy-map 2~ FEMHLT, N7 740y 7 RV —%2ERLET, VT 74107 RV
V= (R —=o ) WZE, NI T4 ITRE NI T 4w JTAICEMATAS 1O
FIFEED CoPPRERZ GO ET, bT 7 47 R —NOD CoPP DIERET, SN
T 7 4w OB TFTIENRED £97,

AT w73 control-plane =~ > K B LW servicepolicy 2~ REHHLT, FT7 74 v 7 KY— (K
Vy—=v7) Zarvip—L FL— A LET,
WIZ, avha— L FL— IR v— ~y TEEAT 50 E R LET,

control-plane
service-policy input copp-system-policy

Note
copp-system-policy (3 H (Z5%E S, WHINE T, Zoa~vr REBRICHE T 5 08 IETH
D EHA,

CoPP L EEEA A —T (4R

Cisco NX-OS 7 /31 A%, BHA VH—T7 24 A (mgmt0) ZHHR—hkL7ZWWNN—RU=7
NR—=ZAD CoPP 121 Y R—FLET, 77U FF 7N Rmgmt0 A ¥ —7 = A AL CPU T
BT D720, CoOPPNFEEINTNDEA VARV R b T T 4 w7 =Ry o7 3l L £
A,
mgmt) f > F#—7 A AT, ACLEZHREL T, HEFATDNT T4 v I ~DT 7 EREFF
AIEIIESRTHAZENTEET,
Related Topics

IP ACL D% JE

MAC ACL D% &

CoPP MJEEFEIH & HIFIEIR

CoPP IZB7 21 EFIE L HFHRIIKRDO LBV TT,

s AN strictT 7 AL N CoPPAR Y —ZFEHL, 2T, 7—FEoX—BLOT 7 r—
Ta OEMIZHESNT CoPP R V—%2BHESTHZ LML EI,
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o %5 1 X CiscoNexus 9000 > U — & A A v F (FEEX/FX/FX2) 1. EETLX— A D CoPP
EHAR—FLTWERA, ZOHIEIZ. 7T 7 K 24 —LdD ASIC ~<X— 2D (Cisco Nexus
ALy FIITHFEELERA,

e match-all 7> 3 X CoPP 7 7 A~ v 7 TlI¥AR— b7, i match-any 47 =
VNXT 7 AV M0 £9,

¢« COPPD N A X~ A RiIMiH72 7 v A TY, CoOPPERTET H & &L, FEDERET
RIS 71 haVOEREDO A BT, P — NBREEICHM B e A —X— o PHEEEZ B R
THLERHDET, 207 e ha/LoMiEREREINZS, CoPP 2 EF T A ME
NH Y EJ,

+ CoPP ZffiMIICE =X T D L AHELET, Fu vy 70BN AELEEAIE. CoPPA h T
T4 T EBo T Ry L=Dd, FIGE8 ECHBIISE L TRy Lok
HELTLZEW, WTFNRoHES, RESoH L, CoPP R o —%ABH T 5 MH %57

DI TA Ty T THRELRWIN T 7 4 v 73T T, KEDI TR (FT740 7T
Z) CREINET, ZOZF7ARDO ey 72EF=2 L, ZN6D Ny TRLEDR
WET T4y ZIZHESNTND DN, FTTRIE SN TWRWIZOITBIND MBI RE D
MRTHDLINE I PEMELET,

T A br—/L URAK (ACL) ZHEBLCLV—% TatyHicV XA L7 T 54

EOHH/Nry b (& 21X, ARPB I O'DHCP) ZHET 572012, §_XTHTa— R
XY AN BMI T4 TNCPPRY 7 2 BLTCEEINET, VA L7 FTEHEHLED
BRNTa—REF Y A FT 7 4 w7 ZCoPP Yy Z71Tx L THRA S, HEILLZ N7y
MEERX LAy OB HENRAN—R T2 T7NTHI T FENFETHR, CPUILITEE SN
FHA, CPUILEE LRTNERS20WTr—RE¥y A s v T 7 4 v7 L, CPUICERE
TOUEDRNTa—RNXY A N7 4 v 7 a2 RRD 77 R IHMET H0ERDHY E
7T

sCoPPEHTELTtk, W7 TRy IPROREHON—T 4 7 7a harhl S
NTWERNEDETRTHIBRL T ZE0,

sCoPPRY v —IZLoT, V=T 47 T bharpEOr VT AN NTT 47,
FTNET AN ANDA BT I T 4 TIRT IV VANTANEZ Y T ENRNEHICEEL
TLEEN, ZTONT T4 I 5T 4NE Y 7T B E, CiscoNX-OS T /34 A~D Y

E— N T BABREELIN, 3 Y VRPN EIZR D50 £7,

« CiscoNX-OS V7 b7 =7 (%, tHJJCoPP &Y A L b E— R&HAR— b LEFA, CoPP
. ANNTORYFR—FENET (v bhe—L FL—r X —T A AKX LT
service-policy output copp =2~ > RidfEHATE EHA) .

e N—KRy=T7DOT7EAarba—/L ) (ACE) t v h B HiE, ACLmEE
JTHEMATEET, CPUD T 7 4 v 7 Z2iHliT 2I121%, Y7 hY=7DACEE v b 7
7 L & L show access-lists F J UF show policy-map type control-plane =~ > R &2 L £
ﬁqo

¢ CiscONX-OS FXA ZADN— KT =2 T7%, T+ T—F 47 =Y HALT CoPP 25T
LE¥Ed, CoPPIIHEARY > —%2 YR —FLTWEHA, LEN-T, L— h2EIRT D

= B ooro— L IJL—rRYLUIDHE
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A, B NT 7 4 vV TR NN FED a0 — VBRI BARENT D D7
EIZ LT &V,

cEHDOTa—NEL T TR BT ENDHEE. HaxD 7 a—OREHERIIMEH X
FH A,

» CoPP HHEA 7R — h 9% CiscoNX-0OS U U —ZAMnb, FrLnwr'm harozomors 7
A %t CoPP HEREA VAR — R 95 CiscoNX-0S U U —R(ZT v 77 L— KT 5481%
CoPP O LWI T AEMERAFRRICT 7201y T v 7 2—F7 4 V7T 4 % setup 2~
v R TEFTT 57 copp profile 2~ > REZFITTHMENRH Y £,

carbr—FL—r RIU T (CoPP) HEREZ YR — L TU% CiscoNX-0S U U —
A5 CoPP #REZ V7R — b L TWRWELETD CiscoNX-OS U J —ZA~DF T 7 L— K
% F1T9 DI, show incompatibility nxos bootflash filename =~ > K& H L C A #ME
ERER L TBLERDH Y £7, AR NEET 58T, Y7 hv=T 250
T —RT LRI, XU TL—RA A=V L ET@@#EW’&E Ex T NTHEEYLL T2
0,

« CoPP IZEZNC CEEH A, TNEEHICLLY ET5L. 7y M50y MNib,

* AF YT CoPPRY = AT a g, Xy NI—=rOar bu—L 7 L— I
250 8EMENH D720, Cisco NX-OS #IHIFREL—T 4 VT 4 B HIBRESNE LT,

» Cisco Nexus 9200 V) — XA A » F L, 10 kbps D5 TDFHCoPPAR Y H— 1L — k& ¥ —
FLET, 10kbpsDfEFH TRV L — FBRRESNTWDHEG, TOL— MITVETHR
F9, 7oL xE, S5Kbps DL — R EFHELTH, AA v F L 50kbps i H LET,

(show policy-map typecontrol-plane =~ > R CF/RE N5 DIF2—HFHED L — KT,
FEMIZOWTIL,  [CoPP OREDHER (37 ~—) | #ZRLTIZIW) .

» Cisco Nexus 9200 2 U — X XA » FTiL, ip icmp redirect, IPv6 icmp redirect, ip ICMP
unreachable, ipv6 icmp unreachable, 35 & O mtu-failure (%[ U TCAM = F U ZfEH L,
INDERTRTHEIND Y T A~y T THERY —HIZRYOFEISPITFEL £3, CoPP
BT 07 7 A VT 77XW%77X7/7LA%éhi¢ A CoP PARY o —T
X, OOBINNEI2 D 7 T A~ v (T2 2L, class-exception-diag) (2 DGHA. 7D
DOEFMIFR L7 7 A~ > FITEINET,

* copp-system-class-fcoe 77 7 A% Cisco Nexus 9200 'V — X A A & FT{IHHA— FI T
EFH A,

« AZT 4 w7 TCoPPACL IZIX. IROTA RIA v EHIBRFENIBEHSNET,
* Cisco Nexus 9200 'V — & A A v FDIHNAXT 4 v CoPP ACL ZfifH L £,
o« AHX T 4 w7 CoPPACL I%. BI® CoPP 7 7 A CH~ vy VL 7 TEE£4,

« AXT 47 CoOPPACLOT 7R a2y he—n Y (ACE) 134 E F7-13H
RTXEHA,

¢« COPPACLIZAXT 4 v 7 ACLOYV T AR UV ITMBBBE, TOXALTDRNT T 4w
7L C~vy B ranEd, =& 21X, ACLIZ acl-mac-stp 7 A2 U v 71 E
FNTWAEES. STP F T 74 v 732D ACL DV F A ~ v FICHBEINET,

avrao—LFL—rvRysoioEE |}
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« AX T 4 v CoPP ACL X, CoPP RV L —NTONE, ESNDIERF, BIW
show policy-map type control-plane =~ > KO I TOERIZEFR2LS, #A4FI >
27 CoPP ACL L0 bR ENET,

e CoPPRY o —I|ZAHT v 7 CoPPACLNMLETY, INxirbne ., CoPPARY
UIXESREINET,

» Cisco Nexus U U —2% 9.2(2) LAK&, Cisco Nexus 9300-EX, Cisco Nexus 9300-FX +/ U — X &
A v F. BE N CiscoNexus 9500 77 v h 7 +—2I=b AA v FiX, 7a b=z ACL 7 4 /v
YT kY R—RFLTWET, ZDU U —ATE, IPv6 ACL [TV HAR—hINTHEH
Ao

* Cisco NX-0OS U U —2 9.2(3) LA ClE. Cisco Nexus 9300-EX, Cisco Nexus 9300-FX +/VJ —
R AA »F, BLO CiscoNexus 9500 77 > 7 4 —L AL v F DX AF I 7 CoPP T
IPv6 ACL 3 AR — F SN TWNET,

¢« /7 CoPP DO k)L ACL 7 4 V& V) 71T, IROFIRRH Y £,

« H/JCoPPACLZ EFHET A L. BFEONL— LA BMEIZHIBTE A< 0 ET, =
. HSICoPPACLIZAHINENT= TR TCHO I T Ay TR —~ v FITHEA S
NEJ,

cBEfFDOH I CoPP T LWARY o —TEEEXTAHZ LITTEERAL, FTLWLKRY > —
ZEINT AR, BEFEDOH S CoPP ZHIBT 2 MERH Y 9,

LT 7 a T ENERY AL

e T RTOTY FVIZITCAM T I h08n, MLy M) ZFH2250OMAC F7-
IZIP ACL MERR SN, RUERIERR D7 T A< v T2,V RENTWBEA.
H72 D TCAM A_R— A %fEHA L E9,

« 11 CoPP THR—F &5 TCAM I —E L VORKREIZ128=> FY T, 24
YRV TPHRIEASAT, FED O 104 =2 bV XH S CoPP T, T _XTHIE T, Zh
X, 52 (Ipv4. mac, Ipv6) =2 b U DWT NI F£9,

AR Y —ZFHHTAELE, cirkbustZ0ICLT, NI 74 v 7RI Ry I TE
F9,

*« SNMP MIB (%, AHA— kSN FEHFA,

« 7y REER O BN SR E T LT D855, CoPP X CoPP ACL 23E%E S LTV D JIE
FIZESNWT Ay FEREL, B—D 7 7 AKX L TORBRELET, U THEh
7= CoPP Ei{E T,

Cisco NX-OS U U —2 9.3 (4) LAKETi%, UC FIB MISS #il$hE CoPP 7 7 A
(copp-system-p-class-exception) (ZXfLCH D FEZET, L7z >T, ~7 vy MITIL
(accounted user class copp-system-p-class-exception-diag) & UC FIM MISS %4k Ot 5 73 &

Y6, UCFIBMISS #il4h & RcEnFE 4, ZOEMEIX. copp-system-p-class-exception 7

7 ADNEF73 copp-system-p-class-exception-diag 7 7 A £ 0 &\ CoPP 7 7 A DINENLD 7=

= B ooro— L IJL—rRYLUIDHE
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OIZFAELET, NX-0S U U—2934) LVHETDONX-0S VU —2TiL, UCFIBMISS
AME CoPP L— LIZ K> THIZRIGIZALB S EF AT LT,

« CoPP ALBRIL 2 DO B THERL S IVE T, BAIDERETIL, &7 7 AR Y o —THEEON
Ty N A ZXBHFRHEINETE, X7y FR2FHOBEMIIASL L, 44 34 FONES
ANy X —=PEMESNET, ZAUTED, TXTD CoPP 7 7 ADHAERY ¥ —E£ 72 ITEK
R —PEFRINET, ZOHIfRIX, Cisco Nexus 9300-FX. Nexus 9300-FX2, Nexus
9364C, Nexus 9332C, BLU9300-GX 7T v 7+ —Ah AL v FIZHHA I ET,

* Cisco NX-OS U U — % 10.1(2) LA, CoPP | Cisco Nexus X9624D-R2 7 1 71— RE LW
9508-FM-R2 A A » FTHAHR— I FET,

* CiscoNX-0S U U — 2 10.1(2) LAKE, CoPP I% 9364D-GX2A 5 J 10 9332D-GX2B A A v F T
PR—bFINET,

* Cisco NX-OS U U — =% 10.3(1)F AR, CoPP ACL % Cisco Nexus 9808 A A~ FTHHR— k
SNET,

« Cisco Nexus 9808 A A » FIZiZ. SUP CoPP ACL ¥7R— NIRRT HRDOHIENH Y £,
e RYH— L— NI, ZF— 1 T 161 PPS O T,
e AT =0T =— =B FHA,

«c AT =V 2 OHAETLC/IEY 2 —b LUL T, ZAT7—Y 3 O % SUP/CPU L ~L
T

777Uy IEMIE, AN KRR LERE A,
ATV, ATV 2, BIOAT =Y 3D CoPP R Y & —ILPPS TT,

¢« COPP A7 — 3 O ESIT. VAT LADAAL v FF—"—lcPraiclty X
NET,

e HAZ L COPP T, RUHY— L—  NOEEDOLNYFR—NENFET,
s NI T 4w DB NT 7 4 v 7K EBIRET 521X, Cisco Nexus 9300

GX/FX/FX2/FX3. 9504-FM-G ¥ X (X 9508-FM-G A A v F & X9716D-GX 7 A+ — KT
CoPP 7 7 A D O CIR fifi % 2200 kbps (2R L £ 77,

* CiscoNX-0S U U —Z 10.3(2)F LAF&, R/RX 71 > H— K %A % 7= Cisco Nexus 9504 33 L O
9508 FEV 2T ¥y — T, COPPD V—RIPR—ADT 4 )LZ Y 7DV R— kBN
SNFELT,

A

GE)  IPV6 DL, V—ARIPR—ADT 4 XU 7%, 24bMSB £
THRE—-FEET,

avrao—LFL—rvRysoioEE |}
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CoPP DT 7 A+ )L FEXTE

CoPP D%

a2 A—)L

Procedure

==
&

WRDFEIZ, CoOPP RTF A —ZDF 7 4 )V "NREEZ R LET,

Table 1: CoPP /X5 A — B DT 7 4L FRTE

NS A—4H TI7AILE

F7 4L kB Y L — |strict

FIFNEFRY—|9RY— MY

Note

BT 57 7R vy 7 THR—-FENDERY —DiHKEIT 128 T
ﬁ‘o

R Ar—) 7 7 7 A | 1.00

Z ClE. CoPP OFBEEFHIEIZHOWTHA L FT,

TL—295RATYTDETE
ayira—nLFL—r R —Dary ka— LT —r VTR T ERTETALERH D
F7,

T T4y 7 BSET AT, BED ACLIZESWT Ay FEBALET, ACL ¥—7U—
R ® permit 33 X N deny 13, FRARFICIZER SN E T,

IPX—Y a4 (IPvd) BEXOIP A=Y 36 (IPve) Oy ML TR Y —%2RET
XFET,
Before you begin

JIA<wyTHNTACEE Yy b WU H AT 25E61E, IPACLARELTHDZ Lo
ntu\LiTo

Command or Action Purpose
ATFwT1 configureterminal ra— ) ar7Z 4 ¥al—gy
Example: FT— FEBLET,

switch# configure terminal
switch (config) #

- B - ro—LTL—r RS IORE
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avkA—LTL—2 IS5RATY TDRE .

Command or Action

Purpose

ATvT2

class-map type control-plane [match-all
| match-any] class-map-name

Example:

switch (config)# class-map type
control-plane ClassMapA
switch (config-cmap) #

ayvha—L L —r VT ATYS
EHEL, /7 I7A~y T ary7 4Xa
L—yay E—REfBLET, 7
7 4V F D7 T A—EE match-any T
T ARNTIRK 64 T T, RILFE /N
SCFIFRAIE I ET,

Note

class-default, match-all, F7-1%
match-any % 27 7 A < v T4 T
XFEH A,

ATvT3

(Optional) match access-group name
access-list-name
Example:

switch (config-cmap) # match
access—-group name MyAccessList

IPACL DO~ v F U 7 HIBELET,

Note

ACL ¥ — U — K permit 3 X O deny
IZ. CoPP = v F o JHHZIZEM SN
£

ATv74

(Optional) match exception {ip | ipv6}
icmp redirect
Example:

switch (config-cmap) # match exception
ip icmp redirect

IPv4 £721Z TPV6 ICMP U % A L 7 )
HNolry b~y F U T ERELE
7,

ATy Th

(Optional) match exception {ip | ipv6}
icmp unreachable
Example:

switch (config-cmap)# match exception
ip icmp unreachable

IPv4 % 721% IPv6 ICMP F5EARREFSR <
ro b~y FUTERELET,

ATvT6

(Optional) match exception {ip | ipv6}
option
Example:

switch (config-cmap) # match exception
ip option

IPv4 F 7213 IPv6 ICMP A4 73 = sk
NRroy by F o TEHBELET,

ATy T17

match protocol arp

Example:

switch (config-cmap) # match protocol
arp

IP7 RLAfR-7 12 k=L (ARP) B
KOWT FUAfRHET v k=L
(RARP) 7> DO~y F 7 %fg
ELET,

ATvT8

exit
Example:

switch (config-cmap) # exit
switch (config) #

JPIGAR T a7 4 F¥al—rg v
E—RERTLET,

avrao—LFL—rvRysoioEE |}
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Command or Action

Purpose

ATvT9

(Optional) show class-map type
control-plane [class-map-name]
Example:

switch (config)# show class-map type
control-plane

ayvira—)L FL—r TR <y S
DREEFARLET,

ATy 710

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

EfFar 74 X¥al—Tark, A
R— T v Slary7 4 Falb— a3y
IZar— L%,

avkA— )L JL—2FRYO—TwTD

CoPPORY v —<= v T HERETHAIVERHY 3, R v—<vFIUIR) o T /T X —

A

ax AE

ZHaHOET, 7 T7ADORY Y —2RELRN-THE. ROT 74V FRREINET,

«50 /3% NEY (pps) . 32737 RdD/N—Z bk (Cisco Nexus 9300 33 J 189500 + U — X
3164Q, 31128PQ. 3232C, FB XV 3264Q AA v T DFH)

«150 ¥ = &y ~MF (kbps) . 32,000 /31 kD/S—Z K (Cisco Nexus 9200 'V — X A A v

F b

)

Before you begin

gy b= L= VAR TINRELTHDZ EEMERLET,

Procedure

Command or Action

Purpose

ATy T

configure terminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— g
E— FERBLET,

ATy T2

policy-map type control-plane
policy-map-name
Example:

switch (config)# policy-map type
control-plane ClassMapA
switch (config-pmap) #

ayvhuo—)L FL—r Ry — =<y
TEEEL, R —~y T a7y
Xal—grET— REBBLET,
WY — vy T4 EK 64 LFT,
KRILF-E/N LTI ENET,

ATvT3

class {class-map-name [insert-before
class-map-name2] | class-default}

Example:

= B ooro— L IJL—rRYLUIDHE

ayviha—)L FL—r TR <y S
BETNIT TAT 7+ IV NEREL.
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Ay kA= TL—rRY =3V TORE .

Command or Action

Purpose

switch (config-pmap)# class ClassMapA

switch (config-pmap-c) #

ayviha— VL —2 T AT 4
Fal—a L E— ReBBLET,
class-default 7 7 A <= v 1%, 4T H Y
V=R TDITARYT UAD
KEIZMELET,

ATvT4

ROWTIPDavr Re A LE
D

* police [cir] {cir-rate [rate-type]}

* police[cir] {cir-rate [rate-type]} [bc]

burst-size [burst-size-type]
« police [cir] {cir-rate [rate-type]]}
conform transmit [violate drop]
Example:

switch (config-pmap-c)# police cir
52000 bc 1000 packets

Example:

HEHBHRL— b (CIR) ZHEELET,
L— M ZRI R LET,

+ 0 — 268435456 pps (Cisco Nexus
9300 3 L TrN9500 VU — X
3164Q. 31128PQ. 3232C. I L
3264Q AA v FDFH)

* 0 — 80000000000 bps / gbps / kbps /
mbps (Cisco Nexus 9200 > J — X
AL v FORBE)

Note

switch (config-pmap-c) # police cir 3400 CIR L — ]\@%ﬁﬂi 0 ﬁ)%ﬁé‘i Y F

kbps bc 200 kbytes

4, LIEToY U —2TCliE, CIRL— k
DOFFIL 1 NBHBEYV T, 0DET
3Ty R Ry LET,

committed burst (BC) #FHIZR D X 912
B0 ET,

*1—107374173% > K (Cisco Nexus
9300 35 L 109500 > U — &
3164Q. 31128PQ., 3232C, B LW
3264Q A A v F DA

* 1 512000000 /X | / kbytes /
mbytes (CiscoNexus 9200 > U — X
AA v FOHE)

WEEET 7 aE. Ny MEik
L%,

Note

[ U CIR {Z BC & —% (conform) 7
JrarvEBETEET,

ATy TH

(Optional) logging drop threshold
[drop-count [level syslog-level]]
Example:

switch (config-pmap-c)# logging drop
threshold 100

Ray7E&N7 7y O LEWEE
fREL, Fey7EiPRELLZLEN
Ex 2 7254, Syslog #4Em L &
7, drop-count 512 DA 1 ~

avrao—LFL—rvRysoioEE |}
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Command or Action Purpose
8000000000 /31 kT3, sysog-level 5|
BOHHIT1~T7 THY, T 74/ b
LUt 4 T,

A5 w76 |(Optional) set cos cos-value 802.1Q CoS A fEE L £, #iPHIX 0
Example: ~77TY, T 74/ MEIZO TT,
switch (config-pmap-c)# set cos 1

ATy TT1 |exit RIS —~yF V52 a7 4Fa
Example: L—yay B—FREKTLET,
switch (config-pmap-c)# exit
switch (config-pmap) #

ATy T8 |exit Ry —~yFar7 i Fal—g
Example: vy E—FRERKTLET,
switch (config-pmap) # exit
switch (config) #

AFw 79 |(Optional) show policy-map type ayiuo— FL—rR)— <y
control-plane [expand] [name FOBEEFRLET,
class-map-name]

Example:
switch (config)# show policy-map type
control-plane

AT w710 |(Optional) copy running-config EFary 74 X2 l—arE, A
startup-config F—b Ty T ar T Fal—vay
Example: WZav—LEd,
switch (config)# copy running-config
startup-config

Related Topics
aryhe—nL = IRy TORE (24 X—)

arvkO—ILTL—2H—ERRY O—DEHRTE

CoPP#—E A RY L —IZKH LTI OFEFRITERORI L — v FE2RETXET,

= B ooro— L IJL—rRYLUIDHE
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Procedure

avra— FL—v H4—Ex Ky —oBE |

\)

Note CoPPRU L —%2LEHL CoPPOHIAX LRI —%WHALELY ELEESE, "—FU=TH
TIHIET FI v 7 ELTHRESIN, MDA v E—UNRERINET,

This operation can cause disruption of control traffic. Proceed (y/n)? [no] y

2013 Nov 13 23:16:46 switch $ACLQOS-SLOT24-5-ACLQOS NON ATOMIC:
update done for CoPP
2013 Nov 13 23:16:46 switch $ACLQOS-SLOT23-5-ACLQOS NON ATOMIC:
update done for CoPP
2013 Nov 13 23:16:46 switch $ACLQOS-SLOT21-5-ACLQOS NON ATOMIC:
update done for CoPP
2013 Nov 13 23:16:46 switch $ACLQOS-SLOT25-5-ACLQOS NON ATOMIC:
update done for CoPP
2013 Nov 13 23:16:46 switch $ACLQOS-SLOT26-5-ACLQOS NON ATOMIC:
update done for CoPP
2013 Nov 13 23:16:46 switch $ACLQOS-SLOT22-5-ACLQOS NON ATOMIC:
update done for CoPP
2013 Nov 13 23:16:46 switch $ACLQOS-SLOT4-5-ACLQOS NON ATOMIC:
update done for CoPP

Non

Non

Non

Non

Non

Non

Non

atomic ACL/QoS

atomic ACL/QoS

atomic ACL/QoS

atomic ACL/QoS

atomic ACL/QoS

atomic ACL/QoS

atomic ACL/QoS

policy
policy
policy
policy
policy
policy

policy

Before you begin

arvyhe—L L= R =< RRELTHDL I 2R LET,

Command or Action Purpose

AT w 71 | configureterminal

T— FEBRLE

Example:

switch# configure terminal
switch (config) #

.a—

Ja—_ ) a7 4 Xal—Tg

R 72 |control-plane

Example:

switch (config)# control-plane
switch (config-cp) #

ayvio—LJl—raryZ4¥a
L—yary E—REBBLET,

ATy 73 |[no] service-policy input policy-map-name| A k7 7 ¢ v 7 DAY >— v v 7%
Example: ELET, R v— <o 78D D
switch (config-cp)# service-policy input] BalE, ZORT v T a)IRLET,

Folieytiaph COPPIET 4 & —F /M CX EH A, =
Davr ROnEREATLHE, X
7y M50 87w R,

AT w74 |exit avhr—)L FlL—r ar7 4 ¥a

Example: L—y gy B—REKRTLET,

switch (config-cp)# exit
switch (config) #

avrao—LFL—rvRysoioEE |}
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Command or Action Purpose

A7 75 |(Optional) show running-config copp [all]| CoPP &% &R L £77,
Example:
switch (config)# show running-config
copp

R w 76 | (Optional) copy running-config a7 4 Xal— gk, AX—
startup-config P y7 ar 74 Fal—vaica
Example: E—LEd,

switch (config)# copy running-config
startup-config

Related Topics
arbra— L FL—r R = vy TORE (26 —)

SAVHA—FKTEDCPPDRT—IL T 702 DERE
FGALUHN—=RITEDCOPP DAY —)V 77 7 X EBRETEET,

ARr—)v 7 7 7 X DORET, FEDTA > H— RIZ#H Sz CoPP DR Y v —DR Y H—
L—bhDR—Y U ZIERHESNET, ZITAIEIL0.10 ~2.00 T, FEDTA L — K
Wk U CTHED CoPP AR Y —2EHEFIZ, AU — L— s E2#EINEITHcEEd, £
FIx T <ICHEDE 25720, CoPP AR > —%2HEATILEIH Y FHA,

Procedure
Command or Action Purpose
R 71 | configureterminal Ja—r L Ay 7 4 X a L— g
Example: EF—FEBLET

switch# configure terminal
switch (confiqg) #

R v 72 |control-plane ayhfeg—L Fl—r ar7 4 Xa
Example: L—y gy B—REHBLES,

switch (config)# control-plane
switch (config-cp) #

R F 7 3 | scale-factor value module SAY H—RZLICRYH— L— %
multiple-module-range RIELET, FAIShiAr—1 77
Example: 7 BAE1% 0.10 ~ 2.00 T, A7 —/L
switch (config-cp)# scale-factor 1.10 | 7 7 7 ZEPRE SN TN L5HE, R
module 1-2 VU EIZITE Y 2 — L ORbET 5 A

=)L 7y U ZAENEE S, FED
EV 2T I v rENET,

= B ooro— L IJL—rRYLUIDHE
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740 0 CoPP Ky v—nzEE-aEER

Command or Action

Purpose

FIFINVRDAr—)v 77 7 ZE 1.00
\ZER97121%, noscale-factor valuemodule
multiple-module-range =~ > K % 19"
57>, scalefactor 1 module
multiple-module-range =~ > R & L
THRBIZT 7 4V hDARr—)L 7 7
72 THDHIE 100 IZERELET,

ATvT4

(Optional) show policy-map interface
control-plane
Example:

switch (config-cp)# show policy-map
interface control-plane

CoPP RV v —23 @ S 5 6125w A
SNBARTF—)V 777 FZEERRLE
—g—O

ATvTh

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

FEifra 74X al—arhr, AX—
Ny a7 40Xl — g0l a
vE—LF9,

TI7AILEFDCPP R O—DEEF-IIHEEH

BIDT 74k CoPPARY —IZEF LY, WLT 74/ bk CoPPARY —2fEA LY
TEHZLENTEET,

Procedure

Command or Action

Purpose

ATy T

[10l'11]nocopp
profilestrictmoderatelenient dense

Example:

switch (config)# copp profile moderate

COPPRA N T T 75 4 AR I —%iH
ALET,

CoPPIZF 4 B—7 NMIZTEFEHRHA, =
Da<w RZno 7 4+—2b&x AT 55
B 7y MR RHY 50 37 v b

== IEN

Wiz b— MRS E T

ATy T2

(Optional) show copp status

Example:

switch (config)# show copp status

% DR EMEB L OED AT —HF ¢
L. CoPP DAT—H AFRr LET,
ZOavy ReFETT5H L CoPP A
NS0T 4 AR —BNar he—
T =T HyTFENTNWDHI L
BHERTHZ L L TEET,

avrao—LFL—rvRysoioEE |}
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Command or Action

Purpose

ATvT3

(Optional) show running-config copp

Example:

switch (config)# show running-config
copp

FiTar 74X alb—a N CoPP
REZRRLET,

Related Topics
Tty NP 2—F 4 UF 42 AT 74/ CoPP RY > —DEFEE-ITFEMA (43

R )

COPPRR TS0 T4 RARY—DabE—

CoPP A N 7T 77 4 AR — AR HEHTT, TORELEETLHEIE, Tz
=T LHMERDHY ET,

Procedure

Command or Action

Purpose

R T 71| copp copy profile {strict | moderate | CoOPPRAKNT T 7T 4 ARY —Da
lenient | dense} {prefix | suffix} string v— a2 e LET,
Example: CoPPIt, 8E LT L7 4 w7 AET-
switch# copp copy profile strict prefix] ﬂi"j‘74’ o 7;{@#/\«(@7 52 < >
b
e FELIOHE V— vy POLFEEE
L/iﬁ—o
R 72 |(Optional) show copp status B OBREMEL L OEDRAT —H R
Example: . CoPP @X?H#& 2EFRLET,
switch# show copp status Zpoavs R %%{Tj«é & . FE b‘éﬂ
TRV —PRarba—) FL—iC
TEYFINTWRNZ EEHERTH T
EbHTEET,
Z 5+ 73| (Optional) show running-configeopp | =2 '— &7 K U o —gkiE 2 Ge, F4T
Example: a7 4F¥ a2 b—a U NOCoPPRIE

switch# show running-config copp

ZFRLET,

HACPPO 7O RIJLACL D4 LB Y

Vo7 cEET,

= B ooro— L IJL—rRYLUIDHE
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171 CoPP @ ARPACL 7 1 JLZ 1) VU DR

H 77 CoPP C, MACACL 7 4 V& ) v TR TE F7,

Procedure

Before you begin

Hi7 CoPP 0 ARPACL 7 1 L5 U w o otER |

aryhbo— L FL—r R =Ry TIPRELTHDLZ L EMHRLET,

Command or Action

Purpose

ATFvI1 configureterminal ra— ) ar7Z 4 ¥al—ay
Example: FT— FEBMLET
switch# configure terminal
switch (config) #
AT w72 |[no] hardwareaccess-listtcamregion | CoPP TCAM U — 3 v H A X & GHIE
erg-copp size L,
Example:
switch(config)# hardware access-list
tcam region erg-copp 128
R w73 |copy running-config startup-config FTar 74 Xalb—rvarkE, A
Example: = T yTar7gFalb—aw
switch (config)# copy running-config @:,:ltf_—L,EE7fo
startup-config
27w 74 |reload TNA AR m— REINET,
Example: Note
switch (config)# reload H LY A XOfEI. copy
running-config startup-config + reload
EANITDHD, TXTOTA L T—F
EFEVa—NE) = RLERICORE
720 F£9,
RFw 75 |configureterminal JTa—r)ar7 4 ¥al— gy
Example: T— REBBLES
switch# configure terminal
switch (config) #
XF w6 |macaccesslist mac-foo-1

Example:

switch# mac access-list mac-foo-1
switch (config-mac-acl) #

avrao—LFL—rvRysoioEE |}
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Command or Action

Purpose

ATy T17

class-map type control-plane [match-all
| match-any] class-map-name

Example:

switch (config)# class-map type
control-plane match-any c-map2
switch (config-cmap) #

ayvha—L L —r VT ATYS
EHEL, /7 I9A~y T ary7 4Xa
L—yay E—REfBLET, 7
7 4V F D7 T A—EHE match-any T
T ARNTIRK 64 0T T, RILF &/
SRR E I ET,

ATvT8

(Optional) match access-group name
access-list-name
Example:

switch (config-cmap) # match
access—-group name IP-foo-1

ATvT9

policy-map type control-plane
policy-map-name
Example:

switch (config)# policy-map type
control-plane ClassMapA
switch (config-pmap) #

arvhre—nLFL—r R v— v
TEEEL, RV —~<v T a7y
Fal—raryE—ReltALET,
R — <~y F4ITEK 64 LFT,
KILTE/NLFIERB S vE T,

ATy 710

class {class-map-name [insert-before
class-map-name2] | class-default}
Example:

switch (config-pmap)# class ClassMap?2
switch (config-pmap-c) #

ayvhhka— F—r I TA TS
HETNLT TAT 74V NEREL,
ayvhrg—L AL —r T RAarT 4
Fal—varyev—RFelBLET,
class-default 7 5 2 <=~ A3, TR
V=T DI TATYT UALD
RIBIZOELE T,

ATvIN

KOWNTNrOa~vy REAHLE
KR

* police[cir] {cir-rate [rate-type]}
* police[cir] {cir-rate [rate-type]} [bc]
burst-size [burst-size-type]
« police [cir] {cir-rate [rate-type]]}
conform transmit [violate drop]
Example:

switch (config-pmap-c)# police cir
52000 bc 1000 packets

SEFRML— b (CIR) ZfEELET,
L— MR Z RIS LE T,

WEN—A N (BC) O&FHITKRD B
D ‘/C:\—g—o

ATvT12

control-plane Dynamic mode

Example:

switch (config)# control-plane dynamic]
switch (config-cp-dyn) #

HEF L — @ a 7 4 F 21—
vary E'T—FRIZAY ET,

= B ooro— L IJL—rRYLUIDHE
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Command or Action

Purpose

ATv 713

service-policy-dynamic input
policy-map-name
Example:

switch (config-cp-dyn) #
service-policy-dynamic input
PolicyMapl

ANT T4y 7 DORY P —~ vy T g
/\':.E_’I_/i‘a‘o

H A CPPDIPACL 7 4 LAY VT DERK

4 CoPP TIPACL 7 4 M E Vv T HH/ETEET,

FIE

4RO HREIIC

arvhe—nL L= R =< PRELTHDL I EEHERLET,

ARV FFEREETIVa Yy

EL:)

RFw 71 |configureterminal Ja—r L ar7 4 ¥al— gy
4 - T—FZBBLES
switch# configure terminal
switch (config) #
AT w72 |[no] hardwareaccesslist tcam region | CoPP TCAM U — 3 > D341 X
erg-copp size i ELET,
i -
switch (config)# hardware access-list
tcam region erg-copp 128
AT w73 |copy running-config startup-config FITar 7 4 X¥al—arEk, A
- F—b Ty T arz 4 Fal—var
switch (config)# copy running-config e *‘L/Ef'f}
startup-config
27y 74 |reload FNA ANY B— RENET,
1 - GE)
switch (config)# reload %EL,U\Tf/f;iO)ﬁﬁfi\ copy
running-config startup-config + reload
EANDNT D TRTDOITA L A—R
EVa— &) r— RLIERIZORE
TR0 7,
RFw 75 |configureterminal Ja—r ) ar7Z 4 ¥al— gy

1 -

ET— RFEBBLET

avrao—LFL—rvRysoioEE |}
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ARV FFEREETIVa Yy

S

switch# configure terminal
switch (config) #

ATvT6

ip access-list IP-foo-1

1 -

switch# ip access-1list mac-foo-1
switch (config-acl) #

ATy T1

permit tcp access-list | P-foo-1 eq bgp
i -

switch (config-acl)# 10 permit tcp
10.1.1.1/32 10.1.1.2/32 eq bgp

ATvT8

class-map type control-plane [match-all
| match-any] class-map-name

51

switch (config)# class-map type
control-plane match-any c-map2
switch (config-cmap) #

ayvira—) FL—r VTR
EHEL, 77A~Sy T ary7 4¥a
L—yaryE—REMBLEST, 7
7 v kD7 7 A—%I1% match-any T
T, ARNTRK 64 CF T, RXFE& /0
SCFIERBIE I E T,

ATvT9

match access-group hame access-list-name

51

switch (config-cmap) # match
access-group name IP-foo-1

ATy 710

policy-map type control-plane
policy-map-name

1 -

switch (config)# policy-map type
control-plane ClassMapA
switch (config-pmap) #

ayvha—) FL—r R — vy
TEEEL, R —~wv T a7
Fal—a E— ReBBLET,
RN — ~ >y T4ITEK 64 LFT,
KICTF LD LFIERB SV ET,

ATvIN

class {class-map-name [insert-before
class-map-name?] | class-default}

&1

switch (config-pmap)# class ClassMap2
switch (config-pmap-c) #

ayvha—L L —r VT ATYS
HETFT TAT 74V M EEEL,
avhg— L FL—r I T Aars Ty
Xal—varyrev—FElBLET,
class-default 7 7 2 < v 71X, 4T R
VT DI TAy TS URAND
REINELET,

ATvT12

KONTINOa~wr ReE A LE
ﬁ‘o
* police [cir] {cir-rate [rate-type]}

* police[cir] {cir-rate [rate-type]} [bc]
burst-size [burst-size-type]

= B ooro— L IJL—rRYLUIDHE

WEHHRL— T (CIR) ZHEELET,
L— M ZRITR L ET,

BEN—A - (BC) o#&FHITKRD LB
HTT,
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corp pzEnER |

aAv U RFERET7TIVaY B#)
* police [cir] {cir-rate [rate-type]]}
conform transmit [violate drop]

51

switch (config-pmap-c)# police cir
52000 bc 1000 packets

1 -

switch (config-pmap-c) # police cir 3400
kbps bc 200 kbytes

AT w713 |control-plane Dynamic mode B L — @ a7 X2 Lb—
i - vary E—RNICADET,

switch(config)# control-plane dynamic
switch (config-cp-dyn) #

R 714 |service-policy-dynamicinput AT T4 7 DORY =~y TEAR
policy-map-name ELET, KT
il -

switch (config-cp-dyn) #
service-policy-dynamic input
PolicyMapl

CoPP MEXE MDHEEE

CoPP O EEHR AT ART HITIE, ROWVTNNOIEEEZITVET,

avw ok B#)

show policy-map type control-plane [expand] [ name ay hba—)L 7L —r R

policy-map-name] e~y T LBET 57 TR
~v 7, BLXUCIR & BC D
xR RLET,

avrao—LFL—rvRysoioEE |}
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avy kR

S

show policy-map interface control-plane

RY—OfEE BT %7 Z
A< BLORY —Z
LERR I TA T TED
Fa vy 7BRERINET, F
72, CoPPR Y —m@H &
TWAEEIE, A —n 77
JAEbFRRINET, A
r—)v 77 7 BEINT T v
~ (1.00) OEEITFERINE
NEUR

Note

A=) 777 &%, CIR &
BC DA %EY 2 —/LTH
HENZER LETH, 74 A
TUAZRRINDDIE, &
E XN 7= CIR & BC OfED #
T, Yo — VT EREICE
HENDEX A7—n 77
7 B EE A BT T2ET

7

show class-map type control-plane [class-map-name]

DY TGA <y TIIAA VR
SNTWHACLEEGD, a3
fag—L 7L —r 7T RA<y
TOHREERRFLET,

= B ooro— L IJL—rRYLUIDHE
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av YR S]]

show copp diff profile {strict | moder ate | lenient | dense} 229D CoPPRA KT T 75 4
[prior-ver] profile {strict | moderate | lenient | dense} show copp | z # 1) o — &N A FE 5 L E
diff profile 4+

prior-ver 47 3 U EAFRE L
RWEE, Zoawy Rk,
BIEEH S TS 2 507
7 %V @D CoPP DA | 7
FIT 4 AR — (BEE
AEn T D E LR >—
EHBITEEH STV D R
DRY =72 &) DFERER
~LET,

prior-ver 7' a U EFRE L
A, Zoawr R, B
HEHEA SN THWET 740 b
D CoPP XA N 7T 75 4 A
RY — DRI LieT
7 4/ D CoPP XA~ 7 Z
T 4 AR —DENE R
ALET BUEEH STy
LR IR ) o— & LLR#E
L7zfWAR Y =72 8)

show copp profile {strict | moderate | lenient | dense} IJIABLORY—fEE &
HiZ, CoPPXA N ST 7 4
2R —OFfl e F£R L E
R

show running-config acimgr [all] Eitar 7 4 F¥Fal—v g
Da—PHREICLDT 7 A
= hfue—1 U XK~ (ACL)
ERRILET, Al 7= v
T L, Elrar T4
Xal—varOFr 74/ E
(CoPPEXIE) & —HERIC
&% ACL D7 i3EFER S vE
R

show running-config copp [all] FTaryv 4 X¥alr—rvar
WD CoPP X E & FR L £,

avrao—LFL—rvRysoioEE |}
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avy kR

S

show startup-config aclmgr [all]

AH—= T oS a7 ¥
L—yaryDa—PREICL
HT kA ary bha—)LJ R
F (ACL) &/~ LET, all
FTvarEERTLE. A
=K T w7 ary74Xa
L—yarDOF 74/ b
(CoPPRRE) L a2—HERHIC
XD ACLOW SRR RS IE
7

CoPP SR ERT—F ADEXR

Procedure

Command or Action

Purpose

R T 71 | switch# show copp status CoPP HHEDRREARAT —H A% TR L E
D

Example

WIZ, CoPP REAT — X AR KT HHERLET,

switch# show copp status

— ~ »
CoOPPDE=%Z1)>7
Procedure
Command or Action Purpose

ATy T

switch# show policy-map interface
control-plane

WHENTZCoPPRY > —D—FTH D
TRTOIZ ZRIZELT, "y b b
~VOREFHERER TS LET,

WHEHEHRIL, OutPackets (= hm—/b
T L= LTCHFA SN T v )
& DropPackets (L — FHIIRICE > TR
a2y Iy b)) I L TREL
£

= B ooro— L IJL—rRYLUIDHE
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Example

WIZ, CoPP =41 202 RLET,

switch# show policy-map interface control-plane
Control Plane

Service-policy input: copp-system-p-policy-strict
class-map copp-system-p-class-critical (match-any)
set cos 7
police cir 19000 pps , bc 128 packets
module 4 :

transmitted 373977 packets;
dropped 0 packets;

SNMP TD CoPPDE=421) 5

CiscoNexus U U —29.2(3) LAF%, CoPP /% Cisco 77 7 A-X—Z QoSMIB (cbQoSMIB) % HR—

FLEJ, CoPP EHEITT T, SNMP ZfiH L TE=XTEH LRV ELLE (ZELE
FIXRA) o ZOMEEIX, o he— L L —INIT X v FENTER =P TER (/T
A, —BLv—, By N T a s l) LorEHIET, 2 hr— S L—Tff
HINTHWRWARY —DBFRE(E, SNMP TIER X EH A,

WD cbQoSMIB 7 — 7 /LN R— h &L E7,
* ccbQosServicePolicy
* cbQosInterfacePolicy
* cbQosObjects
* cbQosPolicyMapCfg
* cbQosClassMapCfg
* cbQosMatchStmtCfg
* cbQosPoliceCfg
* cbQosSetCfg

\}

GE)  SNMPMIB . #1473 v 7 CoPP TIEVAR—FENTWEEA,

avrao—LFL—rvRysoioEE |}
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CoPP #EHE®RND Y 1) 7

Procedure

Command or Action Purpose
R 7y 7 1 |(Optional) switch# show policy-map HUER ] 41T % CoPP AR Y v —F &
Inter face control-plane O 72 2L OfGEHERER T LET,
AT w 7 2| switch# clear copp statistics CoPP #talfEmz 27 V7 LET,

Example

WIT, A X —T oA ABEET, CoPP §ieHEHREZ 27 V7T 5H%E R LET,

switch# show policy-map interface control-plane
switch# clear copp statistics

CoPP D&% 5E 5

CoPP D% EH

Z ZTlE. CoPP OFEHE R LET,

WIZ, IPACL & MAC ACL #fiH9 2 CoPP ZRET HHl %~ LET,

configure terminal
ip access-list copp-system-p-acl-igmp
permit igmp any 10.0.0.0/24

ip access-list copp-system-p-acl-msdp
permit tcp any any eq 639

mac access-list copp-system-p-acl-arp
permit any any 0x0806

ip access-list copp-system-p-acl-tacas
permit udp any any eqg 49

ip access-list copp-system-p-acl-ntp
permit udp any 10.0.1.1/23 eq 123

ip access-list copp-system-p-acl-icmp
permit icmp any any

class-map type control-plane match-any copp-system-p-class-critical
match access-group name copp-system-p-acl-igmp
match access—-group name copp-system-p-acl-msdp

= B ooro— L IJL—rRYLUIDHE
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£y Py T 1—FAUFAI2EBFIAL b CoPPRY L—nzEE-EER [

class—-map type control-plane match-any copp-system-p-class-normal
match access-group name copp-system-p-acl-icmp

match exception ip icmp redirect

match exception ip icmp unreachable

match exception ip option

policy-map type control-plane copp-system-p-policy

class copp-system-p-class-critical
police cir 19000 pps bc 128 packets conform transmit violate drop

class copp-system-p-class-important
police cir 500 pps bc 128 packets conform transmit violate drop

class copp-system-p-class—-normal
police cir 300 pps bc 32 packets conform transmit violate drop

class class—-default
police cir 50 pps bc 32 packets conform transmit violate drop

control-plane
service-policy input copp-system-p-policy

CoPP 7 7 A% A{ER L. ACL ZBHHEATHT 21213, kO X HIZLET,

class—-map type control-plane copp-arp-class
match access-group name copp-arp-acl

CoPP RV ¥ —|27 T A& EBMTHITiE, kDX H>ICLET,

policy-map type control-plane copp-system-policy
class copp-arp-class
police pps 500

Yy b7 TA—TFT 4T 4I2&BTIHILFCPPRY) O—DEE

- IXBER

Yy b TS 2—F 4 VT 4 &AL TCoPP OF 7 4 /v b RV >r—% A4 5 6% ki
RLUET,
switch# setup
---- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of

the system. Setup configures only enough connectivity for management
of the system.

*Note: setup is mainly used for configuring the system initially,
when no configuration is present. So setup always assumes system
defaults and not the current system configuration values.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

Would you like to enter the basic configuration dialog (yes/no): yes

avrao—LFL—rvRysoioEE |}
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Do you want to enforce secure password standard (yes/no) [y]: <CR>
Create another login account (yes/no) [n]: n
Configure read-only SNMP community string (yes/no) [n]: n
Configure read-write SNMP community string (yes/no) [n]: n
Enter the switch name : <CR>
Enable license grace period? (yes/no) [n]: n
Continue with Out-of-band (mgmt0) management configuration? (yes/no) [yl: n
Configure the default gateway? (yes/no) [yl: n

Configure advanced IP options? (yes/no) [n]: <CR>

Enable the telnet service? (yes/no) [n]: y
Enable the ssh service? (yes/no) [y]l: <CR>
Type of ssh key you would like to generate (dsa/rsa) : <CR>

Configure the ntp server? (yes/no) [n]: n

Configure default interface layer (L3/L2) [L3]: <CR>

Configure default switchport interface state (shut/noshut) [shut]: <CR>

Configure best practices CoPP profile (strict/moderate/lenient/dense/skip) [strict]:

strict

The following configuration will be applied:
password strength-check
no license grace-period
no telnet server enable
no system default switchport
system default switchport shutdown
policy-map type control-plane copp-system-p-policy

Would you like to edit the configuration? (yes/no) [n]: <CR>
Use this configuration and save it? (yes/no) [yl: y

switch#

CoPP 2B 9 & EMNIFHR

Z Z T, CoPP ®EEIZET HBIMERIZOWVWTIHIAL £,

#n

EEH
BEEIER |v=aTFIL A4 kL

T7A L A|CiscoNX-OST7 A R A K
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e

i
R E

24 FIL

RFC2698

['A Two Rate Three Color Marker.]

copP (B8 S 2iemiEsk [
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