AAA D% TE

ZDOFETIL, CiscoNX-OS T A ATRAE, #FAl, THhHUT 427 (AAA) ZRET D FIE
WCOWTHBLE T,

ZOFEZ, WOBETHERINTWET,

* AAA IZ-2VC, on page 1

« AAA DHITESAE, on page 7

« AAA DIEFEEIH L KI5 A, on page 7

« AAA DF 7 5 )b h % iE, on page 9

« AAA DFRIE, on page 9

T —HIVAAAT AT T 4T alOE=4Y) 727 VT, onpage 33
« AAA FXJE DR, on page 33

« AAA DFREI, on page 35

e A RTA=HDEREH (35 2—Y)

¢ NRAT— K 77 MERORER (36 2—)
o AAA (2B 2B NE #, on page 36

AAA [ZTDINVT

Z ZTlt. CiscoNX-0S T34 2D AAA IZ DWW T L £97,

AAAtFxa1Y) T4 H—EX

AAA BEREZAEH T2 & Cisco NX-OS 73 AR 52 —F D ID #fER L, 2 —HIC7
Y AEFANL, 2—FOETTHT 7 a L ZBIFTE 9, Cisco NX-0S 7 /314 A1
Remote Access Dial-In User Service (RADIUS) "1 k 2L & 7= (% Terminal Access Controller Access
Control System Plus (TACACS+) 7'm haL&zHR—hrLET,

CiscoNX-OS IZA N ENT-2—HFIDB L UOVIRA Y — RO LS DbEHICESNT, B—H L F—
HAR—=2C KB ua— I VBGEETZIEFF. HEWXIOFERITEHDO AA AT — NI LB ) £—
RERFEE 2 IEFF A #3217 L EJ, Cisco NX-OS T34 A & AAA — O/ OEE L. Faidk

AAA DEETE
|



AmAnEE |

B rmzpmyass

AMBEX—IC Lo THRESNE T, T 3TD AAA — NH I3 ED AAA Y — REAIC
%&&% ERECTEFET,
AAA X =2 VT 4%, ROV —EREFZTLET,
EIL‘.\EE
QA LERRT—RKOEA TS, FY Lo Pl LARVA, Avt—U 07 HR—
M, BIXOBIRLZ®X=2 VT4 70 b /WL Ui b7 E 2R L Ca—F 255
L/\iﬁqo

PRREIE. TARA AT 7B AT AN ETIZT A ADID 2R T 570k A TT,
D ID OFEFRIL. CiscoNX-0S T/, AT VB A THZ T 4T 4 75“5?;351?@57}%5:1*—
FID & /XA T — ROMAGDOHICIESNTITOILET, CiscoNX-08S 7 /34 AT, v—
HNGEAE (B—= NIV 7T v T T —=E =A% MH) 7203 ) T— FRFE B EIX
#i%r D RADIUS $—/ 3 F 721X TACACS+ — &M H) ZFITTExET,

|
TrRvAaryha—LERHELET, AAAFFAIE, 22— 2 EITT5HEE2 525
NENERET—HOBMYEHALTSH 7 2 A TE, CiscoNX-0S V7 F7 =7 TiE.
AAA =\ b X 7 om— RSN D BIEZEHE U CHERM 523 ThivE 7, mmms%
'mamyﬁ&®)% MeXxa U7 g $— NF, @Y7 — T4 T HHER & E

BIEAE (AV) O_XT7E2T7Vom— 5Lk o T, a—Hy %m@%@%ﬁ@b

i#o

FhHOIVTa4VYT
HHRENET D, HREe—hron ZIZidkT 5, Hilzd AAA Y —N2EE LGRS
e, UAR— MERZ: 85247 ) HikERIt L £,
THI T 4 THERETIX. CiscoNX-08S T /3 A~DT 7B AR ENDTXTOE
Bty g 2BHL, 710 L TCERLEY, ZOFEREEHLT, FT 70y a—
T A ITREREDIZCODVR— NEARTEET, THU T 47 mlid, v—hnic
BT TENIE, VE—DFAAA P —RNICEETEHZ b TaET,

Note CiscoNX-0S ¥ 7 b v =7 Cli, ik, #Fl, BLOTHTLTF 4 7 &MINCH H— b L
VET, e YT vV ERE IS, RIEFTEARE LY TXET,

AAA ZERT HF =R

AAA T, RO KD 72 RS RHE L 9,
o T U 2 AFRE DM il o m B

o JLARME
 FEAE(L S 7ZFRAE L (RADIUS, TACACS+ 72 &)

cHHE DR I T T T RA R

AAA DERTE
2| I
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yE—rARAS—Ex [

J)E—FAAAP—EX

RADIUS a2 F /LB LN TACACS+ 712 h L a A L CIREEEN AU E— F AAA —E X
12, m—H/L AAA —E R L H_TRO L S 2RAandH 0 £,

e 777U w7 NDE CiscoNX-0S T34 ZAD2—H RAT— K U R NOBEBENRFESI 2
D E7,

s AAA P — T TIZRENITIFEIAS BAINTED, BHICAAA YV —E R A TEF
‘é‘o

« 777U ITHNDTXTD CiscoNX-O8S TS ZADT AV T 47 v d ki
TEET,

e 777U v 7 NDF Cisco NX-0OS T 3A ZNZONWTCa—YEEZ2EH 9 5 778, Cisco
NX-OS T/XA AP —Hh )V T —=H_XR—=2&HHT 25 L0 HHETT,

AAA H— NS JL—TF

AAA H—E X3

SREE. A, THT T 4T DD Y T—h AAA V=T, V=R T —TEHEH LT
HBETEET, =T —7L1F, BIUAAA 70 FaLZEE L2 —#ED U T— k AAA
=TT, =N TNV —=TDOHIL, VE—FAAA T —NINETE Lol L &IT
Tz A== = RERMT DT, IA—THNORYIIO Y E— F =PI L
o TeGmE . WITPOT— A "PIEEZXET HE T, 7»—7%@&@)%~%%~A?
AT TONET, =N TN —THNOTRTD AAA F—PISE Lo 2856, £0
PN I N—TF X g R E #%ELTV%%@&%@éhiﬁobguﬁbf\fﬁ
DY =N T N—THIFETEET, CiscoNX-0ST /31 AL, WD T N—THNOP—1 05
TT—%Z oA, ROY—R T —FHNOY—_"TRITLET,

= O~ ~
SEA T3y
Cisco NX-0S T /51 A D AAA FHEIL. —E R R—Z2CF, KOV —ERTLIcHip-T-
AAA BEZEERTEET,

« User Telnet F 72 1% Secure Shell (SSH) © 7' i85

. j//*‘/I/ 1:’7/])/%.:

ca—WEHREya L T T 4T
WOFRIZ, AAAVT—EAREA T arTEIZCL (a<w RIA4 A F—T = R) O
o~y RErRLET,

Table : AMAY—EX 2274 FXalL—3>av ok

AAAH—ERXR a4 ¥Xal—YavATIoay |BEEav R

Telnet F7-1% SSH 17 7' 1 aaa authentication login default

AAA DERFE .
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B rmav—cexgerioay

AAAY—ER VI Xal—avAToay |BEaATUFR

avy—)pnarsAr aaa authentication login console

a—W vy arThurTr 4T aaa accounting default

AAA —ERZIE, ROBFESTRNEFEETE £,
FTRTOH RADIUS H—/\
RADIUS H— D7 1 — )L 7F— L& HH L CRAEE I TV 97,
EEH—NTIL—T
FRIE L 72 FFE O RADIUS, TACACS+, F721X LDAP —/ 3 Zb—7 % H L CRRREZAT
wiﬁo
o—AlL
2—HNDL—TFLENINAT — R T =2 _X—2 % H L CGGRREEZ I TV E T,
L
AAA BREDMER S VWK S ITHEE L £,

N

Note  [f5@EH— 27 L—7) FATHRL, T _XTHORADIUS — 3] S a$EE L7HA, Cisco
NX-0S T34 AL, BE &2 RADIUS V— "D 7 0 —o3 )L 7 — )Ly B & E DJIEIZ RADIUS
P—RERRLET, D7 a—rL F— b OH— 3L, Cisco NX-0S T34 A Lo
RADIUS $— 7 —TFNTEIRPIZRETE 5 —/TT,

WDOFRIZ, AAA T —ERZHIE L THETE D AAARGESF 2R LE T,

Table 2: AAA 9 —E XD AAA BEEA R

AAAH—E X AAA D=

ayY—)va A ERGE =T N—7 v—h), L
a—W v s a R YR T N—T m—HN, 2L
I—WEHYE g T AT T 4T | =N T =T m—F

\}

Note

aryYy—nualA Rk, 22— a s A VEERE, BXOa—VEHEy a7 AT o
/7LO%T QWMWOSTA4Xi%ﬁ7/a/%%ﬁéﬂt@rfﬁﬁbifo%@m

REFHA T a DRI LTSS, a—AINV AT a v RNF 740 FFRTE, oy —
/l/?;Et S I = /0)1:1“—7]/1/2]‘7°°/5 v MEIZ9 521X, no aaa authentication
login {console| default} fallback error local =~ > R&ZMHH L £,

. AAA DERTE
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a—y oy opiEssvrTsoex i

A—F T4 OFEEELVHFATAER
H1:1—9 051 ORESLVHTIA—

RO, 22— 07 A OBEBLOCHFA T o A0 7o —F vy — R LET,

Local

lF‘.erlule

First or
next server
lookup

Mo more

servers left

ls fallback
to local
enabled?

Found a
RADIUS server

RADIUS ¥
Failure

Mo
rasponse

19700

AAA DERTE
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B v omassvsraioex

process_workflow

B2:1—% 054 > OBiES L VHFT 70—

KO, 22— 07 ORAEBLOCHAI T o A0 T7n—F vy — R LET,

Local

ll’-‘.erlule

Is fallback
to local
enabled?

First or
next server
lookup

servers left

Found a
RADIUS server

RADIUS L
Failure

197006

W2, Zo7avr 2A0EEE R LET,
e Telnet, SSH. F7/-if=v Y —/L%&{#H L T Cisco NX-08S T /34 2l /A » LE T,

o = NI N =TT AEEHA L CAAA T — R T —T 2R LET, LT, T8
AL, IO AAA — N ZEREZEE LET,
c BETED AAA T —RDBIGE Lo oA, FDOIRD AAA — =R ITE N E
T, ZOMEL, VE—bF P AAPRFTIEERISETDHE TR ONET,
o =X TIL—T DT RTD AAA B —3BISE Lo 23856, FOWRDY— 7
=T DY — PRI TEINET,
s ALY =)L T Ay T =y TN TRERS STV D TR T ORBRES s k&
LSS, va—hL T —2_XR—2 2 U CEEENFEITINET,

e Cisco NX-0OS T/34 ANV F— k AAA — 1 SRACTIEFISGRIEEZ FEIT LT, 2
LORBEMENEHT 25808 H0 7

o AAA — 3 7’1 |k 3L RADIUS O34, cisco-av-pair BETHEIN TV DH 22—
P—m—ARnFyra— RRINET,

. AAA DERTE
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AES $27— FEES ks L UTS v uSs— [

s AAA — 3 7'a h 3 /L TACACS+ DA, =D AZ At L THRESN
TWha—H a— L zZHHGT572012, 9 1 DOFERMBE Y — NZEFSNE
‘a—O

e =P —Z L RRAT— KR — ANV CEFICRIESNTSGEIE, T ACa /(T
X, 8= T ERX=ZANTHRIN TN — AR E Y THNET,

Y

GE) 0 O —N Z)—F7 L] LT, TRTOHF—R T —TDNTINDOH— 315 s
NN EWNWH Z LT, oI —"7A L] it BEOYH =T L—HNONTOHT—
PROE BISENIRNE NS T & T,

AES /XX T — REEBILE LUV T4 TS F—

T, ERFREZR 128 By b Om R SEB (AES) AU — RiF51L (XA 7 6 551k
EbWD) AT LI ENRTEEY, A7 6 LM Mz T 512X, ABS /1%
U— P ALBREZ AT L, NAV = RSB L OESRICHEN SN D 7T A ~ U
F—ERETDHLERD Y E7,

AES XAT — RiFFLEA R—T ML TTIA~) F—45RETHE, AT 6327 —
REE AL Z N L72WRY , iR — RSN TWB 7 7Y r— 3> (BIfE1X RADIUS &
TACACS+) DOEEFB X OWHIER SINZ27 VT TF A b RAU— RKRFTRT, XA 76
fboBXTHRIFESNET, £, BHFEOFHWT R TOIEB(L/ AT — R&2 ¥ 1 7655k N A
U — RIZEH#4 5 K 912 CiscoNX-OS 2R ETHZ L b TEET,

AAA DRIREH

UE— F AAA — 213, ROFHEEHRH Y £77,

« D72 &t 1 HO RADIUS $—/3, TACACS+ ¥—/3 F 721X LDAP $— 328 IP % {
LCEIEARTHDL Z L2t LET,

¢ CiscoNX-0S T34 AN, AAAY— DI TG4 T v FELTHRESNTWAH I &,

o T X —23, Cisco NX-OS T/34 ZB LY T— h AAA P—RITRESNTWVWH I L &
Eﬁ%‘ig‘ L/i ﬁ‘o

« UE— K P—/378 Cisco NX-OS 7T/3A A H D AAA BRIZINE T 5 Z L g LE T,

AAA DEEEIA L HIFEIE

AAA IZBT A EEFH EHINFRIZKRO LY TT,

AAA DEETE
|
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* Cisco NX-OS VU U —210.2 (1) FLARETIE, cisco-av-pair®shell : roles/& D HTIZSNMPV3
BMEEfRETCEET,

« LDAPIE lsnmpv3| @A AR — ML TWERA,

s T —1)L® Cisco NX-OS T /34 A LIZEEE SN TWD 22— T hH, AAA —
FoVE—F 2—=F THU N ERILCARIOEA, CiscoNX-0S V7 b7 =7 X, AAA
P—NECEHEINTWE 22— o—1 T, a—Va2a—F T7Th o hOa—4F
og—/% Y E—h 2—PIZEALET,

Cisco Nexus 9000 >V — XA A v F (&, TACACS +T®D % aaaauthentication login
ascii-authentication =~ > N%&H% 4R — s LE9 (RADIUS TIIHAR—FLEHA) .

T74N hOu A R E (local ¥ — U — REFEHETIC) ARTLHE, ary—
N7 A R APREIC L > T EFEESNE T, 3 Y =GR A IRIIZRRE
95 I1Zi%, aaaauthentication login console {group group-list [none] | local | none} =~ > K

2L ET,

login block-for ¥5 & Ut login quiet-mode = > 7 4 ¥ = L—L a3 v &— R av ¥ Nd, £
21 system login block-for 35 X U system login quiet-mode |24 RN AEH X E L7,

system login quiet-modeaccess-classQUIET_LIST =2~ R AT 2551, lEELE b
FTIA4 I DRETav I THEICT 7R AMPELL ERZINTWD Z L ZHER
TOHMERHY ET, HE2E, BETERWERA M LOa2—F el M rDhie 7oy
I DMERND LA, T/ ERAUARML, ENHDOKRAX M HOSSH, Telnet, XN
HTTP RX—ZAD7T 7 & AZxHET HAR— ~22, 23, 80, BLUV443 ZIFETHMLENRH Y
7,

Cisco NX-OS Release 10.2(2)F LARE, 87 LW IERIMIME CLI 238 A Sh, SNMP & tEF =V

T4 A R—=R NOBO—W—[AEEHT L4 T v a U ERRELET, SR
WTIE, VAT LEBEER AT A RO SNMP O OEEZ S L T 7ZE0,

VU —=Z7.0)7()NHBAEDY V—AF TO X F S E/2REZL VAR — ~ 9% CiscoNexus
9000 A A » FDOFEMINZOWTIE, Nexus A vF 7T v b 74 —L PR —F~hrJvo
AEZHRLTITEIN,

FERM CLI AN 72> TV B EE, VE—F 22— —[FX SNMP 7 — & X— X |[Z[RAH &
NFEF A,

DCNM (VU U —2% 12.0.1.a LA% Nexus Dashboard Fabric Controller & & FEIEN5) Z{FHH L
Tetxal 74 a—P =%, FRPICLINAD TRV EE, 3T 5 SNMPV3 717 7
ANPFELEEA, RPN EDIR>TWDEHEA, X2 T 4 2 R—35 2 hTERK
SNTa—PF—IAL v FIIa A o TEETN, arybe—JF A v FERHLERE
o T bha—T1%, X2V T ¢ 2—P—HITVERR S - SNMPHE 2 L TAA v~
FEMHT 5720 TT, I 51T, SNMP (X, userDB OIEFHPRIED 7=, 1ERk S izt
X274 22— =% LRNDT, A vF R TEEHAL, LEBR-T, 2 b
2—F Lo TAL vy FRBHIND LT HI2IE, SNMP = — W — 2B RIIC/ER T
LB DY £9, DCNM #ERE & & B ICIERIM CLI 2425 2 L1388 L £ A,

ZEMIZ O TIE, Cisco Nexus 9000 NX-OSt F = ) 5 f HRK T A RZZBM L T E &V,

. AAA DERTE
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| AAR Dz
AAA DT T A )L RERRE .

* CiscoNX-0S U U — & 10.3(1)F LAK&. AAA IZ Cisco Nexus 9808 A A v FTHHR— h I E

R

AAA DT T # )L FERTE

IKDOFEIZ, AAARTA—Z DT 74V NREZ R LET,

Table 3: AAA /X5 »* — B DT T 4L EERFE

INT A=A TI74ILE
oy —AEFHIEF o—J v

T 7 4V MBREFT K n—h

07 A URRRERIA v —Y T 4=
CHAP Ik T4 —=T
MSCHAP &7 Fa—=Tn
TI7HNNT o7 407K a—Jv
THI T 4T a S OFRIAR 250 KB

AAA DERTE

Z Z T, Cisco NX-0S T /34 AT AAA BERER R ET D FIEIZOWTHBA L £9,

Note (Cisco IOS @ CLLIZHEN TWAIHE ., Z OREREIZ ST % Cisco NX-OS =t~ > R -4

5 CiscolOS <> RERLIGERHDHOTHERE LTI,

\)

Note  (Cisco Nexus 9K U — X 2 A » F|E. TACAAS+ 1ZxF L TDH CLI =~ > K aaa authentication
login ascii-authentication % 7R — k L £ 925, RADIUS IZX L Cid¥ AR — b LEVA, T 74
JV RRBAETH 5 PAP A NZ 72 % X 51T, aaaauthentication login ascii-authentication A A » F 73

Mo TNWD MR LET, £H L7k, syslog =7 —NERINET,

AAADERETOER

AAARBRERB K OT WU T 4 U T EBET D121, ROIEEEITVET,

AAA DEETE
|
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1. FBFFIC U E— F RADIUS. TACACS+., F7-I1XLDAP YV — "Z T 28451, CiscoNX-0S
FNAAFTRANERELET,

2. avy—l a4 RBHFRERELET,
3. 2=Vl A rDEHODOT 7 bou s A R R ERELET,

4. TITFIVHNAAAT I T 4T DT 730 TR ERELF T,

avy—)LAagA UEEIARDETE

- >
— —

WA RIE

TliX, v Y= al A4 ORFEFRNERET D HEEZHALET,
FRIZE, ROLORHY F7,

* RADIUS $—/3D 7 a—/3)L 7F'—)b

« RADIUS. TACACS+. 771X LDAP y—DfgEH 7t v

¢ Cisco NX-0S T4 ZDE—H )L F— B _N— 2

77

\ )

2—HPL DI (none)

FN bOFRE R =NV TER, BT DA T arBdHh £T,

Note

\}

aaaauthentication =~ > K group radius 3 J % groupserver- namefb‘t X, HANCER SN
RADIUS —1Dt v hESHM L ET, AA N b—"E3ET HITIL, radiusserver host =

<~V REHERALET, V—O4HIf& 7 NV—T7%2ERT %121, aaagroup server radius =

v REERALES,

Note

UE— FFRAENA X —T Mo TWNDH L EINRAT— REEZE(TTH L, /AU — REE
DETHTIZar Y=l A roa—NVEHERA X—T M) £3, TDidh, #HL
WRAT— REFEHLT, 22 Y —/L R — MEH T Cisco NX-OS 7/31 AZur /A o T&E &
T, BUA URIE, BlEkE e — I AGEREE T 50, E0IT AAA — X TREINE
HERAT—=FRDOY By bEIZY T— MNRREEA F—TWICTDHZENTEET, NAT—FK
[l 7 1 2 2B 2 3SR OV T, [CiscoNexus90003 ) — ANX-OS k7 7 /L3 = —
T4 HAR] ZSRLTIIEIN,

Before you begin

W

. AAA DERTE
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Procedure

avv—rnsqogiastonz [

Command or Action

Purpose

R w 71 |configureterminal a7 4Fal—T gy FT— KRIZAY
Example: S
switch# configure terminal
switch (config) #
R Fw 2 |aaaauthentication login console {group | = v —on /A L RIFEFRABEL
group-list [none] | local | none} E
Example: group-list 515 i%, 7 v—T % % A—
switch (config)# aaa authentication 2'(“[2@]07’: U = }\ %?Eﬁiﬂbij«o 7
login console group radius /I/*‘7OZ| i 0/_(@ ¥ 5 G:?E‘ﬁ‘z LSETO
radius
RADIUS %—/3D 7 1 —/\ )L 7' — )L
PREH L CREEZITVE T,
named-group
RADIUS, TACACS+., F7-IXLDAP
P—RNOEY 7Ty FEFEHLT
WREE TV E T,
local ﬁf I, =N TR
FRREIZME A LEJ, none A TlX
AAA FRERERH SN2 K 91 ?
7,
FI7xNhDar—n s A
i local T9, Zhix, HFANMLERE
SNTWARWEGEE, FRITERE IR
AES AT RTUIOWTSERE LN
WHC, avyy—rua s A% LT
T — L~ D T F—)b Xy 7 PN T
RWRY . EHSNET,
AT w73 |exit a7 4K al— gy EB— REKT
Example: LET.
switch (config)# exit
switch#
R w 7 4 | (Optional) show aaa authentication ayV—) ul A LRI OH

Example:

switch# show aaa authentication

FRLET,

AAA DERFE .
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Command or Action Purpose

R w 75 |(Optional) copy running-config FTar 74 Xal—ark, AX—
startup-config Ny arvr7sXal—3gila
Example: E—L %7,
switch# copy running-config
startup-config

7__\\7 AJL kDO 7 14 /nnunIEjj__tO)_QEE

SEEFRATIE. OB ONH Y £,
« RADIUS Yr—2 "D/ 1 — 3L F—)L

« RADIUS. TACACS+., F 721X LDAP —DIEEV 7 v b
¢ Cisco NX-0S /354 ZDa— )b F— B _— 2
« 2= PHT
T 74N bOFRITr =BV TTNR, BT L4 T v a B Ed,

Before you begin

VBTN U C RADIUS, TACACS+, 721X LDAP — R J N —T7 %2R ELET,

Procedure
Command or Action Purpose
AT 71 |configureterminal a7 4Xal—vary ET—RICAY
Example: ESE

switch# configure terminal
switch (config) #

X 7 2 |aaaauthentication login default {group |57 4/ "NEIEHFREZBELET,
group-list [none] | local | none} 5 ‘ )
group-list 5152l ix, Zv—T74 % A—

Example: TR 72U 2 b ERELET, 7
switch(config)# aaa authentication /1/%70% % {k@c]: 5 c:j:glf—ji—» Li_g_

login default group radius
« radiusRADIUS #—/3> 7' o —/3 )L
TV ERER L CGREEZ TV E T,

« named-group : #%:E(Z RADIUS,
TACACS+ F 721X LDAP ¥ — 3D 4,
Aift &Yy 7ey FEFEHALET,

IocaJﬁfi n—H) T —HR—= A%
FREEIZME A LE9, none X TIX

. AAA DERTE
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Command or Action Purpose

AAA nhnﬁﬁ){%ﬁﬁ Y AR AT S 21 *gﬁiﬂb
¥4, TN hou s A FRITloca
TY, Ziud, HEPMTHERE ST
VA, ETITEE SRR T
NTIZOWTSENE LRV,
oY= algAAZR L TCue—han
~NDT F =)V Ny I BT =TT
ZRWNRY | S E T,

WONWTNNERETEET,
e AAA R Ao 7 JL—7

v — 7 Vili

FIL IJJtEfxﬁ l/

Note
local ¥ — U — Ri&, AAAGRIEZ L—7
ERETHEXIITAR—- I EHA
WZETIEH Y FHA) , THuE, v—
HVERFEE, U E— F R FEAR
BOREDT 7 4+ N ThHHTZHTT,
7= & 213, aaaauthentication login
default group g1 &5 7E L 723556, AAA
ITN—"T gl M L CRAEEZIT D Z
MTE2RITHUT, m—ﬁwmﬁﬂﬁﬁ
SNET, Tk L, aaa
authentication login default group gl
none ZiXE L7235 A. AAA V)L —7
gl %ﬁﬁﬁ LT uE%‘:ﬁ YT EmTER
JAuX, BEEXFEITSNERE A,

2Ty 73| exit Ay 4 Fal—varyE—RekT
Example: LET
switch(config)# exit
switch#

AT 7 4 |(Optional) show aaa authentication T FINrDa A AT RORESY
Example: FRLET,
switch# show aaa authentication

R w 75 | (Optional) copy running-config FEifTa 74X al—arkhr, AX—
startup-config PPy ar7 4 ¥al—vavica
Example: E—L %,

AAA DEETE
|



AMA DEE |
B o rrzsm~orr—nvsommit

Command or Action Purpose

switch# copy running-config
startup-config

O—AILEBEEAND T+ —IL/Ny I DEIE

VA W NS =AM e /45 (VS-S o) VN = B/ ¢ ‘/@U%~ FRFENERE S
TWAHEE, EO AAA V— NZHBIEARRER L X2 GRiE=T7 —IlZR 0 E£9) | =—¥N
CiscoNX-OS 7T A Anb vy 777 hSeWnE 912, a—HBREIL T +— Ny 7 &
9, 2L, BX 2T 4 EHEESELT0I, B — A NVERIEA~D T F—)V Ny T BRI
TEET,

A

Caution 17— 7 )LEBFEA~D T 4 — L3y 7 BT 5 & CiscoNX-0S T /34 A3 v 7 Zju, /84
U— REMEEZFATLRNWE TV BATERIRDZERHVET, A A by 7T Uk
INRNE DT BH72DIZ, B —BNFERESD T F— Xy 7 BB T HRRIE, T 7 40
farAgrbary— a4 oW TiER, WERNEITICTAZ EEHERLET,

Before you begin

oY —)bua 7/]) yif:bi?7ﬂ‘ﬂ/ ]\ s y/l) D U T I\munE%pXE Li‘d‘o

Procedure
Command or Action Purpose
R 71 |configureterminal a7 4 Fal—TarE—RIIAD
Example: 7.

switch# configure terminal
switch (config) #

R 772 |noaaaauthentication login {console | ayvV—alArERITTF 7 40 R
default} fallback error local 07NN T, Y B FIREEANRE
Example: ENTVDEHAITED AAA F— 3T

switch (config)# no aaa authentication iug;{:@éiﬁ s % Kiﬁiéhé =4 _7‘\7/1/5}3\
login console fallback error local |ZE~D7 3 —/L 3y 7 ZEHIZ L FET,

0 — B IVIREESD T F— )L 7 B
WZTHE, ROA v E—UNRRINE
KR

"WARNING!!! Disabling fallback can
lock your switch."

AT 73 |(Optional) exit A T 4 Fal—Tgy ET— REKT
Example: LT,

AAA DERTE
T I
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MAZTEDOF 74 Lk a—F a—io1x—T it [l

Command or Action

Purpose

switch (config) # exit
switch#

ATvT4

(Optional) show aaa authentication

Example:

switch# show aaa authentication

avy—ualA4rBIRTF 7 40k
A VR ROBREEFRLET,

ATy Th

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FETar I 4 Fal—rark, AX—
Ny a7 X2l —3 30l a
v—LEd,

AAASEEEDT AL A—5 O—ILDA %—

a—Yu— L ERrANW)ET— a2 —WiZ, TIHN NO—F a— L&A LT, RADIUS

Procedure

F 721X TACACS+ VU &=— R

JILiE

X % CiscoNX-O8 T34 A~ 74 i TEx£9,

AAA DT 7V FDOa—HY a— U iEE2 T 1 —T7 T 5 L, a—F a— 2720
Tk 2—PEFTFAS RO T A TERL R FT,

Command or Action

Purpose

ATy T1

configure terminal

Example:

switch# configure terminal
switch (config) #

a7 4FXalb—varyET—RIIAD
£,

ATy T2

aaa user default-role

Example:

switch (config)# aaa user default-role

AAA puuft@f\_&)@7477f/l/ K :L‘—‘ﬁ—
g—/LEA X—7 WU LET, T4
FClEA =T N> TVET,

T 7 H/ kN —Y u—LO¥EE T «
=TT BRI, TDawr RO
no B &AL ET,

ATvT3

exit
Example:

switch (config)# exit
switch#

REET— FafTLET,

ATvT4

(Optional) show aaa user default-role

Example:

switch# show aaa user default-role

AAAT 74NV a—HF o — L ORES
FRLET,

AAA DERFE .



B oy ommsms v e—sommit

AmAnEE |

Command or Action

Purpose

ATvT5

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FlTar 7 4 Fal—rarh, AX—
Ny ar7 4 Xal—rgila
[:0_ Li‘ﬂ—o

O454 DBk A Y E—DEDE

07 A R Y E— M AAA T —ABIEE LR WEA, Tou s 03, a—a L a—F 5 —
AR—=2 2 —)L F—_"—= L TR ENET, ZOLIREEIC, u AV KRIA v E—IUN
NI o TWBHE, DA v E—IRNa—PFOiRRICERENET,

Procedure

II AAA D

Remote AAA

Remote AAA

servers unreachable;

servers unreachable;

local authentication done.

local authentication failed.

Command or Action

Purpose

R T w 71 |configureterminal Ay 7 4F¥al—igr E—RICAY
Example: 7
switch# configure terminal
switch (config) #

R Fw 7 2 |aaaauthentication login error-enable 07 A VERHERIA v =BT L
Example: ij—o ?7j—/l/ ]\T&i?\/]) ’E_j/l/ﬁl
switch(config)# aaa authentication iﬁ’)7fU\EE7fo
login error-enable

2T 73| exit ay 74 F¥al—Tary B— REKT
Example: LET,
switch (config)# exit
switch#

Z 5w 7 4 | (Optional) show aaa authentication a7 A URRA =V DORTEEFRL
Example: 7
switch# show aaa authentication

27+ 75 | (Optional) copy running-config T O T 4 Fal—a R, AA—
startup-config Ty T ar74¥al—varica
Example: E—LEd,
switch# copy running-config
startup-config

#E
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EoLf-0494
ol

FIE

E '/—
AT
R Ller 74 VT LRI LTer 7 VT2 TR TL &
AL Y TFEBRETEET,

pyLns 4 vamessLosqviti [

EERBEL-094

VET

iE S Tzsyslogt— NIRRT D

ARV RFERETIVa Y

E:)

&

configureterminal

1

switch# configure terminal

Ja— )VERET— REBB L ET,

ATvT2

WAZE: [no] login on-failurelog

1

switch(config)# login on-failure log

uﬂ%“‘/ﬁ“ LAULR 6 IZRES LTV D

HBDH, KICUTZFRGEICEET 59T
0))‘ V=V ERERF D syslog P —
NIZFERLET, ZORETIE, ar/A
VIRBEIRIZIR Dsyslog A v — VPRI
SNET,

AUTHPRIV-3-SYSTEM_MSG : pam_aaa :
Authentication failed for user admin from
172.22.00.00

GE)

a7 LU authpriv 28 6 D4
IBO Linux 71— VIBGEA v & —
DLARTDO A vE—T L EHICERREN
£, ZNOLDBMDA vE—T %
T D MEN B 54, authpriv fE % 3
ICRET DRERH Y 77,

ATvT3

WiZH: [no] login on-success log

1

switch(config)# login on-success log
switch(config) # logging level authpriv
6
switch(config)# logging level daemon
6

uﬁ%/7°v»wvﬁ ICREINTND
HBDH, K UTZFRGEICEET 59X
0))1 V=V EREF D syslog H—
/\_naﬁzbit ZORETIE, »oA
BT B E IR Dsyslog A v — U H
KRINET,

AUTHPRIV-6-SYSTEM_MSG : pam_aaa :
Authentication success for user admin from
172.22.00.00

GE)

77 L~UL authpriv 28 6 DA
IBO Linux 71— VIBGEA v & —
DLARTDO A vE—T L EHICERREN
F7. INLHDOBMDRA v -V &K

AAA DERFE .
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B -—vcecons o Invronse

ARV RFERETIVa Y =)
T BN 554, authprivE% 3
CRETDRENRDH Y £7,
ATv 74| (L) show login on-failurelog KB UTZ38GE A > & — ¥ & syslogH— /3

IR T D KO ICAAL v FRRESNT

I .
f5l WAHEMNE I MERRFLET,

switch (config)# show login on-failure
log

ATw 75| (fE&) showlogin on-successful log | &Zh L7=78GE A v & — Zsyslogt—/3

51 IZFEERT D KO IZAA v TFRRESINT
’ , _ WEMNEIMEFRTLET,

switch (config)# show login

on-successful log

ATw 76| ({£&E) copy running-config Effar 74 Fal—ark, AX—
startup-config Ty a7 4 Xalb—30la
B - E—LET,

switch(config)# copy running-config
startup-config

A—HZEnng4 JAaYv Y NETE
A2A o FNnTa—) a7 4 Xal—ygy B—RNIRoTWAZ LR LET,

a—WFTlonrAr T ay JHREEZ M T 5 & Denial of Service (DoS) WEEDEE\ % i H
LT, HERBOBLEMTHIENTEEST, ZOKEITe—ILEBLION)E— 22—
WA SNET, e/ A R L= 2T uny 75582100l NI RA—XERE
THIIE, IR TFIEZFEITLET,

\}

GE) VU—R93NUKETIEH, VE—bha—HFonrlfr 7uy s a#ZETEET,

FIIE

OV RERETIVa Y B

AT w 71 | configureterminal JTa— )L a7 4 ¥z l—3a

. E— &G LET

fAi :
switch# configure terminal

R 72 |aaaauthentication regected a—HWETuvwrFTErLoca s
attemptsinsecondsbanseconds RS RA— R B BELET,
ﬁﬂ: OI)

. AAA DERTE
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a—vyceonsqy ovsngz |

AU RFERETOVa Y

B8

switch (config)# aaa authentication
rejected 3 in 20 ban 300

TIHN ORI A RTA—=FR
7°1Z1% no aaa authentication rejected =
~ U REMALET,

ATvT3

exit
51 -

switch (config)# exit

HrME EXEC E— RIZEREY 97,

ATv74

({£#&) show running config

1 -

switch# show running config

RTA L NTA=FEeFRLET,

ATvTh

show aaa local user blocked

1

switch# show aaa local user blocked

JuvrZEntte—hn a—YERR
LET,

ATvT6

clear aaalocal user blocked {username
user| all}
fi

switch (config) # switch# clear aaa local
user blocked username testuser

Ty Ina—h a—%Er)
7T LFET,

all : 7o v 7 &SN _XToa—hv
—H%E 7 VT LET,

ATy T1

show aaa user blocked

1

switch (config) # show aaa user blocked

Tuyr ERET_RTOa—)L 2—
HLVE—F 2—PFE2FRLET,

ATvT8

({f£#) clear aaauser blocked{username
user| all}
i) :

switch# clear aaa user blocked username
testuser

TayZINET_XTCor—F)L 2—
eV E—ha2—HFE27 U7 LET,
all: 7y 7 EnFF_XToa—L
2—PLVE—h a—VE27 YT LE
ﬁ‘o

il

)

GE)  network-admin 3 X OF vdc-admin 7217 28 show BB L Relear 2~ > K& FE{TTE F9,

WIT, 20 DM 3B w7 A UERATHRIRLTIZHEIT, 300 ia—F 427 m Y 7
THERTA L NTA—=FERETHHZRLET,
switch(config)# aaa authentication rejected 3 in 20 ban 300

switch# show run | i rejected
aaa authentication rejected 3 in 20 ban 300

AAA DERFE .



B coezioanit

AmAnEE |

switch# show aaa local user blocked

Local-user State

testuser Watched (till 11:34:42 IST Nov 12 2020)
switch# clear aaa local user blocked username testuser

switch# show aaa user blocked

Local-user State

testuser Watched (till 11:34:42 IST Nov 12 2020)
switch# clear aaa user blocked username testuser

CHAP :ZEEDE XL

CiscoNX-O8S V7 hoU =T X, F¥ LU Ny Ryv=—23GE7 2 k2L (CHAP) %W AR—
FLTWET, 27 haijd, EREHED Message Digest (MD5) v v R AMH L
TIEZEE TS, Fr LY VARV AGEREG O 7 v b 2T, UE— FafiEt—
(RADIUS F 721X TACACS+) #%i# L C. Cisco NX-OS AA v F~Dx—H% 1174 {2 CHAP
A TE ET,

F 7 %L kT, Cisco NX-OS 731 2L, CiscoNX-08S T34 2L U F— |k — D[ T

U— RRFE7 2 b= (PAP) #RGFEZE# A LE 3. CHAP RAEZIDE AL, CHAP X ¥ —
EAEM (VSA) 3R+ 2 X 912 RADIUS — X F 721X TACACS+ Y — " Z 3R T T 5 MLEN
HHFEF,

)

Note (isco Nexus 9K U — X 2 A v F|T. TACAAS+ZxF L TDI CLI =~ > K aaa authentication

. AAA D

login ascii-authentication ¥ 74— k L &9 2%, RADIUS (Z%f L Cld¥HR— b LEHA, T 7+

L NEEFETH D PAP BAZNZ /25 X 9 12, aaa authentication login ascii-authentication A A~ T3
IR TCND L EMRBLET, £H L0 E | syslog =7 —NFERINET, KRICHIZ

ALET,

2017 Jun 14 16:14:15 N9K-1 %RADIUS—Z—RADIUS_NO_AUTHEN_INFO: ASCII authentication not
supported

2017 Jun 14 16:14:16 NOK-1 %AUTHPRIV-3-SYSTEM MSG: pam_aaa:Authentication failed from
192.168.12.34 - dcos_sshd[16804]

W DFIZ, CHAP 24572 RADIUS 38 L TN TACACS+ VSA #7R LET,

Table 4: CHAP RADIUS & & 1% TACACS+ VSA

RuSF—ID |Ry&—% 4 |VSA Bl
&= TEE
311 11 CHAP-Challenge | AAA H— 3725 CHAP = —HITEE SN D

Fr b rvahfFLET, ZhiE
Access-Request /377 v b & Access-Challenge /¥
oy NOWGTHERATE £,

211 11 CHAP-Response | 5+ L > ViZxtd 5% & L C CHAP = —
MDAN UTABEZREF L ¥, Access-Request /¥
7y METHERLET,

Bl

axX &
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MSCHAP = 7-(3 MscHAP V2 ZiEn a5t [}

Before you begin

a7 A D AAA ASCI JBGF & ENIC L E T,

Procedure
Command or Action Purpose
ZFw 71 |configureterminal 27 4 Falb—TaryE—FRIZAD
Example: 7,

switch# configure terminal
switch (config) #

AT 72 |noaaaauthentication login ASCII FBFE% HEHIZ L E T,
ascii-authentication
Example:

switch(config) # no aaa authentication
login ascii-authentication

R 7 3 | aaa authentication login chap enable CHAPEREF A AN LET, 5741

Example: TIHEN > THET,
switch (config)# aaa authentication Note
login chap enable Cisco NX-OS 7:/§/rch\\ CHAP k

MSCHAP (ZF7-1X MSCHAP V2) Difj
FEEMNZITHZ LI TEERTA,

R T 7 4| (Optional) exit OV 7 4 F¥alb—vary E— REKT
Example: LETS
switch (config)# exit
switch#

R F v 75 | (Optional) show aaa authentication login | CHAP ®#& e s F L F9,
chap
Example:

switch# show aaa authentication login
chap

27 7 6| (Optional) copy running-config FTar74Xal—vark, AY4—
startup-config Ny arvreoXal— a3l
Example: E—LET,

switch# copy running-config
startup-config

MSCHAP & 7= (& MSCHAP V2 Z2EED E 1L

~A YTk FyL PNy Ry 2—2FAE7 1 har (MSCHAP) 1%, ~AfZ7u Y7k
il CHAP T, Cisco NX-OS Y 7 b7 = 7%, MSCHAP Version2 (MSCHAP V2) 2% 5t

AAA DELFE
|
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B wiscHaP =11 mscHap v2 BEE OB DL

LCWET, UVE— MRIEY—/Y (RADIUS F 721X TACACS+) %i# U T, CiscoNX-OS A A
F~Da—Y 1 /A ITMSCHAP Z i C& £9, MSCHAPV2 Ti%, Y E£— MiRiERADIUS
P — %I L72 CiscoNX-OS T34 ZA~Da—W a7 A 72Ny HR— kX9, MSCHAP
V2 OBEIZTACACS+ VNV —T %2R ETDHE, T 74V DO AAA v 7 A UFRRETIX, RITE
ESINTWAHFABMEHESNET, MO — R TN —TRNEHEIN T RWNGEER, =—hL
FHERPMERH S ET,

)

Note CiscoNX-0S ¥ 7 F 7 =T1%, RDA v —V2ERRTHHAENH £7,
['Warning: MSCHAP V2 is supported only with Radius. |

ZDEL X o — DTS ERA vE—THY . RADIUS T?D MSCHAP V2 O EMEIZ 135

BLEEA,

7 4V hTlX, Cisco NX-OS 7 /34 A%, CiscoNX-0S T /34 A & U E— h — DT/
AU — RRBFEZ 1 b=/ (PAP) #BiEZ&fH L9, MSCHAP %7213 MSCHAP V2 A%

T 584 1%,. MSCHAP 35 L O'MSCHAP V2 X Z—[E @M (VSA) %384 2 X 9 IZRADIUS
%w\% KETHUERDHY £,

W DFEZ. MSCHAP |2 44572 RADIUS VSA %<k LE 7,

Table 5: MSCHAP #5 & U* MSCHAP V2 RADIUS VSA

RoSF—ID |[Ro&—% |VSA SRBA
&= 1 7&ES
311 11 MSCHAP-Challenge | AAA H— /37> 5 MSCHAP F 7~ 13 MSCHAP V2

a—PIHEINDT ¥ L VERFFLET,
T UL, Access-Request 737 > k&
Access-Challenge /37 > Ol J; CEHTE £
R

211 11 MSCHAP-Response | F ¢ L > 12 %f4 5% & LT MSCHAP £ 7-
[T MSCHAP V2 == —# A L7 % R Ff L
F7, Access-Request /X7 v N TLMMEH I

FH A,
Before you begin
]:’7\\/( V}EHO) AAA ASCII ptunﬁ%ﬁfj Li?—o
Procedure
Command or Action Purpose
R w 71 |configureterminal a7 4Falb—varyET—RIZAY
Example: =7,

. AAA DERTE
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oAp 4—ico A FToRE [

Command or Action

Purpose

switch# configure terminal
switch (config) #

ATv T2

no aaa authentication login
ascii-authentication
Example:

switch(config)# no aaa authentication
login ascii-authentication

ASCII FEFEZ B LET,

ATvT3

aaa authentication login {mschap |
mschapv2} enable
Example:

switch (config)# aaa authentication
login mschap enable

MSCHAP F 7-1Z MSCHAP V2 #BiF 44
N LET, T 740 N TIREDC RS
TWVWET,

Note

Cisco NX-OS 7 /34 AT, MSCHAP &
MSCHAP V2 Ol &= HNZT5HZ &
IEITEEHA,

ATv74

exit
Example:

switch (config)# exit
switch#

a7 4 FXal—varyET—REKT
L/i‘g—o

ATvTh

(Optional) show aaa authentication login
{mschap | mschapv2}
Example:

switch# show aaa authentication login
mschap

MSCHAP 7213 MSCHAP V2 DFRE %
FRLET,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

EFar 7 4 X2 l— gk, AX—
Ny arrg s Fal—vg iz
I:OP‘ L/SETO

LDAP -—/\T® AAA

HADBE

LDAP 4 —_"DF 7 /L F D AAA FF] R AR ETEX £,

Before you begin

LDAP =G5z L ¥ T,

AAA DERFE .
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B wrrs—icomasaomE

Procedure
Command or Action Purpose
R 71 | configure terminal Fa—n)L ary 7 4 X¥al—g
Example: T—FzfBLE7

switch# configure terminal
switch (config) #

R Fw 72 |aaaauthorization ssh-certificate default { | LDAP — "DF 7 4 /L kD AAA 3Fr]
group group-list [none] | local | none} FRERELET,

Example: ssh-certificate % — 7 — Ri%., FERI#EGR
e taererteation | [ LI LDAP ST 20—
ldap2 VA ZERE L E T, T 7 4/L hOFFA]
L, —FIZED YTl — okt LT
HFrEnizavr KOV AN CTHDHE—
JIIVEFRI T,

group-list 51#%121%, LDAP H—/3 7 /L—
TR e A= A TG 572U A S ZFRIE
LET, ZOTN—FIETHI—Z
LT, AAAFFRIDT=HDT 7 & AN
1ThbiET, local X TlX, v—Hh v
T —H R A ZFRREZEH LE 7, none
FHATIL, AAA FRREREH 72 &
INTHELET,

AT w73 |exit Ta—\ )L ar 74X al—vay
Example: E—-FEKTLET,
switch (config)# exit
switch#

Z 5 7 4| (Optional) show aaa authorization [all] | AAA FFal7eiE% %57 LT, all %—

Example: U—REWRET D L. T 74V MEDPE
switch# show aaa authorization 2N éﬂij—o

A 75 |(Optional) copy running-config By T4 X2l — gLk, AX—
startup-config R w7 ar7 4 ¥al—varica
Example: v—LFE7,

switch# copy running-config
startup-config

Related Topics
TACACS+ DA 3 —7 WAk

. AAA DERTE
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FIAL O MATHY T4 v EROBEE |

JH#ILEDAAA T HOUT 4T ARDETE

Procedure

CiscoNX-0S V7 b7 = 71X, 7THU T 4712 TACACS+ 5 & RADIUS X% R — b
LEd, CiscoNX-OST /A RF, 2=V —DT I/ T 4T 4%, THhUrT 427 La—FR
DIEHTTACACS+ E72IZRADIUS EFX =2 U7 ¢ h—N—ZLVR—KFLET, T IV T 1
Y7 La—RZ, THYCT 4 TBHE (AV) OXTRA-TEY, 2 AAA —N
RSN E T,

AAAT IO T 4T BT 7T 47125 E, CiscoNX-0S T /31 AL, ZHoHDBMEET D
VT4 La—RELTHRELFET, FOTHULT 4 La—RiE, BEXxaUT o
YR EDTHT T 4T a SIS ET,

BEDT T T 4 P HREEETDHTF 74V N HRY 2 FERERTE £, kOGFREE
DL ENTEET,
RADIUSH—/N\ F)L—7
RADIUS =D/ 0 —/0 T—=VEHLCT BT 4 T EfTOET,
BESNE=H—NTIL—TF
fBE 472 RADIUS £ 721X TACACS+ 1 — " I N—T 2] LT AU T 4 v T %&AT
WET,
A—AJ
B AN D2 EINIRAT = R T = I R=2 B LT NI T 4 72T E
R

)

Note H— R 7L —FNRESNTNT, ZTOYV—R TN —FNEELRWNES, T 74/ F Tl

O—H b TR ZANEFEICHE A &SN E T,

Before you begin

VB2 E U T RADIUS F 721X TACACS+ %— N L — 7% E L F9,

Command or Action Purpose
R 71 |configureterminal a7 4Falb—varyET—KIZAY
Example: 3

switch# configure terminal
switch (config) #

R T 7 2 | aaaaccounting default {group group-list | =7 4L vDOT H T 4 2 7B
| local} ELET,

Example: group-list 51z i%, 7 v—7 %% A—

switch(config) # aaa accounting default 2 TR -7 A R %?‘aﬁﬁiﬂbiﬁ” a
d- o

e AN—THiE, RO L IIRE LET,

AAA DERFE .
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Command or Action

Purpose

 radiusRADIUS %—/ 3D 7 1 — 31
TNV EFER LT T
EITWET,

* named-group : TACACS+ H— %

721X RADIUS ¥ — D4 Fift & 4
Ty NIST AT T 4 TITER
EnET,

local Jisliie —hL 5 —H _X— 2 &f
HLTCT AT 4 v TEITVET,

TIAN DT AT 4 TR,
local T9, ZAUIH— 3 T —T 0]
HLERESNTWRWEES, FREHRES
NIZTRTOV— T —T 0D RE
DEONRP ST GRS NET,

ATvT3

exit
Example:

switch (config)# exit
switch#

a7 4 X2l —varBT—RERKT
L/iﬁ‘o

ATvT4

(Optional) show aaa accounting

Example:

switch# show aaa accounting

FIFINVNDAAAT I T 4 T
ROBEELERLET,

ATvTh

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FEifrar 74X al—arr, AX—
Ny a7 s ¥alb—vgila
[:o‘_ L/ij_o

Cisco NX-0S 7 /31 X2 & B AAA H—/\(D VSA D {EFH

R E—EAEME (VSA) ZHH LT, AAA — 3 ETO Cisco NX-08 = —V% m— LB LW
SNMPV3 XT A —Z ZHETE £7,

VSA DI E

A U H =3y MNEFRRIIEZES (IETF) 28, %~ hU—2 727 & A #—,3Lt RADIUS

P — NORTO VSA OEEDOT- DO TR EHET HIEMEEER L CWES, IETF (&M 26
ZREHLET, XU —T VSA ZEH LT, —ixp7e &I S 2 Al B LR EM: %
R—FT&x %9, Y RAa®RADIUS E3#i%, ZOMEEETHRINAEAAEZMEHA LT, 1 DX
VE—EAEA T a B R—RFLTWET, YAaDRXUX—IDIE9, PAR— S DA

. AAA DERTE
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VSA Oz

vsaoiz |

TarORUE— Z AT (LRI E cisco-av-pair) T9, EIZFROEADOA KU 7T
ﬁ—o

protocol : attribute separator value *

protocol [ &, FFEDFW Z A T 2T AADEM T, separator (T, LABMEDOLGIT= (55
) . AT aroREOBREITF (TAEY A7) TT,

CiscoNX-OS 7 /31 A TOFEFEIZ RADIUS — N Z T 25613, FFaflic oo —3E
PEEFRRERE R L & HITIRT L 512, RADIUSH— NIZRADIUS 7' & /L TR LET, 20
FFAMESRIT. VSA THRESNET,

WD VSA 7 ba)L 7 50, CiscoNX-OS V7 v =27 THAR—FINTWET,

Shell
a—W 77y A WERERMET D access-accept /N7 v N TEHEH IS T w R A,

Accounting
accounting-request /37 > N CHEH &7 a hajil, HICAX—AREENL TV IHE
L, ZHESIHMFTHA TS ES W,

WOJEMED, CiscoNX-0S V7 b7 =7 THAR—FENTHET,

roles
=PI Y ToONTRTOR—ADO—FTY, 7 41—V Fix, 7V —T4 %2R
TRY5TZ VA NDASTEARNY 7 TF, T2 21X, =—% 7 network-operator 35 K O
network-admin ® 2 —/L{ZJE L CW DA, fE 7 « —/b Rid network-operator network-admin
R0 FET, ZOVTEMEIT Access-Accept 7 L — A D VSA #4341, RADIUS
P— MO EEEINFTET, ZOREMIIshell 72 b a B EFFTHHTEET, KiIZ, 7—
Bt o6 2R~ L ET,
shell:roles=network-operator network-admin

shell:roles*network-operator network-admin

KIZ, FreeRADIUS THHR— kb e —V@Etoflzrx L E9,

Cisco-AVPair = shell:roles=\network-operator network-admin\

Cisco-AVPair = shell:roles*\network-operator network-admin\

Note VSA % shell:roles*"network-operator network-admin" % 7= (% "shell:roles*\"network-operator
network-admin\"" & L CHE LA, 2O VSAIA T v a VEEE LTT7 7 73 ES
N, oy 2a T, 232 0@EE2ER L £3,

accountinginfo
DO RADIUS 7H U T 47 Fa haliZgEgEnd@hke s bicr v e s a0
BMEBNLET, ZOBERNKEENDIDIL, AA vF EORADIUS Y 74 7 2 Fnvb

AAA DERFE .
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. AAA H—/XE T Cisco NX-0S D 1—4 O—)LE & U SNMPv3 /35 A —42 DIETE

® Account-Request 7 L' — A D VSA T /yNZIF T, ZORMER. 7horT 407 7a
k2 LBSEE@® PDU CLAMER T /A,

AAA H—/\NLET® CiscoNX-0S D1—H5 O—JLE LU SNMPv3 /XS5 A —S DIEFE
AAA Y—/3T VSA cisco-av-pair Z i L T, IROFEX T, CiscoNX-0S 7 /34 ADL—H 1 —
Ny BT EIBETEET,

shell:roles="roleA roleB .."

cisco-av-pait JBEIZ T — /L AT T a VERRE LD TRIGEDOT 7 4V O —% a—/uid,
network-operator T,

SNMPv3JEM: 1L, v = VBMEORTE 7ZIZHBOWTHICE & FE T, KD K DI SNMPv3 3%
ETTAN— T haVEEEEET A LB TEET,

snmpv3:auth="SHA” priv="AES-128" shell:roles="network-admin" shell:priv-1vl=15

shell:roles="network-admin" shell:priv-1vl=15 snmpv3:auth="SHA” priv="AES-128"

SNMPV3 3L u h 2 WIZIEETEX A4 7T a3 %, SHA & MD5 T9, T4 > — 71 k
IVZHRETE 547 > 3 %, AES-128 £ DES T, cisco-av-pair BIEICZ I HDA T T 3
VERELRDSTEGAEDT 7 40 FOFEET 1 haid, MDS & DES T,

X7 0T 4 UHREDERTE

AJ4 20 NTA—FDEE

AREMED B 5 — B AEIE (DoS) KA SNIH AL, ThUBO R 7 A #iTa HE)
HlCT vy 7 L, KB OBERERIT O KIS U7 S A SRR 38 55 = & T 4
7 aFVIKELESELHLIC, u A R_TRA—REHRETEXET,

GE) ZOMEBEIL, VAT A AL o F A —NR=NRE LA, TR AAA T ANEER LT
BAICHESLET,

(GE)  login block-for 35 X UV login quiet-mode 2> 7 f ¥ 2 L—v 3 U E— Rawy Rk, ZhEh
system login block-for 35 X 0" system login quiet-mode (24 RN A H S E Lz,

FIIE
ARV RERETIVaY H#
Z 7w 71 |configureterminal Jr—sS Ay 4 Xal—vay
- T NEBmLET

AAA DERTE
T I



| AR dEE

a—snsqsvtyavnsii |

AU RFERETOVa Y
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switch# configure terminal

ATy T2

[no] system login block-for seconds
attemptstries within seconds

1 -

switch(config)# system login
block-for 100 attempts 2 within 60

% — FHIMZRELET, 33T
Bl OFPHIL 1 ~ 65535 TT,

60 BPLINIZ 2 [Bl v 7' A BRI L
725 EIC 100 OFREE— RIZAD L)
WAL v T EHRET D ZRLET,

Zoavry REANTH L TelnetE 7o
IESSHZE I L7z T _XTonr 7 A V34T
L IR ICES SRES, T2k
2 2y hr— YRk (ACL) b,
system 2~ RBA SN ET,

GE)

fhow 74 v a~wy REFHT5EIC,
ZOavwy REANTHHERHD
j‘o

ATvT3

(f£&) [no] system login quiet-mode
access-class acl-name
1 -

switch (config)# system login
quiet-mode access-class myacl

FRREE— NICBIV DD L &EiT, A A v
FIEA SN D ACL Z4RE L4, &
A v T BT — N2> T DRI,
TRTOr T A CERPES S, A
TEDLHEIT o v Y — LR OB D Fr
2720 £,

ATy 4| () show system login [failures] BJA Yy RTA=RERRLET,
1 - failures 47> a 3, KLz /A
' CRATICEE T DI RO A FKR L E
switch(config)# show system login Tf
AT 75| (f£&) copy running-config FiTar 74 Xal—ark, AH—

startup-config

1

switch (config) # copy running-config
startup-config

Ny a7 4 F¥Fal—grila
I:o“_d[/ij—o

A—H a4ty a nHIR

I—PIAHZYVOHTZVDOREe /Ay a b ORREEAHIRERTA2Z ENTEET, =
XY, 22— RNEEORE R v a v Z2FoZ L &BiIE L, A%h72SSHE 7= (F Telnettz
AT I BEATARLEZ—YFOREN X )T A MEERR L ET,

AAA DERFE .
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=)

ATy T

configureterminal

1

switch# configure terminal

Ja—nR_) a7 4 F¥al— gy
EF—FEBLET

ATy T2

[no] user max-logins max-logins

1 -

switch (config)# user max-logins 1

a—H 1 A=Y O KEa 7 A B
tyvaBEHRIRLET, HETES
FHPHIZ1~7TT, KR 7 A UHlRE
LICERETHE, =2—F 1 AHTEVD
Telnet £721% SSH & v 3 2% 1 12
REET,

()
JESNTZa 74 UHIRIL. T
a—HFICEHINET, Hx D2 —5
WCRRDHIRAZRET HZ LITTEE
HFA,

ATvT3

(f£#&) show running-config all | i
max-login
1 -

switch(config)# show running-config
all | i max-login

a2—H 1 ANb72Y ORKFARE Y a v
BaforLET,

ATvT4

(f£&) copy running-config
startup-config
1 -

switch (config) # copy running-config
startup-config

Ffrar 74 X¥al—ark, AX—
NPy a7 40 Xalb—g0a
tob‘bgijﬂo

INAT— FDRSDHFIR

A=W RAT — FOR/NEERREZHIRCEEd, ZOMEEZFEHRTL L, 2—F 2
RAT— ROANZREITHZ LT, VAT LOEF 2T 4 2L TXFET,

JR 8 BRI

XA — ROEE OMRRZ AT 5121k, password strength-check =~ > K& 9 2% M B
NHVET, RAT— ROESEZHIR LN, NATU— RMEF = v 7 248008, 2—
DHIPREN TR SOFEEANIZRVVIAT — RE AT HE, =T —BFRENETH, 2—H
THY IBMERENET, SAUV—FRKOESEZEAL, 22— T7H vy FAMER I X

2T BT

jibg«o

. AAA DERTE
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FIE

A—HLZN/INRAT7—K 7O

FIE

1202 7—F 7avTroqx—Iuit [

AR NFERERTOVa Y

=)

R 71 | configureterminal Jua—)LarJ 4 Xal—gy
Bl T FEBIALET
switch# configure terminal

ATy T2 [n_o] userpassphrase {min-length a2 —H R2RT— FOHF/MNEFHITRKR
min-length | max-length max-length} EZ#ERLET, AU — RO/
i - 4~12TLFITTH 2 emTEES, A
switch(config)# userpassphrase ;KE7FA}:0>ﬁ%jtf%lj:8o ~ 127 jEﬁ37f
min-length 8 max-length 80 Tfo

ATw 73| (f£E) showuserpassphrase {length | | = —H 2T — FOR/NEERKES
max-length | min-length} FrLET,
1 -
switch(config)# show userpassphrase
length

ATy 4| (f£E) copy running-config Frar 74 Xal—vark, AL—

startup-config

fi
switch(config)# copy running-config
startup-config

NPy a7 s Xal—rgila
[:O‘_I_/i‘j—o

T rDA =TIk

=PI R D 2—FHRANKRICASRAY = FANZERT DL DI, A v TFERETEET,

ARV RFEEETIa Y

=)

R w 71 | configureterminal rua—N)ary7 4 Xalb— gy
151 - T— F&EBHEKELET,
switch# configure terminal

A F 72 |password prompt username password 4 7' g EAFIT IS

fi

switch (config) # password prompt
username

Password prompt username is enabled.
After providing the required options
in the username command, press enter.
User will be prompted for the username

password and password will be hidden.

username =¥ > K% 72 snmp-server
user v RNASSn=#%ic, =—
PIZxt L CTRAT— RATERDO T 7
ThaRRTLHEI AL v FaRELE
T, —PFNRAN LIz RU— R3FER
RICSNET, ZOMELZT 1 E—T L

AAA DERFE .
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Note: Choosing password key in the same|
line while configuring user account,
password will not be hidden.

2T AIZE, Zoavwy RO no B %

AL £

ATvT3

(f£&) copy running-config
star tup-config
1 -

switch(config) # copy running-config
startup-config

EfFar 7 4 X2l —ark, AX—
Ny a7 ¥alb—vgila
[:O‘_ Lijﬁo

RADIUS & 7= (3 TACACS+ D HEME DERTE
A4 v F L RADIUSH 72/ ATACACS +¥5— W0 U B — MR LT 0 707 1 v 7 i

2]

ETLIATWEIL, WEFRTHLIZOFFRICT OLERDY £9, ZhbD{bahiz

HAFIE DO ERIZIE,

radius-server [host] key 35 & (N tacacs-server [hostlkey =2~ K& Zi %€

HWERLET, SHA256/y v = FRUX, Wb SN BEMELREFETADIEHINE

‘/Jﬂo

FIRr

ARV RFERERTI VA Y

=)

&

configureterminal

1 -

switch# configure terminal

Ja—_) a7 4 FXal—Tg v
E— &G LET

ATvT2

generatetype7_encrypted_secret
1

switch (config) # generate
type7_encrypted secret
Type-7 (Vigenere) Encryption,

Use this encrypted secret to configure
radius and tacacs shared secret with
key type 7.

Copy complete secret with double
quotes.

Enter plain text secret:
Confirm plain text secret:

Type 7 Encrypted secret is : "fewhg"

X — %A 77 TRADIUS £721%
TACACS+ IR A E L9,
HREE DN % 2 [APESCTRD HivE
T, BEIE, AJ1T 5 EFEFIRITARD F
T, WIT, B bSioN—T 3 Rk
BNRRINET,

GE)

TU—r T XA S OREEROR S
W= g UERIEAKRLTEREE, 20
%O S b SN AR A ET D
TENTEET, ZORRITIE,
radius-server [host] key 35 LR
tacacs-server [host] key ZfFH L £ 9 =
YU RERITLET,

ATvT3

. AAA DERTE

({£#&) copy running-config
startup-config

1 -

Elrar 7 4 FXal—ark, AH—
Ny a7 s¥alb—vgi0lz
vE—LE9,
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ARV RFERFTIVaY B8
switch (config) # copy running-config
startup-config

O—AIAAAT h O oT4 200 BIDEZRIDTED
7

CiscoNX-OS T/XA RF, AA AT WO T 4 T TIT 48T 4D — a7 2L T
WET, ZoualiZET=F )LD YT LY TEET,

Procedure

Command or Action Purpose

R 7 71 | show accounting log [size| last-index | THOT 4T n T EFRRLET,
start-seqnum number | start-time year “oawy REAICE. F7 40 hCE

month day hh: mm:ss] K250,00051 FDTHTLTF 4T 1
Example: TIRFIRENET, I~ FOH Nz
switch# show accounting log PRI 2560 E sizes | #aFEH LE7,

FBE T D#PHIZ 0 ~ 250000 /XA T
T, o, v ZVHAORGEY— 7 A%
TEITRARNREAfRECE ET, A
AT w7 ZAOPAIX, 1~ 1000000 T
T, THIT o a s T AVIC
HLWEDA T v I AF T OfE TR
T 5121%. last-index % — U — R & fifi ]
LT,

Z 5w 72 | (Optional) clear accountinglog [logflash] | 7 H o5 427 u ZORNEEZ 7 U T
Example: LF7, logflash ¥—7U— KiZue s 7
TV allRFESNTWDT T T 4
I ar%r7 V7 LET,

switch# clear aaa accounting log

AAA 5% 7TE DFERE

AAA DRENFHREZFTTDITE. RONTNLOIEEZITVET,

av vk B#Y
show aaa accounting AAAT BT T 4 T DFRIE
EFRRLET,

AAA DEETE
|
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avy kR

S

show aaa authentication [login {ascii-authentication | chap |
error-enable| mschap | mschapv2} ]

AAAFGER 7 A VR ETERE
FrRLET,

show aaa groups

AAA Y — R TNV —T DHRIEH
FRLET,

show login [failures]

Oy Ay RITA—KERRL
F 9, faluresd 7> a %,
K L7zw 7 A AT IC B
TOHHEMROHER R LET,
Note

clear login failures 2~ > K
X, BITEOEHIRAN O 7
AR EZ VT LET,

show login on-failurelog

syslog “r—/NZ%} L CRERER
WAy E—V%n 7T %
EOCAA v TFRERESNT
WHMNERLET,

show login on-successful log

syslog ¥—/NZxf L CREAERK
WA ve—Tha ek d 5
E DAL v FRBESNT
WHMNERRLET,

show running-config aaa [all]

FEfrar 74Xl — 3
D AAABREEF R LET,

show running-config all | i max-login

a—H 1 AdT= Y OFKFEE
tyvalrBERRLET,

show startup-config aaa

AR— T oS a7 ¥
L—3 3 D AAAREE TR
LFET,

show user passphrase {length | max-length | min-length}

A=W RAT— FOR/MRE
RREZFRLET,

show user passphr ase sequence alphabet length

2P RZAT— ROFETF
VU ADRRKEEFRRL
F9,

show user passphr ase sequence keyboard length

=P = NAT— RDF—
R—=K = 20K KEL
FRLET,

. AAA DERTE
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AAA ) E%E 51
WIZ, AAA ZRTETHH 2R LET,

aaa authentication login default group radius
aaa authentication login console group radius
aaa accounting default group radius

> . — — =JL =
A4 2 18NS *A—ZDHFEH
WIZ, 0B LAPIZ 3 a7 A VBRI EL L2352 100 D OFFEE — RICAD L H I AL v
FHERETHHERLET, ZOHE, v /A4 0 ORMERLETA,

switch# configure terminal
switch (config)# login block-for 100 attempts 3 within 60
switch (config)# show login

No Quiet-Mode access list has been configured, default ACL will be applied.

Switch is enabled to watch for login Attacks.
If more than 3 login failures occur in 60 seconds or less,
logins will be disabled for 100 seconds.

Switch presently in Normal-Mode.
Current Watch Window remaining time 45 seconds.
Present login failure count 0.

switch(config)# show login failures
*** No logged failed login attempts with the device.***

LUFIZ, f%E— FACL OREFI 2R LE T, FiEREFHEIT . myacl © ACL 72> 6 DR A R EASR,
TRTOu T A VERPEGESNAET, ZO6E, v A ORBERLET,

switch# configure terminal
switch(config)# login block-for 100 attempts 3 within 60
switch (config)# login quiet-mode access-class myacl

switch (config)# show login

Switch is enabled to watch for login Attacks.
If more than 3 login failures occur in 60 seconds or less,
logins will be disabled for 100 seconds.

Switch presently in Quiet-Mode.
Will remain in Quiet-Mode for 98 seconds.
Denying logins from all sources.

switch (config)# show login failures
Information about last 20 login failure's with the device.

Username Line SourceIPAddr Appname TimeStamp

asd /dev/pts/0 171.70.55.158 login Mon Aug 3 18:18:54 2015
qweq /dev/pts/0 171.70.55.158 login Mon Aug 3 18:19:02 2015
qwe /dev/pts/0 171.70.55.158 login Mon Aug 3 18:19:08 2015

AAA DEETE
|
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INZAD— K 7oy 7 MEeD R EH

KOFITIL, username =< > RANBIZa2—YF RX2AT— RAHERO o P RE2FK KL,
IRAT— KN ANENR ST HBA/IIT T — A=V 2FERTDHL) AL v FEHRETD
FHiEERLET,

switch# configure terminal

switch (config) # password prompt username

Password prompt username is enabled.

After providing the required options in the username command, press enter.

User will be prompted for the username password and password will be hidden.

Note: Choosing password key in the same line while configuring user account, password
will not be hidden.

switch(config)# username userl

Enter password:

Confirm password:

warning: password for user:userl not set. S/he may not be able to login

WOFITIL, snmp-server user 2+ 2 RANJZRIC2—F AT — KA ERO T v o7 M &E
R, Z0%, 2—FIHRTHT 0 T NeFRRmTHLICAL v TFERET HHEEZRL
\iﬁqo

switch# configure terminal

switch (config) # password prompt username

Password prompt username is enabled.

After providing the required options in the username command, press enter.

User will be prompted for the username password and password will be hidden.

Note: Choosing password key in the same line while configuring user account, password
will not be hidden.

N9K-1 (config) # snmp-server user userl
Enter auth md5 password (Press Enter to Skip):
Enter auth sha password (Press Enter to Skip):

AAA (B89 %IE01ESR

Z 2 TIE. AAA OSFEEIZET A BIMEHRIC OV T L E7,

Ay

0

EEH
BEEIEH T=aTFILEAL ML

CiscoNX-OS D7 A & Z |CiscoNX-OST A &t X HTA K

. AAA DERTE
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R

E2 54k
v

COMRETH R — P ENDFHROEREE - IILE SN EETIH Y A, 2, | —
BEFEOEEDO YR — MIZFE SN TWEE A,

MIB MB®D') >y

AAAICEIET AMIB | AR — FENTWVWAD MIB #HEBELBIOF T m— FT51012, kD
URLIZT 72 AL TL &,

ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html

AAA DEETE
|
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