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Region Szes| DEZZH L T 72 &V, https://www.cisco.com/c/en/us/support/switches/
nexus-9000-series-switches/products-installation-and-configuration-guides-list.html

SUMMARY STEPS

1. configureterminal
interface {ethernet slot/port | port-channel humber}
[no] storm-control {broadcast | multicast | unicast} level { <level-value %> | pps < pps-value >

H

[no] storm-control action trap

[no] storm-control-cpu arp rate

exit

(Optional) show running-config interface {ethernet slot/port | port-channel number}
(Optional) copy running-config startup-config

w N

o No o
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DETAILED STEPS

Procedure

F>T4 99 X F—LFIEOEE

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

sa—\Lary 7 X al—3ay ®— Ntk
L‘ij‘o

ATvT2

interface {ethernet dot/port | port-channel number}

Example:

switch# interface ethernet 1/1
switch (config-if) #

A HF =T 2 AREE— FEBBLET,

ATvT3

[no] storm-control {broadcast | multicast | unicast} level
{ <level-value %> | pps < pps-value> }

Example:

switch (config-if)# storm-control unicast level 40

Example:

switch(config-if)# storm-control broadcast level
pps 8000

A BT oA AZBBTDHNT T 4T DRT

T4 AM—LHIHERELET, A NER

TIX BB Oy NEOEIG & L CRHEIE L
SN EBRETHIELTEET, 774V DA

FT—MEIT 4 =T N TT,

ATvT4

[no] storm-control action trap

Example:

switch(config-if)# storm-control action trap

NF7 4> 7 A b—LHEIORIRIZEZET S L. SNMP
~< v 7 (CISCO-PORT-STORM-CONTROL-MIB T
EF) BAERLET,

ATy TH

[no] storm-control-cpu arp rate

Example:

switch (config-if)# storm-control-cpu arp rate

R—hr F¥RIWVIADARP Ny "D NT T 4>
J A h—AflEIL— R ERELET, ZOL—F
X, B— b F v RO A =R THEITyE SR
ij—()

ATvT6

exit
Example:

switch (config-if)# exit
switch (config) #

A B =Tz AT 4 Fal—varyE—FK
ERTLET,

ATy T17

(Optional) show running-config interface {ethernet
slot/port | port-channel number}
Example:

switch (config)# show running-config interface
ethernet 1/1

N7 497 ARN—LHlIOREEERRLET,

ATvT8

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config]

FIFar 74 F¥al—vark AFA—LT v a
Y74 F¥al—varilar—LET,
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Y—LALOLENED 571 v s R b—sgiEonE |

V—LARNILDOLEWMED FT T4 v X b—LHFHIHDR

==

X

FIEDEE

F IR D

FIE

RO b T 7 4 73— LU LEWEIENTE 5, M AIREe & RHF R 26832

N T —VERETEET,

system storm control multi-threshold

configureterminal

exit
(ER)

© O NOOOAaRAEWDR

har dwar e access-list tcam region ing-stor m-control 512

interface {ethernet slot/port | port-channel number}
[no] storm-control multiunicast {levell <level-value %> | level2 <level-value %>}
[no] storm-control multi actionl {trap | shutdown} action2 {trap | shutdown}

show running-config interface {ethernet slot/port | port-channel number}
(f£#&) copy running-config startup-config

AU RFERET7TIVa Y

=)

ATy T

system storm control multi-threshold
{5

switch# system storm control multi-threshold

Ja—)VCLIE AN LET, Zoa<wy RiEYy—
VUL LEVMEZRET D & XICOAMETT,

R Fw 7 2 | hardwareaccess-list tcam region ing-storm-control 512 | #Hi3H TCAM U — 3 = U id. YV —L-~UL L X UVMEA T
5l - CHEEYA X S12TH—Er T ENET,
switch# hardware access-list tcam region a<wy RETHR, T4 A2AE2 )V a—RLTL &
ing-storm-control 512 i

R T w 7 3 | configureterminal Jua—\)ary 7 4¥alb—3g )y B— REEG
15“ : L\i‘g_o
switch# configure terminal
switch (config) #

R T 74 |interface {ethernet dot/port | port-channel number} AV B —T 2 A ABEE— FEBBLET,

1

switch(config)# interface ethernet 1/1
switch(config-if) #
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FST4 99 R b—LFIHDER

ARV KRFERIETI Va3 BHY
X 75 | [no] storm-control multiunicast {levell<level-value%>| > — L ~ )L LXVWMEDA VX —7 = A A% @ET 5
| level2 <level-value %>} NTT 4w DRTT 4w A N— Ll ERE L
{ﬁl] : ijﬂo
switch(config-if)# storm-control multi unicast — NEEDONN—F T — UL UTHEmE L~ L%
revert v devels 10 % %ﬁ“é_mf%sﬂ: FI AN PDAT— M
T4 =T NTT,
Z T 76 |[no] storm-control multi actionl {trap | shutdown} WA S ET:
action2 {trap | shutdown} )
*SNMP 7 v 7
Bl - (CISCO-PORT-STORM-CONTROL-MIB CiE
switch(config-if)# storm-control multi actionl #) TAPFP—2HHZE=F%LET
trap action2 shutdown ¢
c NI T4 v A b= LHIEBHIRICEES S
L, AR Aye—UBNERSNET,
A P — LI L EVEOE/ES L~V T T v 7B X
Ny NEOUT Iy a R ETHILELTE
9, 7L, A—FDELEVWE (levell) %
x oy MU UCRET DA, R—hoEmLEWN
iE (level2) (2% v FE T ERET HMEND Y
£7.
AT v T 1| exit A B =Tz A AT 4Fal—ary F—F
15“ : %%@T L/iwg‘*o
switch (config-if)# exit
switch (config) #
AT 78| (f£E) show running-configinterface {ethernet N7 74y A M—LHEIOREEZR I LET,
slot/port | port-channel number }
i -
switch (config)# show running-config interface
ethernet 1/1
ATwv 79| ({£E) copy running-config startup-config FITar 74 F¥al—vark, AF¥—+T v S

1

switch (config)# copy running-config startup-config

V74X al—valar—LET,

FS T4 v R b—LFIHORTE DR

o747 A b—ALHIEORE
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avw vk =]y

show running-config interface

NT7 747 A P—ALFHHIOREEFRRLET,

show access-list storm-control arp-stats
interface [ethernet | port-channel] number

AE—=TxAAXALEDARP X7 v DA F— LA
HlERE R 2 s L £,

S J74 v R h—LFHIEHADUZIDE=

2)2T

T 7 4y A h—AEIEEMEIZE L T Cisco NX-0OS T34 AT H T o ZEHE=XR

Vo7 cEFET,

avyU kR

EL:0)

WOITIE, Vb~ LEVEIZOLEA SN ET,

show interface [ether net slot/port | port-channel number] counters
storm-control

N7 4wy A b—AHIED
TR EFRARLET,

WOATIE, Y=L D LEVEIZOZEH S ET,

show interface[ether net dot/port | port-channel number] counters
storm-control multi-threshold
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show interface [ether net slot/port | port-channel number] counters
storm-control multi-threshold
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show interface [ether net slot/port | port-channel number] counters
stor m-control multi-threshold unicast
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show interface[ether net dot/port | port-channel number] counters
storm-control multi-threshold broadcast
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show interface [ether net slot/port | port-channel number] counters
storm-control multi-threshold multicast
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switch# configure terminal

switch (config)# interface Ethernetl/1
switch(config-if)# storm-control broadcast level 40
switch(config-if)# storm-control multicast level 40
switch(config-if)# storm-control unicast level 40
switch(config)# storm-control-cpu arp rate 150
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switch# system storm control multi-threshold

switch# hardware access-list tcam region ing-storm-control 512
switch# configure terminal

switch (config)# interface Ethernetl/1

switch (config-if)# storm-control multi broadcast levell 5 level2 10
switch (config-if)# storm-control multi multicast levell 5 level2 10
switch (config-if)# storm-control multi unicast levell 5 level2 10
switch (config-if)# storm-control multi actionl trap action2 shutdown
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switch(config)# sh access-list storm-control-cpu arp-stats

interface port-channel 132
slot 1
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® SETHPORT-5-STORM CONTROL ABOVE THRESHOLD: Traffic in port Ethernetl/5 exceeds the
configured threshold , action - Trap
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d %ETHPORT—5—STORM_CONTROL_ABOVE_THRESHOLD: Traffic in port Ethernetl/5 exceeds the
configured Broadcast threshold levell[10%], action - Trap

® SETHPORT-5-STORM CONTROL ABOVE THRESHOLD: Traffic in port Ethernetl/5 exceeds the
configured Broadcast threshold levell[15%], action - Shutdown
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